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Abstract

Context: Many critical systems must comply with safety standards as a way of providing assurance
that they do not pose undue risks to people, property, or the environment. Safety compliance is a
very demanding activity, as the standards can consist of hundreds of pages and practitioners typically
have to show the fulfilment of thousands of safety-related criteria. Furthermore, the text of the
standards can be ambiguous, inconsistent, and hard to understand, making it difficult to determine
how to effectively structure and manage safety compliance information. These issues become even
more challenging when a system is intended to be reused in another application domain with
different applicable standards.

Objective: This paper aims to resolve these issues by providing a metamodel for the specification of
safety compliance needs for critical systems.

Method: The metamodel is holistic and generic, and abstracts common concepts for demonstrating
safety compliance from different standards and application domains. Its application results in the
specification of “reference assurance frameworks” for safety-critical systems, which correspond to a
model of the safety criteria of a given standard. For validating the metamodel with safety standards,
parts of several standards have been modelled by both academic and industry personnel, and other
standards have been analysed. We further augment this with feedback from practitioners, including
feedback during a workshop.

Results: The results from the validation show that the metamodel can be used to specify safety
compliance needs for aerospace, automotive, avionics, defence, healthcare, machinery, maritime, oil
and gas, process industry, railway, and robotics. Practitioners consider that the metamodel can meet
their needs and find benefits in its use.

Conclusion: The metamodel supports the specification of safety compliance needs for most critical
computer-based and software-intensive systems. The resulting models can provide an effective
means of structuring and managing safety compliance information.

Keywords. Safety-critical system, safety standard, safety compliance, safety assurance, safety
certification, reference assurance framework, metamodel.

1 Introduction

Most critical computer-based and software-intensive systems in domains such as aerospace, railway,
and automotive are subject to some form of safety assessment by a third party (e.g. a certification
authority) as a way of ensuring that they do not pose undue risks to people, property, or the
environment. A common type of assessment is compliance to safety (or safety-related) standards,
usually referred to as safety certification. Examples of safety standards used in industry [1,2] include
IEC 61508 for electrical, electronic, and programmable electronic systems in a wide range of
industries, and more specific standards such as DO-178C for avionics, the CENELEC standards for
railway (e.g. EN 50128), and ISO 26262 for the automotive sector.
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Demonstration of compliance with safety standards is usually costly and time-consuming [3], and
can be very challenging [2,4]. Firstly, system suppliers have to collect evidence for compliance such
as hazard analyses, test results, and activity records in order to show that the safety criteria of a
standard have been fulfilled. In order to collect this evidence, practitioners need to determine the
safety objectives to be reached and the process to be executed based on the characteristics of a
particular system. As the text of the safety standards can be ambiguous, inconsistent, and hard to
understand, this can become an arduous task. Secondly, practitioners usually have to manage large
quantities of evidence to show how a system complies with a standard. If the evidence is not
structured properly, its sheer volume and complexity can jeopardize safety certification.

Demonstration of compliance with safety standards becomes even more difficult when a system
changes [5]. For example, evidence evolves when a system aims to be certified against different
safety standards or reused in another application domain. These are currently important concerns in
industry [6], and most practitioners have faced these situations according to [1]. Although the
correspondence between safety standards has started to be studied, it is a complex task. No perfect
match usually exists between the compliance needs of different safety standards, and system
suppliers usually have their own interpretations and thus usage of a standard. As a result, compliance
with a new standard is never straightforward. The industry needs means that enable evidence reuse
and support evidence change impact analysis in general, and in cross-domain and cross-standard
situations in particular.

All the challenges above can lead to certification risks [7], as a system supplier might not be able to
develop a safe system, demonstrate compliance with a safety standard, or help a third party to gain
confidence in system safety. We advocate the use of model-based approaches to tackle these
challenges. Models can facilitate the understanding of safety standards [8], the identification of
inconsistencies in their text [9], the determination of the evidence to collect [3], the specification of
traceability requirements [10], and compliance assessment [11]. There is evidence of the use of
models in industry for safety compliance purposes [1,2]. However, the current approaches are
standard-specific (e.g. for IEC 61508 [8]) or address only partial safety compliance needs (e.g.
process compliance [12]). Therefore, they do not provide solutions that can be directly applied in
contexts of cross-domain use or where compliance with multiple standards is necessary, or that cover
all safety compliance needs.

This paper aims to fill this gap by providing a generic, safety standard-independent metamodel for
the holistic specification of safety compliance needs. To our knowledge, no other model or
metamodel has achieved this objective, except our previous work presented in [13]. Therefore, we
provide the first common, unifying model of safety compliance needs for critical systems.

We present a metamodel for reference assurance frameworks (RAF), which model the different
criteria for demonstrating the compliance of a critical system with a safety standard. The metamodel
includes concepts and relationships in the form of classes and associations that are common to
different safety standards and to different application domains. It addresses safety compliance from
several perspectives, explicitly dealing with information related to the process, data, and objectives
necessary to demonstrate compliance, and their applicability. The metamodel is also part of a wider
approach for compositional and evolutionary safety assurance and certification and for cross-domain
reuse of assurance information. This approach has been designed in the scope of OPENCOSS
(http://www.opencoss-project.eu), which is a European industry-academia project that has defined
model-based safety compliance support for automotive, avionics, and railway. The specification and
validation of the RAF metamodel consists of over two years of extensive and continuous work in the
OPENCOSS project, including industrial case studies in the automotive, railway, and avionics
domains.

This paper extends the results in [13], where we presented the initial version of the metamodel. The
extension is mainly based on: (1) the introduction of new classes and associations in the metamodel
and the refinement of others in order to meet further industry requirements and expectations on the
specification of safety compliance needs; (2) the provision of further information about the
metamodel and its usage; (3) a wider validation of the metamodel, with a higher number of standards
(from four to 37 standards) and in the context of three specific industrial case studies, and; (4)
feedback from practitioners, including the organization of a workshop with practitioners at which
they provided feedback on the metamodel and its use. We started with a much simpler metamodel
and initially validated it using fragments of four different standards. The metamodel has now
evolved considerably based on feedback from industry personnel. This includes practitioners that
have used RAF models (e.g. in OPENCOSS industrial case studies). The feedback was used to



enhance the metamodel. We have also taken steps to further validate the metamodel with more
standards and a small workshop.

The rest of the paper is organized as follows. Section 2 presents the background of the paper. Section
3 introduces the metamodel and Section 4 presents its validation. Section 5 summarises our
conclusions. Finally, Appendix A lists the safety standards analysed for validation.

2 Background

We have divided the background of the paper into two main parts: the OPENCOSS project and
related work.

2.1 The OPENCOSS project

OPENCOSS is a large-scale European research project on safety assurance and certification of
embedded systems. The OPENCOSS consortium comprises four academic partners and 13
companies, including safety-critical system manufacturers, component suppliers, certification
authorities, safety assessors, and tool vendors. The project is also supported by a large advisory
board with representatives from more than 20 international organizations.

The project has (1) devised a common certification framework that spans different vertical markets
for railway, avionics, and automotive industries, and (2) developed an open-source safety
certification infrastructure. The ultimate goal of the project is to bring about substantial reductions in
recurring safety certification costs and at the same time reduce certification risks through the
introduction of more systematic safety assurance practices. The project deals with: (1) creation of a
common certification conceptual framework; (2) compositional certification; (3) evolutionary chain
of evidence; (4) transparent certification process, and; (5) compliance-aware development process.

For the common certification conceptual framework, the main objective is to create a language that
can be used across different domains to describe safety-related information, standards, and projects.
Such a language will facilitate the analysis and the comparison of safety standards, and the reuse of
safety-related information across projects, including projects under different safety standards or in
different application domain.

Fig. 1 outlines the model-based approach defined in OPENCOSS for safety assurance and
certification. The approach is based on a set of metamodels targeted at different safety assurance and
certification needs, to which models of safety assurance and certification must conform. The set of
metamodels corresponds to the common certification conceptual framework. The RAF metamodel is
part of this framework and addresses the specification of the safety compliance needs that have or
might have to be considered in an assurance project. These needs can be from either specific
standards, recommended practices, or company-specific practices. As can be observed, the
development of the RAF metamodel is only one of the activities of OPENCOSS. The project deals
with many other aspects (e.g. modelling of assurance project information and the development of an
approach for cross-domain reuse of this information).

In practice, there are two main sources of information for safety compliance: the standard to be
complied with and the product for which compliance is sought. Therefore, the metamodels produced
during the OPENCOSS project include the concepts and relationships necessary for modelling and
managing project-specific information. This assurance information needs to be recorded regardless
of which safety standard is being followed. OPENCOSS has defined metamodels for modelling the
process executed to create a product, the evidence of safety and of compliance, and the arguments
that will be used to justify key safety-related decisions taken during the project. The specific safety
criteria of a standard with which an assurance project has to show compliance are represented by
means of a baseline. This baseline is usually a subset of all the safety criteria present in a standard,
and can be tailored to project-specific characteristics. For example, the safety criteria will vary if a
system is developed using model-based technologies or automatic code generation.

Two other metamodels are proposed. The vocabulary metamodel is a means to define and record the
terms and concepts used to characterize reusable assurance assets such as evidence, argumentation,
and process data. Finally, there is a metamodel for mappings. Mappings can be specified between
vocabulary terms (e.g. from different application domains), between the assurance information
gathered during a project and its baseline for indicating compliance, and between safety standards
(i.e. RAF models) for indicating how the standards relate and if equivalences exist between them. In
general, the mappings aim to allow engineers and managers to make informed decisions about the
appropriateness and implications of reusing assurance information across projects, safety standards,
and application domains.



Further information about the OPENCOSS approach for safety assurance and certification can be
found in [14].
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Fig. 1. Overview of the OPENCOSS approach for safety assurance and certification

2.2 Related work

As discussed in [13], compliance has received great attention in the requirements engineering and
business process management communities, including model-based compliance. Models can also be
used for safety-critical system specification.

In this section, we review related work that has proposed model-based approaches for the
specification of safety compliance needs (i.e. of criteria whose fulfilment must be shown for safety
assurance and certification according to some safety standard). This work can be divided into three
main streams: safety regulation modelling, safety standard-specific modelling, and safety standard-
independent modelling. When mentioning models in this section, we refer to both models and
metamodels, understood as sets of concepts and the relationships between them, and independently
of the graphical or textual languages used for their representation. Overall, we have found that there
is no holistic and generic means for the modelling of safety compliance needs.

By safety regulation modelling, we refer to modelling the content (i.e., text) of standards in order to
perform some analysis for identifying, for instance, issues such as conflicts and inconsistencies.
Regulation modelling is an area in which very little has been done so far for safety standards. We are
only aware of three research efforts, one for railway [15] and two for the nuclear domain [9,16].
These publications have not addressed the need for deriving a RAF from the text of safety standards.
It is not enough to analyse the different parts of the text, but it is also necessary to determine how a
project or product can comply with a safety standard.

Safety standard-specific modelling corresponds to those model-based approaches that focus on
some safety standard. Models have been proposed for DO-178B (e.g. [17]), IEC 61508 (e.g. [8]),
ISO 13482 [18], and ISO 26262 (e.g. [19]). The models have addressed specific aspects of the
standards, such as their processes [20-22], artefact traceability [23,24], system specification
[17,18,25], system architecture [26,27], quality-related aspects [28], faults [29], and testing [30]. The
models in [8,25] address both process and system specification. Models for more than one safety
standard can also be found. Process assurance with ISO 26262 and Automotive SPICE is addressed
in [31], the representation of the safety case process with EN 50126, EN 50128, and EN 50129 in
[32], and the specification of safety-related design aspects for IEC 61508, ISO 12100, or ISO 26262



in [33]. Panesar-Walawege et al. [34] have presented an approach for the specification of IEC 61508-
based sector-specific models, and Papadopoulos and McDermid [35] have proposed a common
process for system development, assessment, and certification after analysing ten safety standards
(ARP4754, ARP4761, DO-178, DO-254, EN 50126, EN 50128, EN 50129, EN 50159, IEC 61508,
and MISRA). A similar process model is presented in [36]. In the medical domain, there are some
efforts trying to define common software process [37] and traceability [38] models from different
standards and regulations.

The main weakness of these models is that they cannot be directly applied for demonstrating
compliance with other safety standards. For example, the IEC 61508 model proposed in [8] does not
support demonstration of compliance with DO-178. These models could also be represented with the
RAF metamodel and thus can be regarded as RAF models. Therefore, the RAF metamodel increases
the level of abstraction of these approaches for the specification of safety compliance needs.

Finally, safety standard-independent modelling explicitly aims to support the specification of
safety compliance needs in a generic way, so that the approaches can be instantiated for any safety
standard. Whereas safety standard-specific models are mostly characterised by the adoption of
concepts and relationships from concrete safety standards, safety standard-independent models are
characterised by the use of concepts and relationships that correspond to notions from several safety
standard. In other words, the latter are mainly based on concept generalization and abstraction from
standards. For example, they would use “artefact” as a generalization and abstraction of requirements
specification, design specification, test case specification, and source code. The former are mainly
based on concept set extension. For example, they would directly include requirements specification,
design specification, test case specification, and source code as concepts. Therefore, the RAF
metamodel corresponds to safety standard-independent modelling.

The approaches that have addressed this type of modelling focus on specific safety compliance needs
such as the requirements to fulfil [39], the artefacts to manage [40], artefact traceability [41], and the
process to follow [12,42-44]. Safety cases have also been used for the analysis of safety standards in
order to determine the safety arguments in the standards and thus how safety is or should be justified
[45-50]. All these models have not addressed most of the relationships to consider between
objectives, data, processes, and applicability information of standards for the specification of safety
compliance needs. Therefore, although they are suitable for their purposes, these solutions are partial
for the challenges addressed in this paper.

3 Metamodel for reference assurance frameworks

This section introduces the metamodel that we propose for the specification of safety compliance
needs in the form of RAFs. The metamodel includes key concepts and the relationships between
them for demonstrating safety compliance. It captures abstract notions that can be used to describe
the information that needs to be collected to show compliance with safety standards and to manage
system change. Specifically, the RAF metamodel corresponds to a unified means for the creation of
models for safety assurance and certification.

In general, safety compliance is not based on just one standard. Minimally there is at least the safety
standard(s) mandated by a particular industry and then the internal working procedures of the
specific system supplier. These procedures are a mix of internal best practices and are geared
towards aiding compliance with the applicable safety standard. In other cases, a system is to be
certified to multiple standards being used in different parts of the world, and finally there may be the
case of using components (or sub-systems) that have been certified in one domain, in another. Hence
a component certified to one standard or set of standards may have to be re-certified to another.
There exist also other specific needs when a system evolves [5], such as managing evidence change
impact. We propose the RAF metamodel in order to aid compliance in these various scenarios.

The main rationale for developing RAF models is to create a consistent interpretation of the standard
being used and link the interpretation to the product being certified. The need for a consistent
interpretation stems from the fact that safety standards are textual documents amenable to subjective
interpretation. By creating a model we do not avoid subjectivity but aid in developing and
communicating a shared, consistent interpretation. The RAF metamodel also provides a common
means for comparing safety standards, based on a common terminology (i.e. the classes and
associations of the metamodel), and can in turn facilitate safety assurance reuse across safety
standards and application domains.

The proceeding subsections present the classes and associations of the RAF metamodel and its usage
scenarios, and discuss some aspects of the metamodel. The examples provided focus on DO-178C,
EN 50128, IEC 61508, and ISO 26262.



3.1 Classes and associations

Fig. 2 shows the RAF metamodel. For clarity, we have decomposed the metamodel into four
interrelated parts: specialization hierarchy, main components of a RAF, reference assurable elements
associations, and RAF applicability information. We do not show the attributes of the classes in all
the parts in order to keep the figure as small and simple as possible.

A Reference Element (Fig. 2 (a)) has an ID, a name, a description, and a reference. The reference is
for specifying from where an element is modelled (e.g. a clause of a safety standard). Some reference
elements are also reference assurable elements, which represent the main safety concerns that need to
be modelled for a critical system’s lifecycle:

*  Reference Requirement: conditions (e.g. an objective) that might have to be fulfilled (e.g. the
software shall be produced to achieve modularity, testability, and the capability for safe
modification, in IEC 61508)

*  Reference Activity: unit of behaviour that might have to be executed (e.g. Software development
processes in DO-178C).

*  Reference Role: type of agents that might have to be involved (e.g. Designer in EN 50128).

*  Reference Artefact: unit of data that might have to be managed (e.g. Safety plan in ISO 26262).

*  Reference Technique: specific way to execute a reference activity or create a reference artefact
(e.g. Formal methods in IEC 61508).

*  Reference Artefact Relationship: relationship between two reference artefacts that might have to
be recorded (e.g. satisfies in DO-178 - Design description satisfies Software requirements data).

*  Reference Artefact Attribute: characteristic of a reference artefact that might have to be recorded
(e.g. the expected result of a test case in EN 50128).

We deliberately indicate that the above needs might have to be addressed, as whether or not they are

finally addressed will depend on project-specific aspects. For example, a company might only deal

with software testing of safety-critical systems, thus it would not have to show compliance with the

safety criteria of other software development activities. This is further explained in Section 3.2

(Usage scenarios).

Reference Assurance Framework corresponds to a composition of the safety criteria with which a
critical system’s lifecycle might have to show compliance (Fig. 2 (b)). Intuitively, a RAF represents
a safety standard, and more concretely its safety compliance needs. In addition to reference
requirements, activities, roles, techniques, and artefacts, a RAF can consist of Reference Criticality
Kind (category of risk-reduction criteria) and Reference Applicability Kind (category of relevance or
appropriateness for reference assurable elements). For example, SIL (Safety Integrity Level) is
probably the most well-known reference criticality kind. It is used in IEC 61508 and other related
standards (e.g. EN 50128). These standards also commonly provide some form of recommendation
of use (reference applicability kind) for reference techniques.

Reference assurable elements are related to one another in several ways (Fig. 2 (c)). Reference
requirements, which can be decomposed into sub-requirements, can be assigned to some
Constrained Reference Assurable Element. In other words, reference activities, artefacts, roles, and
techniques can be responsible for the fulfilment of reference requirements. Reference roles can
participate in reference activities, and be responsible for some reference artefact. Reference
techniques can be used for both reference activities and reference artefacts, and be specialised into
other techniques. For example, Modelling is specialised in EN 50128 into Data modelling and
Sequence diagrams, among other techniques. Reference activities can have input and output
reference artefacts, and output reference artefact relationships. A reference activity can further be
decomposed into sub-activities, and have predecessor and successor reference activities. Reference
artefacts can have reference artefact attributes, can be the source or the target of artefact reference
relationships, and can record these relationships. Finally, information about the multiplicity and
change effects of the source and the target of a reference artefact relationship can be specified.
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Fig. 2. RAF metamodel divided into (a) specialization hierarchy, (b) main components of a RAF, (c) reference
assurable elements associations, and (d) RAF applicability information




RAF applicability information (Fig. 2 (d)) represents the safety criteria of standards regarding the
circumstances under which compliance with reference assurable elements has to be shown, and how
to show it. This information is arguably the most distinguishable characteristic of the RAF
metamodel. RAF applicability information is provided in relation to some Reference Applicability
Level (levels of relevance or appropriateness for a reference applicability kind) or to some Reference
Applicability Level and some Reference Criticality Level (relative level of risk-reduction provided for
a reference criticality kind). For example, IEC 61508 “recommends” and “highly recommends”
(reference applicability levels) the use of some reference techniques for SIL 4 (reference criticality
level), which is associated with an average probability of a dangerous failure on demand of a safety
function (from le-5 to le—4). Safety standards provide applicability information (Reference
Applicability) in the scope of reference activities, reference requirements, or reference techniques
(Reference Applicability Owner), often by means of tables in their text. Reference Criticality
Applicability roughly corresponds to the cells of these tables. Although applicability information
usually only refers to single reference assurable elements (element of Reference Applicability; e.g.
rows in IEC 61508 tables), the standards can also provide applicability information for several
reference assurable elements (e.g. a valid combination of techniques in EN 50128) and for sets of
reference assurable elements in relation to others (e.g. a set of reference roles that have to be
independent from a given reference role).

Table 1 shows examples of the correspondence between the main concepts of the metamodel and the
information in different safety standards. The cells with a hyphen (‘-°) indicate that the
corresponding information is not explicitly provided by that safety standard, but that instead a system
supplier has to decide upon a value for it (e.g. the roles in a DO-178C project).

Table 1. Examples of RAF concepts for specific safety standards

Standard
Concept DO-178C EN 50128 IEC 61508 1SO 26262
Ezg'efrmcahty Software Level A-E SIL 0-4 SIL 1-4 ASIL A-D
Ref. Objective satisfaction Mandatory, Highly Recommended,
L . Recommended,
Applicability should be shown as Recommended, Highly Hiohl
Level Satisfied or Satisfied Recommended, Not | Recommended, Not ghly

with independence, or
is at applicant’s

recommended, no
recommendation for

Recommended, no
recommendation for

recommended, or
No recommendation
for or against

discretion or against or against
Ref. Activity Software development Component design Software design Softwa?e unit
processes design
Ref. Role - Designer Developer Designer
Ref. Technique - Modelling Formal methods Contr.ol ﬂow
monitoring
Ref. Artefact Software Software Design System Design Software unit
Requirements Data Specification Specification design specification
Ref. Artefact Software System Software Unit
Relationship Software Design Spec. Design
. oy Component Design derived from Specification links
Dqu;vgjrilelv)gictf[ii;lr?:n Specification links Software to Software
}Ale lilire}nents Data to Software Architecture Design Requirements and
q Component Test and Hardware specifies Software
Specification Architecture Design Unit
Descriptions Implementation
Ref. (11.3b) Independence: 3-8.4.5.1.1
Requirement A description of the (7.4.4.1) Software (7.4.5.3) Software Consistency and
Component . .
methods for Desien modularity, compliance of
establishing oos1g testability, and safe Functional Safety
. . Specification for . . .
verification cach component modification Regs. with respect
independence P to the safety goals

When compared to the version presented in [13], the RAF metamodel has both grown (e.g. from 12
to 19 classes and from 26 to 33 associations) and been adjusted (e.g. inclusion of Reference Element
as a base class with the reference attribute) in order to meet further industry requirements and
expectations for the specification of safety compliance needs. The most revised part of the RAF
metamodel is the applicability information, which is essential for safety compliance because it



indicates how and when the criteria of a safety standard have to be fulfilled. Reference Applicability,
Reference Applicability Owner, Reference Assurable Element, Reference Assurable Element,
Reference Applicability Kind, and Reference Criticality Kind have been added. In the initial version
of the metamodel, activities could not be the owner of a reference applicability, the element of a
reference applicability could only be reference requirements or reference techniques, and no
difference could be explicitly made among reference applicability kinds and among references
criticality kinds.

More details about the metamodel can be found in [14].

3.2 Usage scenarios

The primary use intended for the RAF metamodel is the specification of safety compliance needs by
means of RAF models. Fig. 3 shows an excerpt of a RAF model for IEC 61508 in the form of a
UML (Unified Modeling Language) object diagram. The diagram represents examples mentioned
above when introducing the classes and associations of the metamodel. We refrain from showing
further parts of the models that we have created because the safety standards are under copyright. As
can be observed in Fig. 3, the RAF metamodel enables the structured specification of how to comply
with a safety standard, taking into account the possible criteria related to the objectives, process, and
data required by the standard, and their applicability. We have chosen IEC 61508 to show an
example because it is a generic standard used in many applications domains and from which domain-
specific standards have been derived (e.g. ISO 26262 in automotive).

A RAF modelling tool has also been developed in OPENCOSS [51]. The development of the tool
shows that the metamodel can be used for the specification of safety compliance needs. The tool
comprises an Eclipse-based editor with which a user can create graphical representations of safety
compliance needs by means of Reference Activity, Reference Artefact, and Reference Role, and can
specify the possible remaining needs using forms.

The next subsections present the main usage scenarios on which we have worked in OPENCOSS.
3.2.1 Development of a common understanding of safety compliance needs

One of the main issues with the texts of safety standards is that they can be ambiguous, inconsistent,
and hard to understand. The terminology can also vary among standards (e.g. “work products” in
ISO 26262 vs. “data item” in DO-178C), which can hinder their comparison, especially since there is
often incomplete conceptual overlap between safety-critical domains.

We are using the RAF metamodel to address these issues in two main ways. First, the concepts and
relationships of the metamodel allow us to refer to safety compliance needs with a common, unified
terminology. For example, OPENCOSS partners clearly understand what is indicated by a “reference
activity”, regardless of the specific safety standard followed. Second, the creation of RAF models
can help in developing a common understanding of the safety compliance needs of a given standard.
The models can, for instance, make it much clearer how an artefact is used in relation to specific
objectives.
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Modelling a safety standard also makes its implicit information explicit, and facilitates the
identification of aspects that might require further clarification (e.g. inconsistencies between
objectives). This is useful when discussing different interpretations of the standard. By explicitly
modelling these interpretations, the possible ambiguity of the standards can be reduced.

3.2.2 Specification of project-specific safety compliance needs

The OPENCOSS approach for safety assurance and certification (Section 2.1) includes the modelling
of baselines for the specification of project-specific safety compliance needs. The corresponding
models are based on the RAF metamodel, and can include: (1) the parts of an existing RAF model
with which an assurance project has to demonstrate compliance, and; (2) the refinement, tailoring, or
extension of a RAF model for project-specific purposes.

For example, a safety standard may not provide information about reference roles, but a company is
likely to want to specify them for a given assurance project. Another example is the development of
a Safety Element out of Context (SEooC) for the automotive domain. Such an element corresponds
to a vehicle sub-system or component, developed with the intention of being applicable in multiple
projects, and requires a selection of some ISO 26262 activities and their tailoring.

3.2.3 Management of safety assurance information

A RAF model can be regarded as what is sometimes referred to as a conceptual schema [52] or
traceability information model [10] for an assurance project. In other words, when used in a baseline,
a RAF model provides a reference of what the project is expected to do and how: reference
requirements to fulfil, reference artefact relationships to record, etc.

Therefore, the use of RAF models supports the management of safety assurance information. First, it
supports the specification of the information to manage in an assurance project. Second, it can be
used as basis to determine whether all of the planned information has been collected. Third,
information consistency can be assessed based on the structure of a RAF model (e.g. expected
artefact relationships). Finally, the change-related information in reference artefact relationships can
be used for managing impact analysis.

3.2.4 Specification of safety compliance

Mappings from project assets to the assets mandated by the standard (i.e., to a RAF model, and more
concretely to a baseline) need to be created in order to demonstrate safety compliance. By doing so,
we can show clearly how a particular asset created during a project complies with a particular
standard. The use of mappings also provides a clear traceable link between the assets of a project and
the standard to be complied with. This link is very difficult to show and maintain using textual
documents, but can be more easily managed using models [8].

When a project needs to comply with multiple standards, the vocabulary can aid in mapping the
assurance assets created in the project for compliance with one standard to those required by another
standard, or at least in indicating where conceptual gaps exist between assurance needs in the
standards. In this case not all assets may be reusable, some new assets may need to be created, and
some assets might have to be modified. OPENCOSS mappings metamodel provides for the
specification and justification of incomplete mappings, which can help to clarify these additional
needs. The model also provides for mismatches (“no map”), which can be important to record.

3.2.5 Specification of the correspondence between safety standards

One of the main objectives of the RAF metamodel is to provide a common means for the systematic
comparison of safety standards and thus for the determination of similarities and differences between
them. This is achieved by supporting the modelling of the safety compliance needs for different
safety standards, which can also be used in different application domains.

The comparison of safety standards leads to the specification of the correspondence between them by
means of mappings. This supports the indication of whether a concept (reference requirement,
activity, artefact, etc.) from one standard is equivalent, partially equivalent, or not equivalent with a
concept in another standard. Such information can be used for analysing asset reuse across standards
and domains, by determining how safety assurance information according to a given standard fulfils
the safety criteria of another standard. This is one of the main strategies proposed in OPENCOSS for
making safety assurance and certification more cost-effective.
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3.3 Discussion

In this section we discuss decisions made when creating the metamodel. Awareness of these
decisions can be important for understanding and using the metamodel. Further information about
practical aspects in using the metamodel is provided in Section 4.3 (Lessons learnt).

3.3.1 Terminology differences with specific safety standards

The concepts (i.e. the names of the elements) of the RAF metamodel correspond to abstract, generic
notions of how to comply with safety standards. Such notions are common to different standards and
different application domains, and the concepts can be named in different ways in different safety
standards and application domains. Table 1 shows examples of the correspondence between RAF
terms and the terms in some safety standards. Anyone using the metamodel must determine these
correspondences in order to properly create RAF models.

We have selected the terms for naming the concepts in the RAF metamodel from the terminology
used in safety standards, related work, and practitioners’ feedback on their suitability. For example,
Reference Assurance Framework was formerly named Safety Standard [13]. This change was based
on practitioners’ opinion regarding the common association of the term safety standard to
international standards, but not for example to company-specific or recommended practices.

3.3.2 Specialization of reference artefact relationships

The RAF metamodel deals with (reference) artefact relationships in a very generic and abstract way.
It does not impose a predefined set of possible relationships (e.g. satisfies, verifies, and implements),
but rather allows the modellers to define their own relationships according to the safety standards
that they follow. There is one main reason for this decision.

There are terms commonly used for naming relationships but whose semantics varies between safety
standards and application domains. For example, the semantics of the terms ‘validation’ and
‘verification’ is different between DO-178C and EN 50128. Therefore, the specification of a class
that specialises Reference Artefact Relationships into ‘validates’ and ‘verifies’ would not be suitable.
In essence, it is hard and risky to define more specific common, cross-domain, and cross-standard
notions for reference artefact relationships. We acknowledge that it could be done in some cases, but
it would require a very detailed analysis and comparison of the possible relationships according to
specific safety standards, including company-specific ones. It would very likely result in a large
specialization hierarchy due to subtle differences, as with ‘verification’, and the complexity and
prescriptiveness of this hierarchy could limit its usefulness. Instead, we opt for an abstract, highly
specialisable relationship.

3.3.3 Relationships between reference requirements

As for any system, relationships exist between the requirements of a safety-critical system (e.g.
‘AND’ and ‘OR’; [53]), including the requirements that safety standards impose (i.e. reference
requirements). In a change from the previous version of the metamodel [13], we here prefer not to
define specific relationships between reference requirements in the RAF metamodel beyond their
refinement and decomposition (subRequirement). Other relationships between the requirements must
be handled by means of reference applicability categories and levels, as is the case in the
OPENCOSS target domains.

The main rationale for this decision is that the relationships can vary depending on, for instance, the
criticality levels. The relationships also define constraint levels. For example, an ‘AND’ relationship
is more restrictive than an ‘OR’. Therefore, we regard them as applicability information, which
should be specified with the corresponding elements of the RAF metamodel (Fig. 2 (d)). We further
consider that the semantics and purpose of the relationships and types of relationships between
reference requirements is very similar to the current semantics and purpose of other reference
applicabilities with several elements. For example, safety standards can indicate that only one
reference technique within a set of techniques needs to or must be used (i.e. at least one technique
must be used, or one and only one), the same as they can indicate that only one reference
requirement within a set of requirements needs to or must be fulfilled.

4 Validation

We have systematically validated the RAF metamodel by modelling and analysing safety standards,
from their text, and in a workshop with practitioners. The first activity sought to address the question
of whether the metamodel supports the specification of industrial safety compliance needs. The
second activity was aimed to complement the first one by performing a systematic collection of
practitioners’ feedback on a set of RAF concepts and about the acceptance of the use of the
metamodel.
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In addition, we have received regular feedback on the metamodel from OPENCOSS industrial
stakeholders at project meetings and as a result of their collaboration in using the metamodel in three
industrial case studies in automotive, avionics, and railway [54], respectively. The case studies dealt
with the certification and reuse of an automotive component, the reuse of a railway execution
platform in avionics, and the certification and cross-country reuse of a railway signalling sub-system.
This feedback was collected in a spreadsheet and later analysed. Changes in the metamodel were
agreed from the feedback, leading to a metamodel that is more representative of industrial needs. The
execution of the usage scenarios presented in Section 3.2 has also contributed to the validation of the
RAF metamodel, as has the feedback from OPENCOSS advisory board. Therefore, we have received
extensive feedback from practitioners on the metamodel, but this feedback has been systematically
collected about a pre-defined set of aspects only in the workshop. Finally, an implicit validation
activity has been the analysis of how well the safety standard-specific models presented in related
work (Section 2.1) could be specified with the RAF metamodel.

In summary, the overall validation conclusions are drawn from a set of five different activities:
modelling of standards, analysis of standards, analysis of related models and metamodels, collection
of practitioners’ feedback at the workshop, and collection of practitioners’ feedback in other
activities of OPENCOSS (e.g. industrial case studies and in over a dozen meetings with
practitioners). In total, we have received feedback from around 50 practitioners. The need for all the
classes and associations of the metamodel has been confirmed in at least one of the validation
activities.

In terms of fit for purpose, the new version of the metamodel meets further industry requirements for
the specification of safety compliance needs than the version in [13]. That version was adequate for
the purposes initially analysed, but it does not meet e.g. all the requirements of OPENCOSS
industrial case studies. OPENCOSS results have been developed and validated in three iterations
[54], resulting in an incremental process where improvement opportunities were identified after each
iteration. The initial version of the metamodel was specified and validated in the first iteration,
whereas the current version is based on the final validation results.

The following subsections describe the systematic validation activities, presenting their research
questions (RQs), data collection, results, discussion, and validity. We discuss validity according to
the four perspectives proposed in [55]. We also present lessons learnt about using the RAF
metamodel during the validation activities.

4.1 Modelling and analysis of safety standards

The first coordinated validation activity for the RAF metamodel was to analyse whether we could
specify how to comply with different safety standards, according to their text. We first focused on
standards from the application domains addressed in OPENCOSS (automotive, avionics, and
railway), and afterwards analysed safety standards from other application domains (e.g. healthcare)
or that had different overall purposes (e.g. product-based prescriptive standards). This has allowed us
to cover a very broad range of safety standards and thus safety compliance needs.

4.1.1 Research Questions

The purpose of modelling and analysing safety standards was to establish whether the RAF
metamodel supported the specification of industrial safety compliance needs. To this end, we
formulated the following RQ.

RQ1. Can compliance needs in safety standards be specified with the RAF metamodel? This
RQ was aimed at analysing the suitability of the metamodel for specifying safety compliance needs
for different safety standards. This in turn allowed us to analyse the feasibility of applying the
metamodel, and identify possible adjustments in the metamodel.

4.1.2 Data Collection

We analysed both system-level (e.g. EN 50126 for railway systems) and subsystem (e.g. EN 50128

for railway software) standards, and international (e.g. ISO 26262 for automotive) and national (e.g.

MIL-STD-882E for the US) standards. We also considered the three main types of safety standards:

*  Goal-based standards (e.g. Def Stan 00-56), which focus on the desired outcomes rather than the
specific ways (e.g. techniques to use) to produce compliance evidence.

*  Process-based prescriptive standards (e.g. IEC 61508), which focus on the processes to execute
and the techniques to use in a system’s lifecycle.

*  Product-based prescriptive standards (e.g. ERA/ERTMS/003204), which focus on system
features.
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Appendix A lists all the standards analysed for validating the metamodel. Among all these standards,
we modelled DO-178C, DO-297, EN 50126, EN 50128, EN 50129, ISO 26262, and a tailored DO-
178. These safety standards, and the parts modelled from them, were selected because we needed
them for validating OPENCOSS results in its industrial case studies. We examined the rest of the
standards with the main purpose of discovering safety compliance needs that could not be specified
with the RAF metamodel. More standards could have been modelled, but this would have required
further resources in the project. We also consider that there is little value in modelling the simple
parts of all the standards. The main value is to model the relevant parts for specific purposes (as for
OPENCOSS industrial case studies) and to go through different standards, find aspects that are
distinct, and try to model them. If it is not possible, then the metamodel must be revised. Hence some
standards are modelled completely while others just examined.

The process for modelling the standards mostly consisted in reading the parts under consideration
(i.e., those relevant for OPENCOSS industrial case studies), extracting the relevant information, and
representing it in a RAF model. Several authors participated in the modelling of each standard,
discussing and agreeing upon how to model the standards, and practitioners also provided feedback
upon the validity of the models for the situations addressed in the case studies. This included the
correction of mistakes, suggestions on how to represent some concepts (e.g. by means of reference
activities instead of reference requirements), and the request to modify or include some elements. In
some cases, practitioners created RAF models and excerpts on their own. Although most of the
practitioners did not directly validate the metamodel but RAF models, their collaboration allowed us
to identify aspects that could not be modelled with the metamodel or modelled as the practitioners
preferred.

We kept a record of possible changes in the metamodel while modelling and analysing safety
standards. This record also contained suggestions from other OPENCOSS partners, based on their
experiences in using the metamodel in the industrial case studies and other pieces of work.

The validation in our previous publication [13] was preliminary and aimed to confirm that the initial
concepts and relationships were present in the text of four safety standards (DO-178C, EN 50128,
IEC 61508, and ISO 26262). The main differences in the validation with safety standards reported in
this section lie in (1) the creation of models of parts of safety standards for specific purposes in the
scope of OPENCOSS industrial case studies, (2) the involvement of practitioners in the creation
process, and (3) the analysis of a higher number of standards, also from a higher number of
application domains. Modelling of IEC 61508 is not presented in the validation of this paper because
this standard was not used in OPENCOSS industrial case studies. Although we have created some
partial models for the standard [13], these models have not been validated by practitioners in the
scope of a specific assurance and certification situation.

4.1.3 Results

In total, the RAF metamodel has been validated with 37 safety standards from 11 application
domains: aerospace, automotive, avionics, defence, healthcare, machinery, maritime, oil and gas,
process industry, railway, and robotics. Table 2 shows the number of RAF elements (classes and
associations) of the models of safety standards that have been created for OPENCOSS industrial case
studies. Mandatory elements in a RAF model (e.g. Reference Assurance Framework and the owned
artefact-RAF association for each Reference Artefact) are not included in the table to keep it as small
and simple as possible.

The largest RAF models were created for EN 50128 and DO-178C, as a result of their detailed
specification of reference requirements and of applicability information. This was necessary for the
cross-domain case study. The model for EN 50129 is considerably smaller because it specifically
focused on safety-targeted aspects (e.g. creation and management of a hazard log and a safety case),
in order to complement the models for EN 50126 and EN 50128. The model for DO-297 aimed to
complement the model for DO-178C with modular avionics architecture aspects.

4.1.4 Discussion
We discuss the answer to the RQ for the modelling and analysis of safety standards in this section.

RQ1. Can compliance needs in safety standards be specified with the RAF metamodel? It is
clear to us that the answer to this RQ is affirmative. We have used 37 standards from 11 different
application domains for the modelling and analysis of safety standards, including company-specific
and national standards, and used both goal-based and prescriptive (product-based and process-based)
standards. Therefore, we are sure that we have validated the RAF metamodel with most types of
safety compliance needs in practice. Furthermore, practitioners have validated the models created for
DO-178C, DO-297, EN 50126, EN 50128, EN 50129, ISO 26262, and tailored DO-178.
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Table 2. RAF elements used in the models created (associations in italics)

Standard
EN EN EN ISO Tailored
Element DO-178C | DO-297 | 50126 | so128 | 50129 | 26262 | DO-178

Ref. Criticality Kind 1 1 1 1 - 1 1
Ref. Criticality Level 5 5 5 5 - 5 5
Ref. Applicability Kind 2 1 - 1 - 1 2
Ref. Applicability Level 5 3 - 5 - 4 5
Ref. Activity 54 15 28 58 11 79 31
sub activity 45 13 14 50 - 77 30
successor - predecessor - 10 13 0 6 65 -
Ref. Role - - 5 10 - - -
activity - participant - - 31 50 - -
Ref. Artefact 24 24 55 38 7 52 26
user - input artefact 10 10 22 17 8 59 -
producer - output artefact 13 24 54 71 10 55 -
Ref. Technique - - - - - 5 -
Ref. Requirement 355 7 68 439 - 50 28
sub requirement - - - - - - -
requirement - constrained element 284 5 68 583 - 43 7
Ref. Applicability 172 - 213 - 1 62
Ref. Criticality Applicability 616 - - 1065 - 1 215

Total 1541 118 350 2556 42 421 382

We can further confidently state that the RAF metamodel supports the specification of safety
compliance needs for most safety-critical computer-based and software-intensive systems. Based on
the demographics of the surveys reported in [1,2], we estimate that the standards modelled and
analysed and the domains addressed cover over 90% of the safety assurance and certification
industry for these systems.

4.1.5 Validity

As discussed in the previous section, we are confident in the overall validity of the modelling and
analysis of safety standards. The aspects addressed (e.g. number of standards analysed and their
nature) strongly contribute to construct, internal, conclusion, and external validity. Several people
have also participated in the creation of the models, and practitioners have validated the models.

We acknowledge that others might have created different RAF models for the same safety standards
(see Section 4.3), thus the results could be different. Nonetheless, this is an inherent characteristic of
safety standard usage. There is no single way to interpret and follow a safety standard, and system
suppliers and regulators usually have to agree on how to comply with a standard for a given project
[3]. In this sense, it is necessary that the RAF metamodel supports practitioners in interpreting
standards (e.g. by indicating that reference requirements, artefacts, and activities should be
identified) and allows them to model and communicate an interpretation. It would be
counterproductive for the metamodel to force particular interpretations of safety standards.

Other people might pose new requirements for the RAF metamodel based on some specific safety
compliance need, and the modelling and analysis of further standards might lead to the discovery of
new requirements for the metamodel. We cannot guarantee that the RAF metamodel will support the
specification of any safety compliance need, but are sure that its current classes and associations can
be necessary for the specification of these needs, barring radical changes in the overall conception of
safety assurance in future. As with any other model or metamodel (e.g. UML), the RAF metamodel
might evolve in the future for meeting further safety compliance needs.

There is a threat of having missed some type of safety compliance need when modelling or analysing
safety standards. In this regard, modelling the standards resulted in a very thorough reading and
understanding of the text of the safety standards, thus it is less likely that we missed some
compliance need. Nonetheless, the analysis of the rest of standards resulted in the discovery of new
safety compliance needs and, in many cases, to adjustments in the RAF metamodel. We also
considered regular feedback from OPENCOSS industrial partners. Indeed, most of the adjustments
made from the version of the metamodel presented in [13] have been targeted at better fulfilling
practitioners’ expectations. Thus a combination of these three mechanisms has mitigated the threat of
having missed some type of safety compliance need.
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4.2 Workshop with practitioners

In addition to validating the RAF metamodel by modelling and analysing safety standards, we took
advantage of a two-day OPENCOSS event in which partners received training on the use of the
project’s results.

4.2.1 Research questions

The purpose of the workshop was to assess whether practitioners would accept using the RAF
metamodel. For example, we aimed to study if practitioners consider that the metamodel supports
their current practices for specifying safety compliance needs and avoids or mitigates possible
challenges. To this end, we formulated two RQs.

RQ2. Does the RAF metamodel meet practitioners’ needs? This RQ aimed at studying the
suitability of the metamodel by analysing if its main concepts are easy to understand, easy to identify
in the text of safety standards, and can readily be used in safety assurance and certification projects.
We regard these characteristics as the main ones that the RAF metamodel must ensure in order to
enable its application in the industry. If the characteristics are not ensured, then the metamodel will
not meet practitioners’ needs.

RQ3. Do practitioners find benefits in using RAF models? This RQ aimed at studying if the
models are considered useful and easy to use, and thus can help in mitigating or avoiding issues in
the specification of safety compliance needs. If practitioners do not find benefits in using RAF
models for specifying and structuring safety compliance needs, among other aspects, then it is
unlikely that the metamodel will be adopted in the industry.

4.2.2 Data Collection

Data was collected during a workshop aimed at training OPENCOSS partners on the use of the
project’s results. These results included the RAF metamodel and the RAF modelling tool. Eight
people attended the session related to RAFs, and five of them were practitioners. The main speaker
was the first author, and the second author supported him. The session lasted around 2 hours and 30
minutes.

The session was divided into four stages. First, the purpose of a RAF, its main concepts, and
practical considerations (see Sections 3.3 and 4.3) were presented. The main concepts are Reference
Assurance Framework, Reference Criticality Level, Reference Applicability Level, Reference
Activity, Reference Role, Reference Technique, Reference Artefact, Reference Artefact Relationship,
and Reference Requirements. This stage lasted around 60 minutes. Second, the RAF modelling tool
was introduced and a simple RAF model was collectively created as an example of how to use the
tool. This stage took 30 minutes approximately. Next, the attendees received a description of the EN
50128 software integration phase and were given 30 minutes to represent its safety compliance needs
with the RAF modelling tool. Finally, the speakers and the attendees discussed the models created
and the experience in creating them for other 30 minutes. The models created did not only include
instances of the main concepts but also of others (e.g. associations and Reference Criticality
Applicability). Examples were presented throughout the session and the attendees could ask
questions at any time.

After the session, we gave the attendees a short questionnaire to provide feedback on the RAF

metamodel and RAF models. The questionnaire was created with close reference to related surveys

[1,2,8]. It contained questions about:

*  The respondents’ background;

* The ease of understanding and identification of the RAF main concepts (strongly disagree,
disagree, undecided, agree, strongly agree);

* The frequency of use of the concepts (never, few projects, some projects, most projects, every
project);

* The expected benefits, challenges, and possible deficiencies in creating RAF models (strongly
disagree, disagree, undecided, agree, strongly agree);

*  The provision of additional comments and suggestions.

During the workshop, the attendees also made other comments on the RAF metamodel and its

resulting models. We noted these comments and later analysed them and updated the metamodel

accordingly. For example, we added the association between Reference Role and Reference Artefact

based on one comment at the workshop.

4.2.3 Results

Four practitioners with experience in safety assurance and certification completed the questionnaire.
Their background was as follows:
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*  Practitioner 1 was a safety assessor at a consultancy company, had more than 10 years and less
than 5 projects, of experience, and had worked with DO-178, ISO 26262, CENELEC, and ECSS
standards.

* Practitioner 2 was a safety assessor at a certification authority, had between 2 and 5 years and
between 5 and 10 projects of experience, and had worked with CENELEC standards (EN 50126,
50128, and 50129) and with safety assessment regulations (EC 352 and 402).

*  Practitioner 3 was a safety assurance manager at a manufacturer of final systems, had between 2
and 5 years and between 5 and 10 projects of experience, and had worked with ISO 26262

*  Practitioner 4 was an engineer at a component supplier, had between 1 and 2 years and less than
5 projects of experience, and had worked with DO-178.

Fig. 4 shows the practitioners’ opinion about the ease of understanding of the RAF main concepts
and their ease of identification in the text of safety standards, as well as how often the practitioners
had taken the concepts into account in safety assurance and certification projects. This information
aims to answer RQ2. Most respondents agreed or strongly agreed upon ease of use and ease of
identification, and had taken the concepts into account in most or every project. All but one
respondent (Practitioner 3) were undecided about ease of understanding or ease of identification of
some concept, two respondents reported use in every project (Practitioners 1 and 3), and only one
respondent (Practitioner 4) reported use in few projects. Practitioner 4 was also the respondent that
answered ‘undecided’ more times (seven out of 10), and this may be attributed to his short
experience in the industry.
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Fig. 4. Feedback on RAF main concepts
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Regarding RQ3, Fig. 5 shows the practitioners’ opinion about several statements on the ease of
understanding, ease of use, and usefulness of RAF models. Most of the respondents agreed or
strongly agreed upon most of the statements, only one respondent (Practitioner 1) strongly agreed
upon some statement, and only one respondent (Practitioner 4) disagreed upon one statement. Two
respondents (Practitioners 1 and 3) were not undecided about any statement, and Practitioner 4 again
was the respondent that answered ‘undecided’ more times (three out of five). When asked to provide
feedback on RAF models regarding the challenges when creating them, missing elements, and
improvement suggestions, the participants mostly referred to possible improvements on tool support.
The only change made on the metamodel from the feedback provided was the inclusion of an
attribute (reference in Reference Element) to specify the part of a standard (e.g. a given clause) based
on which a model element is created.

ODisagree OUndecided BAgree M Strongly Agree

The models facilitate safety standard comprehension | EENNNN : IR -
The models help in determining how to comply with safety standards [ 1 [N :
The models help in understanding the concepts of a safety standard (NN +

The models help in determining how to structure safety assurance and |

1 2 1
certification information according to safety standards ————
The models are easy to understand | 1 | 1
The models are easier to understand than the text of the safety | 2
standards | have worked with
The models help in understanding the relationships between the |

concepts of safety standards
Number of participants

Fig. 5. Feedback on RAF models

4.2.4 Discussion
We discuss the answers to the RQs for the workshop with practitioners in this section.

RQ2. Does the RAF metamodel meet practitioners’ needs? The results shown in Fig.4 provide
evidence that the metamodel can meet practitioners” needs. There was an overall agreement upon the
ease of understanding and the ease of identification of the main concepts, which had also been used
in most projects or in every project by the practitioners. The answers from Practitioner 4 can be
regarded as more negative than the rest, but we think that the responses from the other practitioners
are more valuable because they had wider experience in safety assurance and certification. The
‘undecided’ and ‘few projects’ answers from Practitioner 4 might be a result of his narrower
experience. For example, he had only dealt with avionics software projects, and might not have had
to use all the concepts.

RQ3. Do practitioners find benefits in using RAF models? The results in Fig. 5 show that
practitioners find benefits, especially in safety standard comprehension, understanding of safety
standard concepts, and understanding of the relationships between safety standard concepts. The
median of only two statements (‘The models are easy to understand’ and ‘The models are easier to
understand than the text of the safety standards I have worked with”) is lower than ‘agree’. Although
we explicitly requested the participants to answer independently of tool support-specific aspects, and
based on the additional comments and suggestions, these lower medians might be a result of
answering on tool support instead of the RAF models. As for RQ2, the more negative response from
Practitioner 4 might have resulted from his narrower experience. The results are also in line with [8].
This publication analysed the possible use of an IEC 61508 conceptual model (i.e., a standard-
specific safety compliance needs specification, which corresponds to a RAF model) for certification
purposes with 12 practitioners. Most respondents indicated that the model was easy to understand,
that they would very probably use the model to help in understanding the standard, and that they
found the model simple enough to use for communication with a certification body.

In summary, the answers to RQ2 and RQ3, and also taking into account the results from modelling
and analysing safety standards, suggest that the use of the RAF metamodel can be accepted in
practice.
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4.2.5 Validity

The main limitation of the validation through the workshop is the low number of practitioners that
completed the questionnaire. Four participants are too few to draw strong conclusions (conclusion
validity) and widely generalise the results (external validity). The relatively short duration of the
workshop for performing several tasks (metamodel presentation, tool description, model creation,
and discussion) is another limitation. Nonetheless, this validation activity was exploratory and aimed
to complement the results from the modelling and analysis of the safety standards and the rest of
feedback that we had previously received from practitioners. It must be further noticed that there is a
general difficulty in obtaining participation from practitioners in research validation, and a specific
difficulty in finding practitioners that can spend several hours on this activity. In addition, there are
several aspects that make us believe in the relevance and value of the results from the workshop.

First, and based on the demographics of the surveys reported in [1,2], the four participants and their
companies represent the main roles in safety assurance and certification of critical systems in the
industry. We estimate from [1,2] that aerospace, automotive, avionics, and railway, and the standards
mentioned by the respondents, correspond to around 70% of the industry of safety-critical computer-
based and software-intensive systems. The participants also cover different ranges of experience in
both years and number of projects. These characteristics mitigated threats to construct validity, and
contribute to conclusion and external validity. Second, the feedback that the participants provided
was based on the actual use of the RAF metamodel, not only on theoretical perceptions. This greatly
contributes to conclusion validity.

Another limitation corresponds to the fact we did not ask about all the elements of the RAF
metamodel, but asked only about the main concepts. This decision was aimed at focusing the
questions on the most important concepts for the specification of safety compliance needs. It was
also aimed at reducing the length of the questionnaire and thus mitigating possible threats related to
participants’ fatigue. The threats from providing incomplete lists of elements of the RAF metamodel
were mitigated by allowing the participants to provide comments and suggestions in the
questionnaire.

Last but not least, we do not consider that validation with only OPENCOSS partners could have led
to result bias (e.g. more positive evaluation of the RAF metamodel). The participants are
practitioners that are genuinely interested in the adoption and application of OPENCOSS results,
thus they were aware of the importance of expressing their actual perspectives so that the metamodel
fulfils their expectations.

4.3 Lessons learnt

The process of validating the RAF metamodel, via the modelling and analysis of safety standards
and the workshop with practitioners, has allowed us to gain insights into the practicalities of creating
a RAF model. We present the main practicalities by means of the following lessons learnt.

4.3.1 Difference between a RAF model and the text of a standard

RAF modellers must be aware of the fact that the text and structure of a standard does not exactly
represent how to comply with it. The text of a safety standard is usually structured in sections,
clauses, tables, etc., and sometimes it is not clear how certain needs have to be met in order to obtain
compliance. In contrast, a RAF explicitly represents safety compliance needs and corresponds to a
specific interpretation of the text and safety criteria of a standard, including the means of fulfilling
these criteria. A direct, clear correspondence between the text of a standard and a RAF model does
not always exist, but a modeller must analyse the standard to extract and classify the safety
compliance needs specified. As explained in Section 2.2, this is the reason why existing safety
regulation modelling approaches do not fulfil the objectives of the specification of safety compliance
needs. For keeping traceability with the text of a safety standard, the reference of Reference Element
should be used.

The information of a RAF can come from different parts of the text of a safety standard. For
example, the standards usually present an overall lifecycle, but further reference activities might be
identified in its clauses (e.g. in EN 50126). RAF modelling also implies the interpretation of a safety
standard and of how to comply with it. If someone created for instance a RAF model for a goal- or
product-based standard, decisions might be made in relation to the process to follow or the data to
create for demonstrating compliance with the standard, even though such process and data were not
explicitly requested by the standard. A key characteristic of the RAF metamodel is that it does not
force a certain interpretation of a safety standard and thus mandate how to comply with it, but allows
a user to represent his own interpretation.
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4.3.2 Possible ambiguities, inconsistencies, and conflicts in RAF models

When modelling a RAF for a given safety standards, issues can arise regarding the existence of
ambiguities, inconsistent information, or conflicting requirements in the text of the standard. Such
issues must be resolved, and it must be decided, for instance, what alternative interpretation and thus
specification is the most suitable one.

An agreement among those involved in a given safety assurance and certification effort (e.g. a
system supplier and a certification authority) is advisable, and might even be necessary. Indeed, this
agreement is necessary in most safety-critical domains. Otherwise, a certification authority might not
agree upon how a safety standard has been followed. Systematic, model-based approaches for
facilitating this agreement such as the one proposed in [3] can greatly help. Explicit models can
assist in managing the complexities of reaching an agreement and can ease communication among
the stakeholders.

4.3.3 Decomposition of reference activities and reference artefacts

Both reference activities and reference artefacts can be specified with different granularity levels. A
reference activity can correspond to a system lifecycle phase and be later decomposed into other
reference activities corresponding to sub-activities or tasks. A reference artefact can correspond to a
document and be later decomposed into document constituents. For example, a software testing
specification can be decomposed into test cases.

We do not provide detailed guidance about what an adequate granularity level would be for reference
activities and artefacts. This will depend on the characteristics of a safety assurance and certification
project, and even on the purpose for which a RAF model is used and who uses it. For example, a
safety assurance manager might be mainly interested in artefact management at document level, such
as a complete software requirements specification, whereas a system engineer might be interested in
managing artefacts with lower granularity level, such as concrete low-level requirements for DO-
178C. Nonetheless, we advise modellers to check existing guidance on process and data modelling
(e.g. for traceability specification [10]) when deciding upon the necessary granularity.

4.3.4 Variability in reference assurance framework specification

There exists the possibility that different people will model how to comply with a safety standard in
different ways. This depends on the perspective from which a standard is modelled, thus from which
compliance will be addressed (e.g. process-based vs. requirements-based). For example, the content
of some tables in some safety standards can be regarded as actions. The content of these tables could
be represented in a RAF as reference activities or reference techniques, even as reference
requirements. There also exists the possibility of differences between RAFs of the same safety
standard because of differences in how the standard and its compliance needs are interpreted. In
essence, the possible variability in RAF specification is mostly a consequence of the aspects
presented in the previous lessons learned.

When creating RAF models collaboratively or for a common purpose (e.g. comparison of safety
standards), we recommend that those involved in the effort reach an agreement upon how to model
safety compliance needs. This will also indicate how a safety assurance and certification project will
be executed and assessed (i.e. how compliance will be demonstrated). The process of creating a RAF
model helps in reaching an agreement on these variations and thus leads to the creation of a common,
shared interpretation for compliance.

5 Conclusion

Demonstration of compliance with safety standards, and thus determination of safety compliance
needs, is essential for many critical computer-based and software-intensive systems. If it is not
addressed properly, a system will not be allowed to operate. These activities can be very challenging,
especially when a system is intended for deployment in various application domains. Therefore,
approaches that facilitate compliance activities in these situations are necessary.

This paper has presented a metamodel for the specification of safety compliance needs for critical
systems. The metamodel is generic, enables the specification of reference assurance frameworks
(RAF), and abstracts concepts common to different application domains and standards. Unlike past
work, the metamodel enables the holistic specification of safety compliance needs in the form of the
requirements to fulfil, the data to manage, the process to execute, the relationships between these
elements, and when and how the elements should be addressed for a given critical system.

The metamodel has been systematically validated by modelling and analysing safety standards and in
a workshop with practitioners. We have also received feedback from practitioners in the context of
other activities (e.g. OPENCOSS industrial case studies). The results from the validation make us
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confident in the suitability of the RAF metamodel. They indicate that the metamodel can be used for
the specification of safety compliance needs for most critical computer-based and software-intensive
systems, and practitioners find benefits regarding the determination and specification of these needs.
The resulting RAF models can also be more suitable than the text of the safety standards for
understanding safety compliance needs, and thus for following the standards and complying with
them.

We have further provided practical information for the use of the RAF metamodel by presenting
usage scenarios, decisions made when creating the metamodel, and lessons learnt from creating RAF
models. This information is very valuable for anyone interested in the metamodel, as it provides
details about why to use the metamodel, when, and how, as well as possible issues that might appear
and decisions to make. Therefore, we have provided guidance on how to apply the RAF metamodel,
and thus on how to analyse safety standards and specify safety compliance needs.

We are currently using the RAF metamodel for the usage scenarios presented in Section 3.2. This
will lead to the validation of other OPENCOSS results, such as the approach for cross-domain
assurance. Many different pieces of work can be based on the RAF metamodel in the future. Among
them, we plan to analyse the use of the metamodel in industrial projects, and whether it can be used
for the specification of further assurance needs (e.g. security). We would also like to compare in
depth goal-based and prescriptive standards by means of RAF models, and create links with OMG
specifications, both on assurance (e.g. SACM [56]; Structured Assurance Case Metamodel) and on
systems modelling (e.g. SysML [57]; System Modeling Language). All of these activities could
allow us to find new refinement and extension opportunities on the metamodel, as it would be used
in more situations, for different purposes, and by different stakeholders. Another area for future work
is the improvement of the current tool support for RAF modelling. Finally, we plan to define
guidelines for RAF modelling from the text of safety standards.
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programme under grant agreement n° 289011 (OPENCOSS). The authors also thank those
OPENCOSS partners who provided input for and feedback on the metamodel for reference assurance
frameworks and on the models created.

Appendix A. Safety standards analysed

Table A.1 lists all of the standards analysed for validating the metamodel and outlines their purpose.

Table A.1. Standards used for validation

Standard Purpose
AC 20-115C FAA Advisory Circular for Airborne Software Assurance
AC 20-148 FAA Advisory Circular for Reusable Software Components
FAA Advisory Circular for Integrated Modular Avionics Development. Verification,
AC 20-170 .
Integration and Approval
ARP4754 Guidelines for Development of Civil Aircraft and Systems
ARP4761 Guidelines and Methods for Conducting the Safety Assessment Process on Civil

Airborne Systems and Equipment

CAP 670 SWO01

Air Traffic Services Safety Requirements

CLC/TR 50126-2

Railway applications - The specification and demonstration of Reliability, Availability,
Maintainability and Safety (RAMS) - Part 2: Guide to the application of EN 50126-1
for safety

CLC/TR 50506-1

Railway applications - Communication, signalling and processing systems - Application
Guide for EN 50129 - Part 1: Cross-acceptance

CLC/TR 50506-2

Railway applications - Communication, signalling and processing systems - Application
Guide for EN 50129 -
Part 2: Safety assurance

Def Stan 00-56

UK Safety Management Requirements for Defence Systems

DNV-RP-D201 Recommended Practice for Integrated Software Dependent Systems
DNV-0S-D203 Offshore Standard for Integrated Software Dependent Systems

DO-178C Software Considerations in Airborne Systems and Equipment Certification
DO-254 Design assurance guidance for airborne electronic hardware

DO-297 Integrated Modular Avionics (IMA) Development Guidance and Certification

Considerations

ECSS-E-ST-40C

Space engineering — Software

ECSS-Q-ST-80C

Space product assurance - Software product assurance
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EN 50126-1 Railway applications - The specification and demonstration of Reliability, Availability,
) Maintainability and Safety (RAMS) Part 1: Basic requirements and generic process
Railway applications - Communications, signalling and processing systems - Software
EN 50128 : .
for railway control and protection systems
Railway applications. Communication, signalling and processing systems. Safety
EN 50129 . . .
related electronic systems for signalling
EN 50155 Railway applications - Electronic equipment used on rolling stock
Railway applications - Communication, signalling and processing systems - Safety-
EN 50159 S S
related communication in transmission systems
EN 50239 Railway applications - Radio remote control system of traction vehicle for freight traffic
Application of risk management for IT-networks incorporating medical devices - Part 1:
EN 80001-1 o e
Roles, responsibilities and activities
55{3231::‘RTMS/ ERTMS/ETCS Functional Requirements Specification
ESA PSS-05-0 ESA software engineering standards
Issue 2
Medical electrical equipment - Part 1: General requirements for basic safety and
IEC 60601-1 .
essential performance
Functional safety of electrical/electronic/programmable electronic safety-related
IEC 61508
systems
IEC 61511 Functional safety - Safety instrumented systems for the process industry sector
IEC 62304 Medical device software — Software life-cycle processes
ISO 10218 Robots and robotic devices - Safety requirements for industrial robots
Safety of machinery - General principles for design - Risk assessment and risk
ISO 12100 .
reduction
ISO 13485 Medical devices - Quality management systems - Requirements for regulatory purposes
Safety of machinery - Safety-related parts of control systems - Part 1: General
ISO 13849-1 L .
principles for design
1SO 26262 Road vehicles — Functional safety
MIL-STD-882E US Department of Defense Standard Practice for System Safety
Tailored DO-178 Avionics company-specific application of DO-178C
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