The

University
o Of
#w  Sheffield.

This is a repository copy of Research of 3-D Deceptive Interfering Method for Single-Pass
Spaceborne INSAR.

White Rose Research Online URL for this paper:
http://eprints.whiterose.ac.uk/85481/

Version: Accepted Version

Article:

Wu, Z-F., Xu, H-P,, Li, J-W. et al. (1 more author) (2015) Research of 3-D Deceptive
Interfering Method for Single-Pass Spaceborne INSAR. IEEE Transactions on Aerospace
and Electronic Systems, 51 (4). pp. 2834-2846. ISSN 0018-9251

https://doi.org/10.1109/TAES.2015.140325

© 2015 IEEE. Personal use of this material is permitted. Permission from IEEE must be
obtained for all other users, including reprinting/ republishing this material for advertising or
promotional purposes, creating new collective works for resale or redistribution to servers
or lists, or reuse of any copyrighted components of this work in other works. Reproduced

in accordance with the publisher's self-archiving policy.

Reuse

Items deposited in White Rose Research Online are protected by copyright, with all rights reserved unless
indicated otherwise. They may be downloaded and/or printed for private study, or other acts as permitted by
national copyright laws. The publisher or other rights holders may allow further reproduction and re-use of
the full text version. This is indicated by the licence information on the White Rose Research Online record
for the item.

Takedown
If you consider content in White Rose Research Online to be in breach of UK law, please notify us by
emailing eprints@whiterose.ac.uk including the URL of the record and the reason for the withdrawal request.

\ White Rose -
university consortium eprinis@whiterose.ac.uk
/,:-‘ Uriversities of Leecs: Shetfiekd & York https://eprints.whiterose.ac.uk/




> REPLACE THIS LINE WITH YOUR PAPER IDENTIFICATION NUMBER (DOUBLE-CLICK HERE TO EDIT) < 1

Research of 3-D Deceptive Interfering Method
for Single-pass Spaceborne InSAR

Zhe-feng Wu, Hua-ping Xu, Jing-wen Li, Wei Liu

Abstract—The traditional Synthetic Aperture Radar (SAR)
deceptive jamming can create false targets or deceptive scenes in
the SAR image effectively. However, such deceptive capability
could be significantly reduced or denied by single-pass SAR
interferometry (InSAR). To achieve effective deception on InSAR,
the impact of SAR deceptive jamming on single-pass spaceborne
InSAR is analyzed. Then, a novel fast 3-D deceptive jamming
algorithm based on multiple jammers is proposed. In this method,
the specific geographic locations of two jammers are first
determined by the limiting conditions. Next, the expected terms
for the two jammers are generated based on the deceptive phase
and the relative positions of antennas and jammers. Finally, the
deceptive templates are decomposed into two parts, one of which
is pre-produced while the other is generated by real-time
modulation. After convolving those deceptive templates with the
intercepted signals, the transmitting signals of the two jammers
are created. The proposed method will generate false scenes in
two single looking complex (SLC) images, resulting in false phase
of the interferogram and producing deceptive digital elevation
model (DEM). The effectiveness of the proposed method is
validated by computer simulations.

Index Terms—deceptive jamming, digital elevation model,
single looking, interferometric phase, synthetic aperture radar
interferometry.

INTRODUCTION

YNTHETIC Aperture Radar Interferometry (InSAR), as a

further development of the traditional SAR technology,
employs two or more SAR antennas to retrieve the terrain
digital elevation model of the ground surface [1]-[3]. It has
been widely applied to areas such as monitoring and geological
investigation. Meanwhile, in order to protect important
facilities from detection and observation, the development of
effective jamming methods for InSAR has become more and
more important [4]-[9]. Furthermore, research on jamming
methods can help identify the weakness of current InSAR
systems, so that more effective and robust systems with further
improved performance can be developed in the future to work
in the complicated ever-changing real-world scenarios.
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Recently, interfering techniques for InSAR have received
intensive attentions in the InNSAR community. For illustration
purposes, the protected target or protected scene is defined as
the jammed area at the ground surface, while the deceptive
scene is defined as the false point target array in the SAR
image. The InSAR interfering techniques can generally be
divided into barrage jamming and deceptive jamming [7], [8].

The barrage jamming technique buries the imaging part of
the protected targets, decreases the correlation of InSAR
signals and produces interferometric phase errors. The resultant
phase noise causes significant errors to the interferometric
phase of real scene and even results in failure of phase
unwrapping [9], [10]. Therefore, the accuracy of DEM is
significantly reduced after elevation inversion. Barrage
jamming is easy to implement, but it is difficult to meet the
requirement of high power output and the produced phase
errors can be easily removed by a phase filter. Thus, barrage
jamming may not be applicable in practice [11]-[15].

On the other hand, the conventional SAR deceptive jamming
technique, detecting the parameters of a SAR system and
simulating the deceptive jamming signals as echo signals, or
retransmitting the intercepted signals, has become more
popular [16]-[22]. Nevertheless, it may not work for InSAR
deception. Some researchers have analyzed the impact of the
SAR deceptive jamming on echo phases in two antennas [9].
However, the analysis of interfering effects on co-registration
is not provided. The rebound jamming can destroy the original
interferometric phase of InSAR, meanwhile producing new
interferometric fringes. Such a jamming method produces false
phase information, but it is not utilized to generate desired false
DEM [23]. In [24], the principle of 3-D deception was
introduced, but the implementation method is not presented and
constraint conditions are not studied.

In order to achieve InSAR deceptive interference based on
3-D models, we first analyze the interfering effects of the
classic SAR deceptive jamming on single-pass spaceborne
InSAR. Although SAR deceptive jamming can generate
deceptive scenes in two SLC images, the difference of jammer
position from protected targets will cause deviation of
deceptive scenes from the jammed area in SAR image, which
will further affect the co-registration of the deceptive parts.
Even if co-registration is fully achieved, it is impossible to
produce deceptive DEM based on 3-D models Since the two
InSAR antennas receive false signals from the single jammer
simultaneously, the phase parts of the resultant deceptive
scenes in two SLC images are cancelled through
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interferometry. Therefore, the deceptive scene will be
discovered in the interferogram and DEM.

To address the aforementioned problem, we propose a fast
3-D deceptive jamming algorithm based on multiple jammers
in this paper, which makes full use of the unique properties of
joint interference and scene observation of spaceborne InSAR.
In our method, two jammers are located according to the
position of protected targets to ensure the co-registration of
deceptive scenes. Then, based on the desired deceptive phases
and the jammer positions, the complex constant terms used to
multiply the transmitting jamming signal are calculated.
Finally, the transmitting jamming signal is decomposed into
two parts in the azimuth time and range frequency domain. The
slow-time-dependent part is derived from real-time
modulation, while the slow-time-independent part is produced
in advance. After convolving these deceptive templates with
intercepted signals, the transmitting signals of two jammers are
generated simultaneously. Compared with the classic SAR
deceptive jamming technique, the joint interfering algorithm
produces not only deceptive scenes in SAR images but also
false interferometric phase and DEM.

Specifically, this paper is organized as follows. Geometric
configuration between InSAR, jammers and protected targets
are illustrated in Section II. In Section III, the jamming effects
of the classic SAR deceptive jamming technique on InSAR are
analyzed. Details of the proposed algorithm are presented in
Section IV. Performance analysis and simulation results of the
proposed method are provided in Section V and conclusions are
drawn in Section VI.

PRINCIPLE AND GEOMETRICAL MODEL OF 3-D DECEPTIVE
JAMMING

A schematic illustration of the InSAR deceptive jamming
scenario considered in our work is shown in Fig. 1. The jammer
J, is located at the origin of the Cartesian coordinate system,

while the second jammer J, is located at (X’,Y’,Z") . Points
A, and A, represent the master antenna and the slave antenna
of the side-looking SAR system, respectively. (x,y,z) is the

location of an arbitrary protected target P . Since the SAR
platform flies along the y-axis in a fixed altitude at a speed of
v, , we assume that the instantaneous locations of the master

and
The
distances from the master antenna and the slave antenna to the
(#,) and R(z,).

R, (t,) and R (t,) are the instantaneous slant ranges between

antenna and the

(X, +Bcos(a),v,t

a’

slave antenna are (X,,vt,,Z))

Z +Bsin()) at slow time ¢, .

jammer J, are respectively denoted by R,

the two antennas and the protected target. ¢ denotes the
inclination of the baseline. B is the length of the baseline.
XOY (ground plane) is the target focus plane.

As an InSAR antenna transmits signals, the two jammers
receive the echo signals respectively. The received signals are
processed by changing amplitude, time delay, Doppler

frequency and multiplying with different complex terms. Then,
both of the jammers send back the processed signals to InSAR
simultaneously. The deceptive jamming from the two jammers
is combined to generate desired deceptive phases in the
interferogram and obtain the false elevation in the DEM.

Since the jammer is considered as a stationary point target
within one synthetic aperture time as the InSAR passes by,
R, (t,) and R,(z,) are calculated by

R, (t)=X +(1,) +Z} M

Ry(t) = (X, + Beos(@)’ +(v,1,)’ +(Z, + Bsin(@)’  (2)

Similarly, R (¢,) and R (¢,), as the instantaneous slant

ranges between the two antennas and the protected target, are
givenby R (1,)= \/(XS —x)2 +(vt,—y) +(Z, —z)2 3)

R(t)= \/(Xy + B cos(&x) — )c)2 +(,t,—y)’ +(Z, + Bsin(a) - z)2
“)

EFFECT OF SAR DECEPTIVE JAMMING ON SINGLE-PASS
SPACEBORNE INSAR

The challenge of 3-D deceptive jamming is how to generate
deceptive scenes in two SLC images and how to produce
deceptive phase in the interferogram and false elevation in the
DEM. To tackle these problems, the impact of traditional SAR
deceptive jamming on InSAR is first analyzed, which can be
utilized to improve the performance of the new jamming
method. For simplicity, we only consider the jammer J, .
Generally, the deceptive scene comprises a lot of false point
targets. Without loss of generality, we only consider a single
point target below.

Position Bias in Range

When spaceborne InSAR works in the single-pass mode
where one antenna serves as a transmitter and both antennas
record the scattered signals simultaneously, the position of the
jammer will affect the location of the false point target along
range. Suppose that the master antenna transmits the SAR
signal s,(¢.,¢,) and the jammer J, retransmits the intercepted

signals. Then according to Fig. 1, the transmitted signal
received by jammer J, can be expressed as

( Rm'(ta)j
T, (118,)=5,(1,01,) @8] 1, ~ =2 )
c

where ¢, is the fast (range) time, ® denotes the convolution
operation, d(¢) is the unit impulse function, and ¢ is the speed
of light. To jam the protected target at (x,y,z), the jammer
retransmits the intercepted signal with time delay Az(z,) .

Then, the false echo signal received by the master antenna can
be expressed as
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[ Rm'(ta)j
Jy(t,t)=GJ (t.,t)®0c(x,y)d| t. —At(t,) ——L—=
C
2R (t,) ©
=Go(x,p)s,(t.,1,)® 5[@, —Az(t,)) _#J
C
is the

where G is the jammer gain factor,

o(x,)
backscattering coefficient of the false point target. Similarly,
the deceptive jamming signal received by the slave antenna is
given by
R.(¢,)

Jy(t,1,)= GJ,U,JH)@a(x,y)a{a —Ar(m—%j %
Simultaneously, the real echo signal from the protected target
and received by the master antenna can be expressed as

Sy (451,) = 0,y (X, 1)80(2,,1,) ® 5(@, ——ZR”’(Z“)j ®)
c

where o,,,(x,y) is the backscattering coefficient of the

protected point target. Comparing the time of the unit impulse
functions in both (6) and (8), we can derive the time delay
At(t)) as

2(R,(t)-R,, (1))

Az(t,)= ©

Substituting (5) and (9) into (7), the deceptive jamming signal
at the slave antenna can be rewritten as
JS (Zl > ta )

= GO(x.1)5,(1,11,)® 5(z, 2Ry | Raylle) Rv(’a)j (10

¢ ¢ ¢
However, the real echo signal from the protected target and
received by the slave antenna is given by

s (t,1) =0, (x,1)s,(1.,1)® 5(z, —Mj (11)
C

Comparing the time of unit impulse functions in (10) and (11),
we can derive the time deviation between the real echo signal
and the received deceptive jamming signal at the slave antenna
as

A Termr (ta ) =

(12)

To obtain the distance bias due to the time deviation, we have
the following considerations

R, =X +Z}

Ry =(X, + Beos(@)) +(2, + Bsin(@))

Ry =y(X,—x) +(2,-=)’

R :\/(XS ‘HBCOS(OI)—)C)2 +(Z, +Bsin(0{)—z)2

R,(t)-R (1) R, (t)-R;()
c c

(13)

Because the synthetic aperture duration is relatively short for
InSAR, the

L/22vt,2-L/2 holds for R, >>[v.t,—y], R, >>x,

spaceborne inequality R, >>[v,t,] and

R,,>>y, R, >>z,and R,, >> B . Accordingly, using the

Taylor series expansion, we have the following approximation
(As shown in Appendix A)

2 2
Ry (1) = Ry + 220 R (1) = Ry + L)
Yy 2RM] 5 9 ( )
2 2
Ry ()= Ry +Qela = gy 4 Ll =)
ZRMJ : ZRMJ

According to (12) and (14), we can derive the distance bias
AR, (t,) related to time deviation Az, (¢,) as

AR, (1,) = cAT,,,, (1) = (R, = R) = (R, —Rgy)  (15)
From (15), we know that the deceptive interferences at the
slave antenna deviate from real echoes from the protected
scene, while these at the master antenna completely coincide
with the corresponding real signals. The distance bias
AR, (t,) depends heavily on the baseline and the relative

error

position of two antennas, jammer and the protected scene, but
not the slow time ¢, . Utilizing the system parameters listed in

Table I, the relationship between distance bias and distance
difference of jammer and protected scene for different baseline
values are shown in Fig. 2, where Ax and Az respectively
represent such distance differences along x-axis and z-axis .
The increasing distance between jammer and protected scene
results in larger distance bias. Particularly when Ax =0 and
Az=0, the distance bias is negligible. The accuracy of
estimation error for the baseline of 200m, as shown in Fig. 3,
illustrates the validity of approximation in (15).

After imaging, the distance bias is manifested as the position
bias of the false point target along the range dimension. In order
to achieve co-registration of the two deceptive scenes, the
position bias along the range dimension should be far less than
a pixel spacing and it should satisfy Az, (¢)<<1/(2B,).

error

Therefore, x and z should satisfy

(RM—RS)<<§+<RMJ—RSJ) (16)

>

where B, is the signal bandwidth of the InSAR system.

Impact of Jammer Position on Azimuth Processing

The above analysis indicates that the deceptive scene
deviates from the jammed part in the slave image along range,
while such deception completely covers the same area in the
master image. We now derive the Doppler frequency bias of the
false point target in the slave image by using the illustrating
geometry, and discuss the influence of azimuth chirp rate
estimation error on image focusing.

1) Impact of Jammer Position on Doppler:

In SAR imaging, the 2-D high resolution is achieved by 2-D
matched filtering and the large compression gain is obtained by
utilizing chirp signals. The relative motion between targets and
the satellite leads to the Doppler effect which generates chirp
signals along the azimuth direction. In the azimuth dimension,
the Doppler frequency satisfies [16]

2 dR(t,)

L) =—=

17
A dt, {17
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where A is the wavelength. Accordingly, the Doppler
frequency bias (As shown in Appendix B) of the deceptive
jamming signal at the slave antenna can be expressed as

1 dAR, (t) vt v, yd
A t —_ error\"a’ __ _ "a "a d _d + a 1 18
V)= S (d=dy) + S (18)
. 1 1 1 1 .
with d, =——-— and d, = ——— . Fig. 4 shows the
M RS MJ ST

Doppler frequency biases for different jamming positions with
different baseline values. Clearly, the increasing baseline value
results in larger Doppler frequency bias. The Doppler
frequency bias will be larger as Ay increases, while it is

basically the same as Ax changes. However, such Doppler
frequency bias is so small that the position bias of the false
point target along the azimuth dimension can be ignored in
practice.

2) Impact of Jammer Position on Limit of Azimuth Resolution:

For SAR deceptive jamming, the jammer intercepts chirp
signals transmitted by the InSAR system, and then retransmits
them after modulation. Since this process does not change the
range chirp rate of the deceptive jamming signal at both
antennas of InSAR, image along the range dimension is
focused. However, in the azimuth dimension, the chirp rate of
the deceptive jamming signal is little different from the one of
the real echo signal at the slave antenna. The error of the
azimuth chirp rate satisfies

Ld*AR,, ()| v

Yo (d-d))=0
A d) /1(‘ :)

L=ty

AK, = (19)

where ¢, represents the time corresponding to the nearest

distance between the antenna and the real point target and
satisfies ¢, = y /v, . Equation (19) indicates that the defocusing

of the false point target in the slave image is negligible.
Therefore, the jammer position does not affect the azimuth
processing of the false point target.

Interferometric Phase of SAR Deceptive Jamming

As the jammer transmits the SAR deceptive jamming signal
to InSAR, the deceptive scenes will be generated in two SLC
images. Since the interferometry is achieved by measuring the
phase difference between dual SAR images, the interferometric
phase of the deceptive scenes will further influence phase
unwrapping and elevation inversion. If the position bias of the
corresponding deceptive scenes is beyond one pixel along the
range dimension, the co-registration of these false parts will not
be achieved and the deceptive area in the interferogram is
shown as phase noise.

We now consider the special circumstance where the
position bias of deceptive scenes is ignored and these false
parts are accurately co-registered. In order to obtain the
interferometric phase of the false point target, the
corresponding imaging results are derived through 2-D
matched filtering. According to (6), the imaged false point
target in the mater image can be obtained as

JMiout (t) > ta )

20
= GAO'(x,y)sinc(tr _2Ry jsinc(ta —to)exp[—j%rRMj( )
¢

where A represents the compression gain. Ignoring the
position bias along range, the imaging output of the deceptive
jamming part in the slave image can be expressed as

. R, +R, ) .
']S om‘(tr’ta) = GAO-(X, J’)Slnc[t, _Mj Sin C(ta - tO)
- c

4 2 1)
-exp(—jTRM)exp(jT(RM,o -Ry, )j
with
Ry =X 4y +Z2 (21a)

Ryo =\(X, +Beos(@)) + )" +(Z, + Bsin(@))’ (21b)

After co-registration, we derive the phase difference of (20)
and (21) through conjugate multiplication as
Ap= _27’[(RM./0 - Rs;o) = _277[(RMJ Ry, )
Equation (22) indicates that the interferometric phase of the
false point target is approximated as a constant, which depends
on the nearest distances between the dual antennas and the
jammer. Moreover, even if the deceptive jamming signal is
transmitted with expected phase, it is impossible to achieve
InSAR deceptive interference based on 3-D model for the
expected phase will be eliminated completely through
conjugate multiplication. Therefore, SAR deceptive jamming
can only play a very limited role for InNSAR systems.

(22)

3-D DECEPTIVE JAMMING ALGORITHM

In section II, it has been shown that the SAR deceptive
scene, due to the limitation of a single jammer, can be
discovered by interferometry. To overcome the problem and
achieve effective achieve 3-D deceptive jamming, a joint
interfering method based on multiple jammers is proposed in
this part. According to Fig. 1, now the jamming effects are
produced by both jammers J, and J, . For this jamming

method, we first make sure that the specific geographic location
of the two jammers meets the limiting conditions discussed in
the former section. Next, the expected terms for the two
jammers are generated according to the deceptive phase and the
relative positions between dual antennas and the two jammers.
Finally, the jamming signals are decomposed into the
slow-time-independent terms which are generated off-line and
the slow-time-dependent terms which are derived from 1-D
real-time frequency modulation. Such jamming signals with the
specific terms are convolved with the intercepted SAR signals.
Detailed steps are introduced as follows.

Constant Terms for the Two Jammers

We now combine the two jammers J, and J, to produce

3-D deceptive scene. Suppose that the deceptive jamming
signals of the two jammers are multiplied with different
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complex constants. According to (20), the 2-D matched filter
output for the deceptive jamming signal transmitted by J, and

received by the master antenna can be expressed as
']Miout (tr 4 ta ) = GAG()C, .V)

(23)

~sinc(t, _2Ry Jsinc(la —to)exp(—j%RM)U(x,y)
c

where U(x,y) is the complex constant generated by J,. As
the jammer J, is placed under the condition of (16), the

position bias of the false target in the slave image can be
ignored. Then, according to (21), the false point target in the
slave image is given by

. R R .
JSiout (tr’ta) = GAO-(X, y)S1n c(tr _Mj s c(tg - to)
‘ (24)

A4r 2
-exp(—j TRM )exp(] T(RMJO — Ry, )) U(x, )

Similarly, for the same protected target, the imaged deceptive
jamming from J, for dual antennas are respectively expressed
as

Jrt_ou(t,t,) = GAO(x, )

25
‘sinc(t,, —ﬂjsinc(ta —to)exp(—j%[RMj‘V(x,y) (@)
C

’ . R R .
JSfouz(Zr’ta) = GAO'(x,y)Slnc[tr — Al SJSIH C(t" _ZO)
‘ 26)

4 2, ., ,
'eXp(_] TRM )exp [JT(RMJO _RSJO)] V(x,»)

Therefore, we have
JMi.\'um (t) H tu ) = JMiout (tr’ ta) + J}’Mﬁuut (tr ’ ta )

=GAo(x,y)sinc (t, - ﬁj sinc(t, —t,)exp (—j%[RM j 27)
C

(UG, »)+V (x,9))
Jstum (tr ’ ta ) = JSfour (tr’ Z‘a ) + J.;iout (tr 4 ta )

= GAo(x, y) sinc(tr _2Ry jsinc(tu - to)exp(— j47”RM J
C

[exp(jzf(RMjo — Ry, )]U(x’y)

. 2 7 ’
1+exp(f7”(RMJ0 — Ry, )j V(x,y)

(28)
After co-registration and conjugate multiplication of two SLC
images, the phase difference between J, . (¢.7,) and

Jstum (t; s ta ) iS giVen by
arg [JMi.vum (ty s ta ) : JSfSum* (tr’ Za ):| = A¢false(x! y)

where arg|[-] is the operation of taking the phase information,

(29)

A@..(x,y) is supposed to be the desired phase. Combining
(27), (28) and (29), we obtain the constant terms for .J, and J,

as

27 , .
exp(] T(RMJO — Ry, ))_exp(_]A(pfalxe (x, J’))
U(x,y)= Ao (30)
o
. 2
exp(_]Aq’ﬁme(xa.V)) —exp(] T(RMJO — Ry, )J
Vix,y)= Ao (€29)
o
with

27 , 2z
A, = exp(] T(RMJO — Ry, )J_CXP£JT(RMJO — Ry, )) (32)

where Ag, is a nonzero constant. Especially when

A, =0, the deceptive phase in the interferogram will
disappear. Thus, this particular case should be avoided.
Equations (30) and (31) indicate that when the deceptive
jamming signals with terms U(x,y) and V(x,y) are
simultaneously transmitted from the two jammers, the
deceptive phase Ag,, (x,y) will be derived through

interferometry, which will ultimately produce the expected
false DEM.

Fast 3-D Deceptive Jamming

Based on the constant terms obtained in the former section,
the transmitting signals from the two jammers will be derived.
To transmit the jamming signals very quickly, a fast scene
deceptive jamming algorithm is provided in this section [16].
According to (6), the transmitting signal of J, can be
expressed as

Ji(1,.1,)

=GJ, (t.,t,)® O'(x,y)é‘[t, - 2(R'" (t.) _Rm’(t"))J.U(x,y) (33)
c

where J (¢

7

,t,) denotes the real echo signal received by J, .

Performing FFT to (33) along the fast time ¢, yields
Ji(f51,)
Az f,

=Go(x,y)J, (f,‘afg)exp(—jT(Rm (ta)—Rm,-(fa))) U(x, )

(34)
where J, (f.,t,) is the Fourier transform of J (¢ ,¢,) along
t.. Using the Taylor series expansion at slow time ¢, (As

shown in Appendix C), we have the following approximation
2
wt, () (11
R (t,)-R (t,)=(R,,— R, )——+*+ -
m( a) m/(a) ( MO MJ) RMO 2 RMO RM,

(33)

with

Ry =(X,=2) 47" +(7,-2) (352)
Substituting (35) into (34), the transmitting signal from J, can
be rewritten as

S (fot,) =G, (f,8,) 200 ME (L E(x,y)  (36)

Part I
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with
Fl(an’)=eXP(_j27rfr(RMo_RMJ))'U(xay) (36a)
- . wt, () 11
Fz(x,y)—eXp{ﬂﬂf{ R, 2 ( R, R, )} (36b)

In (36), R,,, can be obtained according to the satellite orbit
parameters, and R,,, can be derived from the relationship
between the protected targets. Therefore, R, and R,,, are

predefined before the jamming is carried out. It is technically
feasible to calculate F(x,y) in advance. However, F,(x,y)

depends heavily on ¢, , and it is generated in real time.

Similarly, we obtain the transmitting signal from J, as
Sy (f51,) = G, (f,5,) D 0(x, M F (%, ) (x, ) (37)

Part IT
with

Fy(x,y)=exp(—j27f, (R}, —Ry,)) V(x,y)  (37a)

F4<x,y>=exp{jzﬂf, {ﬂ—m(#—im (37b)

R, 2

In this way, 3-D deceptive jamming will be realized as the
two jammers J, and J, simultaneously transmit the deceptive

jamming signals obtained by convolving the intercepted echo
signals with different terms as show in Part [ and Part Il in
(36) and (37).

Analysis of Jamming Coverage in 2-D

In Range: the analysis in section II indicates that the coverage
of deceptive jamming along range is determined by the position
bias of the false point targets, which is shown in (16).
Meanwhile, to avoid azimuth defocusing, the coverage of

deceptive scene along range should satisfy
2 2 /IRM J :
VX +z27 < ———

Z(Tv )2

a’a

(3%)

where T, is the coherent integration time. Therefore, the

predesigned position of the deceptive scene should satisfy (16)
and (38) simultaneously.

In Azimuth: from the former section, the Doppler frequency
error and azimuth chirp rate error of the false echoes are
negligible. The coverage of deceptive jamming is determined
by the pulse repetition frequency (PRF). The instantaneous
slant-range history of an idea point target is different from the
one of the corresponding false point target, which will lead to
Doppler ambiguity and produce the ghost image along azimuth
[16]. Considering the windowing processing in practice, the
coverage of the deceptive jamming along azimuth should
satisfy

‘R, (PRF—-v,/D) L

2v 2

a

A
v|<

(39)

where D denotes the antenna aperture in azimuth, L
represents the synthetic aperture length.

SIMULATIONS AND ANALYSIS

The aforementioned sections have analyzed the SAR
deceptive effects for single-pass spaceborne InSAR and
addressed procedures of 3-D deceptive jamming by combining
two jammers, together with detailed theoretical analysis. In
what follows, to demonstrate interfering effects of SAR
deceptive jamming and our proposed method, simulation
results are provided based on the TanDEM-X system [25].

Analysis of Position Bias

In this part, we will analyze the position bias caused by the
relative distance between the jammer and the protected scene.
The point targets are generated using the Chirp-Scaling
algorithm with the system parameters listed in Table I [26].
Suppose that the jammer is located at (0, 0) km. The real point
targets are equally distributed from -4 to 4 km with a 1 km
interval along range and share the same azimuth coordinate 0
km.

To derive the position bias in the slave image, it is supposed
that these real point targets in the master image are completely
covered by the corresponding false targets. In the slave image,
as shown by Fig. 5, seven false point targets are superimposed
upon the same number of real ones. Fig. 5(a) illustrates the
jammed image with the baseline of 200m, while these baselines
of 500m and 800m are shown in Fig. 5(b) and Fig. 5(c). From
Fig. 5(a), it is observed that the real point target and the
corresponding false one almost coincide, and the phase of the
complex data is partly cancelled. Therefore, the target slight
target offset is inevitable after imaging. In each sub-figure of
Fig. 5, the range position bias between the real point target and
the corresponding one becomes larger as the distance between
jammer and protected target increases, while the azimuth
position bias can be ignored. Particularly when the false point
target is located at the jammer position, the position bias is 0.
Among these three figures, the increasing baseline value results
in larger range position bias. Therefore, to precisely cover real
signals from the protected scene in two SAR images, the
distance between jammer and deceptive scene should be
appropriately reduced.

SAR Deceptive Effects on Imaging and Interferometry

To show the ineffectiveness of the SAR deceptive jamming,
a terrain with an area of 4096 m <4096 m (ground range and
azimuth direction) is considered. The system parameters are
listed in Table I and those for the simulation scenarios are listed
in Tables II. To avoid the position bias of the deceptive scene, a
single jammer is placed at the center of the deceptive scene.
The processing procedures of InSAR involve SAR imaging,
relevant registration, and interferometry. Finally, the effects of
the SAR deceptive jamming on interferometric phase are well
understood through simulation.

Since the original echo signals and the deceptive jamming
signal are received by the two antennas simultaneously,
simulation of SAR echo signals with such jamming is first
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performed. Without loss of generality, only the original master
image is shown in Fig. 6(a). We choose Fig. 6(b) as the
deceptive jamming template according to the prior knowledge
of targets around the coastal area. Assuming that the jamming
to signal ratio (JSR) is 0dB, the master image with the
traditional SAR deceptive jamming transmitted by the single
jammer is presented in Fig. 6(c). Through co-registration and
comparing both complex images, the resultant interferometric
phase is obtained and depicted in Fig. 7(b). For comparison
purposes, the original interferometric phase without jamming is
shown in Fig. 7(a). By comparing Fig. 7(a) and (b), the
deceptive part in the interferogram is clearly visible. As can be
seen, the phase of the deceptive scene achieves effective
cancellation and will introduce noisy changes to the unwrapped
phase.

Since the interferometric phase is wrapped into the

interval [—7, 7] , it must be unwrapped before being converted

it to elevation result. After phase filtering, the unwrapped phase
including the jamming effect is derived through the branch-cut
phase unwrapping method [27], [28]. Finally, DEM is
produced according to the geometric relationship of the scene.
Fig. 8 presents the generated DEM before and after SAR
deceptive jamming, where the false part in Fig. 8(b) can be seen
clearly and the elevation of surrounding area is also affected.
Even if the false phase is added for the false echo, such
cancellation is inevitable. Therefore, the SAR deceptive
jamming will not work for the single-pass spaceborne InSAR.

3-D Deceptive Jamming Based on Three-Step Processing

The aforementioned problems are effectively solved by the
proposed algorithm in three steps: 1) determine the jammer
locations; 2) predesign the false elevation and obtain the
expected terms; and 3) convolve the intercepted SAR signals
with the expected terms. The simulated data will be generated
as follows.

In practice, we predict the trajectory of a satellite travelling
along the sun-synchronous orbit by utilizing the satellite tool
kit software [16]. The positions of two jammers (As shown in
Table III) are determined by the restriction of position bias and
Ag@, of (32). The interference range should meet the coverage

requirements of (38) and (39).

Fig. 6(a) presents the original master image without
jamming. As the two jammers retransmit the convolved signals
simultaneously, the imaging result at the master antenna is
shown in Fig. 9(a). Although Fig. 9(a) and Fig. 6(c) look the
same, they are achieved by different jamming method.
Therefore, the interferometric results are different from each
other. Fig. 9(b) is the generated interferogram with deceptive
phase. Compared with Fig. 7(b), the deceptive phase instead of
phase noise is superimposed upon the original phase part. Fig.
9(c) shows the DEM with 3D deception. By comparing Fig.
8(a) and Fig. 9(c), false elevation has been generated as
expected, again demonstrating the good performance of the
proposed jamming algorithm.

CONCLUSIONS

In this paper, the interfering effect of SAR deceptive
jamming has been analyzed and a novel 3-D deceptive jamming
method jointly employing two jammers has been proposed. The
3-D deceptive jamming method can produce false elevation in
the final DEM of a single-pass spaceborne InSAR system.
Moreover, the following four major findings have been
obtained:

(1) Whether it is for a single jammer or two jammers, the
relative position between the jammer and the protected target
will cause the position bias of the false point target along range
in the resultant SAR images, which will further affect the
co-registration of the deceptive scenes.

(2) For traditional SAR deceptive jamming using by a single
jammer, the predesigned deceptive phase is inevitably
cancelled by interferometry, even if co-registration is
completely achieved.

(3) With the proposed jamming algorithm, the imaging
results with deceptive scenes will produce the interferogram
with deceptive phase.

(4) The generated phase after inversion is manifested as
DEM with false elevation information.

As also shown by our simulation results based on the
TanDEM-X system, the proposed algorithm can effectively
deceive the InSAR system and shows great promise in the field
of electronic warfare. Furthermore, this jamming method also
reveals a weak point of current InSAR systems, which provides
a starting point for improving the performance and robustness
of InSAR systems. Study on the limits of constant terms for the
two jammers and 3-D deceptive jamming for dual-pass
spaceborne InSAR will be topics of our future reseach.

APPENDIX A

This part will analyze the influence of approximation on
accuracy of the distance bias AR, (¢,). In (14), the partial
second-order and the higher-order terms of Taylor series
expansion are neglected. If the full second-orders terms are
preserved, (14) changes to

R, (t,)=

error

2 2 (vt )2
R, +(,t,) =R, +—*
M7

RS
Ry RSO = Ry + 0
Ry,
PRy
R,(t,)= RM2+(Vata_y)2 zRM"'(VHH _y)
2R,
t, =)
PR e UV
S(a) s (aa Y s 2Rs

According to (12) and (A1), the position bias AR, (t,) is
derived as

(AT)
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ARermr (ta) = (RM - Rs) - (RMJ - RSJ)

+l L_L (vata_y)z_l L_L (vata)z
2\ R, R, 2\ R, Ry

N o _1{ Bsin(6-2) , (A2)
=~(R, —Rs)— (R, —Ry,) 2( R, R ](vata »)
n [Bsm(‘?f'“)](vatu)z

2 R,R,,

where 6 and 6, respectively denote the look angles of the

master antenna corresponding to the protected point target and
the Jjammer. Since R, Rs >> Bsin(8-c) and
R, R, >> Bsin(8,-«) , the last two terms of (A2) can be
neglected. Then, (A2) changes to

ARerror (ta) = (RM - RS) - (RMJ - RSJ) (AS)
Fig. 10 shows the estimation error caused by the approximation
for different baseline values within one synthetic aperture time,
while Fig. 11 presents the corresponding percentage of such an
estimation error. As can be seen, the estimation error of the
position bias is less than 0.015m, and the percentage of this
estimation error is much less than 0.5%. Therefore, the
approximation of (A3) is reasonable.

APPENDIX B

This appendix will give details of the calculation of Af, (z,) .

According to (11) and (17), we can obtain the Doppler
frequency of the real echo signal in the slave image as

1 d(R (t,)+R.(1,))
Fo et = —

a

(BI)

Similarly, the Doppler frequency of received deceptive
jamming signal corresponding to the real echo signal is
expressed as

d(2R (¢t R (t )+R. (¢t
;o )__L (2R, (t,) - d,:,() (2)

a

(B2)

Comparing (B1) and (B2), we have
1d(R,(t)-R(t,)-R, (t,)+R,(t,))
dt

a

Af(t)——

S v (vt —y)[ j_vzt _t 1
. R(t)) T Ry(L) Ry(t,)

(B3)
Substituting (14) into (B3), the Doppler frequency bias can
be rewritten as

2
Afﬂ(;ﬂ):_"a_’a 11 1 +L 4+ Y Ao (B4)
A \R, R, R, R,) A\R, R

R, (t,)

APPENDIX C

Using the Taylor series expansion at ¢,, R (¢,) becomes

Similarly, R

R,(z,)

X =3 4y (z-2) -
J

AR
(X, =x) +5" +(2,

_Z)Z

2 2
+ (vutd) =RMO yva a +(Vutu)
2\/(XS —)c)2 +y° +(z, —z)2 Ryo 2Ry,
(CD)

(t,) can be rewritten

mj

2

ata
R, (1,)=X>+2} t— ? — V—/

(€2)

Therefore, we obtain the difference between R (¢z,) and
ij (ta) as

(1

[2]

[3]

(4]

[3]

[6]

(7]
[8]

[9]

[10]

[11]

[12]

[13]

[14]

R,(t,)-R,(t,)

yvatu
R

(C3)

= (RMO _RMJ)_

MO

+M(;_ | j
2 RM() RMJ
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Fig. 1. InSAR and Jammers geometry
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TABLEI
SIMULATION PARAMETERS OF THE INSAR SYSTEM

Parameter Value
Carrier frequency 9.6GHz
Chirp rate 1.3x10" Hz/s
Pulse duration 10us
Sampling frequency 145MHz
Sensor velocity 7604m/s
Squint angle 0°
Altitude 514.8km
Baseline length 200m
Baseline inclination 0°
TABLEII
SIMULATION PARAMETERS OF THE SCENE
Parameter Value
Range point number 4096

Azimuth point number 4096



