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ABSTRACT

Cloud computing has become an increasingly prevalent topic in recent years. However, migrating
hitherto internal IT data and applications to the cloud is associated with a wide range of risks and
challenges. The study reported in this paper aims to explore potential risks that organisations may
encounter during cloud computing adoption, as well as to assess and prioritise these risks, from the
perspective of IT practitioners and consultants. A questionnaire was designed and distributed to a
group of 295 highly experienced IT professionals involved in developing and implementing cloud
based solutions, of which 39 (13.2%) responses were collected and analysed. The findings identified
a set of 39 cloud computing risks, which concentrated around diverse operational, organisational,
technical, and legal areas. The most critical top 10 risks perceived by IT experts were found to be
caused by current legal and technical complexity and deficiencies associated with cloud computing,
as well as by a lack of preparation and planning of user companies.
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1. INTRODUCTION

In the contemporary digital age, Information Techndogies (IT) have become an integra part
of the organisational infrastructure of most knowledge-4ntensve organisationsin any sectors
(e.g. manufaduring firms, banks, universities, hosptals, and even governments) and
courtries. Traditionally, IT resouces (including data, sdtware, CPUs, memory cards, and
sewvers) are internally hosted and maintained by user organisations. However, accompanied
with continuousbusness and techndogy evolution, modem organisations are suppated by
an increasing number of IT applicaions and an ever sophsticated IT infrastructure. This
increasing amourt of intemal IT fadliti es and resouces has now bewmme very cogly and
time-consuming for companies to maintain. Consequently, and also owing to the global
emnamic crisis started in 2008, organisations nowadays are often facing the dilemma to
remain high usage of advanced IT applicationsto sugain competitiveness on the one hand,
and to subgantially reducetheir IT operation and maintenance cogs on the other hand. With
the development of new IT and web techndogies, cloud computing emerges in recent yeas
asasdutionto thisIT dilemma.


mailto:g.c.peng@shef.ac.uk

Cloud computing is an advanced IT model to host and share both sdftware and hardware
resouces over the Internet. It allows organisations to use a pod of IT resouces and
applicaions as sewvices virtualy through the web, withou physically hading these
computing resouces internally [1]. Thisinnowative cloudmodel also enables the on-demand
provision of computing resouces on a pay-as-you-go basis. This makes the use of IT
resouces similar to the consumption of other daily utiliti es, such aswaterand gas[1, 2]. The
emergence of cloud computing also fadlitates the progresson of IT standardization and
commoditi zation, which refers to the phenomenonthat IT resouces (especialy infrastructure
resouces, e.g. servers, storage, and networks) can be used by user companies as standardized
commoditi es without the need for being uniquely designed, indalled and maintained [3, 4].

However, and despite these attractive feaures and benefits, migrating the hitherto intemal
IT resouces and sendtive busness data to a third-party cloud venda is never an easy
dedsion to be made by CEOs, CIOs and IT managers. In fad, the adoption of cloud
computing is assaiated with a wide range of potential risksand chall enges, which have not
been suficiently explored and studied by previous researchers. Therefore, the study reported
in this paper aimed to contribute to this reseach gap by exploring a comprehensve list of
patential risksassaiated with cloud computing. A systematic literaure review was carried
out at the ealy stage of the research. As a result of this extengve review, the researchers
established a theoreticd risk ontology that contains 39 potential risks that organisations may
encourter during cloud computing adoption and usage. A questionraire was congructed
based on this theoreticd risk ontology and it was used to seek IT professonas perceptions
of the established cloud risks. This paper is organized in the following manner. The next
sedion of the paper presents a further introduction and overview of cloud computing.
Subsequently, the reseach methoddogy, including the theoreticd risk ontology and the
research questionraire design, is discused. Section 4 presents the analysis and resuts
derived from the questionnaire suvey and discussed the overall risk findings including top 10
cloud computing risks. Finaly, the theoreticd and practicd implicaions of the study are
discussd, with conclusons dawn.

2. AN OVERVIEW OF CLOUD COMPUTING

From a historicd perspedive, computer and IT arditecture has evolved rapidly and
significantly over the last half-century, from the originally centric ones to the increasingly
distributed ones. Specificdly, terminas and mainframes were used prevalently in the market
during the 1970sand 1980s. In that period of time, people used terminals (i.e. equipments
that were jud little more than keyboards and monitors) to conrect to local mainframes (i.e.
large computer madines to processand store data) that wereshared by many users[5]. Such
traditional terminal/mainframe model resuted in a very centralized computing architedure,
and was shortly replaced by stand-alone persanal computers (PCs) — users no longer need to
sharea mainframe with other people, in the late 1980s[5]. With the emergence of network
and intemet techndogies in the 1990s users can conred their PCs with other computers and
servers to exchange information and documents as well as to use remote applications (e.g.
through the client/server model). In the early 2000s,with the suppat of new tedhndogies
like Web 2.0 and distributed (e.g. grid and cluger) computing, users can get accessed to a set
of extemal and shared computer resources through an eledronic grid over an Ethemet or the
Internet [5]. It is widely recognised that distributed/grid computing forms the basis of
today’s cloudarchitedure [6].

Cloud computing can be defined as an IT sewice model, which delivers a set of
convenient, on-demand, and configurable computing services and resouces [2], to clients
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“over a network in a self-sewice fashon, independent of device and locaion [and with
minimal intemal IT effort and...] service provider interadgion” [7]. These cloud applicaions
and services can be accessd by not only PCs but a'so mobile devices, such as smartphanes
and tablets. Since the emergence of the concept, a wide range of cloud computing services
have been developed by IT providers. These cloud services can be divided into three main
caegoriesmodels[1]:

» Sdtware as a Service (Sa&) In the SaeS model, sdtware applicaions (e.g.
organisational email systems, office applicaions, salesac@murting systems, and even
Entemprise Resouce Planning or ERP systems) are run on a venda-managed and
controll ed infrastructure, and aremade avail able to cli ents through web browsers.

* Platformasa Service (PaaS) In the PaeS model, computing platforms are provided
as a sewice to deploy and run user applicaions. It offers a programmable
environment and middleware to suppat IT application development and deployment
in usercompanies.

* Infrastructure asa Service (laaS) In the laé&S model, hardware and IT infrastructure
resouces (e.g. CPUs, had discs, databases, and servers) areprovided as a serviceto
companies through the virtuali sed cloud environment.

Nowadays organizations areincreasingly looking for adopting the various cloud sewvices
for suppy-chain integration and accessto red-time data. Cloud computing also promises to
deliver high-quality and advanced IT serices to organisations with subsantially reduced
cods[7], such as reduced hardware investments, less maintenance fees, and lower electricity
consumption assaiated with IT usage. As a result of these features and poatential benefits,
cloud computing has been widely perceved as one of the mogs important development in the
IT indugry in the late 2000s. In particular, from 2008to 2010 Gartner (a well-known global
IT consuting firm) had condantly rated cloud computing as one of the top 10 strategic
tedhndogies, which has the potential to change traditional 1T usage in organisationsand even
trandorm the global 1T indugry [8]. Furthemore, it was expeded in areaent report (entitled
“Sizing the Cloud’) published by Forrester Research that, the global market size of cloud
computing will grow rapidly from US$40.7 billi on in the eaty 2010sto US$241 billi on in
2020.

However, and despte these very attradive facts, a wide range of riskscan adually occur
when adopting cloud computing. A risk can be defined as “the occurrence of an event that
has consequences for, or impads on a patrticular projed” [9]. This definition implies a
fundamental charaderistic of arisk, namely uncertainty. Spedfically, there is a probabili ty
that the risk event may occur and can resut in an impad on the busness processs that may
imply subgantial losses. Bearng these principles in mind, for the purpose of this study the
researchers cefined a cloud computing risk as:

“the ocaurrenee of an event, which is assodated with the adgtion and use of cloud
computing, and @n have undesirable corsequences or impads on user comparies

For ingance, the inherent features of cloud computing determine that IT operaionwithin a
third-party cloud provider will be by no means transparent to user companies, who also have
limited control on the subgribed cloud services [10]. Such lad of trangparency and control
may raise potential risk events related to the security and privacy of busnessand cusomer
data stored in the cloud [1]. Moreover, user companies nead to make a range of intemal
changes (e.g. designing new busness processes, refining IT roles, and downszing IT
department) to prepare themselves to the new cloud environment [11]. This however may
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potentialy leal to job dissatisfaction of in-house IT and busness staff. Furthemmore, once
companies make the very essential effort to migrate their data and IT applicaionsto the
cloud, it will be difficult and very codly for them to move bad to the original in-house IT
environment if anything goes wrong (e.g. in the case of cloud vendor bankruptcy) [12].
Consquently, fully exploring and understanding these cloud risks and challenges will be
fundamental for organisationsto dedde strategically whether or not cloud computing is the
right tod for them, as well asto better preparethem to ded with the potential cloud problems
and thusavoid severetechnicd failure and busnessdisasters. Nevertheless,as a fairly new
concept emerged in the late 2000s there is currently a significant scardty of studies on cloud
computing in general and on cloud computing risksin particular. Moreover, an extensve
review of the literdure indicated that, existing studies [e.g. 13, 14, 15, 16] on cloud
computing risksand challenges focused mainly on seaurity and privacy aspeds, but failed to
explore a more hdlistic picture that covers other sccio-technical, legal, and busnessrelated
risksthat are alsoimportant in the complicaed cloud environment. Therefore, the research
reported in this paper isatimely study to addressthis research gap.

3. RESEARCH METHODOLOGY

3.1. The theoretical risk ontology

In order to establishan explicit IT lensto frame the study and generae data coll ectiontodls, a
desktop study, based on the process of a critical literaure review, was cariied out by the
researchers. As discussed abowve, an initia literaure review of the study identified that
current reseach on cloud computing riskshas been very limited and focuses only on seaurity
and privacy aspeds. Faceal with this scarcity of studies on the topic, a more extensve
literdure review was condicted at this stage. This criticd review followed the systematic
approad proposd by Peng and Nunes[17, 1§.

Spedficdly, apart from reviewing studies that diredly addresscloud computing risks,this
systematic review aso covers generd computing, IT and information systems (IS) journal
papers, conference proceedings, books,indugrial white papers, and tedhnicd reports. The
purpose here was “to identify broadly any possble factors and issies that might leal to
potential” cloud computing failure [17]. This endeavour resuted in the identificaion of a
large amourt of valuable literaure, which addressed various|IT, cloud computing, legal, and
busnessissies. Subsequently, these retrieved articles and materias were “systematically and
criticadly analysed, compared and synthesised, and then used as raw materials to condruct
arguments and standpants for risk identification” [17]. Consequently, through this extensve
and criticd literaure review, the researdhers established and proposd a set of 39 potentia
cloud computing risks. A risk ontology is then developed to organise and present these
identified cloudrisks. Asshown in Figure 1, the established cloud riskswereorganised into
4 main caegories and 12 sub-caegories in the risk ontology. The 4 main risk categories
include:

* Organisaiond risks (OGR). Cloud adoption can lead to significant impads on
diverse organisational aspeds, swch as IT govemance, compliance to indugrial
regulations, in-houe IT experts, and IT planning. Risks related to these
organisational and managerial aspects are caegorised as aganisational risks.



Level O

Enterprise
Cloud
Computing
Risks

Level 2

OGR1
IT governance

Support in

Level 3 IS literature
.1 Enterprises lose IT governance and control in the cloud | |e.g. [30] |
.2 Enterprises are not able to carry out transparent I T auditing in the cloudl |e_g_ [14] |

OGR2
— Compliance to industrial
regulations

.1 Cloud providers fail to support user companies to meet specific |

industrial regulations

e.g. [30]

.2 Internal IT security regulations and procedures are overlooked in the

cloud environment

e.g. [24]

Legal disputes between enterprises and cloud providers on the
ownership of intellectual property (e.g. data and software)

e.g. [27]

1

Poor contractual agreements that fail to reflect all details in the SLA
associated with cloud adoption

e.g. [13]

2

Enterprise data recovery and re-migration issues at the end of the
contract with current cloud providers

Figure 1. The ontology of cloud computing risks

e.g. [25]

Level 1 Reduce demand of internal IT manpower due to decrease in IT duties | |e-9- [31] |
. Internal IT administrators are incompetent to take new roles and eg.[31]
Orgarisational| | |OGR3 responsibilities in the cloud environment
Risks (OGR) In-house IT specialists
Lose experienced in-house IT experts | |e.g. [31] |
Enterprises have no control over IT experts employed by cloud vendorsl |e_g. [31] |
OGR4.1 Cloud providers discontinue business due to bankruptcy or withdrawn
OGR4 from the market
— Business continuity and
resiliency OGR4.2 Difficult for user companies to change or switch between different cloud e.g. [22]
vendors
OGR5 OGR5.1 User companies lack efficient risk assessment tools in the cloud | |e_g_ [32] |
'—ISrisk planning and
menagement OGR5.2 User companies lack disaster recovery or contingency plans to deal e.g. [33]
with unexpected teachnical problems in the cloud
OPR1 Non-transparent and ill-defined SLAs between cloud providers and user e.g. [33]
OPR1 companies
Service level agreements - — -
OPR1 Cloud providers do not have the capability to meet established SLAs | |e_g. [33] |
Increasing hidden costs due to non-transparent operating models in the e.g. [13]
OPR2 cloud
Financial issues - n n -
Fail to establish adequate financial budget for cloud-based expenses | |e.g. [13] |
Operétional OPR3 Difficult for user companies to transfer or move data across different e.g. [34]
Risks (OPR) OPR3 cloud providers
— Dataand application
movability OPR3 Difficult for user companies to bring back data and 1T applications to the e.g. [22]
previous in-house conditions once cloud is adopted
OPR4 OPR4.1 User resistance to cloud adoption/cloud based services | e.g. [11]
Systemusers OPR4.2 Lack of training/knowledge of cloud services and usage | |e.g. [35] |
OPR5 OPR5.1 Cloud applications become temporarily unavailable or out-of-service | |e_g_ [24] |
Service reliability OPR5.2 Over or insufficient resources are allocated to cloud services | [e.0- 1231 |
TR1.1 Data fragmentation and/or loss caused by the use of multiple cloud e.g. [36]
applications
TRL TR1.2 Difficult for user companies to access and process data due to complex e.g. [34]
] Da?aquallty and data management techniques used by cloud vendors |
meintenance
TR1.3 User companies have limited control on debugging and testing e.g. [37]
applications in the cloud
Performance of cloud applications is affected by network speed, database e.g. [13]
size and/or hardware capacity
T_echncal || |Systemperformance Cloud adoption leads to higher resource usage and operating costs of eg.[31]
Risks (TR) existing enterprise applications
Legacy systems/applications are not adequately integrated with new e.g. [31, 34]
e
Systemintegration Data and applications in the cloud are isolated or inadequately integrated e.g. [38]
.1 Unauthorized access to enterprise data/applications in the cloud | |E-9- [39] |
TR4
Data security .2 Cloud vendors use inefficient encryption methods for data protection | |e_g_ [13] |
.3 Denial of service (DoS) attacks in the cloud environment | |e.g. [22] |
LR1.1 Privacy of enterprise and customer data is jeopardized in the cloud | eg. [22]
LR1 . LR1.2 The cloud architecture fails to meet specific data privacy and protection e.g. [40]
Data privacy regulations required by the user company
LR1.3 Different data protection laws are used by the different countries where e.g. [22]
cloud data are generated and stored
. LR2.1 Intellectual property issues raised by inadequate I T resource sharing e.g. [23]
L Legd Risks LR2 over the cloud
(LR) Intellectual property |

* Operationd risks (OPR). The adoption of cloud computing significantly changes the
hitherto intemal IT and bugnessoperaionsin user companies. Risksaffeding daily
busnessand IT operationsarethuscaegorised as operdional risks

* Tednical risks (TR).

The complicaed cloud infrastructure and inherent IT

deficiencies existed in the company can raise a set of technicd risks during cloud
computing adoption.



* Lega risks (LR). The nature and inherent feaures of cloud computing can lea to a
range of legal risksrelated to data privacy, intellecdua property, and contracts.

In order to examine and explore the suitability of this theoreticd risk ontology in current
cloud computing practices, a deductive research design based on a crosssediond
questionraire survey was seleded and used as the sutable data collection tod of this study,
as further discussed below.

3.2. The questionnaire design

The questionnaire began by asking generd questionsrelated to responaents’ badkgroundand
previous experience of IT, cloud computing, and risk assessnent. Subsequently, the main
part of the questionraire was designed by usng the cloud risk ontology as the theoreticd
basis. In detall, the researders attempted to identify which of the 39 established events
would be perceived by IT experts as risks for cloud adoption, as well as to se&kk IT
professonals perception onthe importance of each identified risk according to its probabili ty
of occurrence, level of impad, and frequency of occurrence In order to achieve these
objedives, each predefined risk event was examined in the questionraire through the
following four questions

1) Whetherthis event can be perceived as ariskto cloudadoption (1 = yes, 2= no);

2) What isthe perceved probability of occurrence of thisrisk event (measured on a 3-point
Likert scde, ranging from high [>60%)], to medium [40%~60%], and to low [<40%);

3) What perceved level of impad this risk could resut in (measued on a 3-point Likert
scde, ranging from high [i.e. 3 = criticd busnesslosss and damage] to low [i.e. 1 = not
very critical and may be negligible]);

4) What is the perceived frequency of occurrence of this risk event (measured on a 5-point
Likert scde, ranging from very often [i.e. 5 = occur very frequently and repetitively in
the cloud sewvice lifetime], to very rardy [i.e. 1 = do not redly occur or jus occur once
in the entire cloud ®vice lifetime]).

Moreover, it was expeded that stakehadders, who are interested in cloud computing and have
the necessary cloud knowledge to answer the questionraire, shodd have good computer
literde skills. These patential responeknts of the questionraire thusmay prefer filli ng in the
questionreire electronicdly, rather than in the traditional paper-based format. Therefore, this
questionraire was devel oped and conducted electronicdly.

3.3. Target respondents

As discussed abowve, cloud computing as a relatively new concept may not currently be fully
uncerstood by user companies. Therefore, it was conddered that busness managers and
users may not have sufficient indghts on the cloud computing risksexplored in this study. In
contrast, IT consutants and experts working in the frontier areas of the IT indugry were
expeded to hald more in-depth knowledge on cloud computing isstes. Consequently, these
congderdionsled the researdiersto sled IT professonas and consutants as the prospective
responents of the questionraire. Moreover, Linkedin as a socia networking site has been
increaingly used by professonals to establishand maintain persoral and spedali st networks.
This networking site was thusused as a very valuable resouceto identify and seled potential

IT spedaliststo get invalved in the suvey.
In detail s, a thorough seach in Linkedin identified that thereweremore than 1600 cloud-
related professonal groups that involved hundeds of thousndsof members on the site. It
6



was however found that the same member would often register in at least 3 to 4 groups.
Moreover, same smaller groupswere adually subgroupsof a larger professonal group. In
other words, therewerea lot of dugicaionsamong these 1600groups. Therewas therefore
no nedl to study all of them. After a further investigation on the seach resuts shown in
Linkedin, the researchers spedficdly seleded to target on the following two cloud
professonal groupsthat seemed to cover the majority of the current members in this online
cloudcommunity:

* The professonal group called ‘Cloud Computing’, creded in Feb 2008,with 127,988
members;

* The professona group cdled ‘Cloud Computing, Sas & Virtulization', creded in
Dec2007,with 100,576members.

More importantly, it was identified that the registered members in these two professonal
groups vary significantly in tems of IT qudificaions and skills, years of IT indudrid
experience, stages of IT careers, and participation in forums and group discussons. In order
to choos the mog suitable IT professonals from these groupsto be invalved in the survey, a
set of seledion criteria wereestablished and used. In particular, the prospedive responants
shoud:

 Have a least 3 years of professona IT experience (the more IT experience that the
member has, the richer insights that he/she may offer to the sudy);

* Have experience and/or knowledge of cloud computing (having a good knowledge,
and even practicd experience, of cloud computing is fundamental for stakeholders to
provide meaningful answers to the suvey);

* Have experience in IT risk assesgnent and management (previous knowledge and
experience in IT risk management can alow potential responants providing more
valuable resporses to the questionraire);

* Show potential willingness to patrticipate in the suvey (stakehdders that have a
strong willi ngnessand interest to participate in the survey can leal to higher resporse
rate of the study. It was expeded that members who were more adive in online
discusson in these groups might have a stronger willi ngness to take part in this

suvey).

Subsequently, the researchers randamly selected and investigated the profil es of membersin
these two professona groups,as well as observed and analysed online discussons made by
them, in order to identify sutable members that satisfied the above seledion criteria
Consquently, a sample of 295 hghly-qualified IT professonals was selected to participatein
this questionnaire survey. An invitation email, which contained 1) a coveling letter to
explain the purpos of the study, and 2) the URL to the online questionnaire, was sent to
these 295 IT profesgonals. Three weeks after the origina email, a reminder was sent odi.
With these efforts, a total of 39 valid and usable resporses were recaved, representing a
respone rate of 13.26. A full demographic profile of the responants together with the
survey findings are presented in the next sedion.

4. DATA ANALYSIS AND FINDINGS

4.1. Demographic profile of respondents

As mentioned above, demographic information abou the responants badkground and
experiencein IT, cloud computing and risk assessment was explored at the beginning of the
7



questionraire. In general, the magjority (31 = 80%) of the respordents are located in Westem
courtries, and the remaining 20% are from India. All respordents have intemational 1T
working experience (e.g. in the Europe, USA and Asia), and 85% (i.e. 33) of them had
previoudy worked with clients in diverse manufaduring indugries and serwvice sedors. In
addition, Figure 2 provides an overview of IT and cloud computing expenence of these
survey respordents.

Cloud Computing Exposure

B Experienoe and
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L] = Computing
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e & Mo P
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Figure2. 1T and cloud computing experience of respondents

In the bar chart shovn in the left side of the figure, it is cleary indicated that the vast
majority (37 = 95%) of the responants have more than 4 years of IT indudrial experience
A significant percentage (38.8%) of them also have pradical experiencein cloud computing.
Moreover, the pie chart shown in the right side of the figure indicaes that responants, who
do nat currently have pradicd cloud expernience, till have good knowledge abou cloud
computing (41%) or at least understand the basic concepts of this advanced IT model (21%).
Apart from generd IT and cloud knowledge, Figure 3 below shaws that 72% of the
responants also have previousexpetience in IS risk assessment, and 46% of them even have
experiencein managing IT projeds that involved risk assessnent and management practices.
Overdl, this demographic information proves that respordents of the suvey have the
necessary IT knowledge and experienceto give valuable ingghts to the cloud risks sudied.

IT Risk Management Experience

Only have knowledge abowt risk . -

assessrment/management

Managed 15 projects that required risk
assessment and risk managerment

I

Figure 3. IT risk management experience of respondents

4.2. Overall risk findings

The questionnaire findings shaw that all of the 39 events contained in the risk ontology were
percaved by the mgority (86%) of the respondents as risk events to cloud computing
adoption. Nonetheless these riskswere percaved to have different levels of importance. In
patticular, the questionraire asked responebnts to indicate and assessthe importance of each
risk item from three dimensons, namely probability of occurrence level of impad, and
frequency of occurrence The neal for al this information lies in the fact that from a risk
management perspedive, arisk event that has a high probabili ty of occurrence may not have
a high impad, and vice versa. As atypicd example, system crashis a risk event that often
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has high impad but low probability of occurrence  Moreover, while probability refers to
‘how likely' arisk event may occur, frequency refers to ‘how often’ this event may happen.
Therebre, when evaluating the importance of a risk event, it is necessary and vital to take
into acount al these threerisk aspects [19]. Consequently, and in order to facilit ate risk
asesgnent, the foll owing formula was devel oped:

Risk score of each cloudcomputing risk = 2 [W*(Probahlity + Impact + Frequency)]

This formulawas initially establi shed and proposed by Peng and Nunes [19] and then further
improved by Pan et a [20], which amed to identified and asessed ERP pog-implementation
risks. Because the structure of this formula is condstent with and cleaty refleds the
questionraire design of this researd, it is adoped as a sutable method to assss cloud
computing risksin this study. Based on this formula, the cdculation of the risk score for
ead identified risk event shoud go through the following 3 geps

Step 1 (Probabhlity + Impact + Frequency). sum up the values given by ead responcent for
the three independent dimendons of a risk event, namely probability of occurrence
(i.e. high="2", medium =“1", low = “0.5’), level of impad (i.e. high =“2", medium
=“1", low =*"0.5"), and frequency of occurrence(i.e. 5 values from very often to very
rardy =“27,“1.5’,“1",“0.75 and“0.5’).

Step 2 W¥(Probabhlity + Impact + Frequency): ‘W’ refers to whether or not the responant
percaved this risk event as a cloud computing risk, with ‘1’ standsfor ‘yes and ‘0’
means ‘no’. In case that the responent did not perceve the given risk event as a
cloud computing risk, the formulawill turn the value generated from Step 1into O.

Step 1 and 2 thus generate the individual score that each responent gave for a
spedfic risk event.

Step 3 2 [W+(Proballity + Impact + Frequency)] : sum up the individual score that ead of
the 39 respordents of the survey gave for a particular risk event, and thusgenerae the
total risk score that this risk event recaved.

By ugng this formula, the reseachers cdculated the risk scores for al of the 39 cloud
computing risksidentified, and then prioriti sed these risksbased on their risk scores. The top
10 cloud risksranked by their risk scores are shown in Table 1 below. These top 10 risks
were identified as the mog criticd to current cloud computing practice, and are thusseleded
to be discussd extengvely in the next sedion.



Table 1. Top 10 cloud computing risks

Risk
Rank | Risk ID Top 10 critical Risk Eventsfor Enterprise Cloud Computing Score
(n=39)
LR1.1 Privacy of enterprise or customer datais jeopardised in the cloud 15350
LR1.3 Inconsistent data protection laws adopted by different countries where cloud | 15175
dataare generated and stored
3 OGR4.2 | Difficult for user companies to change cloud vendors even in the case of | 14850
service dissatisfaction (also known as vendor lock-in)
4 OGR5.2 | User companies lack disaster recovery and contingency plans to deal with | 147.75
unexpecteal technical issues in cloud environment
5 LR3.2 Enterprise datare-migration difficulties at the end of the cloud contrad 14025
6 OPR4.2 | Inadequateuser training/knowledge on cloud services and usage 13975
7 OPR5.1 Cloud applications become temporarily unavailable or out-of-service 137.25
8 OPR2.1 | Increasing hidden costs due to non-transparent operating models in the cloud 136.00
9 TR4.3 Denial-of-Service (DoS) attacks in the cloud environment 13550
10 TR4.1 Unauthorised access to enterprise data/gplications in the cloud 13500

4.3. Top 10 cloud computing risks

This sedion further discusses and interprets the questionraire findings associated with the top
10 cloud computing risks identified. Moreover, possble causes and consequences of these
risksarealso dscussd, with suppaet of evidence drawn from the criticd literaure review.

Incongstent laws adoyed by different courtries and Privacy of enterprise or cusomer datais
jeopardzed

As presented in Table 1, the top 2 criticd cloud risks identified by IT professonals were
‘incongstent data protection laws adopted by different courtries’ and ‘privacy of enterprise
or cugomer data is jeopardized’. As discus®d before, the virtualisation feaure of cloud
computing enables cloud providers to separate enterprise data from intemal hardware used by
companies. Busnessand cusomer data of local companies may often be kept and stored by
cloud providers in a different courtry [21, 22], where resouces (e.g. labour and eledricity)
are chegoer, and thusallowing cloud vendars to maximise their profit levels. However, this
common cloud practice may imply the risk that different and incongstent data protection
laws may be applied, in the courtry that the cloud data were originally generaed, and in the
country where these sensitive data are stored. The vast mgjority (81%) of the responants
perceved that the probabili ty of occurrence of this risk event is high to medium. Moreover,
the occurrence of this risk event can often lead to potential data privacy concerns. For
ingance, European cugomers adoping cloud serwvices povided in the US are often concemed
abou the U.S Patriot Act, which empowers the US govemment to access any data withou
obtaining conent of the data owner[22]. Therefore, 89% of the responabnts also congdered
that thisrisk event has a high to medium impad on swcessul cloudadoption.

A further review of the literaure identified that apart from incongstent data protection
laws of different courtries, inefficient monitoring processes of cloud providers and loos
privacy control in the complex cloud environment are also common reasons leading to
potential data privacy risks [23]. A significant number (46%) of the survey responebnts thus
confirmed that there is a high probabili ty and frequency for data privacy to be jeopardised in
the cloud. Since these cloud data are concerned with information of not jus the user
company but very often alsotheir cusomers, the occurrence of data privacy risk can lead to
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very significant impacts, e.g. financial losses and reputational and cugomer loyalty damages
[21], as alsoconfirmed by the majority (86%) of the responants.

Cloud ®rvices kecome temporarily unavail able and Increasng hidden cogsin the cloud

For marketing purposes, cloud vendars always promise to make their services reliable and
available to user companies. However, owing to a wide range of potential reasons (e.g.
unexpeded intemet disruptionsand inadequate system maintenance of cloud vendars), cloud
applicaions may sametimes become temporarily out-of-service This event was found in
previous reports [24] to occur on a regular basis, even with leading cloud vendas (e.g.
Google and Microsdt) in the indugry. A significant number of the respondents confirmed
that this risk event can have arelatively high probabili ty and frequency of occurrence (Figure
6). On the other hand, in the complicated cloud environment, IT services provided by cloud
vendas may often be assaiated with a lot of hidden cods, e.g. disaster recovery cods,
applicaion configuration fees, and data lossinsurance [13]. These hidden cogs may naot
always be made clear to user companies when they subgribe to the service Moreover, in
order to achieve higher profit levels, cloud vendas may gradually increase their servicefees.
Consquently, user companies may find that the adual cods of their subsribed cloud
services are much higher than their original expectations. A significant number (over 56%)
of the respordents perceved that this criticd risk event has a high to medium probabili ty and
frequency of occurrence in current cloud padices.

The occurrence of these two criticd cloud risks can directly reduce user satisfaction [1],
and thus may trigger the intention of companies to change their current cloud providers.
However, changing cloud vendas, either during or a the end of the serwice contrad, is
assaiated with alot of difficulties, as further discussed below.

Difficult to change cloud vendorsand Data re-migration diffi culties at the end of the cloud
contract

It is apparent that the quality of IT sewvices provided by different vendars in the market can
vary significantly. This may be particularly true for cloud computing, since the cloud market
is still relatively new and immature. As a resut, user companies may sametimes fed
unsatisfied abou the services provided by their cloud vendars, and thusmay want to change
to a different sewice provider. However, changing cloud vendas will not normally be
possble during the temm of serwvice contracts. Moreover, the patential cods, time and
resouces required for moving software appli cations and data acioss different cloud servers
often prevent user companies from changing their cloud vendors [22]. Therefore, user
companies were expeded to face the risk of not being able to switch their cloudvendas even
in the case of service disstisfaction. This risk event is also known as the vendor lock-in
scenario in the cloud environment [22]. A significant number (73%) of the responants
percaved that this critical risk event has a high to medium probabili ty of occurrence

Moreover, the complicated cloud infrastructure, as well as possble legal restrictionsmade
by current cloud providers [25], may also make it difficult for user companies to retrieve and
relocae their data to a different cloud server at the end of the existing service contract. 83%
of the responants perceived that thereis a high to medium probabili ty for this criticd cloud
riskto ocaur.

Overdl, these findings cleaty suggest that user companies mug be very careful when
making dedsionstowards the seledion of cloud vendas. Congdering potential difficulties
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for changing vendass either during or at the end of the cloud contact, companies can sufer
very subgantial financial lossif they did not make a strategicdly correct vendar seledion
dedsion at the very beginning.

Denial-of-Service (DoS) attacks and Unauhorised access to enterprise data in the cloud
environment

‘Denial-of-Service attacks' and ‘ unauthorised accessto enterprise data’ were identified in this
study as the two main data seaurity risksin the cloud. A Denial-of-Serwice (DoS) attad is an
attempt by attackers/hackers to prevent legitimate users of an intemet service (ranging from
norma emall to cloud sewices), from effectively usng the sewice or related network
resouces [26]. It is one type of mos common seaurity risks occurred during the use of
intemet sewvices, and can take many different forms, such as: ‘flood a network and thus
reduce the network bandwidth of alegitimate user; prevent legitimate users from accessng to
asewvice; or disrupt serviceto a spedfic user [26]. Nevertheless,although a DoS attack can
cog user companies a grea amourt of time and money to get badk to the normal operdion, it
does nd ustelly lead to datalekage or loss.

In fad, data leakage and lossare more likely to be caused by unauthorised data access,
which is ancother type of criticd seaurity risk that may occur in the cloud environment.
Unauthorised data aacess can be the resut of either technicd deficiencies (e.g. inefficient
system seaurity that enables unauthorised people to hadk in and steal data in the cloud), or
human reasons(e.g. internal staff disclose sendtive data to busnesscompetitors) [17]. The
majority (69%) of the suvey respordents confirmed that, there is a high to medium
posshility for these two seaurity risksto occur during cloudusage. The occurrence of these
risk events can lead to subgantial financial losses, reputation damage, and even busness
crisis[17]. Therefore, the vast mgjority (over 86%) of the respordents conddereal that these
criticd cloudriskscan cause very sgnificant and negative impads.

User comparnies lack disager recmvery & contingency plansand Inadequate user training on
cloud usage

In respong to the above unexpeded seaurity attacks and any natural system crash in the
cloud, it is crucia for user companies to establish efficient intema disaster recvery or
contingency plansto prevent data lossand ensure busnesscorntinuity [27]. However, due to
aladk of awareness,training and knowledge, 73% of the responants stated that thereis a
high to medium probabili ty for user companies to fail to establish efficient disaster recvery
or contingency plans

On the other hand, system users of client companies need to be propeily trained in order
for them to use the new cloud services and applicaions effedively. Subgantial training
shoud aso be provided to in-hous IT experts, who can therefore have the necessary
technicd knowledge and skills to configure and manage the new cloud database and
applications [28]. Othemwise, IT services and applicaions provided by cloud vendas may
not be propely used and maintained by user companies. However, close to 90% of the
responants percaved that there is a relatively high likelihood for companies to fail to
provide suficient cloudtraining to system usersandintemal IT saff.

Overdl, these findings sean to suggest that companies may not currently have suficient
uncerstanding on possble tedhnicd disasters and user isstes that can occur in the cloud
environment. They may alsorely too much on cloud providers, and thusfail to fully prepare
themselves to ded with unexpeded and undesirable technicd and data isstes in the cloud
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This ladk of planning and preparation may leal to very negative impacts and consquences
(such as ®veretechnicd and busnessfail uresin cloudadoption).

5. FURTHER DISCUSSION AND IMPLICATIONS

As discussd above, when sendtive busness and cusomer data is processed by third-party
service providers outside the organisation, busness managers of user companies are less
immediately aware of the occurrence of any risks in the cloud, and also have no dired abili ty
to control and manage these risks[29]. These inherent feaures and inevitable isstes in the
cloud raise immediate concems and risks related to data privacy and security, which have
been the main focus of the mgority of current academic studies [e.g. 13, 14, 15, 21] and
indugrial reports [e.g. 27, 29] on cloud computing. The findings of this study confirmed that
data privacy and seaurity risks represent same of the significant challenges in the cloud
However, the findings alsoidentified that the mog criticd cloud computing risksdo naot just
cluger arourd privacy and seaurity aspeds. That is, criticd risksin the cloud as discussed
above were aso found acrossdiverse legal, operaiona and busness aress. Therefore, it
seans that potential failure of cloud computing adoption canna jud be simply attributed to
privacy and seaurity risks, but will also be triggered by various operational, organisational,
and manageria problems related to bah cloud vendors and ugr companies.

The resuts of this study have important pradica and research implicaions. In practicd
terms, the 39 cloudrisks in genera and the top 10 criticd risksin particular, can be used by
busgness managers and IT experts, as a chedklist for risk exploration, management and
prevention in cloud adoption. The findings of this study also provide useful and valuable
ingghts to suppat CEOs and in-house IT managers in the processof strategic planning and
deasion making towards successul cloud computing adogion and usage. In addition, the
top 10 critical risks also represent same of the mog important areas that current cloud
providers shoud strive to improve, if they want to make their services become more widely
used in the indugry and consequently facilit ate the IT transformation initiated by innowetive
cloudtechndogies.

In research terms, this study reinforced the resuts of previousstudies on data privacy and
seaurity isstes in the cloud, but also complemented these earlier findings by suggesting and
confirming the importance of a wide range of cloudrelated risks. The extensve risk
ontology established in this study can serve as a starting point and theoreticd foundation for
IT researchers to carry out further investigation in this increaingly important reseach area
Furthemore, it shoud be pointed out that same of the top 10 risksdiscussed are patticularly
relevant to the cloud environment (e.g. incongstent laws adopted by different courtries).
However, giving the shared features of certain IT isstes, and asodue to the fact that many of
the 39 risks were originaly grounded from generd computing, IT and IS studies (as
mentioned in sedion 3.1), same of these top risks (e.g. inadequate user training) will also be
relevant in general IT/IS context. In order words,the findings of this study also contribute to
existing knowledge about generd IT/IS chall enges and risks.

6. CONCLUSIONS

The study reported in this paper employed a questionreire suvey to seek IT expens
percegtion on potential risks related to enterprise cloud computing.  Previous cloud
computing studies conventionally put a strong emphasis on data privacy and seaurity
challenges. The findings of this study suggest that under the very complicaed sacio-
technicd environment in the cloud, risksthat can leal to potential cloud computing fail ure
arenot restricted to seaurity and privacy aspects. In fact, the study confirmed that a much
wider range of cloud computing riskscan occur in diverse legal, operational, organisational,
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and technical aress. More importantly, the most criticd top 10 risks were found to be
originated by current legal and tednical complexity and deficiencies in the cloud
environment. Such legitimate deficiencies and technicd complexity can raise subgantia
chall enges for enterprise preparation and planning towards cloud service adoption and usage.
Overdl, it can be concluded that despte the potential IT and bugness benefits promised by
cloud vendas, the adoption of cloud computing is in fad fraught with challenges and
difficulties. In order to achieve successin cloud computing adoption and usage, companies
mug neither hold an over-optimistic view nor rely merely ontheir service providers. Ingead,
a clear understanding and awarenesson the identified risks,as well as a thorough prepardion
acrossall levels of the organisation, are essential to prevent potential cloud computing fail ure
and busness dsasters.

Finally, it shoud be noted that this study has certain limitations. The first limitation of
the study liesin the relatively small number of questionnaire responants. It was experienced
in this study that highly qualified IT professonals and consutants always have a tight
schedule and thus may not often have suficient time to participate in research studies.
However, their perceptions and indghts are very vauable to understand current cloud
computing challenges and risks. Further studies may reuse the risk ontology developed in
this study to explore cloud computing risksin a larger group of stakeholders, which may
involve not jug IT professonals but aso bugness managers and users. The resuts derived
from such further studies may be used to compare with the findings of this research, and thus
providing a more hdlistic picture on cloud computing risks. Furthermore, it shall be
highlighted that IT risks, including thoe on a cloud, can aso depend on the specific
condtions of the indwstry in which the user company operaes (e.g. comparing with
manufacturing firms, financial companies deding with confidential client data may often face
more severe cloud chalenges). When this paper focused on a set of common cloud
computing risksthat may occur in any sectors, future studies can investigate what additional
cloud risksmay be triggered by the specific conditionsof diverse indudries. It will asobe
interesting to explore and asessthe levels of impaad of the identified riskswithin the context
of different indudries. Overdl, further research on thistopic is very much needed.

ACKNOWLEDGMENTS

We would like to thank Professor Alex Koohang (i.e. JCIS Editor-in-Cheif) and the anonymous reviewers for
their rapid, encouraging and very constructive comments to improve the quality of this paper.

REFERENCE

[1] Voorduys, W., Brober, J. and Buyya, R. Introduction to cloud computing. In: Buyya, R., Broberg, J. and
Goscinski, A. (eds.), Cloud Computing Principles and Paradigms New Jersey: John Wiley & SonsInc;
2011

[2] Mell, P. and Grance, T. The NIST definition of cloud computing - recommendations of the National
Institute of Standards and Technology. http://csrc.nist.gov/publications/nistpubs/800-145SP800-145.pdf
[2011, accessed Apr 2012].

[3] Muhss F., Neumann, R. and Schmietendorf, A. The commoditization of IT services with cloud
computing. In proceadings of the International Conference on Semantic Web and Web Services
(SWWS11), Las Vegas, USA, Jduly 2011

[4] Lee C.A. A perspective on scientific cloud computing. In procealings of the 19th ACM Internationd
Sympasium on High Performance Distributed Computing, Chicago, Illinois, June 20-25 201Q 451-459,

[5] Voas, J. and Zhang, J. Cloud Computing: New Wine or Just a New Bottle?. IT Professonal, 2009; 11 (2):
1517.

[6] Furht, B. Technologies and Systems: Cloud Computing Fundamentals. In: Furht, B. and Escalante, A.
(eds.), Handbook of cloud computing. New Y ork: Springer; 2010.

14


http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf

[7]
(8]
[9]
[10]
[11]

[12]
[13]

[14]
[15]

[16]
[17]

[18]

[19]

[20]

[21]

[22]

(23]
[24]
[25]
[26]

[27]

[28]
[29]

[30]

[31]

[32]

Marston, S., Li, Z., Bandyopadhyay, S., Zhang, J. and Ghalsasi, A. Cloud computing - the business
perspective. Decision Suppot Systems 2011; 51 (1): 176-1809.

Pettey, C. Gartner identifies the top 10 strategic technologies for 2011 http://www.gartner.convit/
page.jsp?id=1454221[2010, accessd Jan 2017

Kleim, R. L. and Ludin, I. S. Reducing projectrisks Hampshire: Gower Publishing Ltd; 200Q

Chow, R., Golle, P., Jakobson, M., Shi, E.,Staddon, J., Masuoka, R. and Molina, J. Controlli ng datain
the cloud: outsourcing computation without outsourcing control. In proceedings of the 2009 ACM
workshop on Cloud computing seaurity, Chicago, Illinois, USA, 2009 85-90.

Ali, K.H. Cloud migration: a case study of migrating an enterprise IT system to laaS In proceedings of
the 3rd IEEE International Conference on Cloud Computing, Miami, Florida, 2010. 450-457.

Black, E. Let market decide about mainframes. Financial Times(London, England), 16-Oct-2009
Mather, T., Kumaraswamy, S. and Latf, S. Cloud seaurity and privacy. an enterprise perspectiveon risks
and compliance. Sebastopol: O'Reilly; 2009

Onwubiko, C. Security Issues to Cloud Computing. In: Antonopaulos, N. & Gillam, L. (eds.), Cloud
Computing Principles, Systerrs and Applications London: Springer; 201Q

Bisong, A. and Rahman, S.S.M. An overview of the seaurity concernsin enterprise cloud computing.
Internationd Journal of Network Seaurity & Its Applications 2011 3 (1): 30-45.

Sosinsky, B. Cloud computing bible. Indiapalis: Wiley Publishing Inc; 2011

Peng, G.C. and Nunes, J.M.B. Surfadng ERP exploitation risks through a risk ontology. Industrial
Managemet & Data Systems 2009 109 (7): 926-942.

Peng, G.C. and Nunes, J.M.B. Establi shing and verifying arisk ontology for ERP post-implementation. In
Ahmad, M., Colomb, R.M. and Abdullah, M.S. (editors), Ontology-based apgications for enterprise
systems and knowledge management. Hershey, USA: |Gl Global; 2012.

Peng, G.C. and Nunes, J.M.B. Identification and assessment of risks associated with ERP post-
implementation in China. Journal of Enterprise Information Management, 2009; 22 (5): 587-614.

Pan, K., Nunes, J.M.B. and Peng, G.C. Risks affecing ERP post-implementation: insights from a large
Chinese manufaduring group. Journal of Manufacturing Tedindogy Management, 2011; 22 (1): 107-
130

Peason, S. Taking acmunt of privacy when designing cloud computing services. In Procealings of the
20091 CSE Workshop on Sdtware Engineering Challenges of Cloud Computing, 2009; 44-52.

Armbrust, M., Fox, A., Griffith, R., Joseph, A.D., Katz, R., Konwinski, A., Leg G., Pattason, D.,
Rabkin, A., Stoica, I. and Zaharia, M. A view of cloud computing. Comrunications of the ACM, 201Q 53
(4): 50-58.

Jagger, P.T., Lin, J. and Grimes, J. M. Cloud computing and information policy: computing in a policy
cloud?. Journal of Information Tedindogy & Palitics, 2008 5 (3): 269-283.

Willi ams, M.1. A quick start guide to cloud computing: moving your businessinto the cloud. London:
KoganPage; 2010

Joint, A., Baker, E.and Eccles, E. Hey, you, getoff of that cloud?. Computer Law & Seaurity Review
2009 25(3): 270-274.

Lau, F., Rubin, SH., Smith, M.H. and Trajkovic, L. Distributed denial of service attaks. In procealings
of the 2000 IEEE International Conference on Systens, Man, and Cybernetics 2000; 2275 - 2280
Catteddu, D. and Hogben, G. Cloud computing: benefits, risks and recommendations for information
seaurity. Technical report. European Network and Information Searity Agency (ENISA).

www.eni sa.europa.ew/actkm/files/deliverables/cloud-computing-risk-assesament/at downl oad/full Report
[2009, accesd Mar 2012

Hurwitz, J., Bloor, R., Kaufman, M. and Halper, F. Cloud computing for dummies Indianapdlis: Wiley
Publishing Inc; 2010

Heiser, J. and Nicolett, M. Assessng the seaurity risks of cloud computing. http://cloud.ctrls.inffiles/
assessing-the-security-risks.pdf [2008 accessed Mar 2012]

Chaput, S.R. and Ringwood K. Cloud compliance: aframework for using cloud computing in a regulated
world. In: Antonopaulos, N. and Gillam, L. (eds.), Cloud computing principles, systens andapplications
241-255 London: Springer-Verlag; 2010

Bannerman, P.L. Cloud computing adoption risks: stateof play. In proceealings of the 17th Asia Pacific
Sdtware Engineering Conference (APSEC 2010 CloudWorkshop. Sydney, Australia, 30 Nov-03 Deg
2010

Fito, J.O. and Guitart, J. Introducing risk management into cloud computing. Barcelona: Barcelona
Supercomputing Center and Tecdhnical University of Catabnia; 2010

15


http://www.gartner.com/it/
http://www.enisa.europa.eu/act/rm/files/deliverables/cloud-computing-risk-assessment/at_download/fullReport
http://cloud.ctrls.in/files/

[33]

[34]

[35]
[36]

[37]

[38]
[39]

[40]

Rochwerger, B., Breitgand, D., Levy, E.,Galis, A., Nagin, K., Llorente, .M., Montero, R., Wolfsthal, Y .,
Elmroth, E.,Ben-Y ehuda, J.C.M., Emmerich, W. and Galé&, F. The Reservoir model and architecture for
open federated cloud computing. IBM Journal of Research and Devebpment, 2009; 53 (4), paper 4.
Goyal, P. Enterprise usabili ty of cloud computing environments: issues and challenges. In proceedings of
the 19th IEEE Internationd Workshopon Enabling Tecnologies. Infrastructures for Collaborative
Enterprises (WETICE), 28-30 June 2010 54-59.

Hayes, B. Cloud computing. Comnunications of the ACM, 2008 51 (7): 9-11.

Vouk, M.A. Cloud computing - issues, research and implementations. In procealings of the 30th
Internationa Conferenceon Information Tedindogy Interfaces 23-26 June 2008 31-40.

Rimal, B.P., Choi, E.and Lumb, I. A taxonomy, survey, and isaues of cloud computing ecosystems. In:
Antonopaulos, N. and Gillam, L. (eds.), Cloud computing principles, systems andapplications London:
Springer; 2010

Govindargjan, A. and Lakshmanan, G. Overview of cloud standards. In: Antonopaulos, N. and Gillam, L.
(eds.), Cloud computing principles, systems and applications London Springer-Verlag; 2010,

Morrow, S. Datasecurity in the cloud. In: Buyya, R., Broberg, J. and Goscinski, A. (eds.), Cloud
computing principles andparadigms New Jersey: JohnWiley & SonsInc; 2011

Abadi, D.J. Datamanagement in the cloud: limitations and oppotunities. IEEE Data Engineeing, 2009;
32(1): 3-12

16



	Front Page Cover
	AD, AP and AC - JCIS revised

