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EXPANDING THE CONCEPT OF REQUIREMENTS
TRACEABILITY: THE ROLE OF ELECTRONIC RECORDS
MANAGEMENT IN GATHERING EVIDENCE OF CRUCIAL

COMMUNICATIONSAND NEGOTIATIONS

ABSTRACT

Purpose - Despite its tremendoussuccess and achievements, the 1S indudry has been plagued
by shadows of failure and inefficiency since its eaty days. This paper takes the stance that
poa communicaion with target organizations and users is one of the major causes for these
problems. If this communicaion is not propery recorded and managed, many of the agreed
dedsions may never be assumed by target organizations, therebre leaving project managers
entirely responsble for failures or deviation to initial requirements. Nonetheless, the vast
majority of SW development companies have very we& provision for Eledronic Reoords
Management (ERM). This is evident by the persistent use of 1SO 9001 and 1SO90003in their
Quality Assuance (QA) and the congstent negleding of the ISO 1548 standard for records
management.

Design/methoddogy/approach - Since there are no studies in this areg this research employed
an inductive qualitative reseach approach that conssted of a combination of criticd litergure
review, an exploratory case-study and thematic analysis.

Findings - This paper reports on the study of a SW company that implemented ERM padlicies
and an in-house system that not only suppats the recrding of documentation and evidence for
every phase of the development, but alsothe very difficult processes of organizational leaning.

Pradicd implicaions- This paperis of interest to both 1S academics and praditioners, namely
those interested in QA and ERM.

Origindlity/value - There is very littl e researd in this areathat can inform both acalemics and
praditioners on how to use ERM within SW projed management pradices. This paper aims
at providing early indghts into ways of addressng this gap and at generating discusson in this
area

Keywords - Eledronic Record Management, Information Systems Development, Projed
Management, Quality Assurance, Requirement Tracaeabili ty

Paper type - Reseach paper



1. Introduction and Background

Based on the Intemational Data Corporation (IDC) 2007 report, the globa sdtware indugry
overtook the hardware indugry for the first time in 2006, by incorporating 52% of the entire
information techndogy (IT) indudry. According to the same souce, in 2007 the global
sditware market was valued at 229,946 hillion US dadlars and consquently the sdtware

indudry has beacme ore of the mogs important busness €aors in the world market today.

Neverthelessand despte the apparent successstory, the SW indudry has been charaderised by
failure rates that would be unacceptable in dmog any other sedor. In fad, and acording to
statistics emerging from the well accepted Standish Group Chaos Report, presented and
discussed by Johnson(2001) there has been littl e progressis successrates in the SW Indudry.
A close inspedion of the findings in Table 1, shawvs that despte optimistic anaysis the
percantage of challenged projeds has adually increased systematicdly from 33% in 1996 to

49% in 2000.
1996 1998 2000
Succeeded 27% 26% 28%
Failed 40% 28% 23%
Challenged 33% 46% 49%

Table 1: This table depicts the results of the 30,000 SW application projects in large, medium, and small cross-industry U.S.

companies tested by The Standish Group since 1994. Adopted from Johnson (2001).

However, patience of users and commisgoning organisations is now growing thin and the
conflicts with the SW indudry are increasingly ending up in court rooms and multimilli on
liti gation cases. In fact, as stated by Desai et a. (2002, “when fail ure occurs, one of the first
remedies is often ingigating liti gation againg the venda or serwice provider”. The maor

contributor to this increasing liti gation around SW projeds lies in the fail ure to establish exad,



clear and definite requirement spedfications for the SW being produced (Zhou et al., 2008.
In truth, failure to establish definitive requirements or med initia requirements that became
obsdete during the design and development phase is often condrued as malpradice, negligence
or even breach of contract (Desai et a., 2003.

Thisisawell known and persistent problem since the early days of the indudry and one that is
very difficult to resdve. In fact, it is now well accepted that SW is but a component of the
whae organisationa Information System (IS). This mug be developed conddering the
organisation as an open human adivity system. As sich, aganisationsare condantly evolving
and aretherefore unpredictable.  There is no such thing as a repeatable experiment or a set in
stonerequirement. Moreover, human activity systems arecomposed of people who often have
conflicting objedives, perceptionsand attitudes towards the IS and its mission and usefulness.
Finally, as open systems, organisationsareunder condant pressue from their extemal busness
environment and therefore condantly adapting to emerging market trends, innovations and
cusgomer demands. Therebre, the relationshp between the organisation and its environment

is nd only of paramourt importance, bu alsofluid and condantly evolving.

Therebre, establishing a precise and definitive requirement specification at the moment of
establishing the contract between commisgoning organisation and SW developer may not only
be very difficult, but dsoundesirable. If the projed lasts severd monthsor even years, it isto
be expeded that the organisation will evolve and consequently rendering some or the initial set
of requirements obsdete. Furthemrmore, communicaion with cugomers may change initia
agredl requirements, through prototyping, testing or jus shifting requirements emerging from

the condantly evolving organisational environment.

As discused by Zhou et al. (2007, this poses a number of important risks in tems of
contradua relationshps, projed scoping and projed planning. The traditional respong, of
both acalemia and the indudry, to this problem has been centred on communicaion and user
participation (Land, 1982 Ovaska et a., 2005. This implies the crucial concepts of user

ownership in the design and development processes and user involvement in iterdive agile



processes of co-development of the SW. Many SW companies, mainly SMESs, have espougd

these principles and arenow applying them in practice

However, this communication process with the user represents a severe risk in itself for three

main reasons

e Users invaved in the iteraive design and development may not be the ones with
dedsion making powers and deviations to initial sets of requirements may not be

appropriately validated and approved by the commisgoning organisation;

e Succesgve deviations (very often due to congant changes of mind by the participating
users) to initialy agreed requirements may not have been efficiently recorded by the
developers; and the complexity of the processthat leadsto the final application may not
have been fully understood and accepted by the commissoning organisation;

e Communication between developers and usersis not a straightforward processand there
are often misuncerstandings, misinterpretations and misperceptions from both sides,

which may lead to conflict and even breskdown of design and devel opment teams.

Therebre, withou an appropriate management of the evidence that corroborates the
communicaion processs, the onus of responsbility will aways be on the developer side.
That is, in case of litigation and withou an appropriate record system that provides clear
evidence of userinpu in changes or shifts of requirements, the responshili ty for development
delays, budget overrunsand ladks of usefulnessof the SW produced will always remain with

the design and development team.

In order to address these problems, this paper aims to bre&k with the traditional view of
requirement traceabili ty which usually refers to the “abili ty to describe and foll ow the life of a
requirement, in both a forwards and backwards diredion (i.e., from its origins, through its
development and spedfication, to its subgquent deployment and use, and through periods of
on-going refinement and iteraion in any of these phases)” Gotel and Finkelstein (1994.
Consequently, the literaure aroundtraceabili ty focuses mogly on tradng requirements changes

to code changes (e.g. Markus and Maletic, 2003 Ramesh and Jarke, 2001). The eary



preoccupations of SW Engineers was to be able understand requirements from their origin,
through their development and spedficaion, to their subgquent deployment and use, and
through periodsof ongoing refinement and iteration (Gotel and Finkelstein, 1996. This paper
proposes that the fundamental isste in the case liti gationis not only to be able to understand the
shift in requirements, but having a clea record of responsbiliti es for that shift. That is, it is
crucia that you can trace shifts in requirement to the authorised personthat requested them.
Therebre, what is needed are not jug automated development tools and environments, but
organisational practices that enable the recording and preservation of the evidence behind the

requests for the requirement changes.

In other words,what is needed is the record of the communication with authorised adorsin this
processof change. This information on the requirement shift can be recorded, managed and
maintained in the form of records, which “represent explicit corporate memory for the
organization” stated by the British E-Government Policy Framework for Eledronic Records
Management (2001). The organisational process that uswally encompasses the recording of

evidencein organisationsis knavn as Hedronic Records Management (ERM).

However, the vast mgjority of SW development companies have either no provision at al or
very weak provision for ERM. This is evident by the persistent use of 1SO 9001 in their
quality management and their congstent ignorance or rejedion of the 1ISO 15489standard for
recrdsmanagement. Symptomaticdly, thereis very littl e research in this areathat can inform
both academics and praditioners on how to use ERM within SW projed management pradices.
This paper ams at providing early ingghts into ways of addressng this gap and at generding

discussonin thisareaby bath acalemics and pofessonals.

2. Synthesis of the Literature Review Performed

The findings of the systematic literaure review process undertaken in this area reveded that
thereare virtually no studies linking ERM and SW projed management processes. Moreover,
it becane clear that ERM is used mogly by sedors suljed to intense and frequent liti gation

sweh as the hedth sector (e.g. NHS in England), the publdic sedor (both at central and local



levels) and service companies. In an amog independent thread of literaure, it was clear that
mog design and development companies worldwide use 1SO 9001, but ignore 1SO 15489
This literaure review served to inform the context for the research and define its basic concepts,

namely: ERM and SW projed management.

2.1 Electronic Record Management

2.1.1 Electronic Record

Reaords could be consderal as one part of explicit knowledge in the organization. The
Concise Oxford English Dictionary (2006 1202 provides a definition of record as “a pieceof
recorded evidence or information; an acourt of fadt preserved in permanent form.” This
definition, dthough rather general and non-academic, is actually very clearand useful for the
purpose of the research presented in this paper. It is based on two fundamental aspeds
“recorded evidence” that is “preserved in pemmanent form”. The key aspeds for a project
manager who wants to proted his projed and histean. The third asped that isimportant for a
projed manager is how to manage this recorded evidence, that is how to implement records
management. The International Organization for Standardization (1SO)1, provides an ingght
into this management process, in their 1ISO 154891 (2001, Clause 3.15 Information and
Documentation-Remrds Management standard, by defining records as “information creaed,
recaved, and maintained as evidence and information by an organization or person, in
pursuance of legal obligationsor in the transadion of busness'. Exadly what SW companies

neal when fadng liti gation ower shifting requirements.

Finally, and to fully understand recmrds management, it is important to define the context in
which the management processis implemented. The Intemational Courcil on Archives (ICA)
Committee on Eledronic Reords (2005 illudrates this process by defining a record as

digitally “recorded information produced or received in the initiation, condict or completion of

! Please note that ISO is not a direct aconym for "International Organization for Standardization”, but a term deriving from the Greek isos
meaning equal. This term was adopted at the time of the creation of this organization in 1946 to avoid having different abbreviations in

diff erent languages.



an inditutional or individual adivity and that comprises content, context and gructure sufficient

to provide evidence of the adivity.”

Therefre, for the purpose of this researd and in the context of SW development, an eledronic
record is all information dgitally creded, received, and maintained as evidencein the initiation,
conduwction or completion of any analysis, design, development and ingalation adivity,
resuting from the communicaion with any user, stakeholder or dedsion maker in the

commissoning organization.

Therebre, this paper ams at addressng all aspeds of extemal communicaion with the
development team. This does not mean that the reseachers do naot redize the usefulnessand
complexity of intemal communicaionin SW development teams. It merely reflects the focus
of the reseach aiming at preparing and protecting development teams in case of liti gation with

their cusomers.

It is important to note that records are expeded to exhibit four main feaures. authenticity,
reliability, integrity and usability. Based on the Clause 7.2 of 1SO 154891, an authentic
record is one has been creded or sent by the person purported at the time purported. The
reliability means the records “contents can be truged as a full and acarate representation of
the transadions or adivities’. Integrity refers to the records being complete and unaltered.
Finally, the usability means that the record can be accurately locaed, retrieved, presented and
interpreted. These feaures are fundamental in ensuing that the quality of the evidence
preseived is d the highest quality and appropriate in case of litigation (Chen et al., 2009.

2.1.2 Electronic Record M anagement

The Rewords Management Standard 1SO 15489-1 (2001, Clause 3.16) has suggested the
definition of records management as the “field of management responsble for the efficient and
systematic control of the creation, recept, maintenance, us and dispostion of reords,
including the processes for capturing and maintaining evidence of and information abou

busness adivities and transadions in the form of records’. This definition reflects the



record’s life-cycle, uswally congsting of conception or gestation phase, creaion phase, adive

phase, andfina phase or dispostion (Hareand McLeod, 1997:5).

It is important to note herg that in this sense recmrds management is very different form
traditional document management or information management. The former aims at managing
operdional information in order to maximise operaiona efficiency and efficacy, whereas
records management, in the sense adopted by this study, aims at recording evidence abou the
operdional activities. Ultimately, records management may have impacts in the efficiency of
the operaion by adding evidence recrding tasks. This is probably the main reasonfor the

amog universal absence of recrds management in SW development industry.

The universally agreed standard for electronic records management is the 1SO-154891, which
ams to standardise intemational best pradice in the field. This standard is based on the
Audralian Standard AS4390. The application d the ISO-15489led to a number of spedalised
standards keing devised by different ingitutions,mogly pulic ones, sich as:

» The DOD5115.2STD (2002: Design Criteria Sandad for Eledronic Records
Management Sdtware Apdicationsprovides implementing and procedural guidance for
the management of electronic records in the Department of Defense of United States,
which is reissted under the authority of DOD Diredive 5015.2. This Standard sets
forth mandatory baseline functional requirements, and identifies non-mandatory feaures
deamed desirable for Records Management Application (RMA) sdtware.

e British E-Govemment Policy Framework (2001): Functiond Requirements for
Eledronic Remrds Management Systems which describes the electronic records

management in e-govemment in detail .

*  MoReq (2001): Model Requirements for the Management of Eledronic Records which
issuppated by the European Commissonandaimsat guiding inthedesign, seledionand
auditing of systems for managing eledronic reards. It mainly focuses on the functional
requirements for the management of eledronic records by an Eledronic Recards

Management System (ERMS).



Nevertheless,and despite a very careful literaure review, the authors could not find any ERM

standard spedfic for the SW indudry. Thisredisationled to the study reported in this paper.

2.3 SW Development Project Management

Turner and Simister (200Q 69) summarised projed management by defining it as “the process
of converting vision into redity”. This process regardiess of the methodoogy employed, is
uswally composed by a simil ar sequence of stages, namely: initiation, planning or development,
production or exeaution, maintenance and controlling, and closng (Schwalbe, 2006 Allan,
2004 Turner and Simister, 2000 1SO 10006 Quality Management-Guidelines to Quality in
Projed Management).

The ISO 9000 families were developed aming to crede common standards for the quality
management and quality assuancein projed management regardlessof the company’s size or
complexity of the product or service The 1SO 900032004 Software Engineering --
Guidelines for the Applicaion of 1SO 90012000 to Computer Software was developed for the
SW Indudry and provides a high-level overview and guidelines for the sditware development
process. 1SO90003is an inclusve set of guidelines and condders a number of life-cycles
emerging form the different design and development philosophes adopted by professonals in
this indugry. This standard incorporates five perspedives from which the applicaion of
quality in sdtware design and development is addressed (Suryn et al., 2004):

* The Quality Management Systemthat reflects the systemic perspedive helpsthe userin
verifying and/or establi shing the structure and type of processes, together with necessary
documentation, required and appropriate for the organization to build an effective

quality system.

* The Management Responsbility that reflects management perspective and aims at
identifying, defining and setting up the corporate palicy and culture that suppats the

overdl ohjedive of producing quality products.



« The Resource Management that refleds the resouce perspective and focuses on
dedicaed quality resouces indentifying those spedfic isstes that shoud be taken into

congderaionwhen bulding a professonal team of quality specialists.

* The Product Realization that reflects the product perspedive and aims at establishing
the matrix of processes that suppat the creation of the sdtware product (generic
development process, purchasing), the planning and management of the redization
process, the relationshp with the cusomer and the production and pod-delivery

suppat.

e The Measuement, Andysis and Improvement that refiects the improvement perspedive
and aims at identifying the monitoring, measurement and analysis activities required to

maintain and improve the quality of products.

This paper focuses on Product Redisation, that is on the product perspedive. Thisis usuwaly
divided into: planning of product realization, cusomer related processes, design and
development, purchasing, production and service provision, control of monitoring and
measuring devices. Spedficdly, this study focuses on two of these areas. cusomer related

processes and design and development.

3. Research Methodology

3.1 Research Aim

The research project reported in this paper is driven by the genera am of exploring and
establishing the role of ERM in suppating SW development teans and companies in tradng
and providing evidence for shfting requirements. Since a desk study would only produce
more theoreticd propositions and discusson, the tean for this projead searded for a
professonal environment where these concepts were being used in the redity of practice so

that the phenomenon keing studied could be grounded in that pradice.



3.2 Research Design and Approach

Since there are virtually no studies in this area this reseach projed employed an inductive
gualitative reseach approad and a research design that congsted of a combination of criticd

literaure review, an exploratory case-study and thematic analysis.

3.2.1 Critical Literature Review

This study began with reviewing literaure which provided a lens to identify those issies that
were important to be examines and needed to be studied (Creswell, 2003. Therefore, this
study reviewed literaure from academic journal puldicaions, conference proceedings and

pubdic reports onthe two main area of interests, namely: SW development and ERM.

The findings of the literaure sudy provided three magjor conclusons

1. Thereisalad of research that explicitly studies the links between ERM and SW design

and development.

2. Sincethereis no existing theory linking these two concepts, the study nealed to take an
inductive approach that would all ow theory to emerge from the data colleded.

3. Findly, it became apparent that it was necessary to use an exploratory case-study

approach sothat the theory could be grounded to the redity of pradice.

In terms of the lensto be used in the study, the knowledge management (KM) assessnent todl
(KMAT) developed by Jager (1999 was adopted as the theoreticd framework. The KMAT is
designed to help organisations to undertake high-level assessment on organisational KM
pradices. ERM as a particular aspect of KM can easily be assessd udng the following

factors adapted and devel oped from the original KMAT ores:

e Leadership: emphasis on how lealers establish, develop and influence ERM processes,
beaing in mind that ERM has to be compatible with the way the organisation is

managed.



e Process concentrates on the adion steps of create, identify, colled, adapt, organise,

apply, and slare information through ERM.

e Tedndogy: represents how the organisation facilitates communication between
individual and information and communicaion techndogy (ICT) can be used to colled,

store and dseminate information through reards management.

» Culture: reflects that establishing a coll aborative and sharing culture in the organisation

is criticdly important.

Please note, that the researd team took the dedsion to remove onre of the assesanent factors
proposd by Jager (1999), namely measuement. According to Jager (1999, measurement
focuses on how the organisation quantifies its explicit knowledge, the quality of the
correspondng recrds and how ERM is implemented. However, knowledge, as an intangible
asst, is always hard to measue. Therefore, quantifying the process of usng reoords as the
basic sdution to enable the extemalising of tadt knowledge seems a very attificial adivity and

one that could hardly be measured.

The four factors mentioned above were taken as the a priori categories for the thematic analysis
employed in this the qualitative investigation as proposd by Nunes and Al-Mamar (2008).
More spedficdly, these a priori categories formed a framework that was used in direding the
processes of data gathering (interview) and analysis (thematic analysis) (Yin, 1994 Saunders et
a., 2002. However, the employment of this framework was not meant as theoreticad bias but
rather as a lens for the processes of data collection and analysis. Therefore, these caegories
were handled as high level propostions and evolved continuousy by udng condant

comparisonagaing the emergent theory.

3.2.2 Case-Study

Case-study analysis is a common approach in social sciences used to explore and understand
complex and locdised human adivity systems and sccial environments (Zhou et al., 2008.
Some of the classc studies in organisational researd have been derived from such detail ed

investigations of (Bryman, 2002. The term “case study” has multiple meanings. It can be



used to describe a unit of analysis (for example, a case study of a particular organisation) or to
describe aresearch method. Case study is generally accepted as a qualit ative reseach method
(Alavi and Carson, 1992; Orlikowski and Baroudi, 1991) and according to Saunders et al.

(2002, it isan approach particulary suted answvers questions on hman activity systems.

In order to respondto the research question and groundthe investigation, this study adopted a
single case-study of a SW company that is already explicitly usng an ERM system. This
projed was condwcted in Data Systems Constting Co., Ltd. (DSC) a very successful and the
largest ERP sdtwareprovider in Taiwan. Since its establishment in 1982,DSC has provided
SW services for more than 22,000enterprises from a wide range of manufacturing and service
indugries. Besides local cusomers, DSC has many cusomers from Hong Kong, Mainland
China, and Southeast Asia. Currently, DSC has 1156 employees with total assts over
NT$ 1.28 lilli on (DSC, 2007).

There were two main reasonsbehind the seledion of DSC as the case study. Firstly, ERM
concepts and strategies have been discussed and established in this company for more than ten
yeas. Sewmndy, an ERM system has been fully integrated into the processes of different
functional units, ranging from SW development teams to top management. This made DSC an

ided case-study.

3.2.3 Data Collection and Analysis

Semi-structured interviews were used as the data coll edion technique to gather in-depth data to
respondto the reseach question. The structure was given by the a priori categories discussed
above. Interview questions themselves were open-ended and withou theoreticd bias.
Interviews were condicted in Englishas aimog every member of staff in the development area

spolke the language.

Overdl, there were twenty-one participants. The sampling was devised so that informants from
al levels of the company were represented, namely: one top manager, five projed managers,
one knowledge manager, one records keeper, and thirteen SW programmers. All aspeds of

the interviews were digitally recorded and then transcribed and codified.



Gatherad data were analysed by usng a thematic anaysis, having as starting point a priori set
of themes, as proposd by King (2008). However, this research did not literdly use “template
analysis’ in the sense proposd by King and Horrocks (201Q0166-169), but a more purist
thematic analysis as a way of coding and representing qualitative data. Data here meant the
interview transcripts.  Coding meant the identification and interpretation of themes and
subthemes in the data. Representation meant the production of conceptua maps which
summarises the themes identified by the researdhers and organises them in a meaningful and
useful manner. Data were examined and interpreted, coded and condantly compared againgt
themes and concepts that emerged from the theoreticd framework. The processof interviewing
was stopped when theoreticd saturation was achieved, that is no new themes were emerging

from the analysis.

4. Research Findings - A Theory of Use of the Existing

System

As discussd in detail above, this study used an adapted version of the KMAT assesament toadl.
The adaptation of the tod established for this projed focuses on aspects of leadership, process
tedndogy, culture. Therefore the findings are presented under these main themes. The general
thread of the discusson foll ows the theme and sub-theme identification. The discusson starts
with leadership in order to understand vision and general objedives of ERM in DSC, followed
by a narative of the processs invaved in Produwct Redisation and a critique of the
tecdhndogicd sdution encountered by the company. Finally, this findings report will end with a
brief discusson d cultural aspedsthat influence ERM in DSC.

4.1 Leadership
4.1.1 Management Support for ERM

The main busnessaim of DSC s to remain as the top ERP provider in the South East Asian

region. Mare specificdly, asthe Senior Manager stated that:



“We are committed to consistently provide SW solutions and at achieving business operation efficiency
and productivity optimisation in order to help our customers’ achieve lasting success.” (Interview 2.15)

DSC has recently merged with one of top Chinese SW companies and has become one of mos
important player in the enterprise management software Chinese market. The company works
a varnety of sedorsin South East Asia. This means that the company requires a continuous
effort of cugomisation of their ERP in very different busness, indudgria and cultural
environments. Therefore, the company has establi shed the need to share and manage knowledge
abou these different environments in order to acaimulate organisational knowledge and
expertise that may sudain their competivenessand successas an ERP vendor.  The interview
resuts shoved that DSC Company has nat only implemented quite effedive knowledge
management (KM) and knowledge sharing (KS) strategies, but has also obtained significant
benefits from this effedive sharing of knowledge. One of the top Projed Managers expressed
that:

“A's a hi-tech company, which is knowledge-intensive, sharing knowledge could save time for staff in
dealing with prodemsin their daily work.” (Interview 11.93)

4.1.2 Management Support for Knowledge M anagement and Sharing

It is becane clear from other interviews and implicit in this quaation that staff is required to
sharepast experiences, lessonsand stories, which are formali sed, structured and formatted into
eledronic records
“One of our jobs is to encourage our employees to share their experiences. They input all their
experiences into the system themselves. We aso have a reaord keeper that manages the system and
defines accessto these stories.  They transform shared knowledge into records in a standardised format.

They aso make al reoords available on our Knowledge Library. We usually work with the record
keeper to kegp our records well updated and maintained.”  (Interview 9.74)

This gatement from the eledronics records manager shavs top management suppat to KM and
a sprit of encouragement and motivation that charaderises top management buy-in and

ownership of the ERM strategies. It is clear that there is an attempt to extemalise taat



knowledge and preserve it in the format of electronic records. Moreover, the KS is practices

arebased of and facilit ated by the implementation d ERM.

4.1.3 Management Support for Paperless Operations

Moreover, managers repededly refered to the implementation of “paperless operdions' and
the expedation of effediveness and efficiency gains. Interviewees also refereal to
improvements in busness workflow, espedally in highly repetitive tasks, through the use of a

web-based ERM applicaion named EasyFlow to suppat this paperiess dficework.

However, only the IT staff said that their daily busness was amog “100% paperless'.
Verificaion security, digital signatures and Cettificate Authority (CA) digita cetificaion help
technicd staff to identify the role and responshiliti es, communicae and share information.

However, these seem to be used modly in the intemal environment.

Projed managers interviewed claimed that records deding with cusomers wereall required to
be paper-based. Because, in the South East Asia busnessenvironment signatures and sedson
the contract are the sde mean to establish their legality. “Traditionally, only the visual and

tangible things could convince people” (Interview 9.22).

Moreover, the Senior Manager also mentioned that some financial and accourting information
also neaded be available in paper-based format. As a global company, suljed to regular
inspedion by the Financial Supervisay Commisson of Taiwan, paper-based information
proves more convenient to govemment audit staff and is condderad to be the main basis for

legal evidence of the busness opraion.

4.1.4 Management Support for International Standards

However, top management shaved very littl e understanding of intemational standards. Before
doing the interviews, the standard 1SO 90003 and I1SO-1548-1 was explained and discussd
with the interviewees. Even thouwgh it is an intemational standard on development and

maintenance of sdtware, the Senior Manager and Projed Managers interviewed did nat seem



understand them in detail. Actually, DSC seems to have developed their own procedures for
quality control based on these ISO standards, but managers seem to think that “it is not
necessary for al the employees to know the intemational standard. They have their own

cugomary adivitiesto conduct research and design the products’ (Interview 2.10.

This combination of paperess office environment and good KM pradices is an ided
environment for efficient ERM and protedion againg liti gation. Buy-in and suppat by top

management seems to provide consderable encouragement to employees.

4.2 Process

4.2.1 Investigation Phase

At this phase, Projed Managers are the main elements involved in negotiation with cusomers.
This communicaion is mogly dore face to face and in locaion. Information is obtained on
the generd background of the cugomer’s company, cusomer’s busness objedives for
purchasing the sditware product and the scope of the system to be indalled. The processis
then passed on to the Sales Department for final negotiation, pricing and contrading. It is worth
of natice that the Project Manager has no chance to see the initial contrad. One of these
Projed Managers stated that “when the sales department has confirmed the busness,they send
the additional requirements to me. | need to fulfil the complete requirement spedfication before

they draw upthefinal contrad” (Interview 14.3§.

Therefbre, once the projed is succesdully adjudicated and the initial contrad signed by both
parts, the Projed Manager and Systems Analysts visit cusomer and establisha set of functional
and technica spedfications, that form the requirement spedfication for the projed. This
requirement specification requires the cusomer’s signature and has equivalent legal powerto a
contrad. In the Senior Manager’s opinion, bath the contrad and signed cusomer requirement
can “undoultedly conddered as evidence” (Intewview 2.45. Nonetheless, email records of
negotiations with cugomer, memos recording and reviewing discussons and other
documentation exchanged with the cusomer during this phase is aso kept in the company’s

intema reoords. However, as the Senior Manager acknowledged these documents, often



exchanged with lower ranked employees and system users “withou a cusomer’s signature

[cusomer’s top management], have nolegal effect” (Interview 2.48.

In relation to the last paint, the Senior Manager gave examples of incidents whererequirements
had been agreed informally, sometimes even jud as verbal agreements. For indance, a Projed
Manager made a verbal agreement with a cusomer to provide six functions free of charge and
never formally recorded any evidence for this speda offer. He then left the company, and the
new Projed Manager that took over this case, was nat able to fully satisfy the cugomer’s
requirements. This creaed a conflict with the cusomer that was of very difficult resdution and

resuted in losses for DSC.

4.2.2 AnalysisPhase

From the point of view of DSC, the analysis stage aims at establishing system analysis
spedficaionsfor delivering the agreed product according to the schedule and resouces. This
spedficaion is uswly obtained from the requirement spedficdions established in the
investigation phase and suppated by further clanficaionsform the cusomer as well asintemal

experiencein the form of past projed reports from smil ar contexts.

These clarnificaions adually conditute a significant risk and they are often dore informally,
sametimes over the phone and not aways properly documented. For instance, a claificaion
asked from a stressed manager, whom pressed for time wants to speedily conclude a seemingly
inconvenient phore call, may resut in incomplete information or even ill-consdered
adknowledgement. If this clarificationis not properly recorded and approval formally requested,
then deviations from initial requirements may later on in the projed be rejeded by the same
manager, who may nat even remember having given his/hers acknowledgement. Apparently,
this is adually a common occurrence in these projects due to the nature of persordl
relationshps and busness culture in South East Asia as discus®d below in this article.  As
adknowledged by the Senior Manager, againg this type of situation there is no ERM system
that can help.



Lesson leamed in these past projeds are contained in reports stored in a knowledge
management system available through DSCsintranet. Each department has its own historicd
database, and staff from other departments do not always have the right to access this
information. As explained by one of the Analysts. “we arethe main department reseaching the
projed on paperless knowledge management. We could copy the template, and modify same
detail s like the interface, then produce a new spedficaions (Interview 15.18. Therefore,
past projeds provide easy to use and tested templates for bath planning and analysis. Overall,
DSC uses this knowledge management system for the sharing of past expenience and
conequently save a lot of time and retaining knowledge that would otherwise be log due to

turn-over of staff.

In addition to the analysis spedficaions,that is usually sent to the cusomer for insgedion and
approval (N.B. signed approval), there are a number of other documents generaed at this stage,

such astedhnical documentation, projed plansand resource all ocation dans.

4.2.3 Design and Implementation Phases

Curioudy, it was when asking interviewees abou these stages that the weltanschauung of the
company became evident. This was made clear by the following statement of one of the
Programmers:
“We are a packaged products company, and the padaged management software might not be enoughfor
customers spedfic requirements: it is also esential to be dedicated to suppott of customer software
modification. The system analysis spedfications will be posted to software enginees, and they need to

create designs for structure of the system, programs, user-interfaces, datebases, modules and
error-handling.” (Interview 21.30)

There are two aspects that areimportant to discussfrom this statement. First, system anaysis
spedficaions seem to guide design and implementation authoritatively. Second, that the
company focuses on adapting their ERP system to needls of diverse cusomers, rather than

produce new SW for each cusomer.



The first asped may represent a severe risk, as requirements established often months (if not
yeas) ago, may have changed or even beamme obsdete. Moreover, interpretation of these
requirements may lead to deficient design. One of the Projed Managers reported that “it is now
generdly recognised that there are more findings abou defects of design in the phase of
implementation. Hence, information on design defeds shodd be recorded for the smoath
progress of the working process and preserved as reference for the next design.” This reveals
that DSCs ERM system containsnat only the design specificaions,but also error natifications

assaiated with these.

The later asped on the other hand, is non-controversial, has become common pradice
worldwide and lies at the genesis of the successof multinational ERP vendars such as SAP or
ORACLE. This view isreinforced by one of the Projea Managers:

“We mainly do the system integration service for the customer. Sometimes, we could use a padkaged

product to satisfy the customer requirements. Based on the system analysis, we only need to add more
functions to the existing products.” (Interview 9.150)

Therebre, there are two main aspeds to DSC SW development adivities, namely: the
cugomisation of the existing ERP functiondliti es and the potential development of new feaures
and functions. These, two types of development resut in different intemal documentation,

with the later being much more orerousin temms of detail and dacumentation.

The implementation adivity in itself requires that the code is documented according to precise
guidelines for which DSC developed and adapted programming standard. This code
documentation standard regulates the format, length and baseline for programmers’ comments
on their own code. This is particulary important, as in order to address a shatage of IT
professonals in same of the regions where DSC operaes, the company often hires
indugry-specific freelance programmers who are dispatched onsite to ensue cusomer
busgness continuity. As these arenat always available it is important to the company that the
code is appropriately documented. This code howeveris not stored in the ERM system, but in
DSCcode libraries.



424 Testing and Installation Phases

The last steps of the development return to control of the Projed Manager who is responsble
for the final testing of the ERP cugomisation, seauring the cusomer’s acceptance of the

product and training of the users.

This does nat sean to be controversia in DSC. One of the Projed Managers stated
confidently that “because | could understand the requirement spedfications in detail, the testing
was arranged by me. All the records from implementation will be poged to me from the
sditware engineer” (Interview 10.9). The test spedfication, test cases and test data are

produced in this phase.

DSC Company has two forms of test environment: white box testing and bladk box testing. The
same Projed Manager distinguished the concepts as follows: “the white box testing uses an
intemal perspective of the system to design test cases based on the interna structure, and the
bladk box testing takes an extemal perspedive of the test objed to derive test cases’ (Interview
10.879. The white box testing was designed for intema employees (e.g. programmers),

whereas the bladk box testing was designed for end-users.

Test resuts and reports describe the testing process. Errors of design and implementation are
identified, described and resdved at this phase. Each test iterdionsresutsin atedchnicd recrds
that is kept as evidence for future use. At the end of each test iteration, medings are held to
discussthe errors and dsseminate the resuts and reports. The same Project Manager ingsted on
“sending the records of errors back to the people with relevant responsbili ty” to avoid the same

mistakes rext time.

After white testing, the ERP is ingalled in the cusomer’s IT infrastructure and black tested.
Once bladck test is succesdully completed, the Projed Manager, Anaysts and Programmers
engage in a training phase. For each comporent of the training process trainees are asked to
fill -in feedbadk reports, which will be used for leaning purposes and improvement of training
pradice These feedbadck forms areusuwally summarized and processed and resut in yet ancther

recrd in the ERM system. When the training is complete the Projed Manager will produce a



training resuts report which requires the signature of a top manager in the target company to

prove that training has taken place

Finally and as the formal concluson of the project the Projed Managers seeks signature of the

cusomer acceptance document.

425 Maintenance Phase

The maintenance phase combines al the previousphasesin processes for enhancing the product
as requested by the cugomer. The Projed Manager needs to “fix” problems once these have
been identified. One of the Programmers stated that “the adivities aretypicdly classfied into
problem resdution, interface modificaion, and performance improvement. Regardless of the
reasonfor undertaking maintenance, this phase mug fully satisfy the cusomer requirements to
the maximum possbility” (Interview 19.73. Some of these maintenance adivities are jus
correction d existing problems, bu other imply the development of new customisations @ even
new features in the ERP system. These later are treded intemally as new projeds and are
documented as such. For the former, the modificaion of the corrections or modificaion of
cusomisation are recorded as changes and asswiated with the initia projed. New

“modificaion” recordsare the produced and gored as evidence.

4.3 Technology

In suppat of the explicit ERM strategy described above, DSC has creded a number of todls to
enable and suppat the desired knowledge-intensive environment. These tods system were
encgpsuated into a web-based system named EasyFlow that DSC now sells to their cusomers
in additionto usng it intemally.
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Figure 2: Overview of the EasyFlow ERM system.
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EasyFlow is composed of 4 main sulsystems. Eledronic File System, Knowledge Management
System, Meding Tracing System and 1SO Document Management System.

4.3.1 TheElectronic File System

Eledronic File System stores mogtly operational and procedural documentation that suppat the
daily run of DSC as busness. Examples of documents are requests for halidays, leave of
absence, out of hous declaraion form, or any other document that require line management

approval or sgnature.

4.3.2 TheKnowledge Management System

Knowledge Management System, also known in the company as the knowledge library, is one
of the mog useful toads of the ERM system. This system is adually the mog relevant for this
research at it stores al the projed and development spedfic documents, reports and personal
experiences. The usefulness of this tod is mostly due to the fact that it is easily available
through their intranet and that people can use to communicae intemally within the organisation.
Employees in the different geographicd locations (Taiwan, mainland China and Vietnam) may
therefore share experiences about projects in similar sedors or similar organisational cultures.

Evidence of this sharing pradicewas evident in sane of the Programmers statements:



“This system is very useful. | usually post my opinions and minds via this system. There are also
some online communities where we are freeto ask and talk. ” (Interview 20.101)

“There are several online communitiesin this library. People could log in the relevant community to find
knowledge. The knowledge library also has a search engine for people to retrieve required knowledge.”
(Interview 18.24)

Acoording to the Senior Manager, the knowledge library is aso an important induction and
training tool:
“[The knowledge library is] agood placefor new employees to become familiar with the operation of the

company, since they might meet the same probdems and situations in their future work.” (Interview
2.152)

Therebre, the knowledge library, a KS system, is the techndogical corner stone of the ERM
system. Itisvery successully operated in DSC and seans to have gained the suppat of both

management and programmers.

4.3.3 ThelSO Document Management System

ISO Document Management System stores all quality assuance related documents, namely
those that arerequired by the 1SO standards. Contrary to the knowledge library, it is perceved
as bureaucratic system, one that neals to be maintained to ensue cettification, but of limited

use bath in theredity of pradice

4.3.4 TheMeeting Tracing System

The Meding Tracing System (MTS) may be used to book meding rooms, store minutes of
meding and store individual’s meding notes. However, to the disappantment of the Senior
Manager and Knowledge Manager, who were both heavily involved in the creaion of this
subsystem, DSC employees only seem to use this system to book the meding room and make
sure they get the exad time and spacefor their medings. Typically in high tech environments,
analysts and programmers sean to think that the minutes of meding are taken mosly “for

dranwing attention to arangements and isswes’ (Interview 16.149, and there is no need to



formally store the official recordsin the system. The Knowledge Manager stressed that “if the
relevant people paid more attention to this task, therewould be no need to spend more time on

recording al the detail s later when noone remembers what was said” (Interview 16.135.

4.4 Culture

441 EastAsan Culture

Acoording to the ISO 154891 (2001 Clause 3.15), records “as evidence” are “in pursuance of
legal obligationsor in the transadion of busness’. However, as several of the Projed Managers
admitted, systematic reaording of every dedsion and agreanents made with cusomers is very
difficult in the East Asian Region. In fadt, persona relationshp and mutual trus represent an
important asped of successin bugnessin the Region. Consequently, many dedsions and
agreaments are made face to face through verba contrads, often during of an evening med at

theend d avery hard day of negotiation.

However, verbal contrads are very difficult to prove legaly. Withou such legal evidence
DSC has sufered condderable commercial damage from such verbal agreements on severa
occasions(i.e. the example mentioned abowve of the Projed Manager that made a spedal of free
features off the record). This has led to the intense effort made by DSC in the development of
their ERM palicies and g/stem.

Nonetheless, “Verbal agreement is a feature of oriental culture. People ingst that buyers and
sellers shoud trug ead other, and that agreement made by telephane or ora promise shoud
take effect. And ... the cusomers of DSC Company are spread right across Taiwan,
mainland China, Vietnam, Singapore, Thailand, Maaysia and Indoresia” (Interview 2.199.
This is the main ressonwhy DSC still needsto accept that in order to win cettain tenders they
still make oral promises. Moreover, and because this same oriental cultural charaderistics, DSC
rardy resats to legal adion if the conflict with the cusomer can be resdved by dired
negotiation.



In general the DSC believes that only a paper document with a signature and organisational sed
can be taken as full proof legal evidence Their stance is that al other documentation and
records stored serve as suppating evidence to contextuali se and justify decisionstaken, as well

as aganisational leaming materials.

4.4.2 DSC Organisational Culture

It was evident from the interviews that therewas a very good acceptance of the ERM system by
bath management and programmers, in pairticular of the knowledge library. This was samewhat
suprising, as it widely accepted that analysts and programmers are notorious a negleding any
adivity that is unrelated to their primary duties, namely “hate documentation” (Sametinger and
Pomberger, 1992 Kramer, 1999 Briand, 2003. Therebre, the situation encourtered in DSC
was only possble due to the careful promotion of an organisationa culture encouraged and
suppated by top management. This top management buy-in seems to have created a culture of
sharing knowledge and experiences. It became apparent that interviewees generaly aacept the
strategy of knowledge sharing and they believe that this sharing of knowledge can save them
time in deding with problems in their daily work. Nonetheless, it became clear that this
culture is also suppated by an incentive system as well as the good will of the employees.

One of the Project Managers expressd this as follows:

“The more experience and views are recorded in the knowledge li brary, the more bonuses they will getin
their personal performance reviews.” Interview 13.52

Thiswas confirmed by one of the Programmers:

“We are required to share knowledge. The more of my knowledge is stored in the ISO records, the more |
look goodin the personal performance reviews.” Interview 17.41

It is therefore clear that employees are well motivated to crede, manage and use electronic
reaords through the EasyFlow system. The measurement of this usage by DSCislargely related
to the quantity and quality of the records in storage. In this way the value of and the

contributionsto knowledge, became manageadle and measurable.



5. Conclusions

The casestudy presented in this paper emerged as an example where ERM, KS and KM are
conjugated in practice.  The knowledge library presented is a good example of an ERM system
that was concelved, designed, implemented in-house to suppat KS and KM, as well as serving
as a legal defence againg litigation. In fad, the use of ERM not only suppats the very
difficult processes of extemalization of individual’s tadt knowledge, but also brought same
unexpeded benefits. It enabled the establishment of a clearand well understood system of
reward for employees, a produwctive process of organizational leaning, as well as the
establishment of a culture of careful documentation of contads with the cusomer. Finally, the
ERM system enabled management and employees to understand the value added of knowledge
sharing.
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