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Cloud ERP: a New Dilemma to Modern
Organisations?

Guo Chao Alex Peng and Chirag Gala

ABSTRACT

For almost two decades, on-premise ERP has been adopted very prevalently in the industry.
Accompanied with the emergence of cloud computing technologies in the late 2000s, there is an
increasing trend for companies to migrate their hitherto internal ERP applications and databases into
the cloud. Such ERP resources re-migration, which can offer a range of opportunities to user
companies, is also associated with new challenges. The study reported in this paper aimed to explore
potential benefits and barriers associated with the adoption of cloud ERPs. A set of in-depth
interviews were conducted with 16 ERP and cloud consultants. The findings, derived from a thematic
analysis, identified that whilst the economic and technical benefits promised by cloud vendors are
attractive, the success of cloud ERP adoption can be affected by critical challenges related to diverse
organisational factors as well as with current legal and technical complexity in the cloud environment.
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1. INTRODUCTION

Enterprise Resaurces Planning (ERP) systems are enterprise-wide information system
padages, which congst of a comprehensve set of sdftwaremodues that aim to suppat and
integrate all key busness processes acrossvarious functional divisionsof an organisation by
usng a single data repaository [1]. Ever since its emergence in the early 1990s,ERPs have
been widely implemented by thousnds of knowledge4ntensve organisations,with any size
(e.g. including not jus large companies, but also small and medium enterprises or SMES), in
many sedors (e.g. manufacturing firms, banks, universities, and hosptals), and in many
courtries (e.g. Westem courtries like the USA and Europe as well as Padfic Asian courtries
like Chinaand India).

Traditionaly, ERP resaurces (including data, module applicaions, and database servers)
are intemally hoded and maintained by user organisations (this is so cadled on-premise
ERPs). This on-premise approach, which is still prevalently adopted by modem organisations
to hod and deploy ERPs, has certain inherent disadvantages, such as high initial investment
and being too time-ansuming to upgrade ERP indalled on different user PCs [2]. These
disadvantages embedded in on-premise ERPs areexpeded to be significantly improved with
the suppat of cloud computing techndogies. In the new cloud environment, ERP padkages
and related data will be hoged on athird party vendar-managed and controll ed infrastructure.
Companies can use their ERP applications and data as on-demand services through a web
browser, withou physically ingalling the system in locd PCs or storing the data in locd
servers. This new ERP deployment model will require lesshardware investments, as well as
lessfees and intemal hazard for system maintenance and upgrade [3]. These attradive cloud
feaures therefore resut in an increaing trend for companies to congder migrating their
hitherto intema ERP applicaionsand databases into the cloud.

Current litergure and studies on ERP arevery rich, but the vast majority of them focus
merdy on on-premise ERPs [e.g. 4, 5, 6, 7]. In contrast, research on cloud ERP has bee
very limited. Furthermore, the benefits of cloud techndogies in genera and cloud ERP in
patticular sean to be frequently and even over emphasised by cloud providers, whilst



patential barriers and chall enges related to this new ERP deployment method have not been
fully explored and dscussed in eitherthe indugry or the academia. The study reported in this
paper therefore attempts to fill this knowledge gap. Spedficdly, it ams to seek in-depth
ingghts from highly experienced IT professonals to identify and investigate patentia
benefits and barriers for migrating ERP systems to the cloud as well as to provide useful
lessonsto help companies better prepare themselves for such crucid ERP and IT
trandormation. Ths paperis gructured as foll ows: the next sedion presents a brief review of
current ERP and cloud literaure. The reseach methoddogy is then discussed and judified.
Subsequently, the findings derived from the study are presented and discussed, followed by a
discusson d the key lessonsleaned and recommendations,with conclusons adawn.

2. BRIEF REVIEW OF EXISTING ERP AND CLOUD LITERATURE

Unlike applicaions that focus merely on a single busness area or a paticular
organisational level, ERP systems contain a very comprehendve set of functionsamed at
suppating all busnessprocesss acrossthe whale organisation. With these unique feaures,
ERP has been widely percaved as the mos important development in the corporate use of
information techndogy in the 1990s[8]. The adopion and use of ERPs can reshape an
organisation’s culture, structure and processes, as well as change the distributionsof power,
autonamy, rights and obligations of people indde the organisation [7]. Given its value,
importance and patential organisational implications, ERP has attraded very subgantial
attention from both the indudry and the academia during the last two decades. Research on
ERP has covered a wide range of interesting isstes and topics, including ERP adoption
benefits [e.g. 9, 10, 11], ERP seledion criteria[e.g. 12, 13, 14], ERP criticd successfadors
[e.g. 15, 16], and risks and barriers affeding ERP implementation and pog-implementation
[eg. 1,6,717].

On the other hand, cloud computing is an advanced IT outsoucing model, which alows
organisationsto use a pod of third-party hoging IT resouces and applicaions as services
virtually through the web, withou physicdly holding these computing resouces internally
[3]. Sinceits emergence in the late 2000s,cloud computing has been widely perceived as an
important strategic technology, which has the potential to change traditional IT usage in
organisations and even trandorm the global IT indudry [18]. The strong interest of
researchers on cloud computing can be ob=ived from the rapidly incressed number of
conference and journal papers being puldished in recent yeas. The topics coverdal in these
cloud computing studies can be broadly divided into three area, namely cloud computing
feaures and benefits [e.g. 19, 20], conceptua and technical cloud frameworks/models [e.g.
21, 22], and isstes and risksrelated to the adoption and organisational use of cloud services
[eg. 3, 23,24, 2b

However, an extensve review of the literature identified a number of isstes and gapsin
current ERP and cloud research. In patticular, studies reported in the existing literdure
mainly treaged ERP and cloud computing as two separae research areas. On the one hand,
the vast mgjority of ERP studies focussdely onissies related to on-premise systems and are
now getting samehow overly abundant. Studies of ERP in the new cloud environment are
rardy foundin the literature. On the other hand, cloud reseachers jus looked at isstes of
cloud computing in generd, but negleded the variances and unique features embedded in
different types of cloud applicaions and sewices, suwch as cloud ERPs.  In fadt, cloud
applicaions, also known as Software-&a-Service (Sa&b) applicdions, can take many
different forms, ranging from simple persoral document storage tods (e.g. Google Docs), to
corporate email systems (e.g. Google AppsEmail), to enterprise-wide applicaions(e.g. cloud
ERPs). Given the inherent complexity and importance of ERP systems, cloud ERP is



arguably one of the most valuable and influential SaaS applicaionsavail able in the market.
We therefore condder that cloud ERP shoud be the next wave of ERP and cloud research.
By linking and building on existing ERP and cloud litergure, researchers can identify a
number of meaningful and uncerexplored reseach issies assaiated with cloud ERP, swch as:

* While the benefits of cloud computing in genera have been well reported in the
literdure, it is interesting to investigate further how these cloud feaures can add
values to ERP sdutionsas well as to explore what new advantages cloud ERPs can
offer comparing with traditional on-premise padages.

* One important concluson, which has been frequently drawn from previous ERP
studies[6, 7], is that potentia fail ure of on-premise ERPs canna be simply attributed
to technicd aspects (e.g. sdtware padkages and ICT infrastructure), but more
importantly shoud also be attributed to busness organisational and human problems.
Further reseach shoud thusbe dore to investigate whether this important concluson
is dill validinthe context of cloud ERPs.

» Asdiscussd above, a condderable number of researd has been dore to identify the
speafic isstes and risks (e.g. data privacy and security concems) assaiated with the
adoption and use of cloud techndogies in general. It is important to validate these
generd cloud findings in the context of cloud ERP, as well as to identify and
investigate how the advanced cloud feaures may originate new chall enges for cloud
ERPadoption and usge.

The study reported in this paper attempts to make a first step toward addressng these
significant knowledge gapsrelated to cloud ERPs.

3. RESEARCH METHODOLOGY

Given the exploratory nature of this study, an inductive approach with the use of in-depth
interviews emerges to be sutable for achieving the reseach objectives outlined above. As
highlighted by Saunders et a. [26] and Bryman [27], interview as atypicd qualitative tod is
very useful and efficient in gathering and exploring rich human insghts and perceptionson
complex sccial phenomena (e.g. the adoption of cloud ERP in an organisational context).
May [28] reinforces that the interviewer can often probe beyond answers and can extend the
predetermined questions flexibly to seek further clarnficaion and explanation. These
characteristics of interview were congdered to be not jug useful but in fact highly valuable
for generating a rich set of findings on cloud ERP benefits and challenges. Based on these
congderdions,in-depth interview was used as the data coll edion methodin this gudy.

3.1. Participants and interview administration

Although cloud ERP has receved increasing attention from the indudry, this concept is still
relatively new to many user companies. Therefore, it was consdered that busnessmanagers
and u®rs may na currently have suficient knowledge to dffer rich indghts onthe cloud ERP
iSSwes under investigation. In contrast, 1S consutants and ERP expeits working in the
frontier areas of the IT indudry were expeded to hod more in-depth knowledge on cloud
ERP issies. Consguently, these condgderations led the reseachers to target on IT
professonals and consutants as the prosyective interview participants d the study.
Subsequently, the reseachers contacted the CEO of ASN Constting Ltd. (the red name
of the firm is dsguised for confidentiality purposes), who kindly agreed to get invalved in the
study. ASN Consuting isan IT outsoucing firm locaed in India, with over 100 employees
and 12 years of operaional history. ThisIT company was selected due to the fact that it has



not jus been asuccesgul player in the ERP market for the last 10 years, but is asoone of the
pioneessto provide cloud services and more recently cloud ERP sdutionsto client companies
acrossPacific Asian regions, Euope, and USA. In orderto retain their successin the original
ERP market and the new cloud sedor, many IT consutants of the firm were effectively
trained to have a good mixture of knowledge and experience on both ERP and cloud sdution
implementation. Therdore, these IT experts were deemed to be able to offer vauable
ingghtsto the cloud ERPisstes keing studied.

With suppat of the CEO, 24 expetienced IT consutants, who had previoudy contributed
to various ERP and cloud outsoucing projects in ASN Consuting, were identified and
initially contaded. 16 of them were available at the time of data colledion and were thus
involved in the interviews, including 6 ERP projed managers, 3 senior system analysts, 4
senior cloud consutants, and 3 junior cloud consultants. As showvn in Table 1, the levels of
experience of these interviewees vary according to their job titles. For ingance the ERP
projed managers interviewed had an average of 6 years of working experience in ERP. In
contrast, senior cloud consutants had less ERP experience but more cloud expertise than
ERP projed managers. However, al interviewees indicaed that they had certain level of
pradicd experiencein both ERP and cloud sdutions. The researchers thusbelieve that these
interviewees, with different job roles and at variouslevels, can offer a good combination of
expertise and experienceto provide meaningful insightsto this gudy.

Table 1. Profileof interviewees

Job title Yearsof IT industrial Yearsof ERP Yearsof cloud
experience experience experience
ERP Project Manager Ave. =9 Ave. =6 Ave. =1
(ERP-PM), n=6:
ERP-PM 1 10 7 1
ERP-PM 2 8 55 1
ERP-PM 3 9 6 1
ERP-PM 4 9 55 1
ERP-PM 5 10 7 1
ERP-PM 6 8.5 6 1
Senior System Analyst Ave. =8 Ave. =5 Ave. =1
(SSA),n=3:
SSA1 9 5 15
SSA2 7.5 45 1
SSA3 7.5 5 1
Senior Cloud Consultant Ave. =6 Ave. =2 Ave. =3
(SCC),n=4
SCC1 7 15 35
SCC2 6.5 2 3
SCC3 55 2 3
SCC4 55 2 3
Junior Cloud Consultant Ave. =2 Ave =1 Ave =1
(JCO,n=3
JCC1 2 0.5 1
JCC2 25 1 1
JCC3 2 1 1

Total number of interviews, 16

In order to alow the interviewees to sharetheir experience and perceptionsmore openly and
thusleal to a more significant and interesting set of findings, the in-depth interviews were
conduwcted in a relatively undructured form. However, the following few questions, which
werederived from the literaure review, were used to guide the conversation:



* What arethe main benefits or motives for companies to trandorm their on-premise
ERP to a cloud sdution? What are the advantages of cloud ERP comparing with
traditional on-premise systems?

« What possble bariiers, challenges or difficulties can prevent companies from
adopting cloud ERP? Furthemore, will generd chall enges affeding on-premise ERP
suwceess(e.g. ladk of top management suppat) sill apply to cloud ERP packages?

*  What recommendations can be given to companies to enhance their posshility of
suceessin the cloud ERPjourney?

Due to geographicd limitation, it was found too cogly and time consuming for the
researchers to travel from the UK to Indiato colled data. In order to keep the reseach cos
within budget but also ensue that both verbal and non-verbal (e.g. body language of
interviewees) information can be captured, online video (rather than face-to-face) interview
was conducted over Skype, and was recorded by usng the Evaer sdfitware. On average, the
interviews lasted between 40 and 80 minutes. In order to enhance the trusworthinessof data,
written transcription was dore on the same day that the interview had taken place Moreover,
the transcription of each interview was sent to the interviewee to read through, and thus
alowing the researdhers to identify and remove potential bias a incomplete interpretation.

3.2. Interview data analysis

The interview data coll ected was analysed by usng a thematic analysis approach. Thematic
analysis is one of the predominant techniques to be used for analysing qualitative data [29].
It is a process of searching, identifying and exploring codes and themes that emerged as
“important to the description of the phenomenori’ [30], through “careful reading and re-
reading of the data” [31]. Following guidelines given by prior reseachers [31, 32], the
thematic analysis condicted in this gudy congsted of five stages, as sunmarized in Table 2.

Table 2. Five stages of thethematic analysis.

Stage Description of the process
1. Getting familiar with the data Geknown the databy reading and re-realing the dataset.
2. Codingthe data Develop the coding scheme, and code the textual datain a systematic

fashion acossthe entire dataset by using NVivo.
3. Connecting codes with themes Collate codes into themes and sub categories, gather all datarelevant
to eat theme and sub category.
4. Reviewingthemes & developing  Check if the themes and sub categories work in relation to the coded
Ontology guotes and the entire dataset, generatean ontology of the analysis.
5. Reporting findings Final analysis of selectal quotes, relating results badk to the reseach
guestion & literature, presenting findings.

As a resut of the data analysis, the reseachers identified and explored a set of 15 key
benefits and 18 critical barners assaiated with the adoption of cloud ERPs. These identified
cloud ERP benefits and barriers wererespedively organised into 9 different sub caegories.
In order to organise and represent these findings systematicdly, an ontology was used. An
ontology is a diagrammatic model and a knowledge base that:

“defines a common vocabuiary for researchers who needto share information in a domain. It
includes [...] interpretable definitions of basic concepts in the domain and relations among
them.” [33]

Ontology is atod that has been commonly used in computer sciences and programming, and
isincreaingly adopted by sacia sciences researchers to highlight and shere key concepts and



ideasin their studies [6]. Although the procedures for developing an ontology may be varied
by suged domains, two tasks lay a the core of ontology development: first, defining
concepts to be coverel in the ontology; seand, organising these concepts into a taxonamic
(sulxlass—suprclasy hierachy, in which upper level contains generd concepts and lower
level covers more spedfic concepts [6, 33]. Following these guidelines, an ontology was
produced as shown in Figure 1. Radiating from the centre of the ontology are the two key
themes explored (i.e. Cloud ERP benefits and barriers), which arein turn linked to the sub
caegories and spedfic benefit/barner items as emerged from data. This ontology is then
used as the frame for reporting the interview findings in the next sedion.

Level 3
Specific items
Level 3 -
Specific items Level 2 —|BA1.1 Low transparency in the cloud |

|BE1..1 Lessintenal hardware investment

Level 2 Sub categories _|BA1.2 Linited systemand datacontrol from

Sub categories BA1 Transparency user conmpanies
BEL ERPcost and ard dataprivacy BAL.3 Dataprivacgy concerns caused by
suppat inconsistent data protedion laws

|BE1..2 Lower start-up cost

BEL.3 Lessinternal burden for system
meintenance

—|BA1.4 Unclea location of data storage |

BEL.4 Better IT supprot fromexternal

experts BA2.1 Poor dataprotedion pradices
Level 1 adopted by companies and cloudvendars
BEﬁ:lt EESabIebetter performaceof Main themes o722 O ;
multi-tasl BA2 Datasearity 'BA22 Unauthoris aaccesoccurre
- in client companies
|BE2.2 Faster systemresponse time

BA2.3 Unauthorised data accessoccurred
in cloud providers

BE2.3 Systemspeed will not be slowed
down by increasing data storage

BE2 Systemspeed
and performance

|BE2.4 Enhanced user satisfaction

BA3.1 Variancein servicequality of
differert cloud verdors

Cloud ERP
BA3 Vendor lock-in —| BA3.2 High cost of ERP re-migration

adoption
_|BA3.3 Legal and contrad restrictions on |

|BE2.5 Enhanced businessefficiency

BE3.1 Centralised upgradesupported by
cloudvendars

Benefits
(8B
vendor change

BE3 Systemupgade —|BA4.1 High integration cost
and enhancement — -
BA4 Integration _IBA4.2 Low ERP conpatibility with other
N . - ifficulti information systems
BE3.4 Easier to remain custonised feaures difficulties

after upgrade |_ BA4.3 Different ISinfrastructure and
platforms used by different systemvendors

[BE3:2 Noindividual upgrade installation

BE3.3 Automatic and incremental upgrade
provided by cloudvendor

T T T T 1T T 7T [T TT

BE4.1 Get systemaccessed anywhere

throughweb browser —| BA5.1 Ladk of top managemert suppat |
BE4 ERP mobility - —

|BE4.2 Cet systemaccessed through mobile |_ BA5 Organisational —|BA5.2 Poor intenal communicaion |

devices chdlenges —|BA5.3 Inadeguate change management |

BA5.4 Inadeguate businessprocess
redesign

Figure 1. Ontology of identified cloud ERP benefitsand barriers.

4. RESEARCH FINDINGS

4.1. Benefits of cloud-based ERPs

The interview findings confirmed that when advanced cloud techndogies areused to deploy
ERP systems, user companies can exped to receive a range of new benefits that they canna
generdly obtain from traditional on-premise ERPs. This sedion presents and discusss the
findings on cloud ERP benefits, in comparisonwith on-premise ERPs, and with suppat from
the literdure.

Reduced ERP cost and better support

High implementation and maintenance cod has been frequently reported as a crucia fador
preventing companies (espedaly small sized enterprises) from adopting on-premise ERP
systems [34]. In patticular, an on-premise ERP will generdly require user companies to
invest subgantia financia and human resouces to purchase, indall, maintain and improve
the sditware padkage and related IT fadliti es (e.g. servers, hardware, and any necessary
fadliti es to run it) [2]. When companies (especially large multi-national firms) have a high
number of ERP users, installi ng and congantly upgrading the sdftware package on the PCs of



al users will be very codly and time consuning. An ERP Projed Manager interviewed
reinforced that “if the company does not currently have enough in-house IT persome to
hande the various ERP deployment tasks, additional resouces will neel to be spent on
recuiting new IT experts and/or providing further training to current saff” (ERP-PM 1).
Such typicd coding isswes assaiated with on-premise ERPs can be significantly
improved by adopting cloud sdutions. As confirmed and highlighted by all of the seven
Cloud Consttants interviewed, cloud providers will hog al necessary IT/ERP infrastructure
fadlities for user companies, who will no longer need to purchase and keg these IT
resouces intemaly. The initiad cog of ERP implementation “can thus be subsantialy
reduced within the cloud environment” (ERP-PM 1, 2,4 & 5). Cloudvendors aso have the
responshiliti es to “provide day-to-day maintenance service and suppat to client companies,
as well as to keep the client’s ERP data seaured” (S-CC 1). All ERP Projed Managers and
Cloud Consutants interviewed consdered that these sewvices will not jus minimise the
maintenance burden of in-hous IT staff, but can asoreduce potential cod of IT training and
allow intemal IT experts to concentrate on more srategicdly important tasks o the company.

Enhanced system speed and performance

System users typicdly want the implemented on-site ERPto have fast response time and high
data processng speed. Failing to satisfy this esential requirement will nat jud inevitably
lead to user disappantment but will also affed their efficiency in handling related busness
tasks. Unfortunately, in adua practice inadequate IT infrastructure (e.g. slow server speed
and low data storage cgpadty) can often subgantially affect system speed, which can be
further reduced by the increasing amourt of outdated and dugicaed data accumulated during
day-to-day ERP use [6]. In addition, an ERP Projed Manager (ERP-PM 3) interviewed
highlighted that cetain misson-criticd tasks performed by ERPs require very time
consuming calculation in the company’s computers. For indance, net material requirements
plan (MRP) is a crucia analyticd output generated by ERP to guide product manufacturing
and material purchasing [6]. Owing to the limited cgpadty of intemal IT infrastructure, and
also kecause of the number and complexity of the transadionsinvolved, MRP cdculation can
generdly take many hours of computer time and require al other ERP adivities of the
company to be ceased [35]. In order to avoid other ERP and busnesstasksto be affected,
“companies normally tend to keep the frequency of MRP cdculation very low, such as only
once per week/month” (ERP-PM 3). This typicd ERP pradice however will “make it
difficult for companies to read efficiently towards fast-changing market condtions and
busness reeds’ (ERP-PM 3 & 4).

In contrast, cloud providers can offer much powerful IT infrastructure (e.g. hundeds of
servers and huge data storage cgpadty) to hog ERP and its ever increasing data. Therefore,
al of the four Senior Cloud Constutants interviewed stressed that when the speed of intemet
conredionis high, the respong time of cloud ERPs can be expeded to be much higher than
onpremise ones and will nat be slowed down by the increasing amournt of ERP data. Also
owing to suwch powerful IT infrastructure, cloud ERPs will alow companies to “perform
multi ple adivities easily at the same time, including the hitherto time-consuming and CPU-
intensve tasks like MRP cdculation, withou affecting normal PC performance” (ERP-PM
3). Such enhanced system speead and performance can in turn increase user satisfaction and
busnessefficiency, as perceved by al interviewees.



Mor e effective system upgrade and enhancement

With on-premise ERP, the sdtware package will neal to be indalled on the PCs of every
single system user. However, when ERP providers release new versionsor enhancements of
the system, it will be very time consuming for companies to upgade their padages on all
user PGCs [2]. For a multi-site or multi-national company, “upgrading ERP across diverse
geographical locaions can become a particulady complicated and difficult task to manage’
(ERP-PM 5). Furthemore, an implemented ERP system will normally have undergone
celtain cugomisations to sut particular busness needs. The cusomised ERP functions
however are uswally “tied to the current system, and will therefore not be caried forward to
the upgraded version withou re-configuration/customisation” (ERP-PM 3). These inevitable
upgrade difficulties are some of the main reasors that prevent companies from updating and
enhancing their on-site ERP padkages, as highlighted by al Projed Managersinterviewed.

In contrast, the interview findings identified that cloud ERPs can be centrally upgraded by
the system provider, with minimal to no effort from internal IT staff. Speaficdly, the
interviewees stated that automatic upgrades on spedafic ERP comporents will be released by
cloudproviders onaregularbasis. This approach al ows cloudvendars to improve their ERP
padages incrementally and condantly. All cusomised cloud ERP feaures and functions
will not be affected during such gradual upgrades. Furthermore, once the upgrade is
completed, al users (regardless their locaiong can access the new version of the system
through their web browsers, without any further individual ingallation. These cloud features
“gignificantly reduce the time and resouces required from user companies to cary out
upgrades and enhancements d their ERPs’ (S-CC 4).

Enhanced ERP mobility

The interviewees highlighted that when onsite ERPs need to be physicdly ingalled and
operded on local PGCs, this feaure presents a locaion restriction for users to aacess the
system. For example, when managers and operational staff are in the manufacturing shop
floor, they will nat be able to access their work PCs locaed in the office This locaion
restriction can often leal to “delay and even mistakes in entering important data, such as new
inventory or production records, into onrsite ERPS” (ERP-PM 2). Similarny, when managers
areon their way to visit busness partners, cusomers and suppiers, they may not be able to
chek or update ERP data hoded in the company’s locd servers. Such limitation can
patentially “affed the efficiency of dedsion making and problem solving of busgness
managers, when they are working outside the company” (ERP-PM 4). If companies want to
allow busnessmanagers and users to have remote access to an on-site ERP database, further
investment will normally be needed to cusomise the ERP padage and purchase additional
hardware equipment (e.g. remote madinesto transfer data).

The adoption of cloud ERPs can fundamentally improve these pradicd isstes. In
patticular, cloud applications can be easily accesed anywhere through web browsers, by
usng not only PCs but also handheld mobil e devices (such as smart phanes and tablet PCs),
with no extra cugomisation or hardware cos. A Senior Cloud Consutant (S-CC 2)
interviewed pointed out that such enhanced ERP mobility allows “busness managers to
chedk and update important data in cloud ERPs immediately after the data occurs regardless
their locaions,and thusensuing high busnessefficiency and performance’.

4.2. Barriers for adopting cloud-based ERPs

When the busnessbenefits and oppatuniti es off ered by cloudtechndogies areattractive, the
interview findings suggest that companies cannot underestimate potential challenges and



barriers assaiated with the adoption and use of cloud ERPs. This sedion presents and
discusses a st of criticd cloud ERP barriers as emerged from the interview data.

Cloud transparency and data privacy

The advanced cloud computing model enables cloud ERP providers to separae enterprise
data from intema hardware and serwvers of user companies. This inherent feaure of cloud
computing however also determine that IT operation within a third-party cloud provider will
be by no means trangparent to user companies, who aso have limited control on the
subgribed cloud ®rvices[3, 24.

The interviewees confirmed that such ladk of transparency and control is a typicd
phenomenon in the cloud environment and can often raise concems related to data privacy.
In particular, the interviewees (i.e. ERP-PM 2 & 6; S\CC 3 & 4) highlighted that client
companies may often worry abou where their enterprise data will be physicdly stored by
cloud vendas and whether the privacy of these sengtive data will be fully protected. A
further review of the literaure reinforced that due to technicd and coding reasons, data
stored in the cloud may often be moved by cloud providers between different servers locaed
in different courtries and geographicd locations, withou informing the client companies
[25]. However, different and incongstent data protedion laws may be applied in different
courtries, and can thusincrease the posshility for data privacy to be jeopardized [3]. For
ingance, European cusomers adopting cloud services provided by US vendas are often
concemed abou the U.S Patriot Act, which empowers the US govemment to accessany data
withou obtaining consent of the data owner [20]. Consequently, the interview findings
suggest that these transparency and data privacy concerns are currently preventing many
companies from adopting cloudtechndogiesin generd and cloud ERPsin patticular.

Data security

The tems ‘data privacy’ and ‘data seaurity’ are often used concurrently and even
interchangeably [e.g. 36]. However, we would argue that these two related concepts are
inded different in nature. In particular, data privacy refers to the right of client companies to
be sure that their confidential data kept by service providers is controlled and used propeny
(e.g. nat to be disclosed to any unauthorised individuals and/or organisationg. On the other
hand, data seaurity relates to the pradice of the protedion of data againgd unauthorised
aacess, disclosue and use. It shoud be ponted out that poa seaurity pradices will
inevitably lead to poar data privacy. However, data privacy can aso be jeopardised by other
non-seaurity reasons(e.g. incongstent data protedion laws used in different courtries, as
discussd abowe).

It is frequently mentioned in the indugry that cloud vendas can provide a better IT
infrastructure to proted data seaurity. However, areview of the literadure suggested that data
lekage and lossare more likely to be caused by human reasonsin pradice, rather than by
techndogy failure [6]. In particular, the integrated nature of ERP detemines that data stored
in the system can be shared and used across different departments of the organisation.
Managers can thus often access the data of nat only their own department but also other
busnessarea. With traditional ERPs, managers may often kegp multiple copies of these
important enterprise data on their staff PCs, laptops, disks,and memory sticks. However, if
any of these hardware equipment is log or stolen, there is a high risk for the data stored
indde to be disclosed to unauthorised people. Altematively, there may also be a possbili ty
for intemal staff to download sengtive enterprise data from the system and give it to busness



competitors to exchange higher return [6]. A number of interviewees (i.e. ERP-PM 1,2 & 6)
confirmed that these typicd data security riskscan aso acur when usng cloud ERPs.

Moreover, when ERP data are hoded by athird-party cloud provider, companies will have
even less control on whom (from the vendar side) may access and download their crucial
enterprise and cusgomer data. Such ladk of control in the cloud environment will inevitably
introduce further data seaurity threds to client companies. A Senior Cloud Consutant
interviewed confirmed that such data seaurity risksmay be more likely to occur with cloud
vendas that are“smaller in size, usng inefficient data protedion and monitoring practices,
and having higher staff turnover” (S-CC 4).

Vendor lock-in

The market of cloudservicesin generd and cloud ERPin patticularis still relatively new and
immature. As such, a number of interviewees (i.e. ERP-PM 2,4 & 5; S-SA 2 & 3) cogently
stated that the quality of cloud ERP applicationsand services provided by different vendars
can vary significantly. If client companies feel unsatisfactory abou their current cloud
sewvices, they may inevitably want to switch to a different sewvice provider. However, the
interview findings identified that changing to a new cloud ERP provider may not aways be
easy due to a number of reasons. Firstly, under the compli caed cloudinfrastructure, it can be
very codly and time-cnsuming for moving ERP data from one cloud provider to anather.
Sewondy, certain legal restrictionsmade by current cloud providers may make it difficult for
user companies to retrieve and relocae their ERP data to a different cloud server either
during or at the end of the existing service contract. Furthemore, a new ERP padage, either
onpremise or cloud-based ones, will reshgpe and change an organisation’s culture,
distributionsof power, structure, and busnessprocesses[7]. Therebre, changing an existing
ERP padkage will alsoimply essential changes in many other operaional, organisational and
manageria aspects. Owing to these potential difficulties and chall enges, user companies may
nat be able to switch their cloud ERP vendas even in the case of service dissatisfaction. A
further review of the literaure identified that this isste, often known as the venda lock-in
scenario, occurs very commonly in the cloud environment [3, 20]. Consquently, the
interviewees (i.e. ERP-PM 2 & 5; S-SA 2) suggested that user companies mug be very
careful when making dedsions towards the seledion of their cloud ERP vendas.
Congdering paential difficulties for changing vendars either during or at the end d the cloud
contrad, companies can sufer subgantial financial lossif they did not make a strategicdly
correct venda seledion deasion at the very beginning.

Integration to other 1S applications

A single ERP padkage may nat satisfy all busnessneeds of user companies, espedaly for
large and multi-national firms. Therefbre, it is common for organisationsto use a number of
other IS applicaions (e.g. legacy systems and other systems that aim at suppating spedfic
functional requirements), which will normally neal to be integrated with ERPs [6, 7].
However, since ERP systems are very complicaed and have low compatibili ty, integrating
ERP with other IS applicaions traditionally involves many technicd challenges and very
high cos [6, 37.

The interview findings confirmed that this integration isste will also apply to cloud ERPs
and in fad will become even more difficult to manage in the cloud environment. In
particular, client companies that have limited control in the cloud “will not have suficient
freedom and right (as they do with on-premise ERPS) to cusomise a cloud ERP and integrate
it with other applicaions (ERP-PM 5). On the other hand, different IS applicaionscan be



developed by usng very different techndogies and platforms. As a result, it may “not be
feasible for cloud vendars to modify their ERP system to al ow seanlessintegration between
the padkage and various|S applicaionspurchased by different client companies’ (SCC2 &
4). These interviewees (i.e. ERP-PM 5; S CC 2 & 4) therefore concluded that client
companies mug be fully aware of these additional integration difficulties of cloud ERPs, in
orderto avoid dsappantment.

Typical organisational challenges

Asdiscussd in the literature review sedion, it has been frequently and congantly reported in
previous research that organisational rather than tedhnical barriers (such as, ladk of top
management suppat, poor crossfunctional communicaion, inefficient busness process
reengineering, and inadequate change management, etc), are the main triggers of potential
failure of on-site ERP implementation and pog-implementation [6, 17, 34, 37]. Many of
these typicd organisational barriers were confirmed by the interviewees to have crucial
impads on cloud ERP adoption and diffuson. Spedficdly, 4 ERP Projed Managers
interviewed (i.e. ERP-PM 1, 3,4 & 6) gated that insuficient top management involvement in
user companies will inevitably demotivate employees and leal to poor crossfunctiona
cooperdion during cloud ERP adoption. These barriers will in turn raise difficulties in
managing the very tedchnicd, organisational, cultural, process, and job changes entailed by
cloud ERPs. Withou effedively manage these essential changes, significant misfits can exist
between the system and its organisational environment. Consquently, the implemented
cloud ERP may “neither be acceted by the users nor suppat the busnessto enhance core
competences’ (ERP-PM 1 & 6). These findings clearly point to the fact that despte the
advanced technical features, the successof cloud ERP innowetion is still heavily dependent
on the context of applicaion. Therebre, the various crucia organisational barners, which
are well documented in previous IS and ERP literdure, shodd still recave suficient
attention duing cloud ERP adoption and usge.

5. FURTHER DISCUSSION AND RECOMMENDATIONS

Following the analysis of the interview data, the reseachers further identified a list of
valuable lessonsand recommendations,which busnessmanagers and system users shoud be
particularly aware of, in order to better prepare themselves for the implementation of cloud
ERPs:

* The interview findings demondrated that cloud sdutions can bring in a set of new
feaures to overaome some of the technicd deficiencies inherent in on-premise ERP
systems (e.g. high initial investment cos and complicaed system upgrade).
However, cloud techndogy shoud not then be simply perceved as the panacea to
resdve dl criticd ERP chalenges. In fact, and as discussd above, many typical ERP
implementation isstes, espedally those related to human and organisational aspects
(e.g. ladk of top management suppat), can still occur in cloud ERP projeds and
significantly aff ect project swccess. The complexity and crucia impad of these typicd
ERP problems canna be uncderestimated by senior managers and busness dedsion
makers duing cloud ERP adoption and exploitation.

* On the other hand, the interview findings also identified that the unique feaures of
cloud computing will introduce a set of additional ERP challenges and risks to user
companies (e.g. new data privacy and security threas, and the concem of venda
lock-in). However, these cloud challenges may not aways receive full consderaion
from busness managers, who may not have suficient knowledge on cloud



tedndogies and may even be blinded by their previous on-premise ERP success
The intewview findings showved that failure to identify and address these cloud
challenges can lead to subgantial financial loss and reputation damage in user
companies. Therefore, a thorough understanding and preparation of these additional
cloud challenges is vital for companies to adiieve and sudain busness success
through their cloud ERPs.

» Aftersuccessul implementation, an on-premise ERP system can be maintained by the
system vendar, a seleded third-party IT consuting firm, or the IT department of the
user company. In contrast, a succesdully implemented cloud ERP padkage will need
to be hoged, maintained and suppated only by the system provider throughou the
entire pod-implementation phase. Because client companies will interad with their
cloud vendars in a more frequent and long-term basis, the role of system provider
beames more criticd than ever before in the cloud environment. Therefre, the
seledion of cloud ERP venda will neal to be performed very carefully. Apart from
generd ERP selection critenia (suwch as, system functionality, technical capacity,
venda suppot and fee and indugrial reputation) that are well reported in the
literdure [e.g. 12, 13, 14], the interview findings suggest that an additional set of
cloud-spedfic requirements will need to be taken into analysis, such as location of
data storage, data protection standard and practice, lega restrictions, and cloud
service quality and avail abili ty.

* Last but not least, the findings presented in this paper cleaty show that bath on-
premise and cloudbased ERPs have their unique features, advantages, and
drawbacks. It is therebre nat adequate to smply conclude that one is better than the
other. In fact, due to the cloud challenges reported in this paper and also the
subgantial ERP investment being made previoudy, many companies may currently
have reservation for repladng their existing on-premise ERPs completely with a
cloud-based one. In this case, the interviewees suggested that it will be a goodoption
for companies to congder a hybrid sdution that contains their original on-premise
ERP system but alsointegrates a degreeof cloud serwvices. This atemative approac
all ows companies to gain same initial experience on the benefits of cloud ERPs while
alsominimise potential risks. The dedsion of implementing a full cloud ERP can be
made at alater stage, when the firm istruly prepared.

6. CONCLUSIONS, IMPLICATIONS AND FUTURE STUDY

ERP systems have evolved from large mondithic padkages indalled on premise to more
flexibly deployed SaaS applicaionsavail able in the cloud. This paper reports the findings of
an empirical study that identified and explored aset of crucial benefits and barrers assaiated
with the adoption of cloud ERPs. It can be concluded that whil e the economic and IT benefits
promised by cloud vendors areattractive, the successof cloud ERP adoption can be affected
by arange of criticd challenges related to different organisational and management aspeds,
as well as with current legal and technical complexity and deficiencies assaiated with the
cloud environment. Faced with this new IT dilemma, it is important for CEOs and IT
managers to consder the overdl technical, organisational and strategic implicaions brought
by cloud ERPs within the context of their enterprises, as well as to make a thorough
asesgnent on the pros and consof the system before making dedsionstoward the seledion
and u of thistype of ERP sdution.

The resuts of this study have important pradical and research implicaions. In practical
tems, the research findings provide valuable indghts to suppat CEOs and in-house IT
managers in the processof strategic planning and dedsion making towards successul cloud



ERP adogtion. In paticular, the identified cloud ERP benefits and barriers can serve as the
foundition for managers to cary out Cog vs. Benefit comparisonand analysis as a part of the
feasibili ty study of their cloud ERP projeds. On the other hand, the list of barrers presented
in the paper highlights same of the mo4 crucia isswes that cloud ERP providers shoud
strive to improve, if they want to make their products and services become more widely used
in the indugry and consequently facilit ate the ERP trandormation initiated by innovative
cloudtedhndogies.

In research terms, this study adds to the knowledge of ERP and cloud computing in
generd and contributes meaningful ingghts into cloud ERP benefits and barriers in
particular. The resuts of this study confirmed that many previousfindings abou on-site ERP
barrers, risks and success factors can till be valid and applicable to a cloud ERP context.
The study further extended these existing theories by establisnng an empiricd ontology,
which contains a set of new benefits and barriers that arespedfically related to cloud ERPs.
This established cloud ERP benefit and barrier ontology can serve as a good starting point for
IS and ERP reseachers to cary out further investigation in this increaingly important
research topic.

The major limitation of this study is related to the fact that the findings were derived from
arelatively small number of in-depth interviews. Although this approadch was judified above
as sutable to the research context, a follow-up questionraire can be caried out to further
valid and generdise the interview findings. Furthemore, it can be expeded that the level of
impad of the identified cloud ERP barriers may vary in organisations operaing in different
sedors (e.g. manufacturing firms and financial inditutiong, which may aso recave
relatively different benefits from cloud ERP adoption. When this study focused on cloud
ERP benefits and barriers in generd, further studies can investigate and explore these isstes
in relation to the spedfic condtions of diverse indudries. Overal, since cloud ERP is
recaving an increasing attention from the indugry, further reseach on this topic is strongly
recommended.
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