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Abstract.

Servan-Schreiber et al. [[EEE S&P, 2023] presented a new notion called private access
control lists (PACL) for function secret sharing (FSS), where the FSS evaluators can
ensure that the FSS dealer is authorized to share the given function. Their construction
relies on costly non-interactive secret-shared proofs and is not secure in the post-
quantum setting. We give a construction of PACL from publicly verifiable secret
sharing (PVSS) under the short integer solution (SIS) problem. Our construction
adapts the Gentry et al’s scheme [EUROCRYPT, 2022] for the post-quantum setting
based on the learning with error (LWE) assumption aimed at ensuring that database
access control policies are enforced by FSS evaluators, who verify that the FSS dealer
is authorized to share the specified database query function. The benchmarks of
our PACL show a trade-off between proving and verification efficiency, making the
optimal choice dependent on application requirements. This construction has many
applications for access control by applying FSS. We also present a secure data retrieval
scheme using DPF-PACL for access control, which complements the PACL framework
while providing independent utility.

Keywords: Access Control - Function Secret Sharing - Publicly Verifiable Secret
Sharing - PACL

1 Introduction

The widespread adoption of distributed computing services, such as cloud computing, has
significantly transformed how organizations manage and store data. However, this shift has
also raised substantial concerns regarding the privacy and security of sensitive information,
including financial records, medical histories, and personal data. While encryption is
commonly applied to secure the contents of outsourced databases, it does not prevent
service providers from accessing metadata, leaving a critical gap in data privacy protections.
To address these privacy challenges, researchers have developed advanced protocols for
secure data access and retrieval, including user authentication [DAT20, SZAJ20, RDV24],
role-based access controls [ZVH11, TSCST19, RPWG20, JBNT21], and detailed activity
auditing [WWRL10, LCZL17]. These schemes enable users to access data stored on
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2 Post-Quantum Access Control with Application to Secure Data Retrieval

servers without revealing specific data items being accessed. However, implementing
these schemes involves a trade-off between protecting user privacy and allowing service
providers to enforce security policies and maintain control over the data. To overcome
this limitation, this study explores enforcing access control with privacy using function
secret sharing (FSS) [BGI15]. FSS enables a dealer to distribute compact secret shares of
a function to evaluators, allowing them to compute parts of the function’s output on a
shared input. Even if some evaluators collude, they can only infer the function’s general
class, not its specific details, preserving confidentiality while maintaining secure access.
FSS is a foundational component in numerous privacy-oriented technologies, including
systems for private databases [WYG™17, DRPS22], privacy-preserving machine learning
models [RTPB20, LCC23, JMDL24], private clustering [FCS™'24], searchable encryption
[LZWT24], and private set intersection [DIL'22, Sun24]. These applications often process
sensitive, user-specific data, and they frequently operate in environments where some users
may attempt to bypass safeguards, making access control a crucial aspect. For instance,
FSS enables users to interact with databases in a private manner, whether they are reading
or writing data [CZLC20, BKKO20, GRS22] or query on a database [WYGT17, ZCD*24].
In these scenarios, access control mechanisms are essential to ensure that users cannot
access or alter the data belonging to others, thus preventing unauthorized data exposure
or tampering by potentially malicious actors.

Our Contributions. We introduce a post-quantum access control mechanism for secure
data retrieval that ensures only authorized users can access specific database records. Our
approach utilizes FSS in a black-box manner, enabling a function f to be split into shares
that different servers can evaluate on an input x. These evaluations are then combined to
reconstruct f(z) while ensuring that neither the function itself nor its inputs are exposed.
This method is particularly beneficial in multi-user environments where different users
have varying access rights to specific computations. A key challenge in this setting is
ensuring that the servers performing the evaluations can verify whether a client has the
correct access rights to participate in the secret sharing process. At the same time, it is
crucial to preserve access control privacy so that neither the function being evaluated nor
the client’s specific permissions are revealed to the servers. To address these challenges, we
aim to design a secure access control mechanism for FSS, ensuring that only authorized
clients can utilize the system while keeping their permissions confidential. We then apply
this mechanism to secure data retrieval.

Our method builds upon the concept of private access control lists (PACL) introduced
by Servan-Schreiber et al. [SSBYP23] for FSS. The PACL mechanism allows FSS evaluators
to verify that the FSS dealer is authorized to distribute the specified function. We propose
a PACL construction utilizing publicly verifiable secret sharing (PVSS) based on the short
integer solution (SIS) problem. Our method builds on the PVSS scheme of Gentry et al.
[GHL22], which we adapt for post-quantum security using the learning with errors (LWE)
assumption. While [GHL22| indeed used LWE for post-quantum security, their PVSS
design also relied on bulletproofs under the discrete logarithm (DL) assumption. They
explicitly left as an open problem the construction of a fully post-quantum PVSS, suggesting
exploration of lattice-based alternatives and studying the performance impact. Our work
addresses this open problem by replacing DL-based bulletproofs with a STARK-family
proof system (RISC Zero [BG23]) over the LWE assumption, re-engineering verification for
PVW ciphertexts, and proving the resulting scheme’s correctness, privacy, and soundness
in the post-quantum model. This PVSS is then integrated into a PACL system which was
not done in [GHL22].

In comparison with [SSBYP23], our approach does not rely on expensive secret-shared
proofs and guarantees security in a post-quantum setting. Our PACL evaluation with
various files has shown its practicality across different sizes, indicating that it is likely to
perform well with large secret vectors as well. We also illustrate how our PACL design can
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be used for secure data retrieval and present a secure data retrieval scheme with access
control which may be of independent interest.

Technical Overview. We present a method for PACL for FSS in the post-quantum
setting. Our approach uses FSS to distribute a function f among multiple evaluators in
a privacy-preserving manner. Given an input z, the evaluators compute shares of f(x)
without learning any additional information about the function f itself. This property
is particularly crucial for privacy-preserving access control, ensuring that access policies
remain confidential while still being enforced correctly. The system consists of three main
entities: a dealer, a set of evaluators, and users. The dealer is responsible for generating
the FSS shares of the function and distributing them securely to the evaluators. The
evaluators are servers that collectively enforce access control policies without having direct
knowledge of the underlying function f. Users interact with the system by submitting
queries to request access to certain resources or data. Since the evaluators do not possess
full knowledge of f, they cannot infer sensitive information about the access control policy.

The access control process begins with the dealer generating secret shares of f using
the FSS scheme and distributing them to the evaluators, ensuring that no single evaluator
has complete knowledge of the function. A user then submits a query corresponding to
an input = for which they seek access. This query is processed without revealing any
sensitive details about the access policy. Each evaluator, using its share of the function,
computes a share of f(x) locally. Since these computations are performed independently
on secret-shared data, no single evaluator gains complete knowledge of the function output.
Finally, the individual shares computed by the evaluators are combined to reconstruct
f(x), and based on the reconstructed result, the system determines whether access should
be granted or denied. By following this structured process, our approach ensures that
access control decisions can be enforced without exposing the underlying policy rules to
any single entity. The use of FSS guarantees that the function remains secret, preventing
unauthorized parties from learning access criteria while still allowing legitimate users to
receive correct access decisions.

The proposed access control method is based on PVSS and the distributed point
function (DPF) [GI14], which is a special case of FSS where f belongs to the family of
point functions. This approach ensures that only authorized users can access the data.
We consider a set of access and verification keys to prove the access rights for the function
under the verification keys. The verification keys are held by the evaluators, and the
dealer holds the access key. The access key is shared between the evaluators by running
secret sharing. Then, the user runs PVSS on the shared values and the evaluators audit
the verification key and the proofs of the user from PVSS. Our construction extends the
PVSS scheme of Gentry et al. [GHL22] for a post-quantum setting, relying on the LWE
assumption.

We also utilize the proposed PACL for secure data retrieval based on FSS, leveraging
FSS integrated with access control to ensure both security and controlled access to the
data. The scheme is described in Fig. 1. In our scheme, the user owns the keyword w,, and
n servers Sy, ..., S, hold a shared database DB = {(wy, data;), ..., (w,,data,)} containing
the keywords w; and the related data data;, j € [1,v]. Each server Si, k € [1,n] computes
a deterministic finite automata (DFA) based on the keyword wy. Then, Sy constructs a
matrix representing the related DFA, garbles it, and sends it to a proxy server. The servers
work together to enforce access control by performing the proposed PACL method. In
other words, the user should own the access key that satisfies the access control list (ACL).
If the previous step is successful, the proxy server, with its massive computational power
and storage capacity, evaluates the garbled DFA matrix using the outputs of the proxy
oblivious transfers (OTs) [CKKC13], which are executed based on the input keyword w,,
from the user side. Finally, user can retrieve the most relevant data from the servers using
the scores obtained from the results.
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Figure 1: Scheme overview

The rest of the paper is organized as follows. Section 2 provides a description of the
related work. Section 3 presents the primitives and the concepts used in our constructions.
Next, the proposed PACL scheme is described in Section 4 and its application for data
retrieval is detailed. The evaluation results of the proposed PACL scheme are presented in
Section 5. Finally, Section 6 concludes the paper.

2 Related Work

Access control encryption methods [TZMT17, KW17, WWC21] enhance data security by
ensuring that only authorized users can access sensitive information through cryptographic
techniques. However, despite their security benefits, efficiency remains a significant
challenge, as many of these systems experience high computational overhead and increased
latency during data retrieval. Some schemes [ABF 19, BFMP21, SYD21] focus on secret-
sharing methods designed for specific access structures. These methods distribute shares of
a secret among multiple parties, allowing only authorized groups to reconstruct the original
information based on defined access policies. However, a significant challenge is managing
the size of the secrets, as larger access structures can lead to inefficiencies in storage
and transmission, which must be addressed for practical applications. [VSH22] proposes
an access control solution for FSS, enabling users to anonymously write messages into
mailboxes using DPFs. To prevent mailbox corruption by malicious users, access control is
enforced via a secure computation protocol. However, this approach requires a large output
range, causing high computational overhead for evaluators and additional communication
with the dealer. Servan et al. [SSBYP23] introduces a method for implementing a private
access control list for FSS. Their approach focuses on black-box DPF. That said, the
scheme depends on computationally expensive secret-shared proofs, making it inefficient
in practical applications. Additionally, the security of the scheme is not guaranteed in a
post-quantum environment. Ji et al. [JZR23] proposed more fine-grained policy constraints
for DPF. Their scheme allows an attribute-based access control that is secure based on
the decisional Bilinear Diffie-Hellman assumption.

Functional encryption (FE) for access control over encrypted data has been explored
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in several studies [ACGU20, DDH24, NPP25]. However, existing FE methods often
fall short, either being inefficient and impractical for real-world applications or inadver-
tently exposing sensitive user-specific information. Multi-party computation-based meth-
ods are also employed for access control. For example, schemes like [CDN09, CDNZ11,
ACDN13, LLM*17] extend the OT protocol to enable users to access records for which
they have the necessary credentials without revealing their identities. Nonetheless, as
noted by Damodaran et al. [DR20], many proposed schemes lack support for policy
updates. Additionally, in practical scenarios, multiple messages often share the same
policy, yet existing schemes do not leverage this overlap to enhance storage efficiency.
Furthermore, private set intersection techniques [CCZ24] can prevent the disclosure of
sensitive information while facilitating authorized access. Zero-knowledge (ZK) proofs
[MDHM18, XXHA18, LH21, LE24] offer additional security benefits, but scalability chal-
lenges may hinder the practicality of these approaches. Homomorphic encryption-based
approaches, as noted in [LScY09, CHT13, HMSB16, Ver22, SA23|, enable systems to store
encrypted data in the cloud while allowing computations to be performed on this data
without revealing plaintext to the service provider. Users possessing the appropriate de-
cryption keys can locally decrypt the results according to access control policies. However,
homomorphic encryption tends to be computationally intensive, especially when dealing
with complex access policies and large datasets.

3 Preliminaries

Notation. Throughout the paper, we denote the security parameter by A. We use bold
upper-case letters like M to denote matrices, and bold lower-case letters like v to denote

vectors. We use = < D to denote a random sample from a distribution D. We denote
a set of secret shares of z (function secret shares of f respectively) as ([z]i,...,[z],)
(([f]1s- -+, [f]n) respectively) and [z]; (resp. [f];) as the ith secret share.

Secret sharing. Linear secret sharing [Sha79] is parameterized by a threshold 2 <t <n
and consists of the algorithm Share ; ) which generates shares of a secret value in the
field F such that any subset of at least ¢ shares can be combined by the algorithm Recover
to reveal the secret value. It should be mentioned that no subset of less than ¢ shares
obtains any information about the secret.

Function secret sharing (FSS). FSS [BGI15] provides a way for additively secret-
sharing a function f from a given function family F'. FSS is a generalization of secret
sharing which targets secret sharing a function rather than secret sharing a value. A
(t,n)-FSS scheme for a function f: {0,1}" — G (G is an Abelian group) consists of the
following algorithms. a) (ki,...,k,) < Gen(1*, f): inputs a security parameter A and
function f and outputs the evaluation keys (k1,...,k,). b) [y]; < Eval(k;, z): inputs an
evaluation key k; and = € {0,1}" and outputs secret share [y];.

Distributed point function (DPF). DPF is a special case of FSS where F is the family
of point functions, namely functions f, g that evaluate to S on the input o and to 0 on all
other inputs.

Short Integer Solution (SIS). Let ¢ = ¢(\), n = n(A\) and m = m()\). We say that
the SIS assumption holds if for any probabilistic polynomial time (PPT) adversary A the
following holds: Pr[A -z =0|A < Rp*™,z «+ A(A)] < negl(}).

Learning with error (LWE) problem. For a prime number ¢, the LWE problem with
secret s € Z’; is defined as follows: given polynomially random, noisy linear equations in s,
find s. More precisely, given (a;,a; - s + e;), where a; € Z’; is uniformly random, and e; is
drawn from a random distribution, the problem is to find s. We denote m samples from
the LWE distribution compactly as (A, As + e), where A € Z;”Xk and e is sampled from



6 Post-Quantum Access Control with Application to Secure Data Retrieval

discrete Gaussian noise, or noise sampled uniformly from [—b,b] where b < ¢ is a bound
on the magnitude.

Proxy OT (POT). The notation of POT is defined by Naor et al. [NPS99] in which
there are three parties: a sender that holds inputs (xg,x1), a chooser that holds input
b, and a proxy that learns x; and nothing else at the end of the protocol. The details
of a non-interactive POT [CKKC13] are described in following. A POT consists of the
following algorithms [CKKC13] from the non-interactive key exchange (NIKE) protocol,
which allows two parties to generate a shared key based on their respective public keys
(without any direct interaction). In our scheme, n 1-out-of-256 OT should be run where
n is the number of characters of the user’s input. We use the construction of Naor and
Pinkas [NPO05] to efficiently reduce n invocations of the 1-out-of-256 OT to 8n invocations
of 1-out-of-2 OT. So, 8n invocations of Proxy OT [CKKC13] are required. Each time, the
parties need to run the setup algorithm to generate their key pairs. To reduce the key
generation process, we designed a protocol for choosing the keys related to the input of the
user. We can use batch oblivious pseudorandom function (batch OPRF) [KKRT16] instead
of running 8n NIKE. In more detail, in the Proxy OT, the sender and the chooser obtain
the outputs of the batch OPRF. We can assume that they are run in the offline phase, and
the sender and the chooser use the outputs of the offline phase. We can rewrite the scheme
[CKKC13] as follows. Assume that ¢ = 8n where n is the length of the user’s input.

o Offline:

— The sender and the chooser share the random values ry 1,...,Tp ¢ & {0,1}", =; &
{0,1}, b€ [0,1],5 € [1,1].

— (2b,1,.--,2p) < batch OPRF(rp 1,...,rp4)

e Online

— oy < Snd(4,X0,4,X1). In the i-th POT execution the sender, holding input x¢ ;,x1,; €
{0,1}", runs this algorithm to generate a single encoded message «; to be sent to
the proxy. ax, i = Z0,; ® X0,i, V1@, = Z1,i DX1,i

— B; < Chs(i,b;). In the i-th POT protocol, the chooser, holding input b; € {0,1},
runs this algorithm to generate a single encoded message (3; to be sent to the proxy.
Bi < (bi © 73, 20,5)

— y; = Prx(i,, B;). In the i-th POT protocol, the proxy runs this algorithm using
the sender message «; and the chooser message (;, and computes the value y; = xp,.
Parse ; as (g, a1,) and §; as (b],2}), y; = i © 2z -

Deterministic finite automaton (DFA). A DFA is a finite-state machine that accepts or
rejects a given string of symbols, by running through a state sequence uniquely determined
by the string. A DFA, denoted by the five-tuple I = (3, Q, 0, o, Fy;), consists of 1) 3, a
finite set of input symbols, 2) @, a finite set of states, 3) o, a transition function that takes
as arguments a state and an input symbol and returns a state, 4) go € Q, a start state, 5)
F, C Q, a set of final or accepting states [HMUO1].

3.1 Definitions

Definition 1. Let A € N represent a security parameter, and let F': {0,1}" — {0,1}*
denote a family of functions, with f; € F. An access control list (ACL) scheme is defined by
an access control list Ay, which is parameterized by A, that contains verification keys, along
with an efficiently computable predicate CheckAccess (A, f;, ak). This predicate outputs
yes if and only if the access key ak satisfies a relation R in relation to the verification key
corresponding to f; in Ay. For simplicity, we define N := |F| and omit the subscript A
when it is evident from the context.
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Definition 2. A private access control list (PACL) [SSBYP23] applied to FSS is initiated
between a prover and a set of s verifiers. The prover holds an access key ak and the
function f. The verifiers hold secret-shares [f]; and have the access control A for the
function f. The verifiers check whether or not CheckAccess outputs yes, without learning

f.

Definition 3. Let f:{0,1}" — {0,1}" be a function. Set 2 < ¢ < s and let (Gen, Eval)
instantiate a (¢, s)-FSS scheme for f. A (t,s)-PACL scheme consists of the algorithms
KeyGen, Prove, Audit and Verify as follows.

o (ak,vk) < KeyGen(1*, f). Inputs a security parameter A and a function f. The output
is a pair of access and verification keys (ak, vk).

o (m,...,ms) < Prove(f,ak). Inputs a function f and an access key ak, and outputs
proofs of s shares.

o 7; < Audit(A, [f];, ;). Inputs access control A = vk, function secret share [f]; of f and
a proof of share ;. The audit token 7; is the output.

o 0/1 « Verify(T = {7; | i € I}). Inputs a set of at least ¢ audit tokens indexed by the
set I C {1,...,s} and outputs 0 or 1.

The above functionality should satisfy these requirements [SSBYP23]:

o Completeness. A (t, s)-PACL scheme is complete if for all subsets I C {1,...,s}
with |[I| >t and A = (vk) where vk is sampled according to KeyGen algorithm and
for all secret shares ([f]1,...,[f]s) of f sampled according to Setup(1*, f) algorithm,
it holds that (71,...,ms) < Prove(f,ak);

{Ti — Audit(A, [f]“ﬂ'z) ‘Z el } :

0/1 « Verify(T ={r; |i € I} =

CheckAccess(A, f, ak))

o Privacy. For all subsets I C {1,...,s}, |I| <, define J = {1,...,s}\I and Dy ;
to be the distribution over {(m;,7)|i € I} U{r;|j € J} where m; is sampled
according to Prove(f,ak), 7, is sampled arbitrary, and 7; <— Audit(A, [f];, ;) for all
j e J. A (t,s)-PACL is private if there exists an efficient simulator Sim such that

DIvJ e Sim(l)‘,I, {Ti* |Z S I})

Pr =1

e Soundness. There exists a negligible function negl such that for all efficient al-
gorithms A and subsets I C {1,...,s} where |I| > ¢, Pr[soundnessipacL,4,i)(\)
] = yes < negl()), where soundnessipaci, 4,1y(}) is defined in Fig. 2. In more detail,
no efficient adversary A without knowledge of an access key for fg3, can forge a proof
7 that verifies with non-negligible probability.

o Oracle GetShareKey(j):

1. T=TU{j}, return s;
» Game soundness(pacy, 4,1)(A):

(ak, vk) < KeyGen(1*, f3)
A=vk, T ={}

. ([fﬁ];ﬁ (ﬂ-ﬁ)j) — AGetShareKey(l)\7A)
. fp + Recover([f3],)

for i € I: 7 «+ Audit(A, [fs],, (75),)

i

Gl W=

Figure 2: PACL soundness game [SSBYP23]

Definition 4. A publicly verifiable secret sharing scheme (PVSS) enables a dealer to
share a secret among a committee of shareholders in a manner that allows everyone, not
just the shareholders, to verify that the secret was shared correctly and assures that it is
recoverable [Sta96]. A PVSS scheme consists of the following algorithms [CD24].

e Setup
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— pp « Setup(1?,ip) outputs public parameters pp. The initial parameters ip include
information about the number of parties, privacy and reconstruction thresholds and
spaces of secrets and shares. The public parameters pp contain a description of spaces
of private and public keys SK and PK and the relation Rg., C SK x PK describing
valid key pairs.

— (sk, pk) < KeyGen(pp), generates a pair of private and public key, where (sk, pk) €
Riey-

 Distribution

— ((Ci)z‘e[n]7 Pfsh) < Dist(pp, (pki)ie[n],s) where s € S is a secret, outputs encrypted
shares and a proof Pfgy of sharing correctness.
¢ Distribution Verification

— 0/1 < VerifySharing(pp, (pk;, Ci);c[,,)» Pfsn) determines whether the sharing is valid
or not.
e Reconstruction

— (d;, Pfpec,) < DecShare(pp, pk;, sk;, C;) outputs a decrypted share d; and a proof

Pfpec, of correct decryption.
— Rec(pp,{d; : i € T}) for some 7 C [n] outputs an element of the secret space

s’ € S or an error symbol L.
e Reconstruction Verification

— 0/1 + VerifyDec(pp, pk;, C;,d;, Pfpec;) determines whether d; is a valid decryption
of C;.
- Rec(lpp, {d; : 4 € T}) for some T C [n]} outputs an element of the secret space
s’ € § or an error symbol L.
Security properties of a PVSS [CD24]:

Correctness with t-reconstruction. This requirement guarantees that if all participants
act honestly, all proofs will be validated, and any group of at least ¢ participants can
reconstruct the secret using their shares. Each participant must first decrypt their share,
after which they collectively apply the reconstruction algorithm Rec.

Verifiability. This property ensures that if the verification procedures VerifySharing and
VerifyDec are passed, then the key pairs are properly constructed, the set of encrypted
shares represents a correct sharing of the secret, and the shares have been accurately
decrypted.

4 Post-Quantum Access Control scheme

In this section, we propose a post-quantum PACL based on the SIS assumption for FSS. Our
model and definitions for post-quantum PACL for FSS are derived from [SSBYP23]. This
scheme is a requirement for several existing applications of access control for FSS [SSBYP23,
ECZB21, NSSD22| and demands a stringent set of efficiency requirements that closely align
with the goals of FSS. To achieve this goal, we initially built a non-interactive PVSS scheme
from the LWE assumption. Subsequently, using PVSS, we construct our post-quantum PACL
scheme. The DPF scheme used in our work is adopted from existing literature, specifically
from [SSBYP23], which introduces a method for implementing a PACL for FSS with a focus
on black-box DPF. However, their approach relies on computationally intensive secret-
shared proofs, leading to inefficiencies in practical applications. Additionally, the scheme
does not provide security guarantees in a post-quantum setting. Our key contribution is the
integration of this DPF-based scheme within a post-quantum PACL framework, utilizing
the SIS and LWE assumptions to enhance security and ensure resilience against quantum
adversaries.

In Section 4.1, we first revisit the PVSS construction by Gentry et al. [GHL22], then
describe a non-interactive post-quantum PVSS, constructed upon Gentry et al’s work,
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leveraging the LWE assumption. Then, we introduce our post-quantum PACL in Section 4.2.
In the end, Section 4.3 describes the application of the proposed PACL for data retrieval.

4.1 Post-Quantum Non-Interactive PVSS

To build a post-quantum non-interactive PVSS, we initially consider the PVSS scheme
by Gentry et al. [GHL22], which relies on both the discrete logarithm (DL) and LWE
assumptions. Our work enhances this scheme by eliminating its dependence on the DL
assumption and instead leveraging the LWE assumption. This modification ensures post-
quantum security, making the scheme resilient against quantum attacks. We then transition
it into a construction solely based on the LWE assumption.

Gentry et al. [GHL22] presented a non-interactive PVSS scheme, which we refer to as
GHL-PVSS, that utilizes the Peikert-Vaikuntanathan-Waters (PVW) encryption scheme
in a multi-receiver setting. We will now recall a brief description of the PVW encryption
scheme as outlined in [PVWO08]. Let A be a public random matrix. Each party ¢ sets
B; =S, - A + e; as its public key, where the matrix S; is secret. The parties’ public keys

are collected into a matrix B. The public key of the PVSS system is {A

B} . The encryption

A
of message m € ZF is -r+ 1 + 0 = || where r,ep, ey are small vectors. A
q B ey m Co

member from the committee will apply PVSS scheme to encrypt k re-shares of this share
to the next committee with & members, e,es € Z’;,A,B € Z’;X’",r € Zy'. GHL-PVSS
uses bulletproofs [BBBT18] to get compact proofs of correct encryption/decryption of
shares. In particular, bulletproofs enable efficient exact range proofs, allowing one to show
that the vectors used within the key generation and encryption process are indeed short.
Gentry et al. [GHL22] identified the construction of a post-quantum PVSS scheme as an
open problem, encouraging further exploration of possible alternatives to their bulletproofs
variant, specifically those based on lattice assumptions [CLM23]. Our contribution to
PVSS is the integration of a protocol from the STARK [BBHR19] family into PVSS
framework [GHL22], which results in improved proof sizes. The details are provided in the
following.

A Non-Interactive PVSS from LWE. We adopt the concept of GHL-PVSS [GHL22]
and incorporate a post-quantum proof system to verify the correctness of the encryption
and decryption of the associated shares in the PVSS scheme. Specifically, we employ a
ZK proof system from the STARK [BBHR19] family of protocols, known as the RISC Zero
protocol [BG23] (denoted by RISCO), which enables a shareholder to prove that incoming
and outgoing PVW ciphertexts accurately encrypt re-shares associated with their share. In
other words, we adopt RISCO since it offers better proof sizes and tooling while maintaining
post-quantum security under the LWE assumption.

For the sake of readability, we present our proposed post-quantum non-interactive
PVSS, so-called GHL™ scheme as described in Fig. 3. As we noted before, the bulletproof
proof system, as used in [GHL22], relies on the hardness of the DL assumptions, and is thus
not secure against a quantum adversary. While there exist lattice variants of bulletproofs
[BLNS20], the consensus is that they do not lead to concretely efficient proof systems.
Another line of work that achieves post-quantum security is that initiated by [BCS16],
which is secure in the quantum random oracle model [CMS19]. Our proof system of
choice was the RISC Zero proof system, which is based on the STARK [BBHR19] family of
protocols. We did consider recent linear-time proof systems such as Brakedown [GLS™23]
and Orion [XZS22], but ultimately decided for a proof system with better proof sizes and
whose tooling would facilitate our implementation.
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o GHLT.Setup(1*,ip):

— pp Setup(lA7 ip) outputs public parameters pp. Specify a set of pairwise distinct points
{o1, ... 0m, Y1, -, Yn} C Zq. Let pp = (q,k,t,n, (aj)je[m], , ('Yi)ie[n])~ The initial pa-
rameters ip contain information about the number of parties, privacy and reconstruction
thresholds and spaces of secrets and shares.

— (ski, pk;) < PVW.KeyGen(pp,id), where sk and pk are the secret and public key of PVW
encryption scheme.

— PPrisco < RISCO.KeyGen(pp,id), where ppgisco is the public parameter of the RISC zero

protocol.
o GHL™.Dist(sk;,s):
— ([s]1, -+ ,[s]n) < Secret.Share(s) where s € S is a secret.

— (Ci)icmn] < PVW.Enc(pk;, [s];) where C; is a PVW ciphertext of the shares [s];.
— (mi,Risco) ) < RISCO.Prover(ppgisco, [s]i, s, Ci) where i risco is a RISC zero protocol proof
of sharing correctness.
o GHL™.VerifySharing(pp, PPriscos (PK;, Ci, T,RISCO) s [)):

— 0/1 <= RISCO.Verify(pp, PPriscos (Pk;» Ci; TiRiSco) i n))
(checks C; are well-formed and indeed encrypt the shares)

o GHL™.DecShare(pp, pprisco, PK;» Ski, Ci) :
— d; < PVW.Dec(sk;, C;) outputs a decrypted share.
— Tpeq;,Risco <— RISCO.Prover(ppgscq, di, Ci): outputs a proof of correct decryption.

— Rec(pp,{d; : i € T}): for some T C [n] outputs an element of the secret space s’ € § or an
error L.
o GHL™ .VerifyDec(pprisco» PK;» Ci, di, Tec RISCO):
— 0/1 <+ RISCO.Verfiy(ppgriscos Pk;; Ci, di, Tpec;,RisC0) as a verdict on whether d; a valid decryp-
tion of C;.

Figure 3: LWE-based GHL™ scheme

Theorem 1. Let Igrisco be the RISC Zero protocol. Let PVW be an encryption scheme
based on LWE assumption. Then, the proposed GHL™ scheme is a non-interactive PVSS.

Proof. We show that the GHL™ scheme guarantees the security properties from Definition
4. Let X be the security parameter and ¢ > 2* prime. Let m (size of the secret), t (privacy
threshold) and n (number of parties). We prove that GHL™ scheme is a correct PVSS with
t + m-reconstruction. If all parties in [n] honestly create keys, then for all ¢ we have pk;
for some sk;. If the dealer is honest the values C; are computed correctly where p(X) is of
degree t +m — 1 and p(a;) = s; are the coordinates of the secret, a set of pairwise distinct
points {a1,...,am,}. Then clearly DecShare, when honestly applied to C;, computes d;.
Therefore given a set 7 of parties of size at least ¢ + m who correctly decrypted their
shares, and a subset 7' of exactly ¢ + m parties, we have that the reconstructed values are
ILierp(vi)Li(aj) = p(aj) = s;, for each j € [m], by Lagrange interpolation, where L; is a
polynomial degree at most n — 1. On the other hand, if RISCO is a proof with soundness
error negligible in A then GHL™ has verifiability of sharing distribution. Also, if RISCO
with soundness error negligible in A then GHL™ scheme has verifiability of share decryption.
The proof is trivial as the statements proved by the ZK proofs exactly guarantee correct
sharing distribution and share decryption, respectively. O
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4.2 The Proposed Post-Quantum PACL

Now, we introduce our construction of post-quantum PACL tailored for DPFs. Our DPF-
PACL construction for the matching predicate extends the approach employed by Newman
et al. [NSSD22] and Schreiber et al. [SSBYP23|, which is based on the LWE and SIS
assumptions, both presumed to be post-quantum secure.

Construction. In Fig. 4, we present the proposed construction for a DPF-PACL with
CheckAccess instantiated for the match predicate described in Section 3. Our construction
relies mainly on the following primitives: (i) a post-quantum non-interactive verifiable secret
sharing (GHL™ scheme in Fig. 3) and (ii) a DPFs scheme (e.g., DPFs by Gilboa-Ishai [GI14]).
Roughly speaking, the construction leverages the DPFs to locally select shares of the i-th
verification key in A. Two key facts enable this process: (1) all verifiers possess A = As, and
(2) the FSS key k;, encoding a DPF. The verifiers first evaluate the [y,], <~ DPF.Eval(k, ;),
x € [1,2],i € [1,n], and then compute the product as B; < X2_;(As;) - [y.]; (Audit phase).
To verify knowledge of s, utilizing the GHL™ scheme, the prover distributes additive secret
shares of ak = —s to the verifiers (described in the Prove phase). In our scheme, the
secret value s is determined based on the number of files to which the prover has access.
In more detail, if we consider z files and the prover has access only to files fs, f7, fi2,
he/she gets the sum of s, s7 and sy, i.e., ak = —(s2 + 87 + s12) but the verification key is
vk. Each verifier computes 7; := b; + A[s|, using the Audit algorithm and reveals 7; in a
verifiable manner (using the GHL'.DecShare algorithm of the PVSS) to all other verifiers.

All verifiers proceed to check that |3;7;] <0 (described in the Verify phase).

Lemma 1. If adversary A can win the PACL soundness game described in Fig. 2 for our
post-quantum PACL scheme with non-negligible probability v(\) for a function [5 which
is not sampled from Fppr and proof 7, then there exists an adversary A’ that wins the
PACL soundness game with probability v(\), such that A’ outputs fz € Fopr and =.

Proof. A property of our DPF-PACL scheme is the ability to aggregate proofs across
different DPFs and access control lists. In more detail, for any integer k that is polynomial
in the security parameter A and family of point functions F', it holds the following property.
Let A be an ACL (see Definition 1) for the family F and let f1,..., fr € F have associated
access keys aky,...,ak; € A, then s’ := Zle ak; is an access key for f/(z) := Zle fi(x).
Consider an efficient A that outputs a point function f[; and 7*. So, it holds that
fg = EjeS ¢;f; which Y C {0,1,..., 2}, each f; is a point function, and ¢;’s are arbitrary
non-zero scales in Z,. We construct an adversary A’ that breaks the PACL soundness
game with a point function fsz as follows. First, run A to get function J5- Then compute
I =15 — Zjeyﬁé,y c;ja;, note that A’ is allowed to query for all a; provided j # ~.
Finally, output fg and «. It must hold that v € Y, otherwise A does not succeed since it
queried all the necessary access keys ak; for j € Y. Based on the aggregation property of
our construction, it follows that fs is a point function and 7 is a valid access proof for fg.
Hence, A’ succeeds with the same probability. O

Theorem 2. Assume GHLT scheme is a non-interactive publicly verifiable secret sharing
from LWE assumption, see Fig. 3. Let DPF be a distributed point function, let Z, denote
the ring of integers modulo q in which the SIS problem is assumed to be computationally
hard. Then, the proposed PACL in Fig. / satisfies the completeness, efficiency, soundness,
and privacy properties of Definition 3 as defined in Section 3.

Proof. « Completeness: Suppose that we have z files. If the requirements are satisfied
PACL can be passed as follows. In Audit step, B; is computed as B; <— X2_; (As,) [y]: =
AYZ_ sy [yz)i- Also, the verifiers compute 7, = B, +A[s;];. Verify phase will be done by
computing X7y = 8i—1 AYZ_ 18- [Yeli+Ni—1Als;]i = AXi—1 32180 [ye )i+ 8i=1A[s)]; =
AZ§:15$Ei:1[yw]i + ZizlA[Sj] = AE;:15$ + Zi:lA[Sj]i = As — As.
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Setup:

— (ski, Pk;; PPRiscos Pp)ie[n] + GHL* Setup(1*,ip)

— Return (ko1 ..., ke,n, (Ski, pK;, PPriscos pp)ie[n])

KeyGen(1*, f.) : z € [1, 2]

— s, &I, A ezhm

— ak = —(s1,...,8:), access to z files fi,..., fz, vk = As,

— Return (ak,vki,...,vk;)

Prove(f, ak) :

— ([s5]1,---,[85]n) <= Sharew, 1.n)(—5;), 5 € [1,m], 8 = Bue[z18c = (51, .-, 5m)
- (Cg77rij;RISC0)ie[n] <~ GH'—+-DiSt(PP7 PPriscos 2K PK;, [85]4)

— Return (CzﬂTi],Rlsco)ie[n]

Audit(A, pprisco, PPs ([fz]i; ski, Pk;, cg’, ﬂiJ;RISCO)iE[n]) :

— 0/1 += GHL™ .VerifySharing(pp, pPrisco> PK;> CzﬂTi{RISCo)

— parse A = (As1,...,As;) and [fs]i = ko, x € [1,2],1 € [1, 7]
— [yz); < DPF.Eval(ks,), « € [1,2],i € [1,n]

— B« X1 (Asz) - [yals

- ([Sj]ivﬂg)eq,msco) < GHL™.DecShare(ppgsco; Pk, ski, CZ)
— 7 =B+ Als;]i

— Return (Tivdg = [Sj}iaﬂéeci,msco)

Verify(T, pPriscos (Pki, C1, d7, ”éeci,Rlsco)ie[n]) :

— 0/1 < GHL".VerifyDec(ppgisco» PK;> Cl,d}, Thee, risco)

— parse T :={71,...,7¢}

— Check whether X;7; ; 0, and return 1 if successful.

Return 1 if the both checking output 1. Otherwise 0.

Figure 4: Post-Quantum DPF-PACL for Match Predicates.

Privacy: The simulator Sim on input (1*,I,{r/|i € I}) for any subset of ¢t — 1
verifiers acts as follows. Sim sets J = {1,...,s}\I. Next, Sim shares the vec-
tor 0,([0]1,...,[0]s) ¢ Shareg,;(0), and computes the proofs of the shares by
(G, PfShi)iE[n] <+ GHL™ .Dist(pp, (pki)ie[n]7 ([0],)iefn)). Then, Sim sets 7, = A[0], for
all k € I U J and outputs {(Pfsh,, ;) | i € I}U{7; | j € J}. In the real world, the audit
tokens are computed using the output of the DPF and they are computationally-hiding
additive secret shares of A[0] while in the ideal execution Sim outputs information-
theoretically hiding additive shares. So, the difference between the real and ideal
executions is this point. If an efficient distinguisher can distinguish the two views, that
means that the FSS scheme is not secure which is a contradiction.

Soundness: Suppose there exists an efficient prover 4 and a non-negligible function
so that for all I C {1,...,s}, |[I| > t, Pr [soundnesspact, 4, (A) | = yes > 7(\). Based
on Lemma 1, suppose that fg is output by A in Fig. 2. Then adversary A’ proceeds as
follows. On input y = As, selects [ & {1,...,n} and (aq,...,ap) & (Z7")" as shares
and computes Aay,...,Aq, but replace Aag with y. In the soundness game, the
adversary A’ runs ACetShareKey (12 A} and responses to each query with a; such that
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if j # " aborts, and adds j to T. If § = ' outputs s and sets ak = —s, otherwise
outputs fail. The probability that g = 3’ is % and so A’ succeeds with probability at
least % -y(A) which is non-negligible. Hence A’ successfully can solve the SIS in Z,
which is a contradiction.

O

4.3 Secure Data Retrieval with Access Control

As an independent contribution, we employ our proposed DPF-PACL approach to achieve
secure data retrieval, using DPF integrated with access control to ensure both security and
controlled access to the data. The proposed scheme is denoted by mpr_acL and described
in Fig. 5, while Fig. 1 provides a high-level overview of the system architecture and the
interaction among the entities. Suppose that n servers Sp,...,S, own a shared data base
DB = {(wy,datay),..., (w,,data,)}, where w; represents the keyword and data;, j € [1, ]
denotes the related data. The user owns the keyword w, and would like to retrieve the
most relevant data based on their keyword. For this, the steps are as follows. Step 1:
garbling the DFA matrix. the server Sy runs the algorithm described in Fig. 6 to garble
a matrix representing the DFA for the keywords wj, j € [1,v] and sends the resultant
matrix to the proxy. The steps of Fig. 6 are described below.

o Step 1: garbling the DFA matrix. The server Sy, k € [1,n], constructs a garbled DFA
matrix on the keyword wy, by running the algorithm described in Fig. 6, and sends the resulting
matrix to the proxy server.

e Step 2: access control check. The servers collectively enforce access control by running
the proposed DPF-PACL described in Fig. 4. If this step is successful, the next step will be
executed; otherwise, halt.

e Step 3: evaluating the matrix. The proxy evaluates the garbled matrix on the input of the
user and sends the result to user; the protocol is described in Fig. 7.

e Step 4: retrieve the data. Next, the user can use the scores obtained from the result to
retrieve the most relevant data from the servers Si,...,S,; the algorithm is described in Fig.
8.

Figure 5: Data Retrieval with Access Control, mpr_acL

o Constructing the matriz. Inspired by [MNSS12, NSMS14], the DFA will be expressed
as a matrix, after which each server Si, k € [1,n], will permute and encrypt it before
sending the garbled version to the proxy server. Each server Sy computes a DFA from
the keyword wy, k € [1,n]. Then, the DFA should be represented by a matrix M. To
achieve this, we apply the proposed method in [NSMS14]. In more detail, for a state
gi, we use the notion of a character group [NSMS14] to denote the set of characters in
Y that for them there exists a transition from ¢; to the same destination state g;. In
other words, ¢ and d are in the same character group if o(g;, ¢) = o(q;,d) = g;. The set
of character groups of a state g; is denoted by ch; and ch,q; is the number of unique
character groups.

o Generating random pads. The server Sy, k € [1,n] generates random pads I"];), j e
[1,|chg|] for the start state go. For other state g;, inp random pads are generated,
denoted by pad}, v =1,...,|ps;|. ps; denotes the states for which a transition exists
from them to the state ¢;. Suppose that inp is the maximum number of previous states
for any state.

o Generating random keys. The parties agree on a Proxy OT denoted by POT(KY, ..., KiED
where Ki,..., KTZ| are the keys which are constructed by each server, Proxy OT is
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This algorithm is run by the server Sy,
e Input: keyword wy

o Output: the garbled matrix GMP¥, the vectors gmy i, a’g and the vectors {gaf}ie[\Q\]
o Constructing the matriz, ¢ € [0, |Q| — 1]
— m; < O'(i, Chi), m; = (ml(l), NN ,ml(\ch1|))
— m;(0) « 1ifi € F, else m;(0) < 0
T MQ| < mo
= m;(j) < Q[ if mi(j) =0, j € [1,]chs]], i > 1
o Random pads, i € [0,|Q]], j € [1,|chy]]
— generating random strings
* s+ mi(j)
« if s #0: 8 « PER(s), i~ & {0,1}"
xifs=0 r0& {0,1}"
— computing previous random pads, i € [1,|Q]], psi = (psi(1),...,psi(|psil))
* if ps;(v) = 0: pdy < r9~% v=1to |psi|
« if ps;(v) # 0: s” < PER(ps;(v)), pd} rs’ -
* pdf & {0,1}%, z = |psij| + 1 to inp
o Generating random keys
i $ o, .
- KZ <~ {071}N S [07 IQ”’] € [17 |ChiH
—t=0,me¢ [Ovlzl]vym (S
— if ym € chd,i € [0,]Ql], € |ehy:
£ b4+, KL, — K]
— K +— K’m||Kf,§b),b € [1,t],z + permute(1,...,t)

— 1=K X chmag, if [K/m| < 1k & {0,137 ¥ hmaa=IK'mD) wr o K,k
e Garbling the matriz
— Start state: i =0, j € [1,|chy]]
* s < mo(j),
x if s #0: s’ « PER(s), m6j — (s'||r0=5"||orHel@ly g Kz
« ifs=0: 100 & {0,1}* , mp7 « (s||r00Jjort12IR) @ Kg
* mg® + {0, 1}%, 2 = |chy| + 1 to out
* al <+ (rf)2 if mg(0) =1, else alf < (rf + 1)2, where rf is a random value with « bits in binary
format (rf)2
— Other states: i =1 to |Q|, j = 1 to |ch;|
* s < myi(F),
x s’ < PER(s)
* Input edges for any state: v =1 to inp
t « perm(i, j)
mm? e (4(o)]|s[[x'=]]0%) & PRG(pd; ™) & K]
* mmf’1 «— {0,1}~, .. ,,mmf‘mp — {0,1}%, z = |chy| + 1 to out
x alf « (rF)g if m;(0) = 1, else a¥ « (r¥ + 1), where r¥
format (r¥);

is a random value with & bits in binary

e Permuting and constructing the matriz, i € [1,|Q|]

Lt 1.t out,t out,t _ .

— 8Mpppy p MM, @iMpepiy < mmy T, E=1 to inp
k ’ k k

— GMF « {gmi’k}ie[‘Q”, 8My ), < My, GApep ) < &

Figure 6: Constructing the garbled DFA matrix
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described in Section 3. The server Sy assigns the keys to each character group. Then,
for any character y; € 3, Si concatenates the keys of character groups of which y; is a
member of them.

o Computing the garbled matriz. Finally, Si, k € [1, n] constructs the garbled DFA matrix
through the following steps. a) Sy generates a random vector for the start state and a

matrix for |Q| states using randomly chosen pads, where & denotes the assignment of a
randomly selected element. Then Sj, generates a permuted set of states for {0,...,|Q|}
using the permutation function PER(s) — s’ and inputs a state s € {1,...,|Q|}, and
outputs a unique state s’ € {1,...,|Q|}. b) Next Sy garbles the DFA matrix according
to the following algorithm. Kj’s are the random keys which are used in OTs. Note

that PRG : {0,1}" — {0, 1}'4 is a secure pseudorandom generator (PRG). Assume that
k' =2k 4 2log|Q|, and let out denote the maximum number of outgoing edges for a
state of DFA. For any state, the next state is denoted by s, and the permuted next state
is obtained using PER. Also, perm(i,j) — s’ takes the state ¢ and j, the index of the
j-th character group, as inputs and outputs a vector that is a random permutation of
values (1,...,inp). Note that, PER and perm are used to hide the structure of the DFA
on the keyword. A random value rf is used to determine whether a state is accepting
or not. If state i is accepting, the binary format of 7¥ is assigned to a¥; otherwise,
the binary format of 7% + 1 is assigned. Any element of the garbled matrix is the
result of XORing the concatenation of ¢, PER(s), a random pad, and k zeros with the
corresponding keys.
Step 2: access control check. The servers collaboratively enforce access control by
executing the proposed DPF-PACL protocol, as outlined in Fig. 4. If this process does not
succeed, the operation will halt; otherwise, the next step will proceed. Step 3: evaluating
the matrix. For each keyword, the server S;, sends the random value 7% = Z7¥ to the
user and the garbled matrix to the proxy server. Also n Proxy OTs, as described in Section
3, are run between proxy, the server Sg, and user to evaluate the user’s input w, on the
garbled matrix. This phase is described in Fig. 7. Finally, the proxy server computes
the matched score score;, j € [1,v] and send it to the user. Step 4: retrieve the data.
then, user retrieves the data with the maximum value of scores and sends a request to
the servers Sy, ..., S, as it is described in Fig. 8. The user computes the scores and
assumes that they would like to retrieve datajndex- The user uses a DPF f : {0, 1}'{ — Zo
where [f,], ¢+ DPF.Eval(k, 1), z € [1,v],k € [1,n]; note that out = @, _, [f.], equals 1 if
x = index, and 0 otherwise. Each server Sg, k € [1,n] runs DPF on the data and sends the
result to user to obtain the corresponding value.

Theorem 3. In the OT-hybrid model, given a computationally secure PRG, the scheme
TDR_ACL &S secure in the presence of a semi-honest setting.

Proof. The proof is based on the POT hybrid model and we consider three cases in which

an adversary corrupts Si, proxy and user in the following.

e user s corrupted. Suppose that a PPT adversary A controls user. Sim emulates Fpot
and obtains the keys used in POT’s execution. Then, Sim garbles the matrix constructed
from the server’s keyword. The simulator inherits the properties of the underlying POT
protocol, and therefore, the adversary is unable to distinguish between the ideal world
and real-world executions.

e proxy is corrupted. Suppose that a PPT adversary A controls proxy, and the simulator
Sim behaves as follows, simulating the view of A. Sim emulates the functionality Fpot
and gets the input of the server S;. Then, Sim runs A on the input wg, which A
forwards after receiving it from Sy in the real execution. Next, Sim generates chpqq
random keys for running OTs on wy and sends them to the trusted authority. Sim
sends the server’s input, wy, to the trusted authority and receives back the evaluation
of DFA on it, with the set of corresponding states denoted by I'y, . Next, Sim generates
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This algorithm is run by the proxy server

« Input: the garbled matrix GMPF, the vectors gmy 5, a§ and {gai‘c}ie[\Q\]
¢ Output: random value scorey,

Steps for any z € [1,|wy|] where wy, is input of the user
« parse GMPF as {gmivk}ie[lQH

o Kiso Ky, POT(Ky, ..., KIZI) (see Section 3)
e Start state: (i =0) , j € [1,out]

— state||pad|[taill <~ gm ;, © K7/, v € [1, chmaa]
* if tail = 05T181Ql then
t'+0
scorey a’g
1 <— state
pd; <+ pad
* end if

e Other states:
— if # =0 then
* t € [1,inp]
* t'||state||pad||tail < gm’"* & K!/ ® PRG(pd;), v € [1, chmaa)
x if tail = 0" then
scorey < scoreg + gai}c
i < state
pd; < pad
* end if
— else if ¢ # 0 then
x t <t/
x t||state| pad||tail + gm?"* & K/ & PRG(pd;), v € [1, chmax]
x if tail = 0" then
scorey < scoreg + gaf
i < state
pd; < pad
* end if

— end if

Figure 7: Evaluating the garbled matrix

This algorithm is run by the user and servers; note that k € [1,n] and j € [1.v]. Let n servers,
denoted Sy, ...,Sy, each store a shared database DB = {(w1, datay),. .., (w,,data,)}, where w,
corresponds to the keyword and data, (for z € [1,v]) represents the related data.

o user computes scorex(j) = 7*(j) — (scorex(5))10, where (scoreg(5))10 denotes the decimal
representation of scoreg(7)

o user sets index = inx | scoreinx = minj_; (score(j))
o each server Sy sets [fz], < DPF.Eval(k. i), v € [1,v],k € [1,n]
« each server Sy sends back the ans, = @@ _, data,[fs],, k € [1,n]

« user obtains dataindex < D, _, ansk

Figure 8: Data Retrieval

the garbled DFA matrix using the following steps for any character of the input and
forwards it to A. Let n denote the length of wy, and &’ = 2k + 21og |Q].
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— Initialize: {s1,82,...,Snk} & {1,...,]Q|}, start < 0,i + start, t & {1,...,inp}
— Start state:
x5 & {s1,89, Sak)s T & {0,137, {K, Ko, .. Ken,o b & {0,115 generate
Chmae Tandom keys
x col & {1,..., out}, my™ « (s'||r|0" 108 1R1) @ Kooy
* m{,j & 0r', j = 1,...,|Q|, j # col, ag & {0,1}", ¢/ & {1,...,inp}, © + ¢,
pdit/ —r
— Other states:
* 14 8, pdit/ +r, colﬁ{l,...mut}

+ gm;  (¢']|s'||r]]07) ® Keot ® PRG(pd;")

* gm;i! & 0%, gm;7-2 & 0%, ..., gmhinp & 0%, j=1,...,1Q|, j # col

wa; & {01}t ¢, i s, pd,! <
We now prove that A cannot distinguish between its view during the real execution and
its interaction with Sim. Suppose that a distinguisher D distinguishes the distributions
of the real and ideal world transcripts with non-negligible probability. Let gm, be in
the i-th element of in the garbled matrix. Relying on a hybrid argument, we define
the hybrid distributions H; oef (gmy ,c,...,8M,; ., 8M, 4 4, ...,8M, ), i=0,...,nk
z = |Q|out. Note that Hy is the view of A in the real execution and H,j is his
interaction with Sim. Hence, D distinguishes H;_; from H; for some i in polynomial
time with non-negligible probability. But H; 1 and H; are generated in the same way.
Moreover, random strings for all values in row ¢ are uniformly chosen except for one
value that appears on the transit path of input. Thus, due to the security of the PRG
used in the matrix construction, this contradicts the security of PRG. Hence we can
argue that H; 1 o H;. So, the view of A when interacting with Sim is the same as
H,p.

e The server Sy is corrupted. The only message from user occurs during the POT protocol

execution. user’s privacy against Sy follows from the privacy of the POT protocol used.
O

4.3.1 Analysis

Complexity Analysis. Let |X| denote the size of the alphabet being used, let |Q| denote
the number of states of DFA and let n, denote the size of user’s input. The symmetric
computation is PRG invocations. The asymmetric commutation is for OTs. We have taken
advantage of the concept of Proxy OT [CKKC13] in our scheme to improve efficiency. The
communication overhead of our scheme consists of OT communication and garbled DFA
matrix transfer. In our scheme, the proxy obtains the keys by running a few 1-out-of-2
OTs and XOR operations. The parties should run Proxy OT (see Section 3) such that in
the offline phase, the server S; computes the related key for OT and sends the encoded
messages to proxy. So, in the online phase any user can only send a message to proxy
which is encoded format of his/her input. Also, user computes O(n) PRGs to compute the
matched result. For communication, the server transmits O(|Q|out - inp) bits, note that @
is the number of states of DFA, out and inp denote the maximum number of output and
input edges in DFA graph representation, respectively. For each cell, the server performs
one PRG G invocation. On the other hand, the client invokes one PRG for each row of the
garbled matrix.

Efficiency Comparison. We use a method similar to [MNSS12, NSMS14], which garbles
a matrix representing a DFA for secure evaluation. In [MNSS12], a server garbles an
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n X |@Q] matrix and sends it to a client, who uses OTs to ungarble a path and extract the
output. While [MNSS12] struggles with high complexity for ASCII alphabets, [NSMS14]
improves efficiency in such cases. In [NSMS14], a DFA matrix is constructed to compare a
keyword with the user’s input. In our scheme, the garbled DFA matrix is used for secure
data retrieval with access control, where the user’s input is evaluated against a set of
keywords related to a shared database to retrieve relevant data without revealing the input
or the database contents. We compare the two schemes without considering or applying
OT extension for either. Let n be the size of the user input. Assume & is the security
parameter and n is the user input size. In both schemes, OTs and PRGs are the two main
operations. In [NSMS14] the client and user require O(n) OT computations, the server
requires O(n|Q]) PRG computations, and the user requires O(n) PRG computations. We
use the construction of [NP05] to efficiently reduce n invocations of the 1-out-of-256 OT
to approximately 8n invocations of 1-out-of-2 OTs. In our scheme, these 1-out-of-2 OTs
are constructed based on XOR operations and [NSMS14] requires exponentiations to run
these OTs. The communication complexity is O(|X||Q|nk) for [MNSS12], O(out|Q|n«)
for [NSMS14], and O(out - inp|Q|x) for our scheme. Ignoring OT extensions, [MNSS12]
and [NSMS14] require O(n) exponentiations and O(n|Q|) PRGs for the server, while the
client performs O(n) exponentiations and PRGs. In contrast, our scheme reduces server
computation to O(k) exponentiations and O(|Q|-out-inp) PRGs, with the client computing
O(k) exponentiations and O(n) PRGs.

5 Evaluation

Comparison to Previous Work. We chose to use a hash-based succinct argument as
our post-quantum argument instead of a lattice-based argument for two reasons. Natural
replacements of Bulletproofs, such as lattice-based Bulletproof [CLM23] have argument
sizes that are concretely extremely large. Newer schemes such as Greyhound [NS24] and
CMNW [CMNW24] offer better proof sizes but lack readily usable implementations. Within
the landscape of hash-based succinct arguments, we chose a STARK-based [BBHR19]
system over alternatives [GLS'23, XZS22, ACFY24] because of the concretely smaller proof
sizes and the mature tooling, which helped our implementation efforts. The motivation for
using STARK [BBHR19] over lattice-based bulletproofs [CLM23] stems from two main
issues with lattice-based arguments: first, existing schemes produce extremely large proofs,
to the extent that [CLM23] does not even compute the argument size, and second, there
are no feasible implementations. Although newer schemes like Greyhound [NS24] and
CMNW [CMNW24] offer better proof sizes, they still lack readily usable implementations.
In comparison, both Brakedown [GLS*23] and Orion [XZS22] produce proofs that are
excessively large, ranging from 1 to 10 MB, which makes them impractical for scenarios
that require smaller proofs. Additionally, the tooling for these schemes is subpar, meaning
that their implementation would have been time-consuming. These challenges highlight
the need for a more efficient and feasible approach, such as STARK [BBHR19)].

Concurrent Work. In concurrent work, Abdolmaleki et al. [AFKN25] propose a post-
quantum PVSS scheme based on a lattice-based SNARK. While their approach is theo-
retically interesting, our scheme includes an implementation and, aside from potentially
enabling straight-line extraction, the STARK-based construction does not appear to offer
significant practical advantages.

5.1 Experiment Setup

Our implementation can be found at [pac25]. We used C++ for our main PVSS protocol.
For the ZK proofs, we used the riscO v2.1.0 framework [ris24] for the STARK version and
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the bulletproofs ! framework for the Bulletproof version [GHL22|, both in Rust. Our DPF
implementation was integrated from [Cit21] and used as it is. Our application consists
of a single program creating 3 threads (user, data server 1, data server 2). They all run
on one machine and use network communication to exchange data between each other.
We implement the PACL similarly to that of [SSBYP23], while involving the LWE-based
GHL™ scheme for secret sharing. In addition, we compare the STARK-based ZK proofs
with Bulletproofs under the same constraints. For our benchmarks, we run our program
on a server with two Intel Xeon Gold 5317 CPUs with 24 cores @ 3.00 GHz and 128 GB
of RAM.

Parameters The performance evaluation was conducted across the following parameter
space, with default values used as baselines for individual parameter studies:

o Number of files (n): {64,128,256,512,1024}

o Number of secrets (m): {2,4,8,16, 32,64}

e PVW redundancy (I): {10, 20, 30,40, 50}

o LWE redundancy (k): {1,2,3,4,5}

The default configuration (n = 512,m = 32,1 = 20,k = 2) represents a typical
deployment scenario and serves as the baseline for parameter sensitivity analysis.

5.2 End-to-End Comparison

Table 1: Performance results of DPF-PACL

Scheme PACL (ms) ZK (ms)
[SSBYP23] (Schnorr) 13 44
[GHL22] (Bulletproof) 8 2,511
Ours (STARK) 8 114,571

To evaluate our approach against existing work, we benchmark the PIR-PACL imple-
mentation from [SSBYP23] ? using parameters db__size = 512 and item__size = 128? for
fair comparison with our default configuration. Table 1 separates PACL and ZK proof
times to demonstrate the efficiency of the PVSS approach, excluding ZK. The results
demonstrate that PACL overhead is negligible compared to ZK proof costs, making ZK
performance the primary focus of our following analysis.

5.3 Benchmarks of ZK Proofs

This subsection presents a comprehensive performance comparison between two prominent
ZK proof systems for our Post-Quantum PACL use case: Bulletproofs (BP) and STARKSs.
The evaluation focuses on their application in PVSS. Four primary operations were
evaluated: Bulletproof and STARK proving/verifying for both encryption and decryption
across various system parameters.

5.3.1 Results and Analysis

Proving Performance Figure 9 presents the proving performance analysis across
different parameter configurations. The results reveal significant differences between
Bulletproofs and STARKSs.

1h‘ctp::‘. ://github.com/dalek-cryptography/bulletproofs at commit 464acb7
?https://github.com/sachaservan/pacl at commit 2blc6ee
30ur secret is 4-byte long; 32 secrets total 128 bytes.


https://github.com/dalek-cryptography/bulletproofs
https://github.com/sachaservan/pacl
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Figure 9: ZK Proof Performance

Bulletproof methods achieve proving times of approximately 1-2 seconds, while STARK
methods require 50-80 seconds, making STARKSs approximately 50x slower than Bullet-
proofs for proving operations. This substantial performance gap represents the primary
distinguishing factor between the two approaches.

Parameter sensitivity analysis shows that secret count (m = 2 — 64) has the most
significant impact on performance with linear growth, while file count (n = 64 — 1024)
and LWE redundancy (k = 1 — 5) maintain stable performance. PVW redundancy
(I = 10 — 50) shows moderate performance increases. Within each proof system family,
encryption and decryption proving operations exhibit similar performance characteristics.

Verification Performance Figure 10 presents the verification performance analysis,
demonstrating an inverse relationship to proving performance.

Bulletproof verification requires approximately ~ 50—110 ms, while STARK verification
achieves faster times of ~ 20 — 45 ms, making STARKSs approximately 2 — 3x faster than
Bulletproofs for verification operations.

As shown in Fig. 10, verification times exhibit more modest scaling with parameter
variations compared to proving times, with both systems maintaining reasonable verification
performance across the tested parameter space. This scalability characteristic ensures that
verification remains efficient regardless of the specific parameter configuration used.

Comparative Analysis The performance characteristics illustrated in Figs. 9 and 10
reveal a fundamental trade-off between proving and verification efficiency. While bullet-
proofs demonstrate superior proving performance, STARKSs excel in verification speed.
This complementary relationship suggests that the optimal choice depends on the specific
application requirements and the expected ratio of proving to verification operations.

Proof size We have provided a comparison in Table 2. The primary motivation for
our approach is not to outperform Bulletproofs in proof size-rather, it is to achieve post-
quantum security while avoiding the massive size of other post-quantum systems like
Brakedown [GLS™23] or Orion [XZS22], and the inefficiency of [SSBYP23]’s secret-shared
proofs (which are O(m) and can be much larger still).
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Figure 10: ZK Verification Performance

Table 2: Asymptotic proof size. Here, m is the vector/constraint length in Bulletproof
checks; T is the execution-trace length of the PVSS-check program (STARK); ¢ is the
audit threshold / number of participating verifiers; X is the security parameter.

Scheme / Proof type Underlying system Asymptotic proof size
[GHL22]: sharing correctness Bulletproofs (DL-based) O(logm) group elements

[GHL22]: decryption correctness Bulletproofs (DL-based) O(logm) group elements
[SSBYP23]: authorization proof ~SPoSS (Schnorr-over-shares) O(\) per verifier (proof share & audit token)
Ours: sharing correctness STARK (RISC Zero) O(polylog T') field elements

Ours: decryption correctness STARK (RISC Zero) O(polylog T') field elements

Total in PACL (our work) STARK + per-verifier auth O(polylog T) + O(t\)

Proof-size discussion. A trade-off in our design is proof size versus post-quantum
security. Classical Bulletproofs (as used in [GHL22]) yield succinct proofs with O(log m)
group elements and excellent concrete sizes, but they rely on discrete-log assumptions and
are thus not post-quantum secure. In contrast, our PACL adopts a STARK-family system
(RISC Zero) to obtain post-quantum security; the resulting receipts scale O(polylogT') in
field elements, but carry larger constants due to commitment layers and FRI [BSBHR1§]
queries. Consequently, for comparable parameters, our post-quantum proofs are typically
larger than Bulletproofs (by design), while still markedly more compact than other post-
quantum options (e.g., certain hash-based systems with multi-megabyte proofs) and
asymptotically superior to the generic SNIP-based proofs [CGB17] in [SSBYP23] that
grow O(m). This choice strikes a practical balance: we forgo the smallest (classical)
proofs in exchange for concrete, implementable post-quantum security with proof sizes
that remain manageable for our target access-control workloads.

6 Conclusion

In this work, we presented a novel construction of private access control lists (PACL)
based on PVSS under the SIS problem, ensuring post-quantum security through the LWE
assumption. Our approach enforces database access control policies via FSS evaluators,
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who can verify the dealer’s authorization to share specific functions. Additionally, we
proposed a secure data retrieval scheme that incorporates DPF-PACL for enhanced access
control. This scheme is not only complementary to the PACL framework, but it also offers
a standalone utility for secure and controlled data access.
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