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Abstract

The NIST standardisation process for Post-Quantum Cryptography (PQC) has nominated
the CRYSTALS-Kyber Key-Encapsulation Mechanism (KEM) scheme as the primary key
establishment method. The algorithm was renamed as the Module-Lattice-Based Key-
Encapsulation Mechanism (ML-KEM). This work proposes an efficient design for ML-KEM
on FPGA with built-in side-channel attack (SCA) protection. The design is based on
combining two methodologies: the Residue Number System (RNS) arithmetic and the
look-up tables implementation. At the arithmetic level in the number-theoretic transform
(NTT) computation of the polynomial multiplication, the operations are spread across the
RNS channels, and these computations are implemented using look-up tables. The use
of look-up tables resulted in low-latency RNS implementation and higher performance.
The proposed design, implemented on Xilinx Artix-7 FPGA, shows higher performance
with a reasonable increase in area, whilst the experimental TVLA results demonstrate the
design’s SCA protection advantages.

Keywords: PQC; ML-KEM; CRYSTALS-Kyber; FPGA; RNS; SCA; NTT; BCM; TVLA

1. Introduction

The current development of quantum computing poses a serious threat to current
public key protocols such as RSA and Elliptic Curve Cryptography (ECC). Shor’s algo-
rithm [1] running on a powerful quantum computer can break these cryptography schemes
in polynomial time. Therefore, the National Institute of Standards and Technology (NIST)
in the United States called for a Post-Quantum Cryptography (PQC) competition in 2016 [2],
aiming to develop standards for PQC algorithms that resist both classical and quantum
attacks. The primary algorithms were announced in 2024, and CRYSTALS-Kyber [3] was
chosen for the KEM category. The institute renamed the algorithm as Module-Lattice-Based
Key-Encapsulation Mechanism (ML-KEM) [4].

ML-KEM is a lattice-based cryptography scheme, the security assumption of which is
based on solving the hard problem of Module Learning With Error (MLWE) [5]. The scheme
uses an NTT-based algorithm to perform polynomial multiplication. The adoption of NTT
accelerates polynomial multiplication over quasilinear time compared to time-domain
algorithms such as the schoolbook, which require quadratic time.

Research on side-channel analysis (SCA) countermeasures has emerged as an impor-
tant aspect of the practical deployment of ML-KEM. Indeed, SCAs on ML-KEM have been
demonstrated on both software [6±8] and hardware [9,10] implementations; SCA counter-
measures for ML-KEM, including masking, have also been reported [11±13] but have been
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shown in some cases to remain vulnerable and experience limitations from performance
and resource overheads [14,15]. Therefore, there is a need to explore alternative approaches
to SCA protection with reduced overheads.

The Residue Number System (RNS) has been proven to be a useful tool for side-
channel attack countermeasures in RSA and ECC [16±18]. RNS also provides a framework
for efficient computation by breaking down large operations into smaller ones that can be
computed in parallel, thereby reducing the critical path requirements of the computations
and energy consumption. However, performing modular arithmetic in RNS is not straight-
forward due to the requirement for reduction. A Montgomery modular reduction method
for performing modular reduction in RNS based on base extension was first proposed
in [19] and later improved in [20]. While this method eliminates the need for the costly
conversion to and from the weighted number system to perform the modular reduction,
it is still not practical for low-latency and small operand applications, as it requires an
additional base and further conversion between these bases.

This work further extends the RNS methodology proposed in [21] to implement the
whole polynomial multiplication of ML-KEM in the RNS domain, as opposed to just the
integer modular multiplication part. Firstly, an efficient RNS moduli set is used for ML-
KEM to decompose the modular arithmetic of the NTT into smaller computations that
run in parallel. Then, adopting a look-up table-based architecture, a configurable RNS
butterfly unit (RNS-BU) that computes the complete polynomial multiplication is pro-
posed. A hardware accelerator is constructed utilising the proposed RNS-BU to construct
a complete RNS-based NTT multiplier for ML-KEM, thus enabling a secure and efficient
low-latency implementation.

The FPGA platform is used to benchmark the design and quantify resource utilisation
and performance. The post-place-and-route implemented design on the Xilinx Artix-7
FPGA consumes less than 0.5% of the FPGA LUT and FF resources, around 7% of the
device’s BRAMs, and does not use DSP slices. The design computes a complete polynomial
multiplication in 7.2 µs.

The advocated SCA protection properties of the proposed methodology are confirmed
using experimental power measurements of the implemented design on FPGA during
operations, followed by analysis using the widely accepted test vector leakage assessment
(TVLA) technique. Compared with the baseline unprotected design, the TVLA results
obtained show that the proposed design does not exhibit SCA leakage and hence provides
improved SCA protection.

To the best of our knowledge, this is the first work to explore RNS for the whole
polynomial multiplication of ML-KEM. By adopting a look-up table architecture design, the
complexity of the RNS arithmetic computation is transferred into FPGA BRAMs, leading
to a low-complexity design. In addition, we believe this is the first work to explore an SCA
countermeasure for ML-KEM using a combination of RNS and a look-up table-based RNS
implementation utilising FPGA BRAMs configured as ROM to experimentally evaluate its
side-channel leakage characteristics. Compared with our previous work [21], which focused
on an efficient RNS implementation of ML-KEM polynomial multiplication, the present
work extends the architecture by introducing an RNS system combined with a BRAM-based
lookup-table implementation that performs the entire ML-KEM polynomial multiplication
in the RNS domain aimed at reducing side-channel leakage. In addition, the proposed
architecture incorporates a configurable butterfly unit supporting NTT, INTT, and BCM
operations, and includes an experimental TVLA-based evaluation to assess its side-channel
leakage resilience.

The remainder of the paper is structured as follows: Section 2 presents the background
of the ML-KEM protocol, the NTT-based polynomial multiplication method, and the RNS.
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Section 3 describes our contributions in this work, including our approach and proposed
design. Section 4 presents the implementation results, compares them with prior works,
and evaluates the SCA leakage of the proposed design. The conclusion and directions for
future work are presented in Section 5.

2. Background

2.1. Notation

The ring of integers {0, 1, . . . , q− 1} is represented by Zq where arithmetic operations
on the elements of the ring are reduced with the modulus q. The quotient ring of polynomi-
als is denoted by Rq = Zq[x]/(xn + 1) where coefficients of the polynomials are integers in
Zq and operations on polynomials are reduced by the cyclotomic polynomial xn + 1. The
degree of a polynomial in Rq is denoted by n and has a maximum degree of n− 1.

Lowercase letters such as a denote a polynomial in the normal domain. The forward
NTT of a polynomial is written as â← NTT(a) and inverse of the NTT is defined as
a← INTT(â), where â denotes the polynomial in the NTT domain.

Bold lowercase letters, such as s represent a k-dimensional polynomial vector, and bold
uppercase letters, such as A denote a k× k dimensional polynomial matrix. The transpose
operation of matrix A (or vector a) is indicated by A

T (or a
T). Integer multiplication is

represented by ·, and ◦ indicates matrix multiplication. Multiplication in the NTT domain,
which is known as Base Case Multiplication (BCM), and formally known as Coefficient-Wise
Multiplication (CWM), is written as *.

2.2. ML-KEM

ML-KEM [4] is a lattice-based cryptography scheme constructed using module lattices
and is based on the Learning with Error (LWE) hard problem. The scheme first establishes
a public-key encryption (K-PKE) scheme that is secure against the indistinguishability
under Chosen-Plaintext Attack (IND-CPA) model. The K-PKE consists of three algorithms:
key generation, encryption, and decryption. Then, a modified Fujisaki±Okamoto (FO)
transform [22] is used to transform the constructed PKE into a KEM that is secure against the
indistinguishability under adaptive Chosen Ciphertext Attack (IND CCA2) model. The ML-
KEM, as shown in Figure 1, consists of key generation, encapsulation, and decapsulation.

 

Figure 1. Key establishment using the KEM method (adapted from [4]).
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ML-KEM uses polynomials in Rq = Zq[x]/(xn + 1) to represent the scheme elements.
The degree of the polynomials is selected as n = 256, and the modulus is q = 3329. ML-
KEM has three versions: ML-KEM-512, ML-KEM-768, and ML-KEM-1024. These represent
the three NIST security levels: 1, 3, and 5, respectively. The level of security can be adjusted
according to the module lattice dimension k, taking the values of 2, 3, and 4 for the three
security levels in order. A simplified version of the K-PKE algorithms is presented as
follows, and for detailed specifications, please refer to the protocol standard presented
in [4]:

• K-PKE.KeyGen: At the first side and using a random seed ρ, elements of the public
matrix Â ∈ R

k×k
q are sampled in the NTT domain from a uniform distribution. Next,

using a centred binomial distribution (CBD) sampler, a secret s and an error e ∈ R
k
q are

sampled, and then their NTT is computed. Finally, the public key is constructed as
pk = (ρ, t̂), where t̂ = Â

◦
ŝ + ê, and the secret key is sk = ŝ.

• K-PKE.Encrypt: On the other side, using the same seed, the public matrix Â is sam-
pled. Next, using a CBD sampler, polynomials r, e1 ∈ R

k
q and e2 ∈ Rq are sam-

pled, followed by the computation of the NTT for r. Then, a random message m is
generated and encoded. Finally, the ciphertext is generated as ct = (u, v), where

u = INTT
(

Â
T ◦

r̂

)

+ e1 and v = INTT
(

t̂
T ◦

r̂

)

+ e2 + m.

• K-PKE.Decrypt: On the first side, the message is recovered from the received ciphertext
as m = v− INTT

(

ŝ
T ◦ NTT(u)

)

.

2.3. Polynomial Multiplication in ML-KEM

Polynomial multiplication is the most time-consuming operation in ML-KEM, where
the NTT-based algorithm is utilised instead of the traditional time-domain multipli-
cation. Using the NTT reduces the time complexity of the multiplication from n2 to
O(n(log n)) . The NTT is a generalisation of the Discrete Fourier Transform (DFT)
and is defined over the ring Zq. The forward NTT transformation of a polynomial
a(x) = a0 + a1x + a2x2 . . . an−1xn−1 can be written as follows:

â(x) =
n−1

∑
j=0

ajω
ij
n mod q, i ∈ [0, n− 1] (1)

where the symbol ω, known as the twiddle factor constant, indicates the n-th root of unity
that satisfies ωn ≡ 1(mod q) and ωi ̸= 1(mod q)∀i < n. Also, the prime modulus q must
satisfy the condition q ≡ 1(mod n). Polynomials in the NTT domain can be converted back
into the normal domain using the INTT transform, where ω−1(mod q) is used instead of ω,
and the result is scaled with n−1.

Given that polynomial multiplication in ML-KEM is conducted within the ring
Rq = Zq[x]/(xn + 1), the utilisation of the negative wrapped convolution (NWC) allows
for the elimination of the requirement to double the inputs and execute additional poly-
nomial reduction by xn + 1. Applying the NWC requires scaling the inputs by powers of
the 2n-th root of unity; the outputs are scaled by powers of the inverse 2n-th root of unity.
However, in [23], a new approach was introduced to compute polynomial multiplication
using the NTT without scaling the inputs and outputs. Also, the new method does not
necessitate the existence of the 2n-th root of unity; it only constrains the modulus to the n-th
root of unity q ≡ 1(mod n). The new variant is referred to as incomplete NTT and generates
n
2 polynomials of degree 1. The NTT and INTT algorithms were adjusted accordingly, as
outlined in Algorithms 1 and 2, respectively. In these algorithms, the function br7(k) repre-
sents the bit reversal operation of an unsigned 7-bit integer k. In addition, the NTT uses the
Cooley±Tukey (CT) [24] butterfly structure, while the INTT utilises the Gentleman±Sande
(GS) [25] butterfly as proposed in [26] to avoid bit-reversal operations.
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Algorithm 1 ML-KEM NTT using CT butterfly

Input a(x) ∈ Rq in normal order, ω ∈ Zq and n = 2l

Output â(x) ∈ Rq in bit-reversed order
1: k = 1
2: for (i = 1; i ≤ l − 1; i = i + 1) do

3: m = 2l−i

4: for (s = 0; s < n; s = s + m) do

5: for (j = s; j < s + m; j = j + 1) do

6: W = ωbr7(k) mod q

7: X = a[j], Y = a[j + m]

8: T = (W·Y)mod q

9: a[j] = (X + T) mod q

10: a[j + m] = (X− T) mod q

11: end for

12: k = k + 1
13: end for

14: end for

Algorithm 2 ML-KEM INTT using GS butterfly

Input â(x) ∈ Rq in bit-reversed order, ω−1 ∈ Zq and n = 2l

Output a(x) ∈ Rq normal in order
1: k = 0
2: for (i = l − 1; i ≥ 1; i = i− 1) do

3: m = 2l−i

4: for (s = 0; s < n; s = s + 2m) do

5: for (j = s; j < s + m; j = j + 1) do

6: W = ωbr7(k)+1 mod q

7: X = â[j], Y = â[j + m]

8: â[j] = (X + Y) ÷ 2 mod q

9: â[j + m] = (X−Y)·W ÷ 2 mod q

10: end for

11: k = k + 1
12: end for

13: end for

Two incomplete NTT polynomials can be multiplied using the Base Case Multiply
(BCM) algorithm, formally known as Coefficient-Wise Multiplication (CWM). The operation

is performed over the ring Zq[x]/
(

x2 −ω2br7(i)+1
)

for i = 0, . . . , 127 and two polynomials

â and b̂; their BCM is computed as follows:

ĉ = BCM(â , b̂);

= â ∗ b̂;

= (â2i+1X + â2i)·(b̂2i+1X + b̂2i) Mod (x2 −ω2br7(i)+1);

= (â2i+1·b̂2i + â2i·b̂2i+1)X + â2i·b2i + â2i+1·b̂2i+1·ω
2br7(i)+1.

(2)
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For each pair of coefficients, five modular multiplications and two modular additions
are required. Therefore, for the 128 pairings, the total cost is 640 modular multiplications
and 256 modular additions.

2.4. Residue Number System

The RNS is a non-positional number system which is based on the Chinese Remainder
Theorem (CRT). The numbers in RNS are represented by pairwise coprime numbers, called
moduli {m1, m2, . . . , mn}. The dynamic range of the system can be defined as the product
of all moduli, M = m1·m2, . . . , mn. An integer number X in the range of 0 ≤ X < M can
have a unique representation as a vector (x1, x2, . . . , xn), where xi = |X|mi = X mod mi.

Weighted numbers are converted into RNS representation using a forward converter.
Then, arithmetic operations such as addition, subtraction, and multiplication of two num-
bers can be performed independently in each RNS channel with respect to its modulus.
This advantage allows a large integer operation to be performed in parallel on smaller
residues where no carry propagation occurs. Hence, the critical path delay requirement is
lowered, leading to a high-speed computation. However, division and modular reduction
operations are complex in RNS as magnitude comparison cannot be applied due to the
non-positional nature of the RNS. To apply such an operation, a conversion back to the
weighted system using a reverse converter is required. This involves computing the CRT
of the RNS representation, and the integer X can be recomputed as follows:

X =

∣

∣

∣

∣

∣

n

∑
i=1

∣

∣

∣
xi·M

−1
i

∣

∣

∣

mi

·Mi

∣

∣

∣

∣

∣

M

where Mi =
M

mi
(3)

This costly operation is inefficient and limits the adoption of RNS in modular arith-
metic applications. An attempt to perform modular reduction in RNS was initially pre-
sented in [19] and later enhanced in [20]. This method utilises the classical Montgomery
reduction [27] to perform modular reduction in RNS and requires a base extension. As
a result, another base and conversion between these bases are required. Despite this com-
plexity, this method can benefit applications where arithmetic involves bit sizes larger than
32 bits. However, it is generally not advantageous for small operand sizes (e.g., less than
32 bits), such as those encountered in ML-KEM. Another issue with this approach is that it
is not beneficial for low-latency applications due to the conversion between RNS bases.

3. The Proposed Design

3.1. The Proposed RNS

The NTT/INTT computation involves butterfly operations: modular additions, mod-
ular subtraction, and modular multiplication. Selecting the RNS moduli set must ensure
a valid dynamic range to avoid overflow during computations. The dynamic range of
addition and subtraction is 2q, while that for multiplication is q2. This work uses look-up
tables to compute RNS operations, aiming for a low-latency, SCA-resistant design. The
dynamic range of addition and subtraction can be implemented with a reasonable number
of look-up tables; however, multiplication requires a large number of look-up tables, which
is inefficient.

Multiplication can be replaced with addition using isomorphism mapping between the
multiplicative group gn = {1, 2, 3 . . . , q− 1}where the multiplication was performed using
modulo q and the additive group kn = {0, 1, 3 . . . . q− 2}. Here, addition was performed for
modulo q− 1. This mapping is constructed using the formula gn = αkn, where α represents
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the primitive root of q. This enables the multiplication of two integers to be performed
as follows:

∣

∣gn·gj

∣

∣

q
= α

|kn+kj |q−1 (4)

where |a|q represents the least positive residue of a : modulo q.
To conduct modular multiplication, firstly, index ki for the two numbers being mul-

tiplied is determined. Next, the sum of the two indices using modulo q− 1 is calculated,
and then the index operation is reversed to obtain the result. With this simplification, all
NTT operations require only a dynamic range of 2n. Furthermore, the NTT operations can
now be performed in a modulus different from the prime modulus of ML-KEM with the
restriction that it must cover the same dynamic range, i.e., 2n.

The modulus in ML-KEM is q = 3329. To meet the dynamic range requirement,
a composite modulus that is twice the primary modulus is needed. This composite modulus
can be divided into smaller, relatively prime RNS sub-moduli. In this work, the sub-moduli
7, 31, and 32 were chosen to satisfy the condition 7·31·32 > 2q, as proposed in our previous
work [21]. NTT/INTT/BCM operations were then performed in these three RNS channels,
and the results were reconstructed for the next operation. As in [21], a look-up table
methodology was adopted to implement the RNS computations. As a result, it took three
clock cycles to perform the NTT/INTT/BCM operations: one for conversion into RNS, one
for the operation itself, and finally, one for reconstructing the results. This methodology
leads to a low-latency RNS implementation.

The modular addition and subtraction operations involve using residue tables, addi-
tion/subtraction tables, and addition/subtraction correction reconstruction tables. Modular
multiplication, however, due to the isomorphic transformation of multiplication into addi-
tion, involves index, addition, and reconstruction tables. A conversion back to the weighted
number is also necessary before performing any other butterfly operation.

3.2. Configurable RNS Butterfly (RNS-BU)

The proposed RNS butterfly is shown in Figure 2 and can be configured to perform
NTT, INTT, and BCM operations. NTT is computed using the CT structure, while INTT is
computed using the GS structure to avoid the bit reversal operation. In BCM mode, the RNS-
BU bypasses the CT and GS butterfly-specific data paths and reuses the shared modular
multiplication and modular addition resources to perform the coefficient-wise operations
required by Equation (2). The operating mode is selected by the control unit through
configuration signals. All operations are performed in look-up tables implemented in FPGA
BRAM slices configured as Read-Only Memory (ROM) with dual-mode configuration. The
dual-port BRAM organisation allows two independent operations of the same stage to be
processed in parallel. Each RNS modular arithmetic operation requires three clock cycles:
one cycle for forward conversion into the RNS domain, one cycle for the RNS-domain
arithmetic operation, and one cycle for reconstruction to the weighted representation.
A complete butterfly consists of two sequential arithmetic stages, for example, modular
multiplication followed by modular addition/subtraction. Since each stage requires three
clock cycles to perform the corresponding RNS arithmetic operation, the total latency of
a complete butterfly is six clock cycles.

The generation of the required RNS tables for the proposed configurable RNS Butterfly
unit involves the following:

1. Submodular residue tables: These tables are generated straightforwardly for each
sub-moduli by computing the modulo of the corresponding sub-moduli of the input.
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2. Submodular index tables: The primitive root α is selected as 3, taking into account

the modulus of ML-KEM. Then, using the mapping g =
∣

∣

∣
3k
∣

∣

∣

3329
the mapping table as

shown in Table 1 is generated for k = 0, 1, . . . , q− 2.

Table 1. Index mapping table.

k 0 1 2 3 . . . 200 201 . . . 3326 3327

g 1 3 9 27 . . . 1242 397 . . . 370 1110

Next, the table’s contents and addresses are swapped, and the table’s contents are
reordered according to the value of g. Then, the modulo of the three sub-moduli is
computed for each value of k to create the index table for each sub-moduli, as shown in
Table 2:

Table 2. Submodular index tables.

g 1 2 3 . . . 370 371 . . . 3327 3328

k 0 1134 1 . . . 3326 2306 . . . 2798 1664

|k|7 0 0 1 . . . 1 3 . . . 5 5

|k|31 0 18 1 . . . 9 12 . . . 8 21

|k|32 0 14 1 . . . 30 2 . . . 14 0

Figure 2. The proposed configurable RNS butterfly.

3. Submodular addition and subtraction tables: To facilitate submodular addition and
subtraction, two tables are generated for each sub-moduli. First, the input residues
are added to create the submodular addition table, and then the modulo operation

https://doi.org/10.3390/cryptography10040047
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is computed with the corresponding sub-moduli. The subtraction table is computed
similarly. The addresses of these tables are formed by concatenating the two residues
to be added or subtracted.

4. Multiplication reconstruction table: The residues from the submodular addition op-
erations are used to determine the address of the final modular multiplication result.
Given the proposed RNS, this table is constructed using a 3D structure, where residues
from paths q1, q2, and q3 determine the page address, column address, and raw
address sequentially. The values of this table are computed in three steps as follows:

a. Submodular reconstruction: Let the residues r1, r2, and r3 result from the sub-
modular addition operations, and the sub-moduli set be represented by q1, q2,
and q3. The weighted form of a given number can be recovered using the CRT
as follows:

r =

∣

∣

∣

∣

∣

∣

3

∑
j=1

q̂j·

∣

∣

∣

∣

∣

rj

q̂j

∣

∣

∣

∣

∣

qj

∣

∣

∣

∣

∣

∣

q1·q2·q3

where q̂j =
q1·q2·q3

qj
(5)

This can be written as follows:

r =

∣

∣

∣

∣

r1·q̂1·
∣

∣

∣

1
q̂1

∣

∣

∣

q1
+ r2·q̂2·

∣

∣

∣

1
q̂2

∣

∣

∣

q2
+ r3·q̂3·

∣

∣

∣

1
q̂3

∣

∣

∣

q3

∣

∣

∣

∣

q1·q2·q3

(6)

This can be simplified further as follows:

r =

∣

∣

∣

∣

∣

∣

∣

∣

∣

∣

∣

r1·q2·q3·
∣

∣

∣

1
q2·q3

∣

∣

∣

q1
+

r2·q1·q3·
∣

∣

∣

1
q1·q3

∣

∣

∣

q2
+

r3·q1·q2·
∣

∣

∣

1
q1·q2

∣

∣

∣

q3

∣

∣

∣

∣

∣

∣

∣

∣

∣

∣

∣

q1·q2·q3

(7)

Given our chosen sub-moduli system, and computing the following modular
inverse, the following is obtained:

∣

∣

∣

1
q2·q3

∣

∣

∣

q1
=

∣

∣

∣

1
992

∣

∣

∣

7
= 3

∣

∣

∣

1
q1·q3

∣

∣

∣

q2
=

∣

∣

∣

1
224

∣

∣

∣

31
= 9

∣

∣

∣

1
q1·q2

∣

∣

∣

q3
=

∣

∣

∣

1
217

∣

∣

∣

32
= 9

(8)

The equation is now written as follows:

r = |r1·2976 + r2·2016 + r3·1953|6944 (9)

b. Modulus overflow correction: The sub-moduli q1, q2, and q3 have no overflow,
and only the modulus q− 1 requires overflow correction as follows:

ri = |r|q−1 (10)

c. Inverse index look-up: The following mapping is used to invert the operation
and recover the modular multiplication result:

xi = |∝
ri |q (11)

Following these three steps, the whole contents of the reconstruction table are generated.
Theoretically, multiplication by zero is prohibited using this modular multiplication
method; however, this specific scenario is handled through manual coding. The sub-
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moduli q2 = 31 route is selected to identify the operation of multiplying by zero. This
is achieved by storing the value 31 in index zero, as this number is not an acceptable
outcome within the sub-modulo 31 system. Furthermore, the addition table corresponds
to row and column 31 and includes the value 31. Consequently, this results in zero output
from the reconstruction table, as column address 31 consists entirely of zeros.

5. Addition and subtraction correction tables: Addition and subtraction correction tables
are used to transform a number back into its weighted form after submodular addition
and subtraction operations and correct the results, respectively. It is similar to the
3D structure of the multiplication reconstruction table, but uses a slightly different
procedure to generate the contents. It follows the CRT to recover the result and only
requires modulus overflow correction as follows:

ri = |r|q (12)

The only difference between the addition and subtraction table is in the dynamic range,
where addition has a dynamic range of 0, 1, . . . 2n and subtraction is −n, . . . , 0, . . . , n.

6. Addition correction table with modular division by 2: The computation of the INTT
involves scaling the result by n−1; as a result, 256 modular multiplications are required.
This scaling can be eliminated by computing a modular division by 2 on the output of the
GS butterfly during the INTT butterfly operations, as proposed in [28]. This work follows
this method. One more addition correction table is used, and its contents are generated by
performing modular division by 2 based on the results from Equation (12) as follows:

a = a/2 mod q (13)

Then, modular division by 2 is performed for the subtraction results of the INTT on the

precomputed values of the twiddle factors ω−1, and stored as
(

ω−1

2

)

mod q as follows:

(a− b)w

2
≡ (a− b).

w

2
(14)

The results are stored in the same location as ω−1; therefore, there is no need to add
another table. The modular multiplication procedure is summarised in Algorithm 3.

Algorithm 3 The proposed modular multiplication

Input

Two integers a and b

Modulus q, Primitive root of the modulus ∝

Sub-moduli set q1, q2, q3

Output c = |a·b|q

1: Find index k f or a and b using g =
∣

∣

∣
∝k

∣

∣

∣

q

2: Compute submodular residues for k(a), k(b):
3: a1 = |k(a)|q1

, a2 = |k(a)|q2
, a3 = |k(a)|q3

4: b1 = |k(b)|q1
, b2 = |k(b)|q2

, b3 = |k(b)|q3

5: Compute residues additions:
6: r1 =|a1 + b1|q1

7: r2 =|a2 + b2|q2

8: r3 =|a3 + b3|q3

9: Compute CRT: r = CRT(r1, r2, r3 )
10: Correct modulus overflow: ri = |r|q−1

11: Inverse index look-up: c = |∝ri |q
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Modular addition, modular addition with division by 2, modular subtraction, and
modular subtraction with division by 2 use similar procedures; as an example, modular
addition with division by 2 is summarised in Algorithm 4.

Algorithm 4 The proposed modular addition with Div2

Input
Two integers a and b, Modulus q

Sub-moduli set q1, q2, q3

Output c = |(a + b)÷ 2|q
1: Compute submodular residues for a and b:
2: a1 = |a|q1

, a2 = |a|q2
, a3 = |a|q3

3: b1 = |b|q1
, b2 = |b|q2

, b3 = |b|q3

4: Compute residues additions:
5: r1 =|a1 + b1|q1

6: r2 =|a2 + b2|q2

7: r3 =|a3 + b3|q3

8: Compute CRT: r = CRT(r1, r2, r3)

9: Correct modulus overflow: ri = |r|q
10: Compute modular division by 2: c = |ri ÷ 2|q

3.3. Multiplier Architecture

The top-level architecture of the proposed RNS NTT multiplier is shown in Figure 3.
The architecture consists of the proposed RNS butterfly unit, two RAMs to store the
coefficients, and a ROM for storing the twiddle factors. Also, it has a control unit that
incorporates the address generator module to generate the read and write addresses and
the required control signals.

 

Figure 3. Top-level architecture.
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The proposed RNS-BU processes two NTT/INTT operations at the same time, requir-
ing four coefficients (two from each polynomial) to be read and written simultaneously. To
achieve this, two memories, RAM1 and RAM2, are used. These memories are constructed
using FPGA BRAMs and configured as dual-port block RAM, as shown in Figure 4. The
coefficients are 12 bits each and are packed as 24 bits spread across the two RAMs. The sec-
ond half of each RAM is used for the second polynomial, and the coefficients are stored in
the opposite order. This arrangement allows for efficient access during the BCM operation.

 

Figure 4. Memory organisation.

3.4. RNS as Potential SCA Countermeasure Analysis

Side-channel attacks vary, including timing attacks, simple power analysis (SPA), and
differential power attacks (DPAs). These attacks measure time and the device’s physical
properties during algorithm computations, which involve using secret keys to find informa-
tion about the secret key in question. Power consumption varies depending on the secret
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key, and this variation is exploited by measuring power consumption during computations
for different inputs while keeping the same key and ultimately recovering the secret key.
The same concept also applies to timing attacks. The proposed design provides resistance
to these kinds of attacks based on the following assumptions:

1. Using RNS for NTT computations spreads the computation across several channels,
making measurements of the device’s physical properties difficult. The RNS multi-
channel representation is expected to reduce data-dependent switching activity and
may contribute to reduced side-channel leakage. Using RNS as a side-channel coun-
termeasure has been proven to be effective in RSA and ECC [16±18].

2. The proposed method uses look-up tables stored in FPGA BRAMs configured as ROM
to perform the RNS computations. Compared with conventional arithmetic circuits
based on adders and multipliers, this implementation style can reduce data-dependent
switching activity during computation and, consequently, may reduce observable side-
channel leakage. Previous studies have reported that BRAM-based implementations
can serve as effective building blocks for side-channel countermeasures and may
exhibit lower leakage than conventional arithmetic-based implementations [29±31].

3. Using a BRAM-based implementation for RNS-BU ensures that all RNS arithmetic
computations are performed at a constant time, thus preventing attacks based on
differences in timing for computations.

4. Results and Comparison

This section presents the FPGA implementation results and the SCA leakage evaluation
of the proposed design. The Xilinx Vivado 2022 tool was employed to synthesise and
implement the design, and the results were captured after the place-and-route process
to ensure more accuracy. The design is coded in VHDL and implemented on the Xilinx
Artix-7 XC7A200 FPGA for comparison with existing works. The reported polynomial
multiplication time corresponds to the complete polynomial multiplication operation,
i.e., INTT(NTT(A) * NTT(B)), for ML-KEM polynomials of degree (n = 256) and modulus
(q = 3329). Since these parameters are identical across all ML-KEM parameter sets (ML-
KEM-512, ML-KEM-768, and ML-KEM-1024), the reported polynomial multiplication
performance is independent of the selected security level. The execution time is derived
from the total latency of the NTT, BCM, and INTT stages and the maximum post-place-and-
route operating frequency.

4.1. Comparison with Related Works

There is no previous RNS implementation for the entire polynomial multiplication of
ML-KEM with which to compare the proposed design. Therefore, recent FPGA implemen-
tation works have been considered for comparison, ranging from lightweight design to
higher-level performance, as shown in Table 3. The proposed design consumes 571 LUTs,
485 FFs, 19 BRAMs, and 245 slices. The FPGA utilisation is less than 0.5% for the LUTs and
FFs and around 7% for the BRAMs. The design does not consume any DSP slices, as all the
NTT operations are performed in look-up tables. It runs at a 236 MHz clock frequency and
computes the whole polynomial multiplication in 7.2 µs. It should be noted that the com-
parison in this work focuses on NTT-based FPGA implementations of ML-KEM polynomial
multiplication, as this is the multiplication approach adopted by ML-KEM. Alternative
time-domain polynomial multiplication techniques, such as Toom±Cook multiplication,
represent different design approaches. A dedicated implementation and leakage evaluation
would be required under the same target platform to enable a fair comparison.
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Table 3. FPGA implementation results and comparison with related works.

Ref. SCA Protection
AREA Freq.

(MHz)

Latency (CC) PMUL
Time 1

ATP-
LUT 2

ATP-
ENS 3LUT FF DSP BRAM Slices NTT/INTT/BCM

This
Work

Yes 571 485 0 19 245 236 458/458/328 7.2 4.1 28.6

[32] No 737 290 6 4 371 115 474/602/1289 24.7 18.2 46.3

[33] No 1579 1058 2 3 527 161 448/448/256 9.9 15.7 13.5

[34] No 880 999 2 1.5 345 229 448/448/256 7 6.1 6.1

[35] No 784 441 2 3 259 200 313/313/256 6 4.7 6.5

[36] No 1154 1031 2 0 445 300 456/456/265 5.4 6.3 3.7

[37] No 1549 788 4 16 635 159 457/457/140 6.6 10.3 28.2

[38] No 1070 1071 5 10.5 401 278 306/306/256 4.2 4.5 12.9
1 The time in microseconds (µs) required to perform complete polynomial multiplication, i.e., INTT(NTT(A) *
NTT(B)). 2 ATP-LUT: Area±Time Product considering LUTs. ATP-LUT = Total Time of computing complete
polynomial multiplication in milliseconds (ms) × number of LUTs. 3 ATP-ENS: Area±Time Product considering
Equivalent Number of Slices (ENSs). ATP-ENS = Total Time of computing complete polynomial multiplication in
milliseconds (ms) × ENS. ENS = Number of Slices + DSP × 120 + BRAM × 196 [36].

Although the compared designs do not provide the same level of side-channel pro-
tection, the results indicate that the proposed architecture achieves competitive resource
utilisation and performance despite incorporating an SCA countermeasure. The proposed
RNS design has the fewest LUTs and slices. The ATP-LUT metric also contributes to the
presented design’s area efficiency and surpasses all prior works. This work transfers the
area complexity of the SCA countermeasure into the FPGA BRAMs; therefore, only BRAM’s
utilisation is increased while other area metrics are decreased. Despite this, the ATP-ENS,
which includes the BRAM usage, produces a reasonable figure, especially considering that
other works do not have an SCA countermeasure. The ATP-ENS produces a better result
than the work in [32], similar to the work in [37], and lower than the others.

The method presented in this work demonstrates an efficient low-latency RNS im-
plementation compared to the standard approach. Forward conversion, modular RNS
arithmetic, and reverse conversion typically involve complex operations such as CRT, re-
sulting in a high-latency design. However, this work simplifies these operations by utilising
look-up tables, enabling them to be executed in only three clock cycles, with one clock cycle
allocated to each operation.

SCAs against ML-KEM exploit different operations in the NTT-based polynomial
multiplication, including NTT, INTT, and BCM [6,8,10,14]. These operations include mod-
ular multiplication, modular addition, modular subtraction, and modular division by 2.
The work in [21] explored RNS for integer modular multiplication only to speed up the
NTT computation; hence, this work proposes a complete RNS implementation to counter
these SCAs.

An SCA countermeasure typically has a computation overhead of 2.5 to 6 times for
a given design [39]. For example, the masked RISK-V codesign presented in [13] has
a 5.66 computation overhead for the ML-KEM decapsulation procedure at the NIST level
I parameters set. In Table 4, the proposed design is first compared against the partially
protected design referenced in [21], given that, to the best of our knowledge, there is no
other work using RNS for the full polynomial multiplication. This comparison gives a rea-
sonable estimation of the required overhead for the full RNS design. In addition, Table 4
provides additional context by comparing this method to both masked and unmasked
implementations of the FPGA design for polynomial multiplication using the schoolbook
method, with parameters similar to those of ML-KEM [39].
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Table 4. Comparison of SCA countermeasure implementation costs.

Ref.
AREA

LUT/FF/DSP/BRAM
Freq.

(Mhz)
Latency

(cc)
Area Ratio 1 Time Ratio 2

This work 571/485/0/19 236 1702
2.3 1.4

[21] 590/671/0/7.5 342 1702

[39] masked 25,214/13,280/0/1 130 1020
1.6 5.8

[39] unmasked 17,429/5083/0/1 250 336
1 The area increase ratio was measured as the ENSs of the protected design/ENSs of the unprotected design. 2 The
time increase ratio was measured as the time of polynomial multiplication of the protected design/time of the
unprotected design.

The proposed design uses fewer LUTs and FFs but requires more Block RAMs than
the work in [21], resulting in an increase in the area ratio by a factor of 2.3. In terms of time
efficiency, the proposed design experiences a slight increase in the time ratio of 1.4. On
the other hand, the masking method in [39] has a smaller area ratio of 1.6 compared to the
unmasked version, but this comes at the cost of a significant increase in the time ratio of 5.8.
Given that the work in [39] has similar polynomial parameters, this design is 8% faster and
52% smaller than the masked version in [39].

This analysis shows that an RNS-based methodology for the hardware design and
implementation of ML-KEM can be an efficient tool for SCA protection with reduced
additional overheads whilst maintaining performance speed. In the next section, an
experimental evaluation of SCA leakage in the design is presented to support this analysis.

4.2. Side-Channel Leakage Evaluation

This section presents the results of the experimental evaluation of the proposed de-
sign’s effectiveness against SCA. The power traces were captured using the ChipWhisperer
Husky board, while the design was implemented on the ChipWhisperer CW305 target
board and configured with an Artix-7 FPGA (XC7A100T). The design operated at a fre-
quency of 5 MHz, and power measurements were taken using an SMA connector on the
CW305 board, connected to the FPGA power supply. Power was measured using a 0.1 Ω

shunt resistor with an amplification of 20 dB using the CW305 on-board low-noise amplifier.
The gain for the Husky was set to 40 dB, and the ADC’s sampling clock on the Husky board
was synchronised with the target clock of CW305. This setup allowed one sample to be
taken during each clock cycle. In synchronous sampling, capturing one sample per clock
cycle is sufficient to detect power changes, as stated in [40].

The experiment employed a standard method to assess SCA leakage, known as the
test vector leakage assessment (TVLA) [41]. The non-specific fixed-vs-random TVLA test
was used, requiring the power traces to be recorded for two sets: one with fixed inputs (T0)
and the other with random inputs (T1). The test requires the n number of power traces
to be recorded for each set, followed by computing the mean µ and the variance s2 of the
samples for each set. Then, Welsh’s t-test can be computed on each point in the collected
traces to identify any significant differences between the two sets. The resulting t-value
from Welsh’s t-test is computed as follows:

t =
µ0 − µ1

√

s2
0

n0
+

s2
1

n1

(15)

According to [42], a design can be considered secure against SCA if the t-value falls
within the range (−4.5, +4.5). However, if the t-value falls outside this threshold, there is
a likelihood of SCA leakage with 99.999% confidence.
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To validate the experimental setup, a baseline, unprotected design was implemented,
utilising the modular arithmetic described in [43]. The SCA targeted the NTT, INTT, and
BCM operations; therefore, the leakage evaluation was conducted separately for each
operation, with a total of 1000 power traces collected for each one. The evaluation results
for both the proposed and baseline designs are presented in Figure 5. In the figure, the
red line indicates the t-value threshold. The baseline design fails the test at a considerable
number of points across all three algorithms. By contrast, the proposed design successfully
surpasses this, thereby validating the previous analysis. The TVLA results show that no
statistically significant first-order leakage was detected under the evaluated conditions
using 1000 power traces. Nevertheless, additional traces and higher-order analyses may
provide further insight into the leakage characteristics of the proposed architecture.

NTT INTT BCM

Baseline 

design 

Proposed 

design 

Figure 5. TVLA results for NTT, INTT, and BCM operations of both the unprotected baseline design
and the proposed design.

5. Conclusions and Future Work

In this work, a methodology that combines RNS arithmetic with a look-up table archi-
tecture was applied to carry out the polynomial multiplication of the ML-KEM algorithm
for efficiency and SCA protection purposes. Based on an efficient RNS moduli set, a con-
figurable RNS butterfly unit was integrated to build an RNS NTT hardware multiplier
targeting FPGA platforms. The RNS computations are offloaded into FPGA BRAM slices,
resulting in a low-complexity and low-latency design. Considering the implementation
cost of the SCA countermeasure, the FPGA implementation results show that the proposed
design achieves competitive results in terms of the area and time metrics compared to
state-of-the-art designs.

The SCA resistance evaluation of the proposed design through TVLA demonstrated
the attractiveness of the proposed design methodology as a promising tool to support SCA
protection designs of PQC.

Future work will consider end-to-end design for the whole ML-KEM protocol.
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