
eprints@whiterose.ac.uk
https://eprints.whiterose.ac.uk

Universities of Leeds, Sheffield and York

Deposited via The University of Sheffield.

White Rose Research Online URL for this paper:
https://eprints.whiterose.ac.uk/id/eprint/245355/

Version: Published Version

Article:

Alotaibi, A.M. and Benaissa, M. (2026) Barrett modular multiplication optimization for 
accelerating number theoretic transform. Sci, 8 (9). 229. ISSN: 2413-4155 

https://doi.org/10.3390/sci8090229

Reuse 

This article is distributed under the terms of the Creative Commons Attribution (CC BY) licence. This licence 
allows you to distribute, remix, tweak, and build upon the work, even commercially, as long as you credit the 
authors for the original work. More information and the full terms of the licence here: 
https://creativecommons.org/licenses/ 

Takedown 

If you consider content in White Rose Research Online to be in breach of UK law, please notify us by 
emailing eprints@whiterose.ac.uk including the URL of the record and the reason for the withdrawal request. 

mailto:eprints@whiterose.ac.uk
https://doi.org/10.3390/sci8090229
https://eprints.whiterose.ac.uk/id/eprint/245355/
https://eprints.whiterose.ac.uk/


Academic Editor: Anastasios

Doulamis

Received: 6 July 2026

Revised: 18 August 2026

Accepted: 27 August 2026

Published: 1 September 2026

Copyright: © 2026 by the authors.

Licensee MDPI, Basel, Switzerland.

This article is an open access article

distributed under the terms and

conditions of the Creative Commons

Attribution (CC BY) license.

Article

Barrett Modular Multiplication Optimization for Accelerating
Number Theoretic Transform

Ahmed M. Alotaibi and Mohammed Benaissa *

Department of Electronic and Electrical Engineering, The University of Sheffield, Sheffield S1 3JD, UK;
amalotaibi1@sheffield.ac.uk
* Correspondence: m.benaissa@sheffield.ac.uk

Abstract

The practicality of post-quantum lattice-based schemes is crucial for their real-world appli-
cations. Integrating these schemes requires efficient implementations through hardware,
software, and algorithmic optimisation to achieve the necessary speed and resource capa-
bility. This paper aims to improve arithmetic operations in lattice-based cryptography by
accelerating the Number Theoretic Transform (NTT/INTT). It optimises the transform’s
main bottleneck, the twiddle-factor modular multiplication within the butterfly unit, by
replacing it with constant modular multiplication derived from Barrett reduction. We intro-
duce two constant multipliers: the Constant Barrett and a proposed Truncated-Modulus-
Size Constant Barrett (TMSCB) variant, which pre-computes each twiddle constant together
with its reciprocal, eliminating Barrett’s data dependency and enabling area±time trade-offs.
A comprehensive evaluation of the proposed constant modular multiplication is conducted
against the classical Barrett multiplication, incorporating analytical complexity analysis and
experimental quantitative analysis using FPGA hardware design. The proposed optimisa-
tion technique is deployed in the hardware design of the NTT/INTT for the ML-DSA and
Falcon parameter sets with optimal use of the DSP cores. Performance comparisons with
state-of-the-art implementations of ML-DSA NTT show 46.73% and 29.82% execution time
improvements and 17% and 35.4% area resource reductions using single- and dual-butterfly
units, respectively. On the Falcon, our design achieves an execution time improvement
of at least 27.6%, with area savings across several butterfly configurations. These results
validate the effectiveness of the Constant Barrett optimisation technique for accelerating
the NTT/INTT, paving the way for more efficient implementations in other applications.

Keywords: post-quantumcryptography (PQC); lattice-based cryptography (LBC); module-
lattice-based digital signature standard (ML-DSA); Fast Fourier lattice-based compact
signatures over NTRU digital signature (Falcon); number theoretic transform (NTT); Barrett
modular multiplication

1. Introduction

Back in 1994, Peter Shor presented an algorithm that had the potential to solve,
in polynomial time, the integer factorisation and discrete logarithm hardness problems
on which current public key cryptography is based, provided that a large enough quan-
tum computer was developed [1,2]. This emerging threat from the quantum computing
era gave rise to endeavours for quantum-resilient cryptography, exemplified by the Na-
tional Institute of Standards and Technology (NIST)’s standardisation competition for post-
quantum cryptography.
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Lattice-based cryptography has proved to be a prominent choice [3,4] among the vari-
ous quantum-resilient propositions; it has security proofs based on NP-hard problems that
provide resistance against today’s conventional computers, as well as quantum computer
attacks [5]. Additionally, it exhibits a high level of practicality derived from its simple linear
algebra-based matrix/vector operations on integers [3]. In NIST’s digital signature track,
CRYSTALS-Dilithium is selected as the primary candidate, with Falcon also under consid-
eration; both are lattice-based schemes [6]. The release of FIPS 204: ML-DSA, derived from
the latest CRYSTALS-Dilithium specification [7,8], shows how lattice-based cryptography
is rapidly becoming a core mathematical framework for a wide range of applications.

The challenge of implementing lattice-based schemes in real-world applications arises
from the computational cost of the high number of polynomial multiplications required,
typically performed in the frequency domain for efficiency using the Number Theoretic
Transform (NTT). Therefore, exploring the hardware design space for NTT implementations
in these schemes is a prerequisite to enabling the practical deployment of lattice-based
cryptography. Many NTT-based polynomial multiplication hardware accelerators have
been reported, including systolic array architectures [9,10] and memory-based iterative
designs [11±15]. In all of these architectures, optimising the modular multiplication unit
remains essential for the area±time efficiency of NTT-based polynomial multiplication.

In NTT-based polynomial multiplication, modular multiplication can be categorised
into two types: multiplication by a twiddle factor, where one operand is a pre-computed
constant twiddle factor, and pointwise multiplication, where both operands are variable [16].
This requires distinct optimisation strategies for each multiplication type. Since twiddle-
factor operations represent the majority of multiplies, and there are relatively few pointwise
multiplies, a practical approach is to investigate constant modular multiplication specifi-
cally for the twiddle-factor case.

Key modular multiplication methods such as Montgomery, Barrett, and special-form
K-RED are central to NTT implementations [17±19]. Montgomery combines multiplication
and reduction, while Barrett separates them. K-RED exploits moduli q = k · 2m + 1 for extra
speed at the cost of generality. A more recent Constant Barrett approach similarly merges
multiplication with reduction when one operand is fixed, making it especially attractive for
NTT computations with a known ring size and modulus q [20,21].

The core research challenge is to investigate constant modular multiplication tech-
niques for NTT acceleration that combine constant-multiplicand efficiency with the flexibil-
ity to handle arbitrary moduli, broadening fast-transform accelerators for PQC and beyond.

First, this paper presents the Truncated-Modulus-Size Constant Barrett (TMSCB)
variant alongside the straightforward Constant Barrett multiplier for twiddle-factor mul-
tiplication. TMSCB bounds the intermediate arithmetic to at most n + 1 bits, avoiding
the wider 2n-bit datapath required by Constant Barrett, while retaining at most one final
correction step. Both algorithms pair each twiddle factor with a pre-computed reciprocal to
remove operation dependencies.

The proposed approach is evaluated at three levels: analytical comparison of the
arithmetic requirements, a uniform standalone FPGA multiplier comparison to isolate the
differences between the algorithms, and complete NTT/INTT implementations to evaluate
their practical hardware impact. In the standalone comparison, q is treated as a variable to
avoid modulus-specific optimisations, whereas the complete architectures use the fixed
ML-DSA and Falcon parameters. The results demonstrate an improved area× time product,
allowing considerable gains in speed and reduced hardware resources.

For the complete NTT/INTT evaluation, the TMSCB algorithm is integrated into an
FPGA architecture for the ML-DSA parameter set, while the Constant Barrett multiplier
is deployed for Falcon. ML-DSA and Falcon represent complementary implementation
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conditions: ML-DSA uses wider 23-bit arithmetic, placing greater pressure on modular
multiplication, whereas Falcon uses narrower 14-bit arithmetic but longer transforms
of N = 512 or N = 1024, increasing the number of butterfly operations and memory
accesses. The designs exploit the FPGA DSP slices efficiently by combining each slice’s
two’s complement multiplier with its post-adder. For ML-DSA, the proposed architecture
achieves speed improvements of 46.73% and 29.82% and area reductions of 17% and 35.4%
in single- and dual-butterfly configurations, respectively, compared with state-of-the-art
implementations. For Falcon, the architecture achieves an execution time improvement of
at least 27.6% while also reducing area across all butterfly configurations. While many prior
studies develop unified NTT engines that optimise both twiddle-factor and point-wise
multiplications, our results demonstrate that focusing solely on the twiddle path through
Barrett reduction with constant operands delivers considerable gains and can lead to more
efficient transform engines across diverse parameter sets. The main contributions of this
paper are:

• Introduction of two constant modular multipliers for twiddle-factor arithmetic: Con-
stant Barrett and the proposed Truncated-Modulus-Size Constant Barrett (TMSCB).

• Comprehensive analytical and FPGA-based experimental analyses of both multipliers
across varying word lengths.

• Application of the constant-operand Barrett multipliers to forward and inverse NT-
T/INTT, validated on the ML-DSA and Falcon parameter sets through an efficient
FPGA design that makes optimal use of DSP cores.

The remainder of this paper is organised as follows: Section 2 covers the theoretical
background. Section 3 presents the proposed arithmetic algorithm, followed by complexity
analysis and experimental comparisons in Section 4. Section 5 presents how Constant
Barrett multiplication accelerates the NTT in a practical application via a highly optimised
FPGA implementation. Section 6 presents the implementation results and comparisons
with prior relevant work. Finally, Section 7 summarises and concludes the paper, offering
insights into future research.

2. Background

2.1. Number Theoretic Transform

The Number Theoretic Transform (NTT) is a mathematical tool that leverages the
convolution theorem to enable efficient polynomial multiplication by mapping polynomials
into a domain where they can be multiplied pointwise. It is a variant of the discrete Fourier
transform that performs a transformation applied to an integer ring Zq[x]/ f (x) instead
of a complex number field. Therefore, it replaces the complex arithmetic used in the
discrete Fourier transform with modular arithmetic. The NTT is a critical component
in modern cryptography, particularly valuable in lattice-based cryptography, and has
gained widespread interest among researchers due to its performance. It allows efficient
multiplication of elements in these integer rings by achieving a quasilinear complexity of
O(n log n) for polynomial multiplication when implemented in a manner similar to the
Fast Fourier Transform (FFT) compared to the O(n2) complexity of traditional schoolbook
multiplication. However, to surpass other methods of multiplication, the NTT requires
sufficiently large operands and appropriate parameter selection to overcome any conversion
overhead. For example, in the ML-DSA, the ring used is Zq[X]/(x256 + 1), involving
polynomials of degree 256, which is arguably large enough to benefit from the NTT’s
efficiency. The coefficients of these polynomials are integers modulo q = 8, 380, 417, and the
reduction polynomial is a negative-wrapped convolution x256 + 1.
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Computing the negative wrapped convolution using the NTT requires computing
the linear convolution first, involving the length of the transform being doubled and zero-
padded. The prime modulus q must satisfy the condition q ≡ 1 (mod N), which ensures
the existence of N-th primitive roots of unity, denoted by ω. Multiplication can be achieved
using Equation (1), followed by a separate polynomial reduction step. These requirements
increase computational overhead.

c = INTTω−1(NTTω(zero-padding(a)) ◦ NTTω(zero-padding(b))) (1)

However, by leveraging the properties of ψ, which represents the 2N-th roots of unity,
and ensuring that the prime modulus q ≡ 1 (mod 2N), Pöppelmann et al. introduced
efficient multiplication using the form provided in Equation (2). This approach eliminates
the need to zero-pad by scaling the input up with ψ the powers of the 2N-th primitive root
of unity and scaling the result down with the inverse ψ−1. Consequently, it also contributes
to the explicit polynomial reduction [5].

Pre-processing:

a = ai · ψi
2N and b = bi · ψi

2N

Multiplication:

c = INTTω−1(NTTω(a) ◦ NTTω(b)) (2)

Post-processing:

c = ci · ψ−i
2N

Further improvements were achieved by simplifying the computations through merg-
ing the pre-processing and post-processing steps into the NTT and INTT using the 2N-th
roots of unity ψ (as shown in Equation (3)). The merged NTT can be achieved by substi-
tuting ωm with ψ22m

as ψ22m
≡ ωm mod q, where m = 21, 22, . . . , N, thereby eliminating

the need for ω [22,23].
c = INTTψ−1

(

NTTψ(a) ◦ NTTψ(b)
)

(3)

From a hardware perspective, the negative-wrapped formulation avoids doubling
the transform length and eliminates a separate polynomial reduction stage. If the ψ-based
pre-processing and post-processing factors were implemented separately, they would
introduce additional coefficient reads, modular multiplications, and writes. By merging
these factors into the NTT/INTT twiddle constants, as in Equation (3), no additional pass
through the coefficient memory is required. The iterative CT/GS architecture therefore
retains its normal stage-wise read±butterfly±write pattern, while the address-generation
unit schedules the required coefficient pairs and twiddle accesses. For multiple parallel
butterfly units, the main routing challenge is supplying several coefficient pairs without
memory conflicts, which can be addressed through memory banking or coefficient packing,
as discussed in [24].

The butterfly unit is at the heart of the NTT. It involves three arithmetic operations:
modular addition, subtraction, and multiplication. Two well-known algorithms for com-
puting the NTT are the Cooley±Tukey (CT) butterfly [25] and the Gentleman±Sande (GS)
butterfly [26]. In the Cooley±Tukey butterfly structure, decimation-in-time multiplica-
tion occurs prior to the add/subtract operation, resulting in mathematical expressions
such as α1 + α2 · ψ mod q and α1 − α2 · ψ mod q, while in the decimation-in-frequency
Gentleman±Sande butterfly structure, multiplication occurs post subtract operation, yield-
ing expressions like (α1 + α2)/2 mod q and (α1 − α2)/2 · ψ mod q. The division by two
in the Gentleman±Sande butterfly is aimed at reducing the complexity of the INTT by
integrating the multiplication by N−1 into the butterfly operation throughout the INTT
stages [27]. The CT and GS butterfly structures are illustrated in Figure 1.
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α1

α2 ×

+

−

ψ

α1 + α2ψ mod q

α1 − α2ψ mod q

(a) Cooley±Tukey butterfly

α1

α2

+

− ×

ψ

1
2 (α1 + α2) mod q

1
2 (α1 − α2)ψ mod q

(b) Gentleman±Sande butterfly

Figure 1. Butterfly computation units in the NTT.

2.2. Modular Multiplication

Unlike modular addition and subtraction, modular multiplication is computationally
intensive primarily due to the division operation. Barrett and Montgomery’s algorithms
are powerful tools for efficiently computing modular multiplication by avoiding divi-
sion [17,18]. The Montgomery algorithm combines multiplication and modular reduction
by converting numbers into the Montgomery domain, performing operations and then
converting the result back into the original domain. In contrast, the Barrett algorithm
first carries out multiplication and then performs modular reduction as a separate step,
which is particularly efficient when using fixed moduli throughout operations. Word-level
Montgomery multiplication partitions the arithmetic according to the selected word size,
providing a configurable approach for different operand widths and moduli. This tech-
nique has been adopted in scalable NTT architectures such as those of Derya et al. [12] and
Mert et al. [28]. Another common approach for fixed moduli often leverages the binary
representation of special-form prime numbers q [29], simplifying modular reductions to
bit shifts, additions, and subtractions. Notably, it becomes dramatically more efficient for
specific types of moduli, such as Mersenne and Fermat moduli. Similarly, the K-RED mod-
ular reduction is a special-form modular reduction for moduli of the form q = k × 2m + 1,
where k and m are integers [19]. This incorporates multiplication with a small integer
k, extending the pool of special-form reductions. However, it remains restricted to that
pattern, unlike Barrett and Montgomery algorithms, which impose no structural constraints
on the modulus.

2.3. Related Work

Many NTT hardware accelerators have been reported, ranging from systolic array-
based architectures [9,10] to the widely adopted memory-based iterative
architectures [11±15]. Systolic array architectures, such as Zhao et al.’s design [9], achieve
high throughput via pipelined butterfly units arranged in a two-dimensional array, com-
pleting a 256-point NTT in just 32 cycles. However, these designs incur higher area costs
and limited flexibility. In contrast, iterative NTT architectures optimise resource usage by
reusing single or multiple butterfly units, with polynomial coefficients passed between
stages via RAM. This design manages memory access using strategies like ping-pong
buffering or dedicating multiple RAMs per butterfly unit to avoid access conflicts.

Recent reported work has explored various modular reduction methods tuned for
optimal butterfly efficiency. Montgomery reduction remains a popular choice, as seen in the
designs in Derya et al. [12], Mert et al. [28], Di Matteo et al. [15], and Mu et al. [30]. These
designs implement Montgomery reduction at the word or full-width level. Alternatively,
Barrett reduction is leveraged in many designs, such as the arithmetic units of Pham
et al. [11] and Dam et al. [31]. A different strategy is adopted by Li et al. [14], who utilise
the K-RED reduction method. Each technique reflects a trade-off between mathematical
generality and implementation-specific optimisation.
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In previous constant Barrett multiplication implementations, Becker et al. [20] and
Nguyen et al. [21] explored a strategy that leverages the constant multiplicand in the Barrett
method and optimises it for efficient software implementation on ARMv8-A platforms
using NEON instructions. Another approach, known as Plantard arithmetic, was proposed
by Plantard [32] to enable efficient modular multiplication by constant unsigned integers.
This technique was later implemented on the ARM Cortex-M4 by Huang et al. [33], who
extended it to support signed integers. However, optimisation techniques that exploit
the constant multiplicand in the Barrett method, tailored explicitly for FPGA-based NTT
hardware, present promising opportunities for further adaptation and refinement.

2.4. Classical Barrett Modular Multiplication

Applying Classical Barrett Modular Multiplication to compute the modular reduction
in the product of a and b modulo q, where both a and b are non-negative integers smaller
than q, involves the steps outlined in Algorithm 1. The approximate quotient is calculated
without expensive integer division, leveraging an offline pre-computed reciprocal R of
the modulus q, as demonstrated in the pre-computation step. Division is pushed offline
and stored, allowing the online stage to proceed as a streamlined sequence of simple shift
operations, multiplications, and subtractions.

Algorithm 1 Classical Barrett multiplication.

Require: a, b ∈ Zq, k ≈ log q - where a and b are n-bit positive integers.

Offline Pre-computation: R =
⌊

22k

q

⌋

- where R is a k-bit positive integer.

Ensure: result = a × b mod q - where the range of the result is [0, q − 1].
1. x = a × b - where x will be at most 2n bits long.

2. approx_quotient =
⌊

x×R
22k

⌋

3. result = x − approx_quotient × q
4. while result ≥ q do

result = result − q - Number of iterations depends on the selection of k.
5. return result

The Barrett modular multiplication algorithm exhibits variation based on the represen-
tation needed for inputs and results, whether in signed or unsigned forms. The unsigned
representation covers non-negative integers, extending from 0 to q − 1. On the other hand,
the signed representation, often referred to as centred modular representation, expresses
integers around zero. Each integer x in this representation is equivalent to x mod q and
falls within the range (− q−1

2 , q−1
2 ). Unsigned values are converted to signed by checking if

they fall within the second half of the modulus range. If they do, the modulus is subtracted
to obtain the signed value, while the first half remains unsigned.

The selection of the parameter k in Barrett reduction, together with integer approx-
imation operations such as floor approximation, ceiling approximation, a power-of-two
modulus, and division by a power of two, is critical for the algorithm’s performance [34,35].
Substituting precise integer computations with lower-precision expressions influences both
the accuracy of the quotient calculation and the cost of multiplying by R. A larger k and
tight approximation ensure a closer match between the computed and actual quotients,
keeping the final result within [0, q − 1] without extra adjustments; however, it increases
multiplication expenses. Conversely, a smaller k simplifies the computation but may lead to
overshooting the modulus, requiring one or more subtractions of q. A common compromise
is to choose k equal to the bit-length of q, i.e., k = n = ⌈log2 q⌉. We adopt this choice for the
remainder of the paper.

As noted by Satriawan et al., Barrett modular multiplication variants hinge on four
key aspects: pre-computation, integer multiplication (accurate or truncated), quotient
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approximation, and corrective steps [36]. Subsequent variants often optimise one or
more of these components, leading to a range of Barrett-like techniques such as Shoup
multiplication [37].

3. Proposed Optimisation for Constant Barrett Modular Multiplication

3.1. Constant Barrett Multiplication

When employing classical Barrett multiplication in scenarios where the multipli-
cands are constant or have pre-determined values while the multiplier remains variable,
a straightforward approach is to embed the constant multiplicand b in the calculation
of the offline pre-computed reciprocal as R = ⌊ b×22n

q ⌋. This method offers two advan-
tages. First, Constant Barrett multiplication allows us to perform the first two steps in
parallel. It removes the dependency present in the first two steps of the classical Barrett
algorithm, which requires obtaining the value of x and then using it to multiply by the
reciprocal. The second advantage is providing an accurate quotient calculation, given
by accurate_quotient = ⌊ a×R

22n ⌋, eliminating the iterative step in the classical Barrett algo-
rithm. The relationship between these steps can be expressed mathematically, as shown in
Equation (4).

ab −









a
⌊

b×22n

q

⌋

22n







q (4)

This mathematical formulation is then translated into algorithmic steps, as presented in
Algorithm 2, which illustrates the necessary modifications to classical Barrett Algorithm 1.

Algorithm 2 Constant Barrett multiplication.

Require: a, b ∈ Zq, n = ⌈log2 (q)⌉ - where a and b are n-bit integers.

Offline Pre-computation: R =
⌊

b×22n

q

⌋

- where R is a 2n-bit positive integer.

Ensure: result = a × b mod q - where the range of the result is [0, q − 1].
1. x = a × b - where x will be at most 2n bits long.

2. accurate-quotient =
⌊

a×R
22n

⌋

3. result = x − accurate-quotient × q
4. return result

Assuming k is rounded up to the nearest integer mean k = n, and that the integer mul-
tiplication step is executed at full precision, it can be observed that both Algorithms 1 and 2
exhibit a recurring theme: both require asymmetric multiplication to compute the quotient,
particularly in step two, where a 2n-bit value multiplies an n-bit value. In Algorithm 1
the variable x and in Algorithm 2 the reciprocal R variable both have a size of 2n bits.
The doubled bit size in one of the multiplication’s operands highlights the computational
load. This leaves room for optimisation opportunities that can enhance computational
efficiency and drive a more practical solution.

3.2. Proposed Truncated-Modulus-Size Constant Barrett Multiplication

The proposed optimisation consolidates the Constant Barrett multiplication
Algorithm 2, reducing storage requirements and enhancing the efficiency of modular
multiplication by a constant multiplicand and its reciprocal. This is achieved by aligning
the datapath with the modulus size and relaxing the accuracy of the initial approxima-
tion, as explained below. As a result, the principal arithmetic operations are restricted to
modulus-size or n + 1-bit operations, thus preventing computational slowdowns caused
by multiplication growth. Algorithm 3 illustrates the proposed Truncated-Modulus-Size
Constant Barrett multiplication.
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Algorithm 3 Proposed Truncated-Modulus-Size Constant Barrett multiplication.

Require: a, b ∈ Zq, n = ⌈log2(q)⌉ - where a and b are n-bit positive integers.

Offline Pre-computation: R =
⌊

b×2n

q

⌋

- where R is an n-bit positive integer.

Ensure: result = a × b mod q - where the range of the result is [0, q − 1].
1. x = a × b mod 2n+1 - where x will be at most n + 1 bits long.

2. approx_quotient =
⌊

a×R
2n

⌋

3. result =
(

x −
(

approx_quotient × q mod 2n+1)
)

mod 2n+1

4. if result ≥ q then
result = result − q - The maximum number of iterations is limited to 1.

5. return result

The proposed TMSCB multiplication algorithm pre-computes a word-size reciprocal
by multiplying b with 2n and dividing by q. The steps of the algorithm begin by calculating
x = a × b mod 2n+1, with x being at most n + 1 bits long, thus restricting the datapath to
no more than n + 1 bits. The next step computes an approximate quotient by multiplying a

with the pre-computed reciprocal R and dividing by 2n. The initial result is obtained by
subtracting the product of the approximate quotient and q from x, followed by a modulo
2n+1 operation, maintaining the datapath throughout at most n + 1 bits in length. Then,
it checks if the result is greater than or equal to q. If so, it subtracts q, ensuring that
the final output is within the range [0, q − 1]. Finally, the algorithm returns the modular
multiplication result. The mathematical formulation for the entire process can be expressed
by Equation (5):

result =



ab mod 2n+1 −













a
⌊

b×2n

q

⌋

2n







q mod 2n+1







 mod 2n+1

result =







result − q if result ≥ q

result otherwise

(5)

The bounded datapath in TMSCB is deterministic rather than probabilistic. Since
R = ⌊b2n/q⌋, the approximate quotient differs from ⌊ab/q⌋ by at most one. Consequently,
before the final correction, the intermediate result lies in the range [0, 2q). Since q ≤ 2n,
the result is always representable within n + 1 bits, and at most one subtraction of q is
required to obtain the final value in [0, q − 1].

4. Analysis and Evaluation

4.1. Analytical Analysis

The analytical computational complexity of the proposed Truncated-Modulus-Size
Constant Barrett multiplication algorithm is compared to that of the classical (Algorithm 1)
and Constant (Algorithm 2) Barrett to evaluate efficiency independently of hardware,
programming languages, or implementation variations for a range of input sizes in terms
of n bits. Table 1 shows a detailed breakdown of the operational count, which includes
offline pre-computation and five operations: two integer multiplications, a multiplication
by q, a subtraction operation, and a conditional statement involving subtraction.

In the offline stage of the classical Barrett approach, the pre-computed and stored
reciprocal R is determined based on the value of the modulus q. This n-bit value remains
constant and can be reused in subsequent operations as long as the value of q remains
unchanged. This reusability saves both computational time and storage resources dur-
ing run-time. However, in the two constant Barrett algorithms, R must be recalculated
whenever the multiplicand b or the modulus q changes. This requirement introduces
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additional pre-computation overhead, with the computational complexity of division being
expressed as O(n2) for long division. The storage requirements for R differ between the
two constant algorithms: it requires 2n bits for Constant Barrett Algorithm 2 and n bits for
TMSCB Algorithm 3. This difference minimises memory usage in the proposed optimised
algorithm. For each fixed multiplicand b and modulus q, the reciprocal R is pre-computed
offline and stored in ROM; therefore, the division required to obtain R is not part of the
implemented datapath.

Table 1. Operations breakdown and compare and contrast details.

Operations
1. Classical

Barrett Multiplication
2. Constant

Barrett Multiplication
3. Modulus-Size Constant

Barrett Multiplication

Offline R n-bit value 2n-bit value n-bit value

a × b
Std. n-bit multiplier;
the product is 2n-bit

Std. n-bit multiplier;
the product is 2n-bit

Trunc. n-bit multiplier;
the product is (n+1)-bit

a or x × R
Trunc. 2n-bit by n-bit;
the product is n-bit

Trunc. 2n-bit by n-bit;
the product is n-bit

Trunc. n-bit by n-bit;
the product is n-bit

Multiply by q
Std. n-bit multiplier;
the product is 2n-bit

Std. n-bit multiplier;
the product is 2n-bit

Trunc. n-bit multiplier;
the product is (n+1)-bit

1st subtraction 2n-bit subtraction 2n-bit subtraction (n+1)-bit subtraction

2nd subtraction n-bit subtraction Eliminated n-bit subtraction

In comparing the a × b step, both classical and constant Barrett algorithms utilise a
standard n-bit multiplier, which produces a 2n-bit product. This results in the time and
resource complexity of O(n2) due to the need to generate all partial products. However,
the proposed optimised algorithm employs truncated multiplication using mod 2n+1,
limiting the result to (n + 1) bits. By computing the product modulo 2n+1, the truncated
multiplication method eliminates unnecessary partial products, reducing the number of
partial product operations by approximately half and resulting in fewer intermediate steps.
Consequently, while the time complexity remains O(n2), a constant factor reduction of 2 is
introduced to reflect the decreased number of operations.

In the second step of the algorithms, Constant Barrett multiplication Algorithm 2 and
TMSCB Algorithm 3 have no dependency compared to classical Barrett. The difference is
that TMSCB multiplication uses n-bit by n-bit symmetric multiplication for a × R instead
of the 2n-bit by n-bit asymmetric multiplication used in constant Barrett multiplication.
This brings two advantages: firstly, it maintains a consistent multiplication size throughout
the algorithm by using n-bit by n-bit symmetric multipliers, which helps benefit various
implementation strategies, and secondly, it maintains the computational complexity at
O(n2), while in the classical and constant Barrett algorithms, there is a growth rate factor
of 2 due to the increased number of partial products generated by the 2n-bit operand.

In the final step, the multiplication by q is truncated in the TMSCB algorithm to (n + 1)
bits, optimising the subtraction to n+ 1-bit instead of 2n-bit. This reduces the multiplication
complexity compared to Constant Barrett multiplication but introduces an additional
conditional statement with a subtraction to bring the result within the interval [0, q − 1].
Since the approximation is either within or slightly above q but less than 2q, a single
subtraction of q corrects the result to the desired range [0, q− 1], managed by an if-condition
rather than a while-loop, limiting the process to one iteration. Although the TMSCB
algorithm adds one more comparison step compared to constant Barrett multiplication,
the cost of the comparator and subtractor is lower than that of multiplication.
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In general, limiting multiplication and subtraction to at most n + 1 bits enables the
proposed algorithm to handle increasing input sizes more efficiently than the other two
algorithms as the computational load grows less proportional with n. This results in
improved performance and lower resource usage, especially for larger n.

4.2. Experimental Comparisons

To validate the analytical results quantitatively, the three algorithms are imple-
mented within a uniform reference framework, shown in Figure 2, for several values
of n. The design is fully combinational on a Xilinx Artix-7 FPGA (Xilinx, San Jose, CA,
USA). (xc7a200tffg1156-3) and serves as a baseline for performance metrics. No assump-
tions are made about the binary form of q by treating it as a variable to ensure that the
measured results capture general-case behaviour rather than optimisations tied to a partic-
ular modulus. Registers are inserted only at the input and output boundaries to ensure
timing closure and to determine the maximum clock frequency. These registers also let us
measure storage requirements, as they hold the operands a, b, R, and q, and the resulting
product. In this way, all three algorithms are evaluated under identical constraints and
conditions to ensure that the comparison accurately reflects their inherent differences.

Reg R Reg q Reg b Reg a

Combinational logic circuit

Reg

R q b a

Result

Figure 2. Design framework for algorithm efficiency evaluation. Arrows indicate the direction of
signal flow, while the triangle on each register denotes its clock input.

Table 2 shows the comparative implementation results in terms of the maximum
operating frequency in MHz, the area occupied in LUTs, storage requirements in terms
of the number of registers used, and the area±time product (A*T), which assesses how
well each algorithm balances computational speed with resource consumption. Figure 3
visualises the data from the table, illustrating speed and area trends across increasing bit
sizes, which helps forecast performance for larger bit sizes.

The TMSCB multiplication consistently uses fewer LUTs than the Constant and clas-
sical Barrett approaches. This reduction is attributed to the decreased operand size for
multiplication with reciprocals R and modulus q, which leads to fewer operations overall.
Furthermore, there is a consistent 16.67% improvement in the number of registers used
in the TMSCB multiplication algorithm compared to the Constant Barrett approach. This
improvement is driven by reduced storage requirements achieved through algorithmic
optimisation. In terms of speed, the Truncated-Modulus-Size Barrett and constant Barrett
multiplication perform better than the classical approach due to eliminating a dependency
and the ability to perform the first two steps in parallel. When the number of bits n is
small, the Constant Barrett multiplication outperforms the TMSCB multiplication. How-
ever, as n grows, the situation reverses. This is because, for smaller n, the bottleneck
occurs at the conditional statement in step number four due to the additional conditional
statement required by TMSCB Algorithm 3, resulting in extra logic in the critical path.
However, as the value of n increases, the bottleneck shifts to the multiplication by R, where
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the multiplication complexity becomes more significant than the conditional statement.
The lower area±time product metric (A*T) shows the advantage of the TMSCB algorithm.
As the input size n grows, the efficiency of the TMSCB algorithm becomes increasingly
evident, with considerable gains in computational speed and reduced hardware resources.
The n = 64 case in Table 2 evaluates standalone modular multiplication architectures within
a uniform combinational framework, rather than a complete large-modulus NTT/INTT
accelerator for use in a homomorphic-encryption implementation. The results provide evi-
dence that the advantage of TMSCB increases with operand width. However, system-level
validation of large-modulus NTT architectures using FHE parameters remains an area for
future investigation.

Classical Barrett Multiplication
Constant Barrett Multiplication
Truncated Modulus-Size Constant Barrett Multiplication

Classical Barrett Multiplication
Constant Barrett Multiplication
Truncated Modulus-Size Constant Barrett Multiplication

Figure 3. Visual representation of maximum clock speed (MHz) and resource utilisation across
algorithms.

4.3. Framework for Constant Barrett in NTT

When adapting Barrett reduction for NTT implementations, several unique challenges
and opportunities for optimisation arise in modular multiplication. The selection of the
prime modulus q in the NTT is vital for two primary reasons. First, q must be suitable
for the algorithmic requirement of the NTT, which is precisely the existence of the 2N-th
roots of unity. Second, q must enable efficient modular multiplication. In lattice-based PQC,
the modulus q is fixed by the scheme, so designers cannot choose arbitrary primes. There-
fore, adapting classical Barrett reduction to this fixed q usually involves taking advantage
of bit-level constant multiplication in hardware to maximise implementation efficiency.

The efficiency of bit-level constant multiplication in hardware implementation de-
pends on two key factors: the Hamming weight and the pattern of adjacent ones in the
binary representation of the constant. A constant with a low Hamming weight requires
fewer shifts and additions. Similarly, constants with adjacent ones can be optimised using
two’s complement arithmetic, which allows for subtraction combined with shifts, further
reducing the number of operations.
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Table 2. Algorithm performance and area utilisation across different bit sizes on Artix 7 Platform.

n FMax Slices LUTs Regs A × T 1 Algorithm

12 95.53 133 396 60 1.392 Truncated-Modulus-Size Constant Barrett
111.72 159 505 72 1.423 Constant Barrett
60.13 221 756 61 3.675 Classical Barrett

23 70.36 380 1275 115 5.401 Truncated-Modulus-Size Constant Barrett
73.90 489 1639 138 6.617 Constant Barrett
44.41 708 2559 116 15.941 Classical Barrett

30 61.19 662 2255 150 10.818 Truncated-Modulus-Size Constant Barrett
60.62 811 2807 180 13.379 Constant Barrett
38.92 1203 4390 151 30.912 Classical Barrett

58 44.44 2127 7817 290 47.858 Truncated-Modulus-Size Constant Barrett
42.85 2840 10,534 348 66.271 Constant Barrett
24.61 3912 14,344 291 158.984 Classical Barrett

64 43.67 2578 9581 320 59.031 Truncated-Modulus-Size Constant Barrett
41.68 3466 12,867 384 83.156 Constant Barrett
25.97 4698 17,735 321 180.929 Classical Barrett

1 Area±time product metric, where A denotes area (measured in a number of FPGA slices) and T denotes time
(the inverse of the maximum operating frequency, 1/Fmax).

In the following section, we integrate our constant multiplication algorithms into
an iterative, memory-based architecture where each twiddle factor and its reciprocal are
pre-computed and stored at the same memory address for faster access. In this design,
we exploit the efficiency of bit-level constant multiplication by q and leverage a constant
multiplicand. This architecture allows us to benchmark it against other techniques like
Montgomery and K-RED.

5. Constant Barrett-Based NTT Accelerator

We evaluated Constant Barrett variations in two NTT designs for PQC applications,
ML-DSA (q = 8,380,417, n = 23) and Falcon (q = 12,289, n = 14), on a Xilinx UltraScale+
FPGA, leveraging its DSP48E2 slices, each equipped with a built-in signed 27 × 18-bit
multiplier. The primary hardware constraint is balancing datapath width against DSP
capacity: for ML-DSA, our TMSCB variant (Algorithm 3) truncates all intermediates to n

bits so that every multiplication fits in a single DSP slice, whereas for Falcon, the Constant
Barrett implementation (Algorithm 2) fits the 2n-bit multiply into a single DSP48E2 slice. We
select algorithms based on how well their operand widths map to DSP resources, thereby
achieving the best area±performance efficiency. Moreover, the fully pipelined design
executes in a fixed number of cycles, ensuring constant-time behaviour and eliminating
timing variations.

5.1. Constant Modular Multiplication Modules

5.1.1. Truncated-Modulus-Size Constant Barrett (TMSCB) Module

The hardware design of the TMSCB module illustrates how Algorithm 3 is mapped
onto the DSP48E2’s signed two’s complement multiplier for the ML-DSA parameter set,
combining the n-bit twiddle factor and its reciprocal into a single concatenated input bus.
ML-DSA operations involve non-negative integers; thus, all operands and results lie in
[0, q − 1]. To fully exploit the DSP48E2’s built-in signed multiplier, we recast each pre-
computed twiddle constant as a signed value in

[

− q−1
2 , q−1

2

]

, ensuring no bit is wasted and
maximising hardware utilisation.

Figure 4a depicts the TMSCB’s top-level datapath, where the unsigned operand a and
the concatenated signed constants b and R enter a five-stage pipeline. Integer multiplication
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is the primary challenge of hardware resources. This challenge arises because we multiply
23-bit unsigned values by 23-bit signed values, which exceeds a single DSP48E2 block’s
built-in multiplier. Therefore, two options were available to overcome this limitation.
The first option is to cascade additional DSP blocks, which may not be efficient as the DSP
core is most efficient when fully utilised. The second option is to employ FPGA logic to
handle the multiplication of the remaining five bits. FPGA logic is more efficient when the
operand size is small, making it the preferred solution.

1 2 3 4 5

DSP
Integer

Multiplier
1

DSP
Integer

Multiplier
2

1st
subtraction

Constant
multiplication

by q

subtraction
of q

≥ q

a[22:0]
unsigned

b&R[45:0]

b[45:23]
signed

R[22:0]
signed

x[23:0]

approx-quotient [45:23]

approx_quotient × q

[23:0]

[23:0] 0

1

sel

result[22:0]
unsigned

(a) Top-level architecture of the proposed TMSCB multiplication module.

DSP48E2

× +

Two-stage FPGA-
logic multiplier

concatenation

a[22:0]

b[22:0]

b[22:5]

b[4:0]

P1[27:5]

P1[4:0]

X[45:0]

(b) DSP integer multiplier implementation.

Figure 4. DSP-based architectures for twiddle-factor modular multiplication, optimised for the
ML-DSA parameter set.

The detailed design of the integer multiplication, comprising three pipeline stages, is
illustrated in Figure 4b. The integer multiplication module is divided into two segments.
The first segment involves partial product multiplication, performed parallelly in two clock
cycles using the DSP and the logic multiplier. The DSP core handles the multiplication of
the larger portion of the operands, precisely a signed 18-bit number by an unsigned 23-bit
number. At the same time, the FPGA logic multiplier processes the remaining 5-bit partial
multiplication. The second segment handles partial product addition and concatenation.
The partial product results are combined using the DSP48E2’s post-adder feature, which
facilitates the direct addition of partial products within the DSP slice, eliminating the need
for additional logic. Finally, the most significant and least significant bits are concatenated
to generate the final result.

Following integer multiplication, the multiply-by-q step exploits q’s fixed value via
bit-level constant multiplication approach based on its binary representation 223 − 213 + 1.
This requires two shifts, one addition, and one subtraction. To handle signed values, sign
extension is performed prior to the shift operations to preserve the sign and mitigate the
possibility of it being displaced. This process is demonstrated in a Verilog code snippet;
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refer to Listing 1, line 13. To balance latency, an intermediate pipeline stage is added
between the subtraction and conditional subtraction operations; see Listing 1, line 17.

Listing 1. Verilog code of the proposed Modulus-Size Constant Barrett multiplication.

1 input wire clk ,
2 input wire [22:0] A,
3 input wire [45:0] B,
4 output reg [22:0] result;
5
6 wire [45:0] A_R;
7 wire [45:0] x;
8
9 integer_multiplication inst_1(clk , A, B[45:23] , x);

10 integer_multiplication inst_2(clk , A, B[22:0] , A_R);
11
12 reg [23:0] result1_1;
13 wire [23:0] qoution_q =
14 ((({{23{ A_R [45]}} , A_R [45:23]}) << 23) -
15 (({{23{ A_R [45]}} , A_R [45:23]}) << 13) +
16 ({{23{ A_R [45]}} , A_R [45:23]}));
17
18 always @(posedge clk) begin
19 result1_1 <= x[23:0] - qoution_q;
20 result <= (result1_1 >= q) ?
21 (result1_1 - q) : result1_1;
22 end

5.1.2. Constant Barrett Multiplication Module

The hardware design of the Constant Barrett module illustrates how Algorithm 2 is
mapped onto the DSP48E2’s signed two’s complement multiplier for the Falcon parameter
set. Like the TMSCB design, it uses a fully pipelined DSP datapath but shortens the pipeline
to four stages by omitting the final correction step. The conditional subtraction can be
removed because the Constant Barrett algorithm already guarantees that the output lies in
[0, q − 1], as shown in Figure 5a, eliminating the need for any comparator or multiplexer.
Regarding the signed integer multiplication, the DSP48E2 directly handles the 14 × 14-bit
multiplication of a and b in its built-in multiplier. For the term a × R, we employ a simple
trick using AND logic to make the DSP handle the 28-bit R so that it fits the DSP’s 27-bit
input port, as illustrated in Figure 5b. The resulting partial product is then merged through
the post-adder and concatenation, just as in the TMSCB design.

While both the Constant Barrett and TMSCB modules use two DSP-based multiplies
followed by subtraction, they make different trade-offs. The Constant Barrett design runs in
four stages and performs full-width multiplies by b, R, and q, omitting any correction logic.
In contrast, the TMSCB variant truncates all intermediates to n bits so each multiply fits in
one DSP slice. This requires a fifth pipeline stage for conditional subtraction to guarantee
that the result is in [0, q − 1]. Consequently, TMSCB achieves tighter integer multiplication
at the cost of one extra pipeline stage, whereas Constant Barrett employs a width of (2n-bit)
operands to minimise latency.

5.2. Integration in NTT Design

The Constant Modular Multiplication Modules perform the twiddle-factor multipli-
cations within the butterfly unit in the NTT. The twiddle factors are pre-computed and
stored in a ROM memory similar to several existing speed-optimised NTT implementa-
tions [11±14]. For a forward NTT of size N, the number of twiddle-factor multiplications
is N

2 log2 N. Consequently, the ML-DSA parameter set with polynomial degree N = 256
stores 255 distinct twiddle factors, and a single forward NTT performs 1024 twiddle-factor
multiplications. Falcon-512 (N = 512) requires 511 twiddle factors and 2304 multiplica-
tions, whereas Falcon-1024 (N = 1024) needs 1023 factors and 5120 multiplications. Unlike
other designs in the literature that store only the twiddle factors, the proposed design
pre-computes and stores two values in ROM: the twiddle factor and its reciprocal. Both
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numbers are generated offline, concatenated, and written to the same ROM address in
two’s complement format. Since the twiddle factor and reciprocal are concatenated and
read from the same ROM address, the additional reciprocal increases the ROM word width
but does not require an additional memory-access cycle.

1 2 3 4

DSP
Integer

Multiplier
by b

DSP
Integer

Multiplier
by R

1st
subtraction

Multiply
by q

a[13:0]
unsigned

b&R[41:0]

b[13:0]
signed

R[27:0]
signed

x[27:0]

approx-quotient
[41:28]

approx_quotient × q
[27:0]

result[13:0]

(a) Top-level architecture of the Constant Barrett multiplication module.

DSP48E2

× +

Reset this register
if R[0] is LOW

concatenation

a[13:0]

R[27:0]

a[13:1]

a[0]

R[27:1]

R[0]
P[0]

P[41:1]
P[41:0]

(b) DSP integer multiplication by R.

Figure 5. DSP-based architectures for twiddle-factor modular multiplication, optimised for the Falcon
parameter set.

The architecture of the NTT design follows a memory-based approach, chosen because
the NTT algorithm consists of multiple layers of nested loops. This architecture enables the
expansion of parallel butterfly units by unrolling these loops and parallelising each opera-
tion. Throughput can be adjusted by modifying the number of butterfly units, providing
a tool for a more extensive evaluation of our constant multiplier. The butterfly unit is a
unified structure that can be configured using a multiplexer to selectively perform either
the Cooley±Tukey (CT) butterfly configuration for the NTT operation or the Gentleman±
Sande (GS) butterfly configuration for the INTT operation. For the ML-DSA parameter set,
the butterfly unit has a latency of seven clock cycles and can be broken down into three
components, as shown in Figure 6. The first component is a modular multiplier based on
the highly optimised TMSCB multiplication algorithm from the previous section. The sec-
ond component consists of five clock cycle shift registers, which introduce controlled delays
in the data path to match the latency of the modular multiplication module, thus achieving
a fully pipelined design. The final component includes modular addition and subtraction
functions and a division-by-two operation. This component operates in two clock cycles,
and combining division by two with addition and subtraction helps balance the critical
path, ultimately leading to a higher clock frequency. Similarly, the Falcon implementation
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employs the same architecture but compresses the twiddle-factor multiplier into one fewer
clock cycle, reducing the overall butterfly latency by one cycle.

CT : α1 + α2 · ψ
α1 − α2 · ψ

α1

α2

ψ

5-clock cycles shift register

Multiplication by the twiddle
vector

2-clock cycles
Modular addition,
subtraction, and

division by 2

even

odd

GS : (α1 + α2)/2
(α1 − α2)/2 · ψ

α1

α2

ψ

2-clock cycles
Modular addition,
subtraction, and

division by 2

5-clock cycles shift register

Multiplication by the twiddle
vector

even

(α1 − α2)/2

odd

Figure 6. Top-level design for the proposed butterfly unit.

The accelerator designs for NTT/INTT primarily focus on optimising modular mul-
tiplication with the twiddle factor. While our work adopts the architectural principles of
Derya et al. and Mert et al. [12,28], it extends these architectures in two ways. First, it folds
the pre-processing and post-processing stages directly into the butterfly, giving the forward
and inverse NTTs an identical latency of 1175 clock cycles with a single butterfly unit for
the ML-DSA parameter set. Second, it adds a dedicated ROM that stores the constants for
modular multiplication and optimises DSP usage for signed integer multiplication. Figure 7
illustrates the overall NTT hardware architecture.

Address Generation
and control Unit BRAM 0

BRAM 1
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Twiddle Factor &
reciprocal ROM
b R
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Figure 7. Overall architecture of the NTT hardware design.

6. Results and Comparison

We validated our methodology by implementing an NTT hardware design in Verilog
HDL on a Xilinx FPGA Kintex UltraScale + (xcku035-fbva900-3-e) FPGA. The resource
usage and maximum frequency were captured from the Xilinx Vivado 2023.1 design tool.
The hardware metric used to measure the circuit area includes the number of LUTs, Regs,
BRAMs, and DSPs, while the time per operation in microseconds is used to determine the
design’s speed through Fmax−1 × No. o f clock cycles. Only results obtained after the place
and route were completed are reported.

In addition, for the purpose of comparison with state-of-the-art designs, the implemen-
tation is extended to support multiple parallel butterfly units featuring two, four, and eight
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butterflies. For a fair comparison with other designs, the equivalent number of slices (ENS)
metric is also evaluated. ENS is a metric commonly used to estimate FPGA resource usage
by converting the utilisation of various resource types, such as DSPs and BRAMs, into an
equivalent number of slices. This provides a more unified view of how different resources
contribute to the overall utilisation of the design [38] and offers insights for ASIC design
estimation. A DSP is approximated to be 102 slices, and a BRAM is approximated to be
116 slices. Finally, we use UltraScale slice parameters with eight LUTs and 16 REGs per slice
as the benchmark for a unified ENS metric, and therefore, the final equation is as follows:

Total ENS = max
(⌈

LUTs
8

⌉

,
⌈

REGs
16

⌉)

+ (DSPs × 102) + (BRAMs × 116) (6)

A key aspect of our design approach was ensuring that twiddle-factor multiplication
no longer defined the critical path, thereby enhancing overall performance across multiple
parameter sets. Table 3 combines results for both ML-DSA and Falcon (512, 1024), providing
a detailed breakdown of resource utilisation, maximum clock frequency, and number
of clock cycles, with particular emphasis on the butterfly units. The table comprises
four primary modules: twiddle factor and reciprocal ROM, multiple memory blocks for
coefficient storage, an address generator, and a butterfly unit.

Under the ML-DSA parameters and using Algorithm 3, the butterfly unit is the most
resource-intensive part of the NTT/INTT module, consuming approximately 70% of the
LUTs, representing 735 out of 1049, and 62% of the registers, representing 547 out of
890, along with two DSPs. It integrates modular addition, subtraction, division by two,
and twiddle-factor multiplication, the latter being the most demanding. Each modular
multiplier uses 191 LUTs, 202 registers, and two DSPs, while DSP-focused optimisations
allow the single-butterfly design to reach 533 MHz, accounting for most of the speed-up
gains. Meanwhile, the Falcon-512 and Falcon-1024 implementations use the Constant
Barrett multiplication in Algorithm 2, showing similar performance trends. For Falcon-
512, the design runs at 422 MHz, with the butterfly unit consuming 42.7% of the LUTs,
representing 249 out of 583, and 50.3% of the registers, representing 247 out of 491, along
with two DSPs. Falcon-1024 operates at 414 MHz and follows a resource distribution
pattern similar to Falcon-512. Across both parameter sets, increasing the butterfly count
consistently reduces the number of clock cycles, thereby lowering execution time and
achieving a balanced trade-off between area and speed for each butterfly configuration.

Consequently, twiddle-factor multiplication no longer dictates the critical path, mak-
ing data access and storage in the coefficient memory the next performance bottleneck.
Nonetheless, our results confirm that improving the twiddle-factor multiplication phase is
key to enhancing efficiency in NTT/INTT architectures.

Having established the baseline performance, the following part compares the pro-
posed architecture against prior designs for each parameter set. Table 4 compares our
hardware module to state-of-the-art ML-DSA, Falcon-512, and Falcon-1024 designs. We use
ENS as the primary area metric and execution time as the speed metric. Overall, our design
demonstrates that it is highly competitive across various configurations, offering a solid
balance between speed and resource utilisation. Specifically, it achieves better results for
single- and dual-butterfly-unit architectures. Below, we compare the most relevant designs,
starting with the ML-DSA parameter set.

Li, Derya, and Mert each implement scalable, iterative NTT engines similar to our
multi-BU architecture, but they differ in their choice of modular reduction. Li et al. [14]
employ K2-RED, whereas Derya and Mert adopt a word-level Montgomery technique. Our
design improves on Li et al. by leveraging pre-stored reciprocals and Barrett multiplication,
a more general-purpose approach. At the same time, we couple these algorithmic gains
with efficient DSP utilisation in a pipelined datapath. This advantage is evident in the
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butterfly unit comparison shown in Table 5. Li et al.’s K2-RED butterfly implements
integer multiplication using the Karatsuba±Ofman algorithm, followed by K2-RED modular
reduction using only shifts and additions. The design occupies 383 ENSs and operates at a
clock frequency of 255 MHz. In contrast, our TMSCB butterfly achieves better results by
requiring only 296 ENSs while supporting a higher clock frequency of 533 MHz. For the
complete ML-DSA NTT design, our four-BU ML-DSA configuration achieves a lower
execution time of 0.74 µs versus 1.14 µs and a reduced area with an ENS of 1761 compared to
2605. More recently, Tu and Xie [39] employed a mixed-radix architecture with Montgomery
multiplication. For ML-DSA, they reported 1.42 µs with an ENS of 1446, compared with
1.20 µs and an ENS of 951 for our two-BU design.

Table 3. Detailed implementation results of hardware module for NTT.

Hardware Module LUTs REGs BRAMs DSPs Fmax (MHz) CCs

ML-DSA parameters N = 256, q = 8,380,417, 23 bits

▷ NTT/INTT: Single Butterfly Unit 1049 890 2 2 533 1175
→֒ Twiddle-factor ROM 0 0 1 0
Coefficients memorised 23 0 1 0
Address generator and control logic 276 135 0 0

▷ Butterfly unit 735 547 0 2
Modular multiplication 191 202 0 2
Modular add/sub/div2 383 140 0 0
Shift registers and other logic 204 115 0 0

NTT/INTT: Two Butterfly Units 1553 1339 3 4 552 663

NTT/INTT: Four Butterfly Units 2916 2332 5 8 547 407

NTT/INTT: Eight Butterfly Units 5572 4153 9 16 481 279

Falcon-512 parameters N = 512, q = 12,289, 14 bits

▷ NTT/INTT: Single Butterfly Unit 583 491 3 2 422 2452
→֒ Twiddle-factor ROM 0 0 1 0
Coefficients memorised 14 0 2 0
Address generator and control logic 320 173 0 0

▷ Butterfly unit 249 247 0 2
Modular multiplication 44 49 0 2
Modular add/sub/div2 52 86 0 0
Shift registers and other logic 153 112 0 0

NTT/INTT: Two Butterfly Units 751 982 3 4 478 1300

NTT/INTT: Four Butterfly Units 1174 1636 5 8 498 724

NTT/INTT: Eight Butterfly Units 2073 2970 9 16 486 436

Falcon-1024 parameters N = 1024, q = 12,289, 14 bits

NTT/INTT: Single Butterfly Unit 595 674 5 2 414 5268

NTT/INTT: Two Butterfly Units 821 999 5 4 435 2708

NTT/INTT: Four Butterfly Units 1206 1651 5 8 468 1428

NTT/INTT: Eight Butterfly Units 2093 2989 9 16 458 788

▷ denotes a top-level hardware module, and →֒ denotes a constituent sub-block reported within the module
immediately above.
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Table 4. The comparison of our hardware module with prior work.

Hardware Module BC 1 LUT REG BRAM DSP
fmax

(MHz)
Number
of (CCs)

Time
(µs)

ENS 2 Platform

ML-DSA parameters N = 256, q = 8,380,417, 23 bits

Li et al. [14]
1

1623 1325 1.5 3 255 1025 4.13 684 Kintex UltraScale
Derya et al. [12] 2119 1058 3 8 117 1318 11.26 1429 Artix-7
Mert et al. [28] 888 - 5 7 125 1096 8.77 1475 Virtex-7
Our work 1049 890 2 2 533.333 1175 2.20 568 Kintex UltraScale+

Land et al. [13]
2

444 421 1 17 311 536 1.71 1906 Artix-7
Matteo et al. [15] 1178 655 3.5 9 275 1074 3.91 1472 Zynq UltraScale+
Tu and Xie 3 [39] 1564 1772 5.5 6 191 271 1.42 1446 Virtex-7
Our work 1553 1339 3 4 551.572 663 1.20 951 Kintex UltraScale+

Pham et al. [11]
4

2637 1071 1 8 385 268 0.70 1262 Kintex UltraScale
Li et al. [14] 5478 4955 6 12 250 284 1.14 2605 Kintex UltraScale
Dam et al. [31] 3254 2869 3 4 171 530 3.10 1163 Virtex-7
Our work 2916 2332 5 8 546.747 407 0.74 1761 Kintex UltraScale+

Taghavi et al. [40] 128 34,595 18,565 0 256 400 7 0.017 30,437 Virtex UltraScale+
Zhao et al. [9] 32 25,674 3137 6 64 540 32 0.06 10,434 Artix-7
Derya et al. [12] 8 11,000 5422 12 64 117 198 1.68 9295 Artix-7
Mert et al. [28] 5071 - 12 56 125 200 1.60 7738 Virtex-7
Li et al. [14] 11,006 8791 12 24 220 156 0.71 3840 Kintex UltraScale
Our work 5572 4153 9 16 481.232 279 0.58 3373 Kintex UltraScale+

Falcon-512 parameters N = 512, q = 12,289, 14 bits

Derya et al. [12] 1 2119 1058 3 8 117 1318 22.09 1429 Artix-7
Mu et al. [30] 489 245 3 3 278 2311 8.31 716 Virtex 7
Mert et al. [28] 537 - 5.5 3 125 2340 18.72 1012 Virtex-7
Our work 583 491 3 2 422 2452 5.81 625 Kintex UltraScale+

Mu et al. [30] 2 1071 557 4 6 248 1159 4.67 1210 Virtex 7
Zhang et al. [27] 741 330 5 2 245 1289 5.26 877 Artix-7
Tu and Xie 3 [39] 956 794 5.5 3 269 629 2.34 1064 Virtex-7
Our work 751 982 3 4 478 1300 2.72 850 Kintex UltraScale+

Dam et al. [31] 4 3254 2869 3 4 171 594 3.47 1163 Virtex-7
Our work 1174 1636 5 8 498 724 1.45 1543 Kintex UltraScale+

Mert et al. [28] 2514 - 12 24 125 324 2.59 4155 Virtex-7
Our work 8 2073 2970 9 16 486 436 0.90 2936 Kintex UltraScale+

Falcon-1024 parameters N = 1024, q = 12,289, 14 bits

Mu et al. [30] 1 515 306 3 3 278 5127 18.44 719 Virtex 7
Mert et al. [28] 575 - 11 3 125 5160 41.28 1654 Virtex-7
Our work 595 674 5 2 414 5268 12.72 859 Kintex UltraScale+

Mu et al. [30] 2 1205 572 4 6 256 2567 10.03 1227 Virtex 7
Zhang et al. [27] 847 375 6 2 244 2569 10.53 1006 Artix-7
Tu and Xie 3 [39] 621 534 5 3 261 1391 5.33 964 Virtex-7
Our work 821 999 5 4 435 2708 6.23 1091 Kintex UltraScale+

Mu et al. [30] 4 1467 930 4.5 13 189 1294 6.85 2032 Virtex 7
Dam et al. [31] 3254 2869 3 4 171 1348 7.88 1163 Virtex-7
Our work 1206 1651 5 8 468 1428 3.06 1547 Kintex UltraScale+

Li et al. [14] 16 22,648 15,030 24 48 200 343 1.72 10,511 Kintex UltraScale
Mu et al. [30] 8 3472 1789 7.5 25 179 654 3.65 3854 Virtex 7
Mert et al. [28] 2584 - 16 24 125 680 5.44 4627 Virtex-7
Hu et al. [41] 8 2801 2680 6 8 250 670 2.68 1863 Artix-7
Our work 2093 2989 9 16 458 788 1.71 2938 Kintex UltraScale+

1 Butterfly count: Number of butterfly units used in the design. 2 A single DSP and BRAM blocks equivalent to
102 and 116 slices, respectively. 3 EMINEM uses one mixed-radix butterfly with four GS processing elements and
three Montgomery multipliers, roughly comparable to two radix-2 butterfly units.

https://doi.org/10.3390/sci8090229

https://doi.org/10.3390/sci8090229


Sci 2026, 8, 229 20 of 23

Compared with other scalable designs, Derya et al. [12] and Mert et al. [28] share
architectural similarities with our work but incur higher arithmetic cost due to their use
of configurable Montgomery reduction. Their single-BU NTT cores achieve execution
times of 11.26 µs with ENS 1429 and 8.77 µs with ENS 1475, respectively, for ML-DSA.
In contrast, our Barrett-based design achieves only 2.20 µs with ENS 568, demonstrating
better efficiency in both area and time. Derya et al.’s word-level Montgomery butterfly
unit offloads reduction work into DSP arrays (see Table 5), consuming 705 LUTs, 488 REGs,
and eight DSPs, trading generality for performance; by contrast, our use of Barrett reduction
offers a reduced butterfly area and faster clock frequency.

Next, we compare fixed-configuration NTT designs, each tailored to a specific pa-
rameter set, butterfly count, and memory access pattern, against our scalable architecture.
Pham et al.’s optimised classical Barrett butterfly hardwires a constant 23-bit multiplier
across two cascaded DSPs [11]. It minimises logic to only 351 LUTs and 209 REGs alongside
two DSPs, as shown in Table 5. It uses an Optimised Barrett reduction with bit-level
constant multiplication by q and R, which limits the clock frequency to 385 MHz due to the
dependency presented on the classical Barrett structure. Their NTT core achieves 0.70 µs
latency and an ENS of 1262 but is tightly integrated with the ML-DSA parameter set and
lacks support for configurable butterfly unit counts. By contrast, our four-BU design for
ML-DSA reaches a similar execution time of 0.74 µs and an ENS of 1761 at 551 MHz due
to pipelined TMSCB multiplication, which removes this dependency. Our butterfly unit
occupies 735 LUTs and 547 REGs but achieves a higher clock frequency. Land et al. [13]
target logic-area efficiency in a two-BU ML-DSA design, offloading reduction into 17 DSPs
to achieve a time of 1.71 µs and an ENS of 1906 by prioritising low LUT and REG usage.
However, their heavy reliance on DSPs resulted in higher overall ENS. In contrast, our
design achieves an improved time of 1.20 µs and an ENS of 951, outperforming Land et al.
using two butterfly units.

Compared to highly parallel architectures, which achieve very low latency at the cost
of substantial hardware resources, our approach maintains a high clock frequency while
keeping resource usage at a more reasonable level. For instance, our largest memory-
based ML-DSA design uses eight butterfly units and achieves 0.58 µs with an ENS of 3373,
compared with Zhao et al.’s systolic array design using 32 butterfly units, which achieves
0.06 µs with a considerably higher ENS of 10434. Similarly, Taghavi et al. [40] employ a
highly parallel architecture with 128 butterfly units, achieving 0.017 µs latency but with
a substantially higher ENS of 30437. These results confirm that our architecture delivers
speed and area advantages for the ML-DSA parameter set.

Table 5. Comparison of butterfly units in NTT architectures within ML-DSA.

Butterfly Unit Module LUTs REGs DSPs Fmax (MHz) ENS

K2-RED (Li et al. [14]) 615 604 3 255 383
Word-level Montgomery (Derya et al. [12]) 705 488 8 117 905
Optimised Barrett (Pham et al. [11]) 351 209 2 385 248
TMSCB (this work) 735 547 2 533 296

The performance of the proposed architecture is next evaluated for the Falcon-512
and Falcon-1024 parameter sets. For Falcon-512, our one±eight-BU configurations achieve
execution times from 5.81 µs down to 0.90 µs with an ENS spanning 625 to 2936. For Falcon-
1024, our implementations similarly reduce execution time from 12.72 µs with one BU to
1.71 µs with eight BUs, with ENS values between 859 and 2938. More recently, Hu et al. [41]
reported an eight-butterfly Falcon-1024 design achieving 2.68 µs with an ENS of 1863,
compared with 1.71 µs and an ENS of 2938 for our design.
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Derya et al. [12], Mert et al. [28], and Li et al. [14] each examine both ML-DSA and
Falcon, providing a direct opportunity to compare the portability of similar architectures
across parameter sets. While our design already outperforms prior work for ML-DSA
at degree 256, this advantage becomes even more pronounced as the polynomial degree
increases for Falcon-512 and Falcon-1024. Derya et al.’s execution time is 22.09 µs with an
ENS of 1429, compared to our 6.01 µs with an ENS of 625. At Falcon-1024, Mert et al.’s
execution time is 41.28 µs with an ENS of 1654, while our design achieves a faster execution
time of 12.72 µs with a lower ENS of 859. Li et al. [14] reach 1.72 µs for Falcon-1024 using
16 butterfly units and an ENS of 10511; in contrast, our design achieves 1.71 µs with only
eight butterflies and a 3.6× area reduction, demonstrating a substantial area saving at
comparable latency. These results confirm that the proposed architecture delivers practical
speed and area improvements for real-world lattice-based cryptographic implementations.

7. Conclusions

By introducing and thoroughly evaluating the Truncated-Modulus-Size Constant
Barrett (TMSCB) multiplier alongside a Constant Barrett variant, this work demonstrates
that tailoring Barrett reduction for a fixed twiddle-factor operand speeds up NTT/INTT
computations. An FPGA implementation targeting ML-DSA and Falcon parameter sets
confirms that optimisation efforts focused on constant-operand modular multiplication are
an effective way to accelerate NTT computations. In particular, aligning internal datapaths
to the modulus word length yields area±time advantages. The standalone multiplier results
for larger operand widths, including the 64-bit case, indicate that the relative arithmetic
advantage of TMSCB increases as the modulus width grows. However, the present work
does not evaluate a complete large-modulus NTT/INTT architecture or a full homomorphic-
encryption implementation. Therefore, extending and validating the proposed approach
using representative FHE parameter sets remains an important direction for future work.
Future investigations should also consider different NTT architectures and other constant
modular multiplication methods, including Montgomery- and K-RED-based approaches.
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