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1. Introduction

Information security policies (ISPs) are an essential strategy to managing the risks posed by insiders, as threats 

from employee behaviour continue to challenge modern organisations [1]. ISPs establish guidelines, restrictions, and 
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Abstract

While ISPs were originally designed within single organisations, urban environments now require policies that accommodate the

interests of multiple stakeholders. Focusing on Surabaya, Indonesia, and guided by the research question “what are the factors 

that influence development of ISPs in a multi-stakeholder context,” this study explores key dimensions in the development and 

implementation of ISPs in multi-stakeholder urban settings. Based on 40 semi-structured interviews, a thematic analysis was 

conducted to identify key recurring patterns across stakeholder perspectives. This paper identifies synergies between 

organisational and city-level contexts and proposes a set of extended features needed when government agencies, market 

providers, IT consultants, and citizens all interact and contribute to ISPs development. Recommendations for achieving better 

compliance include the importance of clear communication, inclusive stakeholder involvement beyond bureaucracy, inter-agency 

coordination, and an expanded feedback loop incorporating insights from both staff and citizens.
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responsibilities for users of information and technological resources to help prevent, detect, and address security 

issues [2,3]. ISPs vary widely among organisations based on the significance, value, and sensitivity of data and 

technology assets, as well as the potential consequences of data loss, alteration, or exposure [4,5]. Previous studies 

show how ISPs were developed and implemented primarily within the boundaries of individual, single organisations 

[1,6–11]. It is essential to recognise that ISPs are designed for authorised users of the information [12], which can 

also encompass individuals outside the organisation [13]. Although this can be helpful in identifying broader key 

processes, it does not sufficiently represent situations where complex interdependencies between organisations are 

formed, particularly when public and private sectors are both involved and need to work in an intertwined and 

interconnected way. This is typically where modern cities find themselves in. 

Government agencies, market providers, and other institutional actors now share data, systems, and infrastructure 

in their day-to-day business processes. This shift necessitates a transition in ISP design towards an inter-

organisational approach, where security is no longer the sole responsibility of a single entity, but a shared concern 

that must be addressed collaboratively [14]. Karlsson et al. [14] also note that there was a lack of comprehensive 

literature reviews on inter-organisational information security that systematically examine current research trends 

across a broad range of publication sources. As a result, there remains a significant gap in understanding the current 

state and progression of research in inter-organisational information security. Beyond organisational collaboration, 

cities today are becoming dynamic digital ecosystems involving multiple stakeholders. In this context, ISPs must 

evolve to reflect a multi-stakeholder perspective. In this multi-stakeholder environment, ISPs must consider diverse 

and sometimes competing interests, values, and legal obligations [15]. Therefore, this study aims to explore how ISP 

development in a multi-stakeholder setting differs from well-established ISP frameworks, including differing factors 

and priorities of different organisations, focusing on Surabaya city, Indonesia. Specifically, we pose the following 

research question: what are the factors that influence development of ISPs in a multi-stakeholder context?

This study contributes to existing academic knowledge by providing an examination of the processes and factors 

influencing the development of ISPs in a multi-stakeholder setting, addressing gaps in prior research, which often 

focus on single organisations [1,16,17]. Practically, on the other hand, this research can benefit stakeholders within 

Indonesian local government institutions by offering specific guidance on creating ISPs that align with 

organisational culture and recommendations for enhancing the ISP development processes. Engaging stakeholders in 

policy development is anticipated to increase their awareness of ISP importance and support successful ISP 

implementation within their organisations. The remainder of this paper is organised as follows: Section 2 discusses 

theoretical background related to this study, Section 3 outlines the context of this study, Section 4 presents the 

results of this study and followed by discussion about the results. Finally, Section 5 presents the conclusions drawn 

from this study.

2. Theoretical Background

2.1. Information Security Policies (ISPs)

Information security policies establish guidelines for safeguarding the information assets of an organisation. The 

intention of top management on the protection of information systems and the privacy and security of sensitive data 

is expressed in information security policies [4]. A well-developed ISP protects the organisation’s sustainable 

development, improves employees’ quality of life, and produces insights based on data [18]. Supportive 

organisational culture and end-user participation in policy development processes substantially influence employees’ 

opinions about compliance [19]. Once employees’ opinions about ISP compliance are enhanced, and the compliance 

culture is well-founded, the threat to the organisations’ information assets and data is ultimately diminished [20]. In 

a city context, the concern is not only about the government employees’ compliance with the ISP, but it should also 

be concerned about various stakeholders in the city environment, such as citizens and commercial providers. While 

individual businesses do face information security risks, collaborating across organisations brings additional risks, 

creating new opportunities for breaches, regulatory violations, and data exposure [14,21]. Hence, ensuring that 

citizens, government employees, and other stakeholders abide by the ISP should be considered during the ISP 

development stages. In addition, citizens will also be interested in how commercial providers and government 

employees are participating in the development of ISP and complying with information security standards, since 
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they will be interested in how their personal data is captured, stored securely, and shared responsibly. Therefore, 

there are privacy and security implications here which hopefully will prevent data breaches caused by irresponsible 

data handling.

2.2. International Standards of Information Security

International information security standards offer requirements for developing information security policies. 

According to Merchan-Lima et al. [22], Higher Education Institutions frequently employ COBIT, ISO 27000, ITIL, 

NIST, and EDUCAUSE as information security management standards. COBIT 5 for information security is a 

widely known framework that helps organisations achieve their goals and offers benefits from good governance and 

management of enterprise IT. Wolden et al. [23] examine the efficacy of COBIT 5 for information security 

framework implementation in lowering the risk of cyber-attacks on the Supply Chain Management Systems 

(SCMS). The findings suggest that COBIT 5 enhances the security of enterprise applications by introducing a new 

level of governance for information systems security. In several case studies, ISO 27001 and COBIT 5 are adopted 

simultaneously to achieve the full benefits of enterprise governance information technology [24,25]. ISO/IEC 27001 

is another international standard that is globally recognised as an Information Security Management System (ISMS) 

specification issued by the International Organisation for Standardisation (ISO) and the International 

Electrotechnical Commission (IEC). According to Höne & Eloff [26], information security policy standards are a 

valuable start for establishing an ISP. However, they should not be relied upon solely for the guidance given that 

their coverage is not thorough and frequently place more emphasis on the processes required to execute the ISP 

successfully than they do on the design of the policy [26]. Therefore, organisations should utilise international 

standards as one of many sources of guidance when developing ISPs rather than an exclusive reference.

2.3. ISPs Development Processes

There are various methodologies offered for ISPs development. Generally, there are three phases in ISPs 

development processes: input, development processes, and output [16]. The model proposed by Ward & Smith [11]

outlines five stages in developing a policy for access control. This approach defines in detail the processing and 

outcomes of the policy but needs more detail in explaining the input and processing of raw data. In addition, an 

information security meta-policy has been developed by Baskerville and Siponen [6] to support different 

characteristics and environments in evolving organisations where the policy might need to be updated regularly. 

Moreover, Howard [8] offers eleven tasks over the life of a security policy. Some developmental tasks are rough 

compared to other models with a life cycle; for instance, authorisation, consultation, execution, familiarisation, and 

exemptions may be regarded as the implementation phase. Moreover, a Policy Framework for Interpreting Risk in 

eCommerce Security (PFIRES) has been initiated by Rees et al. [10]. This model is more straightforward in defining 

activities in the input, construction, and application phases as policy shifts over its lifetime. Nevertheless, this model 

needs to consider continuing preservation concerns and consider how to analyse the input before constructing the 

policy. Besides, Knapp et al. [27] establish a process model representation at the organisation level that incorporates 

inner and outer attributes and extends beyond the team of ISP development. This model also recognises the policy 

retiral, assessments, and automatic monitoring tools. Additionally, Flowerday and Tuyikeze [7] proposed another 

wide-reaching viewpoint on ISP development which also discusses the stakeholders who should be engaged in the 

process. However, they did not further examine the framework's implementation processes or additional inputs. 

Another ISP development framework proposed by Cram et al. [1] summarises a sequence of opportunities to tackle 

gaps and inconsistencies in the study of ISPs development (as presented in Fig. 1). The model incorporates social 

qualities of security constraints, for example, culture, emotions, personality traits, and policy fairness. Policy 

development still needs to improve these aspects [16]. This condition is also supporting the purpose of this study to 

uncover the impact of stakeholder participation in ISP development to achieve better ISP compliance. Furthermore, 

in the recent study, Stewart [17] proposed a general framework based on the Nine-Five-circle for developing, 

implementing and evaluating an organisation’s ISP. Based on this work, the author has proposed six constructs that 

can influence ISP development and outcomes, i.e. external partners or stakeholders, information security 

misperceptions, information security investment, organisational commitment, security intelligence, and cyber threat 
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intelligence. The author used a thorough and logical model that can serve as the foundation for a "checklist" for 

establishing and overseeing ISPs.

Fig. 1. Information Security Policy Framework Proposed by Cram et al. [1].

2.4. Stakeholders Involvement in ISPs Development

Stakeholders' support is required in the ISPs development and implementation processes. Maynard et al. [15]

have reported different stakeholders in ISPs development, including top management, company division 

representatives, customer group, human resources, ICT professionals, legal teams, third-party representatives, 

security experts, and public affairs. Moreover, Flowerday and Tuyikeze [7] identified key stakeholders that must be 

engaged in ISPs development: top management, end-users, legal advocate, ICT specialist, the human resources 

department, and external agents. However, previous studies have yet to identify stakeholder roles in every phase of 

ISP development. End users have been recognised as one of the stakeholders in ISP development. In a city, 

government employees and citizens are also the end users of government-provided public services [18]. According 

to Wu et al. [18], the publication of ISPs should enable all citizens to read the pertinent rules at their leisure. All 

citizens must be able to learn and express their comments on the ISP documents. This involvement will impact 

citizens' moral judgments of the ISP since they will learn how the ISP is addressing data ownership and privacy 

concerns. Although stakeholder involvement is commonly discussed in other parts of the security policy, mainly 

concerning compliance, little thought is given to the subject when creating an ISP [1].

2.5. ISPs Compliance

Current research on information security policies (ISPs) has strongly emphasised the drivers of employee security 

policy compliance. Policy compliance and employee support are essential aspects that should be included in the 

formulation and execution of ISPs [7]. In order to facilitate employees’ compliance with policy requirements, 

ongoing efforts should be made to ensure that they are aware of the policy [8]. Subsequently, the success of policy 

implementation efforts should be monitored and reported during the compliance monitoring phase [8]. The 

organisation culture will significantly influence the general attitude of employees toward security. The security team 

may encounter difficulties in enforcing a specific policy if the organisation culture cultivates opposition against 

security regulations that employees deem inappropriate [9]. The information security culture is positively influenced 

by reading and understanding the ISP [28]. Employees must read and comprehend the ISP to effectively direct 

behaviour, change attitudes toward policy compliance, and promote a robust information security culture [28]. 

Therefore, ISPs publication is required in ISPs development processes because it allows stakeholders to read and 

understand the ISP. Understanding the ISP will also lead to awareness and compliance toward the ISP.
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3. Context of The Study

This research selects Surabaya as the study setting because it is one of Indonesia’s leading smart cities, utilising 

technology and data-driven solutions to enhance urban governance, public services, and overall quality of life. The 

city of Surabaya has received multiple awards for its smart city initiatives. It was awarded the Smart Government 

and Smart Environment honours by the Ministry of Communication and Informatics at the 2023 National Smart City 

Forum, recognising its efforts in digital governance and environmental sustainability. Additionally, in 2019, 

Surabaya won the Indonesia Digital Economy Award in the city category, highlighting its progress in fostering a 

thriving digital economy [29]. As Surabaya continues to develop as a smart city, its residents are increasingly 

integrating digital services into their daily lives, including the use of e-government platforms, cashless payment 

systems, and online public services. The city has also witnessed a significant rise in young professionals and 

students actively participating in the technology startup ecosystem and contributing to the digital economy sector 

[30]. To further enhance digital literacy and information technology skills, the Surabaya City Government has 

established Broadband Learning Centre (BLC) facilities across the city. This initiative is part of the Surabaya Smart 

City program, designed to bridge the digital divide and ensure equitable access to technology for all segments of 

society. The BLCs serve as Information and Communication Technology (ICT) learning hubs, offering free training 

programs focused on essential digital skills, including computer proficiency, internet usage, and digital application 

literacy [31]. By equipping citizens with these competencies, the initiative supports workforce readiness and digital 

inclusion in Surabaya.

To accelerate service delivery and streamline administrative procedures, the Surabaya City Government has 

implemented a range of e-government systems, reducing bureaucratic complexity and increasing accessibility for 

both citizens and businesses. With the ongoing digital transformation in governance, the Surabaya City Government 

has also introduced policies aimed at strengthening information security [32]. However, currently there is no unified 

national standard in Indonesia for formulating information security policies (ISPs). Although the National Cyber and 

Crypto Agency provides some guidance and international frameworks like ISO 27001 and ISO 27002 are commonly 

used, there is no overarching national framework that directs ISPs development across various sectors. As a result, 

organisations often depend on international models or external consultants, which can lead to policies that are either 

impractical to implement or not well understood by end users. This lack of a comprehensive, cross-sectoral national 

framework for ISP development represents a significant gap in Indonesia's information security landscape and 

serves as a key motivation for this study.

Information security policies in a city must evolve from an organisational framework to a broader, multi-

stakeholder context by taking into account the interests and responsibilities of various stakeholders. Ensuring 

comprehensive information protection requires strong synergy between the city government, private sectors, 

academic institutions, and citizens. By adopting this approach, ISPs in urban settings are not only confined to 

specific organisations but also serve to safeguard society as a whole through well-defined regulations and effective 

cross-sector collaboration. However, existing ISP frameworks predominantly focus on individual organisations 

rather than on a broader, multi-stakeholders’ context [1,7,9,10]. This research seeks to analyse the implementation 

of the organisational ISP framework proposed by Cram et al. [2] and explore its extension to ensure compliance 

within a multi-stakeholder environment. The framework was chosen for its robustness, adaptability, and broad 

recognition, offering a valuable structure for understanding how information security policies are developed within 

organisations. Its clarity, comprehensiveness, and openness to extension make it an ideal foundation for research 

that seeks to adapt and expand ISP models into more complex, inter-organisational, and urban governance settings, 

such as in the Surabaya city.

This research employed 40 semi-structured interviews with ten representatives from each of the four stakeholder 

groups, each playing a distinct role in the city's information security landscape. These groups include the Surabaya 

city government as the primary regulatory authority responsible for formulating, enforcing, and overseeing 

information security policies at the municipal level; IT consultants as experts who support the government in 

developing, assessing, and improving information security frameworks and policies; Market providers or IT-based 

companies as representatives from private sector entities that offer IT services, develop digital infrastructure, and 

manage systems that handle citizens' data as part of the smart city initiative; and Citizens of Surabaya as end-users 

of digital services provided by both the government and private sector, whose data security and privacy are directly 
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impacted by ISP regulations and practices. By examining the interactions between these stakeholder groups, this 

study aims to provide a comprehensive understanding of how ISPs can be effectively implemented in a multi-

stakeholder urban environment, ensuring both regulatory compliance and enhanced information security.

4. Results and Discussion

According to Braun & Clarke [33], thematic analysis consists of six stages i.e., familiarisation with data, 

generating initial codes, searching for themes, reviewing themes, defining and naming themes, and producing the 

report. In this research, the initial codes were developed based on the Cram’s framework [1]. Then, the researcher 

generated new codes to accommodate excerpts from the interviews that did not match with any codes from the 

initial codes. For instance, Cram et al. [1] identify three key drivers of ISP compliance: (1) organisational 

characteristics, managerial and informal controls; (2) emotional impacts; and (3) personality and dispositional traits. 

However, through the interviews, a much broader set of dimensions was revealed, such as the importance of ethical 

considerations in promoting policy compliance and change management in dealing with transition periods following 

the introduction of a new policy. These were translated into ‘new codes’ and formed part of the analysis as shown in 

Table 1. Afterward, the codes derived from the preceding phase were analysed to discover their interrelationships 

and subsequently organised into distinct themes. The themes were referred to the relationships in Cram’s framework 

[1], i.e. ISPs design and implementation factors, the influence of ISPs on both the organisation and individual 

employees, the organisational and individual factors that drive policy compliance, the impact of ISPs on achieving 

organisational objectives, the feedback loop, and with one additional theme, multi-stakeholder.

Based on the Cram’s framework [1], there are some factors that serve as an input for ISPs design and 

implementation, namely (1) information security standards, guidelines and regulations, (2) the format and content of 

ISPs, (3) risk considerations, and (4) the control mode, degree, and style. Based on the interview findings, not all 

factors from the original framework were evident; instead, Indonesia’s bureaucratic structures and regulatory-driven 

approach emerged as dominant influences, especially in Surabaya. Government regulations largely dictate ISP 

development and the adoption of international security standards. The second factor, the influence of ISPs on the 

organisation and individual employees, includes (1) information security culture, awareness and support, (2) socio-

emotional consequences of ISPs, and (3) the perceived legitimacy of the policies. Narratives from the interviews 

suggested that the impact of ISPs in Indonesia centres on raising awareness and ensuring organisational support. As 

ISPs are still relatively new in the country, widespread dissemination and stakeholder education are crucial. The 

interviews highlighted that both employees and citizens need greater awareness to improve compliance and reduce 

risks. Organisational support, particularly through training and awareness programs, is essential, yet government 

agencies often deprioritise ISPs, resulting in weak enforcement and limited outreach. The third factor, the 

organisational and individual factors that drive policy compliance, includes (1) the influence of organisational 

characteristics, managerial and informal controls, (2) emotional impacts, (3) personality traits, and (4) ethical 

considerations in relation to compliance with ISPs. Insights gathered from interviews reveal that managerial control 

is key to ensuring compliance with ISPs, especially within Indonesia’s top-down organisational structures. Strong 

leadership support helps embed ISPs into daily operations, shapes employee behaviour, and fosters a security-

conscious culture. Public transparency and stakeholder involvement also play vital roles; despite centralised 

policymaking, citizens and staff express a desire to provide feedback, which could lead to more effective and 

relevant policies. The fourth factor, the impact of security policies on achieving organisational objectives, explores 

the challenges that mediate the success of these objectives, such as enforcement issues, resource availability, policy 

complexity, and the need for policy customisation. Narratives from the interviews indicated that implementing ISPs 

in Indonesia faces major challenges, including inconsistent enforcement, limited resources, and a lack of leadership 

prioritisation. Continuous monitoring is essential to ensure compliance and identify non-compliance for corrective 

action. However, without adequate funding, infrastructure, and top management support, ISPs risk becoming 

symbolic rather than practical tools. Subsequently, the feedback loop reflects the iterative process of ISPs, 

acknowledging that they are developed and refined both before and after implementation. Effective feedback loops 

are essential for refining ISPs and ensuring their ongoing relevance. According to participants' accounts, in a multi-

stakeholder environment, feedback mechanisms should be extended to include diverse input from government, 

private sector, and the public. A strong measurement system is also needed to evaluate policy effectiveness. Lastly, 

the study highlights factors specific to a multi-stakeholder setting that have not been discussed in the Cram’s 

framework, including communication behaviour and coordination mechanisms. The interview findings 
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demonstrated that clear and consistent communication is essential to ensure all stakeholders, including citizens, 

understand the ISPs. In a multi-stakeholder environment, the ISPs monitoring process should involve not only 

internal organisational reviews but also coordination between the government, market providers, and citizens. 

Effective collaboration among these stakeholders can enhance policy oversight and responsiveness. This 

coordination may also necessitate the establishment of a dedicated government function responsible for overseeing 

and facilitating these interactions to ensure alignment and accountability.

Table 1. Themes and sub-themes developed in the thematic analysis process.

Themes Sub-themes Sub-ordinate themes

Inputs of ISP design Security standards, guidelines, and regulations Guidelines availability

ISP format and content Literatures

Risk considerations

Control mode, degree, and style Bureaucracy aspects

Impacts of ISP on organisation and 

individual employees

Information security culture, awareness, and support

Socio-emotional consequences

Perceived legitimacy

Factors driving compliance Organisational characteristics, managerial and informal 

controls

Emotional impacts

Personality and dispositional traits

Ethical issues Stakeholder involvement

Public transparency

Change management

Challenges mediate organisational 

objectives achievements

Enforcement issues Inconsistencies

Resources availability

Complex policy

Policy customisation

Top management priorities New policy

Policy availability

Incident reporting

Policy adjustment (Feedback loop) Policy review Frequency of reviews

Reasons for updates

Measurement tools

Knowledge management

Feedback mechanisms

Multi-stakeholder context Communication behaviour

Coordination mechanisms

Note: 

● The sub-themes printed in italic were new codes.

According to the interview results, the study points out some possible additions to the Cram’s framework, which 

might be beneficial in achieving compliance in a multi-stakeholder context and improving the information security 

practice in Indonesia. First, in a multi-agency setting, the importance of communicating policies clearly and the 

intention of policy makers to inform all stakeholders about the policies, including citizens, should be emphasised. 

ISP development in Surabaya is primarily state driven, following the bureaucratic control mode. All communication 

activities between the layers needed to implement ISP better seem to be discrete levels of hierarchy, with limited 
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transparency between communication channels. The involvement of non-government stakeholders (e.g. citizens, 

market providers, and non-state elements) should be considered to achieve ISP compliance. Hence, there should be a 

clear mechanism on how to cascade down the policy so that the policy makers and implementers have common 

understanding. Therefore, how a new policy will be introduced to various stakeholders, what media will be used, 

who will be responsible for the activities, and when the activities will be conducted need to be carefully considered 

during the design phase of security policy. Second, coordination mechanisms between the government and market 

providers as well as citizens in a multi-stakeholder context are crucial. In a multi-agency setting the communication 

and coordination are not only top-down in a single organisation hierarchy but also horizontal across different 

agencies. New technologies have enabled new types of organisations in which bureaucracy can take new forms or be 

combined with or displaced by other coordination mechanisms [34]. In this coordination effort, an intermediate 

agency may be required to oversee overall coordination. The intermediate agency is a new system of work that 

could bring incentives for the government, such as better management of resources and cost savings, whilst 

providing a better service. For market providers, such a setup would require incentivising the private sector to have 

more direct involvement, thus increasing investment in this area. Lastly, in a multi-agency environment, the 

'feedback loops' should be expanded to incorporate input from various entities within the city, reflecting its dynamic 

nature, and navigating between different levels of the hierarchy. It is also important to consider how the feedback 

mechanisms in a multi-stakeholder setting will be designed to accommodate input from diverse stakeholders. 

Citizens and operational staff are currently not involved in any ISP-related process, but hopefully in future changes 

will emerge to allow for additional feedback opportunities to take place.

5. Conclusions

In conclusion, this study highlights the ISP development processes in a multi-stakeholder setting, demonstrating 

the importance of communication and coordination, the role of non-government stakeholders, and the extended 

feedback loop for incorporating views of market providers and citizens. Our findings provide new insights into ISP 

design by capturing diverse perspectives on the processes and factors shaping ISP development in a multi-

stakeholder setting. From a practical standpoint, this research offers guidance to local government institutions in 

Indonesia and beyond on how to improve ISP development to achieve and sustain higher levels of compliance and 

commitment. This is currently a challenge for many local authorities, who aim to redefine or tailor existing 

processes and procedures by drawing on expertise from other agencies, while still maintaining their own service 

offerings and cultural norms.
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