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Abstract. Proving properties about robotic systems with humans-in-
the-loop relies on assumptions about human behaviour. Existing tech-
nologies require expertise not reasonably expected from psychologists
and human-factors engineers, for instance. A user-needs analysis of in-
dustrial design techniques for human-robot interaction has identified a
lack of standardised approach. We present RoboScene, a notation based
on UML sequence diagrams that can be used to capture assumptions
derived from human-factors artefacts, through novel constructs enabling
consideration of stakeholders with different traits. We describe a tock-
CSP semantics for RoboScene, and show how we can connect (mathe-
matically) RoboScene diagrams to platform-independent software mod-
els. This is applied in the context of a Human-Centered Engineering
process, demonstrated via an industrial case study.

Keywords: RoboStar - Sequence diagrams - CSP - HCE

1 Introduction

Currently, capturing assumptions for mathematical reasoning about human be-
haviours when interacting with a robotic system requires expert knowledge that
many stakeholders do not normally have [25,4,24]. Psychologists, human-factors
engineers, and experts in human-robot interaction (HRI) in general are best
placed to provide the data for human behaviour and interaction models, but the
communication with those capable of generating formal models poses challenges.
Cross-discipline communication should be facilitated without loss of precision.

Many recognise the importance of formal reasoning about HRI, and signifi-
cant progress has been made on modelling and verification. Pioneer works model
the human as a black-box deterministic input into the system [10], or obtain by
(manual) translation a mathematical model of human-behaviour for verification
from an accessible notation [2]. In addition, the pioneering works do not al-
ways consider connections with models for the robotic platform and operational
scenarios [33,34] that play a key role in system-level reasoning.
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In this paper, we present RoboScene, a UML-based notation, accessible, with
minimal training, to human-behaviour experts, that can be used to capture as-
sumptions about human behaviour. RoboScene diagrams can be connected to
models of system software, hardware, and the operational scenario to create
a model with a system-level view. RoboScene can be used to generate auto-
matically a mathematical process-algebraic model for verification of the entire
system. With RoboScene, we can capture assumptions about humans as nonde-
terministic timed interactions with the robot or environmental elements.

In designing RoboScene, we have started with a user-needs analysis (UNA)
to confirm the need and identify the requirements for a notation to capture
human behaviour [16]. RoboScene is the notation we have designed to address
these requirements. We present the RoboScene’s metamodel and semantics in
tock-CSP [32,1], a timed variant of CSP [18]. We demonstrate the use of Ro-
boScene, via a search-and-rescue (SAR) drone example, and work from a Hier-
archical Task Analysis (HTA) [37], carried out by Thales, to create RoboScene
and RoboChart models. We follow an (automated) engineering process enabled
by RoboScene, also described here. In doing this, we identify gaps in the HTA
and prove properties about the time taken to complete a search.

We present our work in the context of the RoboStar framework [7], which
includes domain-specific notations [5,6,38] and tools for robotics. In particu-
lar, we use RoboChart [27] to describe platform-independent models of control
software. With RoboScene and RoboChart, we give an accessible and holistic
account of a robotic-system design and explore properties and consequences of
human behaviours at an early stage of development. RoboScene, however, is an
independent novel notation that can be used in connection with models written
in other notations. RoboScene is independent of the RoboStar framework, but
connects well with it via their common process-algebraic foundations.

RoboScene adopts the structure of UML sequence diagrams, but includes
novel constructs. RoboScene diagrams use a notion of capability, and actors to
represent human stakeholders, the robotic platform, or other interaction devices.
The capabilities of the platform are used to connect the assumptions in the
sequence diagram and a software model. Groups of diagrams enable the definition
of related assumptions for different human traits, such as “tired” or “untrained”. A
construct is also available to represent human decisions. Finally, time constructs
allow the definition of assumptions about ranges of reaction times.

Our contributions are as follows: (1) RoboScene, a notation for modelling
expected user behaviour accessible to various stakeholders; (2) mathematical
semantics for RoboScene; (3) a technique to prove properties of a system that
depend on human interaction; and (4) the description and demonstration of a
process to use RoboScene through an industrial case study.

Next, we present related work. Section 3 summarises the UNA used to design
RoboScene whose proposed use in an engineering process is defined in Section 4.
RoboScene is described in Section 5, and formalised in Section 6. We demonstrate
use of RoboScene in Section 7. We conclude and propose future work in Section 8.
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2 Related work

In this section, we briefly describe three formal approaches to reason about HRI,
and works that formalise UML-like sequence diagrams. In all cases, either there
is no support for a notation that facilitates communication, or for verification
involving key aspects of human behaviour: time and data exchange.

We single out three state-of-the art approaches to reason about HRI. PVSio-
web [25] is an environment for user testing of PVS [30] models. IVY [4] is a
textual notation that uses action-logic for modelling of human interaction and
behaviour. In both cases, the creation of models requires specialist knowledge.
The CIRCUS [24] component HAMSTERS provides a graphical interface for
creating an HTA-like user task tree, but has no associated verification approach.

In terms of formal UML-like sequence diagrams, RoboCert [38] is a notation
for defining and proving properties of RoboChart models and their components.
RoboCert does not cater for human input and some of its constructs (such as
parallel and alt) are not in accordance with the UML semantics.

Several works cater for manual [19,39,13,22] or automatic [20,28,36,29,11,35]
generation of mathematical models, like we do, but do not cover timed constructs
and reasoning, and some consider a restricted or modified set of UML constructs.
Both [8] and [23] model these constructs, but do not cater for nondeterministic
time specification in their sequence diagrams, and as such do not provide an
opportunity to model human decision-making with respect to time.

3 User-Needs Analysis

To understand HRI design and verification techniques used in industry, we have
undertaken 14 semi-structured interviews of industry professionals, across a va-
riety of sectors, working in roles at different stages of the robotics-development
lifecycle. Interviewees included human factors engineers, UX designers, software
engineers, researchers, and technical directors [16].

UML sequence diagrams have been identified as a basis for the study due to
their usability and existing use base across the robotics-development lifecycle.
Their standardisation and documentation increase usability, and Kutar [21] in-
dicates that these diagrams can be understood by those with little knowledge of
the notation. To validate use of these diagrams, the interviews questioned the
methods, tools, and standards used during design, how designers think about
the human component of HRI, and the use of UML.

Through qualitative thematic and content analysis 3] of the interview tran-
scripts, we have identified the need, and requirements, for a standardised no-
tation to capture human behaviour that can facilitate effective communication.
RoboScene is the notation we have designed to address these requirements.

Internal, external, and construct threats to validity have been considered. For
instance, we have mitigated selection bias by ensuring no two participants had
the same role and affiliation. We have addressed the risk of over representation
via participant variety. We have also improved reliability by the interviewing
researcher doing the initial encoding of the transcripts.
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4 Modelling approach

Communication between robotic-system designers, identified through the anal-
ysis of the interviews as a key requirement, is facilitated through the approach
described in Fig 1. The process begins with a model of the robotic system as de-
fined by an expert on the human component; in our example this is a Hierarchical
Task Analysis (HTA) [37] provided by a human-factors engineer.

Are

Do

HTA 1. RoboScene - interactions map to “>Yes action timings Yes—| 4. Spegify
Models capabilities? Properties
_— present? - J

No No
Consult
Experts NO-—-—

Fig. 1. Modelling flow for SAR example

5.
Do the checks
pass?

Yes—
Design

HTA is a well-known notation and technique [37], with support provided by
several tools [26]. In ongoing work, we are defining a metamodel for a version of
HTA that is appropriate for use with RoboScene, and are defining a technique to
extract RoboScene models from HTA. As we generate models of user scenarios
in RoboScene we can handle large and complex HTAs. Here, we consider the
HTA just as an informal source of information to write RoboScene models.

The next step of the process is the creation of HRI models using RoboScene.
Validating the RoboScene model, in terms of how interactions are carried out us-
ing the capabilities of the robot and of information on timings for human actors,
requires communication with domain experts in the case of an issue. These ex-
perts include software engineers, roboticists, hardware engineers, human-factors
engineers, and maybe even prospective users. Issues of time may be addressed
by additional computational capacity or improved interfaces, for example. So,
our work is complementary to those in HCI concerned with identifying and im-
proving the design of human-robot interfaces.

The process is iterative, and finishes when the design meets the properties.
All steps except (5) are manual; our work presented here automates (5).

5 RoboScene

RoboScene addresses the requirements identified in the study described in Sec-
tion 3. This is achieved by novel constructs to capture HRI scenarios: groups of
sequence diagrams per scenario of use, a notion of traits for actors, memory (hold-
ing variables) to capture information exchange, time constructs to capture re-
action times, and nondeterminism to capture uncertainty or time ranges. More-
over, self-directed messages are used to capture decisions. Here, we describe the
metamodel of RoboScene (Section 5.1) and then present examples (Section 5.2).
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% RoboSceneModel
[1..1] capabilities —— e [1..*] sequencediagramgroup
l & typespecification : TypeSpecification

0..1] constant g,

[ capabilities | @ ActorType ] NamedElement B SequenceDiagramGroup
52 actorblock : ActorBlock ’ = WORLD 7 name : EString [1..*] actor

= HUMAN

= INTERFACE ZF J [1..*] sequence
[ Constants FARCECT ‘

Sequence
© timeunit : TimeUnit = SECONDS ‘ g Actor S
=1 Vati i v PR
&3 constants : VariableList = . - [2.4] actor _I trait : EString )
7 type:ActorType = WORLD 5 fragment : InteractionFragment
&% variable : VariableList

Fig. 2. An excerpt of the RoboScene metamodel

5.1 Metamodel

The RoboScene metamodel, sketched in Figure 2 and fully defined in [17], rep-
resents a RoboSceneModel via four attributes. It has exactly one declaration of
a capabilities block, one or more sequencediagramgroups, and optional constants
and typespecifications. The capabilities can include one or more actorblocks. An
actorblock consists of exactly one actor, any number of variables, and any number
of ins and outs corresponding to the lifeline events of the actor. An actor has a
name and a type, set to WORLD as default. The sequencediagramgroups have a
name, one or more actors, and one or more sequence diagrams. A sequence has a
name, two or more actors, and one or more fragments, like in UML, but also op-
tionally includes a trait and variables. Moreover, RoboScene has additional forms
of fragments for wait and deadline.

Well-formedness conditions identify the valid instances of the RoboScene
metamodel for which we can give semantics. These can be found at [17].

5.2 RoboScene overview

Figure 3 shows a small example inspired by our case study: it includes 7 capabil-
ities, 3 actors, and 7 fragments. The full case study, developed in an industrial
setting, has 32 capabilities, 5 actors, and 105 fragments [17]. In Figure 3, we give
some Constants, Capabilities, and one diagram. Further examples of RoboScene
sequence diagrams can be seen in Figures 4, 5, 6, 7 and 16.

Capabilities are variables, events, or operations, representing the actors pos-
sible interactions used in their lifelines. Capabilities declarations are grouped in
blocks by actors. Variables (var) record inputs or outputs of messages for later
use in any lifeline. The lifeline for the actor that declares the variable has write
access to it; the others have only read access. Figure 3 shows three actors. For a
Pilot, for instance, we have two variables status and statusOk.

Events and operations are declared to specify incoming (in) or outgoing (out)
messages, respectively, for the lifelines of their actors. A declaration defines the
source or target of the message. A message is a communication, possibly pass-
ing data, resulting in action on the source (events) or target (operations). For
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= &3

Pilot Handheld Drone

Constants -I | |
i e 1 ! !
Egrr::tt :11;';' i'r:'E _ g GetDroneBattery Status | |
: = > |
const decisionComplete: int = 6 | | |
| GetBatteryStatus
Capabilities | | |
actor Pilot : |_ DisplayStatus?status |
var status: Status
var statusOk: boolean tdocisonComplete) ! DisplayDroneBatteryStatusstatus | :
in IsBatteryOk <- Pilot | | |
in DisplayDroneBatteryStatus: Status <- Handheld } :
out GetDroneBatteryStatus -> Handheld | |
actor Handheld ] IsBatteryOk?statusOk } :
out DroneStopSearch —> Drone :I:] } :
actor Drone _—: } :
out DisplayStatus: Status -> Handheld Pilot Handheld Diod
(a) Capabilities Component (b) Sequence Diagram Component

Fig. 3. RoboScene model of a simple drone system

instance, for the Pilot, DisplayDroneBatteryStatus is an incoming message from
the Handheld; GetDroneBatteryStatus is outgoing to the Handheld.

Each group of sequence diagrams can represent a scenario of interaction be-
tween humans and robotic devices, such as nominal and off-nominal (failure)
paths. Inside a group, diagrams can reflect different traits of the humans. In our
full example, we have one diagram capturing the interactions and times for the
Pilot when fatigued, and another, for when attentive. For a given scenario, we
may have sequence diagrams for all possible combinations of traits. These Ro-
boScene elements facilitate accurate representation of user stories and scenarios.

A scenario has several elements of interest. The first is the robot (which might
be specified, for example, by a RoboChart model [27]); this is an actor of type
robot. RoboScene can deal with multiple robot actors, although our verification
approach presented in Section 7 is for a single-robot.

Each relevant input device, providing an interface to a robot, can be repre-
sented by an actor. In our example, we have the drone, represented by a robot
actor, and a handheld device through which most interactions with a human hap-
pen. Since the handheld impacts on reaction times of the human and the robot,
which transmit information through it, we need to model it as an interface.

Like a robot, an interface can be defined by, and connected to, another be-
havioural model, or be just an abstraction reflecting the management of the
interaction flow. This choice might be influenced by the knowledge of the device
software and the properties of interest. When using third-party software, we can
create software models to record, for example, just response times.

In our example, we model the handheld in RoboChart as a buffer to store
and pass data to and from the robot. Such a simple behaviour could be captured
in RoboScene itself, but use of a RoboChart software model indicates that the
times are a feature of the handheld, not of a particular scenario.

Every scenario can have at most one world actor, which represents entities
that participate in the system but we do not need to represent individually. For
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our example, in Figure 16, this includes the weather forecast agency, an external
SAR management system, and the missing person call, among others.

The final type of actor is human. We can include multiple human actors to
capture different roles of humans: for example, tele-operators, such as the Pilot
and the Operator actors in our example, those interacting as a user, for instance,

the missing person in our example, or just passers by.
] l ]

loop [continue==true]|
T

UML constructs are defined as fragments in the meta- '
model and used to define the system flow. Communication .
I
I
I

between actors is via the UML message construct, which de-
fines a sender and receiver for all data and events. Typically,
interactions with robots are asynchronous, so RoboScene
covers only this type of message. In our example, for in-
stance, the human does not require the agreement of the
handheld to request the drone battery status (although the
request may be ignored) nor does the handheld require agree- ! !

ment of the human to display this status. Where synchronic- | i

ity is required, we can use a protocol. In our example, we k- :

model both call and response messages (see Figure 3b).

I I
I |
As already mentioned, we use self-directed messages of i :* -
human actors to capture decision making. This message can i i |
be used to represent an input from the human, which can take A -
time, and be recorded for later use in guards and messages. In
Figure 3b, the Pilot’s final message is IsBatteryOK7statusOk  Fig. 5. Parallel
representing that a decision about the battery status is made B ][
by the Pilot and recorded in the variable statusOk. P
To model nondeterminism through the system flow, Ro-
boScene includes the UML constructs loop (see Figure 4 for
an example), alt and opt. Each fragment can be guarded by
an expression, perhaps using a human decision-making vari- m
able, or remain unguarded and entirely nondeterministic.

|
|
I [

I ] 1
[
o
R
I ] 1
o
e I
[
oL
I ] H\
T

. e qe Fig. 6. Strict
The par construct enables parallel execution of lifelines '8 e

fragments divided in threads. The sequential flow is main-
| | |

tained within a thread, but across threads it is relaxed. For L |
example, without the par, in Figure 5 m1 has to come before m: o~ !
m1 |

|

|

m2, but with the par this restriction is lifted. This adds fur- —

ther nondeterminism and some freedom of action for actors. ="

|

|

In contrast to par, a strict fragment sequentially orders all L e
its contained fragments, even across disconnected lifelines. i : i
For the sequence diagram in Figure 6, for instance, it ensures N O
that m1 happens before m2; without the strict, that order is
unconstrained. The order of messages outside the strict is Fig. 7. Ignore
unaffected; m3 in Figure 6, for example, can take place before, after, or between
ml and m2.
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The ignore and consider fragments define which interactions are included in
system traces. Messages are ignored or considered dependent on the fragment
parameter list, regardless of whether those messages are present in the fragment
block. For instance, for the diagram in Figure 7, traces do not include messages
m1l or m4, the latter not actually occurring in the body of the ignore anyway.

To capture passage of time, RoboScene includes a wait construct defining a
specific value, or minimum and maximum values for a nondeterministic waiting
period. An example in Figure 3b is on the Pilot lifeline. Nondeterminism more
accurately represents a human’s interaction with a system, as humans are inher-
ently variable, and even those trained will react within a margin of precision.

RoboScene also includes a deadline construct to restrict the time of a se-
quence of interactions: it ensures that every actor involved in the constrained
interactions responds quickly enough. In our example, a deadline wraps (with a
vertical bidirectional arrow) all interactions within the diagram, defining that
they can take at most decisionComplete time units.

Next, we describe the formal semantics of RoboScene.

6 Formalisation

We now give a brief introduction to CSP and tock-CSP (Section 6.1), and an
overview of the tock-CSP semantics of RoboScene (Section 6.2). The semantics
are presented as rules that are the basis for automatic translation of RoboScene
models to tock-CSP; an example is provided in Section 6.3.

6.1 CSP and tock-CSP

CSP is a process algebraic notation for modelling concurrent systems. Processes
and channels are the key constructs of CSP, used to model systems, their compo-
nents, and their interactions. Processes define possible interactions and passage
of time as a sequence of events. Channels are used to define events representing
interactions with possible communication of values.

As said, we use tock-CSP [32,1], a timed variant of CSP that provides the
special event tock for the representation of the passage of a time unit. Table 1
summarises the tock-CSP operators used in this paper.

6.2 Overview of Semantics

The overall structure of the RoboScene semantics is outlined, using an informal
notation of blocks for processes and || for parallel composition, in Figure 8. A
RoboScene model, (1) in Figure 8, is given semantics as a collection of tock-CSP
processes, one for each sequence diagram, defined over channels representing
messages and variables corresponding to the Capabilities used in the diagram.
For instance, for our drone, the process defines the allowed interactions over
channels representing statusOk and DisplayBatteryStatus, among others.
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Operator Meaning ‘ Operator Meaning
tock Passage of one time unit P3@ Sequential composition
Skip Termination g& P Guarding
e -+ P Timed event prefixing Pl @ Interleaving parallel
wait t  Delay of t time units Pllc + d] Renaming
Pw» t Deadline; at most t tocks P [X] @ Time-synchronising
can pass within P parallel composition
P @ Internal choice uPef(P) Recursive function
PO Q@ External choice P\ X Hiding

Table 1. Tock-CSP rules used in the RoboScene semantics

(1) RoboScene Model
~(2).Sequenc:
@) (5) (6)

(3) (3) (3) Control Guard Memory
Lifeline Lifeline Lifeline Process Process Process
Process Process Process
for Actor: for Actor: for Actor: o em——
Pilot Drone Handheld

o an Strict ” Parallel Evaluation| | | | counters Process ” Process

Process Process Process Process. for: for:
Status. StatusOk

Fig. 8. Pictoral informal representation of the semantic structure of RoboScene

In Figure 8, we show the structure of a process for a sequence diagram,
(2). For our example, that process is in Figure 9. It is, at the core, a parallel
composition of processes that capture the behaviour of each of the lifelines. In
tock-CSP, P[cs] Q is the parallel composition of processes P and @ synchronising
on the events in the set c¢s and interleaving on the others.

Lifeline processes, (3), specify the interactions of a lifeline via a sequential
composition of processes defining the interactions of fragments. In our example,
the lifeline processes are lifeline(Pilot), lifeline( Handheld), and lifeline( Drone).
In Figure 10, we present lifeline(Pilot) for the Pilot lifeline, defined by a single
deadline fragment, and so a single process deadline(Pilot) with a deadline given
by the constant decisionComplete. The fragment process deadline(Pilot) is in
turn a sequential composition of fragment processes: one for each message and for
the wait. Sequential composition is defined through § and timed event prefixing
—. A final control event terminate just signals the end of the lifeline.

Lifeline processes synchronise on the intersections of what we define as their
alphabets: the sets of channels representing the capabilities of their actors. In
Figure 9, we have alphabets alpha(Pilot), alpha(Handheld), and alpha(Drone).
In alpha(Pilot), we have, for instance, the channel GetDroneBatteryStatus.

The semantics of a message fragment is a prefixing on the channel for the
message; for the fragment with GetDroneBatteryStatus, see the process in Fig-
ure 10. If a value is communicated, then the corresponding variable is also set.
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[ alpha(Pilot) N alpha(Handheld) |
lifeline( Handheld)
[ ((alpha(Pilot) U alpha(Handheld)) N alpha(Drone) |
lifeline(Drone)
BatteryCheck = [ {terminate, par, str} |
Control
[ {loop, alt, guard, terminate} |
Guard
[ sharedVars U {terminate} |
Memory
\ {loop, alt, par, str, guard} U shared Vars

( lifeline( Pilot)

Fig. 9. This tock-CSP process, called BatteryCheck, results from the application of a
rule to translate the Sequence in Figure 3. That rule is defined using rules to translate
Actor, VariableList and InteractionFragment constructs.

lifeline( Pilot) = deadline(Pilot) » decisionComplete

deadline( Pilot) = GetDroneBatteryStatus — DisplayDroneBatteryStatus?status — setStatus!status —
(Maz: {min .. maz} o wait(z)) g IsBatteryOk? statusOk — setStatusOk!statusOk — terminate — SKIP

Fig. 10. Process for the Pilot lifeline in Figure 3, generated by the rule for Sequence,
defined using rules for Actor, VariableList, and InteractionFragment.

For instance, for DisplayDroneBatteryStatus?status, the fragment process in Fig-
ure 10 uses setStatus!status to record the input value in the memory process.

The wait fragment is defined using the tock-CSP wait construct, and nonde-
terminism, if applicable. In our example, the fragment wait(min,max) is a non-
deterministic choice (operator M) of values x between min and maz to define a
wait(z). Just like for deadlines, there is direct rendering in tock-CSP.

The control flow of a lifeline, however, can be affected by control fragments.
So, Control and Guard processes, (4) and (5) in Figure 8, synchronise with the life-
line processes through additional control channels to define the valid sequences
of interactions. As our example has no Control nor Guarded elements, their cor-
responding processes are ready to engage in the terminate event immediately.

In general, however, the Control process gives semantics to strict and par
fragments. Control composes in parallel Strict and Parallel processes, which
themselves compose processes for each strict and par fragment in the diagram.
The lifeline processes communicate with Control, via events str.ID_STR and
par.ID_PAR, to pass across the control of its flow while inside a strict or par
fragment. Each fragment is numbered and the event communicates an identifier,
for instance, z in str.JD_STR.x, for each control fragment.

The Parallel process for the par in Figure 5 is shown in Figure 11. We
also show the definition of the lifeline process for A, which immediately uses
par.ID_PAR.1 to pass control to Parallel before terminating, since A has no
other fragment. Parallel accepts events par?ID_PAR.z for all values of z; in our
example, only 1 is used. For each identifier there is a guarded (&) choice (O)
of an interleave (|||) of processes for the parallel threads. In our example, there
are similar thread processes parallel_1_1 and parallel_1_2. The definition of a
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A = par. ID_PAR.1 — terminate — Skip

Parallel = par?ID_PAR.« — ((z == 1)&(parallel_1_1 ||| parallel_1_2)) g Parallel
O terminate — Skip

Fig. 11. Process for a Par fragment is generated by our rules.

A = loop_A_1 g terminate — Skip

(z)&(m1 — loop_A_1)
loop_A_1 = loop'ID_LOOP.1 — guard.ID_LOOP.1.17x — | O

(not(z))&(SKIP)

Evaluation = reset_counters § guards_response

guards_response = loop?ID_LOOP.id —
(id == 1)&
getcontinue? continue — getCount. ID_LOOP .17z —
not(continue == true)& . o
( (setCount.ID_LOOP.1'0 — Skip g guard.ID_LOOP.1.1!false — Skip)) 8 guards_response
O...

O terminate — Skip

Fig. 12. Process for a Loop fragment generated by our rules.

thread process is similar to that for a sequence diagram matching the fragments
in the thread, but without a memory or a guard process. To ensure that Parallel
terminates when the lifeline processes do, terminate is offered in choice.

The definition of Strict is very similar to that of Parallel shown in Figure 11.

The loop, alt, and opt fragments determine the control flow based on the
evaluation of guards (entry conditions). The processes for these fragments are
captured in the lifeline processes, using the Guard process to evaluate their entry
conditions and synchronising those evaluations as needed. Figure 12 shows the
semantics for the diagram in Figure 4. The semantics for alt and opt are similar.

For the lifeline A, the process uses a loop process, loop_A_1, to capture its
participation in a loop fragment. The definition of a loop process starts with an
event loop!ID_LOOP.x, where z is the identifier of the loop; 1 in our example.
That event signals to the guard process the requirement to evaluate the entry
condition. The processes for all lifelines involved in the loop synchronise on that
event, so evaluation happens only when all lifelines are ready to enter the loop.
After that, all lifelines receive the result of the evaluation via a guard event. With
that result, the loop process decides (O) whether to iterate or finish (SKIP). The
semantics in the case of an iteration is that of the fragment of the lifeline inside
the loop (just m1 in the example), followed by a recursive call to the loop process.

Guard is a parallel composition of Evaluation and Counters processes. Counters
handles counter variables to keep track of the number of times a loop is executed.
To enable model checking, we limit the number of times that every loop can it-
erate. The Evaluation process resets the counters (process reset_counters) and
proceeds as defined by guards_response, which composes processes for each of
the guards of the loop, alt and opt fragments.

The guards_response process gets from the memory process the values for
the variables used in the guard conditions, preventing potential inconsistencies
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A = ignore_A_1 g terminate — Skip

ignore_A_1 = (m1) \ {ml, md}

Fig. 13. Process for an Ignore fragment generated by our rules.

[rsm : RoboSceneModel]l,, = [rsm.constant] ., [[rsm.caps] . [rsm.seqdgrmgrps] ¢y [rsm.types] ;v

[ {str, par, terminate} ]| Control(parFrags, strFrags))
[ {alt, opt, loop, guard, terminate} || Guard(altFrags,loopFrags, optFrags))
[ sharedVars U {terminate}|| Memory) \ {alt, opt, loop, guard, str, par}

[s : sequence]y 2((((“ a : actors(aj,...,a,) e alpha(a) o lifeline(a))
|
|
|

where actors = s.actor and parFrags = par(s.fragment) ---

Fig. 14. RoboScene CSP rules for a Sequence

arising if each lifeline evaluates the condition separately. In the example, for
guard 1 (id == 1), getcontinue and getCount.ID_LOOP.1 are used. Afterwards,
a choice (O), based on the result of the evaluation of the guard, defines the
value communicated via the guard event. In Figure 4, A uses guard condition
continue==true, so in guards_response, if not(continue == true) holds, guard
communicates false. Other choices are omitted in Figure 12.

The semantics for the ignore fragment in Figure 7 is in Figure 13. A uses
the process ignore_A_1 to capture A’s interactions within the ignore fragment,
but with the channels for the fragment parameters {m1, m4} hidden (\). For
consider fragments, the same process is used but the hidden set is the set of all
possible interactions in the diagram minus the parameter set.

To capture the semantics of a diagram, we also have a memory process, (6),
composing in parallel processes that record the values of the variables. This
is a standard way of modelling state in CSP. Each variable in the Capabilities
ActorBlocks is defined by a pair of get and set channels and a process that uses
these channels to provide and update the value of the variable.

The Memory process (see Figure 9) synchronises with all processes on the
variable get and set channels, which is included in the set shared Vars and hidden.
Synchronisation occurs in all variable processes on terminate.

Next, we explain how the semantics of RoboScene models is formalised.

6.3 Formalisation

We have defined 41 semantic rules that map RoboScene models to tock-CSP;
they can be found at [17]. They are the basis for automatic translation from
RoboScene to tock-CSP. The rules use multiple typefaces to differentiate between
references to the metamodel, a metanotation, variable names, and CSP terms.

The top rule defines the function [_],,, which maps a RoboSceneModel
to a collection of channel and type declarations, and process definitions. It is
shown in Figure 14. The channel and type declarations are defined by rules for
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Capabilities, Constants, and TypeSpecifications, whose simple def-
initions are omitted. The channels declared are those mentioned in the previous
section. The processes are defined by the rule for a function [_] ¢, for groups
of sequence diagrams. This rule uses the function [_] ¢ shown in Figure 14.

With [[s : Sequence] g, we get a tock-CSP process for a sequence diagram
s. The first part of this process is the parallelium of lifeline processes, lifeline(a),
for each actor, a, in s.actor over the alphabets, alpha(a), of these actors.

This in turn is put in parallel with the Control() process which, as previously
explained, manages all parallel and strict fragments through channels par and str,
respectively, and these channels are used to synchronise between the lifeline(a)
processes and Control(). Similarly, the alt, opt, and loop fragments are managed
by the Guard() process which uses alt, opt, loop and guard channels to syn-
chronise with the lifeline(a) processes, using the guard channel to evaluate all
fragment guards. The parallel composition of lifeline(a)s, Control() and Guard()
is then synchronised with the Memory process over the alphabet of all accessi-
ble variables, sharedVars. All processes are synchronised on the special channel
terminate to ensure that they all successfully conclude when the sequence ends.
The channels alt, opt, loop, guard, str, par are considered internal events and as
such are hidden, \ {}, within the sequence diagram process. Within the where
statement, par is a syntactic filtering function that defines the set of fragments
in s.fragment that are of the particular type ParFragment representing paral-
lel fragments in the metamodel. Similar comments apply to strFrags, altFrags,
loopFrags and optFrags, for the other forms of fragments.

Omitted in Figure 14, as - - -, but found at [17], are the definitions of: processes
for lifeline(a), Control and Guard; and the channels and datatypes defined for
UML constructs; and, actor alphabets, alpha(a).

Next, we describe how we have used the calculated semantics.

7 Verification

Here, we use a search-and-rescue UAV system, used in the field in the UK [15],
to demonstrate the application of RoboScene. We present the needed software
models for the UAV system (Section 7.1). We then present the RoboScene model
obtained from an HTA (Section 7.2), specify and check properties of interest
using RoboCert (Section 7.3), and report our results (Section 7.4).

7.1 Software Models

As RoboScene is intended for providing scenario models and guiding training,
in a way usable by human-behaviour experts, it does not model the control soft-
ware. For system-level verification we need comprehensive software and hardware
models. We can connect these models to RoboScene models using capabilities.
RoboChart [27] is a notation to describe platform-independent behaviour
of robotics software. In contrast to RoboScene, RoboChart defines complete
behavioural models, not scenarios, with human-interaction abstracted via inputs
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& SAR_Platform SAR_Input SAR_Output E Status
IE SAR_Output GetBatteryStatus ¢ GetBatte ryStatus Q) pisplaystatus(status: Status) High
@SAR?Input Low

I SAR_SW o§ SAR_Controller
® SAR_Output

GetBatteryStatus| GetBatteryStatus ® SAR_Input

" ref SAR_Platform % ref SAR_Controlle GetBatteryStatus
GetBatteryStatus , 5 ref stm_ref0= SAR_Stm

Fig. 15. RoboChart model of a simple drone

or outputs. RoboChart can be used to define design models for code generation,
test generation, and verification of software properties, such as deadlock freedom.

RoboChart A brief overview of RoboChart is given here via a simplified version
of our example. We describe just the RoboChart features needed to explain its
joint use with RoboScene. The models for the full case study are available [17].

RoboChart models are modules characterised by an abstraction for the robotic
platform defining services required by the software events and operations. The
behaviour of a module is defined by one or more parallel controllers. Each con-
troller is defined by one or more state machines also in parallel.

The RoboChart model for a simple drone software can be seen in part
in Figure 15. The module is defined by the block labelled SAR_SW; it con-
nects the robotic-platform block SAR_Platform with a single controller block,
SAR_Controller. The blocks inside SAR_SW are references (keyword ref) to def-
initions outside. The simplified drone has a single event GetBatteryStatus as
input: an abstraction declared in an interface called SAR_Input for a mechanism
to receive commands. A single operation DisplayStatus declared in an interface
SAR_Output is an abstraction for a light providing information about the battery.
A call to DisplayStatus takes an argument of type Status: either High or Low. The
definition of SAR_Platform declares the interfaces SAR_Input and SAR_Output.

SAR_Controller uses GetBatteryStatus and DisplayStatus (and so declares the
interfaces). SAR_SW passes on the input from SAR_Platform to SAR_Controller,
asynchronously. SAR_Controller in turn passes it on to a simple state machine
SAR_Stm, omitted here. It just defines that DisplayStatus is called in response
to an input GetBatteryStatus, after a certain amount of time.

The capabilities of the robotic platform provide potential links to a Ro-
boScene model. These capabilities define the points of interaction available in
the robot, so it is via them that a human can observe, affect, or be affected by
the robot. For our example, the messages to and from the Drone in Figure 3
match the services of SAR_Platform in Figure 15.

Connecting RoboScene and RoboChart models To capture the behaviour of the
entire system in the scenario defined by a RoboScene diagram, we can compose
the processes for the RoboScene and the RoboChart models in parallel. Option-
ally, to capture the behaviour of any additional devices, such as a handheld,
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we may define RoboChart models for them as well. For instance, for our SAR
example, we have been advised to define a RoboChart model for the handheld
to capture the time delay for communication between with the handheld and
the actual drone. In this case, two RoboChart processes are composed. The par-
allel composition can be generated automatically based on the definition of the
correspondence between capabilities of the diagrammatic models.

Synchronisation between the RoboScene and RoboChart models must reflect
the way in which their capabilities are connected. For example, in Figure 3a
we see that Handheld has a capability GetBatteryStatus, which is an output to
the Drone. GetBatteryStatus is in the platform for the Drone RoboChart model,
Figure 15, as an event and is an operation in the Handheld RoboChart model
(available at [17]). The scenario captured in the RoboScene Model in Figure 3b
controls the flow between the Handheld and the Drone using the GetBatteryStatus
capability. In tock-CSP, renaming of the channels representing RoboChart plat-
form capabilities in the RoboChart semantics, to their corresponding channels in
our RoboScene semantics, establishes the required connection in the parallelism.
For example, GetBatteryStatusCall, representing Handheld operation calls, is re-
named to GetBatteryStatus, representing the Drone event.

7.2 Search-and-Rescue Drone Human-Interaction Model

Our example is from a research study that observed the Brecon Beacons search-
and-rescue team utilising a UAV [15]. All information has been captured in a
HTA [37], provided as a document defining tasks identified during the analysis.
These tasks are associated with data recorded by the analyst: times, humans,
and devices, or systems. The HTA, recorded in a spreadsheet, contains 121 tasks,
each with fields for device, hardware, software, user, external communication
source, time estimates, time windows, and more. We show here how we can use
RoboScene to add value to this work with the process in Figure 1.

Step 1 in our workflow can be achieved by traversing the paths of the HTA, and
ensuring they are covered within the RoboScene model. This scenario traversal
is best achieved through a DFS, to cover all the subtasks of a task in the HTA.

A RoboScene group of sequence diagrams captures a single scenario, rather
than the entire HTA. In our example, available in [17], we cover the path for the
Area Search. This has led to a group of three sequence diagrams representing the
“ideal” users (Figure 16), an operator under pressure, and a fatigued operator.
The sequence diagrams for the latter two traits are available at [17].

To create the RoboScene model, we first define actors, for the humans and
devices, and capabilities to represent the tasks assigned to these actors. Fig-
ure 16 sketches the very large model of our example, showing some capabilities,
and part of the end flow of one of the diagrams. The complete model has 32
capabilities, one group, with three diagrams; the one sketched has 35 fragments.
The generated tock-CSP semantics (53 processes) is at [17].

We have five RoboScene actors: a UAV (of type robot), a handheld con-
troller (interface), a Pilot (human), an Operator (human), and all further ex-
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Fig. 16. RoboScene model of a search-and-rescue UAV system

ternal organisations (world). The diagram in Figure 16b is for the “ideal” Pilot
and Operator. A tired Operator might make mistakes, but with experience and
training the fatigue of the operator may only be present as slower reaction and
decision times [31]. This is captured by an increase on the minDecisionTime and
maxDecisionTime for the operator when determining if a missing person has been
found, and the time taken to communicate the found status. For an Operator
under pressure, reaction times are quickened and the likelihood of erroneous be-
haviour is increased due to the skipping of tasks [12]|. Erroneous behaviour may
also come from the incorrect identification of the missing person. All this can be
captured through (non)deterministic choice using alt or opt fragments.

Step 2 can highlight issues in the HTA, whose development is entirely informal.
The first possible issue is that some of the tasks may not map to capabilities of
the software. This reveals an inconsistency between the system analysis and the
robot design that needs to be resolved. The second potential issue is that some
necessary interactions between system actors may be missing. This indicates
that the analysis has failed to require proper use of the robot. To address these
issues, the human-factor engineers and roboticists need to give input.

In our example, the HTA had a task “set return to home”, which did not map
to any capability of the Drone. The experts indicated that we needed to model
the Handheld with a InputHomeCoordinate capability, matching “set return to
home”. The Handheld records that information and uses it to control the Drone.

The Handheld model primarily defines a buffer but has a notion of time
passing, including specific communication times that occur between the receiving
and subsequent sending of data. It can be found in full at [17].

We also had in the HTA a task “initiate matrix search programme”, which
did not match any capability of the Drone. In that case, the human-factors team
decided to expand the HTA. Many such issues have been identified.
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Step 8 is concerned with lack of timing information for the HTA actions and
human decisions. Obtaining this information may require studies, for example,
identifying expected response times by providing users with simulations. For our
example, the HTA did not record the decision-making times. To resolve that, we
have worked with a human-factors engineer who, reflecting the unpredictability
of human behaviour, provided nondeterministic timings to be modelled.

All of these problems have been due to a combination of missing data and
ambiguity in the textual descriptions of the HTA. This does raise the question of
whether a HTA is an appropriate source for a RoboScene diagram, but provided
the analysis is complete, and has times recorded, then it is well-positioned.

7.3 Properties To Prove

RoboScene models support verification of safety and time properties using tock-
CSP traces refinement. With that, we can, for instance, determine whether a
task is, or is not, started or completed within a predicted time frame.

Trace refinement verifies whether specific execution paths exist by traversing
through the model. Before specifying properties and checking them, however,
we can provide an extensive collection of trace examples to the experts. These
provide a basis for a detailed discussion of the common understanding of the
model among the human-factors team, engineers, and verifiers. This can be done
for each group of sequence diagrams, allowing in addition a preliminary analysis
of the impact of the human traits on the system.

Step 4 The RoboCert [38] notation provides a sequence-diagram based approach
for property definition, enabling those without expertise in formal methods to
specify properties. Like RoboScene, it has a semantics defined in tock-CSP, and
so it is convenient for verification using a CSP model checker [14].

As an example, we define a property via the diagram AreaSearchTimedProp-
erty, partially seen in Figure 17, to verify that, once the flight plan is initiated,
the area search completes within 170 time units. In AreaSearchTimedProperty, we
require that first a sequence of events (omitted but indicated via ... in Figure 17)
occurs, starting with ProvideFlightPlan and ending in FollowFlightPlan, then any
event can occur, specified by any (*) until, but the event DroneStopSearch must
be encountered within 170 time units. This is defined by the the vertical line
enclosing the stated interactions with a deadline range of {0..170}. The lifeline
continues with a number of events before concluding with PowerHandheld.

A RoboCert assertion using AreaSearchTimedProperty requires traces refine-
ment, C 7, by the SAR system (composing the RoboScene and RoboChart mod-
els). This assertion checks that the set of possible traces within the SAR system
is a subset of those defined by AreaSearchTimedProperty.

Step 5 On checking AreaSearchTimedProperty, it fails and the counterexample
demonstrates that at least 170+1 time steps could occur after FollowFlightPlan
and before DroneStopSearch occurs. This has been identified as being due to
missing constraints on the passage of time throughout the RoboChart model. As
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sd AreaSearchTimedPropeﬂV

(target)
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any(*) until J | event DroneStopSearch
]

event PowerHandheld

Fig. 17. RoboCert property for the Search-and-Rescue Drone

such, we have consulted domain experts and updated our RoboChart model to
record the deadlines for the software response. This has resulted in the successful
check of AreaSearchTimedProperty for all diagrams.

If a property of interest is concerned with a specific trace, we can also use
a RoboCert assertion to check that it is possible for the system. This type of
property can also be used to ensure specific traces are not possible, such as a
failure trace. Finally, we can include an indication of expected time.

A trace can define specific amounts of time between events. For traces where
these times correlate to the lower bound expectations from the “ideal” Pilot
and Operator, the verification succeeds for the diagram whose trait is “ideal”.
The diagram for the Operator under pressure also passes these checks, since the
upper bound for reaction time of the Operator in this case is the lower bound
of the “ideal” case. Finally, the reaction time for the “fatigued” Operator has a
minimum bound exceeding that of the “ideal”; so the check fails for that diagram.

7.4 Discussion

The process in Figure 1 is a systematic approach to creation and analysis of Ro-
boScene models from a HTA source. It can be applied to other artefacts (such as
a Circus [24] model), provided they specify the human actions and timings. The
essential component of this flow is the experts consultation. To enable accurate
model creation, through communication between human-behaviour experts and
software engineers, use of RoboScene has proved key.

Verification failure suggests one of the following: inaccurate software mod-
elling, missing or malformed RoboScene source data, incorrect mapping between
the software and RoboScene models, or expectation of human interaction that
does not align with that needed to satisfy the requirement. All these kinds of
issues have been encountered and addressed as part of our industrial case study.
These issues are symptoms of the communication difficulties between human-
factors and software experts. Including them in the RoboScene model-creation
process decreases the likelihood of these issues lingering during development.

Wrong expectations regarding human interaction with the system can indi-
cate that a redesign of the robot is needed. Alternatively, the account of human
interactions in RoboScene may be unrealistic and require further user testing,
through simulation, prototyping, or analysis of users of an existing system. The
timings defined for human reaction need checking separately for validity.
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Not featured in this case study are hardware and operational scenario models.
Including these robotic system models can identify further potential failure cases
unique to HRI, such as unexpected weather events during a UAV flight.

A verified design that satisfies the properties of interest has successful prop-
erty checks for all diagrams of a RoboScene model. These proofs are evidence
that can potentially be used in a safety case. The expectations on human inter-
action can also inform training mechanisms for future users.

8 Conclusion

Through an industrial case study, we have presented RoboScene, a notation
to capture assumptions for mathematical timed reasoning about human-robot
interaction. RoboScene formalises UML 2.0 sequence diagram constructs and,
unlike other approaches [19,20,22,13,9,8,23|, adds the ability to capture (non-
deterministic) time properties within the modelled user scenarios. Use of Ro-
boScene requires no knowledge of a mathematical notation, making it accessible
to various stakeholders. RoboScene enables cross-discipline communication be-
tween human-factors and software experts without the loss of precision.

The UML constructs, Assert and Neg are not included in RoboScene as they
are concerned with trace validation, which is handled by RoboCert [38]. The
constructs break and critical are also not included since we can use, respectively,
an alt construct and loop guard, or alt and strict constructs, to express the same
behaviour. Similarly, synchronous messages can be achieved through defining
an asynchronous message as a response. Finally, as the standard flow within all
sequence diagrams corresponds to weak sequencing, the omitted seq construct
can be replicated through exiting and reentering the containing strict constructs.

Future work Evaluation through an additional industrial case study is the next
step in our work. Quantitively comparing the impact of RoboScene relative to
traditional methods and usability testing, with human-factors and software engi-
neers, are planned to take place during the case study. To overcome the scalability
concerns with the use of model checking, the RoboStar team is investing in sup-
port of theorem proving using Isabelle. Additionally, RoboScene diagrams can
be used as a source to define runtime verifiers that can flag when assumptions
about human behaviours are violated.
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