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We demonstrate a practical countermeasure against a well-known class of attacks on quantum key

distribution (QKD) systems that exploit detection-efficiency mismatch, where the receiver’s detectors do

not exhibit identical responses to incoming photons across all degrees of freedom. This class of quantum

hacking strategies is broad and significantly includes the time-shift attack, which targets an arrival-time-

dependent side-channel at the receiver. The four-state countermeasure, previously only proven to be secure

in theory, is implemented here on a gigahertz-clocked prototype QKD system and evaluated for its security

and performance. We show that its presence enables almost complete recovery of the system’s ideal secret

key rate. Our results provide strong justification for adopting this countermeasure as a standard component

in future scalable and practical QKD systems.

DOI: 10.1103/7zhl-5vv1

I. INTRODUCTION

Quantum key distribution (QKD) offers uncondition-

ally secure communication guaranteed by the laws of

quantum mechanics, provided that the protocol’s physi-

cal implementation does not deviate from its theoretical

description. As QKD technology has matured and pro-

gressed towards standardized real-world deployment [1,2],

the field of implementation security, where security can be

proven even with known hardware imperfections [3], plays

an increasingly vital role.

One approach to achieving this adapts security proofs to

capture the impacts of imperfections, according to exper-

imental characterization. Alternatively, countermeasures

can be introduced in hardware or software, defined as

modifications that close certain attack vectors or reduce

side-channel information leakage to a potential eavesdrop-

per (Eve). These countermeasures typically still require

their own characterizations, for example, bounding pho-

ton statistics of weak coherent pulses for implementing the

decoy-state method [4,5]. Protocols such as measurement-

device-independent [6,7] or twin-field QKD [8] grant

*Contact author: ben.taylor@toshiba.eu
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adversaries full control over the detection system, but

must deal with hardware imperfections at the transmit-

ter. Full device-independence in QKD remains extremely

challenging in practice with current technology [9].

In prepare-and-measure schemes such as BB84 [10],

the receiver is considered the most vulnerable element,

as it necessarily accepts all light from the insecure quan-

tum channel. Consequently, it has been the primary target

of quantum hacking attempts, such as blinding [11–13],

faked-state [14,15], and Trojan horse [16,17] attacks.

The specific receiver imperfection considered in this

paper is the mismatch in detection efficiency between

two single-photon detectors, a side-channel commonly

exploited in the quantum hacking literature, most notably

and successfully via the time-shift attack [18,19] or in

combination with a faked-state attack [20].

Here we investigate the performance and security of the

best known countermeasure against these attacks, which

is applicable to any active detection setup. The counter-

measure has previously been addressed theoretically in

[19–21], but despite reported usage in systems in [22,23],

no implementation has been experimentally characterized

against an attack based on detection-efficiency mismatch,

to the best of our knowledge. Our work therefore bridges

an unresolved theory-experiment gap for high-speed QKD.

This technique has been known by several names: detector

symmetrization [24], randomization [25], scrambling [26],

or four-state Bob [19,20]. The latter term is most descrip-

tive of the hardware change made to the QKD receiver’s
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phase modulator operation, so we adopt this terminology

in our paper.

A. Detection-efficiency mismatch in QKD and the

time-shift attack

Original security proofs assume that Bob’s detec-

tors, typically avalanche photodiodes (APDs) in mod-

ern commercial systems, exhibit identical photodetection

responses across all degrees of freedom, including time,

frequency, and polarization. This assumption implies per-

fectly matched detection efficiencies, η, and dark-count

rates, regardless of the properties of the incident light or

the electronic settings applied to each APD for a given

operating condition. In practice, achieving such stringent

uniformity is extremely challenging.

If this requirement is not met during a QKD system’s

operation, a bit-value-dependent (static) detection-

efficiency mismatch will be present. This leads to a dis-

parity in the number of 1s and 0s that form the raw, and

eventually the sifted, keys, with no influence from Eve

[27]. A significant deviation here would invalidate a criti-

cal cryptographic requirement of the final key’s statistical

randomness [28]. In this static mismatch case, with only a

known difference between the APD 0 and APD 1 efficien-

cies, η0 and η1, to consider, security is recovered simply by

amending the key generation rate by a prefactor [19]

min

(

η0

η0 + η1

,
η1

η0 + η1

)

. (1)

However, Eve is allowed to manipulate signals while

in the quantum channel to affect the relative detection

efficiency between Bob’s APDs. By choosing an auxil-

iary degree of freedom to that of the encoding, she can

gain significant knowledge of the key without increasing

the quantum bit error rate (QBER) sufficiently to trigger

Alice and Bob to abort their protocol. This was success-

fully demonstrated in the time-shift attack [18], which

is the most technologically feasible strategy to exploit

detection-efficiency mismatch in QKD.

A conceptual schematic of this attack is shown in Fig. 1.

Eve controls a high-speed optical switch inserted into the

channel, allowing her to choose between a shorter and

longer optical path than the original fiber link, and so

perturb the time-of-flight of each optical pulse passing

through the channel. Using tunable optical delay lines and

low-loss fiber [29], Eve can optimize these two time-shifts

such that they correspond to the worst-case efficiency

mismatches between Bob’s APDs. These time-dependent

mismatches may arise from different optical or electronic

path lengths for signals going to each APD, or from inher-

ent differences in the breakdown and threshold voltages of

each semiconductor-based device [30]. APDs are typically

gated with an electronic driving signal each clock cycle,

δ 2

Alice
BobEve

HOS HOS

VDL

δ 1

1

0

η1

η0

δ 2–δ 1 0

FIG. 1. Conceptual schematic of a time-shift attack. HOS,

high-speed optical switch; VDL, variable optical delay line. Eve

shifts optical pulses generated by Alice in time by +δt1 or

−δt2, chosen to maximize mismatch on Bob’s two nonidentical

detectors, the efficiencies of which vary uniquely in time.

and each device will exhibit a unique time-dependent

detection response across this gate.

When a significant mismatch is present, the probabil-

ity that Bob detects a signal may depend as much on

Eve’s time-shift choice as the agreement between Alice

and Bob’s basis choice. While the key Alice and Bob out-

put can still appear statistically random if Eve alternates

time-shifts evenly, Eve will have greater knowledge than

their privacy amplification has accounted for.

In the past two decades, several theoretical analyses

have been presented that allow secure key rates in the

presence of characterized detection mismatch [19,31–33];

a comprehensive summary of progress to date can be

found in Table II of [34]. A significant practical weak-

ness with this proof-based approach is that every possible

auxiliary dimension must be fully known and experimen-

tally characterized for every given QKD system, before

it can be considered secure. Additionally, it is highly

likely that environmental conditions change over time,

invalidating these characterizations. For this reason, prac-

tical countermeasures at a protocol level are preferable to

calibration-based approaches where possible.

B. Four-state countermeasure

In standard decoy-state BB84 QKD with time-bin/phase

encoding, Alice uses an electro-optic modulator to encode

a relative phase between a pair of optical pulses. Alice’s

phases,

φA ∈

{

0,
π

2
, π ,

3π

2

}

, (2)

encode the states typically denoted Z0, X0, Z1, and X1. Bob

then demodulates with

φB ∈

{

0,
π

2

}

, (3)

corresponding to a measurement in the Z or X basis,

respectively. The sum φA + φB determines the interference

Bob will achieve at his interferometer output: construc-

tive or destructive if the phases sum to 0 or π respectively

054029-2
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(these contribute to sifted events), and random otherwise.

This means that each bit-and-basis choice from Alice has

a deterministic detector allocation, given that Bob’s basis

choice matched Alice’s.

In the four-state countermeasure, the modulation val-

ues instead come from the same set of four phases for

φB as φA [35]. The consequence of this is that now

there are two possible combinations that will lead to

a sifted bit for a given bit-and-basis choice at Alice.

As long as the random choice of bit value at Bob is

recorded, he can map his output sifted bits from the

physical to logical register in postprocessing. On aver-

age, any detection-efficiency mismatch present between

the physical detectors, regardless of the auxiliary degree of

freedom responsible, should be erased in the logical detec-

tion events. As well as handling the static mismatch case

described earlier, it should also shield the receiver against

attacks from Eve that rely on exploiting the efficiency mis-

match side-channel, for example with a faked-state attack

[14].

The four-state countermeasure has been well studied

from a theoretical perspective, and proven secure in [19].

However, to the best of our knowledge, the security of

this technique has not yet been evaluated on experimental

results. In the following, we replicate a time-shift attack

on a gigahertz-clocked, fiber-based, phase-encoding QKD

(a)

(b)

FIG. 2. Key components for experimental characterization of a fiber-based, gigahertz-clocked, phase-encoding QKD system’s vul-

nerability to a time-shift attack. We sweep values of a relative delay, with resolution δt = 4.5 ps, and add this to the global reference

clock’s signal, which is then supplied to all active optical components in Bob, while recording counts from the APD outputs. LD, laser

diode; φA, φB, phase modulators; Att., attenuation; λ, narrow-wavelength filter, here at 1550.12 ± 0.04 nm.

054029-3
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receiver, and compare the protocol’s security in the cases

that Bob demodulates with either two states or four states.

II. TIME-SHIFT ATTACK CHARACTERIZATION

In Fig. 2, we show key elements of the experimen-

tal setup we use to characterize the vulnerability of a

fiber-based, gigahertz-clocked QKD system to a time-shift

attack. The optical configuration in Alice is standard for

phase-encoding BB84 QKD, composed of a gain-switched

laser diode producing phase-randomized optical pulses,

into which relative phases are encoded within an asymmet-

ric Mach-Zehnder interferometer (AMZI), before being

attenuated to single-photon intensity.

The receiver also contains standard optical components

[36]. The phase modulator in Bob’s AMZI can be pro-

grammed to use either two or four voltage levels. After

the AMZI, each beam-splitter output is connected to a

single-photon detector based on InGaAs APDs [30,32].

All active modulation components in both Alice and

Bob, as well as Bob’s APDs, are driven by local radio-

frequency electronic driving signals. Alice and Bob are

time-synchronized with each other by use of a global

reference clock signal.

By delaying the electronic driving signals that control

the phase modulator and APD gating windows in Bob, we

can replicate the effects of the time-shift attack, as the pulse

arrival time will be shifted with respect to the default mod-

ulation point. In our setup, we have separate control of the

gating delays for Bob’s phase modulator, APD 0, and APD

1, with a minimum resolution of 4.5 ps. We can therefore

add or subtract delays with this resolution globally to all

active components in the receiver.

As shown in Fig. 2, we took the outputs of each logical

APD and recorded clicks across the two channels of a time-

to-digital converter time tagger. In the case of the four-state

countermeasure, the random bit-flip is undone in the post-

processing hardware, which also handles enforced dead-

times and basis sifting. At each time-shift, we recorded

10 Mb of total counts data.

This effect allows us to identify bounds on the time

displacements applied, where the average QBER exceeds

11%, shown in Fig. 2. This is the most conservative cut-

off where Alice and Bob can still distill a positive secret

key [37] (note that the tolerable QBER is closer to 7% in

real-world QKD with finite-size effects considered).

In Fig. 3 we show the bit-0 normalized detection bias

with and without the countermeasure, defined as the con-

trast ((C0 − C1)/(C0 + C1)), with C0, C1, the count rates

for each APD. This data is a subset of that in Fig. 2, consid-

ering only the window inside the 11% QBER bounds. The

four-state setting follows the ideal bias lined very closely

across this window, but the bias varies significantly in the

two-state case and reaches a maximum of approximately

30%. Again, error bars were too small to be visible.

B
it

-‘
0’

 d
et

ec
ti

on
 b

ia
s

Relative arrival time (ps)

Two states

Ideal

Four states

FIG. 3. Bit-0 normalized detection bias across a 495-ps win-

dow, in increments of 4.5 ps. While ideal APDs would exhibit no

detection bias, the bias with two states varies significantly, to a

maximum of approximately 30%. This data subset corresponds

to the central region in Fig. 2, where average QBER was below

11%.

III. SECRET KEY RATE CALCULATIONS

The results from Fig. 2 and Fig. 3 suggest the four-

state countermeasure comprehensively erases any effects

of physical detection-efficiency mismatch in the sifted bits.

To quantify the difference this would have on the secret key

rates (SKRs) for our QKD protocol, we follow the orig-

inal proof outlined by Fung et al. in [19] and built upon

by Marcomini et al. [38], which utilizes the Procrustean

method, a filtering technique from entanglement distilla-

tion theory that attempts to orthogonalize nonorthogonal

single-photon input states [39].

The inputs to this method are two diagonal matrices

for each APD’s efficiency responses across the set of all

arrival times, with the basis defined by the time-shift res-

olution δt; we obtain the diagonal elements directly from

the results shown in Fig. 2. Following Marcomini et al.’s

polarization-mismatch characterization results [38], where

off-diagonal terms were roughly two orders of magnitude

lower than the diagonal terms, we neglect off-diagonal

contributions here.

The method then numerically bounds the probabil-

ity of successful Procrustean filtering and the increased

phase error rate associated with this filter, respectively

psucc and ephase. We set up two constrained optimization

problems using semidefinite programming (SDP) [40] to

respectively minimize and maximize these values, sub-

ject to constraints that the phase and bit error rates due to

Eve’s actions must match those observed experimentally,

ephase,obs and ebit,obs. In the ideal case of no mismatch, we

054029-4
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TABLE I. Semidefinite program results and asymptotic secret

key rates (R = secret bits per single photon received), showing

the comparison between using time-shifts δt of 49.5 or 4.5 ps.

Here we use ephase,obs = ebit,obs = 0.03 and fEC = 1.10, for which

Rideal = 0.592.

(a) δt = 49.5 ps

Two states Four states

psucc 0.609 0.981

ephase 0.0475 0.0302

R 0.227 0.575

(b) δt = 4.5 ps

Two states Four states

psucc 0.608 0.979

ephase 0.0470 0.0303

R 0.228 0.574

have psucc = 1 and ephase = ephase,obs. Otherwise, psucc and

ephase are respectively decreased and increased, in propor-

tion to the significance of the efficiency mismatches across

all time-shifts considered, again taken from the data subset

shown displayed in Fig. 3.

The asymptotic SKR is computed, using values returned

from the SDP, with

R =
[

psucc(1 − H2(ephase)) − fECH2(ebit)
]

, (4)

where H2(x) is the binary entropy function, and fEC is the

efficiency of classical error correction. In the ideal case,

using QBERs of ephase,obs = ebit,obs = 0.03 and fEC = 1.10

[36], the maximum achievable rate is R = 0.592. The cor-

responding rates for the four-state and two-state cases are

shown in Table I(b). The four-state results recovers 97.1%

of the ideal SKR, while the rate is cut to 38.3% of the ideal

SKR in the two-state case.

In Fig. 4, we compare how the asymptotic SKR per-

forms with loss for these three scenarios. Here, the rate

on detected single photons from Eq. (4) is scaled by a

prefactor η, encompassing channel transmissivity and total

detection efficiency, with the observed error rates simu-

lated as a function of loss, due to the contributions of

dark counts. Again, we see the four-state case very closely

recovers the ideal SKR.

A. Minimum resolution of characterization

The proof by Fung et al. [19] requires a narrow-

wavelength filter to be present at both the output of Alice

and the input of Bob, when characterizing the QKD sys-

tem’s vulnerability to the time-shift attack. This allows the

Hilbert space to be treated as finite-dimensional, where in

reality time is a continuous variable and a time-shift attack

is possible with arbitrary resolution.

We tested the accuracy of this assumption by using a

higher-resolution sampling rate. The filter bandwidth in

FIG. 4. Asymptotic secret key rates (SKRs) in bits per sin-

gle photon sent against channel loss, accounting for detection-

efficiency mismatch. The four-state countermeasure recovers

97.1% of the ideal case of no mismatch, while the rate is reduced

to 38.3% of ideal in the two-state case.

our setup was 10 GHz at 1550.12 nm, from which a min-

imum sampling resolution of 50 ps is derived, using the

Nyquist-Shannon sampling theorem. The experiment was

performed using time-shifts of δt = 4.5 ps, from which

a set of subsampled shifts with δt = 49.5 ps could be

extracted. In Table I, we compare the two resolutions,

showing the results of the SDP and the SKR computed

using Eq. (4) in each case. Approximately equivalent

values were obtained, validating the finite-dimensional

filter-based characterization approach.

IV. DISCUSSION

We have demonstrated the practical security of the four-

state countermeasure in a phase-encoding prototype QKD

system. We have shown that the ideal SKR is almost

completely recovered using this countermeasure despite

the presence of severe physical detection-efficiency mis-

match, while the standard BB84 detector operation would

see an extreme performance reduction. Our results provide

strong justification for the adoption of this countermeasure

as standard for future scalable and practical commercial,

BB84-style, QKD systems.

Furthermore, our experimental verification of this tech-

nique’s high performance is a substantial achievement, due

to the high-speed nature of our implementation. At giga-

hertz clock rates, it is not trivial to achieve the required

phase modulation cleanly and with low residual error rates.

This distinguishes our demonstration from earlier work

that reported usage of four-state demodulation with clock

rates in the megahertz range [23]. We note that the tech-

nique may introduce a very slight increase in QBER, even

054029-5
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under default QKD operation with the APD gating at their

optimum timing alignments, likely due to the fact agree-

ment is now required between Alice and Bob’s phase

modulator levels for two pairs of voltage levels rather than

one.

As mentioned previously, security proofs now exist that

account for detection-efficiency mismatches with more

realistic assumptions, including the incorporation of the

decoy-state technique [21,31,33,41], and finite-size effects

[34]. Future work could extend the analysis on results

obtained from our experimental data, using more recent

proof techniques.

However, while such proofs can explicitly quan-

tify potential information leakage, we reiterate that for

an implementation issue as broad and multifaceted as

detection-efficiency mismatch, it is highly impractical to

perform sophisticated characterizations, such as the one

presented in this paper, for all possible auxiliary degrees

of freedom (temporal, wavelength-based, and polarization-

based mismatches, etc. [42]), for every single QKD system

produced. Yet, this is what existing approaches require to

guarantee secure operation, because each system will have

a unique pair of single-photon detectors.

On the other hand, the design-level robustness of the

four-state countermeasure allows the same technique to

be applied uniformly to all QKD systems, requiring one

additional random number per clock cycle at the receiver

in compensation for this significant practical advantage.

A further crucial difference to stress is that the princi-

ple of symmetrizing logical detection events across the

physical detection devices means that a QKD system can

continue to securely generate a key in the presence of

severe mismatched detection efficiencies, even down to

the case of using only a single detector in the receiver.

The mismatch probed in our experiment was chosen to

emulate the original time-shift attack results [18], but pre-

vious work shows eavesdropping strategies that exploit

device calibration routines can induce extreme temporal

mismatches [43], an attack vector against which only a

QKD system using the four-state countermeasure would

be resilient. A characterization-based proof approach, on

the contrary, would not allow for any positive key to be

established beyond a certain degree of mismatch.

A common criticism of this countermeasure is that it is

vulnerable to a Trojan horse attack on the receiver [19,20],

where Eve could read out Bob’s phase modulator choices

from the reflections of a bright light injection attack. Yet,

techniques to protect against a Trojan horse attack are well

known, for example using fiber delays [44], optical isola-

tion, wavelength filters, and watchdog detectors [45], and

are required in a QKD system regardless of the modulation

settings Bob uses. Hence, we are unaware of any new

side-channel that is opened up with the four-state coun-

termeasure. We further stress that a practical time-shift

attack is feasible with existing technology [42], and should

correspondingly be considered the highest threat. Clos-

ing the most accessible loopholes available to a quantum

hacker, and thereby forcing them to resort to a more dif-

ficult and limited set of attacks, is significant progress in

implementation security.

Finally, we caveat that the four-state countermeasure

will not to be applicable to all QKD receivers and proto-

cols. Previous analysis of free-space polarization-encoding

QKD has shown that detection-efficiency mismatch can

still be present when all spatial modes are considered [46],

a side-channel that does not exist in single-mode fiber.
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