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Abstract: Energy efficiency has become a critical challenge in Software-Defined Networking (SDN), particularly as
modern controllers increasingly rely on computationally intensive software components. In parallel, server-
less computing has appeared as a lightweight, event-driven execution model that offers fine-grained resource
utilisation and reduced operational overhead. While recent studies have explored integrating serverless plat-
forms into SDN architectures, they largely focus on architectural disaggregation and overlook energy-aware
resource provisioning decisions. This paper proposes a Machine Learning (ML)-driven, flow-aware architec-
ture for energy-aware resource provisioning in serverless SDN environments. The proposed approach predicts
per-flow energy consumption, processing time, and CPU usage using machine learning models trained on flow-
level features. These predictions are used to dynamically map incoming data flows to the most energy-efficient
execution nodes. To support accurate prediction, we introduce a methodology for fine-grained measurement
of per-flow energy consumption and processing time in serverless SDN environments. The architecture is
evaluated using an SDN–serverless testbed built with ONOS and Knative, leveraging real SDN traffic traces.
Experimental results demonstrate that the proposed solution effectively reduces energy consumption compared
to baseline deployments while maintaining service quality, highlighting the benefits of flow-aware, ML-based
resource provisioning in serverless SDN systems.

1 INTRODUCTION

Despite the improvements introduced by Software-
Defined Networking (SDN) to traditional networks,
SDN also introduces several challenges, a major
one of which involves the rising energy consump-
tion driven by the increasing reliance on software
controllers and servers in data centres (Assefa and
Özkasap, 2019). In parallel, serverless computing
is increasingly regarded as a promising approach for
improving the efficiency of cloud and edge resource
utilisation, reducing energy consumption, and low-
ering the overall cost of resource allocation when
compared with Virtual Machine (VM)- or container-
centric models (Djemame, 2021; Alhindi et al., 2022;
Djemame, 2022).

Accordingly, a growing body of recent research
has explored architectural models for integrating
serverless into SDN where non-essential controller
functions are migrated from the control plane to the
application plane where they are deployed and man-
aged as serverless applications (Banaie et al., 2025;

Banaie and Djemame, 2022; Aditya et al., 2019). De-
spite these recent contributions, the existing body of
research does not sufficiently examine how server-
less computing can be practically deployed within
SDN environments, nor does it identify which inte-
gration architectures can most effectively maximise
the energy-efficiency advantages inherent to server-
less systems.

Therefore, the main objective of this study is to
introduce a novel architecture that integrates server-
less computing into SDN while enabling energy-
aware mapping of incoming data flows to their corre-
sponding serverless applications and execution nodes.
Rather than scheduling serverless functions, the pro-
posed approach focuses on predicting the energy con-
sumption and processing time of each flow and us-
ing these predictions to determine the most suitable
node on which the target serverless application should
process incoming data flows. To support these deci-
sions, the proposed solution begins by introducing a
methodology for collecting detailed measurements of
energy and time needed by serverless functions when
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processing data flows. These measurements are sub-
sequently used to train a set of Machine Learning
(ML) models capable of predicting energy consump-
tion, processing time, and other relevant performance
metrics for each incoming flow. The resulting predic-
tions are then utilised by another component of the ar-
chitecture to determine the most energy-efficient node
on which each flow should be processed, ensuring
minimal energy use without affecting performance.

The key contributions of this paper are as follows:

• A methodology for accurately measuring per-flow
energy consumption, enabling fine-grained anal-
ysis of the energy required to process individual
data flows in serverless environments.

• A novel energy-aware architecture for integrating
serverless computing into SDN, in which each in-
coming data flow is assigned to an execution node
based on an energy-aware mapping algorithm de-
signed to minimise energy usage while preserving
service constraints.

• A comprehensive evaluation of the proposed ar-
chitecture, demonstrating the extent to which en-
ergy consumption can be reduced and validating
the effectiveness of the energy-aware scheduling
decisions.

2 RELATED WORK

Energy efficiency in SDN has attracted significant re-
search attention in recent years, with numerous stud-
ies investigating the problem from multiple perspec-
tives.

Reference (Maity et al., 2022) examines the con-
troller placement problem by partitioning a network
into sub-networks, each managed by a dedicated con-
troller. The authors determine the optimal num-
ber of partitions that meet latency constraints while
avoiding controller and link underutilisation, achiev-
ing about 22% energy reduction in experiments. In
(Oliveira et al., 2021), the authors investigate improv-
ing the energy efficiency of SDN controllers by util-
ising multi-core processors instead of single-core ar-
chitectures. Their results show that distributing work-
loads across multiple low-frequency cores reduces
energy consumption, and the proposed parallelised
controller approach achieves about 28% energy sav-
ings. Another study presents an energy-efficient
load-balancing mechanism for SDN controllers where
workload can be migrated from heavily loaded con-
trollers to lightly loaded ones to reduce controllers’
energy consumption(Priyadarsini et al., 2020).

The authors in (Stojkovic et al., 2024) propose se-
lecting the optimal CPU frequency for each serverless
function by predicting its processing time and energy
consumption across different frequency levels. Their
results show that many functions can meet Service-
Level Objectives (SLOs) at lower CPU frequencies,
indicating that frequency-unaware resource allocation
can cause significant energy waste.

In contrast, the present work focuses on integrat-
ing serverless computing into SDN while introduc-
ing a novel approach for efficiently provisioning suffi-
cient resources to serverless functions in order to pro-
cess incoming flows without adversely affecting ser-
vice quality.

3 METHODOLOGY

3.1 Data Flow’s Energy Consumption

The energy consumption and execution time of
serverless functions can be predicted with high accu-
racy when ML models are trained on relevant input
features (Stojkovic et al., 2024; Jia and Zhao, 2021).
In SDN environments, serverless applications typi-
cally operate as network functions, so analysing the
features of their input, which is received as data flows,
and understanding its relations with the energy con-
sumption and processing time of the corresponding
serverless functions is essential for achieving energy-
aware mapping.

For the purpose of training ML models based on
this correlation, only a small number of studies have
addressed this specific problem—that is, the relation-
ship between flow-level features and the energy con-
sumption or execution time of serverless applications.
In (Alhindi and Djemame, 2024), the authors pro-
posed a methodology for estimating the energy con-
sumed by a serverless function when processing data
flows. Their approach is based on analysing flows as
they arrive at the serverless application and assigning
each flow a weight derived from its packet count and
packet sizes. The total measured energy consumption
for all flows is then distributed proportionally based
on these weights to estimate per-flow energy usage.
However, their method does not provide a mechanism
for measuring the processing time of each individual
flow.

To address this limitation, we propose an alterna-
tive method for training ML models based on precise
measurement of both energy consumption and pro-
cessing time for each individual flow. The method
consists of the following steps:

Flow extraction: The SDN traffic to be analysed
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is divided into a set of single-flow Packet Capture
(PCAP) files, where each file contains only one data
flow.

Controlled replay: These single-flow PCAP files
are subsequently replayed—either sequentially or in
carefully designed batches to be captured and pro-
cessed by a selected serverless application on the ap-
plications layer of SDN, while the energy and time
consumed for processing each flow is monitored.

Although replaying flows individually provides
the highest measurement accuracy, it is time-
consuming because real network traffic contains con-
current flows. To reduce measurement time, single-
flow PCAP files can be replayed concurrently, pro-
vided that flows within a group are directed to differ-
ent instances of the same serverless application.

3.2 Training ML Models

The extracted features of each flow are then used to
train the ML models corresponding to the key metrics
required in the proposed solution. The authors (Al-
hindi and Djemame, 2024) have shown that the fea-
tures most strongly correlated with the energy con-
sumed by a serverless application when processing
a flow include the number of packets, packet sizes,
flow duration, and Inter-Arrival Time (IAT). These
features, along with their derived statistical proper-
ties—such as averages, variances, and standard devia-
tions—can be readily obtained from PCAP files using
Wireshark or similar packet-analysis tools. Beyond
energy prediction, these features are also effective for
estimating other metrics such as processing time and
CPU usage, which will be verified in the Experiment
section.

In the proposed design, each deployed serverless
application must maintain its own dedicated set of
three trained models on every node on which it can
be executed. These models are built to predict three
required metrics for each single flow:

1. Energy consumption model: to predict the
amount of energy required for a serverless appli-
cation to process a flow on a node.

2. Processing time model: to predict the execution
latency of processing a flow by a serverless appli-
cation on a node.

3. CPU usage model: to predict the number of CPU
cores required by a serverless application to pro-
cess a flow on a node.

Consequently, if multiple applications run across
multiple nodes, a separate set of these three models is
required for each application–node pair (e.g., 2 appli-
cations across 3 nodes result in 6 model sets). Each

node stores only the models trained using data col-
lected from flows processed on that node, ensuring
that the predictions are tailored to its hardware char-
acteristics. This node- and application-specific train-
ing is essential because energy consumption, latency,
and resource usage differ across both applications and
hardware profiles. Since the number of serverless ap-
plications in SDN environments is often limited by
controller capacity (Zhu et al., 2020; Xiong et al.,
2016), maintaining a dedicated set of models for each
application remains feasible.

Figure 1: The proposed energy-aware architecture for map-
ping data flows.

3.3 Mapping Data Flows

Each deployed serverless application can register its
interest in specific categories of flows—for example,
TCP flows, UDP flows, or flows with particular pro-
tocol characteristics. This registration mechanism is
used to determine which applications are eligible to
receive a given flow. For instance, TCP flows may
be forwarded to three different applications that have
declared interest in processing them, whereas UDP
flows may be directed to only one application. When
a flow is associated with multiple applications, a sepa-
rate copy of the flow is generated for each eligible ap-
plication, and each copy is treated within the system
as an independent flow. Consequently, every flow—or
flow copy—will have its own set of three predicted
metrics: energy consumption, processing time, and
CPU usage.

These three metrics form the foundation of the
mapping process used to select the node on which
the flow will be processed. The mapper selects the
node that is predicted to require the least amount of
energy to process the flow while still satisfying the
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service constraints. Specifically, the predicted pro-
cessing time must not exceed the actual flow dura-
tion, and the selected node must be capable of pro-
viding at least the number of CPU cores required as
indicated by the CPU usage prediction. Only nodes
meeting these two constraints are considered viable
candidates, and among them, the node with the low-
est expected energy consumption is chosen for flow
processing.

Figure 2: A serverless-SDN architecture (Banaie et al.,
2025).

4 SYSTEM DESIGN

The architecture proposed in this paper ( see Figure 1)
is inspired by the design introduced in (Banaie et al.,
2025) (see Figure 2).

In practical deployments, serverless platforms
could operate across multiple heterogeneous
nodes—each differing in computational power and
energy consumption characteristics. Leveraging this
heterogeneity to reduce the overall energy usage
of serverless applications constitutes the central
objective of the architecture presented in this work.

To extend the serverless-SDN architecture into an
energy-aware design, several additional components
are introduced (see Figure 1):

4.1 Node Selector

Algorithm 1 presents the pseudo-code of the Node
Selector component that is responsible for determin-
ing the most energy-efficient execution node for each
incoming data flow. The selection decision is based
on the three flow-specific prediction metrics: energy
consumption, processing time, and CPU usage.

Figure 3: Implementing flow mapping.

Predictions from the ML models are generated
only upon the arrival of the first packet of a flow. Once
the most suitable node for processing the flow is se-
lected, an entry is created in a hash table, where the
flow ID serves as the key and the value contains the
assigned node ID and the name of the target server-
less application. This entry remains in the hash ta-
ble for the entire lifetime of the flow and is removed
immediately upon flow completion, which is detected
through FLOW REMOVED messages issued by the
switches to the controller.

In addition to the node ID and application name,
the predicted processing times for the flow across all
available nodes are also stored in the hash table. This
information plays an important role in latency moni-
toring. If a flow persists in the system for a duration
significantly longer than its predicted processing time,
it is flagged as experiencing abnormal latency. In such
cases, the flow is immediately reassigned to the node
with the shortest predicted processing time, irrespec-
tive of the associated energy cost, ensuring that ser-
vice requirements and latency constraints are not vio-
lated.

4.2 ML Models

This component comprises three ML models to pre-
dict the three metrics for a given flow: energy con-
sumption, processing time, and CPU usage. Due to
hardware heterogeneity across nodes (e.g., CPU and
memory differences), each node must maintain lo-
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Algorithm 1: Energy-Aware Flow Mapping in
SDN–Serverless Architecture.

Input : Incoming flow f with identifier
flowID;
Set of applications A ;
Set of nodes N ;
App–flow interest registry I ;
ML models Models[a,n] for each

app–node pair;
Available CPU cores CPU avail[n]

Output: Mapping ( f ,a∗,n∗) and updated
FlowTable

Upon arrival of flow f
Extract flow features to serve as model inputs
Determine interested applications:
A f ←{a ∈ A |
a registered for the type of f in I}

Initialize candidate set C ← /0

for each application a ∈ A f do
for each node n ∈N do

Query Models[a,n] with the extracted
flow features to obtain:

Êa,n (predicted energy)
T̂a,n (predicted processing time)
P̂a,n (predicted probability of delay)
Ĉa,n (predicted CPU usage)
if P̂a,n = 0 and Ĉa,n ≤ CPU avail[n]
then

Add candidate tuple:
C ← C ∪{(a,n, Êa,n, T̂a,n,Ĉa,n)}

if C = /0 then
Handle infeasible case (fallback mapping
or rejection)

else
Select (a∗,n∗, Ê∗, T̂ ∗,Ĉ∗) from C such
that Ê∗ is minimal

Map f to application a∗ on node n∗

Update flow table:
FlowTable[flowID]← (flowID,n∗,a∗, T̂ ∗)

cally trained models to ensure accurate predictions
and effective mapping decisions.

4.3 Kafka

In the context of the proposed architecture, Kafka is
particularly suitable because serverless applications
often handle data flows that may experience sub-
stantial bursts, leading to potential flooding condi-
tions. Kafka ensures that incoming flows are reliably

queued and delivered in order, preventing packet loss
and avoiding overload of serverless components.

A Kafka Consumer is deployed on each node to
consume packets from its assigned Kafka topic and
forward them to the corresponding serverless appli-
cation via HTTP or other supported APIs. The target
application is specified in the Kafka headers of each
packet.

4.4 Feature Extractor

Predicting flow-level characteristics has become an
important research area (Hardegen et al., 2019; Mar-
tins, 2018; Hardegen et al., 2020; Karpinski et al.,
2009), with recent advances improving accuracy for
tasks such as path selection and congestion avoidance.
While most studies focus on flow size classification,
recent work also estimates additional features such as
duration, packet count, packet size, and IAT, which
are required in this study.

Accordingly, this component is responsible for ex-
tracting the necessary features of each incoming flow.
Feature extraction may be performed by predicting
these characteristics using only the first packet of the
flow, as provided by the Node Selector, or by incorpo-
rating additional early packets to improve prediction
accuracy.

However, because accurate flow-feature predic-
tion remains an open research challenge and cannot
be implemented reliably using current methods, the
evaluation in this study relies on an existing dataset
of data flows in which the relevant flow features are
already available.

5 EXPERIMENTAL DESIGN

Due to resource limitations, the proposed solution
was evaluated using a two-machine serverless–SDN
testbed: one with an AMD Ryzen 7 5800H (16 GB
RAM, Ubuntu 22.04) hosting ONOS as the chosen
controller, virtual switches, and Kafka, and another
with an Intel i5-10210U (32 GB RAM, RHEL 9) run-
ning serverless applications on Knative.

Figure 4: The topology of the virtual network.

Flow-Aware, Machine Learning-Driven Mapping for Serverless Software Defined Networks

257



5.1 Experimental Environment

Although many datasets provide PCAP-based traffic
for experimentation, few originate from SDN envi-
ronments. This study uses the InSDN dataset (El-
sayed et al., 2020), which includes normal and at-
tack traffic, where normal traffic (3.58 GB) comprises
flows generated by multiple protocols (e.g., HTTP,
HTTPS, SSH, DNS) from various applications (e.g.,
Facebook and YouTube) and network services (e.g.,
SSH, FTP, and Telnet).

A single serverless application was deployed to
process incoming flow packets. This application
performs three primary tasks: 1) comparing packet
source and destination IP addresses and ports against
a blacklist of prohibited values. 2) scanning packet
payloads using regular expressions to detect mali-
cious patterns. 3) repeatedly encrypting and decrypt-
ing each packet. The application is implemented
in the Go programming language and deployed as a
Knative service.

5.2 Training ML Models

For the experiment, only the normal traffic flows from
the dataset were used. These flows are organised into
11 groups, each represented by a PCAP file contain-
ing a few thousand of individual flows. To avoid
ONOS showing errors when processing large packets,
all 11 groups were filtered to remove packets larger
than 29,696 bytes, which represent approximately 1%
of the flows.

Group 6 (2,800 flows) was selected for train-
ing due to its diversity in flow sizes and durations.
Its PCAP file was split into single-flow traces using
Wireshark, which was also used to extract features
such as duration, packet size, IAT, packet count, and
derived statistics such as averages and sums.

To replay flows in a controlled SDN–serverless
environment, a Mininet topology (Fig. 4) was used
to ensure each flow is captured once by ONOS, im-
proving the accuracy of energy and processing-time
measurements. The topology consists of 10 hosts and
10 switches, where each host replays a subset of flows
forwarded, then, by the Node Selector to a dedicated
serverless instance, resulting in 10 parallel instances.
Energy consumption of each instance was measured
using Kepler (Cloud Native Computing Foundation,
2024), while processing time and CPU usage were
obtained from Prometheus.

To emulate the execution of the serverless ap-
plication on nodes with different levels of computa-
tional capability, the cpupower tool (Silva, 2025) was
used to regulate the CPU frequency of the machine

Table 1: Tested Machine Learning Algorithms and Final
Hyperparameter Settings.

Algorithm Hyperparameters (final)
Polynomial Regression degree=2
Ridge Regression α = 1.0
Lasso Regression α = 1.0
Elastic Net α = 1.0, l1 ratio = 0.5
GP Regression kernel=RBF
Random Forest n = 50
KNN Regression k = 5
Gradient Boosting n = 100, lr = 0.1, depth=4
XGBoost n = 100, lr = 0.1, depth=6
LightGBM n = 100, lr = 0.1, depth=6
SVR kernel=RBF, C = 1.0, ε = 0.1

hosting Knative. Four frequencies—1, 2, 3, and 4
GHz—were selected to represent four distinct node
configurations. Data collection for the required met-
rics was therefore conducted in four stages: the CPU
frequency was first set to 1 GHz, the flows were re-
played, and their corresponding measurements were
gathered; the process was then repeated for the re-
maining frequencies (2, 3, and 4 GHz). For every
CPU-frequency stage, a dataset is generated contain-
ing measurements of energy consumption, processing
time, and CPU usage for all flows. This procedure
ensures that the training data for the ML models cap-
ture behaviour across multiple CPU-performance lev-
els, which dominate the energy consumption charac-
teristics of the system.

5.3 Evaluation

A total of 11 ML algorithms were evaluated (Table 1),
with an 80/20 train–validation split using a fixed ran-
dom seed. Ridge Regression achieved the best per-
formance for predicting energy consumption and pro-
cessing time (R2 > 0.95 with lowest RMSE), while
Random Forest Regression performed best for CPU
usage. Random Forest Regression achieved R2≈ 0.60
at 1 GHz, improving to ≈ 0.80 at higher frequencies.

To evaluate the proposed architecture, three addi-
tional flow groups from the InSDN dataset—Group
4,5 and 8—were selected for testing. The same CPU-
frequency settings used during training were also ap-
plied during evaluation. For each frequency level,
Kepler was used to measure the energy consumption
of the serverless application, while the Node Selector
forwarded only the flows designated for that particu-
lar frequency. As a result, some flows were processed
at 1 GHz, others at 2 GHz, 3 GHz, or 4 GHz, depend-
ing on their assigned configuration.

After all flows were processed, the energy-
consumption measurements collected across the four
frequencies were combined into a single CSV file.
This file was then compared against a baseline CSV
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Figure 5: Comparison of Power and Energy Consumption.

Figure 6: Flow Distribution across Selected CPU Frequencies.

file containing the energy consumption of the same
flows when processed without the proposed solution.
The baseline configuration refers to a setup in which
all flows are forwarded by the Node Selector directly
to the serverless application deployed on Knative,
without passing through Kafka or invoking the node-
selection process based on CPU frequency, which
follows the methodology proposed in (Banaie et al.,
2025). In this baseline, the CPU frequency of the ma-
chine running Knative is not explicitly controlled us-
ing the cpupower tool, allowing the processor to op-
erate within its default dynamic range, from 0.4 GHz
to 4.46 GHz.

Figure 5 compares the proposed solution with the
baseline in terms of power and energy consumption.
The baseline shows frequent spikes exceeding 30 W,
while the proposed solution maintains stable power
below 8 W across all flow groups. This is because the
baseline allows the CPU to operate at maximum fre-
quency under concurrent load, even when lower fre-
quencies would suffice.

In contrast, the proposed mapping solution de-
composes this workload by distributing flows across
execution nodes, represented in this experiment by
different CPU frequencies, according to their compu-
tational requirements. This flow-aware distribution is

the primary reason for the observed stability in power
consumption. The second plot compares cumulative
energy consumption over the experiment duration and
shows that the proposed solution reduces total energy
consumption by approximately 50% compared to the
baseline. Finally, Figure 6 illustrates how flows are
distributed across CPU frequencies, which represent
virtual nodes in this experiment. The results indicate
that the majority of flows across all three groups are
processed at lower frequencies (1–2 GHz), explaining
the observed reduction in energy consumption relative
to the baseline configuration.

6 CONCLUSIONS

This paper presented an ML-driven, flow-aware ar-
chitecture for energy-aware resource provisioning in
serverless SDN environments. By predicting flow-
level energy consumption, processing time, CPU us-
age, and delay probability, the proposed solution en-
ables intelligent mapping of incoming data flows to
execution nodes that minimise energy usage while
satisfying service constraints. Unlike existing ap-
proaches that focus primarily on architectural in-
tegration or static energy optimisations, this work
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introduces a practical and adaptive mechanism for
energy-aware decision-making at the flow level. A
methodology for accurately measuring per-flow en-
ergy consumption and execution time was introduced
to support the training of prediction models tailored
to specific applications and hardware configurations.
Experimental evaluation using an SDN–serverless
testbed demonstrated that the proposed approach can
significantly reduce energy consumption without ad-
versely affecting service quality.

Future work will focus on extending the architec-
ture to support online model adaptation, incorporat-
ing additional flow features extracted from early pack-
ets, and evaluating scalability in real and larger multi-
node SDN–serverless deployments, considering real-
world node heterogeneity such as differences in RAM
speed, disk I/O, and network latency. Also, it will in-
clude evaluating the approach using a more diverse set
of network functions (e.g., varying computational and
memory intensity) to provide a more robust validation
of the mapping algorithm.
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