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 a b s t r a c t

Network connectivity exposes network infrastructure and assets to vulnerabilities exploitable by attackers. Safe-
guarding these assets necessitates implementing security countermeasures. However, deploying countermeasures 
incurs various costs, including preparation and deployment time. Therefore, an Intrusion Response System (IRS) 
must consider both security and Quality of Service (QoS) costs when dynamically selecting countermeasures to 
address detected attacks. To address this challenge, we introduce a joint Security-vs-QoS optimization problem 
akin to the Weighted Set Cover Problem (WSCP), which is NP-complete. We propose two learning-based solutions 
leveraging Multi-Objective Reinforcement Learning and Deep Q-learning to navigate the security and QoS cost 
trade-off. Through extensive simulations under diverse settings, we validate the performance of our proposed 
solution, compare it with benchmark methods, and evaluate it using a project-derived 5G cybersecurity dataset.

1.  Introduction

The 5G environment facilitates the integration of various technolo-
gies and services, including vehicular communication, unmanned aerial 
vehicles, smart homes, fog/edge computing, smart grid, smart parking, 
blockchain services, and Industry 4.0, among others. Network opera-
tors empower mobile devices to seamlessly transition between networks 
and services based on their service requests, ensuring a consistently high 
level of Quality of Service (QoS) [1,2]. However, during rapid handovers 
between networks and while communicating with other nodes, these 
devices are exposed to various vulnerabilities, including access control 
issues, communication security risks, threats to data confidentiality, po-
tential availability concerns, and privacy breaches [3]. Therefore, meet-
ing the high-demand requirements of 5G services for all users while up-
holding stringent security standards poses a significant challenge.

Network security management can be broken down into three main 
phases: asset-based threat profiling, network attack identification and 
attack mitigation. In the first phase, valuable assets within the network 
are identified and ranked based on their value according to perceived 
necessity and importance to the network’s operations. In the second 
phase, the network attacks targeting the assets are detected by the de-
sign of Intrusion Detection Systems (IDS) which can involve techniques 
such as continuous monitoring of network traffic, and anomaly detec-
tion. Finally, in the third phase, the security advisory system comes into 
play, providing actionable recommendations for mitigation. These rec-
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ommendations may include implementing security patches, adjusting 
configurations, isolating compromised systems, or deploying additional 
security controls. The goal is to swiftly respond to detected threats and 
minimize the impact on network integrity and operations. This is also in 
line with three phases of OCTAVE-S risk-based strategic assessment and 
planning technique for security deployed in some organisations [4].

IDS techniques are executed on Security Agents (SAs) or stubs, strate-
gically deployed to sniff encrypted traffic and extract features for attack 
detection. When suspicious activities are detected, agents notify the or-
chestrator, which may take necessary mitigation actions [5]. Intrusion 
Response Systems (IRSs) are engineered to react against these suspicious 
activities in real or near real-time by continuously monitoring the IDS 
alerts [6]. In a 5G network, responses to security incidents can involve 
various actions, such as notifying the network operator or vendor, filter-
ing traffic, relaunching a node, reconfiguring virtual network functions, 
replacing one node with another, providing patches to prevent or rem-
edy identified attacks, and more [7].

The effectiveness of different countermeasures can be assessed based 
on their ability to mitigate the risks faced by network assets. One ap-
proach involves employing a combination of different countermeasures 
to address affected assets comprehensively. While it is crucial from 
a security standpoint to mitigate as many detected attacks as possi-
ble to minimize threats to the network, implementing countermeasures 
can impact the system’s QoS requirements, including time costs associ-
ated with preparing and deploying countermeasures. This paper aims to
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reconcile this trade-off within 5G systems. The proposed framework can 
be integrated as a module in network architecture enabling automated 
decision-making based on the network status.

Hence, we formulate a joint Security-vs-Cost countermeasure selec-
tion to optimize such decision-making in the IRSs. To tackle this dual 
challenge, we propose a Multi-Objective Q-Learning (MOQL) solution. It 
accounts for both security and costs as primary objectives, training the 
system to make optimal decisions regarding countermeasure selection. 
This decision-making process must strike a balance between the efficacy 
of risk mitigation measures and their associated costs. This delicate bal-
ance is overseen by the security administrator, tasked with maintaining 
sufficient protection while ensuring timely implementation of counter-
measures within defined constraints. Our contributions can be summa-
rized as follows:
1. Providing a security and time model for the countermeasure selec-
tion problem by modelling both sequential and parallel deployment 
of countermeasures, and considering both atomic and non-atomic 
countermeasure execution,

2. Formulating a joint security-vs-cost problem for the optimal selec-
tion of countermeasures and proving its resemblance to the Weighted 
Set Cover Problem (WSCP),

3. Presenting, for the first time to the best of our knowledge, a MOQL 
solution using a linear scalarized 𝜖-greedy method to solve the for-
mulated problem,

4. Proposing a Deep Q-Learning (DQL)-based solution to solve the prob-
lem,

5. Conducting extensive simulations using project-driven experimental 
data to evaluate the impact of key parameters and to compare the 
performance of the two proposed learning-based solutions,
Our main contribution lies in modelling the countermeasure selec-

tion problem in IRSs with both sequential and parallel execution of 
atomic and non-atomic actions, introducing a novel MOQL-based so-
lution (to the best of our knowledge, the first of its kind), and bench-
marking it against a DQL approach to evaluate their performance and 
trade-offs.

The rest of the paper is organized as follows. In Section 2, we review 
the state of the art. In Section 3 the system model is described. Section 4 
formulates the problem. In Section 5, we present both the MOQL and 
Deep Q-Learning-based solutions. In Section 6 we present the simulation 
results. Section 7 concludes the paper.

2.  Related works

2.1.  Intrusion response systems

Countermeasure selection strategies have been widely explored 
across several domains, including cyber-physical systems risk analysis, 
cybersecurity investment planning, and infrastructure protection. These 
diverse application areas emphasise the importance of efficient and cost-
effective intrusion response mechanisms.

A considerable number of studies have investigated the use of op-
timisation algorithms for countermeasure selection. Bio-inspired tech-
niques, such as Genetic Algorithms (GAs) and Artificial Immune Systems 
(AISs), have been among the most frequently utilised methods. In [8], 
an AIS-based approach was introduced to select appropriate counter-
measures against cyber threats by employing cloning and mutation op-
erations. A context-driven termination condition was proposed to con-
trol the evolutionary process based on experimental observations and 
subjective thresholds. Building upon this work, the authors in [9] de-
veloped AISGA, a hybrid system that integrates a Genetic Algorithm to 
optimise the AIS parameters, effectively aiming to minimise overall risk 
and reduce computational overhead.

Expanding the bio-inspired approaches, [10] proposed a framework 
to generate comprehensive response strategies that simultaneously ad-
dress countermeasure selection, deployment order, and duration opti-

misation. The solution employed a three-dimensional encoding within 
a GA to capture the multifaceted nature of the response problem, consid-
ering criteria such as attack impact, deployment overhead, negative side 
effects, and security gains. However, the convergence speed of GA-based 
methods is often limited when dealing with complex decision spaces. 
Similarly, other evolutionary techniques for IRSs, such as those explored 
in [11], face challenges related to slow convergence and sub-optimality.

Graph-based models have also been leveraged extensively. In [12], 
countermeasure selection was formulated over Probabilistic Attack-
Response Trees to handle multi-path attack scenarios. A greedy algo-
rithm was proposed to select countermeasures by evaluating the ex-
pected security gains, cost, and potential negative impacts. Meanwhile, 
the work in [13] proposed a modelling approach based on Directed 
Acyclic Graphs to formalise attack-defense interactions. Defence strate-
gies were then derived and optimised using Integer Linear Programming 
(ILP), with a supporting software tool developed for practical deploy-
ment. Attack Graph-based methodologies were also enhanced in [14], 
where a refined risk assessment model was proposed to avoid frequent 
re-generation of attack paths. A heuristic method was subsequently used 
to determine optimal countermeasure deployment under budget con-
straints, demonstrating efficacy within organisational IT environments.

In our recent work [7], we proposed a many-to-one stable matching 
game to assign attacks to countermeasures. However, in that study, all 
countermeasures were assumed to be applied sequentially. In contrast, 
the current work accounts for the more realistic scenario where some 
countermeasures can be executed sequentially while others can be ap-
plied in parallel.

Machine learning-based approaches have also emerged to tackle the 
countermeasure selection problem. In [15], Deep Reinforcement Learn-
ing (DRL) was applied to automate intrusion response actions in sys-
tems with stationary conditions. This was later extended in [16] to non-
stationary environments, where system components are dynamic and 
possess multiple states (e.g., active, updated, corrupted, vulnerable). 
These approaches trained agents in simulated environments to minimise 
response time and costs. Comparative evaluations demonstrated the po-
tential advantages of DRL over traditional Q-learning, although stability 
and generalisation remain open challenges.

There have recently been some new papers on IRSs that explore 
security-performance trade-offs in modern networked systems. Li et al. 
[12] formulated the response to multi-path attacks as an optimization 
problem but relied on a greedy heuristic, limiting scalability and adapt-
ability. Luo [17] proposed a fog-based intrusion detection and IRS model 
using support vector machine and an improved NSGA-II, though the 
approach remains static and computationally heavy for real-time use. 
Hamad et al. [18] developed REACT, a vehicle-level IRS enabling fast 
local reactions, yet its scope is restricted to automotive contexts and 
lacks broader network coordination. A comprehensive survey of IRS for 
cyber-physical systems including taxonomy, countermeasures, general 
architecture, and decision-making models is given in [19].

Finally, broader studies have investigated the economics of cyberse-
curity defences, including the evaluation of private versus societal costs 
[20], uncertainty quantification in risk models [21], investment opti-
misation in supply chains [22], and balancing different security safe-
guards [23]. Governmental and enterprise decision-making on cyberse-
curity planning has also been explored, such as in [24] and [25], using 
stochastic programming and dynamic optimisation models. For a de-
tailed review of the progression in IRS designs from 2012 to 2017, the 
survey in [26] offers a broad synthesis of key proposals, highlighting 
their strengths and limitations.

2.2.  Intrusion detection and response systems

The proposed optimisation model in this work focuses on counter-
measure selection following attack detection. While the model itself 
does not perform intrusion detection, it can be integrated into broader 
network defence frameworks that couple detection with mitigation. For 
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Table 1 
Comparison of the most related works on countermeasure selection.
 Ref.  Objectives  Execution mode  Countermeasure granularity  Solution

 Time  Security  Sequential  Parallel  Atomic  Non-atomic
 [7]  3  3  3  7  3  3  Game theory
 [9]  3  3  3  7  3  7  GA and AIS
 [10]  3  3  3  3  3  7  GA
 [12]  3  3  3  7  3  7  Heuristic
 [13]  7  3  -  -  3  3  ILP
 [14]  7  3  7  3  3  3  Heuristic
 [15]  3  3  3  7  3  7  DRL
 [16]  3  3  3  7  3  7  DRL
 Our work  3  3  3  3  3  3  MORL and DQL

instance, systems such as PEDDA [27] employ progressive multi-stage 
detection and orchestration mechanisms that could, in principle, ben-
efit from an intelligent countermeasure selection module. Building on 
this integration perspective, several adaptive Detection-and-Response 
(IDRS) frameworks [28–34], provide examples where countermeasure 
optimisation could be practically embedded.

Rose et al. [28] introduced an integrated IDRS for IoT networks 
that combines profiling, machine learning, and attack-graph reasoning 
to detect and mitigate threats. Although their game-theoretic IRS dy-
namically selects mitigation actions, it does not account for temporal 
dependencies, sequential or parallel countermeasures, nor the trade-off 
between mitigation time and achieved security. In a similar direction, 
Hussain et al. [29] proposed a Calibrated Random Forest-based IDRS 
that quantifies uncertainty in attack predictions and uses probabilistic 
confidence scores to guide cost-sensitive mitigation. While this approach 
strengthens decision rationality by linking response actions to confi-
dence levels, it omits modelling of temporal dynamics, countermeasure 
interdependencies, and joint optimisation of response time, security im-
pact, and action concurrency.

Further, Chen et al. [30] developed a hierarchical UAV IDRS using 
artificial immune principles, achieving high detection accuracy through 
air-ground collaboration. However, their model focuses primarily on 
detection and does not optimise countermeasure selection or balance 
time-security trade-offs, as addressed in this work. Similarly, Lee et al. 
[31] proposed a real-time intrusion detection and prevention system for 
in-vehicle networks using a lightweight Random Forest model imple-
mented on an ASIC chip. Although their design achieved microsecond-
level latency for on-chip attack blocking, it remains restricted to binary 
response decisions and lacks multi-level countermeasure selection, and 
QoS-security trade-off modelling–key aspects explicitly optimised in our 
framework.

Vieira et al. [32] advanced the field by introducing an autonomic IRS 
that integrates autonomic computing and big-data analytics for rapid 
detection and self-healing in distributed environments. Despite its prob-
abilistic decision-making using the expected utility principle, it does not 
jointly optimise security, response time, and QoS impacts, as our model 
does. Likewise, Huang and Su [33] designed a deep-learning-based IDRS 
for power grid networks to capture temporal patterns and improve de-
tection accuracy. While effective in detection, its response is limited to 
alerting functions, without modelling the selection or coordination of 
defensive actions based on cost or timing considerations. Finally, al-
though El-Hajj [34] presents a hybrid IDRS combining Random For-
est for static analysis and LSTM for temporal learning, the “response” 
component is limited to alert generation rather than selecting or opti-
mising defensive countermeasures. Hence, the work remains primarily 
detection-focused.

While previous research has made significant strides in the field of 
countermeasure selection, several limitations persist. Many evolution-
ary methods offer only approximate solutions, often requiring extensive 
iterations without guarantees of convergence to optimal responses. Ad-
ditionally, some prior works focus on optimising security metrics with-
out fully incorporating dynamic QoS factors, limiting adaptability in 

real-world, variable network conditions. Furthermore, in many exist-
ing studies, the datasets used for modeling attacks, countermeasures, 
and system behavior are often based on synthetic or simulated scenar-
ios rather than real-world environments, which can limit the practical 
applicability and robustness of the proposed solutions.

In contrast, our work addresses these gaps by formulating the coun-
termeasure selection problem and proving its resemblance to the NP-
hard WSCP. We consider both sequential and parallel execution of coun-
termeasures, as well as atomic and non-atomic actions, to capture real-
istic system dynamics. To solve this problem, we propose two learning-
based approaches, MOQL and DQN, that explicitly model the Security-
QoS trade-off for dynamic, context-aware decision-making. The models 
are trained and validated using datasets derived from attack and coun-
termeasure scenarios defined in an EU 5G security project [35]. Hence, 
our novelty lies in the problem formulation, the proposed modeling ap-
proach, and the learning-based solutions validated on project-driven ex-
perimental data. Table 1 summarises the key differences and research 
gaps between this work and the most closely related studies.

3.  System model

A wireless network is typically composed of various devices such 
as Internet of Things (IoT) units, user equipment, Base Stations (BSs), 
servers, network functions and cloud facilities, among others, which 
are the network assets. Let us show the set of all of these nodes as 
 = {𝑢1,… , 𝑢𝑛,… 𝑢𝑁}. The inherently untrusted nature of the internet, 
coupled with its insecure connections, renders all nodes susceptible to 
attacks.

In order to protect a network against cyberattacks, it is essential to 
design IRSs. These systems must respond effectively to eliminate po-
tential consequences and mitigate security risks while also considering 
their impact on QoS costs [36]. A critical aspect of applying counter-
measures lies in understanding the three-time components involved: 
decision-making time, preparation time, and deployment time. While 
certain countermeasures may offer a complete resolution of the prob-
lem, they could lead to extended overall latency, thereby risking attack 
leakage and system-wide propagation. Thus, a delicate trade-off arises 
between the level of system security and the QoS cost (or latency in this 
context). Finding the right balance between these two aspects becomes 
essential for optimizing IRSs.

3.1.  Security model

A key facet of countermeasure selection is comparing the level of 
risk measured in the network against the potential security gain of a 
particular countermeasure.

Let us assume there exist 𝐴 types of attacks in the system, where 𝑎
shows a generic attack type. Let us define 𝜃𝑛,𝑎𝑐  as the 𝑐th countermeasure 
applied on the 𝑎th attack of the 𝑛th node. For the sake of simplicity 
in the notation, 𝜃𝑛,𝑎𝑐  might be written as 𝜃𝑐 throughout the article. For 
each attack type, we consider a mitigation action list that shows the 
possible countermeasures that can be taken. Let us show (𝑎) as the list 
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of countermeasures that can be taken for attack type 𝑎 and define it as
(𝑎) = {𝜃𝑐 |𝕌𝑛,𝑎

𝑐 = 1,∀𝑢𝑛 ∈  } (1)

where 𝕌𝑛,𝑎
𝑐  is an indicator function which is 1 if countermeasure 𝑐 can 

address the 𝑎th attack of node 𝑛. Let us show 𝐶 as the total number of 
system countermeasures for all attack types, i.e., |⋃𝐴

𝑎=1 (𝑎)| = 𝐶.
On the other hand, each countermeasure might address several at-

tack types. Let us show the attack types the 𝑐th countermeasure can 
address as
(𝜃𝑐 ) = {𝜔𝑎|𝕌𝑛,𝑎

𝑐 = 1,∀𝑢𝑛 ∈  } (2)

where 𝜔𝑎 shows the 𝑎th attack type (e.g. DoS or eavesdropping). It 
should be noted that one attack type might be found in different nodes 
across the network. That is, different nodes may be affected by a partic-
ular attack type.

Let  = {𝑣𝑎𝑛} 𝑎=1,⋯𝐴
𝑛=1,⋯,𝑁𝑎

 represent the set of all detected attacks across 
the nodes. Each element 𝑣𝑎𝑛 correspondsds to attack type 𝑎 detected on 
node 𝑛 and 𝑁𝑎 is the number of nodes affected by that attack. Thus, the 
total number of detected attacks across all nodes is given by ||. We also 
define att as a collection set of 𝜃𝐶 subsets covering all of the elements 
(attacks) in  as below:

att =
⋃

𝑐=1,…,𝐶

(

⋃

𝜔𝑎∈(𝜃𝑐 )

{

𝑣𝑎𝑛
}

𝑛=1,…,𝑁𝑎

)

=

{

{

… ,

𝜔𝑎 ∈ (𝜃1)
⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞
{

𝑣𝑎1,… 𝑣𝑎𝑁𝑎

}

,…
}

⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟
𝜃1

,…

{

… ,

𝜔𝑎 ∈ (𝜃𝐶 )
⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞
{

𝑣𝑎1,… 𝑣𝑎𝑁𝑎

}

,…
}

⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏞⏟
𝜃𝐶

}

(3)

The set att is the complete list of all attack types, where each type in-
cludes all the nodes affected by that attack and is categorized under the 
countermeasure capable of addressing it. In order to cover/address all 
of the attacks in the network one solution is to take all of the counter-
measures. However, this imposes a high cost on the system. Let us show 
the matrix Θ as an [𝑁 × 𝐶 × 𝐴] binary allocation matrix, where 𝐴 = 3
(for the sake of simplicity of presentation) as below:

Θ =

𝜃1,31 𝜃1,32 𝜃1,33
⋯ 𝜃1,3𝐶

𝜃2,31 𝜃2,32 𝜃2,33
⋯ 𝜃2,3𝐶

𝜃3,31 𝜃3,32 𝜃3,33
⋯ 𝜃3,3𝐶

⋮ ⋮ ⋮ ⋯ ⋮

𝜃𝑁,3
1 𝜃𝑁,3

2 𝜃𝑁,3
3

⋯ 𝜃𝑁,3
𝐶

𝜃1,21 𝜃1,22 𝜃1,23
⋯ 𝜃1,2𝐶

𝜃2,21 𝜃2,22 𝜃2,23
⋯ 𝜃2,2𝐶

𝜃3,21 𝜃3,22 𝜃3,23
⋯ 𝜃3,2𝐶

⋮ ⋮ ⋮ ⋯ ⋮

𝜃𝑁,2
1 𝜃𝑁,2

2 𝜃𝑁,2
3

⋯ 𝜃𝑁,2
𝐶

𝜃1,11 𝜃1,12 𝜃1,13
⋯ 𝜃1,1𝐶

𝜃2,11 𝜃2,12 𝜃2,13
⋯ 𝜃2,1𝐶

𝜃3,11 𝜃3,12 𝜃3,13
⋯ 𝜃3,1𝐶

⋮ ⋮ ⋮ ⋯ ⋮

𝜃𝑁,1
1 𝜃𝑁,1

2 𝜃𝑁,1
3

⋯ 𝜃𝑁,1
𝐶  Attack types

Countermeasures

N
od
es (4)

Eq.  (4) shows the countermeasures that can be taken for each attack 
of all the nodes. 𝜃𝑛,𝑎𝑐  shows the 𝑐th countermeasure that can be taken for 
addressing attack 𝑎 of node 𝑛, and the value is binary (0 if the node does 
not have the 𝑎th attack, the 𝑐th countermeasure does not address that 
attack or the 𝑐th countermeasure is not selected to address it, and 1 if 
the 𝑐th countermeasure is used to address it). The decision is to assign 
some of the elements (i.e., countermeasures) in the above matrix to take 
the value of 1 in order to address all the attacks across the network as-
suming no attack is addressed by more than one countermeasure. Please 

note that our model accounts for scenarios where multiple countermea-
sures are combined to address a single attack. In this context, we treat 
these combinations as separate countermeasures. Therefore, our model 
encompasses both atomic and non-atomic countermeasures. In essence, 
some of the 𝐶 countermeasures in our model are atomic, while others 
are non-atomic.

Let us define 𝚯 as the vector of the selected countermeasures to ad-
dress the detected attacks in the network (the ones in (4) with the value 
of 1 are selected). As we mentioned earlier one attack cannot be ad-
dressed with two different countermeasures (unless the selected coun-
termeasure is non-atomic), that is:

𝜔𝑎 ∈ ̄(𝜃𝑐 ) ⇒ 𝜔𝑎 ∉ ̄(𝜃𝑗 ) ∶ ∀𝜔𝑎,∀𝜃𝑐 , 𝜃𝑗 ∈ 𝚯, 𝜃𝑗 ≠ 𝜃𝑐 where ̄(𝜃𝑐 ) is 
the set of attacks that will be addressed with the countermeasure 𝜃𝑐 . This 
ensures that, in the final solution, each attack is addressed by only one 
countermeasure, which may be either atomic or non-atomic. Now the set 
of attacks covered with a solution vector 𝚯 (selected countermeasures) 
can be rewritten from eq.(3) as:

̄att(𝚯) =
⋃

𝜃𝑐∈𝚯

⎛

⎜

⎜

⎝

⋃

𝜔𝑎∈̄(𝜃𝑐 )

{

𝑣𝑎𝑛
}

𝑛=1,…,𝑁𝑎

⎞

⎟

⎟

⎠

(5)

This provides the list of attacks that are covered by one of the selected 
countermeasures in 𝚯. In order to address all the attacks with the se-
lected countermeasures in 𝚯, we shall yield |̄att(𝚯)| = ||, i.e., the num-
ber of elements (covered attacks) in ̄att(𝚯) equals the number of iden-
tified attacks.

IDSs offer risk assessment metrics, including the severity and proba-
bility of attacks. Leveraging this information, the Risk Factor (RF) for the 
𝑎-th attack can be determined as 𝑅𝑎 = 𝑆(𝑎) ⋅ 𝑃 (𝑎), where 0 ≤ 𝑃 (𝑎) ≤ 1 is 
the probability/likelihood of occurrence of an attack and 𝑆(𝑎) ∈ [0 10]
is its severity. IDSs can also evaluate the degree to which security is 
enhanced by applying specific security countermeasures. This capabil-
ity aids IRSs in comparatively quantifying the effectiveness of various 
countermeasures [37]. After implementing a countermeasure, the RF 
will be updated to assess the effectiveness of the selected countermea-
sure. Throughout the remainder of the paper, our focus will be solely 
on the RF, as it indicates the severity and likelihood of an attack. Let 
𝑅̄𝑎(𝜃𝑐 ) denote the updated RF of the 𝑎-th attack after applying the coun-
termeasure 𝜃𝑐 , and let 𝑅𝑎 represent its RF before the countermeasure is 
applied. As part of the threat mitigation process, we would like to re-
duce the updated RF as much as possible by implementing the most suit-
able countermeasure, thus, similar to our previous work in [7] we de-
fine Δ𝑅𝑎(𝜃𝑐 ) = 𝑅𝑎 − 𝑅̄𝑎(𝜃𝑐 ) as the discrepancy between the initial value 
of RF and the updated RF that should be maximized. Please note that 
Δ𝑅𝑎(𝜃𝑐 ) > 0, i.e., the updated RF for those addressed attacks after tak-
ing a countermeasure is always reduced. We define the security utility 
function as
∑

𝜃𝑐∈𝚯
∑

𝑣𝑎𝑛∈ Δ𝑅𝑎(𝜃𝑐 )
∑

𝑣𝑎𝑛∈ 𝑅𝑎
(6)

Eq.  (6) calculates the reduced RF of those addressed attacks across 
the nodes over the weighted initial RF values.

3.2.  Time model

Applying a countermeasure requires some preparation and deploy-
ment time, which varies across different countermeasure types. The 
overall spent Time for the 𝑐th countermeasure can be written as
𝑇 (𝜃𝑐 ) = 𝑇 dep(𝜃𝑐 ) + 𝑇 pre(𝜃𝑐 ) (7)

where 𝑇 pre(𝜃𝑐 ) is the time spent for the preparation of the countermea-
sure (also known as service preparation time), and 𝑇 dep(𝜃𝑐 ) is the time 
spent for the deployment of the countermeasure (also known as service 
deployment time).

In an IRS, the selection and deployment of countermeasures are in-
fluenced by various factors, including the nature of the attack, available 
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resources, and the desired outcome of the response. This often leads to 
a combination of sequential and parallel execution of countermeasures. 
Sequential execution allows the IRS to address the attack in a struc-
tured manner, prioritizing critical tasks and ensuring that resources are 
allocated effectively. However, in certain situations where time is of 
the essence or when multiple countermeasures can be deployed concur-
rently without interfering with each other, parallel execution offers the 
advantage of quicker response times and improved resilience against so-
phisticated attacks. For instance, in response to a Distributed Denial of 
Service (DDoS) attack, the IRS may initiate sequential countermeasures, 
starting with blocking malicious traffic. Following this initial step, ad-
ditional countermeasures may be implemented to fortify the network 
against the attack. Considering the combination of sequential and par-
allel execution of countermeasures, we define the overall time spent for 
applying the selected countermeasures in 𝚯 as
𝑇 Tot(𝚯) =

∑

𝜃𝑐∈𝚯𝟏

𝑇 (𝜃𝑐 ) + max{𝑇 (𝜃𝑐 ) ∶ ∀𝜃𝑐 ∈ 𝚯𝟐} (8)

where 𝚯𝟏 and 𝚯𝟐 refer to those sets of countermeasures which can be 
implemented sequentially and in parallel, respectively. Please note that 
our approach accommodates scenarios where countermeasures are se-
lected only sequentially, only in parallel, or through a combination of 
both. Therefore, the formula above comprehensively considers all pos-
sibilities.

4.  Problem formulation and analysis

The optimal countermeasure selection can be formulated as an opti-
mization problem. The objective is maximizing network security while 
minimizing the associated QoS costs by selecting the best countermea-
sures, 𝚯, such that all attacks are addressed. Considering the joint Se-
curity and QoS cost functions, the optimization problem can be written 
as 

𝐏𝟏 ∶ argmin
𝚯

{ ∑

𝑣𝑎𝑛∈ 𝑅𝑎
∑

𝜃𝑐∈𝚯
∑

𝑣𝑎𝑛∈ Δ𝑅𝑎(𝜃𝑐 )
, 𝑇̄ Tot(𝚯)

}

(9)

subject to
𝐂𝟏.𝟏 ∶ |

|

|

̄att(𝚯)||
|

= |

|

|

||
|

(10)

𝐂𝟏.𝟐 ∶ 𝜔𝑎 ∈ ̄(𝜃𝑐 ) ⇒ 𝜔𝑎 ∉ ̄(𝜃𝑗 ) ∶ (11)

∀𝜔𝑎,∀𝜃𝑐 , 𝜃𝑗 ∈ 𝚯, 𝜃𝑗 ≠ 𝜃𝑐

where 𝚯 is the countermeasure selection decision vector to be obtained. 
Please note that among the selected countermeasures, there may be a 
combination of atomic and non-atomic countermeasures, as well as a 
mix of sequential and parallel implementations. 𝑇̄ Tot is the normalized 
spent time from (8). This normalization is needed to ensure both secu-
rity and Time terms in the objective function are in the same range. The 
objective function (9) aims to find the best countermeasures (subsets) 
to be selected to address the attacks in order to maximize the security 
(please note that the security term is reversed) while minimizing the 
implementation time. Constraint (10) implies that the selected coun-
termeasures in the solution vector 𝚯 shall cover all the attacks in the 
network. Constraint (11) states that one attack type can be addressed 
by only one countermeasure (either atomic or non-atomic).

The problem resembles the WSCP. In WSCPs, we try to cover ele-
ments using a collection of sets, each of which has a weight, with an 
optimization goal [38,39]. Similarly, in our problem,  is the set of all 
the elements (attacks across nodes) to be covered and there exists a max-
imum of 𝐶 subsets (countermeasures) covering the elements in  , where 
each subset has a security-vs-QoS weight. The goal is maximizing the se-
curity while keeping the implementation time low by finding the vector 
𝚯 ⊆ {𝜃1,⋯ , 𝜃𝐶} such that |̄att(𝚯)| = ||, i.e., covering all the detected 
attacks and no attack belongs to two sets (countermeasures).

Fig. 1 illustrates how the countermeasure selection problem can be 
represented as a WSCP. Each sub-figure depicts a different combination 

Fig. 1. Illustration of the mapping between the countermeasure selection prob-
lem and the WSCP, showing two possible ways to cover all attacks.

of countermeasures that collectively mitigate all identified attacks. In 
sub-figure (a), three countermeasures are sufficient to cover all attacks, 
while in sub-figure (b), four countermeasures achieve the same cover-
age. Both represent valid solutions to the problem, but each carries a 
different total weight, reflecting the trade-off between security effec-
tiveness and QoS cost. The figure therefore demonstrates that the objec-
tive of the WSCP formulation is to identify the optimal combination of 
countermeasures that minimizes this overall weight.

Given the pair ( ,att), the WSCP problem needs to find 𝚯, which in-
volves comparing all the possibilities in combining atomic, non-atomic, 
sequential and parallel countermeasures such that the two constraints 
are met. The WSCP is NP-complete and cannot be solved in a polynomial 
time [39]. Hence, we resort to learning algorithms to find a semi-optimal 
solution.

5.  MOMDP And MOQL solution for countermeasure selection 
problem

The question is how to choose an appropriate policy for the set cov-
ering problem. That is, how to cover all attacks with a selected number 
of countermeasures ensuring the security and implementation time are 
optimized. In the following, we model our problem with the Markov 
Decision Process (MDP) and later resort to MOQL to solve the problem.

5.1.  MOMDP Model for countermeasure selection problem

In this section, we define our problem in the form of MDP which 
is a sequential decision-making process, where the agent observes its 
current state and makes the best decision to transition to the next state.

The countermeasure selection problem in our work is a Multi-
Objective (MO) problem that can be modelled by the Multi-Objective 
Markov Decision Process (MOMDP) [40]. An MOMDP can be defined 
by tuple ⟨ ,, , 𝐫, 𝛾,⟩, where  ,, and  represent the state, ac-
tion, probability and initial state space, respectively. Moreover, 𝐫 ∈ ℝ𝑀

represents the vector-valued reward function for 𝑀 objectives and (0 ≤
𝛾 ≤ 1) is the discount factor.

5.1.1.  State space
The state space in our MDP model is finite-dimensional space which 

is the observation of the environment. In our model, we define the set 
of states as
 = {𝑠𝑡|𝑠𝑡 = ( ,𝐑)}, (12)
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where  contains the list of all detected attacks across nodes, and 𝐑 =
{𝑅1,⋯ , 𝑅𝐴̄} represents the RF vector for all the detected attack types, 
𝐴̄ shows the total number of detected attack types in the system.

5.1.2.  Action set
The action space in MDP refers to the actions that the agent can 

perform in a particular state which results in the agent ending up in 
another state. Let us define the action space as
 = {𝑎𝑡|𝑎𝑡 = 𝚯𝑡}, (13)

where 𝚯𝑡 is the selected countermeasures at time instant 𝑡. This means at 
time instant 𝑡 the agent can select a set of countermeasures to optimize 
both security and the QoS cost. The selected action transitions the agent 
into a new state where the values in  will be updated.

5.1.3.  Reward function
Let us denote 𝐫𝑡 = (𝑟1𝑡 ,⋯ , 𝑟𝑀𝑡 ) as the immediate vector-valued reward 

at time instant 𝑡, where 𝑟𝑚𝑡  represents the immediate reward for the 𝑚th 
objective. Since our problem involves two objectives, namely security 
and QoS costs, we have 𝑀 = 2. We define the reward of each objective 
as

𝑟1𝑡 =

∑

𝜃𝑐∈𝚯
∑

𝑣𝑎𝑛∈ Δ𝑅𝑎(𝜃𝑐 )
∑

𝑣𝑎𝑛∈ 𝑅𝑎
(14)

𝑟2𝑡 = −
|𝚯𝑡|
∑

𝑐=1
𝑇̄ Tot(𝜃𝑐 ) (15)

The value of the reward is related to the action (i.e., countermeasure 
selection decision vector 𝚯) the agent takes at a particular state.

5.1.4.  Policy
In RL, a policy 𝜋 ∶  →  is a mapping from state to action. The 

state-value function 𝐕𝜋 (𝑠) ∶  → ℝ𝑀 , which is the expected cumulative 
reward of a state in MDP, maps the state 𝑠 to the vector of expected 
rewards and is used to evaluate a policy 𝜋. Let us define state-value 
function as

𝐕𝜋 (𝑠) = 𝔼𝜋

[ 𝑇
∑

𝑘=𝑡
𝛾𝑘−𝑡𝐫𝑘

|

|

|

𝑠𝑡 = 𝑠

]

. (16)

In the above equation, 𝐕𝜋 (𝑠) is a multi-objective value function which 
evaluates a state by considering the immediate reward of each of the 
objectives through the 𝑇  time horizon by following the policy 𝜋. The 
standard MDP aims to maximize the cumulative immediate rewards; 
hence the optimal state-value function can be written as

𝐕𝜋∗ (𝑠) = max
𝜋

𝔼𝜋

[

𝐫𝑡 + 𝛾𝐕𝜋 (𝑠′)|𝑠𝑡 = 𝑠
]

(17)

where 𝑠′ is the next state by following policy 𝜋. This means we would 
like to find an optimal policy 𝜋∗ with which the cumulative immediate 
rewards starting from state 𝑠 is maximized. Similarly, we can define the 
state-action value function as

𝐐𝜋 (𝑠, 𝑎) = 𝔼𝜋

[ 𝑇
∑

𝑘=𝑡
𝛾𝑘−𝑡𝐫𝑘

|

|

|

𝑠𝑡 = 𝑠, 𝑎𝑡 = 𝑎

]

, (18)

The optimal value for a state-action pair is represented by 𝑄∗(𝑠, 𝑎)
and can be obtained through

𝐐𝜋∗ (𝑠, 𝑎) = 𝐫𝑡 + 𝔼
[

max
𝑎′

𝛾𝐐𝜋∗ (𝑠′, 𝑎′)
]

(19)

5.2.  MOQL Algorithm for countermeasure selection problem

In order to solve the MOMDP model and find the optimal policy for 
eq. (17), we propose a Multi-Objective Q-Learning (MOQL) algorithm, 
which combines Monte Carlo and dynamic programming to learn an of-
fline policy without prior knowledge [41]. In this section, we present a 

MOQL algorithm to address the optimal countermeasure selection deci-
sion problem. It should be noted that the probability space introduced 
in the MOMDP model can be neglected due to the episodic nature of 
the RL algorithm and the fact that Q-learning does not need the explicit 
transition probability model. RL assumes that the model of the system 
(e.g. state transition matrix) is not known by the decision-maker, i.e., 
model-free, which is the same in our scenario.

Let us rewrite our MO optimization problem in P1 as 
𝐏𝟐 ∶ max

𝜋
(𝑓 1(𝜋),⋯ , 𝑓𝑀 (𝜋)), (20)

subject to
𝐂𝟐.𝟏 ∶ 𝜋 ∈ Π, (21)

𝐂𝟏.𝟏,
𝐂𝟏.𝟐,

where 𝜋 is a policy belonging to the policy space Π and 𝑓𝑚(𝜋) represents 
the 𝑚th objective in the joint multi-objective function, which has been 
converted to a maximization problem.

Considering that the environment has several objectives simultane-
ously, different optimal policies can be found, where they differ by the 
priority/weight given to each objective. Moreover, in the presence of 
multiple conflicting objectives the concept of optimality transforms to 
Pareto optimality [42]. For this reason, we seek to find a Pareto front of 
solutions for the countermeasure selection problem.

Conventionally, the quality of a solution is determined by its 
Pareto dominance with respect to other solutions. In particular let 
Π = {𝚯1,⋯ ,𝚯𝑍} be the set of 𝑍 solutions where 𝚯𝑧 is the 𝑧th solution as 
described before. Considering two solutions 𝚯1 and 𝚯2 for a given prob-
lem with 𝑀 conflicting objectives with 𝑉 𝑚

𝚯 (𝑠) being as the value of the 
𝑚th objective of solution 𝚯 (for all 𝑚 ∈ [1 𝑀]), the Pareto-dominance 
is defined as
Definition 1. It is said that 𝚯1 Pareto-dominates 𝚯2 (i.e., 𝚯1 ≻ 𝚯2) 
if 𝑉 𝑚

𝚯1
(𝑠) ≥ 𝑉 𝑚

𝚯2
(𝑠) for all 𝑚 ∈ [1 𝑀], and there exist some 𝑝 ∈ [1 𝑀]

such that 𝑉 𝑝
𝚯1

(𝑠) > 𝑉 𝑝
𝚯2

(𝑠). 
This means that 𝚯1 is considered better than 𝚯2 if it achieves at least 

the same value in all objectives and strictly higher value in at least one 
of them.
Definition 2. The set of non-dominated solutions is defined as [43]
𝑆 = {𝚯𝑧|∄𝚯𝑥 ≻ 𝚯𝑧,∀𝚯𝑧,𝚯𝑥 ∈ Π} (22)

We adopt a single-policy MOQL approach in order to learn Pareto-
optimal solutions. Single-policy MOQL algorithms employ scalarization 
functions to define a utility over a vector-valued policy. This reduces the 
dimensionality of the multi-objective to a single, scalar value [44,45]. 
In the scalarization functions, the weight allows us some control over 
the nature of policy which is going to be found by tuning the weight 
values for each objective according to their priority for us. We employ 
a linear scalarization function and define it below.
Definition 3. Considering 𝐰 as a weight vector, a scalarization function 
𝑓 is a function that projects a value-vector objective function 𝐉 to a 
scalar, i.e., 𝑓 (𝐉,𝐰). 

In our MOQL approach, the value-vector objective function can be 
mapped to 𝑄(𝑠, 𝑎, 𝑚), and the scalarized Q-value can be defined as

𝑄̂(𝑠, 𝑎) =
𝑀
∑

𝑚=1
𝑤𝑚 ⋅𝑄(𝑠, 𝑎, 𝑚) (23)

This yields a single state-action value by combining the Q-values of 
the two objectives, each weighted by a respective objective weight.

In the MOQL algorithm the Q-table is extended to include the Q-
values for each of the objectives. Since the Q-value is a recursive equa-
tion, it is updated for each objective as
𝑄(𝑠, 𝑎, 𝑚) ←
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Algorithm 1 Linear scalarized 𝜖-greedy method.
Input: , 𝜖, 𝑑, 𝑄(𝑠, 𝑎, 𝑚) ∀𝑚
Output: 𝑎
1: 𝐐̂(𝑠) ← {}
2: for each action 𝑎 ∈ (𝑠)  do
3: obtain 𝑄(𝑠, 𝑎, 𝑚), ∀𝑚
4: obtain 𝜔𝑚, ∀𝑚
5: 𝑄̂(𝑠, 𝑎) ←

∑𝑀
𝑚=1 𝑤𝑚 ⋅𝑄(𝑠, 𝑎, 𝑚)

6: 𝐐̂(𝑠) ← 𝑄̂(𝑠, 𝑎)
7: end for
8: 𝜖 ← 𝜖 − 𝑑
9: 𝑋 ← 𝑏𝑖𝑛𝑜𝑟𝑛𝑑(𝜖)
10: if 𝑋 = 1  then
11: 𝑎 ← a random action from 𝐐̂(𝑠)
12: else
13: 𝑎 ← argmax𝑎′ 𝐐̂(𝑠)
14: end if

Algorithm 2 MOQL Algorithm.
Input: reward vector, maxSteps , 𝛼, 𝛾, 𝐐̂(𝑠)
Output: 𝑄(𝑠, 𝑎, 𝑚), ∀𝑚
1: steps ← 0 
2: for each episode  do
3: Generate an initial state 𝑠 randomly. 
4: while  ≠ ∅ OR 𝑠𝑡𝑒𝑝𝑠 ≤ 𝑚𝑎𝑥𝑆𝑡𝑒𝑝𝑠  do
5: Select 𝑎 from current state 𝑠 using Alg. 1 
6: Take action 𝑎, observe state 𝑠′ and reward vector 𝐫
7: 𝑎′ ← argmax𝑎 𝐐̂(𝑠′)
8: for each objective 𝑚 do
9: 𝑄(𝑠, 𝑎, 𝑚) ← 𝑄(𝑠, 𝑎, 𝑚) + 𝛼[𝑟(𝑠, 𝑎, 𝑚) + 𝛾𝑄(𝑠′, 𝑎′, 𝑚) −𝑄(𝑠, 𝑎, 𝑚)]
10: end for
11: 𝑠 ← 𝑠′

12: steps ← steps + 1
13: end while
14: end for

𝑄(𝑠, 𝑎, 𝑚) + 𝛼[𝑟(𝑠, 𝑎, 𝑚) + 𝛾𝑄(𝑠′, 𝑎′, 𝑚) −𝑄(𝑠, 𝑎, 𝑚)] (24)

An 𝜖-greedy approach is selected for evaluating the actions in each 
state of the MOQL environment and the algorithm is presented in Algo-
rithm 1. In Algorithm 1, first a list 𝐐̂(𝑠) is created containing the Q-value 
of all of the actions that can be taken from a state (see line 1). Then for 
each of the actions that can be taken from the state 𝑠, a) the Q-value 
for each of its objectives is obtained, b) the associated objective weight 
is obtained, c) the linear scalarized function is calculated and d) the re-
sult is stored in the list 𝐐̂(𝑠) (see lines 2–7). Later an 𝜖-greedy method 
is employed considering Bernoulli distribution where a random action 
with probability 𝜖 is selected and a greedy action (the best one) from the 
𝐐̂(𝑠) list is selected with probability 1-𝜖 (see lines 8–12). To encourage 
exploration of the state-action space early in training, the exploration 
rate 𝜖 is initially set to 0.9, meaning that 90% of the time, a random ac-
tion is selected. As training progresses, the focus gradually shifts toward 
exploitation through the use of the exploration decay rate 𝑑 parameter, 
which steadily reduces the value of 𝜖 over time.

Now we incorporate the above linear scalarized 𝜖-greedy approach 
into a MOQL algorithm to solve the countermeasure selection prob-
lem. As depicted in Algorithm 2, the MOQL algorithm runs for several 
episodes where each episode runs until all of the detected attacks in 
are addressed or a predefined maximum number of iterations, denoted 
by 𝑚𝑎𝑥𝑆𝑡𝑒𝑝𝑠, is reached. For each episode, a random state is initiated 
as the starting point of the agent (see line 2). Then Algorithm 1 is exe-
cuted to choose an action from the starting state based on the 𝜖-greedy 
method (see line 4). Upon taking the action, the agent observes the fol-
lowing state and the reward vector (see line 5), and the action with the 
best Q-value function from the Q-value list is selected (see line 6). The 
Q-table is updated for each of the objectives as shown in line 8. Finally, 
the agent enters the next state.

5.3.  Deep Q-Learning

The Q-learning algorithm employs the Q-table to store reward values 
for each state-action pair. This can become inefficient as the problem’s 
complexity grows, leading to an exponential increase in the number 
of state-action pairs and, consequently, the size of the Q-table, mak-
ing training both computationally demanding and memory-intensive. 
Google DeepMind introduced Deep Q-Network (DQN), merging deep 
neural networks with the Q-learning methodology [46]. Deep learning 
techniques excel in two key areas: function approximation and repre-
sentation learning. These capabilities enable them to efficiently learn 
concise, low-dimensional representations from raw, high-dimensional 
data [47]. Most importantly, DQN replaces the Q-table with a neural 
approximator whose parameter count does not scale with the size of 
the state space. This allows the network to generalize by interpolating 
between unseen but similar states, thereby reducing the need for ex-
haustive exploration. Empirically, we observe these scalability benefits 
in our setup; as the network size increases, DQN maintains stable train-
ing and inference times, whereas tabular Q-learning’s complexity grows 
sharply with the number of state-action pairs (see Section 6.5). Conse-
quently, for large-scale networks, DQN achieves more efficient training 
and more robust deployment while optimizing the same action-value 
objective.

Having said that, using neural networks to approximate the Q-
function presents challenges, as the correlations between the Q-values 
𝑄(𝑠, 𝑎) and the target values 𝑄(𝑠′, 𝑎′) can lead to an unstable training 
process[46]. proposed the technique of experience replay which can 
enhance the convergence of the algorithm. All the experience obtained 
from the agent’s interaction with the environment is stored in the experi-
ence memory. During training, the agent samples random mini-batches, 
disrupting the sequence of training samples. This randomness helps pre-
vent the network from settling into one of a local minimum.

The stability of the training process is further enhanced by the use of 
a second Q-network, commonly referred to as the target network [46]. 
This network is an identical copy of the main Q-network, known as the 
estimation network. Its weights are not trained, but they are period-
ically synchronized with the parameters of the main Q-network. The 
loss function is described by Eq. 25 where 𝛽′ and 𝛽 are parameters of 
the estimation and target networks, respectively.

𝐿(𝛽) = 𝐸
[

(𝐫𝑡 + 𝛾 max
𝑎′

𝑄(𝑠′, 𝑎′|𝛽′) −𝑄(𝑠, 𝑎|𝛽))2
]

(25)

The DQN algorithm is capable of optimizing multiple objectives; in 
this work, the focus is placed on the security and time objectives. This 
formulation is reflected in Eq. 25, where the reward function 𝐫𝑡 inte-
grates both objectives to guide the learning process toward a balanced 
trade-off between security effectiveness and operational efficiency.

Fig. 2 presents a detailed overview of the Deep Q-Network model, 
highlighting the architecture of the estimation and target networks 
along with their optimization process. The experience replay buffer 
stores the agent’s past interactions with the environment in the form 
of tuples 𝑒 = (𝑠, 𝑎, 𝑟, 𝑠′), where 𝑠 and 𝑠′ represent the current and next 
states, 𝑎 the chosen action, and 𝑟 the received reward. Mini-batches of 
these experiences are randomly sampled and used to train the estimation 
network, which consists of two fully connected hidden layers with 24 
and 12 neurons, respectively, each followed by a ReLU activation, and a 
final dense output layer producing the Q-values 𝑄(𝑠, 𝑎; 𝛽). The target net-
work has an identical architecture and provides stable target Q-values 
𝑄(𝑠′, 𝑎′; 𝛽′) used to compute the loss 𝐿(𝛽). The target network’s parame-
ters 𝛽′ are periodically updated from the estimation network after every 
𝑁 steps. The loss function is minimized through gradient descent, and 
the estimated Q-values guide the agent’s action selection to maximize 
cumulative rewards over time.

The state and action space, as well as the training procedure of the 
DQN algorithm are the same as in the MOQL method, with the key differ-
ence being that instead of storing information in a table, DQN represents 
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Fig. 2. Deep Q-Network Architecture with Experience Replay and Target Network. The Experience Replay stores past transitions sampled to train the Estimation 
Network, while the Target Network provides stable Q-value targets.

it through the weights of a neural network. Due to the use of a neural 
network, the state space is structured as a one-hot encoded vector , 
where the length of  corresponds to 𝐴̄, the total number of detected 
attack types in the system. Additionally, based on the set of detected at-
tacks  , the total Risk Factor is computed and appended to , forming 
the input state 𝑠 that is fed into the neural network.

The output layer of the neural network is designed to contain as 
many neurons as the number of available actions (countermeasures) in 
the action space . The optimal action for each input state 𝑠 is then de-
termined by selecting the neuron with the highest output value, ensuring 
that the chosen countermeasure corresponds to the maximum Q-value 
estimation.

6.  Simulation results

In this section, we present the results of our experimental analysis, 
using both the MOQL algorithm, as well as the DQN algorithm, mak-
ing use of a realistic dataset for 5G core-related attack, collected in 
the context of the H2020 SANCUS project [35]. In this study, we focus 
on software-related attacks that target the core network. These attacks 
were identified as the most common 5G-related threats within the EU-
funded SANCUS project. The SANCUS dataset encompasses a diverse set 
of attack categories, including the core network layer, as listed in Ta-
ble 2. Each attack instance is annotated with the initial RF, RF reduction 
achieved by each countermeasure, and the time required for deployment 
and execution–all of which were incorporated into our evaluation. The 
RF metric combines two components: severity, ranging from 1 to 10 

and derived from the Common Vulnerability Scoring System (CVSS), 
and probability, ranging from 0 to 1, based on a uniform distribution 
to ensure unbiased attack generation. Considering both likelihood and 
severity, we provide the initial RF values for each attack type in Table 2. 
The corresponding time and RF reduction values vary across different 
mitigation actions. The detailed parameter values are omitted here for 
conciseness and can be found in [48]. The dataset’s composition re-
flects realistic 5G network conditions and operational settings, providing 
strong real-world applicability. For simulation purposes, we assumed a 
uniform distribution for attack generation to ensure unbiased coverage 
of all attack types in the evaluation. Furthermore, we adopted the list 
of countermeasures defined in the SANCUS project, as summarized in 
Table 3. These include both atomic and non-atomic countermeasures 
designed to mitigate the identified attacks. These countermeasures can 
be deployed within SAs.

6.1.  Simulation setting

As regards the DQN algorithm, the estimation network is trained 
after every 5 episodes, while its weights are copied to the target net-
work after every 10 episodes. The architecture for both networks is de-
tailed in Fig. 2. The neural networks of the DQN approach where trained 
and tested using Tensorflow [49]. The weights of both networks are ini-
tialised using He initialisation [50]. The training process was conducted 
on an Intel Xeon CPU operating at 2.2GHz, using the Adam optimiser 
[51] and a learning rate of 0.01.
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Table 2 
List of attacks.
 Abbr.  Attack types  Initial RF
𝜔1  AMF-targeted attacks  7
𝜔2  PFCP related attacks  8
𝜔3  SUCI attack  6
𝜔4  API injections  9
𝜔5  Application layer DoS attacks over environments  9
𝜔6  API patching and improper assets management  8
𝜔7  ML-enhanced DDoS attacks on the application layer  9
𝜔8  PDU session creation  7
𝜔9  AI-powered attacks  9
𝜔10  Multi-faced attacks  9

Table 3 
List of countermeasures.
 Abbr.  Countermeasure(s)
𝜃1  Notify the network operator/provider
𝜃2  Block the attacker
𝜃3  Isolate the device
𝜃4  Relaunch the infected node
𝜃5  Reconfigure the VNF
𝜃6  Replace the infected node
𝜃7  Change the network topology
𝜃8  Block the attacker & isolate the device
𝜃9  Notify the network operator/provider & block the attacker
𝜃10  Notify the network operator/provider & isolate the device
𝜃11  Notify the network operator/provider & block the attacker & isolate the device

Table 4 
Parameters of both algorithms during simulation.
 Parameter  MOQL  DQN
 Learning rate 𝛼  0.1  0.001
 Discount factor 𝛾  0.99  0.7
 Maximum iteration steps per episode  20  20

Table 4 contains the values of the Bellman equation parameters (as 
shown in 24), as well as the number of iterations per episode (ending 
condition), which were fixed for both algorithms during the simulation. 
For the MOQL algorithm, a relatively high learning rate 𝛼 and discount 
factor 𝛾 were chosen for faster convergence and to emphasize long-term 
rewards during the learning process. In contrast, for the DQN algorithm, 
lower values of 𝛼 and 𝛾 were adopted to ensure stable gradient-based up-
dates within the neural network, thereby reducing the risk of divergence 
caused by large parameter variations. Finally, the maximum number of 
iteration steps per episode was set to 20, as this was sufficient for the 
agents to handle all detected attacks in the network during each episode.

Our simulation process begins by training the MOQL and the DQN 
algorithms on the Sancus problem. Depending on the type of experi-
ment, certain parameters are fixed, while others vary. As a final step, 
each possible state of the state space is given to each algorithm as an 
initial point. Subsequently, both algorithms produce corresponding so-
lutions for each state. We then compute and average the security and 
time objective values across all solutions generated by each agent.

6.2.  Impact of objective weights on the overall joint utility

In this experiment, we explore the impact of the weights assigned 
to the security objective 𝑤1 and the time objective 𝑤2, on the average 
utility function scores produced by the agents of each algorithm. Three 
different sets of weights were used; the first set (𝑤1 = 0.9, 𝑤2 = 0.1) pri-
oritizes the security objective, the second set (𝑤1 = 0.5, 𝑤2 = 0.5) aims 
on balanced solutions between the two objectives, while the third set 
(𝑤1 = 0.1, 𝑤2 = 0.9) emphasizes minimizing the time objective. In all 
three cases, the MOQL algorithm was trained for 410,000 episodes, 
whilst the DQN algorithm was trained for 3200 episodes. Note that the 

number of episodes for each algorithm was selected based on the exper-
imental analysis presented in Section 6.3.

Figs. 3a and 3b present the average utility function scores for each 
pair of 𝑤1 and 𝑤2 values when using the MOQL and the DQN algorithm, 
respectively. Note that the objective is to maximize security while min-
imizing time. The values of 𝑤1 and 𝑤2 determine the rewards given 
to the agents when selecting countermeasures during the training pro-
cess, emphasizing either or both objectives. As 𝑤2 increases, the re-
ward function increasingly penalizes time-consuming actions, leading 
the agent to favor faster countermeasures (since the time objective is 
minimized), which explains the observed decrease in the average time 
score. When security is prioritized (𝑤1 = 0.9, 𝑤2 = 0.1), both algorithms 
achieve a high average security score of approximately 38. However, 
this comes at the cost of a higher time objective, as the selected coun-
termeasures, while effective in security, require significant time invest-
ment. In contrast, when time is prioritized (𝑤1 = 0.1, 𝑤2 = 0.9), both 
algorithms achieve the lowest average time objective of 5, but at the 
expense of security, which is significantly reduced. Finally, when the 
objectives are balanced1 (𝑤1 = 𝑤2 = 0.5), both MOQL and DQN achieve 
decent performance, with joint utilities of 7.43 and 7.47, respectively.

The confidence intervals in Fig. 3b showcase the variability of the 
results across multiple runs of the same experiment with different ran-
dom seeds. The 95% confidence intervals are narrow, typically below 
±0.3 utility units for both Security and Time scores, indicating that the 
algorithm produces highly consistent performance across runs. Confi-
dence intervals are not shown in Fig. 3a because the Q-Learning results 
demonstrate significant stability, with deviations below ±0.1 utility 
units across runs. This high consistency is to be expected, as unlike neu-
ral models, tabular Q-Learning is not sensitive to factors such as weight 
initialization.

Overall, both algorithms effectively adjust their performance based 
on the assigned weights, demonstrating their ability to prioritize objec-
tives accordingly. Notably, DQN exhibits a slight advantage when secu-
rity is emphasized (𝑤1 = 0.9, 𝑤2 = 0.1), achieving a lower time objective 
without sacrificing security, compared to MOQL. For all subsequent ex-
periments, the weight values are set to 𝑤1 = 0.5 and 𝑤2 = 0.5 to balance 
both objectives.

To evaluate the performance of the proposed approach, we compare 
it against two benchmark methods. Although the specific characteris-
tics of our problem make direct comparisons with existing studies dif-
ficult, these benchmarks capture the most relevant aspects of security–
cost trade-offs.

• SecCost: This benchmark is adapted from the study in [52], which 
emphasizes the relationship between security effectiveness and asso-
ciated monetary costs. In this approach, countermeasures are prior-
itized and selected based on their combined impact on security and 
cost, using the following metric:
|(𝜃𝑐 )|𝑃 (𝜃𝑐 )

𝑇 (𝜃𝑐 )
(26)

where 𝑃 (𝜃𝑐 ) denotes the probability of preventing an attack, normal-
ized as a percentage. In this benchmark, countermeasures are ranked 
in descending order of effectiveness until all potential attacks are 
mitigated.

• Rule-Based: This baseline represents a classical selection strategy 
where countermeasures are chosen solely to maximize security, with-
out considering cost or efficiency trade-offs.

Fig. 3c presents a comparison between the proposed algorithms 
(MOQL and DQN) and the two benchmark methods, SecCost and Rule. 
The benchmarks focus on a single objective, either cost or security, while 
our algorithms are designed to balance both objectives through 𝑤1 and 

1 Since (8) includes sequential and parallel terms, security and time values 
are not necessarily equal even with equal weights.
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Fig. 3. Impact of 𝑤1 and 𝑤2 on the joint utility for MOQL and DQN algorithms (top) and comparison with related work (bottom).

𝑤2. As shown in the figure, SecCost prioritizes cost reduction, leading to 
minimal time utility but at the expense of security performance. In con-
trast, the Rule-based approach maximizes security without considering 
cost efficiency. However, both MOQL and DQN agents are capable of 
adapting dynamically based on the assigned weights, thus achieving su-
perior overall utility. Even when a single objective is emphasized, they 
produce more cost-effective and secure recommendations, maintaining 
high performance across different optimization priorities.

6.3.  Impact of number of episodes on the overall joint utility

The effectiveness of both algorithms depends significantly on the 
fine-tuning of their hyperparameters. Specifically, the number of train-
ing episodes and the 𝑑 decay rate have a great effect on the algorithms’ 
performance. These parameters need to be optimized concurrently; as 
the number of training episodes increases, the decay rate of 𝑑 needs to 
be reduced in order to manage the exploration-exploitation tradeoff.

Fig. 4a illustrates the average joint utility of the solutions gener-
ated by the MOQL agent when trained over a progressively increasing 
number of episodes, ranging from 10,000 to 430,000. Concurrently, the 

decay rate for each training process is slightly decreased as the num-
ber episodes rise, from an initial value of 0.1 to a value of 0.0001. 
The decay rate values were tuned to maximize the agent’s joint util-
ity, as for instance, a low decay rate with only 10,000 episodes leads 
to non-convergence. The data clearly demonstrates that the joint utility
improves with the number of episodes, but it shows signs of leveling off 
as it approaches 400,000 episodes.

Fig. 4b demonstrates the performance of the DQN algorithm, in terms 
of the joint utility, as the number of episodes increase. The decay rate 
𝑑 is also decreased gradually from 0.7 to 0.6. Unlike MOQL, DQN re-
quires significantly fewer episodes to achieve meaningful performance 
improvements, but each DQN episode takes considerably more time (as 
further discussed in Section 6.5). The plot shows a steep initial increase 
in joint utility during early training, followed by a more gradual rise. 
Optimal performance is reached at 3200 steps, after which the utility 
values converge and remain nearly constant.

The variance bands in Fig. 4b illustrate the stability of the learning 
process across multiple runs. As shown, the variance is noticeably higher 
at lower episode counts, which is expected since the agent has not yet 
sufficiently explored the environment. As training progresses and the 

Computer Networks 281 (2026) 112183 

10 



A. Bozorgchenani et al.

Fig. 4. Impact of number of episodes on the joint utility for MOQL and DQN algorithms.

Fig. 5. Impact of exploration decay on the joint utility for MOQL and DQN algorithms.

number of episodes increases, the variance steadily decreases, indicating 
that the agent’s policy becomes more consistent.

6.4.  Impact of decay rate on the overall joint utility

Similarly to the experiments of the previous section, we examine how 
the decay rate 𝑑 affect the joint utility for both algorithms, while keep-
ing the number of episodes fixed according to the experimental analysis 
in Section 6.3. In the case of Fig. 5a, the number of episodes is fixed 
to 410,000, while the decay rate 𝑑 gradually rises from a value of 10−4
to 0.01. It is evident that there is a negative correlation between the 
decay rate and the joint utility. As the exploration decay rate increases, 
the joint utility decreases stressing the importance of finding the op-
timal exploration-exploitation tradeoff. A higher decay rate forces the 
algorithm to exploit learned policies too early, potentially preventing it 
from fully discovering better strategies.

Fig. 5b shows the effect of the exploration decay rate on the agent’s 
joint utility. The joint utility initially increases gradually for lower decay 
rates, then exhibits a sharper rise as the decay rate approaches 0.45-0.5, 
before stabilizing at higher values. This pattern indicates that moderate 
decay rates enable a balanced trade-off between exploration and ex-
ploitation, allowing the agent to discover more effective policies before 
gradually focusing on exploiting the learned knowledge.

The variance bands highlight that at lower decay rates, the variance 
is relatively high due to excessive exploration. As the decay rate in-
creases, the variance steadily decreases, reflecting improved policy con-
vergence and consistent learning behavior. Beyond approximately 0.5, 
the variance becomes minimal, suggesting that the agent has reached a 
stable and well-optimized policy.

6.5.  Time complexity of the proposed solutions

The aim of our final experiment is to examine the time complexity 
of the algorithms. Both algorithms are applied on variations of the secu-
rity recommendation problem of different sizes, in terms of the number 
of countermeasures and attack types. Both algorithms are trained until 
they achieve a comparable level of average joint utility, ensuring a fair 
comparison of computational efficiency.

Fig. 6 demonstrates the training time (in minutes) of both algorithms 
as the problem size increases. For the MOQL algorithm, the training time 
remains relatively low for smaller problem sizes, requiring less than 2 
minutes for configurations with fewer than 13 countermeasures/attacks. 
However, the time complexity increases exponentially, exceeding 9
minutes for the 15×15 problem size. It is evident that MOQL struggles 
to scale efficiently as the state space expands, likely due to its reliance 
on tabular Q-learning and value iteration over a large state-action space.

In contrast, the DQN algorithm exhibits significantly more stable 
time complexity across different problem sizes. Regardless of the num-
ber of countermeasures and attack types, DQN maintains a relatively 
constant training time, remaining around 3-4 minutes even for larger 
problem instances, demonstrating superior scalability than MOQL.

Fig. 7 illustrates the Pareto fronts of the MOQL algorithm when 
applied to the countermeasure selection problem, for different 𝑤1, 𝑤2
weight configurations. Each curve represents the tradeoff between se-
curity and time, with different weights assigned to each objective. The 
red curve corresponds to the 20k iteration setting, while the other curves 
represent increasing iteration counts (80k, 140k, and 410k iterations). 
The labeled points on the red curve indicate the corresponding 𝑤1, 𝑤2
values, showing how different weight assignments impact the trade-off.
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Fig. 6. Time complexity of both algorithms as the problem’s size increases.

Fig. 7. Pareto fronts for different number of iterations when using the MOQL 
algorithm.

Additionally, the plot includes a black dot representing the DQN 
algorithm’s performance (average joint utility) when 𝑤1 = 𝑤2 = 0.5. 
This visualisation complements the time complexity analysis, as it 
demonstrates that MOQL achieves comparable levels of security in 
approximately one-third of the time required by DQN when ap-
plied to the problem. Consequently, MOQL is more efficient for se-
curity recommendation problems of small to medium scale, while 
DQN is better suited for large-scale security recommendation tasks, 
where its neural network-based approach offers greater scalability and
adaptability.

6.6.  Discussion

The proposed IRS can be implemented as a modular engine within 
current network architectures. It can comprise several components, in-
cluding an event reception and scheduling module, an optimisation con-
troller (the IRS core), and a database module that stores countermeasure 
information and its effectiveness against different attack types. Comple-
mentary engines, such as IDS, can operate as SAs deployed as network 
functions within the 5G infrastructure to identify and classify attacks. 
The deployment of the IDS components within SAs has been detailed in 
our earlier work [5].

Once an attack is detected, the IDS can communicate security-related 
information–such as severity, probability, affected components, and QoS 
parameters–to the IRS through a messaging system, such as a Kafka bus. 
The IRS, encoded as a Python module and containerised as a Virtual Ma-
chine, can operate under the Management and Orchestration (MANO) 
framework of the 5G core. Upon receiving alerts, the IRS can perform 
the proposed Security-Time-QoS optimisation to determine the most ap-
propriate countermeasures. These results can then be sent to the Secu-
rity Orchestrator, which translates the optimisation output and interacts 
with the MANO Orchestrator for deployment. Finally, MANO can apply 
the selected countermeasures in the underlying 5G network via REST 
APIs. Such an integrated deployment of both the IDS and IRS through 
the MANO framework in a 5G environment has been implemented and 
experimentally validated within the EU SANCUS project [35]. 

Regarding the limitations and main challenges, the MOQL algorithm 
relies on a tabular representation, which limits its scalability and makes 
it difficult to train for large or complex network topologies. As the size 
of the state-action space increases, the memory requirements and con-
vergence time of MOQL grow significantly. Although this issue is miti-
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gated by the DQN algorithm through the use of function approximation, 
DQN introduces its own challenges, such as sensitivity to hyperparam-
eter configurations, neural network architecture, and training stability.

7.  Conclusion

In this work, we addressed the challenge of dynamically selecting 
countermeasures in IRSs by jointly considering both security effective-
ness and QoS costs. Our contributions are threefold. First, we modelled 
the countermeasure selection process by supporting both sequential and 
parallel execution of atomic and non-atomic countermeasures, enabling 
a realistic representation of IRS operations. Second, we formulated a 
joint Security-vs-QoS optimization problem and proved its NP-hardness 
by mapping it to the WSCP, highlighting the complexity of achieving 
optimal decisions. Third, we introduced a novel MOQL-based solution, 
used for the first time in this context, and compared it against a DQL ap-
proach and two other benchmarks through extensive simulations using 
project-driven experimental data. The results demonstrate that MOQL is 
particularly effective for small- to medium-scale problems, while DQL 
shows superior scalability and adaptability in large-scale scenarios.

In more detail, both MOQL and DQN effectively balanced the two ob-
jectives when equal weights were assigned, achieving joint utility scores 
of 7.43 and 7.47, respectively. For the DQN algorithm, the 95% con-
fidence intervals remained within ±0.3 utility units for both security 
and time objectives, while the MOQL algorithm showcased even smaller 
variations, consistently below ±0.1 utility units. These results demon-
strate that both methods are highly stable across multiple runs, show-
ing minimal sensitivity to random initialization and training variations. 
Moreover, both algorithms significantly outperformed the benchmark 
approaches, confirming their ability to adapt effectively even when the 
optimization emphasizes a single objective.

In the future, we aim to extend the model by incorporating additional 
objectives such as monetary cost and energy consumption. We also plan 
to integrate this optimization with the Intrusion Detection System, en-
abling joint decision-making between detection and response. Another 
promising direction is Security Agent placement, which influences both 
detection coverage and system resilience. We can explore how their po-
sitioning and allocated resources affect the overall detection capability 
across the network. Beyond these extensions, the framework can evolve 
toward AI-native 6G networks and ultra-dense IoT environments, where 
autonomous and distributed security management becomes essential. In 
such systems, countermeasure selection could rely on multi-agent re-
inforcement learning to adapt policies dynamically, while lightweight 
edge agents collaborate through federated optimization to maintain 
Security-QoS balance under limited resources. An interesting direction 
for future work is the integration of the two Q-learning approaches. A 
hybrid framework could exploit the interpretability and computational 
efficiency of MOQL in smaller or well-defined state spaces, while dy-
namically switching to the DQN model in larger or more complex en-
vironments. This adaptive design would allow the system to maintain 
interpretability where feasible and scalability where necessary, effec-
tively combining the complementary strengths of both algorithms.
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