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Fidelity as a Scalar Representation for Post-Hoc
XAI: Toward Uncertainty Quantification and
Adversarial Detection

Yuchi Tang, Ifiaki Esnaola, George Panoutsos
School of Electrical and Electronic Engineering, The University of Sheffield, Sheffield, United Kingdom
{ytang87, esnaola, g.panoutsos}@sheffield.ac.uk

Abstract—Post-hoc explainable AI (XAI) methods, particu-
larly those that produce explanations formed by feature-wise
importance scores, have become central to interpreting opaque
Al models. However, post-hoc explanations often suffer from
instability arising from their inherent stochasticity and are also
vulnerable to adversarial attacks. In this paper, we introduce
the FISCAR (FIdelity as a SCAlar Representation) framework,
which transforms feature-level importance scores within a given
post-hoc explanation into a scalar quantity. Subsequently, by
modeling this scalar as a random variable, FISCAR provides
an anchor for quantitatively analyzing explanation processes
in relation to the inherent randomness within post-hoc XAI.
We develop two methods based on this FISCAR framework:
a Bayesian quantification method that uses the inferred inverse
gamma distribution of the random variable to measure uncer-
tainty, and a detection method that identifies adversarial behavior
by monitoring the empirical variance of the random variable.
Simulations on real-world datasets show that FISCAR provides
a practical and effective entry point for these downstream tasks,
which would otherwise lack a numerical foundation for further
analysis. FISCAR thus enables more accountable evaluation of
post-hoc explainability and supports the development of more
trustworthy Al systems.

Index Terms—Adversarial detection, explainable AI (XAI),
explainability, post-hoc explanation, uncertainty

I. INTRODUCTION

State-of-the-art Al models, particularly those based on ma-
chine learning and powered by large-scale data, are often
regarded as opaque. This is because their internal structures
are either inaccessible or too complex to be readily interpreted
by humans. To foster trust in such Al models, a growing body
of explainable Al (XAI) methods has emerged to help interpret
how specific model outputs are generated, as summarized
in [1]], [2]]. This need is critical in post-hoc scenarios, where
predictions have already been made by a model, yet the
rationale behind its decision making remains unclear.

Among existing approaches, post-hoc XAI methods that
assign feature-wise importance scores have gained widespread
adoption, particularly those that do not require access to
internal model details (e.g., the exact neuron weights in deep
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neural networks). Representative examples include LIME [3|]
and SHAP [4], through which the generated feature scores
allow individual assessment of each feature’s contribution to
the prediction, helping users interpret how different input
components influence the model’s decision. Model-specific
methods, such as TreeSHAP [5] and Integrated Gradients [6],
rely on access to the model’s internal structure, which limits
their portability.

Regardless of model accessibility, post-hoc XAI methods in
general have been widely criticized for producing unreliable
explanations [7]]. Specifically, post-hoc explanations are often
unstable [8] and vulnerable to adversarial manipulation [9],
even without altering the instance being explained. This is
because the inherent stochasticity of many post-hoc expla-
nation methods causes their outputs to vary across repeated
runs. Such variability not only undermines the reliability of
explanations, but also creates opportunities for adversarial
attacks to be concealed within this randomness, making them
more difficult to detect. Especially in the more commonly
encountered model-agnostic settings, these issues tend to be
more pronounced, since the lack of access to the model’s
internal structure results in greater opacity.

This concern becomes even more significant as recent
studies [[10], [11]], [12]] have demonstrated the use of post-hoc
explanations to guide actionable input modifications that steer
model predictions toward desired outcomes. In such cases, the
stability of explanations directly affects the reliability of these
interventions. When explanations themselves are unstable or
susceptible to manipulation, the resulting interventions may
become unreliable or misleading. This highlights the need to
develop robust mechanisms for evaluating their uncertainty
and detecting adversarial behavior.

In parallel with these developments, several fidelity met-
rics [13], [14], [15] have been proposed to assess how well
post-hoc explanations reflect the actual behavior of the under-
lying model. These metrics quantify the extent to which the
feature importance indicated by an explanation corresponds to
the model’s decision-making process. Notably, such metrics
typically produce a single numerical value that maps a multi-
dimensional explanation into a one-dimensional scalar. This
scalar serves as a compressed representation of the explanation
and can vary across different input instances. When considered
alongside the inherent variability of post-hoc explanations, it



offers a promising opportunity to observe explanation-level
randomness.
In this paper, we present the following contributions:

e We propose the FISCAR (FIdelity as a SCAlar
Representation) framework, which transforms a given
post-hoc explanation into a one-dimensional scalar. The
resulting scalar value is modeled as a random variable, al-
lowing for numerical analysis of these explanations. This
framework can be applied to a broad range of post-hoc
XAI method that produce feature-wise importance scores
without assuming any specific algorithmic structure.

o A FISCAR-based uncertainty quantification method; this
employs Bayesian inference to quantify the uncertainty
degree within a given post-hoc explanation through the
derived posterior inverse gamma distribution of the FIS-
CAR random variable.

e A FISCAR-based adversary detection method; this
method detects adversarial attacks that attempt to disguise
biased models as innocuous ones by monitoring abnormal
fluctuations in the FISCAR random variable.

« A validation of the proposed methods through numerical
simulations on several real-world datasets. The results
demonstrate that the proposed FISCAR framework is ef-
fective in uncertainty quantification and adversary detec-
tion for explanations produced by post-hoc XAI methods.

The code is available at: https://github.com/Yuchi-TAN
G-Research/FISCAR.

II. PRELIMINARIES

A. Explanation Formed by Feature Importance Scores

Let X C R? denote the input space for some d € N, and let
Y C R denote the output space. Define the feature index set as
G ={1,...,d}, corresponding to the components of an input
x = (21,...,24). To support understanding the prediction
of an opaque model f : X — ) on a specific input-output
pair (x, f(x)), an explanation formed by a vector of feature
important scores ¢ = (¢1,...,¢q) € R? can be produced.
Specifically, each component score ¢; quantifies the individual
importance of the corresponding input feature x; to the specific
model output f(x).

B. Explaining Background

Let P>((B) denote a distribution, i.e., an explaining back-
ground distribution, defined over the input space X, which
is commonly adopted in existing post-hoc model-agnostic
explanation methods to facilitate the computation of feature
importance scores. Since its analytical form is typically un-
available in practice, P)((B) is approximated using a finite
set of samples, i.e., explaining background samples, B =
(bW b .. b} c X, where c € Nt,

C. Masked Output

Given an input x and a model f, together with a feature
subset S C G, a masked output v§(x) is defined as the

model’s conditional prediction when the features in S are used,
while the effect of other features are eliminated:

I/;?(X) = EZNP}((B) [f(Z) ‘ {Zz = xi}ieS] ) (D

where Z is an auxiliary random variable that conditions on the
features in S, allowing the influence of the remaining features
to be removed from the output.

III. PROBLEM FORMULATION

A. Existing post-hoc model-agnostic methods to provide fea-
ture importance scores

There are two primary approaches to producing feature
importance scores in a post-hoc, model-agnostic setting:
surrogate-based methods and attribution-based methods.

Surrogate-based methods explain the original opaque model
by fitting an interpretable surrogate of it, which functions
similarly as the original model within a defined input neigh-
borhood. The feature importance scores can be thereby derived
analytically from the surrogate model’s interpretable structure.
A prominent, widely recognized option of this approach is
Local Interpretable Model-Agnostic Explanations (LIME) [3]].
As a dominant local surrogate method, LIME builds an inter-
pretable surrogate to approximate the prediction behavior of
the opaque model f in the neighborhood of a given input x.
In most cases, this surrogate is set to be a linear model:

9x) =Y i mi~ f(x), )
icq
where the coefficients ¢ = (¢1,...,dq), ie., the feature
importance scores, are obtained by solving the following
optimization to ensure similarity between the two models:

¢ = argminﬁ(fagv’”x) +Q(g)a (3)
(LIME) 9€g

where G is the set of all linear models parameterized by
(f1,...,04) € R¢, and 7 defines the neighborhood of the the
input x, which typically relies on the selection of the samples
in the explaining background 5, and Q(g) is a regularization
term to constrain g’s complexity.

Attribution-based methods assign feature important scores
to each feature by marginalizing out and isolating the feature’s
individual contribution to the output. The Shapley value [16],
grounded in cooperative game theory, provides an axiomatic
framework for systematically attributing feature importance
scores. It gave rise to a wide range of attribution meth-
ods [4]], [17], [18]. Among them, SHapley Additive exPlana-
tions (SHAP) [4], has emerged as a prominent option. SHAP
computes the importance score for each feature i € G as
follows:

su{i
¢L(f7 X) = Z wShapley(S) [Vf Ut }(X) - I/fS(X):| © o (4)
(SHAP) — sce\(i}
where Wshapiey (S) = |S|!(|G| —1S|—1)! / |G|! are the Shapley
weights that are determined by the cardinality of features in
S and G.
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A wide range of existing post-hoc model-agnostic XAI
methods [19]], [20]], [21]], [22]] that produce feature-wise impor-
tance scores can be viewed as superseded preliminary versions
or improved extensions of the methods discussed above.

B. Factors Leading to Randomness in Post-Hoc Explanations

Given a to-be-explained instance (x, f(x)), post-hoc model-
agnostic methods may still yield varying feature importance
scores, even when the same parameter settings are used, as
demonstrated in [23[], [24]]. This randomness arises from the
inherently stochastic nature of the explaining process, which
in turn undermines the trustworthiness of opaque AI models
when their explanations are themselves unstable.

Specifically, there are two primary factors contributing to
such randomness: (F1) the stochastic sampling process used
to select data points that constitute the explaining background,
and (F2) the approximation strategies adopted to accelerate
these otherwise computationally intensive methods.

Factor (F1) introduces randomness through variation in the
choice of the explaining background distribution P)((B). As a
result, both 7y in (3) for LIME and 1/3? (x) in (4) for SHAP
fluctuate as the background changes.

Factor (F2) introduces randomness through approximation
strategies used to accelerate computation. For example, SHAP
employs random sampling over feature permutations to ap-
proximate the exhaustive subset enumeration for S C G,
particularly when the feature space |G| is large. Similarly,
LIME relies on generating randomly perturbed instances to
fit the local surrogate model.

IV. PROPOSED FRAMEWORK AND INSTANTIATED
METHODS

We propose the FISCAR (FIdelity as a SCAlar
Representation) framework to transform post-hoc explanations
formed by feature importance scores into fidelity-based one-
dimensional scalars. Building on this framework, we further
instantiate its use in methods for uncertainty quantification
and adversarial detection.

A. Proposed FISCAR Framework: Fldelity as a SCAlar Rep-
resentation

Given an explanation formed by feature importance scores
& = (¢1,...,04), we define the feature importance rank of
each score ¢; for ¢ € G, based on its absolute magnitude
relative to the other scores. The ranking function p : R —
{1,...,d} satisfies the following conditions:

o If |63] > [¢;] for i, j € G, then p(¢7) < p(e;).

o Let '~ = ¢, |, |op| < |¢i| for p € G, and let |¢y| =

max |®~|, then p(¢r) = p(¢;) + 1.

o If |¢7,‘ = max ‘Qﬁl‘, ey |¢d|’ then P(¢z) =1.

This ranking-based formulation enables the assessment of
explanation uncertainty by quantifying how sensitive feature
importance rankings are to the inherent randomness of post-
hoc methods.

Based on this, we introduce a scalar representation of
feature importance scores, rather than directly relying on the

multi-dimensional importance values. Motivated by the fidelity
metric known as the Area Under the Prediction recovery curve
(AUP) [21]], we introduce its variant, Squared AUP (SAUP),
as a compact one-dimensional value that summarizes ¢.

Specifically, let Z(p, m; ¢p) C [d] be a set of m integers that
indicates the top-m most important features with respect to
the ranking vector p = (p(¢1),...,p(daq)). With Z(p, m; ¢),
we have SAUP as follows:

d 2
SAUP(p;x, f) = [f(x) — P (S)
m=1

Notably, SAUP consolidates the effects of all features within
a given explanation, enabling the influence of each individual
feature to be accounted for in a collective scalar representa-
tion. This yields SAUP as a scalar representation of feature
importance enabling numerical analysis of an explanation.

Given the inherent randomness caused by (F1) and (F2),
we consider a SAUP value as a random variable V. Since
SAUP aggregates squared residual-like terms, it satisfies V' >
0. SAUP can be interpreted as a proxy for a local variance
estimate that reflects the dispersion of explanation outcomes.
If we approximate the masked output uf(p ) (x) as iid.
Gaussian variables, then by construction, V' follows an inverse
gamma distribution:

V ~ InvGamma(a, 3), 6)

where o, 3 € R denote the shape and scale parameters,
respectively. This choice of distribution is statistically moti-
vated, as the inverse gamma family naturally arises in Bayesian
inference for variance-like quantities and is well-suited to
modeling right-skewed, heavy-tailed non-negative variables.
As shown in Fig. [I] repeated runs of SHAP on an instance
yield an empirical distribution of V' that resembles the shape
of an inverse gamma distribution.
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Fig. 1. Empirical distribution of V' that resembles the shape of an inverse
gamma distribution. These values are obtained by repeated runs of SHAP on
an instance from the concrete dataset

B. FISCAR-Based Uncertainty Quantification

With the FISCAR framework, a post-hoc explanation is
considered as a realization of a random variable V', which



is modeled to approximately follow an inverse gamma distri-
bution. This probabilistic perspective enables the estimation
of distributional parameters, thereby allowing the uncertainty
associated with the explanation to be quantitatively assessed.
To achieve this, we adopt a hierarchical Bayesian framework
in which hyperpriors are placed on the shape and scale
parameters « and § of the inverse gamma distribution. This
facilitates a principled estimation of the distribution of V:

a ~ Gammal(yg, dp), S ~ Gamma(Ag,bp), @)

where 79,00, 0,00 € RT. We set 9 = N = 1 and
dg = 6y = 0.1, corresponding to weakly informative Gamma
priors commonly used in Bayesian modeling. The formulation
in (/) enables propagating the uncertainty of the distributional
parameters into the posterior estimation of V. To this end, we
explicitly model the likelihood of an observed value v given
« and [ as follows:

p(v|a,f) =

B tar 5
. -1, >0 (8
) v exp ” v (8)
Given the likelihood in (8) and the hyperpriors in (7), we aim
to infer the joint posterior distribution over the shape and scale
parameters:

ple, B v) o< p(v | a, B) - pla) - p(B). ©)

Since this posterior does not admit a closed-form solution,
we employ Markov chain Monte Carlo (MCMC) sampling
to draw posterior samples from the joint distribution of «
and 3 to finalize their estimations. In particular, we adopt
the No-U-Turn Sampler (NUTS), a gradient-based variant of
Hamiltonian Monte Carlo (HMC), to approximate the joint
posterior distribution p(a, 8 | {v,}), where {v,} denotes
repeated SAUP observations obtained by re-running the expla-
nation procedure on the same input. NUTS enables efficient
exploration of the posterior space without requiring manual
tuning of proposal distributions or conjugacy assumptions.

In our implementation, we run four independent Markov
chains, each with 500 warm-up iterations followed by 1000
post-warm-up samples, resulting in a total of 4000 pos-
terior samples. Given posterior samples {(a(F), 31K
we construct a posterior predictive distribution by sampling
V)~ InVGameaL(oz(k)7 ﬁ(k)).

Uncertainty quantification is then performed directly on the
posterior predictive samples {V(k)}. Specifically, we use the
posterior predictive V’s 95% highest density interval (HDI)
for the quantification. This yields a statistically grounded
characterization of the uncertainty associated with the explana-
tion under repeated instantiations of the post-hoc explanation
procedure.

C. FISCAR-Based Adversarial Detection

Post-hoc XAI methods, especially in a model-agnostic
setting, have been criticized for their unreliability in the
absence of ground-truth information [25]], [26]. In this context,
adversarial attacks can further expose their vulnerability. In
[27], it has been demonstrated how a biased classifier can

be constructed while concealing its discriminatory behavior,
whereas such adversary should have been revealed through
abnormal feature importance scores on the attacked sensitive
features.

Specifically, given an unbiased model v (i.e., predicts from
innocuous features) and a biased model 6 (i.e., predicts from
sensitive features), the adversarial classifier € is formulated as

follows:

if X(is
fxe A (10)
otherwise

(),
where Xj;¢; denotes the true input distribution of the dataset.
By leveraging an out-of-distribution (OOD) discriminator to
determine whether x € Xy, the adversarial classifier pro-
duces biased outputs while simultaneously presenting seem-
ingly normal explanations. This occurs because OOD inputs
can be artificially generated and subsequently detected during
the explanation process. As a result, the abnormal patterns that
post-hoc methods would otherwise be expected to reveal are
effectively concealed, as shown in [27].

Still, such adversarial interventions induce irregular fluc-
tuations in the values of u?(p"m“ﬁ) (x), which in turn lead to
anomalous deviations in the distribution of V. As illustrated in
Fig. [2] the adversarial model tends to exhibit larger empirical
variance in the resulting FISCAR values V' in practice.

—=— Adversarial €
0.7 4 —=— Unbiased 8

0.6

0.5 1

0.4 4

Observed V

0.3 1

' = N |

0.2 4 \/ / v

0 5 10 15 20
Repeat

Fig. 2. Observed V values with unbiased and adversarial models with 20
repeated SHAP explanations for a single instance from the COMPAS dataset.
Compared to the unbiased model, the adversarial model tends to exhibit higher
variance in the observed V.

Therefore, under the proposed FISCAR framework, the
scalar representation V provides a valuable signal for de-
tecting adversarial manipulation in post-hoc explanations. By
monitoring the abnormal variability of V' across repeated
explanation generations, namely Var(1), it becomes possible
to flag suspicious behaviors that may indicate tampering or in-
stability. This variance-based signal supports the recognition of
such behaviors without relying on model-specific assumptions,
thereby facilitating adversary detection.



V. EMPIRICAL EVALUATIONS
A. Simulation Setups

We design the following numerical simulations with the
following setups to demonstrate the applicability of the pro-
posed methods in uncertainty quantification and adversarial
detection, respectively.

For uncertainty quantification, we conduct simulations on
publicly available regression datasets abalone [28|], califor-
nia [29], and concrete [30]], using XGBoost models [31]]
trained on each. We artificially introduce variations into post-
hoc explanations and examine whether the resulting uncer-
tainty measures fluctuate accordingly:

o With LIME explanations, we vary the uncertainty level
by adjusting the proportion of background data actively
used in the explanation process. To simulate a higher
uncertainty level, we sample only 10% of the available
background data. Conversely, a lower uncertainty level is
simulated by using 100% of the background data.

o With SHAP explanations, rather than exhaustively enu-
merating all S C G as in , we simulate different
uncertainty levels by adjusting the approximation degree
through the sampling ratio of .S. This setup aligns with the
internal design of SHAP’s PermutationExplainer,
where the sampling ratio is configurable. Specifically, a
lower sampling ratio of 20% is used to induce a higher
uncertainty level in the explanations, whereas a higher
sampling ratio of 80% corresponds to a lower uncertainty
level.

For adversarial detection, we adopt the same adversarial
configurations and decision-making models on the COM-
PAS [32]] and German Credit [33lgatasets as used in [27]. We
compute the empirical variance Var(V') for each test instance
under both the adversarial model € and the unbiased model
1 by repeating the SHAP and LIME explanation processes
20 times. To further evaluate the capability of FISCAR-based
detection, we instantiate a prototype method by learning an
optimal threshold 7 on a randomly selected 10% of the test
set. An instance is flagged as attacked if its Var(V') exceeds 7.
This threshold is chosen to maximize detection performance
and is subsequently evaluated on the remaining 90% of the test
set. For comparison, we also implement the detection method
from [27]] on the same evaluation instances. In that method, an
instance is classified as adversarial if the manipulated sensitive
feature (i.e., race in COMPAS and gender in German Credit),
which should not influence the model’s decision, appears
among the top-k (k € [1,2,3]) most important features in
the explanation output.

B. Results and analysis

The FISCAR-based quantification method consistently
aligns with the varied uncertainty levels.

As shown in Table [I] the FISCAR-based uncertainty quan-
tification method consistently yields positive mean differences
in the widths of the 95% HDIs between explanations gen-
erated under high- and low-uncertainty settings. Here, the

TABLE I
MEAN DIFFERENCE OF 95% HDI WIDTHS BETWEEN HIGH- AND
LOW-UNCERTAINTY SETTINGS ACROSS TEST INSTANCES.

Mean difference with 95% CI (x102)

Dataset

LIME SHAP
Abalone 3.173 (2.587, 3.903)  0.419 (0.261, 0.597)
California 9.407 (7.878, 11.029)  0.097 (0.056, 0.144)
Concrete 15.207 (12.643, 17.821)  0.234 (0.158, 0.316)

HDIs are estimated empirically from 100 repeated explanation
runs for each instance. For each hold-out test instance, we
compute the HDI width under the high-uncertainty setting
and subtract the width under the low-uncertainty setting. A
positive result indicates that the method assigns broader widths
when the explanation process is more stochastic. These per-
instance differences are then aggregated across 100 bootstrap
samples to estimate the mean and corresponding confidence
intervals. The reported positive means, with no bootstrap
intervals crossing zero, show that higher simulated uncertainty
consistently leads to broader HDIs. This reflects increased
posterior variability and confirms that the method effectively
captures and quantifies uncertainty in response to changes in
explanation-generating conditions across all datasets.

At the instance level, Fig. 3 presents posterior distributions
inferred via the full Bayesian inference procedure of the
proposed approach, as described in Section under low-
uncertainty and high-uncertainty settings. These distributions
are constructed from repeated explanation outcomes generated
by LIME and SHAP across individual input instances. Under
high-uncertainty conditions, the inferred inverse gamma pos-
teriors consistently exhibit heavier tails and wider 95% HDIs,
indicating greater variability in the scalar values V' constructed
under the FISCAR framework. In contrast, the low-uncertainty
settings yield sharper distributions with narrower HDIs. This
instance-level behavior supports the method’s ability to capture
explanation uncertainty induced by the inherent randomness of
post-hoc XAI methods.

Furthermore, the FISCAR-based detection method re-
veals clear behavior differences between adversarial and
unbiased models.

As shown in Table. across both datasets and expla-
nation methods, the estimated mean differences in variance,
defined as the variance under adversarial models minus that
under unbiased models, are consistently positive, and the
corresponding 95% confidence intervals do not include zero.
This indicates that adversarial models systematically induce
higher empirical variance in V' compared to their unbiased
counterparts. The consistency of this pattern suggests that the
observed variance differences reflect a stable characteristic
of adversarial behavior under repeated post-hoc explanation.
The uniformly positive variance differences demonstrate that
increased variability under adversarial models is reliably cap-
tured by the variance of V under the proposed FISCAR
framework, supporting its role as a stable and informative
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Instance-level examples of LIME and SHAP explanations under simulated low and high uncertainty. For each pair of explanations for the same

instance, the FISCAR-based method yields broader 95% HDIs under the high-uncertainty setting.

TABLE II
MEAN DIFFERENCE OF EMPIRICAL VARIANCE OF V' BETWEEN
ADVERSARIAL AND UNBIASED MODELS ACROSS TEST INSTANCES.

Mean difference with 95% CI

LIME SHAP
0.499 (0.466, 0.528)  0.075 (0.068, 0.083)
6.053 (4.109, 8.296)  0.109 (0.047, 0.212)

Dataset

COMPAS
German credit

indicator of adversarial influence.

As shown in Table [[TI} the performance of adversarial detec-
tion on the COMPAS and German Credit datasets demonstrates
the effectiveness of the FISCAR-based approach with fitted
detection thresholds 7. For both SHAP and LIME expla-
nations, the learned thresholds achieve substantially higher
detection rates compared to the baseline top-k occurrence
check methods. On the COMPAS dataset, the FISCAR-based
detector identifies over 96% of adversarial instances on both
types of post-hoc explanations, while the top-£ method detects
no more than 70.50% of adversarial instances even when

TABLE III
PERFORMANCE OF ADVERSARIAL DETECTION.

Adversary detected (%)

Dataset Strategy
LIME SHAP
Top-k k=1 0.72 19.60
occurrence k=2 5.04 39.38
COMPAS check k=3 14.57 70.50
FISCAR-T 96.85 97.57
Top-k k=1 0.00 10.00
German occurrence k=2 0.00 17.78
credit check k=3 2.22 25.56
FISCAR-T 100.0 83.89

k = 3. The difference is even more pronounced on the German
Credit dataset, where the FISCAR method reaches a 100.0%
detection rate for LIME and 83.89% for SHAP. In contrast, the
top-k baseline detects fewer than 26% of adversarial instances,
even with the most generous k£ value. These results highlight
the advantage of the proposed scalar-based detection strategy,



which operates by tracking the empirical variance of V' across
repeated explanation generations. Unlike heuristic methods
that rely on the ranking of individual features, the FISCAR
framework offers a mathematically principled mechanism for
identifying adversarial behavior in post-hoc XAl

VI. RELATED WORK
A. Uncertainty Quantification of Post-Hoc XAl

Efforts to quantify uncertainty in post-hoc XAI have re-
sulted in a variety of techniques that are often tailored to spe-
cific explanation methods. In [34]], the uncertainty caused by
the stochastic sampling process in LIME is examined through
the statistical behavior of the weighted Ridge regression used
in its local surrogate model. In [35]], each LIME coefficient is
modeled within a Bayesian framework under Gaussian noise
assumptions and conjugate priors, allowing uncertainty to be
expressed through posterior distributions. In [20], Gaussian
modeling is applied to the subset sampling process used in
SHAP to capture uncertainty in the generated importance
scores. In [36], confidence intervals and hypothesis tests are
constructed based on the assumption that the joint distribution
of SHAP values is pseudo-elliptical. These methods are largely
grounded in the internal algorithmic structure of their respec-
tive explanation techniques. As a result, their applicability
to other methods remains limited. This limitation becomes
more pronounced as new post-hoc XAl approaches continue
to emerge.

In [8], [37], quantification methods are proposed that can
be applied to any explanation technique producing feature-
wise importance scores. Nonetheless, the resulting uncertainty
measures are still computed independently for each feature
within a given instance, as is also the case in [20]], [34], [35],
[36]. Their per-feature credible interval structures complicate
the integration of uncertainty information into downstream
tasks and may limit its usability for end users, particularly in
high-dimensional settings. More importantly, such approaches
fail to capture the joint behavior among feature importance
scores. For instance, users cannot determine whether a large
importance score for one feature coincides with high or low for
others, even when all scores lie within their respective credible
intervals. As a result, potential interactions and dependencies
across features are systematically overlooked.

B. Adversarial Detection in Post-Hoc XAI

Post-hoc XAI systems are vulnerable to adversarial manip-
ulation. Prior work [38]] showed that explanations of gradient-
based models can be substantially altered via imperceptible
input perturbations that preserve the original model predic-
tions. Beyond input-level attacks, in [39]], models are explicitly
trained to conceal their reliance on sensitive attributes by
jointly optimizing predictive performance and explanation-
based regularization, thereby misleading multiple post-hoc
explanation methods. However, such attacks typically require
privileged access to model internals or direct manipulation
during training, making them inherently conspicuous. Without
requiring such access, as demonstrated in [[27], an attacker

can deploy a biased model that activates only when a specific
feature is present. Under such conditions, post-hoc model-
agnostic explanation methods, including widely used LIME
and SHAP, can still produce explanations that appear decep-
tively normal.

Since many adversarial approaches tend to target a specific
explanation method, the work in [40]] proposes a defense strat-
egy that aggregates multiple explanation methods in order to
provide more robust explainability. However, due to the shared
and inherent randomness present in most post-hoc methods,
particularly those that are model-agnostic, such aggregation
remains susceptible to manipulation. A more targeted solu-
tion is proposed in [41]], which introduces a constraint-based
method for LIME to produce explanations that are more stable.
In addition, the study in [42]] explores the use of a more
localized neighborhood of background data in SHAP to reduce
the produced explanation’s vulnerability. These approaches
primarily operate by improving the explanation algorithms
themselves. Therefore, they function as passive enhancement
mechanisms and do not offer an analytical framework for
actively and quantitatively detecting adversarial behavior. Nev-
ertheless, adversarial detection for post-hoc explanations is
still at an early stage, with few methods offering generalizable
solutions. This limitation has been noted in the review [43],
which concludes that “conceiving strategies to improve the
reliability and robustness of explanation methods continues to
be an urgent line of research.”

VII. CONCLUSION

This paper presents the FISCAR framework, a fidelity-based
approach for transforming post-hoc explanations into one-
dimensional scalar values. By framing these scalars as random
variables, we enable systematic, numerical analysis within
post-hoc explanation outcomes formed by feature importance
scores. Grounded in this framework, we propose a Bayesian
method for uncertainty quantification and a variance-based
method for adversary detection. Our numerical simulations,
conducted on widely adopted LIME and SHAP explana-
tions across multiple datasets, demonstrate the advantages
of FISCAR over existing baselines. The scalar formulation
captures the variability introduced by the inherent randomness
of post-hoc XAI methods and supports further evaluations on
explanation reliability. These findings suggest that FISCAR
can serve as an effective foundation for downstream tasks
that rely on post-hoc explanations, enabling them to operate
on quantifiable signals rather than on potentially uncertain or
adversary-prone reasoning.

Beyond the demonstrated results, the FISCAR framework
opens promising directions for future research. Its design
provides a flexible foundation that can be extended to support a
wider range of use cases with XAl outcomes. The uncertainty
quantification method introduced in this work may be further
enhanced through richer probabilistic modeling or alternative
inference strategies that capture more nuanced aspects of
explanation variability. Likewise, the adversarial detection



method can be refined to target specific classes of attacks,
enabling more precise and adaptive identification mechanisms.
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