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Abstract

We present a high-speed continuous-variable quantum random number generator (QRNG) based
on heterodyne detection of vacuum fluctuations. The scheme follows a source-device-independent
security model in which the entropy originates from quantum measurement uncertainty and no
model of the source is required; security depends only on the trusted measurement device and

the calibrated discretization, and thus remains valid even under adversarial state preparation. The
optical field is split by a 90 ° optical hybrid and measured by two balanced photodiodes to obtain
both quadratures of the vacuum state simultaneously. The analog outputs are digitized using a
dual-channel 12-bit analog-to-digital converter operating at a sampling rate of 3.2 GSs™! per
channel, and processed in real time by an field-programmable gate array (FPGA) implementing
Toeplitz hashing for randomness extraction. The quantum-to-classical noise ratio was verified
through calibrated power spectral density measurements and cross-checked in the time domain,
confirming vacuum-noise dominance within the 1.6 GHz detection bandwidth. After extrac-

tion, the system achieves a sustained generation rate of Rye = 33.92 Gbits™! of uniformly distrib-
uted random bits, which pass all NIST and Dieharder statistical tests. The demonstrated platform
provides a compact, FPGA-based realization of a practical heterodyne continuous-variable source-
independent QRNG suitable for high-rate quantum communication and secure key distribution
systems.

1. Introduction

Random numbers serve as fundamental building blocks across numerous fields, from Monte Carlo simu-
lations in scientific research [1] to quantum key distribution based cryptographic protocols [2] of which
the purpose is to provide unbreakable secure encrypted communication [3]. In cryptographic applica-
tions, the quality and unpredictability of random numbers directly determine the security of encryption
schemes, since they are used in one-time pad encryption, where the key length must match the mes-
sage length and cannot be reused [2]. While classical random number generators based on deterministic
algorithms can satisfy many computational needs, they fundamentally cannot provide the true unpredict-
ability required for security-critical applications, as their outputs are ultimately predictable given suffi-
cient computational resources and knowledge of the algorithm’s internal state [4].

Quantum mechanics offers a fundamental solution to this limitation through the intrinsic random-
ness present in quantum measurements. quantum random number generators (QRNGs) exploit the fun-
damental uncertainty principle of quantum mechanics to produce truly unpredictable random numbers,

© 2026 The Author(s). Published by IOP Publishing Ltd
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Table 1. Comparison of recent experimental QRNG demonstrations (2018-2025) focusing on security assumptions, achieved random
bit rate, extraction mode, and entropy estimation method.

Entropy Generation

Work (Year) Security Model Bit Rate Extraction Method

Avesani et al Source-device-independent 17.42 Gbps  Offline Heterodyne vacuum noise

(2018) [10] measurements

Zheng et al (2019) [9]  Device-dependent 6 Gbps Online (FPGA) Homodyne vacuum noise
measurements

Bruynsteen et al Device-dependent 100 Gbps Offline Homodyne vacuum noise

(2023) [11] measurements

Bertapelle et al Source-device-independent 20 Gbps Offline On-chip heterodyne

(2023) [12] vacuum noise

Qiu et al (2025) [13] Source-device-independent 347 Mbps Online (FPGA)  Fiber beamsplitter
statistics, device
imperfection tolerant

Cheng et al Semi-device-independent 580 Mbps  Offline Entropy from squeezed

(2024) [14] light states

Zhang et al One-sided device-independent  7.06 Mbps ~ Offline Entropy from quantum

(2025) [15] steering

Yang et al (2025) [16] Device-dependent 156 Gbps Offline Laser phase noise

Crampton et al Device-dependent 2 Gbps Online (FPGA)  Phase-diffusion in two

(2025) [17] gain-switched lasers

This work Source-device-independent 33.92Gbps  Online (FPGA) Heterodyne vacuum noise
measurements

providing a level of security that classical systems cannot achieve. The measurement of quantum observ-
ables yields outcomes that are fundamentally non-deterministic, even with complete knowledge of the
quantum state prior to measurement. There are several established QRNG methods, such as measur-
ing single photons going through a 50:50 beamsplitter [5], measurements of laser phase fluctuations [6],
amplified spontaneous emission in fiber amplifiers [7], vacuum fluctuations [8, 9] and etc. QRNGs are
further divided into two main categories. There are discrete variable QRNGs, where the random num-
bers are formed by quantum measurements that yield binary results, such as single-photon measure-
ments, and there are continuous variable QRNGs, where continuous quantum mechanical properties are
measured.

The critical distinction between online and offline extraction is operationally significant: offline
schemes require intermediate data storage and batch post-processing, so the advertised rate represents
a peak throughput that cannot be sustained on demand. Online extraction, by contrast, produces cer-
tified random bits continuously at line rate, enabling direct integration with high-speed cryptographic
applications.

In recent times, QKD systems have been improving and are operating in the GHz range [18, 19].
With the increasing QKD operating frequency, higher bandwidth QRNGs are needed to match the data
transmission rates. There are already implementations showing bandwidths of more than a hundred
Gbits/s [11, 20]. However, these systems are not fully secure. The sources or the measurement devices
can be tampered, which reduces the quality of QRNG, allowing for potential attacks [21]. Device-
independent (DI) QRNGs represent the gold standard of security, assuming neither source nor meas-
urement device is trusted and employing self-testing protocols to certify randomness. However, the
loophole-free Bell tests required for DI certification impose severe experimental constraints, limiting
demonstrated rates to the kbits~! regime [22]. Source-DI (SDI) QRNGs offer a practical intermedi-
ate: by trusting only the measurement device, they eliminate the need for Bell violations while retaining
security against adversarial or drifting sources. Several SDI implementations have demonstrated rates in
the 10-30 Gbits™! range [10, 23, 24].

However, a critical limitation persists: in all prior high-rate SDI demonstrations, randomness extrac-
tion is performed offline. Raw data must be stored, transferred to a computer, and batch-processed after
acquisition. The advertised bit rates therefore represent peak throughput under ideal post-processing
conditions, not sustained real-time output. For applications requiring random bits on demand, such as
QKD systems operating at GHz clock rates, this offline bottleneck renders the quoted rates unachievable
in practice. Closing this gap requires implementing the full extraction pipeline in real-time hardware. A
comparison between the different works can be seen in table 1.

In this paper, we present a SDI QRNG based on heterodyne measurements of vacuum fluctu-
ations, with acquisition, extraction and data transfer performed entirely on field-programmable gate

2
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array(FPGA) in real time. While we adopt the SDI security framework established by [10], our security
analysis extends it in several respects necessary for real-time operation: explicit treatment of analog-to-
digital converter (ADC) clipping as trusted post-selection, conservative inflation factors for excess noise,
temporal-mode definition addressing sample correlations, and security composition including calibration
uncertainty. Together with the engineering implementation, this constitutes the first demonstration of
SDI-certified random number generation with online extraction exceeding 30 Gbs™!. By using an FPGA
together with a dual-channel ADC (ADC12DJ5200RFEVM) operating at a sampling rate of f, = 3.2 GHz
per channel (up to 5.2 GHz maximum), both heterodyne detection channels are digitized in parallel to
generate random numbers. A net extracted throughput of R = 33.92 Gbits™! is achieved on this setup.
In the subsequent sections, we cover the experimental setup, including the FPGA implementation, the
results of the QRNG, and its statistical tests.

2. Experimental details

2.1. General setup

The experimental setup, shown in figure 1, implements a heterodyne detection scheme for vacuum
fluctuation-based quantum random number generation. The system is built on a continuous-wave

laser source LPSC-1550-FC with CLD1010LP laser diode driver from Thorlabs operating at wavelength

A = 1550nm with output powers up to 30 mW. The laser output serves as the local oscillator (LO). It
passes through an electrically variable optical attenuator (EVOA) EVOA1550A to precisely control the LO
power and to ensure its stability. The EVOA is set to limit the detector-plane LO power to < 15mW for
the variance—slope calibration range.

The LO is input to a 90 ° optical hybrid Optoplex model HB-COAFAS066 operating in the telecom
C-band. This device implements a 2x4 optical hybrid coupler that mixes the LO E; o with the refer-
ence signal (vacuum in this case) E,,c from the environment to generate four quadratural states in the
complex-field space.

Each of the four hybrid outputs is individually controlled by EVOAs Thorlabs V1550A. These devices
enable real-time gain balancing which allows for 90 ° optical hybrid outputs to be properly balanced.
This ensures equal power distribution to maintain the quadrature measurement accuracy and com-
pensate for any asymmetries in the optical path.

The four EVOA outputs are paired and fed into two Thorlabs PDB480C-AC balanced photodiode
detectors (BPDs). Each BPD consists of a pair of matched photodiodes operated in differential mode.
The 90 °© optical hybrid routes the LO and the signal (vacuum at the signal port) so that ports (1,2) and
(3,4) form two balanced pairs with a relative phase shift of 180 © within each pair and 90 ° between the
two pairs. With the diodes in differential mode, these two balanced differences implement a simultan-
eous measurement of orthogonal quadratures (heterodyne). Denoting the differential voltages by A and
B (for the two BPDs), we model

A= VX = KX P](féet)X + Ne X, (1)

B=Vp = kp Pﬁi;t)P + nep,

where rix/p are responsivities [Vy/W], X, P are heterodyne quadrature outcomes with (X) = (P) = 0 and
Var(X) = Var(P) = 1, and n, x/p are electronics noises (V).
Hence the shot-noise slopes satisfy
K$ K
mx = 7}(’ mp = TP- (2)
Consequently, the variances scale linearly with LO power,

Var (A) = mXP£(iOet) + Ug,X7

Var (B) mpP£((1)et) + O’i P

(3)

where 07 y, 02 are the classical electronics noise variances (amplifier thermal noise, photodiode dark
current, ADC quantization), measured with the LO blocked. These correspond to the intercepts cx = o x
and cp = 07 p in the slope—offset calibration of section 2.3.

The analog electrical signals from both BPDs, representing the X and P quadratures, first go through
a ZX60-P105LN—+ 15dB amplifier to ensure that most of the ADC input range is covered, then they go
through a series connected low-pass filter (LPF) and high-pass filter (HPF). The LPF is a SLP-1650+

3
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Figure 1. Schematic diagram of the vacuum fluctuation-based quantum random number generator using heterodyne detection.
The setup consists of a laser source followed by an electrically variable optical attenuator (EVOA) for power control and stabil-
ization. The laser output is mixed with vacuum fluctuations in a 90° optical hybrid, which simultaneously measures both X and
P quadratures of the electromagnetic field. Each of the four hybrid outputs are individually controlled by EVOAs with electrical
control inputs before being detected by balanced photodiode detectors (BPD1 and BPD2). The analog electrical signals from
both detectors are first filtered by a low-pass and high-pass filters to filter out as much classical electrical noise as possible and
then digitized by a 2-channel analog-to-digital converter (ADC) and processed in real-time by a field-programmable gate array
(FPGA) connected via an FMC (FPGA Mezzanine Card) interface.

with a bandwidth of DC-1650 MHz and the HPF is a SHP-200+ with a bandwidth of 185-3000 MHz,
yielding an effective bandpass filter with a bandwidth of 185-1650 MHz. The upper limit was chosen

at 1650 MHz since the diodes have a bandwidth of up to 1600 MHz and the sampling rate is 3.2 GHz,
which puts the bandwidth slightly outside the Nyquist frequency; the LPF nominal passband is DC-
1400 MHz with a —3 dB point at 1650 MHz. The lower bound was chosen at 185 MHz to reduce the
classical lower frequency noise originating in the diodes. Lastly, the diode outputs are digitized by

a 2-channel ADC ADCI12DJ5200RFEVM with a sampling rate of f; = 3.2 GHz set for both channels

and a resolution of 12 bits. The digitized quadrature data streams are transmitted to a FPGA Virtex
Ultrascale+ VCU118 development board via a high-speed FMC (FPGA Mezzanine Card) interface. The
FPGA implements a real-time randomness extraction algorithm via Toeplitz hashing to generate provably
random bit sequences from the quantum vacuum fluctuations by flattening the Gaussian distribution of
the data.

2.2. Randomness generation and extraction
Security model
We model the QRNG as a prepare—measure protocol on #.¢ temporal modes A™ impinging on a trus-
ted receiver. The optical input is treated as fully untrusted: an adversary may prepare an arbitrary joint
state parp of the incoming modes and a quantum memory E, allowing arbitrary entanglement and
arbitrary inter-round correlations. The receiver is trusted and fixed prior to acquisition: the 90 ° hybrid,
balanced detection, analogue front-end, ADC digitization, the discretization map (binning and the clip-
ping rule), and the extractor circuit are treated as trusted. The Toeplitz seed is assumed uniform and
independent of the measured data; Toeplitz hashing is a strong (universal,) extractor.
In the SDI setting adopted here, security is enforced by the trusted receiver measurement rather than
by a model of the optical source. The trusted receiver implements a discretized heterodyne POVM {M,}
whose elements are determined by the calibrated discretization in phase space; the resulting entropy
bound depends only on these trusted bin regions through operator-norm bounds on ||M,||so-
Minimum entropy quantifies the worst-case unpredictability of a random variable in the presence of
an adversary. For a random variable X with probability distribution p(x),

Hiin (X) = —log, (mjlxp (x)) . (4)

In QRNG security we use the smooth conditional min-entropy H;:, (-|E) where E denotes adversary’s
(quantum) side information; we write H for classical protocol history when needed. Let Z denote

the discretized heterodyne outcome (ADC bin index). For a classical outcome Z correlated with
quantum side information E, the (non-smooth) conditional min-entropy is defined operationally by the

adversary’s optimal guessing probability
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Huin (Z|E) = —log, Pgyess (Z|E) ,

Pavess (ZIE) = max 3 S Te[(M; @ ) pae] (5)

where {M,} is the trusted POVM implemented on the optical mode and {E,} is an arbitrary POVM on
E. Defining

€= mZaX”MZHOOa (6)

the inequality M, < ||M,||ool < I implies, for any pag,

ZTr[(MZ ® E,) pag) < Tr

z

(c]l ® ZEZ> PAE] =g, (7)

and hence Pgyess(Z|E) < ¢ and Hpi (Z|E) > —log, c. For discretized heterodyne, lemma 1 bounds || M|~
in terms of the trusted bin area, yielding the state-independent bound used below.

Smooth conditional min-entropy evaluates non-smooth entropies on the optimal state within an e-
neighborhood of the measured state, where ¢ is the security parameter, while the per-round heterodyne
discretization bound is state-independent and holds unsmoothed [10]:

Hpin (X|E) > —log, (min{ézi/7 1}) (8)

The heterodyne POVM is () = |a)(a|/m, so Q,y(a) = (a|p|a) /7 and sup,Q, = 1 /7. With
Var(X) = Var(P) = 1 we have a = (X+iP)/V/2 and d?cv = dXdP/2. If the ADC defines rectangles
{Ry} of area 640} in (X, P), then Area, (R,,) = §465/2. Hence (using d>ae = dXdP/2 for vacuum units
Var(X) = Var(P) = 1/2)

= max/ Q) (« < mm{éz/ipl, }, 9)
and
hgl)n > —log, (min{ii/, 1}) (10)

For any (possibly adversarial) preparation and any past transcript,

max Pr[(X,P) € R, |history, ] < mm{éli}’/, 1}, (11)

m,n

and thus hr(;i)n > —log, (min{ 55';;:; , ) holds per round without IID assumptions and is

adaptivity-robust.

Lemma 1. Let Mg = [, |or)(c] dzTa be the heterodyne POVM element for a measurable bin R C C. Then
Mgl < min{Lejr(R), 1}. (12)

Proof. For any unit vector ), (¢|Mg|¢)) = [, Qy(a) d*a with Qy () = [{1)]a)|* /7 < 1/7; hence

(1)|Mg|tp) < Area(R)/m. Completeness of the POVM gives [ |a)(c| dTQ =1T,500 < Mg <Tand || Mglleo <
1. Taking the tighter of the two bounds yields the stated minimum. O

Boundary (rail-adjacent but non-clipped) bins are treated as truncated rectangles with their actual
area used in (9). ADC clipping codes result from voltages outside the input range [V}, /2, V}p/2] of the
ADC. They correspond to semi-infinite regions and are excluded. Dropping clips is a post-selection on
the event 2, := {no clip} determined solely by the trusted ADC range. For security we upper bound
the rejection probability by a conservative value dip. fixed by the trusted ADC range and operating point
(with any estimation uncertainty absorbed into /), so that Pr[Q,| > 1— Consequently, the single-
round bound for the post-selected data becomes

1 . 5187
h[(ni)n,no clip > —10g2 (mln{h(lxzn;m)a 1}) . (13)

5

hp



10P Publishing

Quantum Sci. Technol. 11 (2026) 025022 M Cizauskas et al

and the extraction length obeys

o) !
U< Nyalid iy o cip — 2108, eon (14)

Myalid = N (1 7fclip) ;

where n is the total number of rounds entering extraction.

2.3. Calibration and vacuum-unit resolutions

The bound depends only on the discretization induced by the apparatus. We determine the raw resolu-
tions dx/p and the conservative resolutions dy /p from a slope—offset calibration and the ADC’s effective
code width as follows.

oy x (Pro) = mxPro + cx, (15)
ay.p(Pro) = mpPro + cp,

with my/p in V2 /W and cx/p = 0 in V2. To exclude LO relative-intensity-noise leakage due to residual
imbalance, we fit

oy x (Pro) = mxPro + cx + nxPio» (16)
ov.p(Pro) = mpPro + cp + 1pPro,

and test 7)y/p = 0 via lack-of-fit. We found [nx/p|Pro, max < my,p within the calibration range; thus lin-
ear shot-noise slopes are valid. If 1 # 0, its effect is absorbed by increasing vx/p in (22).

Here cx = 0] x and cp = 02 p, consistent with the detector model in (1). Since Var(X) = Var(P) = }
for vacuum, the conversion factors to vacuum units are:

ax = mep£doet)7 Qp = 2mPP£(é)Et), (17)

here Pgt) denotes the per-BPD LO power at the photodiodes after the 90 ° hybrid and EVOA balancing
(i.e. the sum incident on the two diodes of a given BPD). All power readings used in (17) are taken at
this plane. We define per-sample vacuum-unit coordinates by

N A A
X:=—, P:=— (18)
ax Qp

so that for vacuum Var(X) = Var(P) = . With ADC peak-to-peak range V,, = 0.5V after the analog
front end, define the effective code widt

VPP

2 1gNoB

AV = (19)
where ngnop = 10.2 (X channel) and 10.3 (P channel) is the measured effective number of bits of

the ADC (sine-wave histogram method, averaged over 185-1600 MHz). Datasheet ENOB variation is
absorbed into . The raw resolutions are

N N

Ox ap

(20)

Let 0% and o} denote the measured quadrature variances expressed in vacuum units after applying the
gains ay/p from (17). To conservatively include excess noise or calibration uncertainty, define

Tx imﬁ{l’m},

(21)
p ::max{l, 012,/(1/2)}7
ox =7x0x,  Op="p0p. (22)

More generally, the single-shot bound reduction is log, (vx7yp). With the measured (0%,03), the single-
shot penalty is
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AR, = log, (vx7)
= %logz(max{l,Zag(}) —i—%logz(max{l,ZU}%}). (23)

For (0%,0%) = (0.616,0.647) this gives Ahr(;i)n 2 0.336 bits/round. In the symmetric case 0% = 0} =

%(1 + &), where £ is the relative excess noise above the vacuum variance, one has vx = yp = /1 + €& and
the reduction equals log, (1 + &). The guard v > 1 prevents artificial entropy gain if 0> < 1/2 due to cal-
ibration uncertainty. Imperfections in the 90° optical hybrid and detection chain (non-ideal phase shift,
unequal splitting ratios, detector gain mismatch) can induce correlation between the X and P quadrat-
ures. We measured the raw cross-quadrature correlation to be |pxp| = 0.012 £ 0.004 at zero lag. To verify
no correlation structure exists at nonzero delays, we computed the full cross-correlation function as a
function of sample lag (figure 8); the cross-correlation remains below 10~ at all measured delays, con-
firming that coupling is confined to the zero-lag term and does not introduce temporal structure.

This correlation does not compromise the security bound. The per-round bound py.x < 6385/ (27)
derives from the operator norm of the POVM element (lemma 1), which depends only on the bin
area in phase space, not on the correlation structure of the input state. An adversary could prepare an
arbitrarily correlated state, and the bound would still hold because it is a property of the trusted meas-
urement, not the source. At our measured |pxp| = 0.012, a hypothetical correlation penalty would be
Ahcory = —110g, (1 — p¥p) < 10~* bits/round, which is negligible. No decorrelation step is required.

We propagate uncertainties in (1 /p, cx/p, Vpp, enoB) to (0x,0p) and to hgi)n by first-order error
propagation; error bars for dy,, and the net rate include these calibration contributions.

The security proof relies on the fact that for any quantum state, the Husimi function Q,(q+ ip)
is upper bounded by 1/7. This fundamental quantum mechanical constraint ensures that even if an
adversary prepares an optimal quantum state to maximize their guessing probability, the conditional
min-entropy remains bounded by the measurement resolution alone [10]. This bound is independent of
the actual quantum state prepared by the potentially malicious source, providing information-theoretic
security guarantees. Practical implementations must account for device imperfections that can comprom-
ise this security. Imbalanced heterodyne detection, arising from non-ideal beam splitter ratios or photo-
diode efficiency mismatches, introduces LO fluctuation that contributes excess noise. Under imbalanced
conditions, LO fluctuation cannot be eliminated and affects the calibration of vacuum fluctuations [25].
Without proper consideration of these fluctuations, the extractable randomness can be overestimated,
creating security vulnerabilities. For this reason, we use additional EVOAs at the 90 ° optical hybrid,
since it does not show perfect 50:50 splitting ratio.

As mentioned before, upon initial measurements of this system, the resulting distribution is
Gaussian, which makes it easier to predict the generated random numbers. For this reason, a random-
ness extractor has to be used to flatten the distribution and extract the QRNG which is mixed with
classical noise sources. One of the more commonly used extractors is Toeplitz hashing [8-11, 24, 26],
belonging to universal, family and hence a strong extractor [27, 28]: for a public, uniform, independent
seed S, (S,Ext(Z",S)) =~ (S,U)).

We reuse the same public seed S across all parallel output blocks within one extractor invocation;
Toeplitz hashing is a strong (universal,) extractor, and our single-round heterodyne min-entropy bound
is independent of S and the classical transcript. Hence, by a hybrid/triangle-inequality argument applied
block by block, the joint trace distance satisfies

I (S,Ext (Z'gl),s) ... Ext (Z'gB),s) E) —(S,Usy, ., U, B) ||, < XB: (59 +g§f§) (24)

i=1

where &{”) is the smoothing error of a block and 5&2 is the privacy amplification error of a block. In this

way we allocate (5£i),sgz) so that the sum over blocks equals the advertised egc.

The two 12-bit ADC codes are concatenated into a single 24-bit symbol D; := (X;||P;) at each
sampling instant. This concatenation is mandated by the security model: the heterodyne POVM II(«) =
|a)(c| /7 is a joint measurement on 2D phase space that cannot be factored into independent marginal
measurements. The min-entropy bound (equation (10)) certifies entropy of the pair (X, P) via the joint
bin area; treating the quadratures as separate streams would require a different security analysis based on
marginal distributions rather than the joint Husimi bound.

The heterodyne bound is state- and history-independent: for every retained round t < g and any
classical transcript H,

(0« min{‘sxl‘% 1}. (25)

max 27 0
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Because the trusted device applies the same per-round POVM {M,} to each temporal mode and
does not adapt to H, one has for any cq state with arbitrary inter-round correlations

Hyy (Z'|E,H) > neh))

o (26)
hr(;i)n = —log, (min{%, 1}) .

where 7 is the number of temporal modes on which the trusted POVM {M,} acts identically.

We report integrated autocorrelation time 7, as a diagnostic of classical correlations in the sampled
voltage stream. A conservative way to enforce approximate factorization is to define rounds on a decim-
ated stream with spacing D samples (e.g. D > [Tint|), leading to #eg = 1n/D and an effective sampling
rate ffff) = f;/D. In our reported security analysis and rates, we instead apply a fixed unit-Jacobian
orthonormal transform on blocks before discretization, so that the n samples are mapped to n orthonor-
mal temporal modes measured by the same POVM {M,}; in this case we take n.s =n and jéeff) =fo
and Tin is used purely as a diagnostic check that residual correlations after extraction are within statist-
ical error. The analog front-end and sampling chain are trusted and absorbed into the calibration that
defines 5}'( /P After enforcing factorization as above, the product-POVM structure holds on the retained

temporal modes and we use Hp, (Z"f|E) > f’leffhr(nli)n.

We separate the secrecy parameter from statistical-estimation error, thus we define

Esec = Es+EPA+B7 (27)

where 8 upper-bounds the probability that calibration parameters deviate outside their quoted confid-
ence intervals. Privacy amplification obeys

1
¢ < HS,, (Z'|E) — 2log, —. (28)
EPA

(‘|E) =2 Hmin(-|E) for any &, € [0,1),

E)> T’leffh(l) also lower-bounds the smoothed quantity used in

min

Here E denotes adversarial (quantum) side information. Since HS:

min

our unsmoothed lower bound Hy, (2™
privacy amplification.

Here 3 upper-bounds the probability that the calibration parameters (mX/p,cX /ps A Vg, ngnos) devi-
ate outside their quoted confidence intervals; it is set via conservative concentration bounds for the
variance fits and datasheet limits. We set g, = epy = 3 = 27, yielding egc = 3-27%. If the data are
output in Ny extractor invocations (fresh or reused public seed), we allocate per-block parameters
(&s/Nbik; €pa/Noik, 8/Npik) so that a union bound guarantees the advertised global bound on eg.

2.4. FPGA implementation

The FPGA receives 20 samples for each channel per 160 MHz clock cycle, or 480-bits of data, over 16
JESD204C data lanes. This results in a total data rate of 76.8 Gbps at 3.2 GHz sample rate and 2-channel
acquisition. Therefore, both pipelining and parallelization were applied to ensure that the data is pro-
cessed in real-time. Figure 2 shows how the Toeplitz extraction scheme was implemented. In the figure
shown, there are 5 pipeline stages; however, there is an additional initial stage for buffering ADC input,
which is covered in further text.

Once there is data available in the input buffer, the pipeline starts with the Toeplitz generation stage.
It can be seen that there is an OR gate for two signals, one which is triggered when Toeplitz extraction
is done and another called Toeplitz init, which is only set when the FPGA is reset, so as to ensure proper
Toeplitz matrix initialization on FPGA power on. If one of these signals is triggered, the initial Toeplitz
vector signal T is set from the independently generated seed. When neither of the two aforementioned
signals is triggered, it indicates that Toeplitz extraction is running, therefore T is shifted to the right by
the combined bit-depth b. The right shift is needed because a block of the Toeplitz matrix T is taken in
the next pipeline data loading stage. A total of j+ b bits are taken for a block, which effectively corres-
ponds to b columns of the Toeplitz matrix, since, if the column size is j, the next column can be formed
by Tg(j+ 1:1) (Tp here denotes a block of the Toeplitz matrix). When T is shifted to the right by b, it
results in taking further b columns of the Toeplitz matrix. In the same block, the b-bit ADC word D; is
taken every cycle from the buffer D.

Following is the multiplication stage, where first, the multiplication is done for the block of Toeplitz
matrix, which is then stored in an intermediate two-dimensional vector Ug. As mentioned before, the
numbers in the matrices are in binary, therefore mod 2 arithmetic applies. Therefore, the multiplication
is calculated by applying AND bitwise operation on a single column of the Toeplitz matrix by a single
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Figure 2. The pipelined Toeplitz extraction scheme. The scheme consists of separate pipeline stages. The dashed arrows indicate
binary signals, the normal lines indicate the flow of the program and the bold, larger lines indicate flow of data. The square blocks
represent operations and the diamond blocks represent conditionals.

bit of the ADC data D;. This operation is done over a range of 0 to b — 1 so as to multiply all b columns
in the same cycle. Afterwards, a XOR reduction is done on Up, which corresponds to the b-column mul-
tiplication sum, and is stored in U. After this, U goes to the XOR accumulation stage, where each clock
cycle U is accumulated in the final result vector Z. This is done k;,/b times, until the ADC input buffer
is fully processed. In this stage there are also two conditions: i > ki, /b — 1 is used to signal when Z is
fully accumulated and it can be output, and i > kin /b — Nytages — 1, Where Nyges is the number of stages
between the Toeplitz generation and accumulation stages (in this case 3), which is necessary to ensure
timely initialization of T, since the Toeplitz generation stage operates ahead of the accumulation stage
due to pipelining created latency.

When the i > ki, /b — 1 condition is satisfied, the output stage is started, where firstly Z is captured
t0 Zeaprure to ensure that the extracted value is not overridden by further calculations in the pipeline.
The data is output in pieces of b bits for j/b cycles by shifting Z,,; to the right by b. Lastly, it should be
mentioned that between all these stages there’s a single clock cycle latency and that initially all stages are
inactive until the first Toeplitz stage becomes active.

Figure 2 shows only the extraction diagram of a single block. If fapc is the ADC sampling frequency
(per channel), the total input rate is bfapc bits/s, where b = 2napc = 24 bits/round. The FPGA receives
Njs samples per cycle per channel, so the reference clock is fef = fapc/Ns. A single block processes b bits
per clock cycle, i.e. bfyr bits/s. Thus the number of parallel blocks required for full throughput is Ny =
bﬁ;}—prc = Ns. In our setup Ng = 20, so 20 blocks are used to extract randomness in real time.

- Figure 3 shows the full implementation of the FPGA design. Starting on the left, there is the
JESD204C protocol output of the ADC, which goes into the transport layer, where first JESD204C lanes
are appropriately mapped, then samples are extracted from the frames and finally the values are packed
into 480-bit AXI4 Stream buses, where both CH1 and CH2 samples are interleaved in 24-bit words. This
data is then sent to all the extraction blocks. All the blocks are interconnected by the buffering logic.
The buffer is an additional pipeline stage part of the extraction schematic shown in figure 2. It con-
sists of additional logic that ensures that the right amount of data is being read and to allow for proper
operation with other parallel extraction blocks. More specifically, the buffer block additionally has a read
enable input and a buffer full output. The buffer does not take any data until read enable is asserted and
the buffer full output is asserted when the buffer is filled.

Such a design allows for daisy chaining the blocks and allow them to work in parallel. As seen in
figure 3 the read enables and the buffer full signals are chained together, with the exception of the first
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Figure 3. The overall schematic of the FPGA design. All parallel blocks contain the same functions and I/ O, only the first block is
fully drawn to make the diagram more compact. The dashed arrows indicate binary signals, the normal lines indicate the flow of
the program and the bold, larger lines indicate flow of data.

Table 2. FPGA resource utilization for j = 1272 and ki, = 2880 Toeplitz matrix extraction algorithm with 20 parallel blocks.

Resource Used Available Utilization (%)
LUT 596 422 1182240 50.4
LUTRAM 12697 591 840 2.1
FF 329457 2364 480 13.9
BRAM 197 2160 9.1
DSP 20 6840 0.3
10 24 832 2.9
GT 32 52 61.5
BUFG 25 1800 1.4
MMCM 1 30 3.3
PCle 1 6 16.7

block, where there is an OR gate to the input of read enable. Initially, all of the blocks are inactive. Once
ADC data becomes valid, the start chain signal connected to the OR gate of the first block read enable is
asserted, which starts the ADC sample collection in the first block’s buffer. Once the buffer is full, the
buffer full signal is asserted and the collection starts in the second block and continues until the last
block, where the buffer full signal is fed back to the first one, repeating the chain again. Finally, after
extraction, the random bits are sent into a FIFO. The FIFO empty signals from each block are checked
and when the condition of all FIFOs not being empty is satisfied, the FIFO outputs are read and are col-
lated into a single vector signal.

To realize the full potential of the high bandwidth QRNG, the extracted data is sent over x16 PCle to
a computer. The PCle interface on the FPGA runs with a clock speed of 250 MHz and 512-bit depth. To
ensure proper clock domain crossing, the QRNG data first goes into an asynchronous FIFO, from which
the PCle interface reads. PCle on the FPGA is handled by the XDMA IP provided by AMD. The com-
puter that the FPGA is connected to runs Linux and uses the AMD provided XDMA driver to stream
the data from the FPGA to the computer over an AXI4 Stream interface. There is an additional, not
shown channel of the PCle used to also transfer the raw, unextracted data to the computer. It is used
both for security analysis and for monitoring the system during operation. The full implementation was
successfully placed and routed without any timing issues. The used resources for a Toeplitz extraction for
j=1272, k=2880 and 20 parallel blocks can be seen in table 2. The most significant usage is seen in the
LUTs, which is expected, since even though the operations are not applied on a full matrix, the vector
widths are still relatively large and therefore a lot of LUTs are needed to perform the bitwise operations
over 20 independent extraction blocks. The matrix size could be slightly increased, however, at higher
resource usage values the design has higher likelihood to fail implementation, since when usage is over
75%, congestion becomes an issue, making the placement and routing of logic challenging [29].

3. Results and discussion

3.1. Security analysis
The SDI security of our QRNG derives from the measurement-device characterization, not from stat-
istical properties of the output. Specifically, the per-round min-entropy bound (equation (10)) follows
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Figure 4. PSD of both ADC channels that are connected to the balanced diodes. The blue curve corresponds to no laser power
and the orange curve to a local-oscillator power of 8.4 mW. The gray colored area shows over which range the PSD is integrated
for QCNR.

from the operator norm of heterodyne POVM elements (lemma 1), which holds for any input state—
including states prepared adversarially to maximize the guessing probability. The security-critical para-
meters are therefore the calibrated bin dimensions dy, d5 and the privacy amplification composition
Esec = Es +Epa + B

In figure 4 we show the power spectral density (PSD) of both ADC channels when measuring with
LO and without LO. The results are similar to other heterodyne and homodyne set-ups, where we see an
LO-induced noise-power increase of ~ 7.5dB (X) and ~ 6.5dB (P) [9, 23, 30], indicating that quantum
noise is present, not only the classical noise. In particular,

(det)
X mxPry " +cx
ASB) =10log,, (LO > ;

cx
(29)
(det)
P,
AP — 10log,, (”“’L(g“f’) ’
P

which follow from (15). With my = 2.41x107' V2W™L, cx = 4.35x1074V?, mp =2.33x 10" V2W— 1
cp=5.60x107*V2, and P&V — 8 4mW,

A ~752dB, Al ~6.52dB. (30)

One difference compared to the other references is the dip in intensity we see below 0.2 GHz, which is
caused by the HPF we have added which has a bandwidth of 185 to 3000 MHz. The resulting filter band
(185-1650 MHz) lies only slightly outside of Nyquist frequency for f; = 3.2 GHz (f,/2 = 1.6 GHz), so
residual aliasing into the analysis region is negligible. Another inconsistency is the observation of spikes
in the spectrum. The spikes at the highest frequency are related to spurious codes of the ADC at f;/2.
The spikes at lower frequencies are related to electromagnetic interference resulting from surrounding
electronics because they can be seen with LO off or on, indicating that their source is not related to the
optics. These spikes are narrow in bandwidth and do not impact the security after extraction.

As a consistency check, we integrate the PSD difference (LO on minus LO off) over the analysis band
(185-1600 MHz) to obtain the quantum-to-classical noise ratio (QCNR), reported with uncertainty. This
cross-check is consistent with the slope-based calibration used for dy /p and is not used directly in the
entropy bound.

PSD estimates were obtained using a one-sided periodogram with a Hann window (equivalent noise
bandwidth, ENBW = 1.5 Af). The fast Fourier transform length was set to N = 2%, with a sampling rate
of f; =3.2GSs™}, resulting in a frequency bin width of Af = f;/N. Each spectrum was averaged over
M = 64 blocks, and the error is +1.96/+/M confidence interval on the dB scale, which is not shown due
to being negligibly small.

To further characterize the QRNG, we measure the Husimi Q function and the variance dependence
on LO power. With the vacuum-unit axes from equations (15)—(22), the 2D histogram H,,, over bin
area d40} is converted via
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_ 2H,, 58
mn = o770 mnizl- 31
Qun = 5767 ;HQ 5 (31)

The calibration curve is shown in figure 5. The resulting fit values are:

myx = (2.41 £0.0207) x 10~ V2 /W (95% CI),
cx = (4.35+£0.100) x10~*V? (95% CI),

mp = (2.33 40.0204) x 10~ V? /W (95% CI)
cp = (5.6040.0987) x10~*V? (95% CI).

)

At the operating LO power P&l)et) = 8.4mW we obtain dimensionless vacuum-unit variances (e.g. 0% =~

0.616, 0} ~ 0.647) and the conservative resolutions
= 0.0300 and &5 = 0.0319 (32)

(with uncertainties), computed via equations (17)—(22). These resolutions are then used to convert the
voltage histogram to the phase-space representation shown in figure 6. From these resolutions,

hr(nli)n = —log, (min { 6’5?’/, 1})

2
—log, [~} ~ 12.681 bits/round. (33)
0.0300 x 0.0319

For nefr = kin/b = 2880/24 = 120 rounds per block, this gives

Hmin ( Zneff

E) > 1521 bits/block. (34)
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Figure 7. Autocorrelation comparison between (a) raw quadrature data and (b) extracted random bits. Panel (a) shows sig-
nificant positive correlation at short lags, decaying over ~23 samples consistent with the band-limited detection bandwidth

(1c ~ 1/Af). Panel (b) shows residual correlations after Toeplitz extraction at the 10~* level, indistinguishable from statistical
noise, confirming successful removal of correlated structure. This comparison serves as a diagnostic verifying that the extractor
operates as designed. Lag axis is in units of 10* samples; optical power 8.4 mW; 107 samples used.

We verified that the empirical bin frequencies f,u, satisfy fi,, < min{dx65/(27), 1} + A with high
confidence, using a multiplicative Chernoff bound at significance o = 10~° together with a union bound
over all bins (1, 1); violations signal a calibration error in (o /p,dy, /P).

Several discrepancies can be seen compared to [10]. Firstly, we show an increased variance value in
vacuum units. The most likely reason is the difference in set-ups. [10] immediately measures the quad-
rature signals from the diode with an oscilloscope that has a low enough measurement range to cap-
ture the low diode voltages. In our case, the lowest voltage that can be measured with the ADC without
measurement quality deterioration is 0.5V peak-to-peak (from —0.25 to 0.25V), therefore, we have used
an amplifier, which may have different noise characteristics, potentially causing an increase in the noise.

The second difference is that in our case the power dependencies of both quadratures do not com-
pletely overlap. This is also related to the difference in set-ups. Together with amplifiers we used hard-
ware filters to reduce the complexity of the FPGA implementation. While the components models were
the same between the two quadratures, there can still be variations between the same devices in insertion
loss, gain, and other characteristics that can cause a reduction in the signal. To increase the overlap, we
used the EVOAs before the photodiodes to reduce the power of one of the quadratures.

With the power calibration complete, we obtain Hy,, > 1521 per block; we extract £ = 1272 bits per
block, i.e. (¢/kin) = 0.442, using a 1272 x 2880 Toeplitz matrix. The next step is to confirm whether the
Toeplitz extraction algorithm is flattening the distribution seen in figure 6. This can be partially done by
looking at the autocorrelation of the numbers before and after extraction, which is shown in figure 7.
The gap between the min-entropy bound (1521 bits) and extracted length (1272 bits) is deliberate. The
leftover hash lemma requires a privacy amplification penalty of 2log,(1/eps) = 128 bits for epy = 27%,
yielding a theoretical maximum of 1393 bits. We extract £ = 1272 = 24 x 53 bits, which aligns with the
24-bit word boundaries required by the parallel FPGA pipeline. The remaining 121-bit margin provides
robustness against calibration drift during continuous operation.

The net extracted bit rate is

l
Rpet = 7f5(6ﬁ)7 (35)
Neff

where n. is the number of retained rounds after enforcing factorization (by fixed-ratio decimation or
an invertible whitener). For decimation by D, ns = n/D and f;(Eff) = f;/D; for an orthonormal (unit-
Jacobian) transform neg = n and fﬁeff) = f;. Clipped samples are dropped, so #.g already counts valid
rounds and no separate A, term is needed. The measured clipping fraction at the operating point is
fatip = 2.3 x 107° (95% CI).

There is a clear correlation observed in the random data before extraction, which is also seen in
other QRNGs [9, 10, 31]. It is caused partially by noise introduced by the sampling device [10], how-
ever, the most significant contributor in this case is the sample rate related to the filtering that we apply.
Band-limitation induces temporal correlations. We estimate the normalized ACF p(k) and define the
integrated autocorrelation time
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Figure 8. Cross-correlation between X and P quadratures of the raw data. The autocorrelation and lag is applied in terms of 1000
12-bit samples. The optical power is 8.4 mW. A total of 107 samples were taken for calculation.

K*
Tint ::max{l, 1—1—22:/)(k)}7 (36)

k=1

K*=min{k>1:|p(k)| <2/\/Neamp} -

In our data we obtain
Tint = 2.68 £0.00011 (95% CI),

using B = 10* bootstrap resamples with block length ¢z = 10° to keep the calculation time reasonable.
Nyquist-rate sampling (f; = 2Af) prevents aliasing but does not yield independent samples; approx-
imate independence would require f; < Af, reducing throughput by at least half. We instead sample

at f; =3.2GSs™! and let the extractor compression ratio ¢/ki, ~ 0.44 absorb the correlation struc-
ture. This is consistent with the security model: the per-round bound derives from the POVM operator
norm (lemma 1), which holds for any input state including states correlated with previous rounds. The
accumulation Hp,,(Z"|E) > n- hl(m)n requires only that the trusted measurement applies identical non-
adaptive POVMs, a condition satisfied by fixed ADC discretization regardless of temporal correlations.
The quantity 7, thus serves as a diagnostic confirming the analog chain behaves as characterized, not
as an input to the min-entropy bound. After extraction, residual autocorrelations are consistent with
statistical fluctuations (we do not reduce the security bound by 7, since it can be minimized by decim-
ating the sampling frequency). We inspected higher-order autocorrelations (Ljung—-Box) up to a fixed
lag window, finding no statistically significant residual structure at the 95% level. The experimental
cross-quadrature correlation was |pxp| = 0.012 & 0.004, consistent with the negligible correlation pen-
alty reported in section II. This completes the security-relevant calibration; the min-entropy bound and
extraction parameters are now fully determined.

3.2. Statistical diagnostics

The following tests serve as implementation diagnostics to verify that the hardware operates as modeled.
We emphasize that statistical tests are necessary but not sufficient for security: a deterministic pseudor-
andom number generator with sufficient state size will pass all such tests while possessing zero min-
entropy against an adversary who knows the algorithm. The security of our QRNG is established by the
calibration and min-entropy analysis of section 3.1, not by the tests below.

We additionally inspected cross-correlation between X and P quadratures of the raw data to confirm
there is no correlation introduced by the ADC sampling or the electrical filtering. The correlation com-
putation was performed in the same method as for autocorrelation. The result can be seen in figure 8,
which shows that the cross-correlation between X and P is negligible.

Statistical quality of the generated random numbers was evaluated using both the GNU Dieharder
suite [32] and the NIST SP 800-22 Statistical Test Suite [33]. For Dieharder, all available tests were
executed on binary input files of size 16 GB, with the generator set to file input and the analysis con-
figured to apply the Kolmogorov—Smirnov test with two rejections for failure determination and full
reporting of p-values. We also sorted the resulting p-values from the Dieharder tests and plotted them
on a Q-Q plot. For the NIST tests, we run it configured to do 1000 iterations with 100 p-values per iter-
ation, using sequences of 1000 000 bits each. The results from the tests are shown in figure 9. As can be
seen, the NIST tests are all passing and the dieharder test p-values are all uniformly distributed along the
diagonal reference line, indicating that no patterns were detected. These tests confirm that no obvious
implementation defects (stuck bits, periodic patterns, unexpected correlations from the analog chain) are
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Figure 9. Statistical test results for quantum random number generator output. (a) NIST Statistical Test Suite results showing p-
values for individual randomness tests on a logarithmic scale. The dashed red line indicates the significance threshold (a =0.01).
Tests with single occurrences show individual p-values, while tests with multiple instances show Kolmogorov—Smirnov test p-
values comparing the distribution of individual p-values against a uniform distribution. (b) Quantile-quantile plot of Dieharder
test suite p-values against expected uniform quantiles. Points following the diagonal reference line (dashed red) indicate p-values
consistent with a uniform distribution expected from a true random source.

present. However, passing statistical tests does not establish security—the information-theoretic guaran-
tees derive solely from the SDI framework and calibration analysis of section.

4. Conclusions

We have presented a fully hardware-integrated, SDI QRNG based on heterodyne detection of vacuum
fluctuations. The SDI framework, which derives security from the POVM structure rather than source
characterization, was established by [10]; our contribution lies in extending the security analysis to
address real-time operational requirements (clipping, excess noise, temporal correlations, calibration
uncertainty) and demonstrating the first online SDI-certified extraction at rates exceeding 30 Gbs™'.
We realize the random number acquisition and Toeplitz hashing based randomness extraction entirely
on FPGA logic. We also do an extensive security analysis, which shows that the source-device independ-
ent model that we consider does not rely on a model of the source, but rather on the properties of the
measurement itself, which is useful in the case where the source characteristics drift or when they may
be adversarially controlled.

We demonstrate a system with a real-time random number generation rate of 33.92 Gbits™! with
all the security bounds taken into account. To quantify this claim, we decompose the contributions
to the certified rate. The single-round min-entropy h[(ii)n = log, (2m/d50p) ~ 12.68 bits/round receives
the following corrections: (i) excess noise inflation reduces this by Ah, =log,(yxyp) = 0.34 bits/round
(—2.7%); (ii) clipping contributes < 107> bits/round (negligible); (iii) cross-correlation penalty is <
10~* bits/round (negligible). In contrast, the raw bin width scales as § oc 27", 50 a 1-bit improvement
in ENOB would increase hl(;i)n by 2 bits/round (+15.8%). The ENOB contribution thus dominates other
effects by a factor of ~ 6, confirming that higher-ENOB ADCs offer the most direct path to increased
rates. We additionally explore additional security limiting factors, such as ADC clipping, inter-quadrature
correlation and time autocorrelation. We find that these quantities do not significantly impact the secur-
ity and therefore we only present them as diagnostics.

Most importantly, this set-up shows that high bandwidth true RNG can be achieved with commonly
available components. Moreover, the PCle interface allows for high speed transfer of the random num-
bers into another platform, allowing easy access to the QRNG for different applications.
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