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ABSTRACT

The infiltration of counterfeit, fraudulent, and suspect items into civil nuclear supply chains, notably within power generation and
medical isotope production, poses severe safety and security threats. The ever-increasing growth in nuclear installations (70 power
plants are under construction and another 100 are in the planning stage) and the associated supply chain will further expand this
threat, leading to compromised system integrity and a heightened risk of operational failures. This perspective article explores the
technological synergies between emerging blockchain and quantum technologies to mitigate these vulnerabilities. Specifically, the

paper examines how permissioned and hybrid blockchain models, combined with quantum key distribution, quantum random

number generators, and post-quantum cryptography, can enhance traceability, provenance verification, data integrity, and secure

communications across the supply chain. Drawing upon theoretical frameworks, practical implementation strategies, and

emerging real-world case studies, including those from analogous critical sectors, the article analytically examines the techno-
logical potential and specific applications of these advanced technologies. A forward-looking roadmap outlines essential technical
steps and addresses the inherent technical challenges and opportunities necessary for effective integration of these solutions,

ultimately proposing a robust, transparent, and quantum-resilient nuclear supply chain for the future.

1 | Introduction

The urgent global need for decarbonization and energy security
has sparked a renewed interest in nuclear energy. According to
the World Nuclear Association, around 70 nuclear power plants
(NPPs) under construction and another 100 are in the planning
stage. Each NPP is a large infrastructure project containing
millions of components. As this expansion accelerates, the
industry faces growing exposure to counterfeit, fraudulent, and
suspect items (CFSI) entering its supply chains. These com-
promised parts threaten both safety and security. A stark ex-
ample of the potential consequences of fraudulent parts is the
September 2024 pager and walkie-talkie explosions in Lebanon,

as detailed in [1], serving as a critical reminder of the dangers
when supply chains are compromised. The aerospace sector pro-
vides a useful parallel: it operates under strict regulation yet still
contends with counterfeit parts, which account for as much as 10%
of the legal aircraft parts market, as mentioned in [2]. The rapid
growth of nuclear installations could reproduce this same vul-
nerability as global manufacturing scales up, increasing the like-
lihood of counterfeit components entering safety-critical systems.

A special inquiry by the U.S. Nuclear Regulatory Commission's
Inspector General [3] confirmed the presence of CFSI in oper-
ating US reactors. A King's College London report [4] cited seven
notable cases worldwide, including a counterfeit emergency

This is an open access article under the terms of the Creative Commons Attribution License, which permits use, distribution and reproduction in any medium, provided

the original work is properly cited.
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diesel generator piston pin in Mexico, a fraudulent operational
amplifier in Canada, counterfeit circuit breakers in the United
States, falsified quality assurance certificates in South Korea,
record inconsistencies in reactor pressure vessel manufacturing
in France, nuclear fuel data falsification in the United Kingdom,
and a counterfeit vibration sensor in Russia. None have yet led to
a major accident, but the risk is clear: a substandard component
failing under stress or a sabotaged one bypassing safety systems
could have catastrophic results. Despite such evidence, ref [5].
notes that the nuclear sector long underestimated the counter-
feiting risks. Many operators focused on the most safety-critical
systems, assuming the broader supply chain was secure. Com-
bined with poor reporting, this complacency has obscured the
true scale of the problem. Publicly available data show that the
threat is global. Beyond safety, such scandals damage trust, erode
public confidence, and can stall nuclear progress altogether.

The industry has begun to respond. Over the past decade, for-
ums such as the Convention on Nuclear Safety and the Inter-
national Atomic Energy Agency (IAEA) General Conference
have recognized the counterfeit threat and called for tighter
supply chain oversight. The IAEA issued guidance on managing
CFSI in 2019 [6], followed in 2023 by a coordinated research
project (CRP) on the subject (https://www.iaea.org/projects/
crp/j02019). Yet progress remains uneven. Countries and
organizations take divergent approaches, and significant gaps
persist in detection, reporting, and prevention.

Emerging technologies, particularly blockchain and quantum
systems, offer new ways to close these gaps. Blockchain can record
every transaction and movement of a part on a tamper-proof
digital ledger, making it nearly impossible for counterfeit items to
go undetected. Quantum technology, especially quantum encryp-
tion involving quantum random number generator (QRNG) and
quantum key distribution (QKD), can secure communications and
data links against interception or tampering, even by future
quantum computers. Together, they can make the supply chain
transparent, resilient and verifiable end-to-end. Quantum tech-
nology provider, p-Wave, has already proposed a quantum
blockchain architecture [7] that demonstrates this potential.

In essence, the integration of these technologies creates a tiered
defense-in-depth for data integrity. QRNG provides the foun-
dation by producing truly unpredictable entropy, ensuring that
the cryptographic keys securing the supply chain are immune to
pattern-based hacking. QKD then provides a secure delivery
mechanism, using the laws of physics to detect any attempt at
eavesdropping during key exchange. Finally, Blockchain acts as
the immutable ledger where this quantum-secured data is
recorded. Together, they shift the supply chain from a model of
“presumed trust” in human actors to a model of “mathematical
certainty,” where the history of a nuclear component is physi-
cally protected and computationally permanent.

A small but growing body of research now explores how these
technologies could secure the nuclear supply chain. Blockchain
has been proposed for numerous application cases in the
nuclear sector, such as nuclear waste management [8], nuclear
material tracking [9], secure inspection of nuclear steam gen-
erators [10], and NPP operation [11]. Quantum technologies are
also entering the nuclear field as well. For example, ref [12].
presents a quantum-secure communication method for nuclear
applications.

However, the literature still lacks a system-level view of how
blockchain and quantum technologies can operate together
across the entire nuclear supply chain, as well as practical
roadmaps for deployment. This article addresses that gap by
examining both technologies jointly, identifying challenges to
their adoption, and outlining a path toward deployment. Unlike
earlier studies focusing solely on blockchain [8-11], this work
incorporates quantum technologies to present an integrated
security architecture capable of achieving what neither tech-
nology can alone.

It also considers how these smart technologies can contribute to
a more robust security architecture that keeps CFSI out of
nuclear systems, strengthening safety and security, and pro-
tecting public trust. It also provides a deployment roadmap to
guide researchers and industry practitioners toward achieving a
technology readiness level (TRL) 9. Furthermore, lessons from
other safety-critical sectors, such as aerospace and pharma-
ceuticals (where blockchain is already in practice), are dis-
cussed to inform future applications in the nuclear domain.

While the current analysis focuses primarily on the technical
architecture of trust, such as verifiable data exchange and
cryptographic integrity, it acknowledges that these tools are part
of a broader sociotechnical system. Here, we emphasize the
“central” technical requirements while inviting further dis-
course on the “peripheral” regulatory and cultural shifts needed
to support them.

This article is intended for a technology-focused audience in-
terested in how blockchain and quantum technologies can work
together to secure the nuclear supply chain. Readers are
assumed to have at least a high-level understanding of these
technologies. Those less familiar with the underlying concepts
may wish to begin with introductory material on conventional
cryptography, such as F. Piper's “Cryptography: A Very Short
Introduction.” For a concise overview of blockchain, J.H. Witte's
“The Blockchain: A Gentle Four Page Introduction” provides
useful context. A non-technical introduction to quantum key
distribution can be found in A. Frigyik's “Quantum Cryptogra-
phy: Quantum Key Distribution, a Non-technical Approach.”

The rest of this article is organized as follows: First, a brief
introduction to blockchain and quantum technologies is given in
Section 2. Then, the synergies of these emerging technologies are
discussed in Section 3. High-potential applications and the chal-
lenges to implementing them are discussed in Sections 4 and 5,
respectively. Subsequently, the development roadmap for these
technologies in the context of the nuclear supply chain is provided
in Section 6. Cross-sector lessons from other safety-critical and
regulated industries are given in Section 7. Finally, concluding
remarks and future perspectives are given in Section 8.

2 | Overview of Blockchain and Quantum
Technology

2.1 | Blockchain Technology

Blockchain is a decentralized, distributed ledger that records
transactions or data in cryptographically linked blocks. Unlike
traditional databases managed by a single authority, blockchain
networks are maintained by multiple independent nodes that
validate each new block through consensus algorithms [13].
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TABLE 1 | Qualitative comparison between conventional versus distributed ledgers.

Feature Conventional ledger Distributed ledger

Control Centralized. A single entity (e.g., individual, Decentralized. All participants in the network
corporation, government) has full control. collectively manage the ledger.

Security Susceptible to a single point of failure and Highly secure and resistant to tampering. Uses
hacking. The data can be altered by the central cryptography and consensus mechanisms.
authority.

Transparency Limited. Only the central authority and a few Transparent. All participants can view the full,
authorized individuals can see the full record. immutable record of transactions.

Trust Requires trust in the central authority to Trust is established through the network's consensus

maintain the ledger honestly and securely.

Record Alteration
the central authority.

Efficiency
doesn't require network consensus.

Records can be changed, edited, or deleted by

Can be faster for simple transactions as it

mechanisms and cryptography, not a single party.
Records are immutable; once a transaction is added, it
cannot be altered.

Transactions may be slower as they require verification
by the entire network, but they eliminate the need for
intermediaries.

Once recorded, data in a block cannot be changed without re-
writing all subsequent blocks and gaining approval from most
of the network, making tempering highly detectable.

Table 1 (next page) compares conventional and distributed
ledger technologies, highlighting blockchain's advantages in
transparency, data integrity, and resilience against single points
of failure. Public-key cryptography (using digital signatures and
hash functions) further secures transactions by verifying send-
ers and preventing unauthorized modifications.

In safety-critical domains such as the nuclear supply chain,
these properties make blockchain a promising foundation for
secure information management [14]. It provides a verifiable
history of actions and decisions, ensuring accountability across
complex networks of suppliers, regulators, and operators.

2.2 | Quantum Technologies

Quantum technology covers a range of innovations that draw
on the principles of quantum physics. In certain areas, these
approaches can outperform their classical counterparts. For
securing the nuclear supply chain, three areas are particularly
relevant.

221 | Quantum Cryptography

As discussed in Section 2.1, blockchain relies on cryptography
secure data exchange but keys generated by traditional systems
are inherently vulnerable to classical attacks. Quantum key dis-
tribution (QKD) overcomes this by generating a shared encryp-
tion key whose security is guaranteed by the laws of physics. QKD
transmits the key using photons, which are particles of light. The
core principle is that any attempt to measure these particles
changes their quantum state. This change immediately signals an
eavesdropper's presence. By comparing a small sample of the
exchanged bit, the legitimate parties can spot intrusions and
discard compromised keys. The result is a key that no outsider
has touched, enabling highly secure communications. This isn't
theoretical: QKD was successfully tested at a research reactor,

encrypting and decrypting thousands of signals in real-time over
135 km of optical fiber, as detailed in [15].

2.2.2 | Post-Quantum Cryptography

Beyond QKD dedicated quantum hardware requirement, post-
quantum cryptography (PQC) offers an approach to strengthen
classical systems against future quantum attacks. Quantum
computers, leveraging qubits, will eventually use algorithms
like Shor's to break widely used encryption systems (RSA and
elliptic-curve cryptography). This creates the risk of “harvest
now, decrypt later” attacks, where adversaries store encrypted
data today, waiting for sufficiently powerful quantum hardware
to crack it (consult [16] for related vulnerabilities in industrial
control systems). PQC addresses this risk by developing new
algorithms (e.g., lattice-based or hash-based schemes) and ref
[17]. can be consulted for a survey of these algorithms. Unlike
QKD, PQC runs on ordinary hardware, offering a practical
upgrade path for many existing systems. With PQC standard-
ization nearing completion by 2025, industries, including
nuclear, have the opportunity to adopt quantum-resistant
security well before large quantum computers become a reality.

2.2.3 | Quantum Sensors and Unclonable Tags

For complete nuclear supply chain traceability, quantum-based
sensors and physical authentication tags are essential. Certain
quantum and nanoscale materials possess unique, naturally
occurring, and nearly impossible-to-duplicate signatures. For
example, quantum dots, which are a nanometer-scale semi-
conductor particle, can be embedded in a polymer to form a
physically unclonable marker. Because their distinct optical
patterns arise from inherently random quantum processes, no
two markers are alike, and none can be copied. Similarly,
optical physical unclonable functions use light scattering
through microscopic imperfections to generate a unique “fin-
gerprint” for each item. These techniques link a physical
object's identity to an unforgeable quantum property, providing
a crucial physical layer that complements digital security
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measures. Ref [18]. can be consulted to understand the security
implications of these sensors.

3 | Technological Synergies of Blockchain and
Quantum Technologies in Securing the Nuclear
Supply Chain

With over a million components and a vast network of con-
tractors, subcontractors, and suppliers operating under a con-
stant schedule, the nuclear supply chain is vulnerable to CFSI
slipping into the system. Documented weak points include poor
traceability across multi-tier supplier networks, reliance on
paper records vulnerable to falsification, siloed information
flows that limit industry-wide visibility, and insufficient verifi-
cation of component authenticity before installation. For a
deeper dive into this topic, consult references [19-21].

An anonymous survey as presented in [5] found that some
organizations source parts through independent distributors or
brokers, bypassing the original manufacturer and official chan-
nels. In some cases, electronic components were bought from the
open market, often accompanied by questionable authentication
certificates. This “weakest link” effect, where one uncertified
supplier can compromise an entire chain, is amplified by the
scale and global reach of nuclear procurements.

Counterfeiters also exploit misplaced trust in documentation.
Substandard parts have been delivered with forged safety cer-
tificates and test reports, deceiving operators until failures oc-
curred. Even established vendors have engaged in fraud, such as
the Japanese fire equipment supplier cited in [4], showing that
conventional quality assurance alone is insufficient.

The ways blockchain and quantum technologies could address
these systemic vulnerabilities are described below.

3.1 | Blockchain's Role: End-to-End Traceability
and Trust

Applied to the nuclear supply chain, blockchain enables full
traceability and accountability for every component from origin
to installation, as noted in [22]. Every custody transfer,
inspection, and certifications are recorded on a distributed
ledger, time-stamped, and cryptographically signed by the
responsible party. Authorized participants can view the com-
plete chain of custody for a reactor-grade part, which includes
covering manufacturing, testing, transport, and receipt. They
can access this information without needing on paper records
or isolated databases.

This visibility makes counterfeiting and record manipulation
significantly harder. A falsified part, for example, would lack
the cryptographic trail of legitimate production and testing,
triggering alerts or halting acceptance, as detailed in [23].
Certification and testing integrity also benefit: instead of paper
certificates or emailed PDFs, accredited entities log inspection
data and results directly onto the blockchain, as discussed in
[24, 25]. Supporting evidence such as sensor readings, photos,
or videos can be attached to these digital records, creating an
auditable, temper-evident certification process.

Past scandals, such as the falsification of reactor part certifications
in South Korea as detailed in [4], show how critical such measures

are. Blockchain mitigates these risks by recording exactly who
supplied what, when, and under what conditions. Smart contracts
(cf. ref [26] for an overview of this concept) can enforce compli-
ance automatically: deliveries are accepted only if approved enti-
ties and inspection criteria are verified, while nonconforming
components are flagged before installation. In effect, blockchain
embeds verification and accountability into the supply chain itself
rather than relying on after-the-fact audits.

3.2 | Quantum Technology's Role: Securing
Communications and Authenticating Hardware

Quantum technologies complement blockchain by securing the
channels and devices through which supply chain data flows.
Cyber intrusions, such as hacking procurement systems, inter-
cepting documents, or spoofing supplier identities, can enable
the insertion of fraudulent components, as noted in [27]. QKD
provides intrusion-sensitive encryption and authentication, en-
suring that orders, design specifications, and inventory data
cannot be covertly altered, as highlighted in [28]. Any eaves-
dropping attempt is immediately detectable, protecting sensitive
information ranging from engineering drawings to nuclear
material compositions. This capability is especially relevant for
next-generation reactors that rely on remote monitoring. Ex-
periments, such as Purdue University's quantum-secured reactor
control data demonstrate the feasibility of building QKD links
between manufacturing sites, transport vehicles, and plants.

PQC addresses future risks posed by quantum computers,
which could eventually break current blockchain signatures
and encryption. Integrating PQC algorithms into blockchain
platforms and communication protocols (cf. ref [29] for a case-
study) helps ensure that the nuclear supply chain remains
secure against “harvest now, decrypt later” threats. Migrating
sensitive databases and communication channels to quantum-
resistant encryption is therefore a prudent near-term step. For a
detailed comparison of QKD and PQC across use cases, see [30].

Quantum technologies also enable physical authentication of
components and materials, as shown in [31]. Quantum-based
tags, such as quantum dots, act as unclonable physical certifi-
cates for high-value parts like control boards or reactor com-
ponents. Inspectors can scan these tags and verify them against
the record stored on the blockchain. This process ensures that
even if the blockchain were to be compromised, the quantum
“fingerprint” associated with the tags cannot be duplicated.

For nuclear materials, quantum sensors such as magnetometers
or gravimeters can detect tampering or substitution during
transport. These sensors can identify even small changes in
sealed containers, triggering alerts in cases of diversion or
smuggling. Although still developing, integrating quantum
sensors into supply chain monitoring could add a powerful
layer of security for nuclear material integrity.

4 | High-Potential Applications of Blockchain
and Quantum Technologies in Securing the
Nuclear Supply Chain

The synergies of blockchain and quantum technologies reveal
promising applications for the nuclear supply chain. The most
relevant applications are detailed below, demonstrating their
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TABLE 2 | High-potential applications of blockchain and quantum solutions in nuclear supply chain.

High-potential applications

Mitigated risks

Comprehensive nuclear material tracking
Authenticating components & spare parts
Real-time monitoring & automated auditing
Secure procurement & vendor validation

Quantum-protected remote operations and maintenance

Material diversion/smuggling
Counterfeit/substandard parts
Tampering during transport or storage
Rogue suppliers or fake companies

Cyberattacks on control systems and updates

potential to strengthen traceability, authentication, auditing,
and threat detection. A summary of these solutions is provided
in Table 2.

4.1 | Comprehensive Nuclear Material Tracking

Blockchain can maintain a continuous, tamper-proof record of
nuclear materials throughout the entire fuel cycle, from ura-
nium mining to waste disposal (cf. ref [32] for a case study). At
every stage, records are logged on a shared ledger accessible to
suppliers, operators, regulators, and international authorities.
Entries link material to its source, processing facility, and
inspection results, enabling full life-cycle visibility. This con-
tinuous tracking makes diversion or substitution difficult to
achieve undetected and could complement IAEA safeguards by
providing real-time, encrypted, and transparent data. For ex-
ample, a shipment discrepancy (e.g., leaving one facility but not
arriving at the next) would quickly trigger alerts. QKD could
further secure this data transmission, preventing interception or
falsification.

4.2 | Authenticating Components and Spare
Parts

Blockchain can prevent counterfeit or substandard parts from
entering nuclear plants by creating a digital passport for each
component, which records manufacturing details, test results,
and custody changes. Upon arrival, the part's identity is verified
against the ledger, immediately revealing any tampering or
substitution. To enhance verification and develop a trustworthy
inspection framework, inspection data (such as X-rays or
material analyses) can be attached to the record. Ref [33]. can
be consulted for more details about such a framework. Quan-
tum physical unclonable tags (Q-PUTs) enhance this system by
embedding a unique, unclonable code directly into each part,
verifiable with a handheld scanner. By leveraging the comple-
mentary strengths of blockchain records and Q-PUTs, it is
possible to make incidents like South Korea's counterfeit parts
scandal far less likely while simultaneously streamlining quality
assurance.

4.3 | Real-Time Monitoring and Automated
Auditing With IoT Integration

Integrating internet of things (IoT) sensors with blockchain can
significantly improve the security of transported and stored
nuclear materials. Sensors on waste drums, for instance, could
continuously log temperature, radiation levels, seal integrity,

and location to an immutable ledger. An example of such a
monitoring system is given in [34]. Any tampering, such as
opening a container, would be instantly recorded, with smart
contracts triggering alarms or halting shipments. For sensitive
equipment, shock and vibration sensors could document
handling quality. With QKD-secured data channels, these logs
become tamper-proof audit trails, enabling rapid detection and
response to sabotage or mishandling.

4.4 | Secure Procurement and Vendor Validation
Network

A blockchain-based supplier network could verify that every
vendor, manufacturer, and contractor is authorized, recording
their credentials and digitally signing all transactions. A dem-
onstration of such a supplier network is given in [35]. This
blocks rogue actors from posing as legitimate suppliers and
ensures a verified lineage for all delivered parts. Federated au-
diting across multiple utilities and regulators creates a shared
intelligence system. For example, a counterfeit detected in one
country could instantly alert others to check for the same issue.
Over time, machine learning could flag recurring risks.
Quantum-secure communication would protect sensitive pro-
curement data, such as specifications for reactor or security
equipment, from interception or tampering.

4.5 | Quantum-Protected Remote Operations and
Maintenance

As nuclear facilities adopt more digital and remote capabilities,
quantum technologies can secure these operations. QKD-secured
communication could enable safe remote software updates or
maintenance on reactor systems (cf. the demonstration in [15]).
Concurrently, blockchain would log the update details such as
firmware hashes, timestamps, and approvals, for future auditing.
This integrated process ensures only authorized personnel can
issue commands, protecting against hackers or fraudulent up-
dates. Furthermore, quantum-resistant authentication would
safeguard control actions, addressing emerging threats at the
intersection of cybersecurity and supply chain security.

From a technical standpoint, the integration of quantum tech-
nologies and blockchain into the nuclear supply chain presents
numerous application areas, as highlighted in this section, with
the potential to mitigate the introduction of CFSI items. How-
ever, the effectiveness of this solution is inherently linked to
organizational adherence and standardization policies. Although
these issues fall outside the scope of the current manuscript, they
must be considered in any potential deployment scenarios.
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5 | Technical Challenges of Applying Blockchain
and Quantum Technologies in Securing the
Nuclear Supply Chain

Implementing the high-potential applications of blockchain and
quantum technologies in the nuclear supply chain presents
significant challenges. These barriers span technology maturity,
regulatory hurdles, workforce readiness, scalability, security,
cost, and global coordination. Understanding these is essential
before any deployment, and they are addressed in detail below.

5.1 | Technological Maturity and Integration

Blockchain and quantum tools are still developing (cf. ref [36]
for a TRL assessment of some blockchain use cases). Many
nuclear facilities rely on decades-old software or analog systems
for procurement and inventory, as noted in [37]. Connecting
these legacy systems to modern blockchain platforms requires
custom interfaces and major IT upgrades. Safety culture adds a
barrier where only proven, certified tools are acceptable. Fol-
lowing events like the Fukushima disaster in Japan further
complicated the safety culture (cf. ref [38] for a critical eva-
luation of nuclear safety thinking), any new blockchain must be
exhaustively tested to ensure it introduces no vulnerabilities or
operational halts upon network failure. Quantum systems face
distinct hurdles. QKD requires specialized hardware and has
distance limitations. For example, fiber networks can only
extend for a few hundred kilometers without the use of trusted
relays or satellites. Thus, global QKD coverage is a long-term
effort, making near-term deployment likely regional. PQC
avoids hardware needs but is still being standardized, leading
to industry hesitation in committing to algorithms that may
later change.

5.2 | Expertise and Cultural Adoption

Workforce readiness in the nuclear sector is a significant
challenge due to the general workforce's lack of core blockchain
skills, as noted in [39]. Engineers and quality staff must learn
distributed consensus, smart contracts, and key management,
concepts outside of their traditional scope. Every actor, from
reactor operators to subcontractors, would need training to use
the system correctly, which suggests the need to align nuclear
pedagogy. In this context, the ideas presented in [40] could be
useful. Cultural adoption presents another major barrier. Some
organizations distrust opaque technologies or fear losing control
over proprietary data, requiring permissioned ledgers to care-
fully balance transparency with confidentiality. Historically,
parts of the industry denied that counterfeit risks existed.
Changing this mindset requires strong leadership and building
trust in new systems. Additionally, it necessitates a cultural
change within the organization. Furthermore, if smaller sup-
pliers opt out due to cost or complexity, they remain weak links
where counterfeits can still enter the supply chain.

5.3 | Scalability and Performance

Scaling of the solution is a major challenge, given that the
nuclear supply chain involves millions of parts from hundreds

of suppliers. Recording every test, movement, and transfer
could create massive transaction volumes. While enterprise
blockchains handle heavy loads, bottlenecks may emerge, if
smart contracts are complex or if PQC adds computational
overhead. This could increase both latency and cost. Careful
architecture selection is necessary, such as using a permissioned
consortium chain together with off-chain storage for bulky data.
QKD also presents scaling challenges, as current systems gen-
erate keys at limited rates. If thousands of links require fresh
quantum keys, the infrastructure must expand through multi-
plexing or higher-rate QKD technologies, which is an active
engineering challenge that also contributes to increased cost.

5.4 | Data Privacy and Security Considerations

Blockchain's transparency fundamentally clashes with nuclear
secrecy. Sensitive data such as fuel compositions, design details,
or sourcing, cannot be freely shared. This necessitates permis-
sioned ledgers using encryption and selective disclosure tech-
niques, such as zero-knowledge proofs to verify legitimacy
without revealing sensitive details. However, adding these cryp-
tographic layers increases complexity. Furthermore, nations may
resist sharing supply chain data on international ledgers, fearing
adversaries could infer vulnerabilities (c¢f [41] for blockchain
privacy issues). Laws on export controls and data privacy further
constrain what can be recorded or shared, particularly on cross-
border blockchains spanning diverse alliances (e.g., NATO and
non-NATO members). Finally, smart contracts themselves pose
risks, as highlighted in [42]. Poor coding could allow exploits that
falsify records. Therefore, strong cybersecurity discipline must be
maintained, as these tools enhance security but do not eliminate
implementation flaws.

5.5 | Energy and Environmental Concerns

Sustainability is a key challenge. Public blockchains using
Proof-of-Work (PoW) consume massive energy (although
quantum PoW may reduce that, as claimed in [7]). While
nuclear applications would avoid this by using Proof-of-
Authority or Byzantine Fault Tolerance (cf. ref [43] for a review
of consensus mechanisms), running nodes and cryptographic
operations still consume power. Additionally, QKD equipment
requires stable energy and cooling. Given nuclear power's
constant scrutiny on sustainability, any added systems must
minimize environmental impact. Cost is an equally major bar-
rier. Blockchain infrastructure, quantum devices, and opera-
tional upkeep represent substantial expenses. This high cost
could prevent adoption by smaller suppliers or resource-
constrained countries, creating uneven security across the
global chain. This imbalance could be exploited, with attackers
targeting weaker participants. Shared funding or international
support might be needed to prevent such gaps.

5.6 | Standards and Interoperability

The lack of universal standards poses a significant hurdle.
While general blockchain standards exist (e.g., https://
blockchain.ieee.org/standards), none yet address the specific
needs of the nuclear supply chain. Without common protocols
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for data formats, security, and governance, systems will not
interoperate, forcing suppliers to deal with multiple platforms
and complicating implementation. Achieving this coordination
requires consensus among many stakeholders through slow-
moving bodies like the TAEA or ISO. Quantum technologies
face similar issues. QKD protocols, including synchronization,
error correction, and integration with conventional networks,
are still evolving as highlighted in [44]. Until these standards
mature, early adopters face the risk of vendor lock-in or bespoke
integrations.

Legal recognition also lags. Blockchain records and smart
contracts may not hold official weight in regulatory or court
settings. The crucial question of whether a blockchain entry will
suffice as proof of compliance remains unanswered until legal
frameworks catch up. For recent legal developments, readers
may consult [45] and the references therein.

6 | Development Roadmap for Securing the
Nuclear Supply Chain With Blockchain and
Quantum Technologies

The deployment of blockchain and quantum security within the
nuclear supply chain requires a phased, strategic roadmap fo-
cused on overcoming significant technical and regulatory inte-
gration challenges. This path involves initial proof-of-concept
testing, parallel standards development, and careful, incremental
scaling within a heavily regulated environment. A potential
deployment path forward is described in detail in this section.

6.1 | Pilot Projects and Testbeds (Years 1-3)

The initial phase must focus on technical feasibility testing in
controlled environments to identify integration hurdles with
legacy nuclear infrastructure.

Blockchain Pilot: A permissioned distributed ledger should
track a limited segment of the supply chain, preferably involv-
ing non-safety-related items. The core technical challenge is
demonstrating successful integration with existing enterprise
resource planning systems and identifying potential latency or
usability issues under nuclear operational constraints. A sec-
ondary pilot could combine IoT sensors with the blockchain to
monitor nuclear waste storage drums, logging their status in
real time to assess the reliability of the data-logging mechanism
within shielded environments (e.g., Sellafield). The primary
goal is to validate operational integrity.

Quantum Pilot (Communication Security): QRNGs present
a logical entry point due to their commercial maturity. Testing
should focus on applying QRNGs to strengthen encryption
within a facility's supervisory control and data acquisition
(SCADA) network, measuring performance impact and inte-
gration complexity. Further pilots, building on existing research
(e.g., Purdue University), could test QKD links between a
reactor site and a remote emergency center, challenging the
stability and distance limitations of the QKD transmission over
fiber or satellite. Refer to [46] for different strategies to increase
the QKD key rate. These early efforts must involve regulators to
ensure early familiarity with the technical implementation and
operational artifacts. The target is clear evidence of technical
reliability and utility by year three.

6.2 | Standards Development and Policy
Framework (Years 2-5)

Pilot documentation must inform the concurrent and critical
phase of developing technical and interoperability standards.
This is necessary to move beyond proprietary testbeds.

Technical Consensus: Building on existing standards, orga-
nizations like JAEA and ISO/IEC must draft rigorous protocols.
Technical outputs should include:

[A] Detailed specifications for distributed ledger applications,
defining data schema, access control mechanisms, and required
software quality verification for nuclear use.

[B] Guidance on quantum-safe encryption migration and the
required cryptographic agility for systems with decades-long
lifecycles, drawing from national migration timeline (e.g., the
UK government timeline of full migration by 2035).

Regulatory Modernization: Regulators must adapt accepted
practices to recognize the technical validity of these new sys-
tems. This includes the challenge of recognizing blockchain
logs as legitimate, tamper-evident compliance evidence and
defining when digital provenance records can replace paper-
based documentation.

Governance Architecture: This phase requires establishing an
international working group to tackle the architectural design of
a global nuclear supply chain consortium blockchain. Key design
challenges include defining: node distribution, mechanisms for
confidentiality in a shared ledger environment, and the vulner-
ability assessment and vetting process for participants. Global,
decentralized involvement is essential to mitigate the technical
risk of control by a single geopolitical actor.

6.3 | Incremental Deployment and Capacity
Building (Years 5-10)

Standards enable the transition to incremental and inter-
operable deployment, prioritizing new builds and high-risk
existing systems.

Phased Deployment: New nuclear projects, particularly small
modular reactors, should be designed as blockchain-native
supply chains to avoid the significant technical debt of later
retrofits. Existing reactors should upgrade gradually, beginning
with tracking safety-critical components where counterfeit risks
are highest. Regulators face the challenge of mandating proof-
of-provenance for critical components and ensuring consistent,
auditable logging of counterfeit incidents.

Post-Quantum Migration: Organizations must proactively
address the challenge of cryptographic compromise by quantum
computers. This involves inventorying current cryptographic
systems, migrating long-term data to PQC algorithms, and rig-
orous interoperability testing. The deployment of QKD links
should target key communication points, such as between
plants and headquarters, or between plants and emergency
responders, by leveraging into emerging national quantum
networks. A technical challenge is the scaling of QKD infra-
structure for cross-border links via satellite.

Skill Gap Mitigation: Deployment is technically impossible
without skilled personnel. Training programs must be deve-
loped to close the talent gap in specialized areas like blockchain
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engineering and quantum-proof systems integration, ensuring
that nuclear supply chain managers and engineers can practi-
cally manage these tools.

6.4 | Global Integration and Adaptative Defense
(Years 10+)

The long-term vision is a globally integrated, quantum-secured
network. Focus shifts to continuous defense against evolving
threats and system resilience.

Automated Compliance: A core technical objective is to inte-
grate regulatory treaty rules directly into the ledger via smart
contracts. This automates compliance checks, for example, a
shipment remaining “pending” until the IAEA logs receipt, em-
bedding safeguards within supply logistics rather than layered
atop them.

Quantum-Resistant Resilience: Continuous migration to
quantum-resistant algorithms is essential to avoid catastrophic
security gaps upon the advent of practical quantum computers.
Furthermore, exploring the use of technologies like quantum
sensors to instantly log cargo scans for illicit materials onto the
immutable ledger presents a significant integration challenge
between advanced physics and distributed systems.

Continuous Threat Modeling: The technology and threat
landscape mandate continuous adaptation. International com-
mittees must run regular adversarial exercises and hackathons
to test system resilience against data spoofing or infiltration
attempts, with findings feeding directly into protocol updates.
This adaptive governance structure, where a central body sets
baseline rules and regional subnetworks handle localized
implementation challenges, is critical for system longevity.

7 | Cross-Sector Lessons for Securing the Nuclear
Supply Chain

While the nuclear sector has unique regulatory and security
requirements, it shares many vulnerabilities with other safety-
critical and regulated industries that depend on complex,
globally distributed supply chains. Lessons from sectors such as
aerospace (cf [46]) and pharmaceuticals (cf [47]), both early
adopters of digital trust and traceability frameworks, offer val-
uable guidance for applying blockchain and quantum technol-
ogies to nuclear systems. Interested readers.

7.1 | Aerospace: Multi-Tier Traceability and
Secure Certification

The aerospace industry has faced persistent challenges with
counterfeit and unapproved parts entering the supply chain. It is
highlighted in [2] that as much as 10% of the legal market are
counterfeits. To address this, manufacturers and regulators have
adopted digital part tracking systems such as the Airworthiness
Certification process [48] and AS5553 standards [49]. These fra-
meworks emphasize component-level traceability, authenticated
documentation, and continuous oversight of suppliers.

Blockchain extends these principles by creating a tamper-
evident ledger for part provenance and -certification. For

instance, aerospace consortia made of Thales and Accenture’
have piloted distributed ledgers to record every maintenance
and inspection event for aircraft components. This ensures that
a turbine blade or avionics module can be traced through every
stage of its lifecycle, even across multiple maintenance organi-
zations. The nuclear sector could adapt this approach to critical
components like control system hardware or reactor-grade
materials, where verifying origin and maintenance records is
equally vital. Integrating blockchain with existing regulatory
documentation systems could provide a unified, auditable
record accessible to both operators and oversight bodies.

7.2 | Pharmaceuticals: Authenticity, Compliance,
and Real-Time Monitoring

Pharmaceutical supply chains face parallel risks: counterfeit
drugs, falsified test data, and fragmented oversight across global
manufacturers. Regulations such as the U.S. Drug Supply Chain
Security Act and the EU Falsified Medicines Directive have
driven adoption of serialization and blockchain-based traceability
systems as described in [50]. Each batch of medication is
assigned a unique identifier, logged through production, distri-
bution, and dispensing, creating an end-to-end verification trail.

The nuclear domain could apply similar serialization principles
to critical items: assigning unique, blockchain-verified identifi-
ers to each part, material batch, or digital component. More-
over, the pharmaceutical industry's integration of real-time
sensor and IoT data for storage condition monitoring provides a
model for embedding quantum-safe communication and veri-
fication tools into nuclear logistics. Combining cryptographi-
cally secure data sharing with quantum-resistant encryption
can ensure both authenticity and confidentiality across national
and institutional boundaries.

7.3 | Integrating Cross-Sector Lessons in the
Nuclear Supply Chain

The key insight from these safety-critical and regulated sectors is
that trust is engineered through transparency, standardization,
and verifiable data exchange. Aerospace demonstrates how dis-
tributed traceability can strengthen certification and mainte-
nance oversight. Pharmaceuticals show how blockchain and
digital identity systems can eliminate counterfeit risks through
serialization and real-time validation. Synthesizing these sectoral
successes, frameworks such as the ISO/IEC 27000 series and the
NIST Cybersecurity Framework [51, 52]—specifically SP 800-53,
800-82, and 800-161—provide the architectural guidelines nec-
essary to scale these practices. By leveraging these established
standards, organizations can establish a rigorous security foun-
dation for the emerging integration of blockchain and quantum
technologies within global supply chains.

For the nuclear supply chain, combining these approaches
would enable a unified trust architecture, where every actor,
from component manufacturer to reactor operator, interacts
through a verifiable, quantum-secure digital framework. This
cross-sector synthesis highlights a path forward: adapting
proven digital assurance mechanisms from other critical infra-
structures while addressing the heightened security, regulatory,
and confidentiality demands of the nuclear context.
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8 | Conclusion and Future Perspectives

Counterfeit and fraudulent items remain an immediate and seri-
ous threat to the nuclear supply chain. These items jeopardize the
safety and security of nuclear installations and, by extension,
public safety worldwide. History has shown that a single sub-
standard component can compromise critical systems, yet
for years, the issue was under-reported and underestimated.
Emerging technologies such as blockchain and quantum cryp-
tography now offer a path toward prevention rather than reaction.
Immutable ledgers and quantum-secured communication could
create a transparent, verifiable chain of custody where every part,
test, and transfer are authenticated and tamper-evident. That
vision, however, must be grounded in realism. Some advances can
be achieved in the near term. However, others will take years of
research, standardization, and infrastructure change.

Near-term priorities are clear. Blockchain-based supplier
authentication, certification tracking, and tamper-evident doc-
umentation can already be piloted within existing nuclear
procurement frameworks. Several industries, including aero-
space and pharmaceuticals, have proven that distributed ledgers
can improve traceability and reduce fraud without overhauling
legacy systems. Likewise, preparing for PQC adoption is both
urgent and feasible. Cryptographic migration plans, hybrid en-
cryption schemes, and quantum-resistant digital signatures
should be developed now, well before the “year-to-quantum”
(Y2Q) moment when current algorithms become vulnerable.
These are practical steps regulators and operators can take
within the next 5 years.

Longer-term developments, such as widespread quantum sen-
sor deployment, quantum-secure networks across borders, and
Al-driven predictive risk analysis using blockchain data, remain
aspirational. These technologies show enormous promise for
high-fidelity monitoring and automated anomaly detection, but
their integration into nuclear facilities will require not only
technical maturity but also international governance, inter-
operability standards, and public investment.

Even as these innovations advance, technology alone wouldn't offer
a foolproof solution. Blockchain and quantum systems must
complement strong procurement policies, rigorous supplier vetting,
inspections, and above all, a culture of integrity. Technology am-
plifies human judgment and bias; it doesn't replace it. Addressing
the counterfeit threat requires a comprehensive approach, and the
integration of blockchain and quantum solutions must be aligned
with existing policy and regulatory evolution.

Protecting the nuclear supply chain ultimately protects the public
and the environment, as nuclear energy provides a feasible path
to net zero alongside renewable energy. The path forward is a
phased one: deploy what is ready today, prepare for what's
coming tomorrow, and align technological adoption with policy
and regulatory evolution. With coordinated action now by rele-
vant stakeholders such as governments, industry leaders, and
international bodies, the vision of a counterfeit-resistant, digitally
trusted nuclear supply chain can move from concept to reality.
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