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Abstract. Autonomous agents are increasingly deployed in sensitive,
human-centric domains—such as healthcare, assistive care, and emer-
gency response—where their decision-making must align with complex
human norms. These translate into Social, Legal, Ethical, Empathetic,
and Cultural (SLEEC) requirements that are often nuanced and context-
dependent, challenging traditional software engineering paradigms. Our
tutorial paper presents a comprehensive, tool-supported methodology for
managing the SLEEC requirements lifecycle, covering elicitation, well-
formedness validation, and conformance verification of software design
models against SLEEC requirements. We demonstrate the use of our
methodology and associated tools through application to a robot-assisted
dressing system, providing a guide for researchers and engineers to bridge
the gap between abstract human norms and verifiable system designs.

Keywords: Normative requirements - Autonomous agents - Formal ver-
ification and validation - SLEEC

1 Introduction

Rapid technological advances, particularly in Artificial Intelligence (AI), enable
the development of applications offering significant societal and economic bene-
fits. However, the deployment of the increasingly sophisticated Al-enabled sys-
tems underpinning many of these applications—ranging from cyber-physical to
agentic systems—comes with significant normative implications of a social, legal,
ethical, empathetic, and cultural (SLEEC) nature [4, 16].

The importance and complexity of these implications are particularly evi-
dent in domains where Al-enabled systems interact with vulnerable users, such
as health and assistive care [21]. An assistive-dressing robot [26], for instance,
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must be aware of and navigate complex normative trade-offs, e.g., to ensure both
user privacy by closing curtains during dressing, and user autonomy if asked to
keep them open by an anxious user. In healthcare, chatbots provide medical ad-
vice and machine learning (ML) solutions perform diagnostics, raising concerns
regarding accountability and fairness. Beyond care, collaborative robots assist
human operators with dangerous manufacturing tasks, and self-driving cars nav-
igate with varying levels of autonomy in public spaces. Each case poses SLEEC
challenges; for example, the collaborative robot must balance operational effi-
ciency with the psychological wellbeing of its human partner, while autonomous
vehicles must make ethically charged decisions in uncertain environments.

There is wide awareness of the need to address these normative concerns,
reflected in numerous international initiatives aimed at ensuring the responsible
development and deployment of Al-enabled systems. These efforts span a broad
spectrum, from high-level ethical frameworks and principles, such as the UN-
ESCO Recommendation on the Ethics of AI [25], to more concrete standards
and legislative instruments like the IEEE 7000 series [15] and the EU AI Act [6].
Nevertheless, a significant gap exists between these useful but general normative
documents, which are discussing application-independent issues, and the defi-
nition of a concrete set of well-formed, unambiguous and verifiable normative
requirements for a concrete Al-enabled system [20,23]. Furthermore, verifying
that a system’s design actually complies with such requirements remains a chal-
lenge for its developers and regulators [1,12,14].

Our tutorial paper presents an integrated suite of tool-supported methods
designed to address this gap. It has been developed over almost a decade via
an international collaboration [7,9-12,17,22, 23], and has already sparked the
interest of multiple research groups. In presenting this tutorial, we benefit from
the experience of having presented tutorial sessions on SLEEC requirements
engineering across several major conferences in Software Engineering.

The paper is organised as follows. In Section 2, we introduce our definition
of normative requirements, and the rule-based language we use to capture them,
which has a mathematical semantics [12]. Section 3 describes our collaborative
process for eliciting well-formed SLEEC rules, which is based on formal verifica-
tion tools, yet accessible for use by teams of multi-disciplinary stakeholders. In
Section 4, we illustrate our notion of conformance used for the formal verification
of designs against SLEEC rules. We conclude with a brief summary and provide
pointers to additional material on the SLEEC framework in Section 5.

2 The SLEEC paradigm

2.1 Normative requirements

In this tutorial, we distinguish between high-level normative principles (such
as autonomy, non-maleficence, and privacy) and the specific normative require-
ments (i.e., SLEEC rules) that operationalise them. While principles provide
abstract evaluative standards covered extensively by existing international guide-
lines and regulations [6, 15, 25], SLEEC rules formulate the explicit constraints
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def_start // Capabilities
event CurtainOpenRqt // Triggers and responses
event CurtainsOpened
event DressingAbandoned
event DressingComplete
event DressingStarted
event HealthChecked
event RefuseRequest
event RetryAgreed
event SupportCalled
event UserFallen
measure assentToSupportCalls : boolean // Measures
measure emergency : boolean
measure roomTemperature : numeric
measure userUnderDressed : boolean
measure userDistressed : scale(low, medium, high)
constant MAX_RESPONSE_TIME = 60 // Constants
def_end
rule_start
Rulel when CurtainOpenRqt then CurtainsOpened within 60 seconds
unless userUnderDressed then RefuseRequest within 30 seconds
unless userDistressed > medium then CurtainsOpened within 60 seconds

Rule2 when DressingStarted and userUnderDressed
then DressingComplete within 2 minutes
unless roomTemperature < 19 then DressingComplete within 90 seconds
unless roomTemperature < 17 then DressingComplete within 60 seconds

Rule3 when UserFallen then HealthChecked within 30 seconds
otherwise SupportCalled within MAX_RESPONSE_TIME seconds

Rule4 when DressingAbandoned then RetryAgreed within 2 minutes
otherwise { SupportCalled unless not assentToSupportCalls }
rule_end

Listing 1.1: Sample SLEEC specification for the robot-assisted dressing system

that an autonomous agent must satisfy to comply with these principles within a
given context—and are significantly more difficult to elicit, formalise, and verify.

In our methodology, SLEEC rules are treated as non-functional requirements
that augment an agent’s functional specifications. Functional requirements define
what an agent should achieve, whereas SLEEC rules constrain the admissible
state space and action selection process. Specifically, these rules limit an agent’s
degrees of freedom by filtering out plans that violate normative constraints,
ensuring the agent executes a normatively compliant plan from the possible
alternatives [23]. In the next section, we describe the language used to specify
these rules as formally verifiable properties.

2.2 The SLEEC language

The SLEEC language, introduced in [12], is a domain-specific language (DSL)
for specifying normative requirements for autonomous agents. Co-developed by
an interdisciplinary team of computer scientists, engineers, ethicists, lawyers,




4 P. Ribeiro et al.

roboticists, and social scientists, the language supports the creation of SLEEC
specifications comprising two parts: a definition block, and a rule block.

Definition block. This block declares the capabilities of the agent that have
normative relevance because they:

1. raise normative concerns, leading to normative requirements;
2. provide information about the status of the world to support decisions;
3. provide facilities for the agent to react in a norm-sensitive way.

For example, in the robot assistive dressing scenario considered in our paper, the
robot’s capability to start dressing a user raises a modesty concern. The robot
also has a capability to measure room temperature to ensure that decisions
regarding when to undress the user consider their (thermal) comfort. Finally,
the robot has a capability to close the curtains, so that it can act to protect
the user’s modesty when asked to start dressing. The process presented in the
next section describes how we can iteratively elicit rules based on available and
suggested capabilities.

Listing 1.1 illustrates these concepts in a SLEEC specification, showing how
agent capabilities are represented by either events or measures. For instance, the
event UserFallen corresponds to the agent detecting that its user has fallen,
while the measure userDistressed corresponds to the robot’s capability to esti-
mate a user’s distress level on a discrete scale (low, medium or high). Together,
these two constructs are used to provide the vocabulary for the rule block, al-
lowing normative rules to be defined over the agent’s capabilities.

Rule block. This block contains the SLEEC rules for the autonomous agent,
specified over the events and measures defined in the previous block. These
rules encode the normative requirements of the agent by mapping environmental
triggers to required agent responses. A SLEEC rule has the basic form

id when triggerEvent [and triggerGuard| then response |[within time]
where:

— id is a unique rule identifier;

— triggerEvent is an event that must be monitored by the agent;

— triggerGuard is an optional Boolean expression over the agent’s measures;

— response is an event specifying the action that the agent shall perform
when the triggerEvent occurs and, if specified, the triggerGuard is true;

— if provided, time specifies a deadline for the response to happen.

For example, Rulel from Listing 1.1 applies when the event CurtainOpenRqt
occurs, and Rule2 applies when the event DressingStarted occurs and, addi-
tionally, the Boolean measure userUnderDressed is true.

To accommodate situations where a response may be infeasible within
the required time, the otherwise construct can be used to specify an alter-
native response. In Rule3, the response requires the occurrence of the event
HealthChecked in 30 seconds, but provides an alternative to have SupportCalled
if there is a timeout.
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Importantly, a rule can be followed by one or more defeaters [5], introduced
by the unless keyword, and specifying circumstances that preempt the original
response and may provide an alternative. The general form of a defeater is

unless defeaterGuard [then defeaterResponse]

where:

— defeaterGuard is a Boolean expression over the agent’s measures;
— if provided, defeaterResponse represents an event specifying an alterna-
tive action for the agent.

If a SLEEC rule includes defeaters, and any defeaterGuard from its defeaters
is true, then—instead of responding as specified by the base rule response—the
agent shall act as specified by the outermost defeater whose defeaterGuard
holds, performing its defeaterResponse if present, or ignoring the rule alto-
gether otherwise.

The use of defeaters is illustrated by two rules from the SLEEC specifica-
tion in Listing 1.1. In Rulel, the first unless specifies a defeater that preempts
the response CurtainsOpened if the measure userUnderDressed is true, while a
second defeater takes precedence over both the base-rule response and the first
defeater if the measure userDistressed is greater than medium (i.e., high). Ad-
ditionally, in Rule4, curly brackets are used to specify a defeater that applies to
the alternative response of SupportCalled defined by the otherwise construct.

The elicitation of SLEEC rules is supported by a family of tools [7,11] that
provide validation, first through parsing and type-checking, and, second, through
the ability to identify and diagnose conflicts and redundancies between rules by
exploiting the formal semantics of SLEEC as described later in Section 3. Fig. 1
depicts one of these tools, SLEEC-TK, with a subset of rules from Listing 1.1
being edited in a file named tutorial.sleec whose content is validated as the
user modifies the SLEEC specification. In this case, an error is shown in the pane
at the bottom, indicating that CurtainsOpenRqt is mistyped. Related, syntactic
elements can be clicked on to look up their definition, as indicated by the hand
cursor and the highlighted capability CurtainsOpened. Instructions on how to
install SLEEC-TK are available online®, with a set of example projects that can
be imported in the tool available from its repository”.

SLEEC semantics. Rules are given semantics using two distinct, but com-
plementary, formal approaches, to support detection of conflicts, redundancies,
and other well-formedness issues, as well as conformance verification of a design
against a set of SLEEC rules. In the first approach, the behaviour of SLEEC
rules is captured using the process algebra tock-CSP [3], a discrete-timed variant
of CSP [19] supported by the model checker FDR [13] for formal verification.
In the second approach, the semantics are enhanced using SAT-based reasoning
grounded in first-order logic with relational objects (FOL*) [8], providing more
comprehensive checks for requirements validation, including various types of con-
flicts, situational conflicts, redundancy, restrictiveness, and insufficiency [7].

5 https://github.com/UoY-RoboStar/SLEEC-TK
7 https://github.com/UoY-RoboStar/SLEEC-TK /tree/main /examples
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Fig.1: SLEEC-TK screenshot showing a subset of the SLEEC rules from List-
ing 1.1 being edited within the file tutorial.sleec, which is opened in the
top-right pane. The bottom-righ pane summarises syntactic and type errors.

3 Eliciting and validating SLEEC rules

As illustrated in Fig. 2 our SLEEC framework employs a three-stage normative
requirements engineering workflow. In stage (i), a team of SLEEC' experts com-
prising multi-disciplinary stakeholders, identify normative principles, capabilities
and measures relevant for the autonomous agent under development—all cap-
tured in a SLEEC document. Through the use of our framework’s tools (e.g., see
Fig. 1), the SLEEC experts ensure that the rules are correctly formulated, that
is, they are syntactically correct and use the available capabilities as specified.
The elicitation stage includes consulting a broad range of agent stakeholders, as
well as normative documents, such as regulations and standards.

In stage (ii), rules are validated to identify any conflicts, redundancies and
other well-formedness issues using the two complementary approaches mentioned
earlier, with feedback provided to SLEEC experts for iterative revision of the
proposed rules, until a set of valid rules is obtained. In Section 3.1, we describe
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Fig. 2: Elicitation, validation and verification workflow of normative requirements

our framework’s tool-supported techniques for pair-wise validation of rules based
on their tock-CSP semantics [12], while in Section 3.2 we present our FOL*-
based techniques and tool for detecting other well-formedness issues across a set
of rules. Finally, once a valid set of SLEEC rules is obtained, the autonomous
agent model provided by its developers is verified for compliance with the SLEEC
rules in stage (iii). This verification process is detailed in Section 4.

3.1 DPair-wise consistency validation

As mentioned, the second stage in our workflow involves validating SLEEC rules
to identify any pair of rules that are conflicting or redundant. To enable this
validation, each SLEEC rule’s semantics is formally defined as a CSP process [19]
that specifies a pattern of interaction over CSP events capturing reading of
measures, events (i.e., rule triggers and responses), and the passage of time as
marked by tock. These patterns can be characterised mathematically as a set of
traces, that is, finite sequences of CSP events.

The semantics of a SLEEC rule encompasses two phases. First, there is a
monitoring phase before a trigger occurs, where events used in the responses
of a rule are unconstrained, followed by a response phase, if any responses are
applicable. The response phase is followed again by the monitoring phase. So,
following a trigger event, the measures used in the expression of the trigger and
defeaters, if any, are read immediately. Then, the trigger’s expression, if it exists,
is evaluated. For example, the following CSP trace (i.e., sequence of interactions
including SLEEC events, readings of measures, and the passage of discrete time
as captured by tock events) can be observed for Rulel in Listing 1.1:

Trace 1 for Rulel

CurtainOpenRqgt, userUnderDressed.false, userDistressed.medium, tock,
CurtainsOpened

In this scenario, the trigger event CurtainOpenRqt is observed, followed by the
reading of the measures userUnderDressed and userDistressed, with values
false and medium, respectively, indicating that neither defeater applies, fol-
lowed by one tock event indicating the passage of one second, and finally the
response event CurtainsOpened is observed. A complete account of the tock-CSP
semantics of SLEEC specifications can be found in [12].
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rule_start
RuleA when CurtainOpenRqt then CurtainsOpened within 2 minutes
unless userUnderDressed then RefuseRequest within 3 seconds
unless userDistressed > medium then CurtainsOpened within 6 seconds

RuleB when CurtainOpenRqt and userUnderDressed then
not CurtainsOpened within 60 seconds

RuleC when CurtainOpenRqt and userUnderDressed then
not CurtainsOpened within 120 seconds
rule_end

Listing 1.2: Example of a set of rules with conflicts and redundancies.

Given this semantics, conflicts arise for rules whose restrictions cannot be
jointly satisfied, whereas a redundancy indicates that a rule can be discarded as
the restrictions it imposes are covered by another rule. We define both notions
more precisely in what follows and illustrate how our tools can be used to identify
and diagnose them.

Conflicts. Two rules are conflicting if there is a scenario where both apply but
impose restrictions that cannot be simultaneously satisfied. For example, both
RuleA and RuleB from Listing 1.2 have the event CurtainOpenRqt as a trigger.
Consider the scenario where a user asks for the curtains to be opened, is under-
dressed, and is exhibiting a high distress level. In these circumstances, there is a
conflict between the requirement to open the curtains within 6 seconds (RuleA
), as the user is highly distressed, and to not open them for 60 seconds (RuleB)
for modesty reasons. Stakeholders can be guided by our tools to automatically
identify such inconsistencies and revise their rules accordingly.

Checking with SLEEC-TK. The first tool at our disposal is SLEEC-TK [12],
which implements the calculation of the tock-CSP [3] semantics for SLEEC.
Checking for conflicts between RuleA and RuleB of Listing 1.2 in SLEEC-TK
invokes model checking with FDR in the background, and results in the following
counterexample being generated as a CSP trace.

Trace 2 showing conflict between RuleA and RuleB

CurtainOpenRqt, userUnderDressed.true, userUnderDressed.true,
userDistressed.high, tock, tock, tock, tock, tock, tock

This trace specifies a scenario where after the occurrence of the trigger event
CurtainOpenRqt, the measures userUnderDressed and userDistressed are read,
with values true and high, respectively, followed by the passage of 6 seconds,
as indicated by the six tocks, leading to a conflict. We observe that measures
are read more than once with the same value in a conflicting trace, allowing for
independent reading of measures by two rules. The trace suggests that resolving
the conflict requires relaxing the deadline of RuleA or adding defeaters to RuleB.

Process-algebraic notion of conflict. In what follows, we explain how conflicts can
be diagnosed for a pair of rules based on their traces. For example, the following
trace can be observed for RuleB:
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Trace 3 for RuleB
CurtainOpenRqt, userUnderDressed.false, CurtainOpenRqt

Here, the measure userUnderDressed is read as being false after the triggering
event CurtainOpenRqt, the response does not apply, and so the rule can be
triggered again. On the other hand, if the trigger’s expression evaluates to true,
or there is none, the measures associated with defeaters, if any, are evaluated
following the reverse order in which they are written. For example, for RuleA, the
expression userDistressed > medium is evaluated first, and only when it is false
is the expression for the next defeater (unless userUnderDressed) evaluated.
So, the following trace can be observed for RuleA, noting that both measures are
read at the same time, though in an order unrelated to that of evaluation:

Trace 4 for RuleA
CurtainOpenRqgt, userUnderDressed.true, userDistressed.low, RefuseRequest

In this scenario, the second defeater (unless userDistressed > medium) does not
apply, but the first defeater (unless userUnderDressed) does, and so the response
RefuseRequest can be observed afterwards, with a maximum of 3 tocks in between
corresponding to the imposed deadline (within 3 seconds).

Our notion of conflict for a pair of rules rl and r2, adapted from [12] is recast
below in terms of traces, where a joint trace captures the behaviour of two rules,
with triggers and responses performed in agreement and the value of measures
read being the same.

Definition 1. Rules rl and r2 are conflict free, if, and only if, for every joint
trace t; of rl and r2, there is a joint trace to of r1 and r2 after t; that contains
at least one event and at least one event different from tock.

In other words, conflict-freedom requires that for every joint trace ¢, there is
an extension t, of #; that can make timed progress for both rules, namely by
having at least one event and a non-tock event. This ensures that enforcing both
rules does never lead to a deadlock (where no further events are possible), or
to a scenario in which there is no deadlock, but only passage of time can be
observed. The latter is a timed deadlock, where time can progress via tock, but
no other event is possible.

The mechanisation of our notion of conflict [12] relies on composing the tock-
CSP semantics of the two rules under examination in parallel, synchronising on
their common alphabets, that encompass trigger and response events, while en-
suring uniform passage of time by also synchronising on tocks. Without loss of
generality, this composition is defined in a context which ensures that the val-
ues of measures do not change over time, and that the values of measures read
by both rules are the same, though they can be read independently, i.e., in a
different order. A conflict arises if, and only if, the composition has a (timed)
deadlock, with a counter-example trace identifying a scenario where no further
joint progress is possible. Our tool automatically produces assertions for identi-
fying the presence of such deadlocks using the CSP model checker FDR [13].
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Redundancies. A pair of non-conflicting rules that have overlapping alphabets
may be redundant. Informally, a rule is redundant if all restrictions it imposes
are covered by another rule. For example, RuleB and RuleC from Listing 1.2 have
the same alphabet and are not conflicting; however, RuleB imposes a restriction
on not CurtainsOpened for 60 seconds, which is weaker than the restriction
imposed by RuleC for a longer period of 120 seconds, so RuleB is redundant with
respect to RuleC. Therefore, RuleB can be removed from the set of normative
requirements, as an implementation that satisfies RuleC will also satisfy RuleB.

Checking with SLEEC-TK. Checking for redundancies with SLEEC-TK is per-
formed via model checking with FDR. For each pair of SLEEC rules rl and r2
with overlapping alphabets, the tool considers checks for redundancies in both
directions, that is, whether rl is redundant with respect to r2 and vice-versa.
Unlike for conflict checking, a counterexample trace is only produced when a
rule is not redundant, corresponding to a scenario not constrained by the other
rule being checked. For example, in the case of RuleB and RuleC in Listing 1.2,
checking whether RuleC is redundant with respect to RuleB produces the trace:

Trace 5 showing redundancy of RuleC with respec to RuleB

userUnderDressed.true, CurtainOpenRqt,
(userUnderDressed. false, tock)%® ..., CurtainOpenRqt

This trace corresponds to a scenario where the measure userUnderDressed is
initially read as true, the trigger CurtainOpenRqt happens, followed by 60 oc-
currences of reading userUnderDressed as false and tock, with the trigger
happening again afterwards. Here, the trace indicates that RuleB may apply
again 60 seconds after being triggered, yet RuleC continues to require that the
response CurtainsOpened should not happen for the full 120 seconds from the
initial trigger. On the other hand, checking whether RuleB is redundant with
respect to RuleC produces no trace, indicating that the restrictions imposed by
RuleB are fully covered by RuleC. Next, we elaborate on the formal notion of
redundancies based on traces.

Process-algebraic notion of redundancies. Our definition of redundancy [12] con-
siders a pair of conflict-free rules and is also based on their traces. It is reproduced
below, where ¢ [ E denotes the trace obtained from ¢ by removing all events that
are not in the set E, and ag(r) is the alphabet of the rule r, that is, the set of
CSP events capturing the rule’s trigger and responses.

Definition 2. For conflict-free rules rl and r2, rule r2 is redundant with respect
to rl if, and only if, for every trace t; of rl, there is a trace to of r2, such that,
(1) ty [ae(r) = ta [ ae(r1), and (2) for every event e of ag(ry) in a position i of
these traces, for every measure m in anm(r1), the value of m recorded in t; and
to at position i are the same.

In words, we characterise a rule r2 as redundant if every trace of rl, with events
restricted to triggers and responses of just rl, via t; [ag(r1), can also be performed
by r2 when restricted to the same events (1), and the traces agree on the value
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of measures recorded in relation to a trigger or response event (2). This is so
that reading of measures can be performed in different orders, but their values
must be consistent when comparing two rules for redundancy. In summary, if
every behaviour allowed by rl is also allowed by r2, then r2 imposes no additional
restrictions, and so is redundant.

The mechanisation of redundancy checking is stated in terms of traces re-
finement [19] between the tock-CSP semantics of a pair of rules, r1 and r2, in a
context where all measures used by either rule are read, once at the beginning
of every trace, and after every tock, before any other events, encoding condition
(2). Similarly, the context also encodes condition (1) by ensuring that events not
in ag(rp) are unrestricted when comparing the refinement of rl’s semantics in
context against that of r2. This is equivalent to the formulation in Definition 2.

In summary, the traces of the process that characterises a rule identify the
behaviours allowed by the rule. So the smaller that set of traces, as captured by
the notion of traces refinement, the more restrictive is that rule. This concludes
our discussion of pair-wise consistency validation of rules. In what follows we
discuss set-wise validation of rules.

3.2 Set-wise well-formedness validation

Pairwise conflict and redundancy checks provide important guarantees, but they
do not capture all well-formedness issues (WFIs) that arise from the combined
effect of multiple rules. To support the identification of these additional WF1Is,
our SLEEC framework includes a second validation tool, LEGOS-SLEEC, whose
functionality augments that of SLEEC-TK.

LEGOS-SLEECS enables set-wise verification of SLEEC rulesets [7], allowing
stakeholders to reason about the global behaviour induced by a set of norma-
tive rules. Specifically, the tool supports the analysis of five classes of WFIs:
(i) vacuous conflicts, where a rule can never be triggered without violating the
ruleset; (ii) situational conflicts, where inconsistencies arise only under specific
contextual conditions; (iil) set-wise redundancies, where a rule does not restrict
behaviour beyond what is already enforced; (iv) insufficiencies, where norma-
tively undesirable behaviours remain possible despite the rules; and (v) cases
of over-restrictiveness, where desirable or intended behaviours are inadvertently
ruled out. Together, these checks allow stakeholders to assess whether a SLEEC
ruleset is coherent, sufficiently protective, and aligned with its intended purpose.

For each WFI, LEGOS-SLEEC provides: (i) a formal check at the level of
the full ruleset, and (ii) an explanation either as a witness trace (when the
property is satisfiable), or as a causal unsatisfiability proof (when the property
is impossible).

Trace semantics (rule sets). LEGOS-SLEEC adopts a trace-based semantics.
Given a SLEEC specification over a set of events E and a set of measures M, a

8 The LEGOS-SLEEC tool and instructions for its installation are available online at
https://zenodo.org/records/14714867.
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HumanOnFloor HumanOnFloor CallEmergencyServices HumanOnFloor CallEmergencyServices

o1} 3 o2} 3 o3} \
’ 1 time ’ 1 200 time ’ 1 610 time

Fig. 3: Examples of traces for the ALMI robot.

trace represents a finite sequence of states
0= (517M17 61)7 (527M27 62)7 .. (577,7an 571)7
where, for every time point i € [1, n]

1. & € F is a set of events that occur at time point i;

2. M; : M — N assigns every measure in M to a concrete value at time point
i (with appropriate mapping of Boolean measures to {0, 1}, scale measures
with three values to {0, 1,2}, etc.), and

3. §; : N captures the time value of time point i (e.g., the second time point
can have the value 30, for 30 seconds).

We assume that the time values in the trace are strictly increasing (i.e., §; < ;41
for every ¢ € [1,n —1]). Given a measure assignment M; and a term ¢, let M, (¢)
denote the result of substituting every measure symbol m in ¢ with M, (m).
Since M (¢) does not contain free variables, the substitution results in a natural
number. Similarly, given a proposition p, we say that M; = p if p is evaluated to
T after substituting every term ¢ with M, (¢), where T stands for Boolean true
and | for false.

Ezample. Consider the trace oy shown in Fig. 3, corresponding to (&1, My, d1),
where £ = HumanOnFloor, M (humanAssents) = T, and §; = 1. While the trace o2
shown in Fig. 3, corresponds to (€1, My, d1), (€2, Mlp, d2), where £; = HumanOnFloor,
M (humanAssents) = L, 01 = 1, &3 = CallEmergencyServices, Mo (humanAssents) =
1, and 45 = 200.

Trace fulfilment. A trace o fulfils an obligation by evaluating whether the re-
quired event occurrence (or non-occurrence) holds within the designated time
frame starting from the triggering time point.

— A positive obligation (“e within t”) is fulfilled if the specified event e occurs
within the designated time window of length ¢ from the starting time point.

— A negative obligation (“not e within t”) is fulfilled if the specified event e
does not occur at any time throughout the designated time window.

— A conditional obligation (“p = ob”) is fulfilled if either the precondition p
does not hold at the triggering time point, or the subsequent obligation ob
is fulfilled.

— An obligation chain (“cobf otherwise coby ... cob,,”) is fulfilled if the first
obligation is fulfilled; otherwise, if it is violated, the subsequent obligation
in the chain must be fulfilled from the violation point onward.

A rule r is fulfilled if, whenever its conditions hold at any time point, the asso-
ciated obligation (or obligation chain) is fulfilled from that time point onward.
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Ezxample. Consider the negative obligation
then not CallEmergencyServices within 600 seconds

of rule R1 in Listing 1.3. We analyze the traces o1, 02, and o3 shown in Fig. 3. In
o2 and o3, the triggering event HumanOnFloor occurs at 0; = 1 and the measure
humanAssents is 1, thus activating the obligation. In o5, CallEmergencyServices
occurs at do = 200. Since 200 — 1 = 199 < 600, the event occurs within the
forbidden 600-second window; hence, the negative obligation is violated. In o3,
CallEmergencyServices occurs at do = 610. Since 610 — 1 = 609 > 600, the
event occurs outside the 600-second window; therefore, the negative obligation
is fulfilled.

Rule set fulfilment. A trace o fulfils a ruleset Rules if it fulfils every rule in
the set. A SLEEC ruleset Rules induces a language of accepted behaviours, de-
noted L(Rules), defined as: L(Rules) = {o | Vr € Rules, ¢ = r}. That is,
L(Rules) is the largest set of traces such that every trace in the set respects
every rule in Rules. For example, if Rules = {Rj, R2, R3}, then: L(Rules) =
L(Ry) N L(R2) N L(R3). This set-based view enables uniform definitions of all
well-formedness issues (WFI) in terms of emptiness or non-emptiness of lan-
guage intersections, and supports diagnostics in the form of concrete witness
traces (counter-examples) or unsatisfiability explanations. In the following, we
present each class of well-formedness issue.

Vacuous conflicts. A rule is vacuously conflicting when triggering it in any
feasible situation necessarily leads to a violation of the ruleset. Intuitively, such
a rule is unachievable, that is, its trigger can never be realised without contra-
dicting other rules.

Trace-based definition. Let Rules be a ruleset and let r be a rule in Rules with
trigger T'rig(r). The rule r is vacuously conflicting (w.r.t. Rules) if no trace
in L(Rules) contains an occurrence of its trigger under satisfied trigger condi-
tions. Equivalently, L(Rules) N L(Trig(r)) = (), where L(Trig(r)) denotes traces
in which Trig(r) can occur with its associated measures satisfying the trigger
predicate.

Ezxample. Let Rules consist of the rules in Listing 1.3. Rules R6 and R7 together
imply that whenever SmokeDetectorAlarm occurs, CallEmergencyServices must
occur within 7 minutes (2 + 5 minutes). This follows transitively: R6 requires
that SmokeDetectorAlarm triggers NotifyCaregiver within 2 minutes, and the
occurrence of NotifyCaregiver in turn triggers R7, which requires the response
CallEmergencyServices within 5 additional minutes. Thus, the response of one
rule (R6) activates the trigger of another (R7), propagating the obligation. How-
ever, R8 prohibits the response CallEmergencyServices within 10 minutes after
SmokeDetectorAlarm. Since 7 minutes < 10 minutes, any trace that triggers
SmokeDetectorAlarm necessarily violates either R7 or R8. Therefore, no trace
in L(Rules) can contain a feasible occurrence of SmokeDetectorAlarm satisfy-
ing these rules. Hence, R6 (and symmetrically R8) is vacuously conflicting, as
L(Rules) N L(Trig(R6)) = 0.
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rule_start
R1 when HumanOnFloor and not humanAssents then
not CallEmergencyServices within 600 seconds

R2 when OpenCurtainRequest and (not underDressed) then OpenCurtain within 30
seconds

R3 when SmokeDetectorAlarm then CallEmergencyServices within 300 seconds

R4 when DressingStarted and (roomTemperature < MIN_TEMP)
and userUnderDressed then DressingComplete within 1 minute

R5 when SmokeDetectorAlarm then CallEmergencyServices within 7 minutes
R6 when SmokeDetectorAlarm then NotifyCaregiver within 2 minutes
R7 when NotifyCaregiver then CallEmergencyServices within 5 minutes

R8 when SmokeDetectorAlarm then not CallEmergencyServices within 10 minutes
rule_end

Listing 1.3: Example of a set of rules with well-formedness issues.

Checking with LEGOS-SLEFEC. The tool checks whether L(Rules) N L(Trig(r))
is empty and, if so, produces a causal unsatisfiability proof pinpointing why the
trigger cannot occur without violating the ruleset, as shown below.

Diagnostic for Vacuous Conflicting SLEEC Rules

Conflicting SLEEC rule:
R8: when SmokeDetectorAlarm then not CallEmergencyServices within 10 min.

Because of the following SLEEC rules:
R6: when SmokeDetectorAlarm then NotifyCaregiver within 2 min.

R7: when NotifyCaregiver then CallEmergencyServices within 5 min.

Situational conflicts. A situational conflict exists when there is at least one
feasible situation (trace prefix) in which the ruleset can be triggered into an
inconsistent state, i.e., a history of events and measures, always leads to a conflict
with some other rules in the future. Unlike vacuous conflicts, these are witnessed
by a feasible trace.

Trace-based definition. A ruleset Rules has a situational conflict if there ex-
ists a trace o that is consistent with the ruleset up to some point, but cannot
be extended to a full trace in L(Rules) once certain triggers occur under cer-
tain measure valuations. Operationally, LEGOS-SLEEC reports a witness trace
demonstrating a feasible path to inconsistency.

Ezxample. Consider the rules R1 and R3 shown in Listing 1.3. R1 conflicts with
R3 in a situation where the event HumanOnFloor occurs without human consent
for calling emergency services (not humanAssents), while SmokeDetectorAlarm
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is also triggered. This results in R3 blocking the response of R1, as illustrated
below in trace oy4.
600s block CallEmergencyServices period

HumanOnFloor SmokeDetectorAlarm

o4 T T T

! L 599 time

Checking with LEGOS-SLEEC. The tool produces a concrete witness trace (sce-
nario) that exhibits the conflict (shown below), which can be used as guidance
during repair (e.g., adding defeaters, introducing priorities, or refining triggers).

Diagnostic for Situational Conflict

Situational conflict under situation:
at time 1: HumanOnFloor

at time 1: Measure (humanAssents = false)
at time 2: SmokeDetectorAlarm

at time 2: blocked _CallEmergencyServices

Conflicting SLEEC rule:
R3: when SmokeDetectorAlarm then CallEmergencyServices within 300 sec.

Because of the following SLEEC rule:
R1: when HumanOnFloor and not humanAssents then

not CallEmergencyServices within 600 sec.

Set-wise redundancy. A rule is set-wise redundant if removing it does not
change what the ruleset allows the system to do; that is, it imposes no additional
restriction beyond the remaining rules.

Trace-based definition. Given Rules and a rule r € Rules, the rule r is set-wise
redundant if L(Rules) = L(Rules \ {r}). Equivalently, L(Rules) C L(Rules\ {r})
always holds (by monotonicity), and redundancy holds when also L(Rules\{r}) C
L(Rules).

Ezample. Consider rules R5, R6, and R7. Together, R6 and R7 imply that when-
ever SmokeDetectorAlarm occurs, CallEmergencyServices must occur within
7 minutes. Rule R5 explicitly requires that when SmokeDetectorAlarm occurs,
CallEmergencyServices must occur within 7 minutes. Since this obligation is
already enforced by the combination of R6 and R7, adding R5 does not further
restrict the accepted behaviour of the ruleset. Hence, R5 is redundant, that is:
L({R6,R7,R5}) = L({R6,R7}).

Checking with LEGOS-SLEEC. LEGOS-SLEEC checks redundancy at the rule-
set level and provides an explanation (reproduced below) showing why the re-
moved rule does not exclude any additional traces beyond those already excluded
by the remaining rules.
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concern_start

C1 when SmokeDetectorAlarm and ((not userDisablesAlarm) or alarmRestarts) then
not CallEmergencyServices within 1 minute

concern_end

purpose_start

P1 when HumanOnFloor and (userUnconscious and (not humanAssents)) then

CallEmergencyServices within 5 minutes

purpose_end

Listing 1.4: Example of SLEEC concerns and purpose.

Diagnostic for Set-wise Redundant SLEEC Rules

Redundant SLEEC rule:
R3 when SmokeDetectorAlarm then CallEmergencyServices within 300 seconds

Because of the following SLEEC rules:
R6: when SmokeDetectorAlarm then NotifyCaregiver within 2 minutes

R7: when NotifyCaregiver then CallEmergencyServices within 5 minutes

\ J

Insufficiency. A set of rules are insufficient if adhering to those rules can still
allow executing an undesirable behavior,5which we call concern. Concerns cap-
ture undesirable behaviours that must be avoided (e.g., hazards, violations, or
harms). Concerns are specified in a SLEEC-like form (such as C1 shown in List-
ing 1.4), and are treated as sets of traces L(c) representing bad behaviours.
Trace-based definition. A ruleset Rules is insufficient for preventing a concern
¢ iff L(Rules) N L(¢) # (. That is, there exists at least one feasible trace that
satisfies all rules yet realises the undesirable behaviour.
Ezxample. Consider the concern C1 shown in Listing 1.4. C1 can arise even when
all the rules in Listing 1.3 are respected, as illustrated below in os5.
HumanOnFloor SmokeDetectorAlarm
05 |

1 2 60 ti>me
Checking with LEGOS-SLEEC. The tool searches for a witness trace satisfying
both the ruleset and the concern. The returned trace is a concrete diagnostic
scenario that guides strengthening the ruleset (e.g., adding missing obligations
or refining defeaters).

Diagnostic for Insufficiency

Concern raised:

C1 when SmokeDetectorAlarm and ((not userDisablesAlarm) or alarmRestarts)
then not CallEmergencyServices within 1 minute

under the situation:

at time 1: HumanOnFloor

at time 1: Measure (humanAssents = false, userDisablesAlarm = false, alarm-
Restarts = false)

at time 2: SmokeDetectorAlarm

at time 2: Measure (userDisablesAlarm = false, alarmRestarts = false)

\ J
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Over-restrictiveness A ruleset is overly restrictive if it prevents the realisation
of desirable or intended behaviours, even though these behaviours are consistent
with the system’s purpose. Purposes capture functional goals or intended out-
comes of the system and are specified (such as P1 shown in Listing 1.4), similarly
to concerns, as sets of traces L(p) representing desirable behaviours.

Trace-based definition. A ruleset Rules is overly restrictive with respect to a
purpose p iff L(Rules) N L(p) = 0. That is, no feasible trace satisfying all rules
realises the intended behaviour.

Ezxample. Consider a system purpose P1 shown in Listing 1.4, stating that when
a person is detected on the floor and is unconscious without explicitly assent-
ing, emergency services must be called within 5 minutes. However, consider the
ruleset shown in Listing 1.3, which contains R1, a rule prohibiting calling emer-
gency services within 600 seconds whenever a person is on the floor and has not
assented. Since 600 seconds corresponds to 10 minutes, this prohibition directly
blocks the intended 5-minute call in all feasible traces. As a result, the ruleset
becomes overly restrictive with respect to this purpose.

Checking with LEGOS-SLEEC. LEGOS-SLEEC checks whether the intersec-
tion L(Rules) N L(p) is empty. If so, the tool produces a causal unsatisfiability
explanation identifying the subset of rules responsible for blocking the intended
behaviour, thereby supporting rule relaxation or refinement.

Diagnostic for Restrictive SLEEC Rules

Blocked system purpose:
P1 when HumanOnFloor and (userUnconscious and ( not humanAssents ))

then CallEmergencyServices within 5 minutes
Because of the following SLEEC rules:
R1 when HumanOnFloor and not humanAssents then

not, CallEmergencyServices within 600 seconds

4 Conformance verification of design models

The implementation of a SLEEC-aware system must conform to the relevant
SLEEC rules. We now show, via an example, what is required of a conforming
implementation. In Section 4.1, we present a design for an assistive-dressing robot
described in a diagrammatic domain-specific language called RoboChart [18].
This is a language for defining control software for robotic applications. Via the
example, we illustrate the different roles of events and measures in considering
conformance. Section 4.2 describes how we can use our tool to check that a
RoboChart design satisfies a set of SLEEC rules. Finally, in Section 4.3, we
present our mathematical notion of conformance based on CSP refinement.
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UserFallen CurtainOpenRgt CurtainsOpened RefuseRequest
£2 MonitoringService
ICurtainOp
ISupportCall

M underDressed: boolean
M assent: boolean

SupportCalled

CallSupport

X distress: Distress ()

(D) ICurtains

(D) IuserParam

(D) IUserFall

() ISupport

Idle UserFallen/CallSupportDecision() OpenCurtains

entry OpenCurtains

o-, CurtainOpenRqt/userUnderDressed? yop 0

underDressed <{0}; userDistressed?distress <{0}

not (underDressed/\distress!=Distress::high)]

[underDressed/\distress!=Distress::high]/RefuseRequest <{0}

M| o
| iassentToSupportCalls: boolean I IuserUnderDressed: booleanl IuserDistressed: Distress

Fig. 4: MonitoringService state machine for the assistive-dressing robot

Da_ssentToSupportCalls: boolean | |CallSuonrt | |SuggortCaIIed
O callsupportDecision()

X assent: boolean
@ ISupport

CallSupportState
entry CallSupport <{0}

/assentToSupportCalls?assent <{0}

I assent,
[ ] SupportCalled <{60}
[not assent]

Fig.5: CallSupportDecision operation

4.1 Design

A RoboChart model defines behaviour based on a collection of (parallel) state
machines and neural network components grouped to define a RoboChart com-
ponent called module. For our example, we present in Figs. 4, 5, and 6 three
RoboChart state machines for part of the software of an assistive-dressing robot.
The machine in Fig. 4, called MonitoringService, defines a monitor that accepts
requests to open the curtains (via a capability CurtainOpenRqt) and UserFallen
signals. Around the box of the machine, all capabilities used in this agent are
indicated by small squares. At the top half of the box, above the actual machine,
a context of declarations defines these capabilities and local variables.

At the start, indicated by the black circle with an i inside, MonitoringService
is in the state Idle. In that state, two outgoing transitions define behaviour when
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DressingStarted DressingAbandoned DressingComplete RetryAgreed
&3 DressingService
® ISupportCall
® IDressingOp SupportCalled|
X retry: boolean, completed: boolean
X assent: boolean CallSupport
(D IDressing
(i) IRoomTemp
() Isupport
Idle DressingStarted Dressing
o_, during Dress()
[completed] exit Clear(); DressingComplete <{0}

[retry]/RetryAgreed <{0}T l DressingAbandoned
Abandoned

during Retry()
exit Clear()

[not retry/\sinceEntry(Abandoned)>=120]/CallSupportDecision()
™

roomTemperature: int I IassentToSupportCalls:boolean

Fig. 6: DressingService state machine for the assistive-dressing robot

a CurtainOpenRqt and when UserFallen is signalled. For UserFallen, the outgo-
ing transition calls a software operation CallSupportDecision(). This operation is
defined by another state machine presented in Fig. 5.

In CallSupportDecision(), at the start, the measure assentToSupportCalls is
read and the result is recorded in the variable assent. With <{0}, we indicate
that the reading of the measure is immediate, since all measures are assumed
to be always readily available. A junction, represented by a black circle, defines
behaviour when there is assent and when there is not (not assent). If there is,
CallSupportDecision() moves to the CallSupport state. If there is not, CallSupport-
Decision() moves to the final state: white circle with an F.

In CallSupport, the entry action raises the event CallSupport immediately.
That capability establishes a communication with the support team, with an
input via supportCalled indicating when the contact is successful, before Call-
SupportDecision() terminates. The deadline of 60 time units (seconds) requires
that any actions involved in implementing the CallSupport capabilities, such as
establishing a phone connection and dialling, are completed within that time.

Finally, the state machine DressingService in Fig. 6 deals with the interac-
tions between the human and the robot during dressing. In the Ildle state, a
request to start the dressing via the capability represented by an event Dress-
ingStarted is accepted. At that point, DressingService moves to a state Dressing,
where the actual dressing is carried out via an operation Dressing A result can
be signalled via a variable completed, when DressingService goes back to Idle, of
via an event DressingAbandoned, when DressingService transitions to the state
Abandoned. Upon exitting of Dressing, a Clear() operation resets the robot and
signals that the dressing is completed, via the event DressingComplete.
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In Abandoned, the operation Retry() negotiates an attempt to try again. Suc-
cess is recorded in a variable retry and signalled via RetryAgreed. If that does not
happen, and more than 120 time units (corresponding to two minutes) have gone
by, CallSupportDecision() is called, before DressingService moves back to Idle.

RoboChart has a tool, called RoboTool?, which supports modelling via edit-
ing and validation facilities. RoboTool also includes support for verification that
RoboChart models conforms to a SLEEC rule, with such functionality also avail-
able as part of SLEEC-TK. In the next sections, we present this tool and the
technique that it implements. The complete RoboChart model for our robot is
available in our repository of supplementary material'®.

4.2 Verification

Using our technique, we get confirmation that Rulel in Listing 1.1, for instance,
is satisfied by our design of assistive-dressing robot. Fig. 7 shows a screenshot of
RoboTool showing the result of the verification.

At the top of Fig. 7, we show the RoboTool editing panel, where the state
machine MonitoringService in Fig. 4 is visible. This is the part of our RoboChart
model that enforces Rulel. Underneath, the editing panel we show a few lines
of a file highlighted on the left panel. It is called rad.assertions, and defines
a document using a simple controlled natural language to specify verification
checks of SLEEC rules. The first check shown is introduced by a clause timed
sleec assertion. This clause gives a name to the check, Al, and then the name
of the RoboChart package, RAD, and module, Software, defining a design for the
control software of our robot. MonitoringService is part of that module. Finally
the assertion states that RAD::Software conforms to Rulel. We recall that Rulel is
in the file tutorial.sleec that is in the Eclipse project.

At the bottom of Fig. 7, we show the report that RoboTool generates af-
ter checking this assertion using the model checker FDR [13]. At the rightmost
column, we see that the result of the verification is true. As said, Rulel is en-
forced by MonitoringService. As explained in the previous section, in its initial
state, MonitoringService accepts a CurtainOpenRqt, and then checks the mea-
sures userUnderDressed and userDistressed. As dictated by the defeaters of Rulel,
the results of those checks lead to a call to a software operation OpenCurtains()
which effectively opens the curtains, or to a RefuseRequest event. That refusal
event happens immediately. Since we reading of measures is also immediate,
and calculation of boolean expressions also do not take time, the deadline for
a RefuseRequest given in Rulel is satisfied. Satisfaction of the other deadlines is
ensured by the definition of the operation OpenCurtains() omitted here.

The report in Fig. 7 also shows that Rule4 is not satisfied. As shown in Fig. 4,
the design engineer has specified a behaviour in which support is called in no
more than 1 minute, if the user falls and there is consent. Even though this is
a reasonable course of action, it means that Rule4 is not satisfied at least in the
scenario described by the trace below, which our tool indicates as possible.

9 https://robostar.cs.york.ac.uk /robotool /
10 https://github.com/UoY-RoboStar /SLEEC-TK
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Software conforms to Rulel [traces] 5596044 23219423 true
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Fig. 7: Verification of Rulel, Rule2 and Rule4 in Listing 1.1 using RoboTool

Trace 6 as counter-example of non-conformance against Rule4

assentToSupportCalls.true, DressingStarted.in, UserFallen.in,
DressingAbandoned, SupportCalled

The trace indicates that there is assentToSupportCalls, the dressing process has
started (DressingStarted), the user has fallen (UserFallen), and the dressing has
been abandoned (DressingAbandoned). The issue is that Rule4 dictates that when
dressing is abandoned, there should be a period of 2 minutes in which a protocol
for agreeing on a new attempt (RetryAgreed) should take place. The defined
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design, however, allows for an immediate call to support, as indicated by the
final event SupportCalled in the trace above, because the user has fallen.

Using our tool, we can get these scenario descriptions, which help the iden-
tification of at least one situation in which a rule is violated. This may lead to
changes in the design, or to revision of rules and other requirements.

In Fig. 7, we note that Rule2 is also satisfied. This rule has two defeaters (see
Listing 1.1), both based on the roomTemperature. The motivation is that the
temperature should inform how fast the dressing process needs to proceed. The
designer, however, has decided to meet Rule2 by always carrying out the dressing
as fast as possible. So, Rule2 requires use of the measure roomTemperature to
decide on a response, but a correct design does not need to take that measure.

In this case, taking the measure is not needed because there is a response that
is satisfactory in all cases predicted in the rule, and that response in chosen. In
other situations, it might be because the value of the measure is already available.
For example, if our robot were to control the room temperature, it might take
that measure routinely, and not need to take it again when the dressing is started.

In the next section, we explain our definition of conformance, which describes
formally the set of designs that are correct.

4.3 Conformance

Conformance of a given System Under Verification (SUV) against a SLEEC rule
is considered only when a rule is “relevant”, that is, the rule only refers to events
representing capabilities of the SUV. This is to ensure that the rule is applicable,
that is, it can be triggered and respond using capabilities available in the SUV.

Our definition of conformance for an SUV with respect to a SLEEC rule
assumes that the SUV can be given a semantics as a tock-CSP process. For the
RoboChart machines in Figs. 4, 5, and 6, this can be automatically calculated
using RoboTool so that conformance can be established by model checking with
FDR. It is based on the notion of traces refinement for tock-CSP, that ensures
that events of the SUV occur in the order and time specified by the rules, re-
specting time budgets and deadlines. Our notion of conformance assumes that
the value of measures do not change in a time unit.

The formal definition is reproduced [12] below, where [r]r is the tock-CSP
semantics for a rule r, ag(r) is the alphabet of the rule, that is, the set of CSP
events capturing the rule’s trigger and responses, and ap (r) is the set of measures
used by the rule.

Definition 3. An SUV conforms to a rule r, written r = SUV, where SUV is
the tock-CSP semantics of SUV, if, and only if, for every trace t; of the process
SUV; Stop, there is a trace ty of [r]r, such that: (1) & | ag(r) = t2 [ ae(r) and;
(2) for every event e of ag(r) in a position i of these traces, for every measure
m in am(r), the value of m recorded in t; and te at position i are the same.

In words, it corresponds to traces refinement in tock-CSP, where the specifica-
tion is defined in terms of the process [r]gr that defines the semantics of a rule
r. Similarly to the check for redundancy, refinement disregards the measures,
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however, we require that the values of the measures recorded in the specification
and the SUV to be the same.

In the definition above, we consider the CSP process SUV'; Stop, rather than
just SUV, as the process that gives semantics to a rule is non-terminating,
whereas the SUV could terminate. Therefore, to avoid flagging a problem with
termination, SUV is sequentially composed (;) with the tock-CSP process Stop
that deadlocks, but allows passage of time.

The filtering (1) in our definition of conformance allows an SUV to engage in
additional events and read additional measures, as the comparison is based on
the alphabet of events ag(r) and measures am(r) of a rule. The mechanisation
of conformance adopts a similar pattern to that of redundancy (Definition 2),
introducing a context on both CSP processes in the refinement.

5 Conclusion

SLEEC [23], its language [12], its semantics [8,12], and its techniques and tools |7,
11] provide a powerful basis to study, design, and verify SLEEC properties of
autonomous agents. This tutorial paper provides a starting point to understand
the in-depth published work on elicitation and operationalisation of SLEEC
principles, concerns, and requirements (rules).

As explained here, elicitation of normative requirements, however, is not
solely a task for computer scientists. It potentially requires the involvement of
lawyers, psychologists, sociologists, philosophers, domain experts, and users, or
their representatives. To develop the SLEEC framework, we have collaborated
within a multi-disciplinary team to define a notation and devise techniques that
are accessible across all these disciplines (therefore, catering for non-technical
stakeholders) and across domains. SLEEC provides a common language and
structure to discussions, with tool-supported validation and verification based
on (counter)examples providing valuable input, and feedback on intermediate
versions of a SLEEC ruleset and/or autonomous agent design.

The SLEEC tools are freely available for use by the academic community.
SLEEC-TK [11] is released open source under the Eclipse Public Licence (EPL-
2.0), while LEGOS-SLEEC [7] is licenced under CC-BY-A.

The SLEEC paradigm has attracted the attention of the community world-
wide. Besides our contributions to academic and industrial conferences, other
researchers have taken up the work. For example, in [24], the authors have stud-
ied SLEEC in the context of Prolog implementations, and the project presented
in [2] proposes a fuzzy-logic representation for SLEEC rules. In South Korea,
there is an effort to use SLEEC to capture the rules of the road embedded in
traffic regulations, contributing to the development of SLEEC-aware monitors
for autonomous vehicles.

There is much that still needs to be done. On the elicitation side, a richer
language that considers prioritisation of rules [22] may facilitate describing their
required application in the case of conflicts. On the engineering side, the issue
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of explainability, based on the interpretation of the low-level decisions and ac-
tions of an agent in terms of the rules, can have a significant impact on the
acceptability of that agent.

We invite colleagues to contribute to our efforts. Our goal is to enable the

cost-effective development of trustworthy autonomous agents that can be assured
to act according to human values. For that, we need the contribution of scientists
and engineers with a wide range of backgrounds.
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Tutorial outline

Our tutorial addresses the elicitation, formalisation, validation, and conformance
verification of Social, Legal, Ethical, Empathetic, and Cultural (SLEEC) norma-
tive requirements for autonomous agents. It is structured as a half-day tutorial
comprising the lectures and practical sessions summarised in Table 1.

Table 1: Tutorial schedule

PART 1: SLEEC rule elicitation & specification
15 min. Introduction to SLEEC requirements and paradigm (methodology)

25 min. SLEEC requirements language, illustrate the semantics with scenarios
20 min. Elicitation
30 min. Hands on: tool-supported SLEEC rule specification
Coffee break
PART 2: SLEEC rule consistency validation & verification
30 min. SLEEC requirements well-formedness issues detection and resolution

30 min. SLEEC requirements conformance verification

30 min. Hands on: tool-supported SLEEC conformance verification




	The SLEEC Framework for  Normative Requirements Engineering

