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Scalable Reliable Control for Cyber-Physical Microgrids
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Abstract: We consider a microgrid system with sparse structure, where the security is susceptible to the impact of potential
faults. To enhance the reliability and scalability of the microgrid system, this paper investigates the structured controller design
problem for the microgrid system under fault conditions using chordal decomposition. By establishing a microgrid fault model
with a sparse structure, the controller design problem for large-scale microgrid systems is decomposed into a set of smaller-scale
problems using chordal decomposition, and then solved clique-by-clique in a sequential approach. The results demonstrate that
this approach reduces the sensitivity of the microgrid system to faults and improves solution efficiency and scalability.
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1 Introduction

The increasing prevalence of emerging distributed energy
sources, renewable energy, and direct current loads has gar-
nered growing attention for DC microgrids [4]. Microgrids
(MGs), as an evolutionary direction of cyber-physical sys-
tems (CPSs) are consists of electrically coupled physical sys-
tems and communication-coupled cyber systems [5-6]. In
the development of MGs, both physical and cyber levels of
evolution are involved. For example, at the physical level,
system flexibility is heightened through the stabilization of
renewable energy output and the provision of grid support
services, achieved by efficiently employing energy storage
systems [3]. At the cyber level, the extensive application of
networking and distributed control theories empowers mi-
crogrid systems to adeptly adapt to fluctuations in power de-
mand, facilitate collaborative control within distributed en-
vironments, and bolster overall system adaptability [7]. Al-
though MGs have many advantages as a form of CPSs, it
also faces challenges in scalability and reliability.

To enhance the performance of microgrid systems, the ref-
erence [18] implements the plug-and-play method through a
global decentralized strategy, without extending it in terms
of scalability. Furthermore, factors such as limited band-
width of communication channels, network uncertainties,
external interference, and noise environment are taken into
consideration in reference [8]. Reference [10] investigates
a distributed coordinated control strategy with strong adapt-
ability. However, its scalability remains to be further ana-
lyzed. Despite the robust scalability of these research meth-
ods, they do not take into account the sparsity of the system
model. Moreover, for large-scale microgrid systems, these
methods exhibit significant limitations, hindering the effi-
ciency of comprehensive system analysis. As microgrid sys-
tems become increasingly large, traditional modeling, analy-
sis, and control techniques face challenges in providing rea-
sonable computational workloads. Therefore, it is impera-
tive to employ decomposition techniques to address stabil-
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ity analysis issues in microgrid systems. The introduction
of chordal graph theory proves effective in tackling sparsity
concerns and significantly enhancing the efficiency of solv-
ing large-scale systems. The application of this theory pro-
vides an effective and innovative solution for the analysis of
large-scale microgrid systems.

In practice, communication networks encounter numerous
challenging factors and constraints that directly impact sys-
tem reliability. Past research has extensively explored issues
such as communication delays, noisy environments, and po-
tential failures in actuators and sensors. In reference [15],
a distributed fault-tolerant control (FTC) scheme for AC-
MGs has been proposed with the aim of mitigating the im-
pact of actuator failures on the system. Reference [14] ef-
fectively tackles communication delay and robust finite-time
control in microgrids (MGs). Additionally, in reference [13],
a fault-tolerant control scheme for a segregated microgrid is
proposed, focusing on potential sensor and actuator failures.
Although these research approaches have made significant
progress in enhancing system reliability, there is still a rel-
ative lack of research on scalable reliability control. There-
fore, there is a need for more research on the scalable relia-
bility of microgrid systems.

The primary contributions of this paper are outlined as fol-
lows:

1) The MGs have many decentralized components and
nodes, which leads to the sparsity of MGs. We consider that
chordal graph theory is used to solve the sparsity of the sys-
tem structure.

2) We build a microgrid fault model and then use chordal
decomposition for structured design, which is scalable. For
large microgrid systems, the efficiency of reliability control
design increases significantly.

2 Preliminaries and Problem Formulas

2.1 Chordal Graphs

G (V, &, A)is agraph with V={1,2,...,n} denoting the
vertices, £ C V x V denoting the edges and denoting ad-
jacency matrix of the graph G and A = [a;;] € R™"*", a;;
is the weight of an edge. If each vertices satisfies (j,7) € &
and (i,7) € &, then the graph is undirected. |V| and ||
denote both the count of vertices and the count of edges, re-



spectively. The neighbors of vertex ¢ € ) are defined as
N, = {jeV]| (4,i) € E}. A chord refers to an edge con-
necting two vertices that are not adjacent within a cycle. A
clique of graph G is a subset of vertices C C V where any
two vertices are connected by an edge. A clique is deemed
maximal if it cannot be included as a subset within another
clique. Given a chordal graph, there are very efficient algo-
rithms to find maximal cliques [16]. The length of a cycle
refers to the number of edges in the cycle. For example, the
length of a cycle with vertices V = {v1, v2,v3} is three.

Definition 1: An undirected graph is considered chordal
if every cycle of length at least 4 contains a chord [22].

Chordal extension is the process of adding edges to a non-
chordal graph G(V, &, A) in a way that transforms it into a
chordal graph G(V, &, A), i.e., & C E. For example, the
graph in Fig. 1 (a) is a nonchordal and can be extended to
a chord graph by adding undirected edges (1,3) (see Fig. 1
(b)). Fig. 1 (c) shows a clique tree composed of two maximal
cliques: C1 = {1,2,3} and Cy = {1, 3,4}.

céo 0%9

(a) (b) (©)

Fig. 1: Example of chordal graph and clique tree: (a) non-
chordal graph, (b) chordal graph, and (c) clique tree.

C =1{1,23}

C, ={1,3,4}

Definition 2: Consider C' be an arbitrary subset of }V and
define a set M (C) = {(i,7) e C x C|i<j}, we use
H={(74,pq]j) € J(C,NCy)} to denote the mini-
mal set of overlapping elements.

Definition 3: Consider a chordal graph G (V, £, A) with
a set of maximal cliques F = {C1,C5,...,Cy,}. If clique
C}, is adjacent to clique C; and also connected to clique C);
in the clique tree 7= (F,E), these maximal cliques can be
reorganized by running intersection property C; N C; C C},
[11].

2.2 Sparsity Structures

We first consider the sparse structure of block matrices.
The set of m x n blocks matrices of a graph G (V, €, A) is
given by [9].

R L(£,0) ={Z e R™N*"N | 7, = 0 with (4, §) ¢ €}
For the case where m = n (the most common scenario),

we define the sparse structure of a symmetric matrix of graph

G(V, €&, A) as follows.
SN (£,0)={Z eS™ | Z;; = 0 with (j,i) ¢ £}
Sn4 (£,0)={ZeS) (£,0)| 20}

Further, the block matrix with vertex set C' which is the
subsets of V is defined as follows.

S¢ = {Z € S™V | Z;; = 0 with (i, 5) ¢ C x C}
S¢ . ={ZeS{ |z =0}

Next, we define the basis matrix(also called the incidence
matrix) Zc, € RICX™ of clique a clique C, as follows.

(Te,),, :{ L, G (i) =

0, otherwise

where |C}| is the number of vertices in clique CY, and Cy, (%)
represents the i-th vertex of clique C. The statement of the
chordal decomposition is as follows.

Theorem 1: Consider a chordal graph G (V, €, A) with a
set of maximal cliques {C1,...,Cy,}. If and only if there
exists a set of matrices Z;, such that Z = Zznzl ng ZiZcy,
where Z;, € S‘nci‘ (&k,0), k = 1,...,m, then matrix Z =
[ZijInxn € SN (&) is positive semidefinite (see [22]).

According to Theorem 1, positive definite (or semidef-
inite) matrices are intricately connected with the maximal
cliques in chordal graphs, and we can leverage the spar-
sity of the problem to decompose the original large-scale
problem into structurally simpler and more manageable sub-
problems. The application of chordal decomposition signifi-
cantly reduces the computational complexity of semidefinite
programming (SDP), especially when dealing with problems
characterized by sparse matrix inequality constraints.

3 Fault Models for MGs with Sparsity Structures

We initially present the microgrid model with actuator
faults in this section, then give the closed-loop state space
model, and finally state the problem addressed in this paper.

3.1 Fault Models for MGs

This section explores the dynamic models of MGs with
N distribution generation units (DUGs) interconnected via
power lines. Fig. 2 illustrates the electrical configuration of
MGs. Each DGU comprises a converter, a resistive load Ry ;,
an RLC filter and a direct current voltage source. Addition-
ally, unknown current disturbances I;; on the load side are
taken into account [18].

Cyber Layer “«- / A

Fig. 2: An illustration of three interconnected DGUs.

Applying Kirchoff’s voltage law and current law, we ob-
tain the following model of DGU i:

avi _ Iy 2: Vi=Vi _ Ip;
dt = Cy + . CiRij Ci
J
JEN;

dlyi _ _ Vi _ Ry, Vi
@ = To  Lolut o

ey




where V;, I;;, and V;; are the capacitor voltage, output cur-
rent and the command to the converter, respectively, and N;
is the set of neighbors. Ry;, Ly and Cy; are the electrical
parameters of the RLC filter.

Since the power line L;; of the DC system is very small,
the dynamics of the power line can be ignored, which is fea-
sible [2]. Consequently, the state space equation of DGU i
is as follows.

{ T (t) = Az (t) + Biu; (t) + M;d; (t) +& (t) @)
Yi (t) = Cia?i (t)
with
r 1 1
Z jEN; _ 1
Ao |7 lRithi Cél, M, = Ch
_ _ Ll O
L Lti Lti
- 0
0
Aij = | RijCy B; = 1 C; = B (1)]
i 0 0 Ly

where z; = [V;, I;]7 is the state, u; = Vj; is the control in-
put, d; = Ip; is the exogenous input. Moreover, y;(t) is the
measurable output and y; = z; , & (1) = D _; oy, Aijz;s (1)

However, in real situations, microgrid have potential fault.
The actuator output voltage V;; is easily affected. The con-
trol outcomes from the controller influence the actuator, and
a malfunction in the actuator results in partial information
loss within the channel from the controller to the actuator,
leading to partial degradation in control effectiveness. De-
fine V,I" as a fault output, the fault model of the microgrid
controller is as follows.

Uf;] = diup 3
The fault model of the DGU i is
@i (t) = Az (t) + Bidsul (t) + Md; (t) + Aija; (4

where §; is indicative of the effective control coefficient aris-
ing from actuator faults. When &; = 1, uf (t) = u;(t) signi-
fies the proper functioning of the actuator. When 0 < §; < 1,
uf () = ;u;(t) suggests that the actuator is experiencing a
partial fault. §; = O signifies complete failure, akin to an
open-loop system when the controller is non-operational.

3.2 The Closed-loop MGs Model with Sparsity Struc-
tures

The electrical interactions among multiple MGs can be il-
lustrated by a plant graph G,(V, &,, A) where each MG is
represented as a node set V = [1,2,..., N] and the deges &,
depict electrical connections. Further, the communication
graph G.(V, &.) is modeled as the communication network
of the MGs, where V represents the controller for each node
in the MGs and &, represents the communication links be-
tween MGs. The mathematical features of graphs G,, and G,
are represented by the corresponding adjacency matrices A,
respectively.

To ensure the attainment of the desired performance, we
assume that the topology of G. corresponds to the elec-
trical network G, of MGs. This assumption has garnered
widespread acceptance in relevant literature [17].

Since the load is unknown, the associated interference is
not considered. According to the above microgrid model,
consider a microgrid system with N DGUs. The subsystem
state space model is as follows.

@i (t) = Agiwi (t) + 2 jewe Aijz; () + Bouf (t)

K2

w; (t) = ki () + 2 jene kijaj (t)
The state space model of the closed-loop system is given by
z(t)=(A+ BOK)z(t) (6)

where N? signifies the vertice set influencing the dynam-
ics of vertex ¢ in GP. Vertex ¢ in graph G° receives state
information from the vertices denoted by Nf. Note that
A € RN (€P,0), K € RY (£¢,0), B = diag{Bi,...Bn},
and § = diag {41, ...,0n}.

Note that sparsity constraints are naturally present in mi-
crogrid systems, and feedback gains can be computed lo-
cally using the sparsity of graphs GP, G¢, which helps ensure
model privacy. Concisely, the objective of this paper is to
identify K € R,Nn’n (€¢,0), ensuring the asymptotic stability
of A+ BéK.

3.3 The MGs Model Analysis via Relaxation

In this section, problem (6) is reformulated into linear ma-
trix inequalities(LMIs) through a relaxation strategy, while
maintaining the sparsity inherent in problem (6). Using the
Lyapunov function V (z) = o7 Pz, the expression of stabil-
ity can be equivalently stated as

P AT+ AP+ (sKP~)T BT+B (SKP~1) <0 (7)
For convenience, let Q = 6 K P!

PIAT + AP+ QTBT + BQ <0
QP € R}, (£°,0) ®)
P1>0

Assuming matrix P or P~! is a diagonal matrix with a
size corresponding to the scale of the microgrid system, the
non-linear component of the structural constraint can be fur-
ther relaxed. The result is as follows.

QP & Q€RY,, (£°,0) ©)
Furthermore, inequality (8) can be transformed into

PIAT + AP' 4+ QTBT + BQ <0
Q e R}, (£9,0) (10)
P > 0, P isblock diagonal

Remark 1: For a positive system, the presence of a diag-
onal Lyapunov function is synonymous with stability. When
computing the norm of a positive system, assuming the pres-
ence of a diagonal Lyapunov function does not introduce
conservatism[12]. Therefore, it is feasible to assume the
presence of a diagonal Lyapunov function for the microgrid
closed-loop system. Furthermore, problem (6) maintains
its sparse structure throughout the solving process, laying
the foundation for the application of chordal decomposition.
When the system size involved in problem (8) is relatively



small, a centralized approach can be directly employed for
resolution. However, as the system size increases, compu-
tational efficiency may be impacted. Hence, for large-scale
sparse systems, the next section will develop a scalable al-
gorithm to address problem (8).

4 Scalable Analysis of MGs via Chordal Graph

In this section, we apply chord decomposition and a se-
quential approach [9] to the structured design of large-scale
microgrid systems with faults. We first get a chordal charac-
terization of the microgrid system data in (8). Then, semi-
definite constraint decomposition is performed using Theo-
rem 1. Finally, the sequential approach is utilized to solve
each decomposed subsystem.

4.1 Chordal Characterization of MGs

The graph structure of a microgrid system may not be a
chordal graph, it is necessary to perform a chordal extension
on the graph structure of the microgrid to transform it into
a chordal graph. A better chordal extension can be obtained
through symbolic Cholesky factorization [19]. For instance,
as illustrated in Fig. 3, a chordal extension is shown.

In addition, to illustrate the symmetry of the Lyapunov
function, we need to consider the following contents.

Consider symmetric graphs G, (V,&,) of graph G (V, £),
which shares an identical set of vertices and edges. Then, we
have

P1AT c RY (£P,0) ,
APt e R} (€P,0) ,

QTBT e RY (£4,0)
BQ € RY (£:,0)
Further, we define a undirected supergraph Gs (V, Es).

Next, we construct a chordal graph G,,s (V,Ens) through
chordal extension. For notational simplicity, we define

Xpo=—(P'AT + AP+ Q"B" + BQ +¢l)

Then, (10) can be rewritten into

Xpo =0
QeR)Y , (£,0) (11)
P—el>=0

where I and € > 0 represent the identity matrix of the suit-
able dimension and a constant number, respectively.

K

—{142} c 156} C, {47}

7% =
7w EECRGT)

(b)

Fig. 3: Chordal extension: (a) chordal graph with 8 nodes,
where two red edges are added. (b) clique tree with 6 cliques.

4.2 Structured Feedback Gain Design via Chordal De-
composition

After determining the chordal characteristics and per-
forming chordal extension, we are prepared to decompose

the positive semidefinite constraints in (11) by Theorem 1.
Then, according to Theorem 1, we can equivalently reduce
(11) into (12).

k

Zy = 07 k= y e D (12)
Q € R?n n (EC O)

P—el=0

Compared to (11), (12) involves a smaller scale of sys-
tem parameters. However, the cost is the addition of ex-
tra equality constraints in (12). Furthermore, relaxing these
constraints can lead to the sequential approach discussed in
the next section.

4.3 Sequential Approach on the Clique Tree

The sequential approach computes the corresponding
feedback gains in the order of the maximal cliques, where
each iteration involves the calculation of the respective feed-
back gain. The order of computation and the path of in-
formation transfer depend on the structure of the clique tree
satisfying the running intersection property [9]. When over-
lapping elements exist, it indicates coupling between subsys-
tems. Our approach is to partition the overlapping elements
in the manner of maximal cliques. Relevant studies have in-
dicated the feasibility and optimality of this partitioning of
overlapping elements [20]. The specific steps are as follows.

1) Obtaining coupling coefficients through mathematical
analysis on overlapping elements. First, we consider F =
{C1,C5...,Cy,} to be a set of maximal cliques in graph
Gms» we then define § € S to represent the number of
repetitions of nodes and edges, ¢.e.,

0;; = times node ¢ appears in JF
0;; = times edge (i, j) appears in F

Furthermore, we define the matrix R, and each of its ele-
ments is represented as follows.

R 9} bi; #0
Y 0, otherwise

2) Obtain the set of LMIs on the maximal cliques. Based
on the above, Zj, can be represented as follows.

Zr = Xpg (Cr,Cr) xR, ke{l,2,...,m}
where x denotes the Hadamard product.

Through this approach, (12) is transformed into a set of
smaller-dimensional LMIs ¥, and ¥, is represented as fol-
lows.

XP,Q (C’k,Ck) X Rck =0
Uy, Q—¢el =0, jeC (13)
Q (Ck, Ck) S S7JX+ (EC, 0)

where the dimension of ¥, corresponds to the size of the
maximal clique, and there are shared design parameters
among different ¥y,.

3) Sequential approach on the clique tree. We can solve
them successively, addressing one clique at a time follow-
ing the structure of a clique tree 7. We initiate the traver-
sal with the root clique, integrating overlapping parameters



from the upper layer throughout the tree structure. This sys-
tematic traversal thoroughly considers the parameter associ-
ations among cliques. Fig.3 illustrates this tree structure and
strategy. We initially address the root clique Cy = {1, 3,4},
embedding it into the next layer of the tree and thereby ac-
quiring solutions for cliques Cs, C3 and Cy4. Subsequently,
the results of the first layer are embedded into the cliques of
the second layer, thereby determining the feedback gains for
cliques C'5 and Cg.

Remark 2: 1) The structure of the clique tree provides us
with flexibility, allowing us to initiate exploration from any
maximal clique and systematically delve into the character-
istics of other cliques. 2) Maximal cliques play a crucial role
in enhancing both efficiency and feasibility. Our objective is
to improve solution efficiency by identifying a chordal ex-
tension with minimal added edges while maintaining a rela-
tively small size of maximal cliques. 3) In a chordal graph,
there is no unique clique tree, and the structure of the clique
tree can influence the feasibility of sequential approach, es-
pecially with regard to the equal splitting strategy.

5 Simulation Examples

we will present two examples to illustrate the scalability
of the sequential approach, aiming to showcase its effective-
ness and reliability in addressing problems of various scales
in this section. Simulations were executed on a single com-
puter equipped with an Intel Core i5 central processing unit
(CPU) running at a speed of 3.2 gigahertz (GHz) and has 32
gigabytes (GB) of random access memory (RAM).

approach
C ={2}
C,={2,3}

(a) (®)

Fig. 4: Chordal decomposition of the microgrid system: (a)
maximal cliques; (b) clique tree.

Example I: A specific example is being considered. The
microgrid system with fault consisting of three DGUs (see
Fig. 4). Using the microgrid fault model of Section 2, the
linearized dynamics can be described as

1

[

~wm,on, o O
Aii = —thi _1;; 0
-1 0 0
ﬁ 0 0 0
Azg = 0 0 B; = thi
0 0 0 0

where (i,7) = (4,¢1) € € = {(1,2),(2,3),(2,1),(3,2)}
and 6 = [0.1 0 0;0 1 0;0 0 0.5] denotes the fault parameter.
We assume an overlap between the communication graph
and its plant graph. Fig. 4 shows the chordal decomposition.

The simulated microgrid system parameters are shown in
Table 1, and the inductance of the coupling between sub-
systems is L1o = 0.07€2 and Ly3 = 0.05€2, the resistances
are R15 =1.8mH, Ro3 =2.1mH. Then, Converting the prob-
lem into the form of equation (13), structured feedback gains

Table 1: Microgrid system parameters

DGU ¢ | Resistance Ry; | Capacitance C'y; | Inductance Ly;
DGU 1 0.1Q 1.7mF 2.2mH
DGU 2 0.22 22mF 1.8mH
DGU 3 0.39 1.9mF 2.0mH

are calculated in a centralized way, but this way requires all
model information of the microgrid system. Moreover, we
can employ a sequential method for solving. As shown in
Fig. 4 (b), we initially solve clique C using the information
from nodes 1 and 2. Subsequently, we embed the informa-
tion from node 2 into clique Cs, and then solve node 3. Both
of these approaches are feasible. The performance of the
computed structured controllers based on the initial condi-
tion zo[1] = [0.2,0.1, 0], 29[2] = [0.2,0.2,0] and z([3] = 0
is depicted in Fig. 5.

0.3

Centralized
Sequentail

0.25

0.2

0.15

Norm of error |x(1)|

0.1

0.05

0 1 1 1
0 20 40 60 80 100 120

Time (s)

Fig. 5: Norm of error |z ()| using centralized and sequential
ways.

As shown in Fig. 5, the time consumed by the two meth-
ods to make the microgrid system stabilise is relatively close,
but the sequential approach based on chordal decomposition
performs better than the centralized approach. Furthermore,
the time difference between the two methods widens as the
system size increases, which we will explore in the next ex-
ample.

Example 2: In the simulation, we initially generate a ran-
dom chordal graph with constraints imposed on the size of
its maximal cliques. This process is aimed at capturing the
graph structure characteristics of the microgrid system. Sub-
sequently, we randomly remove some edges to make the
graph structure more realistic, forming the final graph struc-
ture corresponding to the microgrid system. Such a design
is intended to more accurately reflect the complexity and un-
certainty that may exist in actual microgrid systems. Then,
we consider a general microgrid system with 100 nodes,
where the maximum size of any clique is restricted to be
no more than 6. Inspired by reference [21], we assume that
the dynamic model of the coupling between each node and



its neighboring nodes is as follows.

2 1 10 0
N . _T(l7 ). F
:m—{l Jwr%g e oJmJ+{1}ui
JEN?

(14)

As shown in Fig. 6, the runtime of centralized way and
sequential way increases with the scale of the microgrid sys-
tem. The sequential way is more efficient than the central-
ized way, aligning with expectations. Furthermore, a de-
crease in efficiency may occur for the sequential approach
when dealing with large maximal cliques, as it corresponds
to a centralized solving approach for each maximal clique.

20 T : .
—+8— Centralized
—&— Sequential
15} -
w
g0 -
l_
5 L 4
O 1
0 50 100 150 200

Number of nodes in microgrid systems

Fig. 6: The time consumption of a microgrid system with
100 nodes using centralized and sequential ways.

6 Conclusions

This paper investigates the stability issue of microgrid
systems under actuator faults using chordal decomposition
and a sequential approach based on clique trees. This ap-
proach involves information exchange solely with neighbor-
ing subsystems, contributing to the privacy protection of mi-
crogrid system data. Two simulation examples indicate sig-
nificant improvements in reducing computational complex-
ity and enhancing scalability with the chordal decomposition
approach.
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