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Abstract: Web attacks pose a significant threat to enterprises, as attackers often target web applications

first. Various solutions have been proposed to mitigate and reduce the severity of these threats, such as

web application firewalls (WAFs). On the other hand, software-defined networking (SDN) technology

has significantly improved network management and operation by providing centralized control for

network administrators. In this work, we investigated the possibility of using SDN to implement

a firewall capable of detecting and blocking web attacks. As a proof of concept, we designed and

implemented a WAF to detect a known web attack, specifically SQL injection. Our design utilized two

detection methods: signatures and regular expressions. The experimental results demonstrate that

the SDN controller can successfully function as a WAF and detect SQL injection attacks. Furthermore,

we implemented and compared ModSecurity, a traditional WAF, with our proposed SDN-based WAF.

The results reveal that our system is more efficient in terms of TCP ACK latency, while ModSecurity

exhibits a slightly lower overhead on the controller.

Keywords: web application firewall; software-defined network; network security

1. Introduction

Web applications play a crucial role in today’s digital age, providing users with easy
access to information and enabling organizations to reach a broader audience. Conse-
quently, the number of websites has grown exponentially over the past decade, increasing
from hundreds of millions to nearly 1.7 billion [1,2]. However, this rapid expansion has
also attracted adversaries seeking unauthorized access to organizational and user data.
One persistent and significant threat is SQL injection, which ranks among the top 10 risks
to web applications according to The Open Web Application Security Project (OWASP) [3].
Despite significant advancements in detection and defense technology, these threats persist
due to inadequate user input validation

Although detection and defense technology has significantly evolved over time, many
of the same threats persist. One primary cause of these threats is the lack of proper user
input validation. Given the importance of web applications, various security solutions
have been introduced to reduce the risk of cyberattacks at the application layer through
monitoring and detection. One of the most prominent solutions is the use of web application
firewalls (WAFs) such as ModSecurity [4] and FortiWeb [5]. In order to detect and block web-
based attacks, WAFs might rely on different methods, such as attack signatures and regular
expressions. Signature-based detection involves checking traffic against a database of
accurate signatures for known attack patterns, whereas regular-expression-based detection
uses a series of characters as a baseline for detecting multiple signatures instead of defining
each pattern individually. These detection methods typically require full access to traffic
and may utilize deep packet inspection (DPI).

The concept of software-defined networking (SDN) is based on removing decision
making from switches and transferring it to a logically centralized controller [6]. SDN can
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help to reduce operational and management costs, particularly the costs of configuring
each network device in large networks. Specifically, SDN can be used to enhance net-
work security by providing the centralized visibility, control, and management of security
policies. It enables a dynamic enforcement of security policies based on network traffic
patterns, application types, and user behaviors, improving threat detection and response
capabilities [7]. The OpenFlow protocol facilitates communication between SDN controllers
and switches by granting the controller access to the data plane [8,9].

However, the application of traditional security solutions to protect web applications
or web servers using SDN has not been thoroughly explored in the literature. Existing
research primarily focuses on improving malware/ransomware detection [10,11], imple-
menting firewalls to protect networks from external attacks such as DDoS attacks [12–15],
designing flexible honeynets [16], and developing generic moving target defense (MTD)
systems [17,18]. Therefore, the design and implementation of an SDN-based WAF is a
significant objective for establishing a primary security architecture for future SDN de-
ployments. This work aims to be a pioneering step toward designing an SDN-based WAF
specifically focused on defending against SQL injection attacks. The developed prototype
was also experimentally compared with ModSecurity, a popular WAF.

This work aims to address the crucial question of whether a controller can reach or
exceed the efficiency of traditional WAFs in detecting SQL injection attacks. Therefore,
we did not aim to design a more complex configuration of SDN switches. Moreover,
by presenting custom SDN-based security solutions, we demonstrate the potential to protect
against these attacks without relying on expensive corporate software and hardware.

The rest of the paper is organized as follows. Section 2 briefly presents background
information on SQL injections, WAFs, and DPI. Section 3 reviews related works, discusses
their limitations, and highlights the novelty of our work. Section 4 clarifies our motiva-
tion and contribution. Section 5 presents our conceptual design of an SDN-based WAF.
Section 6 provides implementation details. Section 7 presents our experimental setup and
validation results. Section 8 presents evaluation results for our solution and compares
them with ModSecurity WAF. Sections 9 and 10 conclude the paper and discuss future
research directions.

2. Background

In this section, we briefly present the background information on SQL injections,
WAFs, and DPI.

2.1. SQL Injection

Websites often need to interact with users and store, retrieve, and modify data in
databases. In order to achieve this, an intermediary language facilitating communication
with the database can be employed. A popular example is the structured query language
(SQL), which enables database modifications through specific queries embedded in the web
application source code [19]. However, databases may contain confidential and private
data, making them the primary target for adversaries. SQL injection vulnerabilities can
occur when user input validation is not properly implemented, allowing adversaries to
manipulate statements and gain access to sensitive data, bypassing existing authentication
or authorization mechanisms. In some cases, this can result in the theft of admin credentials
or privilege escalation. Figure 1 illustrates an example of an SQL injection attack. When the
user input is not adequately filtered, adversaries can inject packets containing SQL com-
mands via POST and GET requests, allowing them to obtain, delete, or modify confidential
data in the database.
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Figure 1. SQL injection attack mechanism.

2.2. Web Application Firewall

WAFs act as an intermediate layer of protection between users and web application
servers [20]. The effectiveness of WAFs relies on the configured rules, as they inspect web
traffic to detect patterns or texts specified in these rules. These rules typically contain
malicious patterns or texts that are commonly used by attackers to exploit vulnerable
services or known software vulnerabilities. Additionally, WAF rules define the action to be
triggered upon a match, and decisions are made based on security policies. Traffic can be
modified, blocked, or ignored, and a warning may be sent to the network administrator.
Firewall rules can be based on blacklists (blocking traffic that matches the rules), whitelists
(allowing only traffic that matches the rules), or a combination of both.

A typical workflow of a WAF includes the following stages. (i) Parsing requests/traffic:
WAFs parse and normalize the incoming traffic to ensure a unified format, making further
processing easier. (ii) Normalization: WAFs normalize the parsed data to eliminate incon-
sistencies and reduce the risk of evasion techniques used by attackers. (iii) Matching: WAFs
perform matching based on their configured rules, which can be either signature-based
or anomaly-based. These rules are designed to detect known patterns or anomalies that
may indicate an attack. (iv) Logging: Upon a match, important information about the
detected event is logged for further inspection by security staff. This helps in analyzing
and investigating potential security incidents.

2.3. Deep Packet Inspection

DPI is a security technique that provides a more comprehensive data inspection
compared to traditional firewall features, allowing for a thorough analysis of incoming
packets [21]. DPI involves analyzing incoming packets in-depth, covering multiple layers
within the packet (Figure 2). This approach allows for a thorough detection of policy
violations, such as visiting unwanted websites or exploiting vulnerabilities. Detection
rules are stored in databases, and these rules and corresponding actions are matched with
each packet passing through the DPI checkpoint. DPI is commonly used in WAFs to
block malicious content in HTTP traffic. However, DPI, being based on signatures, can be
bypassed using advanced adversarial techniques. Additionally, DPI generates extra traffic
in the network, which may result in delays or packet loss.



Future Internet 2023, 15, 170 4 of 15

Figure 2. DPI architecture based on the TCP/IP model.

3. Related Work

In this section, we review related works that focus on utilizing SDN to implement
firewalls against network attacks and security mechanisms using DPI. We also discuss
recent research on regular expression implementation and the application of DPI to detect
SQL injection attacks in non-SDN environments, such as traditional networks and cloud
environments. Finally, we highlight the novelty of our work in SDN environments.

Although the literature does not extensively discuss implementing security solutions
for web applications using SDN, there are several solutions that utilize features imple-
mented in WAFs, such as DPI [22,23]. DPI involves inspecting the contents of network
packets at the application layer to identify patterns or signatures of known attacks. SDN
controllers can be programmed to use DPI techniques to analyze the payload of network
packets and identify suspicious patterns that may indicate application-level attacks, such
as SQL injection, cross-site scripting (XSS), or command injection attacks. Researchers have
utilized SDN features to analyze both SMB and HTTP traffic for the purpose of detecting
and blocking ransomware [22]. In order to enable DPI, the authors modified the POX con-
troller to allow for full traffic forwarding from the OpenFlow switch to the controller. Other
works have also explored the use of SDN for application layer firewalls, aiming to block
hosts from accessing specific websites [24,25]. Additionally, network firewalls for SDN have
been investigated by various researchers. Early efforts focused on implementing a layer 3
firewall that matches rules with packet headers [26]. Subsequently, researchers extended
this work to implement stateless layer 2 [27], layer 1-4 [28], layer 2-4 [29], and stateful
firewalls [30,31].

The authors of [32] proposed generating regular expression rules automatically us-
ing machine learning and multi-objective genetic algorithms to detect SQL injection at-
tacks. In the cloud environment, the authors of [33] proposed a system that inspects
traffic using regular expressions to raise awareness among cloud tenants and assess SQL
injection attacks.

Although SDN security has been studied in the literature, there is a lack of explicit
focus on implementing a WAF to block web attacks. The only existing works on layer 7
firewalls have aimed at preventing access to certain websites, without addressing web
attacks directly [24,25]. Given the increasing prevalence and impact of web attacks, it
is crucial to explore solutions for web attacks that consider the novelty of SDN and its
growing adoption by organizations. Therefore, this work aims to contribute to the literature
by implementing an SDN-based WAF to mitigate web attacks. Furthermore, our work
shares two goals with [26]: to raise awareness among information security researchers
about the potential of SDN as a new field and to explore the feasibility of relying on custom
SDN-based security solutions without the need for proprietary software or hardware.
However, our work differs from [26] in that we specifically aim to design a firewall to
mitigate web attacks, whereas most previous works have focused on network-level attacks.
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This distinction highlights the unique contribution of our work in addressing the specific
challenges and requirements of web application security in an SDN environment.

In addition to DPI, there are other methods that can also be used in SDN environments
to detect application-level attacks. Some of the commonly used methods include:

• Flow Monitoring: SDN controllers can monitor network flows, which are sequences
of packets that belong to the same communication session or application transaction,
in order to detect anomalies that may indicate application-level attacks [34]. Flow
monitoring involves analyzing various flow attributes, such as the packet size, packet
rate, inter-arrival time, and communication patterns, to detect deviations from normal
behavior that may indicate attacks.

• Behavioral Analysis: SDN controllers can use behavioral analysis techniques to estab-
lish baseline behavior for applications or users and detect deviations from the baseline
that may indicate attacks. For example, by monitoring application-level traffic patterns
in vehicular ad hoc networks (VANETs) over time, an SDN controller can learn normal
behavior and raise alerts when it detects anomalies, such as sudden spikes in traffic or
unusual communication patterns [35].

• Machine Learning (ML): ML algorithms can be used in SDN environments to detect
application-level attacks by learning from historical data and identifying patterns that
may indicate attacks [10]. ML algorithms can analyze large volumes of network data,
including packet payloads, flow attributes, and communication patterns, to detect
unknown or zero-day attacks that may not have known signatures [36].

• Hybrid Approaches: SDN controllers can use a combination of the above methods in a
hybrid approach to detect application-level attacks. By leveraging multiple techniques,
such as DPI, flow monitoring, behavioral analysis, ML, and signature-based detection,
SDN controllers can increase the accuracy and effectiveness of attack detection.

It is important to note that no single method is foolproof, and a combination of
techniques may be needed to achieve robust application-level attack detection in SDN
environments. The choice of methods to use will depend on the specific requirements,
constraints, and capabilities of the SDN environment and the types of application-level
attacks being targeted. The proper configuration, tuning, and monitoring of the chosen
detection methods are also essential to minimize false positives and false negatives and
ensure effective application-level attack detection in SDN environments.

4. Motivation and Contributions

In the previous sections, several issues have been raised regarding the use of SDN as
a security solution without the need for third-party applications. Existing literature has
primarily focused on limiting the risks of network attacks such as DDoS [15] and combatting
malicious software attacks [23]. However, the possibility of using SDN to counter web
attacks, particularly SQL injection attacks, has not been adequately addressed. Furthermore,
the proven ability of SDN controllers to analyze traffic in previous works [22–25] can be
leveraged to detect suspicious patterns and texts in web traffic. However, an important
question arises: can an SDN controller achieve or surpass the efficiency of traditional WAFs?
This motivates our work to explore the potential of SDN as a WAF and make contributions
to the literature in this regard.

Specifically, this work aims to present an SDN-based solution, evaluate its capabilities,
and explore research directions for SDN-based web security solutions. The contributions of
this paper are as follows:

1. The design, implementation, and evaluation of an SDN-based WAF prototype.
2. The design and implementation of an SDN-WAF framework to counter SQL

injection attacks.
3. The implementation of a traditional WAF (ModSecurity) to counter SQL injection

attacks and a comparison with the SDN-based WAF.
4. An evaluation of the efficiency of the SDN-based WAF and the potential of using such

solutions as alternatives to traditional WAFs.
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Our proposed framework utilizes DPI to thoroughly analyze incoming traffic, taking
into account the possibility of multiple attackers. By processing Packet_In messages
even after routes are configured, we ensure the early detection and mitigation of SQL
injection attacks.

5. Conceptual Design

In this section, we present the conceptual design of our WAF and explain the stages
that the traffic passes through in the SDN. The implementation process of these stages is
illustrated in Figure 3. Our WAF goes through the following stages:

1. Reception stage: The controller receives all traffic within the network from the data
plane using the OpenFlow protocol, and filters the traffic of interest. This stage
analyzes the sender/receiver address in layer 3 to identify the address of the web
server. After that, it verifies if the port is for the HTTP protocol for either the sender
or the receiver. If these conditions are met, the packet is moved to the next stage.

2. Processing stage: At this point, the packet is processed to convert it into a textual format.
This stage standardizes the traffic that will be taken to the next stage for inspection
and for searching for suspicious patterns.

3. Inspection stage: This stage is the primary function of the WAF, as it focuses on
inspecting traffic for matching suspicious patterns. In order to achieve this, all traffic
is transferred to the controller for inspection.

4. Containment stage: When a match occurs in the inspection stage, the process moves
to the containment stage, where the suspicious packet is first dropped and then the
IP address of the machine responsible for the packet is blocked. After that, the suspi-
cious packet is recorded on the controller for future inspection and investigation by
information security personnel.

Figure 3. WAF conceptual design.

6. Implementation

In order to implement the design and approaches discussed in the previous section,
we chose POX as the controller (running OpenFlow v1.0) and OpenvSwitch as the data
plane element. In this section, we discuss the mechanism for applying the WAF stages to
the controller and the proposed solutions for implementing a WAF capable of detecting
SQL injection attacks.
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6.1. Implementation Stages

As mentioned earlier, the WAF passes through four stages, and each stage has a
specific task. The implementation mechanisms for each stage at the POX controller are
as follows:

1. Reception stage: In order to receive the full traffic, we need to modify the POX controller.
The modifications include:

- Using the misc.full_forwarding function in POX controller, which allows the
controller to receive all traffic that does not match any existing flow entries.

- Modifying the libopenflow_01.py file in the POX/OpenvSwitch folder to con-
figure the behavior of OpenFlow messages.

Furthermore, in the reception stage, the destination IP address of the incoming packets
is matched with the IP address of the web server. If there is a match, the traffic is
forwarded to the next stage for further processing.

2. Processing stage: In this stage, the pack() function in Python is used to convert the
in-wire data to strings, making it possible for the data to be inspected in the next
stage. Additionally, the entire traffic is converted to lowercase to avoid simple evasion
techniques. It is worth noting that while Python may not be the most efficient language
for processing high-speed traffic; it was chosen for its ease of use and versatility in
this implementation. The processing stage in the SDN-based WAF is not expected to
be the bottleneck for performance, and any delay added by using Python for traffic
handling is likely to be negligible. However, in cases where efficiency is crucial during
the processing stage, alternative solutions may need to be considered, such as using
other programming languages or optimizing the Python code for performance. It is
important to thoroughly test and validate the implementation to ensure it meets the
performance requirements of the specific use case.

3. Inspection stage: The inspection stage of the WAF is responsible for inspecting the
traffic for suspicious patterns, particularly SQL injection attacks. There are two main
applications implemented in this stage:

(a) Matching the content of the packet with predefined signatures indicating the
existence of an SQL injection exploitation: In this approach, known signatures
are used to detect malicious GET and POST requests. These signatures are
predefined and can indicate the presence of SQL injection attacks in the traffic.
This approach can detect both GET and POST requests, as all of the traffic is
inspected. Table 1 shows an example of known signatures that can be used for
SQL injection detection.

(b) Matching with regular expressions for whitelisting or blacklisting: In this ap-
proach, regular expressions are used to match the content of the packet against
a set of predefined patterns, which can be used for whitelisting or blacklisting
purposes. In the implementation described, whitelisting was used for custom
solutions that fit the installed vulnerable web application. This allows for de-
signing customized solutions that suit the environment/network. As a result,
when an adversary sends an anomalous HTTP GET request, the application
will classify this request as malicious.

It is important to keep the signatures and regular expressions up-to-date, as attackers
continuously evolve their techniques. Regular updates and monitoring of the WAF
rules are necessary to ensure its effectiveness in detecting and mitigating SQL injection
attacks. Additionally, it is essential to thoroughly test and validate the implementation
with real-world traffic to ensure its accuracy and reliability.

4. Containment stage:
The containment stage of the WAF is responsible for taking action against detected
SQL injection attacks. When a match occurs, the following steps are taken:

(a) Blocking the IP address of the party responsible for the exploitation: A new rule
is added to the OpenvSwitch to prevent the suspicious party from sending any
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further traffic to the web server. This is typically carried out by blocking the IP
address of the detected attacker. However, in cases where the attacker is behind
a network address translation (NAT) device, blocking the NAT-configured IP
may potentially affect legitimate users. In such cases, alternative solutions can
be considered, such as blocking the MAC address or providing both the user’s
IP and the NAT IP for more precise blocking.

(b) Dropping the suspicious packet: The packet that triggered the SQL injection de-
tection is dropped using the halt() function, which prevents it from reaching the
web server. This effectively contains the attack and prevents further damage.

(c) Logging the suspicious packet for future investigation: The dropped packet is
recorded in the logs folder for further investigation and analysis. This can help
in understanding the nature of the attack, identifying patterns, and improving
the effectiveness of the WAF in detecting and mitigating SQL injection attacks.

It is important to note that false positives may occur, where legitimate traffic may
trigger the SQL injection detection. In order to minimize the impact on legitimate
users, specific ports are blocked instead of blocking all ports, as blocking an IP from
using all services may have a greater negative impact. The continuous monitoring
and fine-tuning of the containment measures are necessary to strike a balance between
effectively mitigating attacks and minimizing false positives.

Table 1. Signatures used to detect SQL injection.

order%20by order by order+by union all

union+all union%20all union%20all 1,2,3

union+select union%20select union select version()

6.2. SQL Injection Detection

In this subsection, we provide a more in-depth explanation of the modules used in
the inspection stage for SQL injection detection. These modules rely on signatures and
regular expressions.

6.2.1. Module 1: Signature-Based

This module aims to demonstrate the usability of signature-based detection systems
within the scope of the SDN, without the need for intermediate software or hardware
provided by vendors. Several common signatures were selected for detecting SQL injection
attacks, as shown in Table 1. This module relies on storing the signatures in a list and
implementing the first two stages, namely reception and processing. Subsequently, these
signatures are passed into a for loop to match them with the traffic directed to the web
server. Algorithm 1 summarizes the mechanism of this module. Note that, in practice,
web servers can run on non-standard ports. In our work, we considered the standard port
80 for the HTTP protocol. This assumption was made for simplicity and to align with
common practices.

6.2.2. Module 2: Regular-Expression-Based

Regular expressions are commonly used to detect attacks against web applications.
Thus, the possibility of using them in SDN was studied. In this module, we implemented
regular expressions to scan traffic for GET requests and then extract the URL path. If no
path is requested, the traffic will be forwarded to the web server. For example, a path can
be defined as \filename.php?id=[0-9]. If this path exists in the request, the application will
move to the next stage, which compares the path with the predefined path extracted from
our analysis of HTTP GET requests in SDN. The path should be \filename.php?id=[0-9]
http. If there are changes in this path, the request is considered malicious. Algorithm 2
shows the design of this module and the regular expression used for detection. Note that
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the example provided is just one possible case; in our work, we thoroughly examined all
possible paths.

Algorithm 1 Signature-based algorithm

Input: PacketIn event
Output: None
Function: Signature-based algorithm

1: packet← PacketIn.tcp
2: signatures← "order+by", "union select", "union+select", "order by", etc.
3: if packet is None then
4: return
5: else if packet.dstport == 80 then
6: for i in signatures do
7: if packet.find(i) is True then
8: Install new entry to block the sender IP address from sending from port 80
9: PacketIn.halt

10: else
11: return
12: end if
13: end for
14: else
15: return
16: end if

Algorithm 2 Regular-expression-based algorithm

Input: PacketIn event
Output: None
Function: Regular-expression-based algorithm

1: packet← PacketIn.tcp
2: FirstReg← re.compile("([\w\.-]+)\?([\w\.-]+)\=([\w\.-]+) \s*")

3: SecondReg← re.compile("([\w\.-]+)\?([\w\.-]+)\=([\w\.-]+) \s*(http+)")

4: if packet is None then
5: return
6: else if packet.dstport == 80 then
7: if FirstReg.search(packet) then
8: if SecondReg.search(packet) is None then
9: Install new entry to block the sender IP address from sending from port 80

10: PacketIn.halt
11: else
12: return
13: end if
14: else
15: return
16: end if
17: else
18: return
19: end if

The proposed SDN-based web firewall can efficiently scale to detect multiple types
of attacks, such as cross-site scripting (XSS) and local file inclusion (LFI), by leveraging
both signature-based and regular expression components when processing traffic directed
toward the web server. Additionally, incorporating statistical features, such as the number
of exchanged packets, could further enhance the approach to address various attack types.
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7. Experimental Setup

In this section, the lab used and the configuration used to make it compatible with the
proposed modules are explained. Furthermore, the controller environment that hosts the
solutions and how the solutions are implemented on it are explained. Finally, the effective-
ness of the proposed solutions against SQL injection attacks is verified. This section aims to
answer whether SDN can act as a WAF without the need for traditional WAFs. Additionally,
our implementation of a traditional WAF was explained and compared experimentally
with the SDN-based WAF prototype.

7.1. Lab Setup

The lab was configured in a virtual environment using VirtualBox (Oracle Corporation,
Austin, TX, USA). The specifications of the machine used are as follows: Lenovo IdeaPad
530S Ultrabook Core i7 8550U, 1.80 GHz with 16 GB RAM. The main system installed on the
machine is Ubuntu, which functions as an OpenvSwitch and also as a host for the virtual
environment. In order to configure Ubuntu to run as an OpenvSwitch 2.7.0, the kernel was
downgraded to 4.4.0. The systems in the virtual environment are as follows: Ubuntu Xenial
as the POX controller, Debian as a web server containing the vulnerable web application,
and Ubuntu Focal with penetration testing tools, specifically SQLMap. Figure 4 shows the
details of the lab topology and configuration.

Figure 4. Installed SDN testbed topology and configuration.

7.2. Modules Implementation

In our implementation of the two modules, we relied on two functions in POX,
specifically the PackitIn function, which determines the arrival of a new packet to the
controller, and the launch function, which runs the application. The code for the two
developed modules can be found on GitHub [37]. In order to run the applications in
the controller, we used the same command as both applications need to access all of the
forwarded traffic, so changes in the reception stage must be implemented. Therefore, in
order to launch the modules, we needed to trigger the following command: ./pox.py
misc.full_payload forwarding.l2_learning Signatures Regular. This command runs both
applications. However, for a more verbose and informative interface, the command
./pox.py misc.full_payload forwarding.l2_learning Signatures Regular samples.pretty_log
log.level—DEBUG info.packet_dump can be used. This will show notifications and actions
that have been raised by the controller.
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7.3. Modules Validation

SQLmap was used on the attacker’s machine to test and evaluate the effectiveness of
the implemented modules. For greater accuracy, we started each module separately in the
POX controller, then launched the attack, and finally triggered the detection mechanism.
In the signature-based application, the attack was detected directly, and the SQLmap tool
was prevented from exploiting the SQL injection vulnerability, as shown in Figure 5. In the
regular-expression-based application, all SQLmap attacks were also detected, as shown in
Figure 6. Moreover, in the containment stage, all of the payloads were recorded and saved
in the logs folder, as shown in Figure 7. An example of one of these payloads is shown in
Figure 8. Therefore, the effectiveness of SDN in detecting known web attacks and threats
has been demonstrated using two widely used methods for this purpose.

Figure 5. Detect SQLmap using signatures.

Figure 6. Detect SQLmap using regular expressions.

Figure 7. List of detected attacks.
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Figure 8. Detected payload record.

7.4. ModSecurity WAF Implementation

A ModSecurity WAF was deployed on the web server machine, and the OWASP Mod-
Security core rule set (CRS) was used. The forwarding.l2_learning function was executed
on the controller, which turns the controller into a layer 2 learning switch. ModSecurity
was able to block all SQLmap attempts to inject vulnerable application, as all requests made
by SQLmap have been forbidden.

8. Performance Evaluation and Comparison

Signature-based WAFs can efficiently detect and prevent security threats, but their
effectiveness depends on the accuracy of the rules or signatures in the database. Therefore,
the detection capability we have previously defined for both traditional WAFs and SDN-
based WAFs is just an indication of the detection possibility and should not be considered
as a measure of comparison. In order to determine which approach is more efficient for
SDN-based WAFs, we conducted performance measurements in terms of TCP ACK latency
and CPU usage overhead (effect on the controller’s efficiency).

We measured the time it takes to send ACK packets to port 80 of the web server and
calculated the average latency over a ten-minute period. We also measured the average
CPU usage of the controller over the same time period. Our results show that the developed
SDN-based modules outperform ModSecurity in terms of TCP ACK latency. This means
that packets in traditional WAFs require longer processing times, as they pass through
the controller for processing and routing, then go to the WAF for inspection, and finally
to the web server for request processing. On the other hand, in the SDN-based WAF,
the stages of determining the route and inspection are combined in the controller, resulting
in a faster packet arrival. However, ModSecurity performed better in terms of the CPU
usage overhead on the controller, as the controller only directs and does not inspect them.
Therefore, it can be concluded that SDN-based WAFs are better when the packet transfer
speed is of importance to the network administrator, but traditional WAFs are better
when the processing capacity of the controller is a priority. Table 2 summarizes these
evaluation results.

Table 2. Evaluation results.

Module TCP ACK Latency CPU Usage
(Avg) (Avg)

Traditional WAF (ModSecurity) 50.6 ms 7.02 %

SDN-based WAF (signatures) 43.6 ms 14.78 %

SDN-based WAF (regular expression) 35.5 ms 7.046 %

Note that detecting SQL injection attacks after route establishment necessitates for-
warding all packets to the controller, introducing notable overhead. However, as demon-
strated earlier, the overhead is less than that incurred by using a third-party WAF, making
it acceptable in some scenarios. Additionally, although controller vulnerability is a valid
concern [38,39], it is beyond the scope of our paper and merits further exploration.
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9. Conclusions

This paper has presented solutions for detecting web attacks using SDN. Two modules
were designed and implemented to detect web attacks, specifically utilizing signatures
and regular expressions. These modules were evaluated and several important questions
were addressed: can SDN be used as an effective and efficient WAF? Can traditional web
attack solutions be implemented without modifying the SDN? How should we choose
between an SDN-based WAF and traditional WAFs? These questions were answered and
the most notable contribution was the demonstration of the concept using SQL injection
attacks. Initially, an SDN-based WAF was designed, its stages were discussed, and it
was implemented on the SDN. Several modifications were made to the POX controller
to enable deep packet inspection. Then, three modules were implemented to detect SQL
injection attacks: signature-based, regular-expression-based, and traditional WAFs using
ModSecurity. The experimental results show that all of these solutions were able to detect
infected web application injection attempts.

This work aimed to determine if a controller can achieve or surpass the efficacy of
traditional WAFs in detecting SQL injection attacks using a simple SDN switch configura-
tion. Furthermore, by showcasing custom SDN-based security solutions, we highlight the
possibility of defending against these attacks without relying on costly corporate software
and hardware.

In addition, other important aspects were measured to assist network managers in
selecting the most appropriate solution. Specifically, the packet latency and CPU overhead
were evaluated. The proposed solutions were better in terms of TCP latency, with average
packet transmission times of 35.5 ms for regular expressions, 43.6 ms for signatures, and 50.6
ms for the traditional solution. This is due to the packet routing and processing processes,
where, in the ModSecurity implementation, the packet is transferred to the controller for
routing, then to the firewall for inspection, and finally to the web application for request
processing. On the other hand, ModSecurity showed a lower CPU overhead, with an
average CPU usage of 7.02%, compared to 7.046% for regular expressions and 14.78%
for signatures.

10. Future Work

In future work, our aim is to enhance the reliability of the SQL injection attack detection
system by incorporating a larger number of signatures and regular expressions. We also
plan to study bypassing techniques employed against WAFs and develop effective anti-
bypassing solutions based on SDN. Furthermore, we intend to test these solutions in
larger networks to measure their impact on the controller and throughput. Additionally,
we plan to explore and implement other solutions to mitigate SQL injection attacks and
evaluate their effectiveness. Moreover, this work serves as a foundation for further research
in web security using SDN, where solutions can be developed to detect data leakage,
advanced web attacks, and automated attacks, as well as provide countermeasures against
firewall-bypassing methods.

Lastly, the scalability of our proposed SDN-based web firewall framework needs
to be thoroughly studied, particularly in real-world networks with multiple switches
and potential attacks from the Internet. Our approach processes traffic regardless of its
origin, and although we did not specifically address NAT in our current implementation,
it serves as a starting point. Future work could enhance the framework by creating a
distributed architecture to manage multiple switches and employing adaptive strategies
for diverse network topologies, ensuring robust protection against SQL injection attacks in
complex scenarios.
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Abbreviations

The following abbreviations are used in this manuscript:

CPU Central Processing Unit

CRS Core Rule Set

DPI Deep Packet Inspection

HTTP Hypertext Transfer Protocol

LFI Local File Inclusion

ML Machine Learning

MTD Moving Target Defence

NAT Network Address Translation

RAM Random Access Memory

SDN Software-Defined Networking

SQL Structured Query Language

TCP Transmission Control Protocol

WAF Web Application Firewall

XSS Cross-Site Scripting
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