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ARTICLE INFO ABSTRACT
Keywords: In the field of medical diagnosis and patient monitoring, effective pattern recognition in neurological time-
Entropy series data is essential. Traditional methods predominantly based on statistical or probabilistic learning and

Time-series data
Pattern recognition
Neurological conditions

inference often struggle with multivariate, multi-source, state-varying, and noisy data while also posing
privacy risks due to excessive information collection and modeling. Furthermore, these methods often overlook
critical statistical information, such as the distribution of data points and inherent uncertainties. To address
these challenges, we introduce an information theory-based pipeline that leverages specialized features to
identify patterns in neurological time-series data while minimizing privacy risks. We incorporate various
entropy methods based on the characteristics of different scenarios and entropy. For stochastic state transition
applications, we incorporate Shannon’s entropy, entropy rates, entropy production, and the von Neumann
entropy of Markov chains. When state modeling is impractical, we select and employ approximate entropy,
increment entropy, dispersion entropy, phase entropy, and slope entropy. The pipeline’s effectiveness and
scalability are demonstrated through pattern analysis in a dementia care dataset and also an epileptic and
a myocardial infarction dataset. The results indicate that our information theory-based pipeline can achieve
average performance improvements across various models on the recall rate, F1 score, and accuracy by up to
13.08 percentage points, while enhancing inference efficiency by reducing the number of model parameters
by an average of 3.10 times. Thus, our approach opens a promising avenue for improved, efficient, and critical
statistical information-considered pattern recognition in medical time-series data.

1. Introduction obstacles become even more critical in areas such as dementia, heart
disease, and epilepsy analysis, where swift and accurate interpretation
of time-series data can greatly influence the quality of patient care.

The analysis of neural time-series data occupies a central role in

With the progress in digital health technologies, an ever-increasing
amount of health-related data is being produced, creating unparal-

leled opportunities for biomedical research and the improvement of
healthcare services [1,2]. The amalgamation of real-world patient data
with these technologies allows for the analysis and extraction of crit-
ical health information, which in turn facilitates more precise clinical
decision-making and enhances patient outcomes. However, the analysis
of large, multi-sourced, and often noisy datasets introduces signifi-
cant challenges, particularly regarding privacy issues and the effective
recognition of patterns in neurological time-series data [3,4]. These

fields such as neuroscience, medicine, and bioinformatics. This data
is typically sourced from electroencephalography (EEG) [5], functional
magnetic resonance imaging (fMRI) [6], or other neural recording tech-
nologies. It is essential for diagnostic decision-support and healthcare
applications. Moreover, there are more generalized forms of time-series
data, such as activity data, which are crucial for analyzing neurologi-
cal conditions like dementia and traumatic brain injury [7-9]. These
time-series datasets are characterized by their high dimensionality,
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Fig. 1. An overview of the healthcare monitoring IoT platform.

non-linearity, and non-stationarity, which make their analysis and in-
terpretation quite challenging. Traditional linear methods, such as the
Fourier transform [10] and autoregressive models [11], can be effective
in certain scenarios but often struggle to capture the complex dynamics
and non-linear patterns inherent in the data. Consequently, more so-
phisticated methods, including neural network-based and information
theory-based approaches, have become increasingly popular for analyz-
ing neural time-series data. For instance, Recurrent Neural Networks
(RNNs) [12] and Long Short-Term Memory networks (LSTMs) [13]
have been utilized to handle the data’s long-term dependencies and
dynamic changes. Additionally, information theory-based methods like
entropy and mutual information have been applied to quantify the
complexity and uncertainty of the data, uncovering valuable insights
hidden within [14,15].

Despite the progress made by information theory-based and neu-
ral network methods to analyze neural time series data, they still
face significant limitations and challenges when dealing with complex
and dynamic data. Most of the current studies are task-specific and
lack generalization, requiring specific analysis and algorithm/model
design when faced with new tasks or scenarios. On the other hand,
some of the methods are highly sensitive to raw data and perform
poorly when handling multivariate, multi-source, state-varying, and
noisy data. In addition, the existing methods often overlook critical sta-
tistical information, such as the distribution of data points and inherent
uncertainties in the raw data. The neural network-based methods often
embed unnecessary non-task-related information, increasing privacy
risks [16]. For example, in Federated Learning (FL), uploading raw
time-series data to cloud servers can result in privacy breaches and
impose significant transmission bandwidth constraints. Therefore, there
is an unmet need to develop more general, robust, and efficient ap-
proaches to extract high-level features from multivariate, multi-source,
state-varying, and noisy neural time series data. This is crucial to en-
hance model performance and accuracy, meeting the high requirements
for data analysis precision and interpretability in clinical and research
settings.

In previous work, we conducted a preliminary analysis of three
Markov chain-based entropy features via heat maps [7], highlighting
the potential of entropy in analyzing multivariate, multi-source, rapidly
state-varying, and noisy neurological time-series data. However, it
stopped short of presenting a complete pipeline for analyzing such
data and did not validate the effectiveness of these methods with
machine learning (ML) models. In this paper, we introduce an in-
formation theory-based method for neural time-series analysis within
non-centralized medical decision systems, designed to maintain stable
performance across multivariate, multi-source, state-varying, and noisy
data contexts. The primary contributions of this paper are outlined as
follows:

(1) We present an information theory-based method for analyzing
neural time-series data, tailored for use within a decentralized health-
care monitoring IoT platform (as depicted in Fig. 1). This method is en-
gineered to consistently perform well across multivariate, multi-source,
state-varying, and noisy neural time-series datasets. We specifically
differentiate neurological time series data into two categories: state-
transition and non-state-transition data. Depending on the scenario and
data characteristics, we apply and choose different entropy methods.
In our decentralized healthcare monitoring IoT platform, data prepro-
cessing and the extraction of entropy features are performed locally,
whereas model execution and medical decision-making are centralized
on cloud servers.

(2) Compared to traditional neural network-based methods, the pro-
posed approach can select and extract the most informative, relevant,
and representative high-level features from the data. These features are
based on information theory, consider critical statistical information,
and are easier to understand and interpret, thereby enhancing the inter-
pretability of neural networks. This also mitigates privacy and security
concerns because feature extraction is performed locally, eliminating
the need to upload raw data to cloud servers. These entropy features
enhance prediction accuracy.

(3) Our work showcases broad applicability and generalizability
across a variety of datasets. We implement the proposed pipeline on a
dementia care dataset derived from our clinical study on remote health-
care monitoring. To further validate its scalability, we test the pipeline
on two publicly available datasets to demonstrate the effectiveness
across different healthcare contexts: the Epileptic Seizure Recognition
Dataset [17] and the PTB Diagnostic ECG Database [18,19].

(4) Our study highlights the performance and efficiency gains
achievable with various models through the use of our method. Specif-
ically, we evaluate the effectiveness of the extracted features using
different models such as Logistic Regression (LR), Support Vector
Machines (SVM), Multi-Layer Perceptron (MLP), Convolutional Neural
Network (CNN), and Long Short-Term Memory (LSTM). Our exper-
imental results show that, for the three datasets, compared to the
baseline methods, the information theory-based pipeline can signifi-
cantly improve the accuracy, recall, and F1 scores of the models by
an average of up to 13.08 percentage points (pp), and can simplify the
model structure and enhance efficiency, reducing the number of model
parameters by an average of 3.10 times.

The remainder of this paper is structured as follows: Section 2 delves
into related works and examines the challenges within the scope of
this research. Section 3 outlines the technical aspects of our proposed
method, including an introduction to several entropy methods related
to Markov chains and our feature selection methods. In Section 4, we
detail the implementation and evaluation framework for our experi-
ments, covering datasets, models, and performance metrics. Section 5
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provides a thorough analysis of the experimental outcomes. Discussion
of the method and its limitations is presented in Section 6. The pa-
per concludes in Section 7, summarizing our findings and suggesting
directions for future research.

The source code, constructed models, and links to the public
datasets are made available on a GitHub repository [20].

2. Related works

Among the solutions developed to tackle these challenges, deep
neural networks (DNNs) have gained popularity for their proficiency in
learning the spatio-temporal characteristics of data and autonomously
extracting features for pattern recognition and prediction outcomes
[21]. These models often employ feature extraction techniques such
as convolutional neural networks (CNN) and long short-term memory
(LSTM) units. Notable innovations include the CNN-LSTM architecture
analyzed by Hussain et al. [22], the CNN-LSTM framework augmented
with a self-attention mechanism by Park et al. [23], and the inte-
gration of transformers and generative adversarial networks (GANs)
by Shankar et al. [24]. However, despite their benefits, DNNs can
be cumbersome, inefficient, and may not fully leverage critical sta-
tistical data insights, such as point distributions and the inherent
uncertainties within these distributions, potentially rich in useful, high-
level features [25]. Additionally, these models risk privacy breaches
by often requiring the input of all raw data for processing, which
collects more information than necessary. A further issue is the opacity
and limited interpretability of neural network-based methods, hin-
dering scientists’ and engineers’ deep comprehension of the models
and restricting their application in crucial decision-making scenarios,
particularly in medicine and healthcare. In these fields, model inter-
pretability is essential, as it significantly influences the confidence
and reliance that healthcare professionals and patients have on the
model’s predictions. This underscores the necessity for methodologies
that can adeptly manage complex data, safeguard privacy, and eluci-
date high-level features, thus facilitating improved decision-making in
health-related contexts.

Information theory-based methods are increasingly utilized in ana-
lyzing neural time-series data, particularly for feature extraction using
mathematical principles combined with machine learning models for
data analysis. These approaches enable the identification and extraction
of the most informative, relevant, and representative features, which
are often more interpretable due to their direct relationship with the
data’s inherent properties and structure. By simplifying the original

data through the extraction of key features, the complexity of the data
and the model’s “black-box” nature are reduced. This reduction not
only streamlines model input but also addresses privacy and security
concerns by minimizing the amount of information processed by the
network, thereby focusing the model on specific goals. In decentralized
machine learning systems, this aspect of privacy protection is accentu-
ated, as only the essential extracted features, rather than raw data, are
transmitted to the server side. The concept of entropy, introduced by
Shannon to quantify information uncertainty, lays the foundational sci-
entific theory for modern information theory [26]. Following Shannon’s
entropy, various entropy variants like spectral entropy [27] and sample
entropy [28] have been developed. Studies such as those by Nurwulan
et al., comparing traditional features with multi-scale entropy (MSE)
features extracted from 3-axis acceleration data, have demonstrated
MSE’s superior performance in KNN and random forest (RF) classi-
fications [29]. Similarly, Bao et al. have shown the effectiveness of
frequency-domain entropy features combined with statistical measures
like mean, energy, and correlation for building predictive models [30].
These approaches not only enhance learning model performance and
safeguard privacy but also often outperform traditional deep neural
network models, which is crucial for informed clinical decision-making.
However, many existing studies either focus solely on a single entropy
feature or use entropy features alongside traditional ones without tai-
loring the selection to specific data characteristics, such as Markovian
systems and stochastic state transitions, or justify the choice of entropy
features. Moreover, these methods tend to be task-specific and lack a
comprehensive, scalable entropy-based pipeline applicable to various
tasks.

A study closely related to ours is the entropy measurement model
developed by Howedi et al. [31], which employs approximate entropy
(ApEn), sample entropy (SampEn), and fuzzy entropy (FuzzyEn) for
detecting visitors in a home environment. However, this study does
not tailor the selection of entropy features to the data characteristics,
such as Markovian systems and stochastic state transitions, nor does it
provide a rationale for the chosen entropy features.

3. Methodology

The process proposed in this paper consists of four primary com-
ponents: data collection, data pre-processing, feature construction, and
modeling, as illustrated in Fig. 2. The initial three stages—data collec-
tion, pre-processing, and feature construction are executed locally on
an edge device (such as a gateway), whereas the modeling phase takes
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Fig. 3. An example of the state-transition data and Markov chains.

place in the cloud. In detail, sensors gather raw data, which is then
forwarded to the edge device. One advantage of this approach is that
the processing of the raw data can be conducted locally at the edge,
and only the extracted features are transmitted to the cloud, enhancing
the privacy protection of medical information. This also maximizes
the computational capabilities of both the edge and cloud, improving
system efficiency.

A key benefit of this methodology is its local processing of raw data
at the edge, permitting only the distilled features to be uploaded to
the cloud. This strategy significantly bolsters the privacy protection of
medical data. Furthermore, it leverages the computational strengths of
both edge and cloud platforms, thereby enhancing the overall efficiency
of the system.

3.1. Data collection and pre-processing

Data and activity collection are achieved through various sensors
installed in the home. We classify the collected time-series signals
into state-transition and non-state-transition based on whether the
time-series signals can constitute a state transition. State-transition
time-series signals can form state transitions, for example, PIR sensors,
as shown in Fig. 2.A, which are placed at different locations in the
home and are triggered as someone passes by, record both the location
and time simultaneously. As Fig. 3 shows, these points are discrete.
Through data pre-processing, the discrete points can be connected to
represent transition signals. Therefore, this kind of time-series data is
referred to as state-transition signals. In contrast, non-state-transition
signals cannot form signals representing state transitions, such as EEG
signals. These signals are continuous and challenging to transform into
signals that depict state transitions.

In the data pre-processing phase, addressing missing values is our
initial step. To handle these, we utilize forward-fill or backward-
fill techniques, contingent on their contextual placement and dis-
tribution within the dataset. Predominantly, forward-fill is applied,
but backward-fill comes into play for missing values situated at the
dataset’s commencement. This strategy is adopted to maintain the con-
tinuity and integrity of the data. Further, we implement label encoding
to convert categorical data into a machine-readable format and apply
Z-score standardization. The latter process normalizes the data, setting
the mean to 0 and standard deviation to 1, thereby optimizing the
data for improved model performance. The final step involves aligning
the data to ensure uniformity in scale across all features, facilitating
smoother subsequent analysis.

3.2. Feature construction

We utilize entropy and its variants to extract features from the raw
data. Specifically, for state-transition data, after pre-processing it, we

construct entropy features based on the Markov chain. For non-state-
transition data, we first construct various entropy features (such as
dispersion entropy and phase entropy) and then proceed with feature
selection. Next, we provide a detailed introduction to the entropy
features based on the Markov chain and the feature selection methods.
The construction methods for other entropy features can be found in
the Appendix.

3.2.1. State-transition data and Markov chains

State-transition data, exemplified by the output from PIR sensors,
encapsulates both the time and location of sensor activation, thereby
providing rich spatial and temporal insights. Spatially, each activation
location is considered an individual node, and nodes are sequentially
linked according to the order of sensor triggers to construct a pathway,
representing a first-order Markov chain, as depicted in Fig. 3. This
arrangement allows for the computation of how frequently and how
many times a specific location or path is activated. Temporally, the
analysis extends to calculating the duration of occupancy at a given
location and the transit time between two points, location A to location
B. Extracting these high-level features, which encapsulate both spatial
and temporal dimensions, presents a challenge for conventional deep
learning models due to their complexity. Hence, our feature extraction
process leverages the unique properties of state-transition data through
the application of Markov chains and entropy techniques.

3.2.2. Shannon’s entropy of a Markov chain

We assume that a specific human activity, such as a sequence of
locations, could be modeled as a Markov chain. In this model, the
occurrences of these activities are treated as random events, and their
frequency and pattern could be quantitatively measured. Shannon’s
entropy is used to effectively represent the complexity and variability
in human activity patterns. This choice is motivated by Shannon’s
entropy’s ability to quantify the uncertainty and complexity of informa-
tion in a data-driven manner, eliminating the need for pre-established
assumptions and models. Suppose that there are »n locations X =
X|,Xp,...,X, in a participant’s activity, then Shannon’s entropy of a
Markov chain H(x) can be described as:

H(X) == P(x)logP (x;) 0
i=1

In which P(X;) is the probability of activity x;. When the frequency
of a participant’s activity changes, H(x) will change accordingly to
represent the change in activity pattern. A higher value indicates
increased uncertainty and complexity, reflecting a more diverse and
unpredictable human activity pattern. Conversely, a lower value signi-
fies reduced uncertainty, indicative of a more regular and predictable
pattern of behavior.
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Algorithm 1 Entropy rate of a Markov chain

1: Define: S = {s,5,,....s.} is a Markov chain trajectory, where L is the
length of the trajectory, and s € X, X = {x;,x,,....x,}, n is the number
of states in the Markov chain. TW, is the time window required for the
stationary distribution, TW, < L. TW, is the time window required for the
target task, TW, < L. P; is the probability from state x; to state x;. SP is
the start point;

Input: Markov chain trajectory S;
Output: Entropy rate & of the Markov chain;

2: Set TW, and TW,;

3: // Stationary Distribution Function

4: Function StationaryDistribution(S, TW})

Srw, = S[0 1 TW;
T=P <ll’7 = x; | = xﬁ), where I/,1; € X, represent the previous state
and the current state, o’ € [2,TW,],0' € [I,TW, — 1], x| € X, x; € X;

AN

7 n=nxT;

8: return z;

9: // Entropy Rate Function

10: Function EntropyRate(x, S,TW,)

11: for SP=0; SP+TW, < L; SP=SP+TW, do

12: Srw, = SISP : TW);

13: P, = P(l,=x;|l,=x), where I,.l, € X, represent the previous
state and the current state, a € [2,TW,],b € [I,TW, —1],x; € X,x; € X;

14: fnlz_zz‘xe)(”ipi/]()gpu;
15: end for '

16: return ¢ = {&,6,,....8, )

17: end

3.2.3. Entropy rate of a Markov chain

The adoption of the entropy rate of a first-order Markov chain in
our study stems from the inherent limitations associated with Shan-
non’s entropy when applied to human activity data. While Shannon’s
entropy is instrumental in quantifying the uncertainty or randomness
of individual events, it falls short of capturing the sequential and
dependent nature of human activities. In scenarios where activities
are interconnected, and one event potentially influences the next, a
more detailed measure is required to encapsulate the complexity and
variability inherent in such data. This motivates our approach to the
entropy rate of a Markov chain, a metric that not only accounts for
the uncertainty of individual states but also integrates the probabilistic
dependencies between consecutive states, offering a holistic view of the
dynamism in human activity patterns [32].

Suppose that X = {x,x,,...,x,} represents n states in a Markov
chain. Let x;,x; € X represent the previous state and the current state,

respectively. Then the probability P;; of the route from x; to x; can be
represented as:

P»-:P(xj|x,~) (2)

1

Where x; and x; € X. Suppose that there are n states in a Markov
chain, then the Markov chain can be represented as nxn matrix P, Jijex
called Transition Matrix T, an example is shown in Fig. 4. From Markov
chains, stationary distributions z can be calculated, which represents:

r=xT 3

In which, = is an n-dimension vector associated with a Markov chain
with » states. Using this, the entropy rate of a Markov chain can be
expressed as [33]:

n
52—2”1'})1',' log P;; (€]
ij

In which, #; is the probability in the stationary distribution asso-
ciated with activity x; € X in a Markov chain with the stationary
distribution. When calculating the entropy rate of a Markov chain,
there are two time-windows that need to be set, one time-window is
used to calculate P,; for target time-series data, and the other is used
to calculate #; to represent the characteristics of time-series data. The
time window to calculate P;; is set by the task objective. It should be
noted that the time window to calculate the stationary distribution z; is
important, as it should reflect the stationary pattern of the participant.
For example, participants’ routines may be affected by the seasons,
thus we need to avoid the possible effects of the seasons when setting
up the time windows to calculate the stationary distribution, such as
setting the time windows to override the seasonal variations. The dual
time-window approach for estimating ensures that the entropy rate is
sensitive to both immediate and long-term behavioral patterns, offering
a robust metric for analyzing and interpreting the multifaceted nature
of human activities. The complete procedure for calculating the Entropy
Rate of a Markov Chain is shown in the Algorithm 1.

3.2.4. Entropy production of a Markov chain

In dealing with complex dynamic time-series data, Shannon’s en-
tropy and entropy rate of Markov chains still have limitations. Shan-
non’s entropy, while effective in quantifying the uncertainty of informa-
tion, often overlooks the connectivity and associativity of information.
On the other hand, although the entropy rate of Markov chains con-
siders the probability of state transitions, it primarily describes the
system’s uncertainty and complexity at a statistical level, potentially
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failing to unveil the system’s internal dynamic evolution and com-
plex interactions in depth. Considering the activity patterns obtained
from PIR sensors as an example, dynamic evolution refers to how the
behavior and activity patterns change over time and under different
conditions. For example, an individual might exhibit different activity
patterns during various health conditions.

To overcome these limitations, we consider using entropy produc-
tion rate (EP) [34]. Originating in the field of physics, particularly
thermodynamics and statistical physics, EP not only quantifies the
system’s uncertainty but also delves into the system’s instability and
dynamic changes. This makes entropy production a powerful tool ca-
pable of revealing the intrinsic dynamics and complex interactions of
complicated dynamic systems. Although entropy production has its
roots in physics, its core idea focuses on quantifying and analyzing the
instability and dynamic changes of a system. In pattern recognition,
each person’s activity patterns can be viewed as a complex dynamic
system [35,36]. By calculating the entropy production of these systems,
we can unveil the complex dynamic patterns hidden in spatiotemporal
data and deeply understand the driving factors behind these patterns.

EP can be estimated by machine learning models such as the Neu-
ral Estimator for Entropy Production (NEEP), which can estimate EP
of Markovian systems [37]. Given a Markov chain trajectory S =
{s1,85,...,s;} and a function h, acting over previous state s, and the
current state s,,; in the Markov chain, where 6 denotes the trainable
neural network parameters, then the output of NEEP can be defined
as [371]:

f(g) = Z [ASQ (S,, S,Jrl) - e_ASH(Srv‘zH)] 5)
teL
Where A4S, is:
A4S (s1>5041) = hg (56541) = hg (5041,5) (6)

The model structure of NEEP is shown in Fig. 5 and the procedure
for training NEEP is shown in Algorithm 2. In NEEP, an embedding
layer is used to transform the discrete state into a trainable continuous
vector [37], and then the embedded data is input into a hidden MLP
layer. It has to be noted that, the length of the time series data is
very important when training NEEP, as we need to ensure that the
data for this period of time is sufficient for training and can reflect the
participant’s characteristics.

3.2.5. Von Neumann entropy of a Markov chain

The von Neumann entropy (VNE) originates from quantum me-
chanics. In quantum mechanics, VNE is employed to quantitatively
depict the uncertainty of a quantum state [38]. Compared to other

Algorithm 2 Training process of NEEP

1: Define: S = {s,,s,,....,s,} is a Markov chain trajectory, where L is the
length of the trajectory, and s € X, X = {x;,x,,...,x,}, n is the number of
states in the Markov chain.

Input: Markov chain trajectory S;
Output: The values calculated by the loss function J(6);

2: while termination condition not met do

3:  Embedding layer;

4:  Objective function

FO) = X [45 (s150) = e 5G| )

telL

5: Compute gradients Ve.f 0);
6:  Update parameters 6;
7: end while

entropy measures (such as Shannon’s entropy), von Neumann entropy
is based on a matrix form. This means that it can not only capture the
characteristics of a single variable in the time series but also deeply
grasp the interactions and relationships between different variables.
This integrative nature displays its strength in capturing complex data
structures.

Moreover, VNE possesses robustness, especially when dealing with
continuous values and limited data samples. The robust nature of von
Neumann entropy primarily stems from the density matrix in its com-
putational methodology. By building an appropriate density matrix, we
can capture the relationships and interactions between these states.
This allows VNE to consider the continuity and overall characteristics
of the data. Even if the data is noisy or incomplete, it can provide
a suitable approximation of the system’s overall state. This approach
ensures that, even when faced with minor perturbations or incomplete
data, VNE can deliver stable and consistent results.

As previously mentioned, we can regard each person’s activity
patterns as a complex dynamic system. Therefore, VNE offers us a new
perspective to analyze time-series data. Taking PIR sensors as an exam-
ple, for the complex time-series data collected in household settings,
we can approach from both the perspectives of activity frequency and
activity duration, as shown in Fig. 6. This allows us to analyze time-
series data from both spatial and temporal perspectives. In addition,
due to the presence of the density matrix, VNE can also conduct a
comprehensive analysis of the data from both horizontal and vertical
perspectives.
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Fig. 6. An example for the von Neumann entropy of a Markov chain. Suppose that there are five locations (states) in a Markov chain, and we plan to calculate the von Neumann
entropy of one week. From the perspective of spatial, (D: count the frequency af. of different routes in a Markov chain for each day of the week, in which i and j represent
the previous location and the current location, respectively; ): aggregate weekly activity frequency; @: transfer the weekly activity frequency to the activity frequency matrix
A; @: calculate the Pearson correlation Matrix R between each day; ®: calculate the density matrix p by f(s); ®: calculate the von Neumann entropy by f’(s). And from the
perspective of temporal, the only difference is changing the activity frequency to activity duration.

Given a density operator p with N eigenvalues 4, _,, VNE is defined
as follows:

N
S(p)=—tr(plogp) =— Y A;log 4, 8
j=1

One of the key points to calculate VNE is to obtain the density
operator p, which must satisfy (i) be Hermitian, (ii) have unit trace, and
(iii) be positive semi-definite. Given R € R, an N-dimension Pearson
correlation matrix of the human activity data, then the density operator
p can be defined as [39]:

p=R/N ©

The density operator p, calculated by Eq. (9) satisfies all the re-
quirements. However, it has to be noted that the density operator p,
which is calculated from real-world data, may be sparse, and thus, there
may be anomalies in the calculation of logp using standard classical
mathematical methods. Therefore, we calculate logp by Mercator’s
Series. Suppose B is a matrix and sufficiently close to the identity
matrix I, and ||B — I|| < 1, then a logarithm of B can be computed
by means of the following k-power series [40]:

0 _nk
tog(B) = Y-+ B0 (10)
k=1 k
This means we can obtain log p by:
) _ I)k
i _ N o P 11
og(p) = Y (-1) . an

k=1
Integrating Eq. (8), Egs. (9) and (10), the VNE can be obtained. The
complete procedure for calculating VNE is shown in the Algorithm 3.

3.3. Feature selection

Feature selection has a crucial role in modeling by identifying
relevant variables that contribute to the predictive power of the model
while reducing dimensionality and computational cost. When the
dataset allows for state-transition modeling, we prioritize the entropy
features associated with Markov chains, including Shannon’s entropy,
entropy rate, entropy production, and von Neumann entropy of Markov
chains. Conversely, for non-state-transition modeling, we deploy a
feature selection methodology utilizing mutual information (MI) and
the Pearson correlation coefficient (PCC) to select appropriate entropy
features from several entropy methods. The detailed steps of the feature
selection process are shown in Algorithm 4.

Initially, features are ranked based on the MI between each feature
f; and the target label 7. This ranking reflects the mutual dependency

Algorithm 3 von Neumann entropy of a Markov chain

1: Define: S = {s,,s,,..,s,} is a Markov chain trajectory, where L is the
length of the trajectory, and s € X, X = {x;,x,,....x,}, n is the number
of states in the Markov chain. V' N is the von Neumann entropy of a
Markov chain. TW, is the time window required for the target task, where
TW, <= L. SP is the start point;

Input: Markov chain trajectory S;

Output: The V'N;

2: Set TW,;

3: for SP=0; SP+TW, <=L; SP=SP+TW, do

4:  Calculate original matrix A (e.g., activity frequency matrix);

5 N X N Pearson correlation Matrix R of A;

6:  Density operator p <« p=R/N;

7 von Neumann entropy V N(p)

T (e B

8: end for

< VN(p) = Tr(plogp).logp =

Algorithm 4 Feature Selection Using MI and PCC

1: Define: Dataset D with features F and target variable 7. Mutual infor-
mation I, Pearson correlation coefficient p, and selection threshold 6 =
0.8.

Input: Dataset D, Number of features to select N;

Output: Set of selected features F,;

2: Calculate MI for each feature f; in F with the target T using:

8 1(/3T) = Tier Eyer 2,00 log (L2 )

4: Rank features in F based on calculated MI, resulting in ranked list F,,,.,

5: F, « @, F,yperea < first N features from F, .,

6: while the number of features in F; is less than N do
7: Fremp “ Fsz[ecled

8:  for each pair (f;, f)) in F, ., where i # j do

9: Calculate Pearson correlation coefficient p for f; and f; using:
1o e dp VEGu TP EG T 7

11: if p(f;, f;) > 6 then

12: Remove the feature with lower MI from F,,,,
13: end if

14:  end for

15: Fy < Fiopp

16:  Fyypeeq < Next (N —number of features in F,) features from F, .,

17: end while
18: Return F;

of variables, which is essential for unraveling complex and non-linear
relationships. The MI for each feature is computed as:

Pfin)
I(f;T) = W 1 I ALLcan I 12
=2, %M g °g<p<f,-)p<z>> a2
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Fig. 7. An example of a PLWD with clear routine activities (a) and another PLWD with fewer routine activities (b). The participant with more routine activities tends to have a
more consistent daily activity pattern at the same time each day, as shown in the red boxes. The x-axis shows the time of the day, the y-axis shows different days, and the different
colors represent different locations in the house. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)

Where f; represents the ith feature and T is the target label. This
ranking process is fundamental as it guides the subsequent selection of
features by highlighting their respective importance.

Upon ranking the features, we select the top N features for further
analysis. To address potential multicollinearity, we calculate the pair-
wise PCC among these features. If the correlation coefficient between
any two features f; and f; exceeds the empirically determined thresh-
old, we retain only the feature with the higher MI score and select the
next feature in the rank until the top N features are distinct and less
correlated. The PCC between two features f; and f; can be calculated
as:

S = T = 7))
N
VEG = 7220 - 72

Where p denotes the PCC between features f; and f;.

In this paper, the default threshold is 0.8, following the convention
established in prior research where it is often considered a cutoff point
for high correlation [41,42]. This value is widely recognized as a
practical balance between including informative features and excluding
redundant ones. Our approach ensures that the retained features are not

only relevant to the target but also provide unique information, thereby
mitigating the risk of multicollinearity.

ofif)) = # a3)

4. Implementation & evaluation setup

We have implemented our entropy-based analysis framework on
three distinct datasets: a dementia care dataset from the ongoing UK
Dementia Research Institute’s Minder study, and two publicly available
datasets on epileptic seizure (ESRD) and heart disease (PTBDB) focusing
on EEG and ECG signals, respectively. In terms of model selection,
our analysis encompasses Logistic Regression (LR), Support Vector
Machines (SVM), Multi-Layer Perceptron (MLP), Convolutional Neural
Network (CNN), Long Short-Term Memory (LSTM), and a combined
CNN-LSTM architecture (further details are provided in Section 4.2).
The datasets are partitioned into training, validation, and test sets,
following a 70%, 15%, 15% split ratio, respectively. To ensure the
reliability of our findings, all experiments are conducted 30 times, with
both the mean and standard deviation of the results being computed.

4.1. Datasets

The datasets we used in our experiment are: the Minder dataset,
collecting activity data of the people living with dementia (PLWD) [33];
the epileptic seizure recognition dataset (ESRD), collecting EEG data
[17]; and the PTB diagnostic ECG database (PTBDB), collecting ECG
data [18,19].

4.1.1. Minder dataset

We use data from an in-home monitoring study (illustrated in
Fig. 1), called Minder, to support PLWD [33]. The Minder platform
collects various digital markers, including activity data, home device
usage, and clinical information. The Minder study protocol received
ethical approval from the London-Surrey Borders Research Ethics Com-
mittee and South West London Ethics Committee (linkhere) and we
obtained informed written consent from all study participants.

The dataset is labeled by our monitoring team in response to alerts
generated by the Minder platform, which operates 24/7. These alerts
are confirmed with either the person living with dementia (PLWD)
or their caregivers, ensuring the accuracy of information on potential
health-related events such as falls, abnormal motor behavior, hos-
pital admissions, urinary tract infections, and symptoms of anxiety,
depression, agitation, confusion, and disturbed sleep patterns. Data
corresponding to participants who have experienced such events are
specifically labeled to indicate these adverse health occurrences.

In our research, we concentrate on analyzing Minder’s activity data,
which falls under the category of state-transition data. This dataset
encompasses 3,762 person-weeks of information, gathered from Decem-
ber 2020 to March 2022. The average age of the study participants is
79 years. It is important to note that all data used in this study has been
anonymized to protect participant privacy.

The activity data in the Minder platform is collected using PIR
sensors installed in various locations, including the kitchen, bathroom,
bedroom, lounge, and hallway, as shown in Fig. 2.A. The PIR sensor
logs an event with seconds precision when a person passes by. The
recorded data shows the household’s life patterns over time; an example
of raw data is shown in Fig. 7, which compares the routine activities
of two PLWDs.


https://www.hra.nhs.uk/about-us/committees-and-services/res-and-recs/search-research-ethics-committees/london-surrey-borders/
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Fig. 9. The histogram color maps for PTBDB are marked as abnormal (a) and normal (b). The x-axis represents sampling points, and the y-axis represents the normalized value

of the heartbeat.

4.1.2. Epileptic seizure recognition dataset

The Epileptic Seizure Recognition Dataset (ESRD) comprises 11,500
time-series EEG signal samples from 500 subjects, designed for ana-
lyzing EEG signal variations during seizures, categorizing it as non-
state-transition data [17]. Each sample is divided into 23 segments,
with each segment containing 178 data points spanning one second.
The UCI has processed the original dataset, shuffling the segments
to create the 11,500 time-series EEG signal samples. An illustrative
visualization of ESRD is presented in Fig. 8. This dataset encapsu-
lates five distinct health states, one of which is specific to epileptic
seizures, while the remaining four represent normal conditions with-
out epilepsy symptoms. Despite the dataset’s potential for multi-class
analysis, many researchers opt for binary classification, focusing on dif-
ferentiating class 1 (epileptic seizures) from the other classes. Similarly,
our research aims to distinguish between individuals with and without
epileptic seizures.

4.1.3. PTB diagnostic ECG database

To further assess the applicability and scalability of our analysis
pipeline, we evaluated it using the PTB Diagnostic ECG Database
(PTBDB), which consists of 549 records from 290 subjects (n = 209
male, and 81 female), classified as non-state-transition data [18,19].
The participants’ ages range from 17 to 87 years, with an average age
of 57.2 years. The data is recorded at a sampling frequency of 125 Hz.
The Diagnostic class encompasses a variety of conditions including
myocardial infarction, cardiomyopathy/heart failure, bundle branch
block, dysrhythmia, myocardial hypertrophy, valvular heart disease,
myocarditis, among others, as well as healthy controls. For this study,

we specifically extract heartbeat signals from ECG lead 2 [43], concen-
trating on the myocardial infarction and healthy control groups. The
dataset comprises a total of 14,552 samples. Color maps in histograms
depicting the PTB data as abnormal and normal are illustrated in Fig. 9.

4.2. Models and performance metrics

In this section, we introduce models of the state-transition data,
models of the non-state-transition data, and the performance metrics.

4.2.1. Models of the state-transition data

For the model of the state-transition data, after feature extrac-
tion, we utilize LR, SVM, MLP, and LSTM as classifiers, following the
standard procedure in the domain of medical feature extraction [44—
46].

To evaluate the performance of our method on both linear and
non-linear classifiers, we utilize LR and SVM (with a linear kernel)
as linear classifiers and MLP and LSTM as non-linear classifiers. To
optimize the parameter configurations for the LR and SVM models, we
employ a grid search strategy. This strategy is implemented using the
GridSearchCV tool from the scikit — learn library in Python. For LR,
the grid search covers multiple candidate values for the regularization
strength parameter C (0.001, 0.01, 0.1, 1, 10, 100), regularization
methods (L1 and L2), and solver (liblinear, newton-cg, 1bfgs, sag, saga).
For SVM, we consider different C values (0.001, 0.01, 0.1, 1, 10, 100).

To optimize MLP and LSTM, we used a strategy that combined
temperature warm-up and cosine annealing to optimize the learning
rate. For the network structures of MLP and LSTM, to ensure a fair
comparison, we set the same number of hidden layers (two hidden
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layers). For the number of nodes, we scale them proportionally to the
input size to ensure a fair comparison. For example, if the input size
of the baseline is a, the hidden size of the baseline is b, the input size
of the entropy-based method is ¢, and the hidden size of the entropy-
based method is d, we ensure that the ratio of a/c is consistent with
b/d. We utilize Binary Cross-Entropy loss function, and SGD optimizer.
Considering the effect of the month, we set the time step of LSTM to 4
weeks of data.

We divide the entire dataset into three parts: a training set, a
validation set, and a test set. The specific split ratio is 70% for the
training set, 15% for the validation set, and 15% for the test set. The
training set is used for model training, the validation set is used for
tuning model parameters, and the test set is used to evaluate the final
performance of the models.

« Baseline. For the state-transition data (Minder dataset), there
is limited research on feature extraction for PIR sensors. We follow
the research of Chimamiwa et al. [47], utilize the average frequency
and average duration of different activities as the baseline, and also
split one day into daytime (06:00-18:00) and nighttime (18:00-24:00
and 00:00-06:00). The extracted feature is then fed into the classifier
including LR, SVM, MLP, and LSTM.

« Entropy-Based. For the state-transition data, we prioritize the
entropy features associated with Markov chains, including Shannon’s
entropy of Markov chains, entropy rate of Markov chains, EP of Markov
chains, VNE of Markov chains (activity frequency), VNE of Markov
chains (activity duration), and activity duration difference of Markov
chains in each week (daytime and nighttime).

4.2.2. Models of the non-state-transition data

For non-state transition data (ESRD and PTBDB dataset), since
deep model-based feature extraction methods are popular recently,
we utilize CNN-based feature, LSTM-based feature, and CNN-LSTM-
based feature as the baseline. Considering that these three approaches
utilize deep learning models and to ensure experimental consistency,
fairness, and effective comparisons, our entropy-based method employs
MLP as the classifier. Additionally, MLP offers advantages in terms
of computational efficiency and model simplification. All these deep
learning models utilize the strategy of combining temperature warm-up
and cosine annealing to optimize the learning rate.

« Baseline. For the CNN-based features, when dealing with the ESRD
and PTBDB datasets, we employ a 1D-CNN model. This model design
is followed by Khalilpour et al.’s research [48], and we optimize its
structure to suit our data better. The raw data is used as input to
this model. Similarly, for LSTM-based features, we reference the LSTM
model proposed by Farisi et al. [49]. This model also takes the raw
data as input, and we make adjustments to it to better align with
our data. For the CNN-LSTM-based feature analysis, we follow the
model proposed by Hussain et al. [22]. Specifically, they propose a
CNN-LSTM model, in which the CNN is used for front-end feature
extraction, while the LSTM is employed for learning temporal patterns
in the back end. To better extract features and capture non-stationary
and time-varying information, they transform the original signal into
time-frequency domain signals through a five-level decomposition and
a one-level approximate discrete wavelet transform (DWT). The loss
function and optimizer of the above models are kept consistent with
the state-transition model.

« Entropy-Based (Ours). For non-state-transition data, we first calcu-
late several entropy features such as increment entropy, approximate
entropy, and slope entropy; we then utilize MI and PCC for feature
selection (as illustrated in Section. 3.3). After feature extraction, we
add an MLP classifier. The model structure of the MLP is designed to
be as simple as possible while maintaining model performance. The loss
function and optimizer are kept consistent with the baseline model.
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4.2.3. Performance metrics

To evaluate the performance of these models comprehensively, we
utilize accuracy, F1 score, recall, and Area Under the Curve (AUC)
as the evaluation metrics. Accuracy intuitively reflects the overall
classification capability of the models, while F1 score and recall provide
a deeper understanding of the model performance in binary classifi-
cation, especially important in medical scenarios. Additionally, AUC,
as an important metric, can reflect the model’s ability to differenti-
ate between positive and negative classes at different thresholds. It
takes into account the model’s sensitivity and specificity and serves
as an effective tool for assessing the accuracy of model predictions in
terms of probabilities. The combined use of these metrics allows us to
comprehensively assess the performance of the models from multiple
dimensions, ensuring a comprehensive understanding of model effec-
tiveness. In addition, for the evaluation of the non-state-transition data,
since we compare the entropy-based method to the deep models, we
also calculate the model parameter count by the summary() function
from TensorFlow or by iterating through the model in PyTorch.

5. Evaluation results

We evaluate our method on three datasets: Minder, ESRD, and
PTBDB. Minder is a state-transition dataset, ESRD and PTBDB are
non-state-transition datasets. We utilize accuracy, F1 score, recall, and
ROC-AUC as the evaluation metrics.

5.1. Minder database

Minder data represents a state-transition model in which each lo-
cation is a node/state, and movements between locations are repre-
sented as transitions. We prioritize the entropy features associated with
Markov chains. Additionally, we consider the effect of sundowning
and circadian rhythms in people living with dementia (PLWD) [50]
by dividing one day into two time periods: daytime (06:00-18:00) and
night (18:00-24:00 and 00:00-6:00). Following these configurations,
the baseline features are the average frequency and average duration
of different activities in each week (daytime and nighttime) [47]. The
output of the models is healthcare-related events (True or False).

The entropy features are Shannon’s entropy of Markov chains,
Entropy rate of Markov chains, EP of Markov chains, VNE of Markov
chains (activity frequency), VNE of Markov chains (activity duration),
and activity duration difference of Markov chains in each week (day-
time and nighttime). Since the frequency of our dataset labels is one
week (indicating whether there are any anomalies within the week),
we calculate a series of entropy values by the week. For Shannon’s
entropy, we first calculate the entropy of each day (distinguishing
between daytime and nighttime) and then compute the weekly average
value. For EP, as it is calculated by machine learning models, for each
participant, we first train the model using the training data and then
calculate the EP for each week. For the entropy rate, to represent the
stationary pattern and avoid the impact of seasonal changes, we set the
time window to four months to calculate the stationary distribution
r, with the target time window being one day, and then calculate
the weekly average value. For VNE, we calculate the frequency (or
duration) of various activities within a day and then compute the VNE
for each week. The output of the models is healthcare-related events
(True or False).

Fig. 10, Fig. 11, and Table 1 show the evaluation results of Minder.
The entropy-based method exhibits effectiveness across different mod-
els. Through comprehensive analysis, we find that the entropy-based
method can significantly improve performance for both linear models,
such as LR and SVM (linear kernel), as well as non-linear models like
MLP and LSTM. Specifically, we observe an average increase of 13.08pp
in recall rate, 10.80pp in F1 score, and 7.88pp in accuracy.

This performance improvement can be attributed to the enhanced
ability of the entropy-based method to capture the complexity of pat-
terns and temporal dependencies. Traditional baseline features, such
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Fig. 10. The evaluation results of the Minder database. The x-axis represents different evaluation metrics. We can find that, for four different models, compared with the baseline
features, modeling by the entropy features can improve the recall rate, F1 score, and accuracy.
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Fig. 11. The ROC-AUC curves of the Minder database.

as average activity frequency and duration, may have limitations in
revealing complex data structures with temporal dependencies. In con-
trast, the entropy-based method provides a powerful way to deepen the
understanding of intrinsic dynamic variations in data by quantifying
the uncertainty and randomness of state transitions in Markov chains.
Measures of entropy such as Shannon’s entropy, entropy rate, EP, and
VNE not only capture the probability distribution of activities but also
reflect the diversity and uncertainty of system states, helping the model
to uncover nonlinear relationships and complex interactions in the data
more effectively.

The entropy-based method performed better on non-linear models
such as LSTM and MLP. For example, after adopting the entropy-based
method, the LSTM model shows an 18.78pp increase in recall rate,
15.12pp in F1 score, and 10.69pp in accuracy. Similarly, the MLP
model also exhibits an 18.02pp increase in recall rate, 13.42pp in
F1 score, and 7.51pp in accuracy. This is because these non-linear
models have multi-layer processing and memory capabilities, signif-
icantly improving the performance of complex pattern recognition
and the utilization of high-dimensional features. This enhancement is
particularly important when dealing with multi-variate, multi-source,
state-varying, and noisy time-series data, highlighting the potential of
the entropy-based method in time-series analysis.

Furthermore, we evaluate the model performance using ROC-AUC
curves. As shown in Fig. 11, all models exhibit an improvement in
AUC values after utilizing entropy-based features. In the LR model,
the introduction of entropy-based features increases the AUC value
from 0.56 to 0.63, while the SVM model’s AUC value improves from
0.59 to 0.70. In the MLP model, the entropy method improves the
AUC value from 0.78 to 0.93, indicating its sufficient performance in
distinguishing between positive and negative classes. The LSTM model
also achieves an AUC value of 0.98 after adopting entropy features.
These improvements underscore the effectiveness of the entropy-based
method in processing complex time-series data. Consistent with our
previous analysis, the entropy-based method significantly enhances the
model’s ability to analyze time-series data.

5.2. Epileptic seizure recognition dataset (ESRD)

ESRD is a non-state-transition dataset; we aim to differentiate be-
tween the normal participants and those with epileptic seizures. Due
to the popularity of deep model-based feature extraction methods in
the analysis of EEG and ECG data, we use CNN, LSTM, and CNN-LSTM
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Table 1
The average performance of the models for the Minder.
Evaluation Baseline Entropy Improvement
LR Recall rate 50.13 + 4.68% 58.97 + 4.61% 8.84pp
F1 score 52.63 + 4.11% 58.46 + 4.42% 5.83pp
Accuracy 55.52 + 4.13% 58.03 + 4.71% 2.51pp
SVM Recall rate 56.05 + 4.60% 62.72 + 6.56% 6.67pp
F1 score 52.82 + 4.75% 61.63 + 4.30% 8.81pp
Accuracy 50.12 + 5.75% 60.94 + 4.03% 10.82pp
MLP Recall rate 66.14 + 5.70% 84.16 + 5.21% 18.02pp
F1 score 71.55 + 5.61% 84.97 + 4.97% 13.42pp
Accuracy 78.37 + 8.11% 85.88 + 5.51% 7.51pp
LSTM Recall rate 71.51 + 4.04% 90.29 + 4.41% 18.78pp
F1 score 76.17 + 4.27% 91.29 + 3.72% 15.12pp
Accuracy 81.72 + 6.41% 92.41 + 4.18% 10.69pp
Average Recall rate - - 13.08pp
F1 score - - 10.80pp
Accuracy - - 7.88pp

models as baselines. All of these baseline models are derived from state-
of-the-art (SOTA) research [22,48,49] and are adjusted to better fit the
characteristics of our dataset. We perform Z-score normalization and
alignment on the raw data. For CNN-based and LSTM-based models,
the input to the models is the pre-processed data. For the CNN-LSTM-
based model, in addition to data pre-processing, we also conduct DWT
transformations and utilize the transformed signals as model inputs.
The output of the models is participants with epileptic seizures (True
or False).

For the entropy-based method, we first calculate a series of entropy
features, then employ feature selection by MI and PCC. The feature
selection result is shown in Fig. 12. Based on the MI, we first select the
top four features, including increment entropy, approximate entropy,
slope entropy, and sample entropy. Subsequently, to avoid feature
collinearity and redundancy, we conduct a secondary selection of the
selected features based on the PCC. We observe that the sample entropy
and approximate entropy exhibit a relatively high PCC (higher than
0.8), with approximate entropy having a higher MI score. Therefore, we
retain approximate entropy and, in descending order according to MI
ranking, select phase entropy as the next feature to keep. Afterwards,
by checking the PCC again, we find that all the selected features have
no significant collinearity or redundancy and have sufficient MI scores.
Therefore, the selected entropy-based features for ESRD are increment
entropy, approximate entropy, slope entropy, and phase entropy. Since
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Fig. 12. The feature selection result of ESRD, including Pearson relationship matrices (the left) and mutual information (the right). In the right figure, the selected features are
in red while the unselected features are in blue. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)
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Fig. 13. The results of ESRD. (a) is the evaluation results, including recall rate, F1 score, accuracy, and ROC-AUC. (b) is the comparison of the model structure between the
baseline and entropy models. As we utilize pre-processed data with less data noise, the AUC-ROC performances of all the models are ideal.

Table 2
Comparison of ESRD classification results.

F1 score

92.51 + 0.98%
95.12 + 0.54%
96.08 + 0.77%
97.82 + 0.43%

3.25pp

Recall rate

91.18 + 1.04%
95.74 + 1.09%
96.30 + 1.35%
97.53 + 0.74%

3.12pp

Accuracy

93.90 + 1.07%
94.52 + 0.93%
95.88 + 0.53%
98.12 + 0.67%

3.35pp

Baseline-CNN
Baseline-LSTM
Baseline-CNN-LSTM
Entropy-MLP

Avg Improvement

the baseline utilizes deep learning models, we employ MLP as the clas-
sifier for the entropy-based method, which can also offer advantages in
terms of computational efficiency and model simplification.

The experimental results for ESRD are shown in Fig. 13 and Table 2,
revealing improvements in both model performance and efficiency with
the entropy-based method. In the task of epileptic seizure recognition,
compared to the baselines, the entropy-based MLP method shows an
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average improvement of 3.12pp in recall, 3.25pp in F1 score, and
3.35pp in accuracy. The ROC-AUC curve also shows a sufficient model
performance of the entropy-based model. Furthermore, the model’s
parameter count is significantly reduced, with an average reduction of
3.05 times. This improvement shows the effectiveness and efficiency of
the entropy-based method.

The effectiveness of the entropy-based method can be explained
from several perspectives. Firstly, entropy can measure signal uncer-
tainty and complexity, which is particularly crucial in the analysis of
EEG and ECG signals. By combining and integrating series entropy
features, we can capture the nonlinear characteristics and underlying
dynamic variations from different aspects, which are vital for recog-
nizing atypical pattern changes such as epileptic seizures. Secondly,
feature selection by MI and PCC can effectively remove redundant
features while retaining the most informative ones. This reduces model
complexity, prevents overfitting, and enhances model generalization.
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Fig. 14. The feature selection result of PTBDB, including Pearson relationship matrices (the left) and mutual information (the right). In the right figure, the selected features are
in red and the unselected features are in blue. (For interpretation of the references to color in this figure legend, the reader is referred to the web version of this article.)

The efficiency improvement of the entropy-based method stems
from the fewer model parameters compared to the baselines, reducing
computational complexity. This not only lowers the risk of overfitting
but also makes the model more suitable for real-time analysis and large-
scale data processing. Additionally, parameter reduction implies that
the model is more efficient during both training and inference stages,
which is particularly important for medical applications requiring rapid
responses.

5.3. PTBDB

PTBDB is a non-state-transition dataset. We aim to distinguish the
ordinary participants and the participants with any heart disease. Fol-
lowing the configurations of the experiments on the ESRD dataset, we
also employ CNN-based, LSTM-based, and CNN-LSTM-based models as
baselines [22,48,49]. The preprocessing steps are the same as the ESRD
experiments. The output of the models is the participants with any heart
disease (True or False).

The feature selection result is shown in Fig. 14. Based on the MI, we
first select the top four features, including phase entropy, dispersion
entropy, approximate entropy, and slope entropy. Then we conduct
a secondary selection of the selected features based on the PCC, and
all the selected features exhibit a relatively low Pearson correlation
coefficient (lower than 0.8). Therefore, we select the above entropy
features as the entropy-based features. Similar to the experiment con-
figuration with the ESRD dataset, we employ MLP as the classifier for
the entropy-based method.

The experimental results for PTBDB are shown in Fig. 15 Table 3,
showing improvements in both model performance and efficiency with
the entropy-based method. The entropy-based method achieves similar
model performance to the SOTA, showing an average improvement
of 1.91pp in recall rate, 1.59pp in F1 score, and 1.28pp in accuracy.
The ROC-AUC curves also demonstrate that we achieve similar model
performance to the SOTA methods. For the model’s parameter count,
compared to the baselines, the entropy-based model can achieve an
average reduction of 3.14 times.

The entropy-based approach has shown consistent effectiveness
across both state-transition and non-state-transition datasets, marked
by both robust model performance and operational efficiency. This
success is largely due to the utilization of various entropy features
for feature extraction and the implementation of strategic feature
selection processes. Incorporating multiple entropy features facilitates
a comprehensive analysis of time-series data by harnessing a broader
spectrum of information, which traditional methods might overlook.
Simultaneously, the process of feature selection meticulously eliminates
features that exhibit high redundancy or collinearity, thereby stream-
lining the dataset and improving the efficiency and accuracy of the
model. The strategic choice and use of entropy features significantly
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Table 3
Comparison of PTBDB classification results.

Recall rate F1 score Accuracy

93.70 + 0.88%
94.14 + 0.60%

Baseline-CNN
Baseline-LSTM

92.16 + 1.83%
93.11 + 2.02%

92.92 + 1.22%
93.61 + 1.27%

Baseline-CNN-LSTM 94.07 + 1.57% 94.32 + 1.28% 94.59 + 1.58%
Entropy-MLP 95.02 + 0.76% 95.21 + 0.64% 95.42 + 0.99%
Avg Improvement 1.91pp 1.59pp 1.28pp

enhance the models’ efficiency, allowing for the achievement of desired
performance levels without resorting to overly complex models. This
aspect is particularly beneficial in healthcare settings, where quick and
accurate feedback is paramount.

6. Discussion and future work

To evaluate our method, we conduct experiments on three different
datasets. The results show that, compared to the baseline, our method
can improve performance on various evaluation metrics and different
types of datasets. This can help to develop more robust decision-support
tools for applications that use neural time-series data or applications
in other fields that use similar data. The first dataset is the daily
activity data of PLWD, which is state-transition data collected by
PIR sensors. Information theory-based methods can effectively identify
unusual patterns in this type of data. The second and third datasets are
the seizure dataset and the electrocardiography dataset, which are non-
state-transition data. Information theory-based methods also accurately
identify patients with epilepsy and heart disease, achieving an effective
diagnosis. We attribute the improvements mainly to:

« Effective high-level entropy features. Entropy features consider criti-
cal statistical information, aiding in the extraction of advanced features
from raw data that traditional neural networks struggle to automati-
cally extract. We design, apply, and select different entropy features
for various time-series data. For state-transition data, besides using
Shannon entropy, we also preprocess the original data into a first-order
Markov chain and apply the entropy rate, entropy production, and von
Neumann entropy. For non-state-transition data, we employ different
variants of entropy, such as increment entropy and slope entropy.

 Multi-dimensional Entropy Feature Analysis. Our methodology in-
tegrates a variety of entropy features, each designed to uncover the
inherent complexity of the data from distinct viewpoints [51,52]. By
adopting this multi-dimensional strategy, we achieve a deeper and
more nuanced comprehension of the dynamics and structures present
in neural time-series data. Whereas conventional analysis techniques
might concentrate on a singular data characteristic or statistic, thus
risking the omission of other crucial data attributes, our approach to
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Fig. 15. The results of PTBDB database. (a) is the evaluation results. (b) is the comparison of the model structure between the baseline and entropy models. As we utilize
pre-processed data with less data noise, the AUC-ROC performances of all the models are ideal.

multi-dimensional entropy feature analysis ensures a broad capture of
the data’s facets, providing a more detailed and precise representation

« Efficient feature selection. To mitigate the potential decline in model
performance caused by redundant and highly collinear features, we
implement a feature selection process grounded in information theory.
This process employs both mutual information and the Pearson corre-
lation coefficient matrix to discern and select the optimal k entropy
features for our modeling efforts.

o Model simplicity enhanced by efficient entropy features. Traditional
deep learning models often necessitate extensive computational re-
sources and time to analyze complex time-series data effectively. Yet,
by leveraging entropy features, our approach enables the attainment
of favorable outcomes using simpler model architectures, like LR and
MLP. This advancement not only boosts the efficiency of the model but
also aids in minimizing model complexity and enhancing interpretabil-
ity.

However, there are also some limitations in the proposed solutions.
We plan to investigate and address the limitations of the solution in
future work. The key limitations are listed below.

o Dynamic Feature Selection. We introduce a feature selection
methodology centered around Mutual Information (MI) and Pearson
Correlation Coefficient (PCC), designed for static and comprehensive
medical time-series data. This selection approach is initially formulated
in the Cloud and subsequently implemented locally. Nonetheless, the
dynamic nature and frequent incompleteness of medical data pose
significant challenges in real-world settings [53-55]. Liu et al. [56] de-
veloped a technique for dynamic mutual information feature selection
that caters to evolving datasets over time, proving adept at real-time
adjustments and responsiveness to data fluctuations. Similarly, Luo
et al. [57] have concentrated on feature selection for datasets with in-
complete information, addressing the critical issue of handling missing
or partial data. In our subsequent efforts, we aim to incorporate these
dynamic and incomplete data-focused techniques to broaden and refine
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our method’s effectiveness across diverse medical data contexts. This
enhancement will significantly extend the applicability and robustness
of our approach in various medical scenarios.

o Model Interpretation. While incorporating diverse entropy features
has improved both the performance and stability of our models, it has
also somewhat complicated the interpretation of these models. In our
forthcoming research endeavors, we intend to investigate and devise
more streamlined approaches and tools specifically aimed at facilitating
the interpretation and comprehension of complex entropy features, as
well as elucidating their impact on model performance.

oIntegration of Multimodal Datasets. We also recognize the complexity
and diversity of neural time series data and plan to explore how
to effectively incorporate data from different sources and modalities
into our analysis framework. This will involve developing data fusion
techniques and algorithms to enhance the model’s generalizability and
accuracy.

» Expansion of Application Scope. The proposed method has the
potential to be extended to other types of time series data. In future
work, we plan to explore how this methodology can be applied to
fields such as finance, meteorology, and energy, aiming to unlock new
insights and enhance analytical precision in these areas.

« Personalization and Customization. We will continue to explore how
to customize and optimize our method to meet the needs of specific
applications and groups. This may include developing personalized
models that take into account individual differences and specifications.

7. Conclusions

We propose a highly general pipeline that uses information theory
and entropy to extract high-level features and analyze pattern recog-
nition from inherent low-level neurological time-series data, which
can reduce privacy risks, improve model performance and enhance
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efficiency. This pipeline’s effectiveness and scalability have been val-
idated through pattern analysis in datasets concerning dementia care,
epilepsy, and myocardial infarction. For instances involving stochastic
state transitions, our approach utilizes features derived from Shannon’s
entropy, entropy rates, entropy production rate, and von Neumann
entropy of Markov chains. In situations where state transition modeling
does not apply, we employ approximate entropy, increment entropy,
dispersion entropy, phase entropy, and slope entropy. Furthermore,
we introduce an entropy feature selection method based on mutual
information and the Pearson correlation matrix. The results show that,
compared with the baseline, the entropy-based method improves the
recall rate, F1 score, and accuracy on average by up to 13.08pp. We
also compared the pipeline with deep learning models on ESRD and
PTBDB. The results show that the pipeline can also enhance efficiency
with an average reduction of 3.10 times in the number of model
parameters. The proposed pipeline offers a versatile, high-precision,
privacy-preserved, and efficient solution for analyzing time-series data
for pattern recognition in neurological conditions, which can be applied
to various scenarios in healthcare.
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Appendix
A.1. Entropy and entropy variants

A.1.1. Approximate entropy

For non-Markovian chain systems, Approximate Entropy (ApEn) can
be used to quantify the complexity of the system. Given a time series
dataset {u(i) : 1 <i < N} with N samples, form the sequence in order
to generate an m-dimension vector:

W' (i) = [u@),u@+1),...,ui+m—-=1] i=1,N—-m+1 (A1)

Define the distance between the vectors u’(i) and u'(j) to be the
maximum of the differences between the corresponding elements of the

two vectors:
' (i, u' ()] = kig?ﬂ{}[lu'(i + k)= (+ Rl (A.2)

Given a threshold p, count the number of d[/ (i), ' (j)] <= p, denoted
as A% (p), and calculate the ratio of A}, (p) to N—m+1, denoted as BY, (p):

Bl'(p) = i (A-3)
1= N-m+1 ’
Calculate the average value of B} (p):
1 N-m+1
B0 = NZ;,I BY(p) (A4

Increase the dimension from m to m+ 1, and repeat the above steps.
For sequences of finite length, an estimate of the sample entropy can
be obtained as [58]:

ApEn(m,r, N) = B"(p) — B""(p) (A.5)
A.1.2. Increment entropy

The Incremental Entropy (IncrEn) algorithm is a method for calcu-
lating the entropy of a sequence of data points incrementally rather
than computing the entropy of the entire sequence all at once. Given
a time series dataset {u(i) : 1 < i < N} with N samples. Construct
an increment time series {v(i),1 < i < N — 1] by v(i) = x(i + 1) — x(i)
from u(i). Hence, for a positive integer m, N — m vectors of dimension
m are derived from an incremental time series. These vectors, denoted
as V(k) = [vk),v(k +1),...,v(k + m = 1)],1 < k < N — m, represent
contiguous segments of the time series. Each element in a vector V (k)
is mapped onto a word of two letters. The sign of each component is
represented by v;(ﬂ =sgn(v(k+j)),j =1-+,m—1, and the magnitude of
each component in relation to the other components within the vector
is represented by gy, ;,j = 1,...,m — 1 for a quantifying resolution r.
As a result, N —m words, w,1 < k < N — m, are generated. Each word,
consisting of 2 x m letters, can have (2r + 1)" variations, depending on
the values of m and r. The frequency of occurrence of each unique word
w, is defined as:

_0(w)
T N-m
where Q (w,) signifies the count of the unique word w, within the

{w; }. The Increment Entropy (IncrEn) of order m (where m is equal
to or greater than 2) and resolution R is defined as:

p(w,) (A.6)

QR+1)™
IncrEn(my=— ' p(w,)logp(w,)

n=1

(A7)

A.1.3. Dispersion entropy

Dispersion entropy (DE) can be used to describe the complexity of
time series data. For time series with low regularity, DE can reflect
the degree of disorder of the series [59]. Given a time series dataset
{u@i) : 1 <i < N} with N samples. Map u(i) to y(i) between 0 and 1 by
normal cumulative distribution function (NCDF):

J e—((!—M)Z/ZJZ)dt

1 /“
2o J -

(A.8)

i =
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Fig. A.16. The phase space representation of an HRV signal.

In which the parameter p is the expectation of u(i), while the
parameter o is its standard deviation. Map y to the range of [1,2,...,c],
and obtain a new sequence z©:

J

zﬁc) =int (cyj +05) (A.9)

In which, ¢ is the number of categories, and int is the rounding
function. Then construct the embedding vector zﬁm’c) by:
(c)

(me) _ ((c)
z = (Zi 2 ’zi+(m—l)d) ’

i=12,...,N—(m—1)d

(¢)
i+d’

(A.10)

In which, m is the embedding dimension, ¢ is the number of classes,
and d is the time delay. Then each z;’""') is mapped to dispersion
pattern z, .., (v =1,2,....¢), in which 29 = vy, zgi)d = v, .., and
zf,i)(mfl) 4 = Un—1- The number of possible dispersion of each 2™ jg em,

Calculate the relative frequency for each potential dispersion pat-
tern:
num (ﬁvovl,.“,um_] )
T N-(m-1d

Finally, based on Shannon’s entropy, DE can be obtained by [60]:

em
DE(u,m,c,d) = — Z p (”UU,...,U,,,,I ) In (p (”UO,...,U,,,,I >)
=1

A.1.4. Phase entropy

Phase entropy (PhEn) is developed to detect the complexity of
physiological signals. For example, given a time series dataset {u(i) :
1 <i < N} with N samples, we can represent the data by the Lorenz
plot, as Fig. A.16(a) shows. In the Poincaré plot, if we replace the
sequence u; by u;,; — u;, then we can get SODP plot, as Fig. A.16(b)
shows. Specifically, from a given time series u;, we can obtain Y; and
X; by [61]:

(A.11)

(A.12)

Y =u.,—u,
i i+2 i+1 (A13)

Xi=u —uy;
Then compute the slope angle of each scatter point as shown in

Fig. A.16(b).

6, = tan! 21 (A.14)
i = X, .
Then the probability distribution p; can be calculated by:
Sg,
Pi= = (A.15)
Zi=1 SG,-

Finally, based on Shannon’s entropy, the PhEn can be calculated
as [61]:

k
-1
PhEn = —— /) log p(i Al
“1%N§W”“@ (A.16)
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A.1.5. Slope entropy

Slope entropy (SlopEn) is a method for measuring the complex-
ity of time series data, which is primarily based on transferring the
original time series data to a series of single-threshold and symbolic
patterns [62,63]. SlopEn is initially applied in the fields of medicine
and biological signal processing, particularly in the analysis of electro-
cardiograms (ECG) and electroencephalograms (EEG). Its core concept
is based on estimating the uncertainty or complexity of data by exam-
ining changes in the slopes of time-series data. This means that slope
entropy not only considers the absolute values of data points but also
delves into the relative changes between data points.

Compared to other traditional linear metrics, SlopEn demonstrates
significant advantages in several aspects. First, it provides a tool to cap-
ture the inherent dynamics and nonlinear characteristics of time series,
making it an effective measure of complexity. Second, it focuses on
changes in slopes, enabling an intuitive understanding of the dynamics
of data through it, which is crucial for interpreting and comprehend-
ing patterns and trends in time series. Additionally, SlopeEn exhibits
good robustness, maintaining the stability of its measurement even
in the presence of noise or interference from external factors. When
considering time-series signals and their nonlinear and complex nature,
these signals often contain rich information and intrinsic dynamics that
can be captured through changes in slopes. Slope entropy allows for a
deeper understanding of this information, offering a comprehensive and
in-depth insight into the complexity and intrinsic dynamics of the data.

Given a time series dataset {u(i) : 1 <i < N} with N samples. De-
compose u into j subsequences according to the embedded dimension
m:

(A17)

ult = {ui=“i+1’ ’ui+m—1}

In which, i = {1,2,...,j}, j = N — m + 1. Define two soft threshold
parameters 6 and y to calculate the symbolic patterns of u", where
0<é<y.

Define d = u;,; — u;, and compare d with the two soft threshold
parameters 6 and y, then five patterns can be obtained:

pattern =2, y<d,

pattern =1, 6<d <y,

pattern =0, |d| <6, (A.18)
pattern = -1, —y <d < -6,

pattern =-2, d < —y.

Based on the five patterns, we can get 5"~! sequence combinations.
The relative frequency p, of the combination can be calculated by the
number of occurrences f, of each combination:

p=Ltn=12,5
J

m—1

(A.19)
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Finally, SlopEn can be calculated based on the Shannon’s entropy:

SE(m,y,6) = — Z ppInp,
n=1

gm=1

(A.20)
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