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ABSTRACT 1 INTRODUCTION

Multivariate time series (MTS) data collected from multiple
sensors provide the potential for accurate abnormal activity
detection in smart healthcare scenarios. However, anom-
alies exhibit diverse patterns and become unnoticeable in
MTS data. Consequently, achieving accurate anomaly detec-
tion is challenging since we have to capture both temporal
dependencies of time series and inter-relationships among
variables. To address this problem, we propose a Residual-
based Anomaly Detection approach, Rs-AD, for effective
representation learning and abnormal activity detection. We
evaluate our scheme on a real-world gait dataset and the
experimental results demonstrate an F; score of 0.839.

CCS CONCEPTS

« Human-centered computing — Ubiquitous and mo-
bile computing; Ubiquitous and mobile computing the-
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In the field of healthcare, identifying abnormal activities of
individuals is important due to potentially unpredictable con-
sequences. For instance, falls, particularly among the elderly,
may result in injuries and, in some cases, even death if people
do not get prompt treatment. With more and more sensors
being deployed, there is growing potential to enhance the
accuracy of anomaly detection services by leveraging multi-
variate time series (MTS) physiological data collected from
these sensors. However, anomalies in MTS data are hard to
identify since some implications of temporal dependency
exist in each time series [3]. Moreover, abnormal patterns
become unnoticeable in high-dimensional space and we have
to identify inter-relationships among variables for detection
tasks [5]. Thus, there is a need to develop methods which
enable meaningful representation learning and effective mod-
elling of both dependencies.

To address problems in processing MTS data, researchers
have been exploring neural network-based methods. Re-
cently, approaches based on deep neural networks (DNNs)
have gained considerable attention due to their capacity
for extracting data representations and performing down-
stream tasks including classification and anomaly detection
[8]. However, most methods tend to focus solely on either ab-
normal temporal dependencies or adverse inter-relationships
among various variables [2], leading to potential missing
alerts for individuals. Recent advancements in modelling
both types of anomalies [9] have demonstrated the capabil-
ity to fully leverage MTS data, showing superior performance
compared to baseline methods. The researchers employed a
multi-layered architecture comprising convolutional neural
networks and attention-based convolutional long short-term
memory (LSTM) networks, which are efficient in extracting
high-level features but present a high expense of training
time.

In this work, we propose a Residual-based Anomaly Detec-
tion (Rs-AD) model to detect intricate anomalies in MTS data.
The proposed model is optimized using an objective function
that incorporates multiple residuals, allowing for joint cap-
ture of temporal dependencies and inter-relationships among
variables. Significantly, in our model, reconstruction data in
the training process are also used as input data to facilitate
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Figure 1: Overview of an edge-intelligent system.
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Figure 2: Formulation of MTS x € RM*T_ A sliding win-
dow of length W is given and the labelled grey area is
an abnormal pattern. If a subsequence contains abnor-
mal pieces, the whole subsequence will be defined as
an anomaly.

meaningful representation learning. Therefore, our model
achieves a smaller size compared with the model proposed
in [9] while preserving promising detection accuracy. We
also present an extension of the deployment of the proposed
approach in a general edge-intelligent system (as shown in
Figure1), where the model will be trained and compressed
in the cloud and subsequently sent to edge devices.

2 METHODOLOGY
2.1 Problem Formulation

Data collected from various sensors can be concatenated and
formulated as X = (xq,...xy)7 € RM*T where M and T
are the numbers of variables and time stamps respectively
[4]. Given a sliding window of length W, the pattern of
MTS can be denoted as x; = (xl.(l), xi(z), . xl.(w)), where i €
{1,2, ..., M}. We aim to identify patterns that do not conform
to normal patterns that make up the majority of data. Figure

2 shows an example piece of MTS data and latent anomalies.
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2.2 Framework Design

To process MTS data, the Rs-AD is proposed for anomaly
detection. As discussed above, the key intuition is to identify
abnormal patterns that may appear as abnormal temporal
dependencies in single time series or inconsistent dependent
relationships among various variables. Given these consid-
erations, our approach aims to utilize reconstruction and
multi-step prediction residuals to jointly learn two types of
dependencies and identify abnormal patterns.

As shown in Figure 3, Rs-AD consists of three main com-
ponents. 1) Representation learning, which employs an
LSTM encoder (denoted as E) to capture both temporal and
inter-relationship dependencies intuitively from input data
X. 2) Data reconstruction exploits an LSTM decoder (de-
noted as D) to reconstruct data X, from hidden states of the
encoder. 3) Multi-step prediction (P) learns to predict fu-
ture data on the basis of a multilayer perceptron (MLP). The
LSTM encoder and the MLP constitute the prediction net-
work. The ground truth for multi-step prediction is denoted
as X;. Taking advantage of the framework, as in the research
done by Audibert et al. [1], inputs of the prediction network
can be original data as well as reconstruction results of the
decoder. The objective function for the whole model can be
defined as:

[4;1 = ||Xf—P(E(X))||2,
Lpz = ||Xf - P(E(Xr))”z,
L=a*|X=X|lz+f* Lpi+y* Lpa,

(1)

where a, ff and y are hyperparameters used to fine-tune the
relative influence of different residuals during the training
process. Multiple residuals are concatenated into a score
vector for each subsequence for anomaly measurements.
Finally, we choose a threshold-based criterion to determine
anomalies based on the score vector.

Rs-AD will be extended to an edge-intelligent system as
illustrated in Figure 1. After being trained on the cloud, the
model will be transmitted to an edge device, which is closer
to data sources, to achieve precise and timely detection.

3 EVALUATION

The evaluation of the effectiveness of the proposed approach
to anomaly detection is as follows:

Dataset Daphnet dataset [6] are used to evaluate the per-
formance of the proposed method. This dataset was collected
from ten patients with Parkinson’s disease who were asked
to wear three 3D-acceleration sensors and perform activities
of daily living. During the experiment, these patients experi-
enced abnormal gait freezing. We use data as suggested in
[7] for gait freezing detection. Figure 2 illustrates the data
collected by a single sensor, depicting both normal activities
and gait freezing.
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Figure 3: Overview of the proposed detection model.

Results Considering the imbalance between normal and
abnormal samples, we evaluate the performance via Recall
(R), Precision (P) and Fiscore(F;). Our model achieves an
F; score of 0.839 and R of 0.970, which demonstrate the
promising detection performance of the proposed model.
Additionally, we notice there is a compromise between F;
and R.

4 CONCLUSIONS AND FUTURE WORK

In this paper, we propose Rs-AD, a multiple-residual-based
approach that enables modelling temporal dependencies and
inter-relationships among variables for the accurate detec-
tion of diverse anomalies in smart healthcare environments.
We evaluate the model using a real-world gait dataset, and
the experimental results demonstrate its effectiveness in deal-
ing with MTS data with an F; score of 0.839. In the future,
we will deploy compressed Rs-AD on an edge-intelligent
system, coupled with online model optimization techniques,
to achieve personalized updates and enhance the detector’s
resilience to different monitored individuals. Furthermore,
extensive experiments will be conducted on the edge to as-
sess the reliability of inferences and evaluate any potential
time latency.
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