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Abstract. The study of memory-hard functions (MHFs) so far has mainly
focused on providing provable guarantees on the expected minimum cu-
mulative memory complexity (CMC) required per evaluation when amor-
tized over multiple instances. Such results, however, do not provide any
guarantees for the security of compromised password banks in the sense
of passwords remaining unrecoverable. Indeed, a construction can be
memory-hard while still leaking information about its input. We provide
the Ąrst formal treatment of the unrecoverability of graph-based data-
independent MHFs (iMHFs) in the multi-instance setting. Multi-instance
security is the widely accepted security model when inputs have low en-
tropy or are correlated, and require the adversarial effort to linearly scale
with the number of instances broken.
To prove these results, we appropriately extend the ex-post-facto peb-
bling technique of Alwen and Serbinenko (STOCŠ15) and the unguess-
ability reductions of Farshim and Tessaro (EUROCRYPTŠ21). We then
use the resulting compatible frameworks to bound the number of guesses
of adversaries with a given CMC in terms of the pebbling complexity of
the graph underlying the iMHF. Combined with known lower bounds
for the pebbling complexities of their graphs, we obtain, as corollaries,
concrete unrecoverability bounds for the Argon2i, Catena, and Balloon
hashing, showing in particular that adversarial advantage indeed scales
linearly with the number of instances and the CMC of the adversary.

1 Introduction

Password-based cryptography leverages the prevalence of passwords to under-
pin multiple applications such as authentication and key derivation. Password
storage in such applications is usually protected through salting and hashing,



i.e., rather than a password pw in plaintext, a pair (sa, H(pw♣♣sa)) is stored for
a random salt sa. To slow down password-cracking attacks, H is replaced with
a construction C

H built from H through iteration, as in the case of bcrypt [17]
and PBKDF2 [16]. However, the ever-growing efficiency of specialized hardware
such as ASICs in evaluating hash functions necessitates higher iteration counts
that disproportionately affect honest users.

To address this issue, recommendations for password hashing [1] advocate the
use of memory-hard functions (MHFs) designed to ensure that successful com-
putation of the function requires expending large amounts of time and memory.
This leverages the fact that dedicated hardware does not provide the same cost
saving in scaling up memory as in computation. Candidates for MHFs include
Scrypt [15], the Ąrst proposal for such a function in 2009 by Percival, and Ar-
gon2 [7] chosen through the Password Hashing Competition in 2015 [1].

MHFs come in two Ćavors, distinguished by their memory access pattern.
In data-dependent MHFs (dMHFs), the memory access pattern changes with
the input, whereas data-independent MHFs (iMHFs) have the same memory-
access pattern for every input. The latter is important when the function is run
on a secret input (such as passwords) in an insecure environment, as dMHF
memory-access patterns can potentially allow the recovery of secrets/passwords
via side-channel attacks [10]. Constructions of iMHFs are usually based on an
underlying directed acyclic graph (DAG) that speciĄes how hash functions are
combined to give the construction. Such iMHFs are called graph-based iMHFs.
Examples include Argon2i [7], Catena [13], and Balloon hashing [9].

In practice, passwords may be weak, and even if stored under iterated hash-
ing or an MHF C

H, they are still vulnerable to guessing attacks: an adversary
with access to a leaked password database (sai, C

H(pwi♣♣sai)) for passwords pwi,
can attempt to recover them by guessing common passwords pw∗, computing
C

H(pw∗♣♣sai) for each pw∗, and comparing them with the database entries.
Hence, there is an inherent limit to the protection constructions can provide
for individual passwords. Despite this, one still would like assurances that the
effort needed to recover multiple passwords increases, ideally linearly, with the
number of passwords recovered. The multi-instance (mi) security model, intro-
duced by Bellare, Ristenpart, and Tessaro (BRT12) [5], formalizes this metric
based on how the resources expended by the adversary grow with the number
of ŞcrackedŤ target hashes. This model was further studied by Farshim and Tes-
saro (FT21) [12] who proved the efficacy of salting against preprocessing attacks
(e.g., rainbow tables [14]) in the multi-instance setting.

In light of ASIC-assisted attacks, measuring the complexity of attacks through
query complexity is not sufficient. Percival [15] proposed maximum memory us-
age multiplied by time as an alternative metric. Subsequently, this metric was
shown to provide insufficient guarantees against amortization [4].4 The state-of-
the-art metric for measuring memory cost, proposed by Alwen and Serbinenko

4 The maximum memory usage can be high even if it is high only at the initial stages
of the attacks, thus allowing reuse of freed memory for a second instance after the
initial stage is over.
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(AS15) [4], is the cumulative memory complexity (CMC): the sum of memory
usage at each time step in the computation. Alwen and Serbinenko prove lower
bounds on the CMC of graph-based iMHFs based on the cumulative complexity
(CC) of the underlying graph, deĄned as the minimum pebbling complexity of the
graph [4]. This allows them to prove the non-amortizability of MHF evaluations.

Although provable guarantees on the memory-hardness of graph-based iMHFs
provide high conĄdence that computation would incur a certain minimum mem-
ory cost, they do not translate into provable unrecoverability guarantees for se-
cure password storage using such iMHFs. To see this, given a well-designed MHF
F

H, consider the construction C
H(x) := F

H(x)♣♣x. This construction is memory-
hard, as computing the output requires computing F

H. However, it does not
provide any security for password storage as recovering the input is trivial. More
generally, a construction F

H
1 (x)♣♣FH

2 (x) will have a CMC of at least the maximum
CMC of F

H
1 and F

H
2 , but will only achieve an unrecoverability bound of at most

the minimum unrecoverability bounds that F
H
1 and F

H
2 achieve.

Multi-instance unrecoverability is the natural security property expected
from secure password storage protected by MHFs. However, to date there has
been no formal unrecoverability analysis of MHFs in the literature.

Our contributions. Motivated by the prevalence of MHFs in password-based pro-
tocols, we provide the Ąrst formal treatment of multi-instance unrecoverability
of graph-based iMHFs. We prove concrete upper bounds on the unrecoverability
of passwords based on the unguessability of the underlying password distribu-
tion, the CMC of the adversary, and the CC of the graph underlying an iMHF.
Towards this, we show how to combine the FT21 and AS15 frameworks to derive
unrecoverability bounds for iMHFs. Our proofs bound the number of guesses of
any adversary with a given CMC in terms of the CC of the underlying graph via
an extension of the ex-post-facto pebbling argument of AS15. It then applies the
unrecoverability-to-unguessability reduction of FT21 to derive our Ąnal bounds.

Along the way, we deĄne strong memory-hardness (sMH), whereby an ad-
versary may choose its iMHF inputs adaptively based on the iMHFŠs underly-
ing hash function. This strengthening is required, along with extensions to the
AS15 and FT21 frameworks, to enable our main result. We also show a separa-
tion between strong memory-hardness and memory-hardness by showing that a
widely-used memory-hard function is not strongly memory hard. Despite this,
we prove that graph-based iMHFs achieve strong memory hardness.

Future work. In this work we focus on the security of iMHFs, as such one open
problem would be to extend our results to speciĄc or generalized dMHFs.

2 Preliminaries

Notation. We denote the size of a set N by ♣N ♣, the length of a vector x by ♣x♣,
and the set of its unique members by ¶x♢. For sampling a value v uniformly at
random from a set N , we write v←← N . When sampling a value v randomly from
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a distribution D (or by a randomized algorithm), we write v←← D. For the set of
integers from 1 to m we write [m]. We denote the set of functions with domain
N and range M as Fun(N, M). An adversary A is a randomized algorithm, and
AO denotes that it has access to an oracle O. We write ε for the empty string.

2.1 Basic security deĄnitions

The parallel random oracle model. The random oracle model (ROM) [6] is an
idealized model of computation in which all parties, honest or otherwise, have
access to a uniformly sampled function H←← Fun(N, M). We consider adversaries
in the parallel random oracle model (pROM) [4]. In this model, an algorithm
can make batches of queries to the random oracle H in rounds, and receive the
corresponding responses simultaneously. More precisely, a pROM algorithm AH

∗

takes an input x, and makes t rounds of batch oracle calls. In each round,Amakes
a batch of queries q and writes to a free state st. The batch of responses y along
with st are subsequently given to A, and A writes to a state σi any information
passed to the following round. A may also append values to a special output
register σO. To append some value l to the output register, we assume A makes
a special query of the form (l, out), where out is a special symbol. This will not
be answered by the oracle, but recorded in the transcript. When AH

∗ terminates,
σO is returned. The structure of a pROM algorithm is shown in Fig. 1 (top left).

Password samplers and salt generators. A password sampler Pm in BRT12/FT21
is deĄned to be a randomized algorithm that takes no input and outputs a vector
of m passwords pw and possibly some leakage information z on the passwords.
The leakage z models the information the adversary holds about the password
distribution prior to its attack. Salts are generated by a salt-generator algorithm
Gen. This is a randomized algorithm which takes as input a user index i ∈ [0, m)
and a counter j ∈ [0, ℓ), and outputs salts sa[i, j] (allowing a password to be
reused across ℓ salts) from a space of size K, which we consider to be [K].

Unguessability and salted unguessability. We brieĆy recall the notions of (salted)
unguessability from [5,12]. We give the security game for salted unguessability
in Fig. 1, and the standard unguessability game can be recovered by removing
salting. Intuitively, guessability measures the adversaryŠs ability to recover a full
bank of passwords, sampled from a password distribution, using some leakage z
on the passwords. The most basic game to address this notion is the Guess game
from [5]. An adversary A in the Guess game is given leakage z, with access to
test and corruption oracles Test and Cor. Queries to Test allow A to check
password guesses, returning a wini Ćag if the ith password is guessed correctly.
We consider adversaries that are able to make at most c queries to Cor, i.e.,
they automatically ŞwinŤ on c of the passwords.

For the salted setting, we again consider adversaries that are able to make up
to c corruption queries to Cor. The Test oracle now takes password-salt pairs
as queries. Each query A sends to Test is checked against each password-salt
pair in the sampled set, and win Ćags are returned for each matching password
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Algo. AH

∗ (x)
c←− 0; σ0 ←− ε; y←− ∅
r←←¶0, 1♢ℓ

for i = 1 to t:
(qi, st)←− A(x, σi−1; r)
c←− c + ♣qi♣
if (c > q) then abort
yi ←− H(qi)
(σi, σO)←− A(y; st; r)

return σO

Game OW /UR
A

CH,Pm,ℓ,Gen

H←← Fun([N ], [M ])
(pw, z)←← Pm

for (i, j) ∈ [m]× [ℓ] :
sa[i, j]←← Gen(i, j)
y[i, j]←← C

H(pw[i], sa[i, j])
(p̄w)←← AH,Cor(y, sa, z)
return

∧m

i=1
(pw[i] = p̄w[i])

return
∧m

i=1
∃j ∈ [ℓ] : (y[i] = C

H(p̄w[i], sa[i, j]))

Proc. Cor(i)
return pw[i]

Game sa-Guess
A

PH
m

,ℓ,Gen

H←← Fun([N ], [M ])
(pw, z)←← Pm

for (i, j) ∈ [m]× [ℓ] :
sa[i, j]←← Gen(i, j)

zcoll ←− Colls(pw, sa)
y←← ATest,Cor,H(sa, z, zcoll)
return

∧m

i=1
wini

Proc. Test(pw, sa)
S ←− ¶i : ∃j(pw, sa) =

(pw[i], sa[i, j])♢
for i ∈ S :

wini ←− true

return S

Proc. Cor(i)
wini ←− true

return pw[i]

Fig. 1: Top left: Structure of an algorithm in pROM. Top right: UR and OW

games w.r.t. a m-sampler Pm and salt generator Gen. Bottom: sa-Guess game
w.r.t. Pm. Here zcoll denotes the collision pattern of password-salt pairs.

which has a matching salt. This models the fact that the adversary can verify
the guess without repeating it for each salt. The collision pattern on password-
salt pairs is given explicitly to the adversary by procedure Colls(pw, sa). This
takes the vector of m passwords and the m × ℓ matrix of salts, and returns
the password-salt collision pattern zcoll. This is an mℓ×mℓ matrix with entries
((i1, j1), (i2, j2)) set to 1 only when (pw[i1], sa[i1, j1]) = (pw[i2], sa[i2, j2]).

Unrecoverability and one-wayness. We recall the notions of unrecoverability and
one-wayness with relation to password hashing, the security games for both are
given in Fig. 1. Unrecoverability models the hardness of recovering passwords
given a password bank protected by a hash-based construction. We consider the
unrecoverability game for a general hash-based construction C

H. In this game, a
password sampler Pm outputs m passwords along with some leakage z. The salt
generator Gen outputs the salt matrix sa, which along with the password vector
pw is used as input to C

H, generating the challenge vector y. The adversary is
given y along with sa and the leakage z. For this game, the collision pattern of
password-salt pairs is public and does not need to be provided to A.

2.2 Graph-based iMHFs and cumulative memory complexity

Let G = (V, E) be a directed acyclic graph (DAG), where the node set V is the
set of integers 1 to n, referred to as node indices. Let Pa(i) (resp. Ch(i)) be the
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set of parents (resp. children) of the node i, with Paj(i) (resp. Chj(i)) being
the j-th parent (resp. child) ordered by node index. Nodes with no parents or
children are called source and sink nodes, respectively. Let δi be in-degree of the
ith node and δ := maxi¶δi♢. We consider iMHFs which use the labeling scheme
from AS15 [4]. We reproduce the deĄnition of the labeling here, and extend it
to allow for salting. To allow salting, we extend the initial label l to be drawn
from L× [K] rather than L (i.e., l would take the form (pw, sa)).

(H, l)-labeling of graphs [4]. Let G = (V, E) be a DAG with maximum in-degree
δ, L be an arbitrary label set, [K] be a salt set of size K, and H := Fun(V ×
Lδ × [K], L). For a function H ∈ H and a label l ∈ L× [K], the (H, l)-labeling of
G is a mapping lab : V 7→ L deĄned recursively for all v by:

lab(v) :=

{

H(v, l) : indeg(v) = 0 ;

H(v, lab(Pa1(v)), . . . , lab(Pad(v))) : 0 < indeg(v) = d ≤ δ .

There can be at most δ + 1 inputs to H. We assume an injective padding
function is applied to the inputs to give exactly δ + 2 inputs before H is applied
to compute the label. We, however, omit this padding function for clarity. We use
pre-lab(v) to refer to the H inputs which deĄne vŠs label, i.e., pre-lab(v) = (v, l)
if indeg(v) = 0, and pre-lab(v) := (v, lab(Pa1(v)), . . . , lab(Pad(v)) otherwise.
Note that as l is a password-salt pair, a salt is only included when indeg(v) = 0.
Using this labeling deĄnition, a graph-based iMHF C

H is deĄned as follows.

Graph-based iMHF [4]. Let G = (V, E) be a DAG on n vertices, with maximum
in-degree δ, a single source node, and a single sink node vs. Let L be an arbitrary
label set, [K] be the salt set, and H = Fun(V ×Lδ× [K], L). The graph functions
(of G and H) are the members of the family of oracle functions C = C

H

G , indexed
by functions in H, mapping L × [K] to L. For input l ∈ L × [K], the value of
C

H ∈ C is deĄned as C
H(l) := lab(vs), where lab is the (H, l)-labeling of G.

We primarily consider the labeling set L := [N ], but the results hold for an
arbitrary labeling set L where ♣L♣ = N that can be efficiently mapped to [N ].
We follow the notation used in [4] for denoting multiple instances of a graph.
That is, for a DAG G = (V, E) and a positive integer m, we use G×m (which we
call the tensor graph) to denote the disjoint union of m copies of G, where each
node has a unique index of the form (v, k) for v ∈ V and k ∈ [m]. We denote
constructions based on G×m and random oracle H by C

H
×m. Note that C

H
×m is

deĄned by a labeling on a graph with distinct node indices.
In order to model the memory requirements for an adversary to compute

an iMHF, one usually analyzes an adversary playing the (black) pebbling game
on the underlying graph. In the pebbling game, an adversary is challenged with
placing pebbles on the sink nodes of a DAG, while following some simple rules
as follows. The pebbling occurs in rounds. In each round, an adversary can add
a single pebble and remove any number of pebbles from the graph. The source
nodes for the graph can be pebbled at any time. For all other nodes, an adversary
can only place a pebble on that node if all of its parents had pebbles on them

6



in the previous round. We consider the parallel pebbling game where batches of
pebbles can be added (or removed) in each round.

Parallel pebbling. Formally, given a DAG G = (V, E), the parallel (black) peb-
bling of G is deĄned as a sequence of conĄgurations P = (P0, . . . , Pt), where
Pi ⊆ V . A pebbling with starting and target sets S, T ⊂ V is legal if the fol-
lowing three conditions hold: (1) P0 = ∅; (2) a node can only be added when
its predecessors have a pebble on, or if it is a starting node, i.e., ∀i ∈ [t],∀x ∈
Pi \ Pi−1 : (∀y ∈ Pa(x) : y ∈ Pi−1) ∨ (x ∈ S), where there is no limit on the
number of pebbles that can be placed in a conĄguration; and (3) all target nodes
are pebbled at some round, i.e., ∀x ∈ T, ∃z ≤ t : x ∈ Pz . A pebbling is complete
if S and T are the set of source and sink nodes, respectively. Note that by (3),
all nodes in T are pebbled at some point in time.

Cumulative pebbling complexity. Given a parallel pebbling adversary A that has
at most q pebbles to place across at most t rounds, we deĄne the cumulative
pebbling complexity (CPC) of AŠs pebbling of G as CPC(A) :=

∑t−1
i=0 ♣Pi♣ . We

deĄne the q-CPC of G as the minimum CPC of any q-pebble adversaryŠs legal and
complete pebbling of G, i.e., let S[q] be the set of all q-pebble adversaries, then
CPCq(G) := minA∈S[q](CPC(A)). Above a sufficiently large q (e.g., q > ♣V ♣2),
CPCq(A) will not decrease, as an adversary with more pebbles can always use
a sufficient number of them. Hence, for sufficiently large q, CPC is independent
of q. We deĄne this minimum as the cumulative complexity of the graph CC(G).

Cumulative memory complexity. We consider memory-constrained adversaries in
pROM, which make batches of queries to the random oracle in rounds. Keeping
track of the state size (which measures the memory stored between rounds),
allows for an analysis of the total memory used by a parallel adversary across its
execution time. We deĄne the cumulative memory complexity of A with respect
to H, input x, and coins r as CMC(A, x, H, r) :=

∑t
i=0 ♣σi♣ , where σi is the state

after the ith round as deĄned in Section 2.1. For our applications, the input to
A is an empty string and so we use CMC(A), leaving both H and r implicit.
Following [4], we deĄne the cumulative memory complexity of A with respect
to x as CMC(A, x) := EH,r [CMC(A, x, H, r)] , where the expectation is taken
over the choice of random oracle H and random coins r. Since our proofs are
written with respect to an H, we use the former of these two equations, rather
than needing to take the expectation over all H.

Single-sink vs. multi-sink graphs. Current metrics for CMC assume that a full
computation of a construction has to be done, and that a partial computation is
not useful to an adversary. For the purposes of guessing passwords, this assump-
tion is false. Consider a function F

H with a single sink which has high CMC, and
deĄne a construction C

H := F
H(x)♣♣H(x) with two sinks. Now, C

H still has a high
CMC. However, to check whether a guessed password x′ is correct, it is sufficient
to consider the second sink only since H(x) ̸= H(x′) is sufficient to ascertain that
x ̸= x′. Hence, the adversary only needs to make a single hash query for such
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a check rather than comparing the full computation of C
H(x′) with C

H(x). Note
that this holds not only for unrecoverability, but even for Ąnding collisions in
that it is easy to verify non-collision without a full computation. Whilst the
example we have given is slightly contrived, it is clear that for any multi-sink
construction the CMC required to compute any sink could be much lower than
the CMC required to compute all sinks. We therefore only consider construc-
tions with a single sink. We note that all major graph based iMHFs, including
Argon2i [7], Catena [13] and Balloon hashing [9], adhere to this restriction.

3 Strong Memory Hardness

In existing hash-independent deĄnition of memory-hard functions, a parallel
adversary chooses the input x to the function at the beginning, and the function
is deemed memory hard if the adversary requires a large amount of CMC to
correctly evaluate the function (with high probability). Importantly, the cost of
evaluations must not be amortizable across multiple instances. In this setting, the
adversary is restricted to choosing the input to the function independently of the
random oracle. The security game for the standard deĄnition is presented as the
m-MH game in Fig. 2 (left). This game is for two-stage adversaries A = (A0,A1).
With no access to H, A0 picks a vector x of m distinct inputs. Then A1, given
x as input, makes batch queries to H, and outputs a vector of evaluations y.
Adversary A wins if for each input value xi in x, the corresponding output
yi in y satisĄes C

H(xi) = yi. More precisely, the construction C
H is strongly

(m, q, ϵ, µ)-memory hard if for all q-query adversaries A with CMC(A) at most
µ, adversary A wins the m-MH game with probability at most ϵ.

We introduce a stronger notion, the strong MH game sMH, that extends
adversarial capabilities in two orthogonal ways. First, it grants the adversary
oracle access whilst choosing inputs. Second, it allows the adversary to output an
unordered set of q inputs and q outputs, where only m are required to be correct
MHF computations. This game is formalized in Fig. 2 (right). We deĄne AŠs

advantage in the sMH game as Adv
(q,m)-sMH

CH (A) := Pr[(q, m)-sMHA
CH ]. Strong

(m, q, ϵ, µ)-memory hardness is deĄned analogously.
This deĄnition is strictly stronger than memory-hardness: an MHF with high

(even optimal) CMC can have fast evaluations, i.e., a non-optimal strong memory
hardness. To prove this separation, we show in the full version of this paper [11,
Appendix A] that whilst Scrypt is proven to be maximally memory-hard [3], this
is not the case in the strong memory-hardness game.

We extend the AS15 results and show that single-sink single-source graph-
based MHFs are indeed strongly memory hard. To this end, we adapt the ex-
post-facto pebbling argument. We Ąrst give an overview of how memory hardness
is established in the hash-independent setting.

The hash-independent case. AS15 proves a lower bound on the amortized CMC
of evaluating m instances of an iMHF based on a graph G, with probability
at least ϵ. The bound shows that the best adversary evaluating the function
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Game m-MHA

CH

H←← Fun([N ], [M ])
x←← A0()
if (♣¶x♢♣ ̸= m) :

return 0
y←← AH

1 (x)
return (y = C

H(x))

Game (q, m)-sMHA

CH

H←← Fun([N ], [M ])
(x, y)←← AH()
if (♣¶x♢♣ ≥ q) ∨ (♣¶y♢♣ ≥ q) :

return 0
for x in x and y in y :

if y = C
H(x) :

S ←− S ∪ ¶(x, y)♢
return ♣S♣ ≥ m

Fig. 2: The hash-independent (left), and the strong (right) memory hardness
games. In the unsalted setting, x is a vector of passwords pwi. In the salted
setting, x is a vector of tuples of the form (pwi, sai).

(with high probability) will have CMC close to any adversary which simply
pebbles each instance of the graph. This result is proved by applying the results
of three auxiliary lemmas to the deĄnition of the amortized cost. The Ąrst ([4,
Lemma 11]) calculates the expected adversarial savings made by using collisions
between the labeling of the instances. This bounds the cost of computing m
possibly colliding instances by the cost of fewer non-colliding instances. The m
non-colliding instances are then treated as a single instance of G×m, whose CC
is lower bounded in [4, Lemma 12]. The CMC of an adversary computing a
single instance of G×m is then bounded, roughly, by CC(G×m). This is done by
analyzing an adversaryŠs queries, showing that a legal and complete pebbling of
the underlying graph can be extracted from any correct evaluation. The third
result ([4, Lemma 3]) proves CC of two node-disjoint graphs is additive. The
bound for the one-off cost of G×m can then be given in terms of that of G.
Together, in [4, Theorem 3], these lemmas bound the amortized cost in CC(G).

Extension to strong memory-hardness. In our proof, we extend the technique
in [4, Lemma 12]. By omitting the Ąnal step of [4, Lemma 12] where a lower
bound on the cost is derived, we obtain an upper bound on the advantage. Ex-
tending the Ąrst steps of the AS15 proof, we give a reduction from an adversary
in the (q, m)-sMH game to a prediction game, in which an adversary predicts the
output of the random oracle on an unqueried input. This prediction argument
allows for the analysis of both the legality and the complexity of an extracted
pebbling, and gives the Ąnal bound in terms of the CC of the underlying graph.

Theorem 1 (Amortized strong memory-hardness). Let q, t, m, n, δ, K, N ∈
N. Let A be a q-query t-time adversary with cumulative memory complexity
CMC(A) and G be a DAG. Let C

H be the iMHF based on G in the (nN δK, N)-
RO model as deĄned in Section 2.2. Then

Adv
(q,m)-sMH

CH (A) ≤
2q2

N
+ 2−γ ,

where γ :=
(

m · CC(G)[log N − log(qm)]− CMC(A)
)

/t.

9



Intuitively, γ captures the gap between the expected CMC of an adversary
computing m instances following the canonical pebbling algorithm (where for
each pebble, the adversary queries the hash to compute the next label) and the
actual CMC of A averaged over t steps. Thus, γ becomes large as the adversarial
CMC decreases beyond the minimum required for the construction. We give the
full proof in the full version of this paper [11], but give an outline in Appendix A.

In our extension, we have to account for adversaries that choose inputs in a
hash-dependent way, and compute multiple instances of the construction. Note
that if an illegal pebble placement occurs in the extracted pebbling, then a
ŞbadŤ query in the transcript contains a correct response to some other ŞtargetŤ
random oracle query, before the query is made. In the weaker memory hardness
game, a predictor, given the index of this bad query as a hint, can recompute
the response to the target query from the input.

Crucially, the adaptivity of picking inputs in the strong memory-hardness
game means legality is not deĄned until A completes its run and the inputs
become known. Thus in our reduction, we give an extended hint, to allow the
predictor to run A safely without querying the point for which it makes the
prediction. The extension to the hint contains the position in the transcript, if
there, of the query for which the adversary will predict the output.

We make a further extension in order to analyze the pebbling complexity,
where again we reduce to a prediction game. This time, to run A safely, the
predictor must detect for which instances AŠs queries are correct without nec-
essarily knowing the input to the instance. This again requires an extension to
the hint, that contains the location in the transcript of the starting queries for
each of the instances the adversary needs to detect. These extensions allow us
to give an upper bound on the advantage an adversary has in computing these
graph-based iMHFs, showing that they are also strongly memory-hard.

4 Unrecoverability of Memory-Hard Functions

We now consider multi-instance unrecoverability of graph-based iMHFs. Our
result establishes security bound in terms of the adversaryŠs CMC (as opposed
to query complexity), and rely on adversarial upper bounds in computing an
iMHF on m distinct hash-dependent inputs established in the previous section.

Theorem 2 (UR security of C
H). Let P, q, n, m, c, t, δ, ℓ ∈ N, Pm be a m-

sampler, Gen = [K], G be a DAG on n vertices, and C
H be the iMHF based on the

graph G in the (nN δK, N)-RO model as deĄned in Section 2.2. Then for any q-
query, t-time, c-corruption adversary A in the UR game with respect to Pm, Gen

and C
H, there exists a P -query, c-corruption adversary B against sa-Guess s.t.

AdvUR

Pm,ℓ,Gen,CH(A) ≤ Advsa-Guess

Pm,ℓ,Gen(B) + 2−γ +
(2qP + nmℓ + 4q)2

N
+

mℓ

K
,

where γ = [(P + 1)CC(G)[log N − log(qm)] − (CMC(A) + ∆)]/t, and ∆ =
CMC(Pm) + mt log N .
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Setting P = (CMC(A)+∆)/CC(G)(log N/qm) minimizes the right hand side
of the bound, as we show in the full version of this paper [11, Appendix C].

We start with the multi-instance unrecoverability game and then move to a
game that lazily samples the RO, and sets a bad Ćag and aborts on collisions in
outputs. By aborting on collisions, we stop the adversary from choosing distinct
inputs that collide early on in the computation, making it easier to amortize the
computation. We then transition to a game that sets a bad Ćag and aborts if the
adversary makes a query for an index > 1 that had already been made during
the challenge generation phase, but where A has not computed the chain up to
the node i. This ensures that an adversary cannot start the computation midway
through and then try to recover a valid starting point. From here, we go through
a series of game transitions that lead to the game no longer storing intermediate
points generated during the challenge generation phase. Finally, we transition to
a game where we abort if the adversary computes C

H on more than P distinct
inputs, which we justify via a reduction to the (q, P + 1)-sMH game deĄned in
Section 3. Having bounded the number of full computations the adversary can
perform, we Ąnally reduce to the sa-Guess game, where the adversary is able to
make P queries to the Test oracle. By reducing to sa-Guess, we only need to
account for full computations on inputs the adversary chooses, as only the Ąnal
H query in a full computation is forwarded to Test. Note that in FT21, which
considers the monolithic random oracle, every H query is forwarded to Test.

Proof. We prove the theorem via a sequence of games as follows.

G0 : This game is deĄned to be the UR game with respect to Pm, Gen and C
H.

Thus, Pr[G0] = AdvUR

Pm,ℓ,Gen,CH(A).

G1 : This game lazily samples the random oracle. This game is identical to G0:
Pr[G1] = Pr[G0].

G2 : This game sets a bad Ćag bad1 whenever the output point sampled for any
oracle i < n has already been used as part of an input to the oracle indexed
with any j ∈ Ch(i) or there is a collision in the hash outputs. (This event
ensures that no two computations on distinct inputs collide Ű note that this
includes computations from the challenge generation phase.) The game then
aborts after bad1 is set. Games G1 and G2 are identical until bad1. As the
outputs are sampled randomly, and the game (that is the adversary and the
challenge generation phase) make a total of at most 2q + mnℓ queries to the

oracles, we have Pr[G1]− Pr[G2] ≤ Pr[bad1] ≤ (nmℓ+2q)2

N .

G3 : This game sets bad2 when A makes a query containing a label generated
during the challenge phase, without Ąrst completing the computation from
the corresponding input, and then aborts after bad2 is set. The check for com-
putation from an input to a point within the computation is done using a pro-
cedure called findChain. Given a label y and a point v, findChain checks
if there exists a computation chain from an initial input up to the point v and
then either returns the input point or returns ⊥. On input (y, v), findChain

runs as follows, it parses the input y into v, lab(Pa1(v)), . . . , lab(Pad(v)), for
each lab(Pai(v)) it looks in the table for a query that returned lab(Pai(v)).

11



Due to the bad events in the previous games for each lab(Pai(v)) there
will be a at most one inverse y′. If no inverse exists then the function re-
turns ⊥, otherwise it recursively applies findChain on (y′, Pai(v)). When
findChain is called on (y, 1), i.e., the Ąrst hash in the computation, if it
has an inverse in the table, findChain has found the initial input to the
construction and returns that input. Formally, for each password-salt pair
(pw, sa), the queries made by the game to evaluate C

H(pw, sa) are assigned
to each node v a label l. If A makes a query containing the label l, with-
out fully computing the C

H(pw, sa) up to the corresponding node v, then
bad2 is set. We show in the challenge point prediction claim below that
Pr[G3]− Pr[G2] ≤ Pr[bad2] ≤ mℓq/N.

G4 : In this game, when the adversary makes a query for the Ąnal node, the
game uses findChain (described in G3), to check if the query completes a
full computation starting from a password-salt pair (pw[i], sa[i, j]). If it Ąnds
such a computation, it responds with the corresponding challenge value, else
it samples a fresh random value. The bad2 Ćag ensures that A only labels
points from the challenge generation correctly via a full computation from
an input to that point. The bad1 Ćag ensures A only computes in the forward
direction. Together these Ćags ensure that the game will stay consistent with
the challenge values y, because any correct query A makes to label a sink
node will be the result of a full chain, and so the game can respond with the
right challenge point. Thus Pr[G4] = Pr[G3].

G5 : In this game, we no longer store the intermediate points generated in the
challenge phase, and if during the online phase A evaluates the construction
on a correct password-salt pair the points are freshly sampled. Until a query
from A resamples these intermediate points, the values are information the-
oretically hidden from the adversary. Thus: Pr[G5] = Pr[G4].

G6 : This game sets a bad Ćag bad3 whenever the adversary fully computes C
H

on more than P unique inputs, and then aborts when bad3 is set. Games
G6 and G5 are identical until bad3. We show, via a reduction to a strong
(q, P + 1)-sMH game, in the bounded chain completion claim below that

Pr[G6] − Pr[G5] ≤ Pr[bad3] ≤ Adv
(q,P +1)-sMH

Gen,CH (B). We conclude the proof
by showing in the G6 to sa-Guess reduction claim below that the advantage
of any adversary in G6 is bounded by one in the sa-Guess.

Claim (Collisions). For the parameters above, we have

Pr[A sets bad1 in G2] ≤
(nmℓ + 2q)2

N
.

The proof of this claim follows from a simple collision bound of any of the
hash outputs colliding and is omitted for brevity.

Claim (Challenge point prediction). For the parameters above, we have

Pr[bad2 is set in G3] ≤
mℓq

N
.
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The proof of this claim follows from a simple collision bound of any of the mℓ
challenge points colliding with any of the queries of A and is omitted for brevity.

Claim (Bounded chain completion). For the parameters above:

Pr[A sets bad3 in G6] ≤ Adv
(q,P +1)-sMH

CH (B) ≤ 2−γ +
2q2

N
,

where γ := ((P + 1) · CC(G)(log N − log(qm) − CMC(B))/t, and CMC(B) =
CMC(A) + mt log N .

Proof. Given an adversary A as deĄned in the theorem statement, we construct
a q-query adversary B against (q, P + 1)-sMH, where CMC(B) = CMC(A) +
mt log(N). Algorithm B, with access to H, samples a random password vector
and leakage z from Pm, samples mℓ salt vectors from Gen and generates a random
challenge output vector y which it sends to A, along with the salt vectors and
leakage z. B then runs A and forwards each of AŠs queries to its oracle.

When A makes a query with the index of the source node, i.e., a query of
the form (1, l), algorithm B appends the input l to its special output register
σO. When A makes a query to label the sink node n, i.e., a query of the form
(n, l), B appends the response H(n, l) to the register σO. For any Cor query
A makes, B responds with the corresponding password. When A terminates, B
returns σO, which contains at most q values.

To handle AŠs corruption queries, B stores the password vector pw. This
increases CMC(B) by mt log(N). As algorithm B recognizes each input or output
query as it receives it, and appends stored values to σO immediately, it runs A
with no extra CMC cost. If A triggers bad3, then there exists a set of (P + 1)
correct input-output pairs in σO, and B wins the (q, P + 1)-sMH game. ⊓⊔

Claim (G6 to sa-Guess reduction). Let P, q, n, m, c ∈ N, G a graph on n vertices
with maximum in-degree δ, and C

H the iMHF based on G in the (nN δK, N)-RO
model deĄned in Section 2.2. Then, for any m-sampler Pm, any unpredictable
salt generator Gen, and any q-query c-corruption adversary A against G6, there
exists a P -query, c-corruption adversary B against sa-Guess s.t.

AdvG6

Pm,ℓ,Gen,CH(A) ≤ Advsa-Guess

Pm,ℓ,Gen(B) .

Proof. Given an adversary A as in the theorem statement in G6, we construct an
adversary B against sa-Guess as follows. We assume, without loss of generality,
that A only returns a value x if it has computed C

H(x). B receives the salt
vector sa, leakage z, and generates a challenge vector y following the rules of
G6. Algorithm B runs A on y and z and for all AŠs queries with node indices from
1 to n−1, B answers by lazily sampling the random oracle, if any of BŠs answers
lead to a collision between computations with distinct start points, then B aborts
according to the rules corresponding to bad1 of G2. For any queries that A makes
to the oracle for the Ąnal node, i.e., of the form (n, ℓ1, . . . , ℓδ), algorithm B checks
if past queries form a complete computation of the construction on some input
(x, sa) using findChain (described in G3). If it does, B queries (x, sa) to Test.
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If Test returns true, B responds to AŠs query with the value y ∈ y corresponding
to (x, sa), else it lazily samples the random oracle output. As we have a single
sink, any query to the sink node must correlate to a full computation, note that
if there were multiple sink nodes then a query to Test must be made any time
a sink node is reached, regardless of if the other sinks had been reached yet Ű i.e.
regardless of if the whole computation had been made. A could have computed
the function for at most P unique start points, otherwise bad2 would have been
triggered and the game would have aborted. As B will have queried each of the
P start points (on which A computed C

H) to its Test oracle, and A only returns
values on which it has performed full computations, then any (x′, sa

′) that A
returns will have been queried to Test by B. Note that throughout the proof,
even with a single challenge, if the adversary correctly ŞguessesŤ the password
but doesnŠt fully complete the computation, we do not set a bad Ćag. As B will
have returned y if Test returns true, then whenever A wins, B will also win. ⊓⊔

Combining the game transitions above gives

Pr[G0] = Pr[G6] +

5
∑

i=0

(Pr[Gi]− Pr[Gi+1])

≤ Advsa-Guess

Pm,ℓ,Gen(P, c) +
2q2

N
+ 2−γ +

mℓq

N
+

(nmℓ + 2q)2

N

≤ Advsa-Guess

Pm,ℓ,Gen(P, c) + 2−γ +
(nmℓ + 4q)2

N
,

where the last inequality is due to (nmℓ + 4q)2 ≥ 2q2 + mℓq + (nmℓ + 2q)2 and
the deĄnitions of γ and ∆ as per the statement of Theorem 2. ⊓⊔

One-wayness. Password-storage security can also be analyzed with respect to a
standard one-wayness security notion where the adversaryŠs goal is to recover any
input as long as it produces the same construction output as that of the actual
password. Moving between unrecoverability and one-wayness can be achieved
in a straightforward manner up to the collision resistance of the construction,
which can be shown to be O(q2)/N for any q-query adversary, i.e., we get:

AdvOW

Pm,ℓ,Gen,CH(A) ≤ AdvUR

Pm,ℓ,Gen,CH(B) +
O(q2)

N
.

This bound is sufficient for password-hashing as passwords are typically low
entropy and thus the UR bound dominates the term due to hash collisions. This
means that even if the format of the passwords is not checked and any value is
accepted as an input by a password-based system, security remains intact.

Interpretation. Consider a setting without corruptions, i.e., c = 0. Then, the
dominating term in the bound in Theorem 2 is Advsa-Guess

Pm,ℓ,Gen(P ). As above, we

set P = (CMC(A) + ∆)/CC(G)(log N/qm), which gives 2−γ = (qm/N)CC(G)/t.
Assuming a uniform salt generator, and moving from sa-Guess to Guess by
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applying [12, Thm 3], we can bound the dominating term by AdvGuess

Pm

(P ) +

m2ℓ2/K. Applying [12, Thm 2], bounds this by
(

P
m

)

AdvGuess

Pm

(m). For a password
sampler Pm that outputs m uniform passwords from a dictionary of size D, the
advantage of a P -query adversary in the Guess game is

(

P
m

)

/Dm ≈
(

P
mD

)m
. For

a general graph based iMHF, and a password sampler whose query complexity
is at most linear in CMC(A), we can upper bound the advantage as

AdvUR

Pm,ℓ,Gen,CH(P ) ≤ Õ



CMC(A)

CC(G)mD

m

.

This matches the intuition that for salted passwords, the adversary has to spread
its CMC across all m instances, using CMC/m per instance. So for each instance
it can compute the construction CMC/mCC(G) times, each of which is a cor-
rect guess with probability 1/D. As the adversary needs to guess correctly for
m independent instances, we have the bound above. Hence, the adversarial ef-
fort to recover the passwords scales linearly in both the CC of the underlying
graph and the number of passwords. Note that neither ℓ nor K appear in this
simpliĄed bound, as they only contribute to a small additive term. In Table 1
we compute upper and lower bounds for AdvUR

Pm,ℓ,Gen,CH(A), where C
H is set to

different iMHFs, incorporating current bounds on cumulative complexity of the
underlying graphs for each iMHF taken from [8,2].

iMHF Lower bound Upper bound

Argon2i Ω̃


(

CMC(A)

n1.767mD

)m


Õ


(

CMC(A)

n1.75mD

)m


Catena Ω̃


(

CMC(A)

n1.625mD

)m


Õ


(

CMC(A)

n1.5mD

)m


Balloon Ω̃


(

CMC(A)

n1.625mD

)m


Õ


(

CMC(A)

n1.5mD

)m


Table 1: Bounds on the unrecoverability advantage for iMHF constructions
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a consequence of this is that for any m and DAG G, the minimum cost to pebble
m instances of G is given by CC(G×m) = m ·CC(G). The second lemma concerns
the predictor bound [4, Lemma 1], stating that, given a hint, a response from
a random oracle can be successfully predicted with probability bounded by the
size of the hint space divided by the size of the range of the random oracle.

Lemma 1 (Additive property of CC(G) [4]). Let G1 and G2 be two node-
disjoint DAGs and let G be their disjoint union then, CC(G) = CC(G1)+CC(G2).

Lemma 2 (Predictor bound [4]). Let B = b1, ..., bu be a sequence of random
bits. Let P ′ be a randomized procedure which gets a hint h ∈ H, and can adap-
tively query any of the bits of B by submitting an index i and receiving bi. At the
end of the execution, P ′ outputs a subset S ⊆ [u] of ♣S♣ = k indices which were
not queried, along with guesses for all ¶bi♣i ∈ S♢. Then the probability (over the
choice of B and randomness of P ′) that there exists some h ∈ H for which P ′(h)
outputs all correct guesses is at most ♣H♣/2k.

We now recall Theorem 1 and present an overview of the proof. We will leave
the proofs of the individual claims to the full version of the paper [11].

Theorem 1 (Amortized strong memory-hardness). Let q, t, m, n, δ, K, N ∈
N. Let A be a q-query t-time adversary with cumulative memory complexity
CMC(A) and G be a DAG. Let C

H be the iMHF based on G in the (nN δK, N)-
RO model as deĄned in Section 2.2. Then

Adv
(q,m)-sMH

CH (A) ≤
2q2

N
+ 2−γ ,

where γ :=
(

m · CC(G)[log N − log(qm)]− CMC(A)
)

/t.

In [4] the proof in the single-instance hash-independent setting proceeds via
two claims. The Ąrst claims that a pebbling P , extracted from a transcript via
the ex-post-facto pebbling extraction algorithm, is legal with high probability.
The second claims that, with high probability, the total number of pebbles in
the extracted P is upper bounded by an essentially linear function of CMC(A).
Both claims rely on a certain Şprediction argumentŤ, which, roughly speaking,
states that a transcript giving rise to an illegal pebbling can be used to predict
the output of a random oracle on a point without querying it. For an overview of
how we adapt the techniques for our sMH game, see the main body in Section 3.

Proof. Fix all variables and graph as in the statement of the lemma. Let A be
a q-query adversary in the (q, m)-sMH game with respect to C

H.

Transcript. An attack transcript T is a tuple (q1, . . . , qt, σO), where each qi is
a round of queries (qi,1, qi,2, . . .). Each qi,j is either of the form (xi,j , yi,j), where
xi,j is a hash input and yi,j is a hash output, or ((vi,j , ℓi,j , out),⊥), where vi,j

is a node, and ℓi,j is a labeling function output. Here, σO = (x, y) is the special
output register that corresponds to the Ąnal output of the adversary.

Given a transcript of A, we adapt the ex-post-facto pebbling algorithm of [4]
to extract pebbling P of the graph G×m even in a hash-dependent setting.
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Overview. Before extracting a pebbling, we Ąrst determine, from T , a vector x∗

of m inputs for which A correctly computed the output of C
H. As we consider

adversaries which may output more values than they correctly compute, we Ąrst
extract the subset of inputs relevant to the pebbling. For each k ∈ [m], the
input x∗[k] deĄnes a labeling of G, and using these m computations, we extract
a pebbling of the graph G×m. A pebbling P = (P0, . . . , Pt) is extracted by a two-
step procedure in which we process each qi to calculate Pi by Ąrst combining
all nodes that are correctly labeled by queries in qi with the previous set Pi−1.
Importantly, the node to be added to the pebbling set needs to be calculated
from the index-input pair for which the label is correct. That is, if a node v ∈ G,
is correctly labeled with respect to an input x∗[k], the node (v, k) will be added
to the set Pi. Next, we only keep necessary nodes in Pi (these are nodes whose
labels are used in a later step and not recomputed in the meantime) and remove
all others. We start by deĄning a (hash) function corresponding to a transcript
and node-labels computed with respect to it, before formalizing these notions.

Pre-label of a node. Given (q1, . . . , qt) we deĄne a function H where H(xij) :=
yij if (xij , yij) ∈ qi for some i, and otherwise H(x) :=⊥. We also set H(⊥) :=⊥.5

As we are dealing with different labelings of the same graph, we need to extend
the notation for labels and pre-labels. For each k ∈ [m] let labk and pre-labk

be the labeling and pre-labeling functions as deĄned in Section 2.2 with respect
to H and l := x∗[k] (recovered from the transcript). Recall that a pre-label
pre-labk(v) for some node v takes the form (v, labk(Pa1(v)), . . . , labk(Paδ(v))),
where Pa, as before, is the parent function. In what follows, all labeling and
pre-labeling are performed with respect to the H and x∗ extracted from the
transcript. We make H implicit, but specify k.

Correct call. Intuitively, a correct call for a node in G is the pre-label of the
node. Formally, a query (x, y) in the transcript is called correct (for some input
x∗[k]) if there exists a non-sink node v in G s.t. x = pre-labk(v), or there exists
a sink node v in the graph s.t. x = (v, labk(v), out). We call v the output-node
corresponding to (x, y) and any parents of v in Pa(v) an input-node for (x, y).

Necessary node. Intuitively, a (pebbled) node is called unnecessary if the pebble
on it is not used in a subsequent round to pebble a child. Formally, for any
k ∈ [m], and any node v in graph G, the node (v, k) ∈ Pi is called necessary in a
round i if there exists a batch of queries qj in a later round j > i that contains
a correct oracle call with respect to input x∗[k], where node v in (graph G) is
an input-node, but there is no batch qp with i < p < j that contains a correct
oracle call for v. Note that we are translating from a node in the graph G×m to
a node in G, so correctness is deĄned by the kth input in x∗.

Extraction. We now deĄne the ex-post-facto pebbling-extraction algorithm. Given
a transcript T , the extraction algorithm sets P0 := ∅, and deĄnes P1, . . . , Pt by

5 We assume T satisĄes the unique-output-value property expected from a function.
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applying the following three rules to the each batch qi in the order that they
appear in the transcript.

1. Add all nodes in Pi−1 to Pi.
2. For each query xi,j in the current batch, if xi,j is a correct call for some node

v and input x∗[k], add (v, k) to Pi.
6

3. For each (v, k) in Pi that is not necessary, remove it from Pi

Note that we say a node is placed in P (or pebbled) at some step i if it is
added to Pi in step 2 above. This allows us to distinguish between the nodes
inherited from a previous step and ones added due to a correct oracle call. We
provide a pseudo-code description of the ex-post-facto pebbling extraction in
the full version of the paper [11]. With the pebbling extraction deĄned, we can
analyze a pebbling extracted from a hash-dependent adversary. To this end, we
prove three claims. To prove the Ąrst (legality), we make a similar prediction
argument to that made in [4], adapting the predictor to be suitable for hash-
dependent adversaries by extending the predictorŠs hint, which replaces a q/N
term by q2/N . For the second (complexity), we again adapt the predictorŠs hint,
this time to account for complications introduced by an adversary computing
multiple instances of the construction. In particular, the predictor must know for
which instance oracle calls are correct, and we pass this information for a certain
set of queries, which replaces a log(q) term with log(mq) in the Ąnal bound. The
Ąnal claim (collision free transcript) follows from a standard collision argument.

Claim (Pebbling legality). For a Ąxed q-query pROM adversary A, with Ąxed
random coins and a Ąxed H, let T be a winning transcript corresponding to
A against (q, m)-sMH. Then the pebbling P extracted from T is legal with
probability at least 1− q2/N , over the choice of H and the coins of A.

Accounting for hash-dependence and multiple instances. As described above,
when referring to labels and pre-labels we will specify an index k ∈ [m] to point
to the input x∗[k] for which a label or pre-label is correct. Additionally, as P is
a pebbling for G×m, we translate the node indices (for queries labeling distinct
instances of a construction), into node indices for (distinct subgraphs of) G×m.
To extend the argument to a hash-dependent setting, we account for the fact that
the adversary A is free to choose the input value x∗. As A may not decide upon
x∗ until its Ąnal step, we need to extend the hint to ensure that the predictor is
still able to Ąnd a correct call for u and avoid forwarding the query to its oracle.
To do this, we also include in the hint the index of the Ąrst correct call for u (if
there is one). The additional index required increases the hint space by a factor
of q, giving rise to the q2/N bound from the claim.

Claim (Pebbling complexity). Let T be a winning transcript of a q-query pROM
adversary A, with Ąxed random coins and a Ąxed H, against (q, m)-sMH. Let P
be the pebbling extracted from the transcript. Then for any λ ≥ 0:

Pr



∃i ∈ [t] : ♣Pi♣ >
♣σi♣+ λ

log N − log(qm)



< t2−λ

6 This translates the labels A computes for nodes in G to pebbles for the graph G×m.
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over the choice of H and the coins of A, where σi is the state (see Section 2.1).

Changes for multiple instances. An analogous result was proven in [4], for a
hash-independent adversary computing a single instance of a construction. Here
we adapt the argument to allow for adversaries computing multiple instances of
the construction. In particular, the predictor needs to know for which instance
any given query is correct. Without knowing this, much like in the previous
claim, the predictor cannot avoid querying a point for which it would later make
a prediction. We provide this information in the hint, which results in a log(qm)
term replacing a log(q) term in our Ąnal bound. This claim and its proof are
the same regardless of whether the adversary is hash-independent or not, since
it bounds the amount of memory required to store each pebbling set Pi, which
intuitively is unaffected by the adversary not being hash-independent.

Next, we bound the probability of a collision in the labels A computes, and
then move onto bound the probability A wins given there are no collisions.

Claim (Collision-free transcript). Let A be a (q, m)-sMH adversary, and bad be
the event that A Ąnds a collision in any two labelings labj and labk for some
j, k ∈ [m]. Note that the AŠs advantage never decreases when bad occurs, and

Adv
(q,m)-sMH

CH (A) ≤ Pr[bad] + Pr[A wins (q, m)-sMHCH ♣¬bad] .

The above three claims allow us to complete the proof for Theorem 1. For any
q-query adversary A in the (q, m)-sMH game w.r.t. C

H, that produces a collision-
free transcript T , let P be the ex-post-facto pebbling of G×m extracted from
T . Let W be the event that A wins the game, and assume Pr[W] ≥ ϵ. Let
ϵ̄ := log(ϵ− q2/N), t be the number of steps in P , and C be the event that P is
a legal pebbling and that

t−1
∑

i=0

♣Pi♣ ≤
tϵ̄ +

∑t−1
i=0 ♣σi♣

log(N)− log(qm)
.

By claim 1 (legality), claim 2 (complexity), and an application of the union
bound, we have shown that Pr[C] > 1 − (q2/N) − 2−ϵ̄ = 1 − ϵ. Therefore, the
probability that W and C occur simultaneously is positive, and so an adversary
whose transcript satisĄes C can win with probability greater than ϵ. As such
a pebbling is legal and complete, the cumulative pebbling cost of P must by
deĄnition be lower bounded by CC(G×m). Therefore

CC(G×m) ≤
−t log(ϵ− q2/N) + CMC(A)

log(N)− log(qm)
.

Applying Lemma 1, and rearranging, we obtain the bound for ϵ, and by collecting
terms we arrive at the statement in the lemma. ⊓⊔
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