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Abstract. Formal verification is crucial for ensuring the robustness of
security protocols against adversarial attacks. The Needham-Schroeder
protocol, a foundational authentication mechanism, has been extensively
studied, including its integration with Physical Layer Security (PLS) tech-
niques such as watermarking and jamming. Recent research has used
ProVerif to verify these mechanisms in terms of secrecy. However, the
ProVerif-based approach limits the ability to improve understanding of
security beyond verification results. To overcome these limitations, we
re-model the same protocol using an Isabelle formalism that generates
sound animation, enabling interactive and automated formal verification
of security protocols. Our modelling and verification framework is generic
and highly configurable, supporting both cryptography and PLS. For the
same protocol, we have conducted a comprehensive analysis (secrecy and
authenticity in four different eavesdropper locations under both passive
and active attacks) using our new web interface. Our findings not only suc-
cessfully reproduce and reinforce previous results on secrecy but also reveal
an uncommon but expected outcome: authenticity is preserved across all
examined scenarios, even in cases where secrecy is compromised. We have
proposed a PLS-based Diffie-Hellman protocol that integrates watermark-
ing and jamming, and our analysis shows that it is secure for deriving a
session key with required authentication. These highlight the advantages
of our novel approach, demonstrating its robustness in formally verifying
security properties beyond conventional methods.

Keywords: Physical Layer Security, Formal Verification, Watermark-
ing and Jamming, Needham-Schroeder Protocol, Diffie-Hellman Protocol,
Communicating Sequential Processes, Isabelle/HOL

1 Introduction

Classic cryptographic methods [27] assume the computational hardness of invert-
ing one-way trapdoor functions (e.g., prime factoring or discrete logarithm) and
the limited computational power of adversaries. Adversaries that can use a suf-
ficiently powerful quantum computer would employ techniques based on Shor’s
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algorithm [38] to break (invert) the above functions efficiently. As quantum com-
puters are currently limited in the number of qubits required to attack deployed
systems, a temporary mitigation is to use longer keys, which necessitate more
complex key generation and management. This extra complexity will also need
more computational power and cause delays, translating into a waste of resources
and making it difficult or even impossible to be deployed in resource-constrained,
power-limited, or latency-sensitive devices, typical of next-generation networks,
such as 6G. Modern networks, indeed, demand enhanced security requirements [33]
for highly diverse applications. An example are demands for strict quality of service
(QoS), such as ultra-low latency and extreme high reliability (e.g., for extended
reality and remote surgery), highly dynamic and heterogeneous wireless networks,
massive number of low-cost Internet of Things (IoT) sensor devices, and evolving
threats from Machine Learning (ML) and Artificial Intelligent (AI) in 6G, Physical
Layer Security (PLS) [30,48] is emerging as a complementary approach to add an
extra layer security. In this context, providing security guarantees at the physical
layer significantly reduces the need for the above complications.

PLS aims to secure wireless communication at the physical layer (the lowest
network layer) by exploiting the inherent characteristics and randomness of the
wireless communication channel itself, such as fading, noise, interference, disper-
sion, and diversity. PLS is based on information-theoretic security or unconditional
security, a paradigm of security that focuses on the fundamental limits of informa-
tion leakage as defined by information theory [37]. It aims to provide security that
is provably unbreakable regardless of the eavesdropper’s computational resources,
such as Shannon’s perfect secrecy [37] , weak secrecy [42] and strong secrecy [12]
(or statistical independence and asymptotically secure). PLS can resist some phys-
ical layer attacks such as spoofing, eavesdropping, and jamming (while conven-
tional eryptography is not able to do so), can be key-less [23] (so no complex key
management), and is quantum-resistant (because it is not based on computational
hardness). Additionally, it has low computational complexity and latency, making
it intrinsically suitable for IoT devices and heterogeneous wireless networks in 6G.

While a large amount of work in PLS focuses on secrecy, PLS techniques for
achieving authentication have also received considerable attention. For example,
Soderi et al.[41] proposed the watermark-based blind physical layer security (WB-
PLSec) approach to achieve both secrecy and message integrity (i.e., authenticity
with proper protocols). The method combines watermarking[11,24], where the
sender embeds a watermark or authentication information in a content signal to
create a covert channel based on a shared secret, with jamming, where the legit-
imate receiver selectively interferes with parts of the signal so that only it can
recover the message while eavesdroppers cannot.

Notwithstanding its considerable potential, formal verification of PLS mecha-
nisms constitutes an underdeveloped area of research. Traditional cryptographic
security protocols have benefited from formal verification with useful tools such as
FDR [17], Isabelle [34], Maude-NPA [15], AVISPA [2], ProVerif [8], and Tamarin-
prover [3], (1) to discover attacks [26,1]; (2) to identify missing or weak assump-
tions [5]; (3) to propose fixes or improvements to protocols [26,5,29]; and (4) to



Formal verification of PLS protocols 3

guarantee correctness [6,4]. These formal security analysis methods primarily fo-
cus on higher-layer cryptographic protocols. PLS protocols, however, operate in
the lower-layer physical layers and use different security mechanisms from cryptog-
raphy. Therefore, it is highly beneficial to formally verify PLS protocols before their
vulnerabilities and missing assumptions are discovered after their deployment.

A recent work [10] has leveraged ProVerif (8], a security verification tool, to
verify the secrecy of a WBPLSec-based variant (called NSWJ) of the Needham-
Schroeder protocol [32]. Their verification approach, however, is carried out by
formal verification experts in that specific language. Protocol designers still can-
not use the approach to inspect and verify the protocols by themselves. In this
regard, our recent work [47] provides more accessibility to formal verification
through sound animation. This limits the intervention of experts and allows de-
signers to either manually explore or automatically verify cryptographic proto-
cols. In such a workflow, formal experts use a variant of Communicating Se-
quential Processes (CSP) [20,36], called the Interaction Trees [44] (ITrees) based
CSP (ITrCSP) [16,46], to model security protocols in the theorem prover Is-
abelle/HOL [34]. Then, Isabelle can automatically generate Haskell code that,
when compiled, provides a lightweight model checker or animator requiring no
more expert intervention. However, this work only supports the Dolev-Yao attack
model [14], the ad-hoc framework for each protocol (each protocol has a different
fundamental message theory), and a terminal interface (users at least need a PC
or workstation to run animators). Physical layer security is defined in terms of a
different attacker model, so we extended [47] to model it.

Based on the context, this work is guided by the following research questions:
RQ1 (PLS): How to extend the ITrCSP-based framework to support PLS and
its related attack model for verification? RQ2 (Generic and generalisation) Can
the ITrCSP-based framework be general to model all different attack models and
security protocols in a generic message theory? RQ3 (Case studies) What dif-
ferent insights can we get if we conduct a more thorough analysis of NSWJ? Can
WBPLSec be used to implement the Diffie-Hellman algorithm? What benefits can
PLS bring? RQ4 (Accessibility) Can the framework be made even more accessi-
ble to a wider range of stakeholders, such as non-professional groups like students
and the general public?

In this paper, we present our work that addresses these questions. OQur novel
contributions here are as follows: (1) a general sound animation framework to sup-
port both classic cryptography and PLS techniques, built on a generic and poly-
morphic message theory; (2) a more scalable implementation of intruder’s message
inference rules by constraining build-up messages into all the possible messages
that legitimate agents can receive, instead of the naive implementation of [47] to
build up all possible messages from inference rules; (3) a comprehensive analysis
of NSWJ by considering not only secrecy but also authenticity in both passive and
active attacks when the adversary could be within or out of the jamming ranges of
each legitimate participant, to confirm the result of secrecy with [10] but contra-
dicts the interpretation of authenticity from [10]; (4) a new WBPLSec-based DH
protocol (DHWJ) to fix the man-in-the-middle attack and achieve authenticity;
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(5) a new web interface to make our animation more accessible and user-friendly,
in addition to the terminal interface. All definitions in this paper are mechanised
and show an icon (&) that links to the corresponding repository artefacts*.

The remainder of this paper is organised as follows. We review related work
in Section 2, introduce sound animation and WBPLSec in Section 3, and present
the modelling of security protocols in our generic framework in Section 4. And
in Section 5, we describe the modelling of NSWJ and DHWJ in our framework,
then present the web interface and discuss verification results in Section 6. Finally,
in Section 7, we conclude and discuss future work.

2 Related work

Formal verification of security protocols. Model checking and theorem prov-
ing tools, such as Casper [25], FDR [26,17], Isabelle [34,35], Maude-NPA [15],
AVISPA [2], ProVerif [8], and Tamarin-prover [3], have been commonly used to
formally verify security protocols. These tools require users to have an in-depth
level of knowledge in formal verification, and thus are not accessible to general
protocol designers. Instead, the work presented in this paper provides a more ac-
cessible approach using sound animation, allowing protocol designers to interact,
inspect, and verify protocols through interfaces, as well as to perform automated
verification. Similar to our work, SPAN [9] is an animation tool and can be used
by designers. But its soundness is not guaranteed.

Formal verification of PLS. Formal verification for physical-layer security
protocols is a relatively new area. To the best of our knowledge, the work from
Costa et al. [10] is the only one that focuses on this topic. In their work, the
standard ProVerif language was extended with functions to model and analyse
WBPLSec-based protocols symbolically. Furthermore, an attack model for WB-
PLSec was implemented, and their work demonstrated that NSWJ with WBPLSec
is secure (in terms of secrecy) against active attackers within the jamming range
and insecure otherwise. Their work formally demonstrates the sufficiency of wa-
termarking and jamming to ensure secrecy and authenticity. Inspired by [10], our
work verifies WBPLSec and its based NSWJ protocol, in the same scenarios and
under the same common principles, such as its attack model and assumptions.
Conversely, our work goes beyond to comprehensively analyse all four scenar-
108, where the eavesdropper is located at different positions in terms of Alice’s
and Bob’s jamming ranges, under both passive and active attacks. The analysis
provides previously undiscovered results: authenticity is preserved even when the
eavesdropper is outside the jamming range (and thus, the loss of secrecy). We also
propose a new variant (DHWJ) of DH, based on WBPLSec, and conduct a com-
prehensive analysis of it. The other benefit of our work, if compared to theirs, is
the accessibility of verification to protocol designers. It is worth noting that the
capability to understand and debug protocols is crucial for protocol designers too,

* We assume basic knowledge of Isabelle/HOL from interested readers to understand
these definitions and theorems.
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Table 1. Comparison of related work where o for no, e for yes, and * for comments.

Related work Primitives  Attack Sound Verification Ul
Crypt PLS DY PLS DBG UGV Reach Feas Term Web

Tamarin ° o e © ' o o ° o ° 'y
ProVerif ° o e © 'Y o o ° o ° o
Costaet al. [10] o . o o o o o ° o ° o
SPAN [9] ) o e © o . o ° o ° .
Ye et al. [47] ) o e © . . . ) ° ° 0
This work . . e o ° ° ° ° . ° .

Acronym Crypt: cryptography; Attack: attack models; DY: Dolev-Yao; DBG:
debugging; Reach: reachability check; Feas: feasibility check; Term: terminal
interface; UGV: user-guided verification.

especially in new areas such as PLS. As a result, we demonstrate how our analy-
sis facilitates a deeper understanding of the protocol, as it contradicts one of the
conclusions in [10], as mentioned previously.

Sound animation. For another comparison, I'TrCSP has been applied to an-
imate robotic control software [46] modelled in RoboChart [31,45] and security
protocols [47], and demonstrate functional correctness through manual interac-
tion and automatic checking. Our work is also based on ITrCSP and extends [47]
in three aspects: a general modelling framework, the WBPLSec security protocol,
and a web user interface. The sound animation approach presented in [47] primar-
ily focuses on two case studies. Its modelling framework in ITrCSP and Isabelle is
not generic. Thus, every protocol has an ad-hoc message theory in Isabelle. Our
work presents a generic and polymorphic message theory, enabling all protocols to
share a common message framework. Additionally, each protocol can be instanti-
ated for specific configurations. This will be discussed in Section 4. We also extend
the modelling framework to support a new attack model for WBPLSec in addition
to the Dolev-Yao model. WBPLSec-based protocols, such as NSWJ and DHWJ,
can be modelled and verified in the same framework. From an interface aspect, we
develop a new web interface to allow users to easily configure properties, verify,
and view their interactions with models and counterexamples.

Summary. Table 1 summarises the comparison of this work with others in
modelling primitives and attack models, soundness, verification, and interfaces.
It is worth noting that (1) the claimed soundness in Taramin and ProVerif is
not formally verified, unlike our work where the soundness is guaranteed by Is-
abelle/HOL; and (2) Taramin has a web interface for its interactive proof mode,
but not intended for designers.

3 Background

ITrCSP and Sound animation. Animation models interactions of reactive
systems with their environment through events. We utilise Interaction Trees [44]
(ITrees), which allow for a formal specification to be associated with both abstract
and executable denotational semantics [43], as coinductive tree structures. This en-
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Fig. 1. An illustration of WBPLSec with two legitimate agents (Alice and Bob) and an
eavesdropper in different spatial locations in terms of the agents’ jamming ranges. There
are four combinations of locations, denoted as Evel, Eve2, Eve3, and Eve4.

ables the construction of denotational and operational semantics, facilitating both
reasoning and implementation. Using ITrees, Foster et al. [16,46] gave semantics to
a deterministic version of CSP process algebra [20,36], called ITree-based CSP or
ITrCSP, and mechanised it in Isabelle/HOL [34] to allow automatic generation of
Haskell code from a CSP model for animation. The basic processes and operators
of ITrCSP are summarised in [47, Table 1]. Further details about their definitions,
semantics, and implementation in Isabelle/HOL can be found in [16,46].

The animation is sound thanks to I'Tree’s executable semantics and Isabelle’s
code generator [19], which translates executable ITree definitions in HOL logic to
target functional languages (such as Haskell). Soundness is not a formally proved
property here, but the simple and unbroken link from operational semantics of
CSP, to (corecursive) definitions of CSP operators in ITrees, and the final Haskell
code through an equational logic-based code generator (all in Isabelle/HOL) en-
sures its soundness. We illustrate this link in Figure 4 of Appendix A.

PLS: Watermarking and Jamming. Soderi et al. [41] proposed WBPLSec,
which combines watermarking [11,24] with jamming (based on iJAM [18] but im-
proved the data rate from half to full) for secure communication. During the trans-
mission, the source clear message and the watermarked signal (from a part of the
source message) are transmitted in two independent paths, either embedded both
signals in a narrow-band channel [41] or two different visible lights (the blue light
and the red light) in visible light communication (VLC) [40]. Figure 1 illustrates
the concept of WBPLSec schematically. We consider two legitimate agents, Alice
and Bob, and one eavesdropper (Eve) in various locations (Eve 1, 2, 3, and 4) in
terms of the jamming ranges (the two large circles in the diagram) of Alice and Bob.
Each of the legitimate agents is equipped with a transmitter and a receiver which
contains a jammer. There are three kinds of links depicted in the diagram: TR for
the transmitter-receiver link, TE for the transmitter-eavesdropper link, and JE
for the jammer-eavesdropper link. Considering a scenario where Alice wants to
send a confidential message m to Bob, the WBPLSec approach works as follows:
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S1. the transmitter of Alice modulates m to get the host regulated signal zg of
length N, of which the first N,, samples z,, are selected to use direct sequence
spread spectrum (DSSS) for watermarking (by using the pseudo-noise PN
code ¢, to spread the x,, to decorrelate the host signal with the watermark
later) to get the spread-spectrum (SS) watermark w;

S2. the transmitter embeds w in zg to get x4 and sends it;

S3. then the receiver Bob uses his jammer to jam M (where M < N,,) samples
over zg to get an intentionally interfered and corrupt Zg;

S4. Bob can extract the watermark Z,, from the received signal (via the TR link)
by using an additional DSSS demodulator based on the same PN code c¢,;

S5. Bob’s receiver then removes corrupted jammed samples from &g and replaces
them with unjammed samples from Z,;

S6. if Eve, such as Eve 2, is within the jamming range of Bob, Eve is not able to
construct clean messages from Zg (received through the JE link) because she
does not know c¢,,;

S7. otherwise, if Eve is out of the jamming range of Bob, she can receive the water-
marked signal z{ through the TE link and understand the clean message zg.

To ensure secrecy and integrity, Alice and Bob share a common secret, N and c,,,
beforehand and never send the secret over the network. Bob will use another PN
code for his transmitter, which Alice is also aware of in advance.

The security of WBPLSec-based protocols is highly dependent on the location
of the eavesdropper. To minimise the information leakage, the location of legiti-
mate agents, their transmission and jamming powers need to be considered. One
possible solution is to ensure that jamming fully covers the transmission area.
This is feasible if the receiver (such as an edge node) is more powerful or visible
light in VLC is restricted in an area (for example, by walls). Another solution is
to use reconfigurable intelligent surfaces (RIS) to dynamically direct transmission
signals towards legitimate receivers and then direct jamming signals to cover that
transmission area, thereby forming a secure region [39].

4 Modelling of Security Protocols

Our framework supports the symbolic modelling of both classic cryptographic

and PLS protocols. The formalization of cryptography and the Dolev-Yao attack

model [14] have already been described in [47]. For this reason, this section presents

our formalization of PLS protocols in excruciating detail, instead of cryptography.
Assumptions. For WBPLSec, we assume

AS1. As asender, each legitimate agent has a unique secret code used for water-
marking.

AS2. As a receiver, each legitimate agent knows the unique secret codes which
the corresponding senders use for watermarking, and the agent then uses
the code to jam the communication from these senders.
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AS3. The intruder (or Eve)® does not know or guess the secret codes that legiti-
mate agents use for watermarking and jamming.

AS4. Theintruder may have her code for watermarking, but her code is not known
to any legitimate agents.

AS5. These secret codes are never transmitted over the network.

Network model. A network model describes how different agents and the
intruder communicate through proper (secure or public) channels. For WBPLSec,
we employ a different network model than that used for cryptography [47] because
watermarking and jamming differ from conventional cryptography: they estab-
lish a secure region (based on locations), whereas cryptography enforces security
through encryption, hashing, and other primitives. In the new network model,
each legitimate agent sends a watermarked message wm =wat(m,bA,,) using its
watermarking bitmask bA,, (corresponding to the secret code, as with [10]). The
intruder has no jammer because she always tends to hear more information in-
stead of interfering, and will receive wm. Its receiver relays wm to Bob, and at the
same time, it sends a jammed message jm = jam(wm,bB;) (using Bob’s jamming
bitmask bB;) to the main body of the intruder if the intruder is within the jam-
ming range of Bob. Otherwise, the receiver sends wm to the intruder. This way,
the intruder will hear the jammed and watermarked message or just the water-
marked message, depending on her location. More details will be given later when
we discuss the modelling of NSWJ using Figure 3.

Attack models and inference rules. In WBPLSec, Eve is usually passive.
She captures transmitted signals and tries to learn more knowledge from them. In
this paper, we also consider an active Eve who can send fake messages to legitimate
agents. The information she can derive and the messages she can convey are con-
trolled by inference rules based on her current knowledge. Such rules are defined in
Table 2 where K, a set of messages, denotes Eve’s current knowledge. Rules are di-
vided into two groups: breakdown rules, where (Kt m) denotes a message m can be
derived from K using one of member, unpairing, decryption, digital verify, water-
marking, and jamming rules; and build-up rules, where (Kt m) denotes a message
m can be derived from K using one of member, pairing, encryption, digital sign,
and watermarking rules. We note that the Dolev-Yao cryptographic inference rules
are also supported and included in the table to make our inference more general.

As with [10], wat(m,n) =wat(m’,n’) only if m=m’ and n=n’. That means the
same watermarked messages can be generated only if watermarking applies to the
same message using the same bitmask. Also, jam(m,0) = m denotes that jamming
using an empty bitmask is like no jamming. Particularly, the jamming rule defines
that if jamming a watermarked message using the prefixing bitmask b’ of the water-
marking bitmask b, the watermarked message can be recovered when b’ is known.
Here, we treat a bitmask as a sequence of bits and use the sequence concatenation
™ to establish that b’ is the prefix of b. This corresponds to M and N,, in S3.

Informally, if the intruder sits within the jamming range of a receiver A, she
can only hear jammed watermarked messages. According to AS3 and the inference

5 We use Intruder in the modelling of security protocols and only use Eve when
discussing WBPLSec in general.
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Table 2. Intruder message inference rules: breakdown and build-up rules.

Name Id Premises Break down Build up
Member Mb meK Kkym Kkyam
Pairing Pa meKAm €K Kbt4 (m,m')
Unpairing  Up (m,m')eK KrymAKERym'

Enc/Sign  Enc meKAkeK Kbty {m}x
Dec/Verify Dec {mlr€KAk™'€K Kkym

Water- Watl wat(m,b) €K Kkym

marking Wat2 meKAbeK K 4 wat(m,b)
Jamming  Jam  jam(wat(m,b),b’

EKAN Klkywat(m,b)

)
Ve KAJzeb' "xz=b

rule Jam in Table 2, she cannot derive the watermarked messages from the learned
messages. So, secrecy is preserved. However, if she sits outside the jamming range
but still within the transmission range of the sender, she may still be able to hear
watermarked messages. According to the Wat1 inference rule, she can derive clear
messages from the watermarked messages. So, secrecy is violated. According to
AS3, in both cases, message integrity is maintained because the intruder cannot
forge a watermarked message without knowledge of its secret code. An active in-
truder can build up all messages from her knowledge using the build-up rules.
And then she can fork or send these (possibly watermarked using her secret code)
messages to the network. According to AS4, the messages are neither expected nor
accepted by legitimate agents because the secret code is unknown to other agents.
Indeed, there is little difference between passive and active attack models.

Message data types. We define a generic message type which is parametric
in the sizes of various entities in messages, such as agents, nonces, keys, bitmasks,
and modulo exponent bases. We require these entities to be finite for the sake of
the executable nature of animation. This generic type is achieved through a data
type fsnat, defined below, for a finite set of natural numbers. Consequently, each
entity (from a finite set of n entities) can be numbered from 0 to n—1.

typedef (overloaded) ('n::len) fsnat = "0..<LENGTH('n)::nat set" &

The fsnat is a polymorphic type with one type variable 'n of class 1en. The len
class is equipped with a LENGTH function to get its size. So the new type 'n fsnat
is isomorphic to a finite set of natural numbers from 0 to the size of 'n minus 1.
This type comes with a pair of functions nat_of_fsnat and fsnat_of_nat to
convert from fsnat to a natural number or from a natural number to a fsnat. To
facilitate the construction of such a 'n fsnat value, we define nmk (&) function
to construct a 'n fsnat value from its input natural number x. Then a variety of
data types can be defined using fsnat.

datatype ('n::len) dagent = Agent (ag:"'n fsnat") |Intruder |Server&®
datatype ('k::len,'s::len) dkey = Kp "fsnat['k]" | Ks "fsnat['s]" &
datatype ('bm, 'bl) dbitmask = Null | Bm "'bm fsnat" "'bl fsnat" &


https://github.com/RandallYe/Animation_of_Security_Protocols/tree/3e2d323a62204ea57ecae286597966a7670c2f41/User_Guided_Verification_Security/FSNat.thy#L11
https://github.com/RandallYe/Animation_of_Security_Protocols/tree/3e2d323a62204ea57ecae286597966a7670c2f41/User_Guided_Verification_Security/FSNat.thy#L15
https://github.com/RandallYe/Animation_of_Security_Protocols/tree/3e2d323a62204ea57ecae286597966a7670c2f41/User_Guided_Verification_Security/Sec_Messages.thy#L14
https://github.com/RandallYe/Animation_of_Security_Protocols/tree/3e2d323a62204ea57ecae286597966a7670c2f41/User_Guided_Verification_Security/Sec_Messages.thy#L62
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Participants or agents are modelled using 'n dagent where 'n is the number of
legitimate Agents except an Intruder and a Server. In the definition, ag is a
function to extract the agent number from an Agent. If such a function is applied
to Intruder or Server, an exception will be raised in the generated code. Nonces
(of type dnonce) and modulo exponent bases (dexprg) are just fsnat and their
definitions are omitted here. Keys (of dkey) are either public by the constructor
Kp or private by the constructor Ks.

Bitmasks (of type dbitmask) contain an additional Null for an empty bitmask.
The type has two type variables 'bm and 'bl to represent the number of bitstrings
and the maximum length of a bitstring used for watermarking or jamming. Addi-
tionally, this data type is instantiated to partial order, so any two bitmasks can
be compared using <. And two bitmasks bm1 < bm2 if either (1) bm1 is empty, or
(2) both bm1 and bm2 are not empty (such as Bm bl 11 and Bm b2 12), their bit-
strings are equal (b1=b2), and their lengths are less than or equal (11<12). This
is to implement the abstract prefix relation in Table 2 to derive the watermarked
message from its jammed counterpart.

Based on these types, a message type is defined below where only a few con-
structors are shown and the complete definition is given in Appendix B.

datatype ('a, 'n, 'k, 's, 'g, 'bm, 'bl::len) dmsg = ... &
| MBitm (mbm:"('bm, 'bl) dbitmask") bm— —
| MWat  (mwm:"T dmsg") (mwb:"T dmsg") {_}»
| MJam  (mjm:"T dmsg") (mjb:"T dmsg") -

All messages for communication on channels are of the polymorphic type dmsg
with 6 type variables to represent the numbers of agents ('a), nonces ('n), public
keys ('k), private keys ('s), modulo exponent bases ('g), and bitmasks ('b). T in
the definition above is a shorthand for ('a, 'n, 'k, 's, 'g, 'bm, 'bl::len).
Messages can be agent’s identities of type dagent (with the constructor MAg),
nonces (with MNon), public and private keys (with MK), pairing of two messages
(with MPair), modulo exponent bases (with MExpg), modulo exponentiation (with
MModExp), bitmasks (with MBitm), watermarking (with MWat), and jamming (with
MJam). To simplify and shortening formulas, we introduce the notations (m;,ms),
gmn, m®, by,nl, {mf}y, and {m[}} to denote them respectively.

Message inferences. In Isabelle, we define a function breakm (&) for the
breakdown rules in Table 2 to derive a list of messages from a given list for the
sake of implementation in Haskell. The breakm is defined on another function
break 1st (&). We omit the details of these functions here for simplicity.

For the build-up rules, [47] uses buildm to construct all possible messages by
these rules. The number of these messages is usually huge. It is time-consuming and
space-consuming, and has a significant impact on performance. To address this
issue, we propose a solution that considers only the possible acceptable messages
from all legitimate agents and disregards other unacceptable messages. This is a
reasonable assumption because the transmission of these unacceptable messages
will not change the behaviour of all legitimate agents.

For the approach, we first define a function buildable m ms (&) to return
whether a message m can be constructed from a set ms of messages using the
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build-up rules. Then filter_buildable xs ms (&) returns a list of messages, of
which each message is from xs and buildable from ms. This improves the inference
performance dramatically in animation.

Generally, when the intruder hears a new message, she attempts to break it
down using her existing knowledge and updates it accordingly. Then, if modelling
an active attack, she will construct all buildable messages from her up-to-date
knowledge using the filter_buildable function and send them to the network.

Signals. We declare signals to specify properties. The definition dsig (&) is
the same as [47] and omitted here.

Channels. Channels for communication are grouped in a definition chan be-
low, where seven channels (with their corresponding message types) are declared.

datatype T chan = &
env :: "'adagentXx'a dagent"
send :: "'a dagentx'a dagentXx'a dagentxT dmsg"
recv :: "'a dagentx'a dagentXx'a dagentXxT dmsg"
cjam :: "T dmsg" sig :: "('a, 'n) dsig"
leak :: "T dmsg" terminate :: "unit"

We extend the traditional channels send and recv in [47] with an additional com-
ponent such as M in send! (A, M, B, m) to denote the medium through which the
message is sent or received. If Mis the Intruder, then it denotes a message through
a public and insecure channel. Otherwise, it implies the use of a private channel
(so the intruder cannot hear such a message). With this additional component, we
can model both public and private channels. And hear and fake (or relay) are
just synonyms to send and recv. The channel cjam relates to jamming commu-
nications. The channels sig, leak, and terminate are used to signal the stages
which the protocol is on. Eventually, they are used to specifying security protocols.
For example, secrecy is specified using leak events and authenticity is specified
through signals StartProt and EndProt on channel sig. The terminate event
indicates a successful completion of a protocol run.

In brief, our formalization establishes structured inference rules to determine
what an intruder can know or do, while models, watermarking, and jamming re-
strict their capabilities through physical-layer security techniques.

5 Needham-Schroeder and Diffie-Hellman Protocols

The Needham-Schroeder protocol [32] is used to establish mutual authentication
between two parties (such as Alice and Bob) over an insecure or public network,
utilizing either symmetric or asymmetric encryption. In this paper, we consider
a variant of NSPK, referred to as NSWJ here, which utilizes watermarking and
jamming (instead of asymmetric encryption) to achieve secrecy and authenticity,
similar to [10]. We illustrate the message exchange between Alice and Bob for both
NSPK and NSWJ below, where the asymmetric encryption in NSPK is replaced


https://github.com/RandallYe/Animation_of_Security_Protocols/tree/3e2d323a62204ea57ecae286597966a7670c2f41/User_Guided_Verification_Security/Sec_Messages.thy#L726
https://github.com/RandallYe/Animation_of_Security_Protocols/tree/3e2d323a62204ea57ecae286597966a7670c2f41/User_Guided_Verification_Security/Sec_Messages.thy#L840
https://github.com/RandallYe/Animation_of_Security_Protocols/tree/3e2d323a62204ea57ecae286597966a7670c2f41/User_Guided_Verification_Security/Sec_Messages.thy#L844
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Fig. 2. The messages between Alice and Bob for NSWJ.
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Fig. 3. The modelling of NSWJ in I'Tree-based CSP.
by watermarking in NSW.J.
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A— B:{(na,Alice)lt . A— B:{(na,Alice) i,
B— A:{(na,nd)}s, B— A:{(na,nd) s,
A= B:{nb}, A= B:{nblty,,

We further illustrate the detailed message exchange in NSWJ in Figure 2,
where ARec and BRec represent the receivers of Alice and Bob, respectively. Alice
starts the session by sending a watermarked message (01) to the environment
Env (i.e., the secure region) containing a nonce na and her identity, using her
watermarking bitmask. BRec starts to jam (02) Alice’s watermarked message
using Bob’s jamming bitmask and receives the (03) jammed watermarked message
from the environment. BRec can recover the watermarked message because BRec
knows the jamming code and sends it (04) to Bob. Bob can confirm this message
is from Alice because it is watermarked using Alice’s bitmask. Afterwards, Bob
sends (05) back Alice’s nonce na and his nonce nb to Env. Similarly, ARec will
jam (06) the message, receive (07) the jammed and watermarked message, recover
the watermarked message from Bob, and send (08) it to Alice. Alice confirms the
integrity of the message and sends (09) nb back to Bob. BRec will jam (10), receive
(11), recover, and send (12) it to Bob. Finally, Bob can confirm he has established a
secure session with Alice if Eve is only within the jamming range of Alice and Bob.
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Figure 3 schematically depicts the modelling of NSWJ in ITrCSP. We model
Alice, Bob, and the intruder as three processes. Both Alice and Bob contain a jam-
ming receiver (or jammer), and the intruder includes a receiver (Figure 3 splits the
receiver into two elements for better visualisation of connections). Alice and Bob
send messages to the intruder and receive messages on the recv channel from the
intruder. The intruder hears messages that are sent by Alice or Bob and can fake
messages (if he is an active attacker) that Alice and Bob will receive. The receiver of
the intruder will relay the received watermarked messages to intended agents (such
as Bob), and jam the messages using the bitmasks (such as bB2) of their intended
agents (or a Null bitmask) if he is in the jamming range (or out of the range) and
send the jammed messages to the intruder through the cjam channel. While the
intended agents receive the relayed watermarked messages, the jammer jams the
messages using his jamming bitmask (such as bB2) and sends the messages to the
agents (such as Bob). This way, we can flexibly model the location of the intruder,
and his location will not affect the message Bob receives, because the intruder’s
receiver will jam the watermarked messages accordingly based on his location. We
note that the cjam channel is represented by a dashed line, indicating that jamming
is an internal behaviour and will be hidden from the modelled protocol in CSP.

The main body of the intruder, represented as a box in the middle, describes its
main behaviour: breaking down heard messages, building up new fake messages,
and sending them to the network (if it is active), leaking secrets if the secrets are
within its knowledge, or dealing with signals.

To model the protocol in Isabelle using ITrCSP, we first define a configuration
of this protocol, which includes the instantiation of message types as follows.
type_synonym max_agents = 2; max_nonces = 4; max_bm = 3; &

max_bm_len = 2; max_pks = 1; max_sks = 1; max_expg =1
type_synonym dagent = "max_agents dagent" &
First, we define type synonyms, such as max_agents, as a numeral type 2 and use
these synonyms to instantiate polymorphic data types, dagent, etc. We give the
same names to type synonyms of these concrete types. When we refer to these
types in the rest of the paper, we mean the specific types mentioned in this sec-
tion. In this protocol, we define three bitmasks, each with a length of up to 2
(max_bm_len). The protocol is configured below.
abbreviation "Alice = Agent (nmk 0) :: dagent" &
abbreviation "Bob = Agent (umk 1) :: dagent"
abbreviation "nonmap = {Alicen—> nmk O, Bob+—nmk 1, Intruder+— nmk 2}"
abbreviation "bmmap = {Alice—Bm (nmk 0) (nmk 1),

Bob—Bm (nmk 1) (nmk 1), Intruder+—Bm (nmk 2) (amk 1)}"
Such a configuration maps the legitimate agents Alice and Bob to the agent, nonce,
and bitmask indices, where the constructors like nmk are used to make an instance
of £snat. The location of an intruder is defined in terms of jamming ranges and
configured using the map below.
datatype deve = Evel | Eve2 | Eve3 | Eve4 &
abbreviation "evemap eve = case eve of &

Evel = {Alice—T, Bob—F} | Eve2 = {Alice—F, Bob—T} |


https://github.com/RandallYe/Animation_of_Security_Protocols/tree/3e2d323a62204ea57ecae286597966a7670c2f41/User_Guided_Verification_Security/NSPKP/NSPK3_wbplsec_v3/NSWJ3_config.thy#L5
https://github.com/RandallYe/Animation_of_Security_Protocols/tree/3e2d323a62204ea57ecae286597966a7670c2f41/User_Guided_Verification_Security/NSPKP/NSPK3_wbplsec_v3/NSWJ3_config.thy#L15
https://github.com/RandallYe/Animation_of_Security_Protocols/tree/3e2d323a62204ea57ecae286597966a7670c2f41/User_Guided_Verification_Security/NSPKP/NSPK3_wbplsec_v3/NSWJ3_config.thy#L21
https://github.com/RandallYe/Animation_of_Security_Protocols/tree/3e2d323a62204ea57ecae286597966a7670c2f41/User_Guided_Verification_Security/NSPKP/NSPK3_wbplsec_v3/NSWJ3_config.thy#L67
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Eve3 = {Alice—T, Bob—T} | Eve4 = {Alice—F, Bob—F}

The evemap configures the location (among four, see Figure 1) of the intruder
(eve) based on where the intruder is within the jamming range of Alice and Bob
(where T for True and F for False). Then we use these configurations to define the
jamming process (jamming &) for Alice and Bob, the jamming process (jammingT
&) for the intruder, the process (PAlice &) for Alice, the process (PBob &) for
Bob, and the process (PIntruder @) for Intruder where her initial knowledge is
taken into account. We discuss the definition of PAlice more below and omit the
details of other processes here for simplicity.

PAlice = (( Initiator (2) || joyenss Jamming(-) ) \ jevents ) [{ Terminate} t> skip

PAlice is a parallel composition of an Initiator (see [47] for details) for the
behaviour of Alice, and jamming over the jamming events (jevents) with these
events hidden. This process can be terminated using the CSP exception opera-
tor over the Terminate channel. Finally, the protocol NSWJ is composed of the
processes for Alice, Bob, and the intruder in response to appropriate events.

NSWJI = (PAlice || pormivent PBOY) | 4 Brmvents PIntruderd®

This is the process used to generate an animator for the protocol.

The Diffie-Hellman (DH) [13] protocol aims to establish a shared secret be-
tween two agents using agreed-upon information over an insecure network. It is
commonly used to derive new session keys. DH is based on modular exponen-
tiation ¢® mod p where g is the base, a is the power or exponent, and p is the
modulus. In [47], we model the DH with three messages: (1) A— B: g™ and B
computes kg =g"*"", (2) B— A: g™ and A computes ks =g™"", (3) A— B: {3,
where ¢ is a secret and the superscript s denotes a symmetric encryption, and B
decrypts it using kp to get ¢. Using sound animation, it is easy to demonstrate a
man-in-the-middle attack where secrecy is not preserved.

Next, we consider a variant of DH, called DHWJ, which uses watermark-
ing and jamming. It is composed of four messages: (1) A — B : ﬂg"“[}}j’Am and

nb™e

B computes kg = ™", (2) B— A: {]g"bl}g’Bw and A computes k4 = g™,
(3) A= B:{{th3,lba, and B decryptsit using kp to get ¢, (4) B— A {{t}} s,
and A decrypts it to confirm B knows ¢. The message exchange and protocol con-
figuration (&) are similar to those of NSWJ and are omitted here for simplicity.

6 Verification and Evaluation

In Isabelle, we can automatically generate the Haskell code for the NSWJ and
DHWJ protocols. To facilitate the automatic or manual exploration of the design
to check secrecy and authenticity, we developed a new web interface® in addition
to the terminal interface (as presented in [47]) to directly visualise sequence dia-
grams of animation and counterexamples (attacks), as illustrated in Appendix C.

5 The source code is available at https://github.com/RandallYe/Animation_of_
Security_Protocols/tree/master/animation-web-ui
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Table 3. Comparison of verification results: NSPK vs. NSWJ, and DHWJ vs. DH in the
presence of an active intruder, except the specific NSWJ' for a passive intruder.

. NSWJ NSWJ Passivel DHWJ
Properties NSPK 51 moms®d Eiremsmd Y Bim2E3Ed

Secrecy o
Authenticity for Alice .
Authenticity for Bob o

The verification algorithm underneath interfaces is the depth-first exploration of
the event space up to specified steps for a protocol design. The terminal inter-
face provides users with manual exploration, automatically exhaustive or random
reachability check in terms of trace properties, or feasibility check of a specified
sequence of events or trace. Random exploration and feasibility check are not yet
implemented in the web interface. It, however, supports sessions and enables de-
signers to (simultaneously) manually explore or exhaustively check reachability
and view counterexamples visually in sequence diagrams, as shown in Figure 2.
Graphical visualisation of protocols as sequence diagrams has been demonstrated
in [28]; however, their approach is design-oriented rather than analysis-oriented,
and their diagrams are manually created, whereas our diagrams are dynamically
updated. We could not extend it, as manually created diagrams lack the precise
execution semantics needed for automated visualisation and attack simulation.

While the web interface provides no more verification features than the termi-
nal interface functionally, the diagrammatic view of counterexamples helps design-
ers easily follow their interactions with animators and identify problems. Addi-
tionally, verification is more easily configured through the web interface, allowing
for the selection of intruder location and properties to check. For both protocols,
the web interface will enable users to select which location of Eve to animate and
verify, manually animate the protocol, automatically verify secrecy and correspon-
dence properties such as authentication, or combine manual exploration with an
automatic check for user-guided verification. More details about the web interface
can be found in Appendix C.

Using the interfaces, we analysed NSWJ and DHW J, along with their crypto-
graphic counterparts, NSPK3 and DH, in terms of secrecy and authenticity. Table 3
shows verification results in the presence of an active intruder and NSWJ in the
presence of a passive intruder. The results of NSPK and DH are already discussed
in [47]. It is not surprising that secrecy is only satisfied in the scenario of Eve3 (E3 in
the table) because Eve can only hear jammed messages from both Alice and Bob (so
she cannot derive clear messages). Authenticity for both Alice and Bob is preserved
when using WBPLSec due to the watermarking feature. We note that DH is not an
authentication protocol and usually other mechanisms such as digital signature,
hash, trusted certificate authority (CA), and message authentication code (MAC)
are required to achieve both secrecy and authenticity such as in the Unified model
and MQV [7], SIGMA [21] and HMQV [22]. With PLS, we demonstrate that both
properties can be achieved without such a mechanism, regardless of Eve’s location.
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While the ProVerif analysis in [10] uses an active intruder, we consider both
active and passive intruders. Our animation shows that whether the intruder is
active or passive makes no difference in terms of secrecy and authenticity. If a
property is held in the passive model, it is also held in the active model and vice
versa. This is related to AS4 where neither Alice nor Bob knows the Intruder’s
watermarking bitmask, and therefore neither Alice nor Bob will accept the wa-
termarked (inferred) message from the Intruder. This should not be surprising
because watermarking can ensure message integrity.

Although the result of NSWJ in [10] is correct and consistent with ours, we
argue that their speculation “WBPLSec, in which the receiver, besides the sender,
also plays an active role in the communication, so keeping authenticity between
the enrolled parties” is not accurate. It is recognized that the real problem with
NSPK is its second message (na,nb), sent by Bob to Alice, which contains no in-
formation about Bob’s identity (authenticity is not guaranteed). This permits a
man-in-the-middle to forward such a message to Alice, making her believe it orig-
inated from the intruder (while Bob generated it). To support that, the fix [26]
appends Bob’s identity to the second message. We conclude that NSWJ ensures
authenticity not due to jamming, but instead to watermarking, thanks to its im-
plicit integrity guarantee. This evidence suggests that our formalism can enhance
the understanding of protocols and their security mechanisms for designers.

To evaluate performance, we ran all the verification on the same MacBook Pro
laptop. For both the original NSPK and its corrected version [26], it took about
1 second (s) in Tamarin and about 200 milliseconds (ms) in ProVerif to verify all
secrecy and authenticity properties. It took about 4 seconds in our tool for each
property. For the NSWJ version in [10], ProVerif uses 186 ms to prove four secrecy
properties when considering Eve3. For the same protocol, our tool uses less than 1
second to verify each secrecy or authenticity property when considering the same
eavesdropper location Eve3. However, it will take about 7 seconds to verify each
secrecy property when considering other eavesdropper locations and about 9 (or
33) seconds to verify an authenticity property when considering Evel or Eve2
(or Eved). So, it takes longer for our tool to verify properties, which is due to
the executable nature of our approach to achieve accessibility for designers. The
verification of the Diffie-Hellman protocols, including DH and DHWJ is similar.

In a nutshell, we successfully address all research questions. We extended our
framework to support both the Dolev-Yao and PLS attack models, and verified
two PLS-based security protocols (RQ1). We generalised a message theory to be
generic. So security protocols using different primitives and attack models can be
modelled and verified in the same framework (RQ2). We proposed DHW.J. With a
thorough analysis of NSWJ and DHWJ using our approach, we found that authen-
ticity is due to the watermarking (as we expect) and is preserved in all scenarios,
even when secrecy is compromised. That is one benefit that PLS can bring (RQ3).
We developed a web interface and used it to verify both the cryptographic-based
and PLS-based WJ and DH protocols. Indeed, this can be carried out by a wide
range of stakeholders (RQ4).
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7 Conclusion and Future Work

This paper presents a formal verification framework for Physical Layer Security
protocols based on sound animation with graphical interface to improve acces-
sibility. Our work builds upon the formalism by [47], based on ITrCSP and im-
plemented in Isabelle/HOL. We further extend its generality by supporting both
cryptographic and PLS protocols, by improving its intruder’s message inference
rules, and by introducing a new web interface. We apply our framework to model
and verify the WBPLSec-based Needham-Schroeder protocol proposed in [10]. We
further integrate watermarking and jamming techniques into the Diffie-Hellman
protocol, and our analysis shows that the proposed protocol preserves both secrecy
and authenticity when a new session key is derived.

Our work has limitations. We verify protocols through the exploration of event
trees using animators. The event trees could be too big to be exhaustively explored
for complex security protocols. For the same reason, our tool needs a longer time to
verify these protocols. So, scalability is still a challenge. Our current approach re-
duces the intervention from formal experts, which is still needed to model security
protocols in Isabelle initially. They need to write CSP processes for each legiti-
mate agent and a process for the intruder, consider what messages these processes
can send and receive, and then compose the processes together through corre-
sponding events. With significant additional effort, improvements would require
to (1) design or utilise a domain-specific language (DSL) by designers to capture
their protocols, properties, and attack models; (2) automatically transform the
DSL models to ITrCSP in Isabelle; and (3) automatically generate animators.

Following [10], we consider a simplified scenario where the jamming signal re-
mains consistent within a given distance, and no signal is received beyond this
distance. In reality, the jamming signal and transmission signal are degraded as
the distance increases. We use this assumption to simplify scenarios in terms of
the eavesdropper’s location: either within the jamming range or outside the range.
One of our future projects is to consider more complex scenarios.

Future work will also focus on verifying more cryptographic protocols, such as
the Mesh Commissioning Protocol (MeshCoP) for the Thread network and vari-
ants of Diffie-Hellman protocols, such as the ST'S, ISO, and SIGMA protocols [21],
and the Ephemeral Diffie-Hellman Over COSE”, and other PLS protocols.

We also plan to deploy our verified case studies on a public website, allow-
ing researchers, engineers, or students in security to explore and verify protocols
interactively using our sound animation.
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A Soundness illustration

Figure 4 shows how the definition of a CSP operator outp in ITrees, on the left
of the diagram, is linked to the final Haskell function outp on the right of the
diagram. This link is automated in Isabelle/HOL.
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Message type

The message type in our framework is defined below.
datatype ('a, 'n, 'k, 's, 'g, 'bm, 'bl::len) dmsg = &

MAg (ma:"'a dagent")

| MNon (mn:"'n dnonce")
| MK (mk:"('k, 's) dkey")
| MPair (mcl:"T dmsg") (mc2:"T dmsg") (=)
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Isabelle/HOL Haskell outp c v

Interaction_Trees.Vis

Security (Interaction_Trees.Pfun_of alist

[(Prisms.prism build c v,
Interaction_Trees.Ret ())1);

i
1
i
1

definition outp where RoboChart Security RoboChart
outp c v =
Vis
(pfun_of alist Tree-based CSP
[(buildsce v, Ret())1)"

codatatype ('e, 'r) itree = Z math libraries m Z math libraries

Ret 'r |
Sil "('e, 'r) itree" (") |

Vis "'e + ('e, 'r) itree"
lift_definition pfun of alist :: Code generation
= Equational logic

("a x 'b) list = 'a + 'b" is map_of . Data Refinement
Algorithm Refinement

ITree-based CSP
data Itree a b
Ret b
Sil (Itree a b)
Vis (Pfun a (Itree a b));

ITrees

data Pfun a b
Pfun_of_alist [(a, b)]
Pfun_of_map (a -> Maybe b)
Pfun_entries (Set.Set a) (a -> b);

ml

lemma dom pfun alist [simp, code]:
"pdom (pfun_of alist xs) = set (map fst xs)"
by (transfer, simp add: dom_map_of conv_image fst)

Fig. 4. An example to illustrate how a CSP operator outp (output a value v on channel
c) is implemented on I'Trees using associative lists (alist) to represent partial functions
(pfun), and their counterparts in generated Haskell code where dom_pfun_alist is a
proved lemma in Isabelle/HOL and based on equational logic to replace its left-hand
side by its right-hand side in code generation to preserve semantics. We say our approach
from CSP specification to the resultant Haskell code forms an unbroken link.

| MExpg (eg:"'g dexpg") Gim—
| MModExp (mmem:"T dmsg") (mmek:"T dmsg") _—or _"_
| MBitm (mbm:"('bm, 'bl) dbitmask") by —
| MWat  (mwm:"T dmsg") (mwb:"T dmsg") -1~
| MJam (mjm:"T dmsg") (mjb:"T dmsg") 1=
| MSEnc (msem:"T dmsg") (msek:"T dmsg") 1=
| MAEnc (mem:"T dmsg") (mek:"T dmsg") {=re
| MSig (msd:"T dmsg") (msk:"T dmsg") =32

C Web interface

We illustrate our web interface in Figure 5 and Figure 6a.

Figure 5 shows the manual exploration interface for NSWJ3, where the upper
part of the table displays current enabled and available events for users to choose
for animation. These events are numbered from 1. In the figure, there are three
enabling events from 1 to 3. Each event has a unique identity and is shown in the
second column. Additionally, the channel name, source, medium, target agents,
and message body of an event are displayed. While Env is not a defined agent in
our protocol, we use it to denote the environment of protocols or the users within
them. For example, the second event is a message watermarked by Alice’s bitmask
(BMO) from a paired message composed of the nonce (NO) and the identity (A0)
of Alice, sent by Intruder and received by Bob over channel Recv.

In the middle of the diagram, three functions are provided: (1) choose one
event (1 to 3 in this case) from all enabled events to animate; (2) reset manual
animation so users can start from the beginning again; and (3) choose the location
of Eve for animation. When users perform the animation, their interaction history
will be dynamically displayed as a sequence diagram at the bottom. It is worth



Formal verification of PLS protocols 23

No. EventlD Channel Source Medium Dest Message
1 4 Leak Intruder Intruder Env No
2 3169 Recv Intruder Intruder Bob (<NO,A0>}"w_BMO
3 34543 Recv Intruder Intruder Alice (<NO,N2>}w_BM2
Which event to animate?| 1 M Evelocation: @ Evel - Within Alice's Jamming Range but not Bob's
Animateit.

Eve2 - Within Bob's Jamming Range but not Alice’s

O Eve3- Within Both Alice's and Bob's Jamming Ranges

Select Eve location

Protocol
[ ] [
Ev  Sys |Alice RS Bob
(01] EnvaA1
Ho1) EnvA |
[02] [Sig]ClaimSecret.NO

[03] Send {<NO, A0>}'w_BMO

Env  Sys  |Alice Bob
" Intruder
[ J e

Fig. 5. Manual animation: choose one numbered event to animate, and the interaction
history is dynamically displayed in the sequence diagram.

mentioning that the web interface supports multiple sessions, allowing users to
animate the same protocol or different protocols simultaneously.

Security check: O Secrecy/Reachability check - should not be reached

Protocol
® Correspondence check - event 1 occurs before event 2
O Inective correspondence check - exactly one event 1 O )
occurs before event 2 = ( Intruder
BV S [Alice Bob
Choose a channel for monitoring: L ogiotartProt 1 [01] EnvALl i !

1 [02) [Sig]ClaimSecret.NO

> 1 1
Type a message for monitoring (optional): [Alice-->Bob].NO/N1 | [03] Send.{<NO, AD>}"w_BMO _| .
1931 Send{<T0, A0} 7w B0 )

(SiglEndbrot 1 \ | [04] Recv{<NO, N2>} w_BM2 |
iglEn J 1 1 D e

Ch for checking: H | [05] Recv.{<NO, N2>}"w_BM2 |
1 [06) Leak.NO | ) |
Type amessage for checking (optional): [Bob-->AliceNO/N1 . : ; ] :
Ev Sy |Alice Bob
oref¥ .
(a) Configuration interface (b) Secrecy counterexample

Fig. 6. Automatic reachability and correspondence checking for secrecy and authenticity.

Figure 6a shows the automatic checking interface, where users can configure
what property to check and its specific input. Now, three kinds of properties can
be verified: secrecy, correspondence, and injective correspondence. For secrecy,
users need to choose a channel for checking (such as Leak, Terminate, or Signal)
and then optionally input the message in the input box. If no message is specified,
the tool will check the reachability of all events on the chosen channel. For corre-
spondence, users need to configure the event (event 1) for monitoring in addition
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to the event (event 2) for reachability checking. For example, the figure shows a
configuration to check the authenticity of Bob in NSWJ3: check the reachability
of the signal EndProt for Bob to finish the run with Alice using their nonces NO
and N1 while monitoring the occurrence of the signal StartProt for Alice to start
the run with Bob using the same nonces. If the EndProt is reached without the
occurrence of the signal StartProt before it, a counterexample is displayed. Then,
users can click a button to view the counterexample in a sequence diagram.

Figure 6b shows a counterexample for the secrecy checking of NSWJ when
Evel is chosen. Alice’s nonce (NO) is leaked because Eve is located outside Bob’s
jamming range. When Alice sends a watermarked message, Intruder can derive its
plain message using the inference rule Wat1 in Table 2 and learn NO. Then Intruder
leaks it into the environment. This is not surprising because the intruder can hear
watermarked messages from Alice or Bob. So, based on the watermarking rule in
Table 2, the clear message is derived. What is more surprising is authenticity, which
holds even when secrecy is violated. The original NSPK protocol is insecure, and
both properties are violated [26,47]. The clear explanation is that watermarking
prevents authenticity from being compromised; in particular, though the intruder
can learn the clear message, they cannot fake a watermarked message using Alice’s
or Bob’s watermarking bitmask because they do not know these bitmasks.

Both our terminal and web interfaces allow users to do user-guided verification.
For the web interface, users can manually explore a protocol for some steps and
then want to know if there are any security issues after this stage. They can utilise
the automatic verification function to conduct checks. In this case, the verification
will start from the explored state instead of from the beginning. This could reduce
the complexity of verifying large protocols and make them more scalable.



	Formal Verification of  Physical Layer Security Protocols for Next-Generation Communication Networks
	Introduction
	Related work
	Background
	Modelling of Security Protocols
	Needham-Schroeder and Diffie-Hellman Protocols
	Verification and Evaluation
	Conclusion and Future Work
	Soundness illustration
	Message type
	Web interface


