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Abstract—High reliability and low latency are essential to
railway wireless communications, which transmit train control
and dispatch commands to ensure operational safety. However,
as railway systems become increasingly electrified and more
complex, the exposure to electromagnetic interference (EMI) also
grows, potentially causing service disruptions and compromising
safety. Intentional EMI (IEMI), which is deliberately and often
maliciously generated, further increases the vulnerability of
these critical communication networks. Real-time detection and
classification of EMI and IEMI therefore become increasingly
important. This paper presents composite models that reflect
realistic railway scenarios and proposes an adaptive classification
approach for EMI and IEMI using a deep learning algorithm
based on bidirectional long-short-term memory (BiLSTM) net-
works and attention mechanisms. By employing time-series fea-
ture extraction to analyze both time and frequency information at
fine resolution, the proposed method demonstrates a classification
accuracy of 94.98%. Simulation results outperform existing
techniques with a 3% improvement in accuracy, showcasing its
adaptability across four typical railway scenarios at train speeds
of up to 500 km/h. Moreover, online monitoring phase performs
real-time detection in just 7.43 ms, meeting the stringent latency
requirements for railway systems. Validation using real-world
data further confirms the practical applicability of the proposed
methods under actual operating conditions.

Index Terms—Electromagnetic interference (EMI), Intentional
EMI (IEMI), Deep Learning Algorithm, Detection, Classification,
Railway Wireless Communications, SG-Railway (5G-R)

I. INTRODUCTION

HE railway transportation system is widely recognized

as an economical, effective, and environmentally friendly
mode of transporting goods and passengers [1]. Future intelli-
gent railway wireless communication systems require reliable
transmission, high data rates, and low latency for key ser-
vices and passenger safety, even at speeds up to 500 km/h
[2], [3]. With the commercialization of 5G, applying 5G
to railway systems (5G-R) has garnered substantial interest.
In Europe, the International Union of Railways (UIC) has
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introduced the Future Railway Mobile Communication System
(FRMCS) through initiatives such as SGRAIL [4], which sup-
ports digitized and automated services in line with reliability,
availability, maintenance, and safety (RAMS) standards as
the successor to GSM-R. China is directly transitioning from
GSM-R to 5G-R, bypassing LTE-R [5]. Therefore, ensuring
the safety and reliability of private 5G-R communication
systems is critical for future intelligent railway operations.

The growing complexity of electrified railway systems has
increased the vulnerability of wireless transmissions to elec-
tromagnetic interference (EMI) [6]. EMI can originate from
natural events or onboard train equipment, such as lightning
strikes, pantograph-catenary arcing, relays, and electric mo-
tors. Intentional EMI (IEMI), or jamming, involves malicious
wireless signals deliberately introduced to disrupt wireless
networks [7]. The increasing availability of compact communi-
cation devices further elevates risks associated with terrorism
and criminal activities [8], [9]. In dense 5G deployments,
additional base stations (BSs) and user equipment exacer-
bate interference, degrading signal quality, triggering signal
processing malfunctions, and ultimately affecting automatic
train protection [10], [11]. Even short outages can force trains
to safety mode, causing emergency brakes, congestion, or
accidents. Given that Railway wireless communications carries
critical train control information, there is minimal tolerance for
EMI compared to public networks. Hence, timely detection
and classification of EMI and IEMI are vital for operational
safety.

Accurate, low-latency classification further enables precise
mitigation and resilience strategies [12]. Transient EMI, such
as pantograph—catenary arcing, can be suppressed through
transient blanking and forward-error correction; systematic
logging of these events supports proactive maintenance by
revealing arcing hotspots and early equipment wear. Exter-
nal EMI originating from neighbouring 5G base stations or
public networks is best alleviated through dedicated network
planning and real-time interference coordination that reallo-
cates carriers or adapts transmit power. By contrast, IEMI
constitutes a cyber-physical threat: rapid discrimination from
unintentional EMI allows immediate activation of adaptive
power-control or frequency-hopping defences, ensuring the
10 ms safety window required for signalling, traction-control,
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and Communications-Based Train Control (CBTC)/ European
Train Control System (ETCS) services [13].

Despite growing interest, current EMI detection research
still faces limitations. Classical GSM-R detectors rely on fixed
thresholds or simple statistics [9], [14] and struggle with
dynamic 5G-R channels. Recent machine-learning approaches,
Support Vector Machine (SVM), Random Forest (RF), and
Agglomerative Hierarchical Clustering (AHC) [9], [15], [16],
focus mainly on frequency-domain features for spectrum anal-
ysis. Railway wireless communications exhibits unique char-
acteristics, including track-aligned coverage and predictable
train trajectories. These can reveal patterns suitable for time-
series data analysis and deep learning methods. In addition,
modelling EMI/IEMI across diverse environments, cuttings,
viaducts, and platforms remains challenging, especially under
high-mobility 5G-R scenarios [17]. These gaps motivate the
adaptive and time-series-based classification framework pro-
posed in this paper.

This paper investigates time-series detection and classi-
fication using attention mechanisms and Long Short-Term
Memory (LSTM). Compared to other deep learning and tra-
ditional machine learning methods, LSTM excels in capturing
long-term dependencies and temporal patterns in sequential
data [18], [19]. The attention mechanism enhances this ca-
pability by focusing dynamically on the most relevant time
steps, improving the interpretability and performance of the
model [20]-[22]. Together, these techniques allow for more
accurate and efficient processing of complex temporal data
[23]-[26], especially in scenarios involving high mobility. In
this research, a variety of simulated EMI and IEMI signals
are generated and superimposed to form a comprehensive
signal sample space, from which the signal characteristics in
specific train-operation intervals can be learned. Because train
trajectories are fixed and the radio environment around the
track is relatively stable, interference in 5G railway dedicated
wireless systems exhibits certain regularity. By combining
training data collected under different scenarios and train
speeds, a “dynamic interference model” can be established.
This model can be indexed by track segment (e.g., through a
Geographic Information System (GIS)-based track database)
to predict which type of interference is likely to appear on
a given section and to support proactive mitigation strategies.
Additionally, real-world data are collected through complex
fading channels from a 5G-R test line to evaluate the proposed
method. The main contributions of this paper are summarized
below:

o The system model is built for various railway scenar-
ios, considering realistic channel conditions. Five typical
classes of EMI and IEMI are analyzed in detail.

o In the data pre-processing stage, a novel approach is
introduced, extracting features from both real and imag-
inary components of the complex signals. This simulta-
neously captures detailed information from the time and
frequency domains with enhanced resolution, preserving
the critical signal characteristics necessary for accurate
interference classification.

e A tailored Attention-BiLSTM deep learning architecture
is proposed to classify EMI and IEMI under diverse

railway scenarios and operational speeds. The stacked
BiLSTM layers, combined with a self-attention mecha-
nism, effectively capture temporal dynamics and empha-
size critical signal segments.

o The proposed model is evaluated through simulations,
achieving real-time detection in 7.43 ms with an ac-
curacy of 94.98%, surpassing existing state-of-the-art
methods by approximately 3%. The model showcases
strong adaptability across four typical railway scenarios
at train speeds up to 500 km/h.

o The practical applicability of the proposed methods is
further validated using real-world measurement data col-
lected from 5G-R test facilities. Results maintains an ac-
curacy of 92.5%, confirming the reliability and robustness
of the method in realistic conditions and underscoring
its potential for practical deployment in next-generation
intelligent railway wireless communication networks.

The rest of the paper is organized as follows. Section II

provides an overview of the system model and the process of
feature extraction. Section III introduces the theoretical basis
of LSTM and the attention mechanism and presents a detailed
structure of the Attention-BiLSTM-based classification algo-
rithm. The simulation results and analysis are given in Section
IV, followed by real data validation and discussions in Section
V. The conclusion is drawn in Section VI.

II. SYSTEM MODEL AND FEATURE EXTRACTION
A. Radio-Propagation Model and Representative Scenarios

The railway wireless communication system considered in
this study, as shown in Fig. 1, consists of a 5G-R BS operating
at 2.16 GHz, transmitting signals to a train antenna receiver
mounted on the train roof. The chosen frequency band aligns
with the 5G-R private network communication system tested in
China in September 2023, utilizing the downlink 2155-2165
MHz frequency band [27]. Fig. 1 illustrates potential inter-
ferences, including transient EMI from pantograph-catenary
arcing and IEMI at two different locations: originating from
a portable device in a passenger’s pocket within the train
and originating from a power source placed on the ground
between the BSs. Four main and representative scenarios are
selected from the 18 communication scenarios [28], enabling a
comprehensive evaluation of a complex railway environment.

We employ the 5G-R dynamic propagation model previ-
ously validated in our conference paper [7], which combines
a Rician fading channel, log-distance path-loss, and Doppler
shift. The received power is

N
P, = Al\/ KLH(Pt*PL(dl)) JrZAi\/ ﬁ(Pt*PL(di))v
i=2
(D
with path loss PL(d) = PL(dy) + 10nlog(d/dy) and
Doppler frequency f; = ”—Lfb cosf. Full derivations and
parameter-fitting details can be found in [7].
B. EMI and IEMI Classification

In this paper, five classes of EMI and IEMI in railway are
investigated: (1) transient EMI, (2) frequency sweep IEMI
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Fig. 1. The system model in railway wireless communication networks with
various scenarios

on board, (3) frequency sweep IEMI on the ground, (4)
synthesized frequency IEMI on board, and (5) synthesized
frequency IEMI on the ground. These classes include typical
transient EMI found in high-speed rail, as well as two types of
frequency variation IEMI, each categorized by their locations,
onboard the train or on the ground. A detailed discussion
on the characteristics and impacts of EMI and IEMI on the
electrified railway radio communication network can be found
in the review paper [10].

Depending on the location of the IEMI, its impact can vary.
The system model considers two cases: when the IEMI device
is inside the train or on the ground. In the first scenario, the
IEMI device is assumed to be portable, such as a jammer
hidden in a passenger’s pocket, typically with limited power
capability (e.g., 1 W or +30 dBm) [29]. In the second case,
the IEMI device is placed on the ground, where it is less
constrained by size and power supply, often resulting in higher
output power [30].

In the case of onboard IEMI generation, the coupling
between the jammer and the antenna on the roof of the train
remains relatively stable. The interference poses a significant
threat to onboard wireless communication systems due to
their proximity and minimal shielding between the interference
source and the victim systems. The coupling loss between the
jammer and the train antenna can be evaluated using the Friis
transmission equation:

2
P =P (CW)

(47m)2R?2 @

where P, is the received power at the antenna, P; is the
transmitted power, G and G, are the gains of the transmitting
and receiving antenna, A is the wavelength of the signal, and
R is the distance between the jammer and the antenna. The
additional attenuation of the signal can be approximately 20
dB due to the effectiveness of the train structure shielding in
the measurement [29]. Therefore, the total estimated coupling

loss is determined by combining the free-space loss and
attenuation due to obstructions, such as seats, passengers, and
equipment.

In the second scenario, where the IEMI device is on the
ground, refers to interference transmitted from a fixed position
outside the train, targeting onboard communication systems
as the train passes by. The power received at the antenna
is primarily influenced by the train’s movement. Considering
the Doppler effect due to train movement, the frequency for
each component can also be modeled, where 0(t) is the time-
dependent angle between the direction of motion and the
line connecting the train and the ground-based IEMI device.
To effectively disrupt the communication signal, the ground-
based jammer is strategically positioned to minimize obstacles,
ensuring an optimal Line-of-Sight (LOS) to the train antenna.
This scenario is evaluated using the two-ray LOS path loss
model [29].

GG, h?h?
d4
where P, is the received power at the train antenna, P; is
the transmitted power from jammer, G; and G, are the gains
of the transmitting and receiving antenna, h; and h, are the
heights of the transmitting and receiving antenna, and d is
the distance between the jammer and the train antenna. The
two-ray LOS path loss model assumes d > h;, h,., making it
suitable for ground-to-train communication scenarios. Typical
heights of railway antennas, approximately Ay, h, =~ 1-2m for
the train and the jammer, are significantly lower compared
to the distances involved in most cases. The location of the
jammer can vary significantly, such as being located near the
BS, between multiple BSs, or within the train station, causing
notable fluctuations in the power received at the train antenna.
Even when the jammer is positioned as close as 10 meters from
the train antenna, such as directly along the railway track or
on a station platform, the model remains applicable and the
jammer can substantially degrade the useful signal [29]. In this
case, the total coupling loss includes contributions from both

the Doppler shift and the two-ray LOS path loss.

P.=P 3)

C. Time-Frequency analysis of EMI and IEMI

The Short-Time Fourier Transform (STFT) is employed to
calculate these short-term frequency variations by segmenting
the signal into smaller time windows and analyzing the fre-
quency content of each segment. In signal analysis, there is an
inherent trade-off between time and frequency resolution due
to the Heisenberg uncertainty principle [31]. A shorter window
length provides better time resolution, enabling the capture
of transient features more precisely. However, it reduces fre-
quency resolution, making it challenging to distinguish closely
spaced frequency components. Conversely, a longer window
improves frequency resolution but at the expense of time
resolution, potentially smearing out transient EMI. Balanc-
ing these resolutions is crucial for accurately capturing the
transient effects of interference while maintaining sufficient
frequency resolution to detect frequency variations of IEMI.
Therefore, we need to strike a trade-off between fine time
resolution and fine frequency resolution, as they cannot be
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optimized simultaneously. For the STFT analysis, we use a
small window length of 80 samples, which, given a sampling
frequency of 20 MHz (sampling period Ts = 50 ns), provides
a time resolution of:

Window Duration = Window Lengthx Ty = 80x50ns = 4 us.

A 4 ps window offers high time resolution to capture short
transient EMI bursts (on the average of 5 s repetition periods
observed in measurements). An overlap of 25% (20 samples)
is applied to ensure a smooth transition between consecutive
windows to prevent missing transient events that may occur at
the window edges. Overlapping windows helps in capturing
transient EMI more effectively by providing more temporal
data points for analysis. To enhance frequency resolution
without sacrificing time resolution, we increase the number
of FFT points (nfft) used in the STFT. Specifically, we set
nf ft = 1024 points. With a sampling frequency of 20 MHz,
this results in a frequency resolution of

F 20MHz
A = s = —
f nfft 1024

This means that the frequency axis of the STFT will have bins
spaced approximately 19.5 kHz apart, allowing the detection of
fine frequency variations in the signal (e.g., certain frequency-
sweep interference sweep a 10 MHz band within 50 ps, which
requires high spectral resolution to distinguish). By zero-
padding the windowed signal to the desired nfft length before
computing the FFT, we achieve higher frequency resolution
without altering the actual time resolution determined by
the window length. Zero-padding interpolates the frequency
spectrum, providing a smoother and more detailed frequency
representation.

These STFT parameters, including the window length,
overlap, and nfft, were selected through extensive trials and
empirical testing, considering computational cost constraints
[32], [33]. The comprehensive time-frequency representation
of the entire signal sequence is obtained, offering detailed
insights into the characteristics of both the time and frequency
domain.

~ 19.5kHz.

D. EMI and IEMI Model

a) Transient EMI: Transient EMI refers to short-duration
EM disturbances in the radio frequency spectrum, which can
be caused by various sources during train operation, including
pantograph-catenary arcing, electronic equipment on board,
lightning strikes, power surges, or other electromagnetic events
[34]. In this paper, the typical transient EMI observed as a
sparking or arcing, which often occurs between the catenary
and the pantograph in the high-speed rail system, is analyzed.
Transient EMI can be effectively modeled using damped
sinusoidal signal characteristics.

‘/trans(t) =A (@ﬁ - eﬁ) : Sl?’l(27‘(’fct) : /.L(t) 4

where A is amplitude, ¢,.;s¢ 1S rise time, t5,,;4 is duration, and
fc is the center frequency of the superimposed useful signal.
The two consecutive transient interferences are separated by
a similar amplitude 1 V, rise time 1 ns, and duration 20 ns

based on measurements [35]. The repetition rate, defined as the
interval between two consecutive transient interferences has an
average 5 us, but increase due to operating conditions such as
the train’s high speed, the contact surfaces of the pantograph
and catenary degradation, and adverse weather conditions.

In the time domain, the transient EMI signal exhibits a
short-duration characteristic, appearing as a brief burst of
interference. In the frequency domain, the transient EMI
signal exhibits a broad spectrum that extends beyond the
typical useful signal bandwidth, covering a wide range of
frequencies. This broad spectrum characteristic significantly
overlaps with the useful signal, undermining the effectiveness
of traditional mitigation methods such as frequency-hopping
spread spectrum, which rely on sporadically changing the
carrier frequency to avoid narrowband interferences and thus
become ineffective against wideband interference. Further-
more, transient EMI has a variable repetition rate, making its
behavior more unpredictable, similar to a random jammer that
alternates between active and idle states, further complicating
its detection and mitigation in railway communication systems
[15]. Using STFT, the time-frequency representation of the
transient EMI on 100 ps is shown in Fig. 2. Detection and
classification of transient interferences can guide proactive
maintenance efforts by identifying early signs of equipment
degradation, such as pantograph-catenary interface wear. Ad-
dressing these issues promptly improves equipment health,
thereby enhancing the reliability and safety of wireless railway
communications.

l(]Slmrt-Time Fourier Transform (fs = 20MHz, Time Resolution = 4us, 25% overlap, nfft = 1024)

Frequency (MHz)
b
3
Magnitude (dB)

10 20 30 40 50 60 70 80 90
Time (ps)

Fig. 2. Time-frequency representation of the transient EMI

b) Frequency sweeping IEMI: Due to hardware con-
straints, such as the need for a high sampling rate in the
analog-to-digital converter (ADC) and a broadband power
amplifier, low-cost IEMI devices often cannot effectively at-
tack multiple channels simultaneously. As a result, frequency-
sweeping IEMI is more commonly used [11].

Frequency sweep IEMI can be modeled by transmitting
a continuous high-power noise sweep from one channel to
another following a fixed strategy and repeating this process
over time [35].

s(t) = Acos (27r <f22_Tf1 X t—l—f1> X t) ,0<t<T
)]

where a cosine wave with amplitude A sweeps over a fre-
quency band [f1, f2] over a period of time 7' [6]. This type
of jamming signal is intentionally designed to disrupt 5G-R
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communications with a central frequency of 2.16 GHz and a
bandwidth of 10 MHz. The signal sweeps frequencies in the
range [2155,2165] MHz over a period of 50 us. Fig. 3 shows
the time-frequency representation of the frequency-sweeping
IEMI signal obtained using STFT within a detection window
of 500 ps. The STFT reveals a symmetrical pattern in the
time-frequency domain, showcasing both positive and negative
frequency components due to the signal’s real-valued nature.

wihort—Time Fourier Transform (fs = 20MHz, Time Resolution = 4us, 25% overlap, nfft =1024)

Frequency (MHz)
Magnitude (dB)

50 100 150 200 250 300 350 400 450
Time (ps)

Fig. 3. Time-frequency representation of the onboard frequency sweeping
IEMI

c) Frequency synthesized IEMI: Frequency-synthesized
IEMI involves the simultaneous transmission of multiple inter-
ference signals at different frequencies, which can be fixed or
dynamically changed. The synthesized interference is designed
to mimic legitimate signals or exploit specific vulnerabilities
in the communication system. To model synthesized frequency
IEMI, the interference signal is represented as a sum of mul-
tiple sinusoidal components, each representing an interference
frequency. The synthesized frequency IEMI signal can be
expressed as:

M
s(t) = Z Ap, cos (27 frut + i) (6)
m=1
Where M is the number of interference frequency compo-
nents, A,, is the amplitude of the m-th interference signal,
fm 1s the frequency of the m-th interference signal, and ¢,
is the phase offset of the m-th interference signal. Fig. 4
presents the time-frequency representation of the synthesized
frequency IEMI signal after down-converting to the baseband.
The signal consists of three discrete frequency components
within a 10 MHz bandwidth, originally centered at 2.16 GHz.
These components are visible as distinct horizontal lines in
the spectrogram, showing the consistency of the synthesized
frequency content in the detection window of 500 us.

E. Time-Series Feature Extraction

As demonstrated by the classification and modeling above,
the features of EMI and IEMI in railway communications are
time-varying, primarily due to the train’s movement and the
changing propagation environment. As the train progresses
along a fixed route, the evolution of the received signal
can be effectively captured and analyzed using deep learning
techniques designed for time-series data. Existing research in
the field primarily focuses on detecting and classifying signal
types by analyzing frequency spectrum features. These studies

8
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Fig. 4. Time-frequency representation of the synthesized frequency IEMI on
the ground

compare the performance of various machine learning models
by generating large datasets using these parameters. However,
they tend to overlook that the type of interference depends
on the time-series characteristics. Detecting and classifying
interference without considering the variations in signal char-
acteristics over time is fundamentally flawed, and often results
in inaccurate results.

The time series feature extraction process from the received
signals are shown in Fig. 5. The signal received by antenna
is initially sampled at 6 GHz, and then down-converted to
20 MHz. The data is collected and analyzed based on this
20 MHz sampling frequency. The choice of 20 MHz sampling
frequency is because the signal has a bandwidth of 10 MHz. In
our previous research [36], sampling was performed directly at
6 GHz, which resulted in an overwhelming amount of data that
was computationally expensive to process. Moreover, we could
only detect a 100 ps time interval every second, which led to
unreliable and non-robust detection and classification accuracy.
By down-converting and using a lower sampling rate, we are
able to achieve more efficient data processing and improve the
reliability of detection and classification results.

The signal received from the antenna is inherently complex
due to the use of in-phase (I) and quadrature (Q) components
in I/Q sampling techniques. This method captures both the
amplitude and phase information of the signal, which is
essential for accurately characterizing complex-valued signals
with overlapping frequency components as shown in [37]. In
our analysis, the time-series data obtained from the STFT
consists of 1024 features corresponding to the frequency bins
of the transformed signal. We separate this complex data into
its real part (I component) and imaginary part (Q component),
effectively doubling the number of features. This results in
a total of 2048 distinct time-series features. By including
both the I and Q components, we preserve the signal’s full
amplitude and phase information, providing richer input for
the deep learning model to capture intricate EMI and IEMI
patterns, and improving classification performance in dynamic
HSR environments.

III. DETECTION AND CLASSIFICATION ALGORITHM
A. Long short-term memory (LSTM) basis

The LSTM network is an improved version of recurrent
neural networks (RNNs) that addresses the vanishing and
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Fig. 5. Flowchart of the Time-Series Feature Extraction

exploding gradients issues [18], [19]. It achieves this by
introducing forget gates, input gates, and output gates as shown
in Fig. 6, which enhance the network’s ability to remember
important information and forget irrelevant information selec-
tively.

Output Data
(timestan"‘p =t)
4

Cell State from

o Cell State to
timestamp = t-1 tir
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|
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! Hidden State
T

Hidden State | =‘ Output for
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timestamp = t-1 N I— — — — |QuiputCate, )
Input Data
(timestamp = t)

Fig. 6. Illustration of an LSTM cell [18]

Detecting signals in 5G-R can be challenging, especially
when the carrier frequency is 2.16 GHz. In this study, a
practical sampling frequency of 20 MHz is used to sample
the received signal, which provides a balance between cap-
turing the necessary information and managing computational
complexity. The sampled data represents time-series data with
a long duration, such as 7 = 500 ps in every 2ms time
interval. Within the duration of the signal detection window,
the algorithm must process this long time-series data effec-
tively. Consequently, LSTM networks are introduced into the
algorithm to capture features based on long-range temporal
dependencies.

In addition to the LSTM network, a BILSTM is employed to
further improve the model’s capability to capture dependen-
cies in both forward and backward directions [7]. BiLSTM
networks consist of two LSTM layers that process the input
sequence in opposite directions, which allows the network to
consider both past and future context for each time step. This
characteristic is particularly useful for time-series data, where
the relationships between data points are not solely dependent
on the past but also on future inputs. Moreover, the data
collected when the train is moving away from the BS can
also be used to represent movement towards it, allowing for
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more comprehensive data training. By leveraging BiLSTM,
the model can more effectively capture the dynamic nature of
EMI and IEMI signals in high-mobility railway environments.

B. Attention mechanism basis

While LSTM networks are capable of capturing long-term
dependencies in sequential data, they may still struggle with
very long sequences due to limitations in retaining useful
information over extended time steps. The forget gate in
LSTM cells, although essential for mitigating the vanishing
gradient problem, can sometimes lead to the loss of valuable
information from earlier time steps. This can deteriorate the
performance of the system when training on long sequences,
e.g., our signal sequence is 166 timesteps within the duration
of 500 ps. The attention mechanism addresses this issue by
allowing the model to focus on specific parts of the input
sequence, enhancing its ability to capture relevant information
regardless of its position in the sequence.

Attention mechanisms in neural networks are inspired by the
human visual system’s ability to focus selectively on certain
parts of the visual field to process information more efficiently.
In the context of neural networks, attention allows models to
dynamically assign different weights to different parts of the
input data during training and inference. This technique has
become popular in various applications, including natural lan-
guage processing, image captioning, and time series analysis
[20]. By integrating the attention mechanism into the BiLSTM
network, the model can dynamically focus on specific parts of
the input sequence by assigning adaptive weights to different
temporal states, thereby improving accuracy and robustness.
Existing works have shown that the combination of LSTM and
attention mechanisms often results in superior performance in
tasks involving sequential data, as it allows for more nuanced
feature extraction and contextual understanding [23]-[25].

In our proposed model, the self-attention mechanism oper-
ates over the hidden states produced by the BiLSTM layers at
each time step. These hidden states contain rich information
about the input sequence, capturing features across 2048 chan-
nels as the result of the bidirectional processing. By applying
self-attention to these hidden states, the model effectively
captures dependencies between 166 time steps, allowing it
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to focus on the most relevant parts of the sequence. In self-
attention, the queries, keys, and values all originate from the
same set of hidden states. This design enables the model to
weigh the importance of each hidden state relative to others
when computing a context vector €. The context vector is a
weighted sum of the hidden states, where the attention weights
o reflect the importance of each hidden state in contributing
to the final representation. The attention mechanism can be
described in three steps, as illustrated in Fig. 7. The first
step is to calculate the attention scores s; which measure the
relevance between the query and each key:

s; = tanh(Q - K" ), (7N

herein, the dot method is used to compute the similarity. The
keys K are derived from the hidden states and K,  is the
transpose of the key vector at time step 7. Queries () represent
the last moment derived from the hidden state. In the second
step, the attention weights « = {aq, as,...c; } are obtained
by applying the softmax function to the attention scores. This
converts the scores into a probability distribution over the time
steps:

0= 22 (®)

> j=1 exp(s;)

where «; represents the importance of the hidden state at time
step ¢. The third step is to calculate the context vector € as
the weighted sum of values:

t
e=Y iV, ©)
=1

where values V' are the same as the keys and are derived from
the hidden states, and V; is the value vector at time step ¢. By
summing over all time steps with their respective attention
weights, the context vector ¢ effectively captures the most
relevant information from the entire sequence. This allows
the model to focus on important features across different time
steps, enhancing its ability to model long-range dependencies
and improving overall performance.

Step 2
SoftMax() }»
> fet,
normalization l
Key { FQK) || s a { € j+—  Value
A y \ J
o -
Step 1 Step 3

Fig. 7. Internal calculation process diagram of the attention mechanism [23]

C. Attention-BiLSTM-based Classification Algorithm

The structure of the proposed Attention-BiLSTM-based
multiclass classification algorithm is depicted in Fig. 8. In this
structure, the network is trained using the data collected under
railway scenarios described in the previous session and their
corresponding labels.

The EMI and IEMI detection approach proposed in this
paper is designed to classify signals within a duration of 7
of 500 ps. Given the time resolution of 4 ps and an overlap
of 25%, 166-time steps are collected within the duration of
500 ps. In general, a longer detection window provides more
accurate results as a result of the increase in the amount of
data available for analysis, improving the robustness of signal
classification. The choice of a 500 s interval is made based
on safety requirements, specifically the need to trigger an
emergency brake in signal loss. The latency requirement for
the emergency brake system is 10 ms [13], which means that
any interference must be detected well in advance to allow
sufficient time for an appropriate response. The 50015 window
provides an optimal trade-off, ensuring accurate detection
while minimizing the risk of latency-induced safety problems
during train operations.

A stacked BiLSTM architecture is implemented to enhance
the performance, each followed by a dropout layer. We ob-
served that two BiLSTM layers provided the optimal balance
between learning capacity and generalization performance.
Models with more than two BiLSTM layers did not yield
additional benefits and sometimes led to increased overfitting,
while models with only one BiLSTM layer lacked sufficient
capacity to model the intricate temporal relationships in the
sequential data effectively. The dropout layers serve as a
regularization mechanism, randomly deactivating the neurons
with a rate during training to prevent overfitting [38].

The outputs of the forward and backward LSTM layers are
then concatenated, creating an encoded representation Hy =
{Hy, Ho, ..., H;}. Hg, a feature vector with 2048 channels,
combining both past and future information for each time step,
is the input to the attention mechanism. By calculating the
proportion of each moment in the time series to all moments,
and further assigning different weight values to different time
steps to get the context vector. H; is a feature vector with 2048
channels derived from the last-moment hidden layer output.
For the calculation of the context vector, H; is compared with
the time series hidden layer output H. Calculate the similarity
between the H, and H; to obtain a weight vector oy, and oy
is calculated with the time series hidden layer output H to
obtain the context vector by weighted average, and then the
context vector and the last moment hidden layer output H; are
spliced for further classification. The representation undergoes
further processing in a fully connected layer for dimension
reduction. The softmax activation function in the final layer
transforms raw scores into a probability distribution across
different classes, ensuring they sum up to 1. This probability
distribution, denoted as Y,,;, is compared to the true label
distribution 7;,; using the cross-entropy loss formula presented
in Fig. 8. The formula measures the dissimilarity, specifically
the negative log-likelihood between the predicted and true
class distributions. Here, N is the total number of classes, and
C is an index representing a specific class, ranging from 1 to
N, corresponding to the different classes: normal, transient
EMI, onboard sweep IEMI, on-ground sweep IEMI, onboard
synthesized IEMI, and on-ground synthesized IEMI.

During training, the algorithm iteratively adjusts its pa-
rameters (weights and biases) to minimize the cross-entropy
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Fig. 8. Flowchart of Attention-BiLSTM-based Time Series Detection and Classification Algorithm
loss. This fine-tuning aims to enhance the model’s ability to TABLE I
produce higher probabilities for the correct class and lower SIMULATION PARAMETERS
probabilities for other classes. During classification, the class Parameter Value
with the highest probability in the output Y,,; is considered Distance from BS to rail 10 meters
the predicted class. This decision is guided by the softmax  Carier Frequency 2.16 GHz
f . hich hat the cl ith the hich Detection Bandwidth 2155 to 2165 MHz
unction, which guarantees that the class with the highest raW  peiection Sampling Frequency 20 MHz
score attains the highest probability. Train Movement Duration 10s

By leveraging the Attention-BiLSTM framework, the pro-
posed system benefits from both the temporal relationships
captured by the bidirectional LSTM and the selective focus on
critical time steps provided by the attention mechanism, which
enhances the classification performance, even under complex
high-mobility railway conditions.

IV. SIMULATION RESULTS AND ANALYSIS

The railway wireless communication system model with
Rician fading channel, Doppler shift, path loss, and ambient
noise, provides a realistic platform for evaluating detection
and classification systems under dynamic conditions. Data are
collected as the train approaches and moves away from the
BS with versatile speeds, within the coverage of one BS. The
parameters of the simulation and analysis are listed in the
TABLE L.

Five types of interferences are superimposed on the signals
and collected within intervals containing multivariate time-
series features. These data fall into six classes: normal condi-
tions, transient EMI, onboard sweep IEMI, on-ground sweep
IEMI, onboard synthesized IEMI, and on-ground synthesized
IEMI. The simulations are conducted with a detection sam-
pling interval of 500 us every 2 ms, covering the distance
ranging from the train to BS from 10 meters to a maximum of
1500 meters (assume the two consecutive 5G-R BSs are 3 km
apart). In the simulation, five different train speeds (100, 200,

Detection Sampling Interval
Train Five Different Speed
Four Different Scenarios
Ambient Noise Model

BS transmitted signal amplitude
Output power jammer

Deep learning optimizer

Initial learning Rate «

Gradient Threshold
Max-Epochs

Mini-Batch Size

Hidden Units of BiLSTM Layer
Dropout Rate

500 ps every 2 ms

100, 200, 300, 400, 500 km/h
Rural, Viaduct, Cutting, Platform
AWGN with SNR 20 dB

v

1 W or +30 dBm

Adam

0.001

1

100

200

512, 128

0.3

300, 400, and 500 km/h) and four different scenarios (Rural,
Viaduct, Cutting, and Platform), defined by Rician channel
fading K-factors and path loss exponents, are considered. The
parameters of different scenarios are listed in TABLE II [39]-
[42]. For each interference class at a specific scenario and
speed, a total of 5,000 samples are collected. During the
training phase, all six classes are included in the dataset,
resulting in a total of 30,000 samples. The dataset is then
divided into a training set of 70%, a validation set of 10%,
and a test set of 20%.

The train speeds and channel conditions are varied to
evaluate the robustness of the proposed classification approach
in different railway environments. By learning these realistic
operational conditions, the model is trained to effectively
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classify the signals under diverse and challenging scenarios.
The training process aims to optimize the model’s ability
to detect and classify interference types while maintaining
reliability at high speeds and varying environments from the
BS.

TABLE II
PARAMETERS FOR RAILWAY WIRELESS COMMUNICATION SCENARIOS

Scenario Rician K Factor Path Loss Exponent  Doppler Shift (Hz)
1 (dB), o (dB) n (up to 500 km/h)
Rural n=26,0=35 2.0 ~ 25 0 ~ 1000
Viaduct | p=4.16, 0 = 3.94 2.5 ~ 4.0 0 ~ 1000
Cutting pn =152 0=4.67 4.0 ~ 4.5 0 ~ 1000
Platform pnw=>50=56 2.5 ~ 5.0 0 ~ 1000

A. Performance Evaluation

1) Classification performance across various speeds and
scenarios: To evaluate the proposed method, data from five
different train speeds were collected and analyzed under
rural scenarios. TABLE III shows the classification accuracy
achieved for each interference type at different train speeds.
The results show that normal conditions can be distinguished
from interference signals more easily at lower speeds, and
interference classes (transient EMI, sweep frequency, and
synthesized frequency) can also be distinguished. Moreover,
transient EMI can be easily detected as its short-term variation
is more resolved, particularly at lower speeds. While at high
speeds, transient EMI occurs more frequently, leading to
missed detections. Onboard and on-ground interference tend
to be mixed at lower speeds. In contrast, as the train moves
further within the same detection duration at higher speeds, the
channel effect and Doppler shift create observable differences
between onboard and on-ground interference, enabling the
deep learning network to detect and classify these interferences
more effectively. However, the useful signal can also be more
difficult to capture due to increased variations, leading to false
alarm problems and a lower precision rate.

TABLE IIT
CLASSIFICATION ACCURACY ACHIEVED BY DIFFERENT TRAIN SPEEDS
Onboard Ground Onboard Ground
Speed | Normal Transient Sweep Sweep Synth. Synth.
(km/h) EMI TEMI TIEMI IEMI IEMI
100 100% 96.7% 100% 92.9% 94.4% 95.4%
200 99.6% 95.94% 98.38% 91.67% 95.88% 95.4%
300 98.6% 91.25% 96.52% 91.56% 96.48% 94.89%
400 98.24% 89.47% 95.06% 92.67% 96.95% 94.9%
500 98.24% 87.47% 94.06% 91.17% 96.85% 93.5%

Data from four different railway scenarios were collected
and analyzed at a train speed of 300 km/h. TABLE IV shows
the classification accuracy achieved for each interference
type in different railway scenarios. The results indicate that
interference signals are more easily detected in rural areas
with a predominance of LOS paths and fewer reflections,
followed by viaduct, cutting, and platform scenarios. The
rural scenario, characterized by a higher K factor, stronger
LOS components, and a lower path loss exponent, allows
for clearer detection with minimal false alarms. Similarly, the
viaduct scenario performs well, with a moderate K factor and

path loss exponent. However, cuttings may introduce signal
reflections and attenuation, impacting the reconstruction loss
and reducing detection accuracy. The precision of detection
is notably influenced by the dynamic propagation channel
characteristics. The platform scenario is the most challenging
due to crowding and numerous electronic devices, which
contribute to significant on-ground interference, thereby in-
creasing the level of IEMI. Additionally, the useful signals are
harder to capture due to reflections from the station structures.
Overall, the consistently high accuracy across all scenarios
underscores the adaptability of the Attention-BiLSTM classi-
fication algorithm. This performance instills confidence in the
system’s suitability for diverse real-world railway deployment
scenarios, demonstrating robustness across varying conditions.

TABLE IV
CLASSIFICATION ACCURACY ACHIEVED BY DIFFERENT TRAIN SPEEDS
Onboard Ground Onboard Ground
Scenario | Normal Transient Sweep Sweep Synth. Synth.
EMI IEMI IEMI IEMI IEMI
Rural 98.6% 91.25% 96.52% 91.56% 96.48% 94.89%
Viaduct 97.6% 90.04% 94.38% 89.67% 94.4% 92.8%
Cutting 96.9% 89.25% 91.52% 89.56% 92.48% 92.4%
Platform | 92.24% 85.47% 89.06% 87.67% 91.85% 91.4%
To further illustrate the effectiveness of the proposed

method, we highlight some typical scenarios that are repre-
sentative of different operational conditions. For example, a
low-speed scenario (100 km/h) combined with the platform
environment is useful for analyzing communication perfor-
mance in station or platform areas. For high-speed conditions,
such as 400-500 km/h combined with the rural scenario,
the model’s ability to handle a stable LOS path with fewer
reflections can be evaluated. For medium-speed scenarios,
such as 200-300 km/h combined with viaduct and cutting envi-
ronments, the analysis focuses on communication in common
train operational conditions, where moderate reflections and
varying channel characteristics exist. Fig. 9 presents a bar chart
comparing the average accuracy of interference classification
across different train speeds for four distinct scenarios: Rural,
Viaduct, Cutting, and Platform. The x-axis represents the five
different train speeds (100, 200, 300, 400, and 500 km/h),
while the y-axis shows the average classification accuracy.
The results indicate that, for all scenarios, the classification
accuracy tends to decrease with increasing train speed, which
is likely due to the increased channel dynamics and higher
Doppler effects at higher speeds. The Rural scenario con-
sistently outperforms the other scenarios across all speeds,
owing to its higher LOS component and fewer reflections,
which contribute to a more stable propagation environment.
The Viaduct scenario also demonstrates good performance,
albeit slightly lower than Rural, due to moderate reflections
and fewer obstacles compared to Cutting and Platform. The
Cutting scenario shows a noticeable drop in accuracy at higher
speeds, likely caused by the increased signal attenuation and
reflections. The Platform scenario exhibits the lowest accuracy
across all speeds, primarily because both onboard and track-
side IEMI sources are located either within the train or very
close to the train and coexist with a high density of electronic
devices and complex structural reflections in a confined plat-
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form environment, making it harder to distinguish their time-
frequency signatures. Despite these challenges, the Attention-
BiLSTM classification algorithm maintains relatively high ac-
curacy, demonstrating its robustness and adaptability to diverse

railway environments.
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Fig. 9. Average Accuracy vs. Train Speeds for Different Scenarios

2) Ablation studies: To further understand the contribution
of different components of the proposed model, ablation
studies were conducted to evaluate the impact of removing key
components: the Attention Mechanism and stacked BiLSTM
layers. The following ablations were performed to assess the
performance metrics, specifically focusing on classification
accuracy and false alarm rate.

o Without Attention Mechanism: The attention layer was
removed, and the results indicated a significant drop in
accuracy. This demonstrates the role of attention in iden-
tifying important temporal dependencies in the signal.

o Without stacked BiLSTM: The network was reduced to
a single BiLSTM layer to evaluate the effect of reducing
the network’s learning capacity. Accuracy was moderately
impacted, while the false alarm rate increased slightly,
suggesting that stacked BiLSTM layers help in capturing
long-term dependencies more effectively. When there are
more than two BiLSTM layers, the false alarm rate
increases considerably, indicating overfitting issues.

TABLE V
ABLATION STUDY PERFORMANCE METRICS
False Offline Online

Ablation Classification Alarm Training  Detection

Study Accuracy(%) Rate(%) Time(s) Time(ms)
BIiLSTM (l1-layers) 91.9 1.8 6105 6.80
BiLSTM (2-layers) 92.05 1.5 6295 6.98
BiLSTM (3-layers) 92.66 1.9 6410 7.05
BIiLSTM (1-layers)+Attention 92.76 1.2 7304 7.10
BiLSTM (2-layers)+Attention 94.98 0.5 7360 7.43
BiLSTM (3-layers)+Attention 93.24 1.7 7464 7.51

TABLE V summarizes the performance metrics for each
ablation study: the Attention Mechanism and stacked BiLSTM
components play crucial roles in achieving high accuracy and
maintaining a low false alarm rate. The simulation experiments
are implemented by Matlab 2023b. The test platform consists
of an Intel(R) Core(TM) i9-14900HX CPU at 2.20 GHz with
64.0 GB RAM and an NVIDIA GeForce RTX 4060 Laptop
GPU. The offline training time and online detection time
metrics highlight the trade-offs between model complexity

and real-time performance. The online detection time is mea-
sured in milliseconds, while the training time is measured
in seconds. Despite our model incurring longer training and
online detection times than conventional machine learning
methods [6], [9], [15], [35], it only takes 7.43 milliseconds to
process the online detection, which falls within the tolerance
of 3GPP critical data communications latency requirements of
10 ms [13]. The interval is established based on triggering the
emergency brake in case of signal loss and considering the
tolerance of signal variance during the movement of the train.
Overall, the ablation studies emphasize the importance of each
component in contributing to the robustness and reliability of
the proposed classification algorithm. Our proposed Attention-
BiLSTM method effectively responds to interference when
real-time detection and classification are paramount.

3) Performance Comparison with State-of-the-Art Methods:
To further evaluate the performance of the proposed model,
we employed the Receiver Operating Characteristic (ROC)
curve, which plots the true positive rate against the false
positive rate at various classification thresholds. This provides
a visual representation of the trade-off between sensitivity and
specificity across different threshold values. A ROC curve that
is closer to the top-left corner, indicating a larger area under
the curve (AUC), signifies superior performance. Since ROC
curves are originally designed for binary classification tasks,
we adopted a one-vs-all strategy for our multiclass classifi-
cation problem. In this approach, each class is individually
treated as the positive class while the remaining classes are
considered negative. This process was repeated for each of
the six classes, and an average ROC curve was computed for
each classification method.

The proposed Attention-BiLSTM model was compared with
other common machine learning methods for multiclass clas-
sification, including BiLSTM without attention layer, SVM,
RF, and AHC [9], [15], [18], [35], [36]. All models were
trained and tested under the same conditions to assess their
classification performance as illustrated in Fig. 10. The results
demonstrate that the Attention-BiLSTM model outperforms
BiLSTM, SVM, RF, and AHC. Specifically, the AUC value
of the proposed Attention-BiLSTM algorithm was the highest,
reaching 0.9956, which indicates superior detection and classi-
fication capabilities. The BILSTM achieved the second-highest
AUC value, followed by SVM, RF, and then AHC.

Overall, our proposed Attention-BiLSTM deep learning
method effectively handles time-series data by analyzing both
temporal and frequency characteristics simultaneously. This
enables higher detection accuracy and adaptability in varying
attenuation scenarios, making it particularly effective when
real-time detection and classification are crucial. The results
demonstrate that the Attention-BiLSTM model not only pro-
vides improved accuracy but also maintains robustness in
different speeds and scenarios, underscoring its potential for
real-world deployment.

V. REAL-DATA VALIDATION AND DISCUSSION

To further validate the practical applicability of the pro-
posed methods, we conducted simulations using real-world
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Fig. 10. ROC curves of multiclass-classification method comparison

channel data, which serves as a highlight of this paper. Since
operational 5G-R lines carrying live EMI/IEMI signals are
not yet available due to regulatory constraints, a fully real
labeled interference dataset cannot be obtained. Therefore,
we constructed a hybrid dataset by superimposing simulated
EMI/IEMI waveforms onto real-channel recordings captured
from the Beijing Jiaotong University 5G-R test line. The BS
is placed 10 m away from the railway track, with an antenna
height of 25 m. A two-carriage-length train moved along the
track at a speed of 80 km/h. Receiver antennas were mounted
on the roof of the train to maintain a clear LOS with the BS
antenna.

The measurement system consists of the following com-
ponents: signal transmitter and receiver, reference clock, an-
tenna array and electronic switch, power supply equipment.
The transmitter utilized a National Instruments (NI) PXIe-
5673 vector signal generator to emit signals at a central
frequency of 2.16 GHz within a 10 MHz bandwidth. An
omnidirectional microstrip antenna was used to ensure uniform
signal propagation in all directions. Two types of receivers
were used as vector signal analyzers: Receiver 1: The NI
USRP-2954; Receiver 2: The NI PXIe-5663, features a 16-
element dual-polarized cylindrical antenna array, down-convert
radio frequency signals to baseband and then stores them in
a data disk. Table VI summarizes the configurations of the
measurement system. More details of the measurement system
can be found in [43]-[45].

TABLE VI
CONFIGURATIONS OF MEASUREMENT SYSTEM
Parameter Value
Maximum transmit power (dBm) 40
Number of frequency points 513

Receiver 1 Sampling Rate 500 snapshots/s
Receiver 2 Sampling Rate 160 snapshots/s
Height of BS Antenna (m) 25
Height of Receiver Antenna (m) 3.5
Train Speed

We construct a simulated orthogonal frequency-division
multiplexing (OFDM) downlink using binary phase-shift key-
ing (BPSK) to capture the spectral characteristics. In the data
collection process using the snapshot device, the receiver sam-
pled the continuous signal at a rate of 20 MHz, corresponding
to a time interval of 50 ns between each snapshot. Conse-
quently, the total time for capturing one snapshot, representing
one complete OFDM symbol, was 1024 x 50 ns = 51.2 us.
The acquisition of the signal spectrum relies on multiple
snapshots within a 51.2 us duration obtained by the antenna
array, effectively capturing the complete information of all
subcarriers of the OFDM symbol. Each snapshot records the
signal received by each element of the antenna array, and
these signals are subsequently used as features to train the
deep learning model. To extract the frequency components
corresponding to the 1,024 subcarriers, an STFT is applied
to the sampled signal at the receiver. This transformation
provides detailed amplitude and phase information for each
subcarrier, which is crucial for analyzing the frequency-
domain characteristics of the received signal, especially for
short time-series analysis. In theory, the snapshot device can
capture approximately 19,531 OFDM symbols per second,
each containing a full 1,024 subcarrier information. However,
due to practical hardware limitations, including processing
speed, memory capacity, and data transfer rates, the number of
snapshots that could be practically collected was reduced to 39
times and around 500 OFDM symbols per second [46], [47].
Consequently, the characteristics of the received signal were
captured at intervals of approximately 2 ms. The total duration
of the operation is 336 seconds and 334 seconds for the two
receivers respectively, during which data was continuously
collected as a matrix as 1024 x 166000 and 1024 x 16 x 5444.

To train our neural network, we processed each OFDM
symbol (1024 sub-carriers) to construct time-series inputs
comprising 166-time steps within a detection window of
500 ps. Linear interpolation was employed between consec-
utive OFDM symbols to simulate temporal dynamics and
create finer time steps. Specifically, the stored subcarriers
were interpolated across 166 evenly spaced time points within
each detection window, resulting in a matrix of features and
timesteps as 1024 x 166. This approach allows the network to
learn and model the signal’s behavior over smaller intervals
while respecting the hardware’s constraints. The resulting
time-series data were then fed into the network for training,
allowing it to learn the temporal dependencies and patterns
present in the signal over the specified interval.

The confusion matrix summarizes the performance of a
classification algorithm by comparing its predictions with
the actual class labels in a data set shown in Fig. 11. The
performance of our multi-classification model shows that it can
achieve a high accuracy of 92.5% on the hybrid test dataset
containing 6,000 samples. Notably, the algorithm excels in
distinguishing normal conditions and transient EMI across the
classes with minimal errors. Misclassifications and misdetec-
tions primarily occur between onboard and on-ground IEMI
classes, probably due to their similar characteristics at the
relatively low speed of 80 km/h. Despite these challenges, the
accuracy remains closely aligned with that of the purely sim-
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ulated dataset (94.98%), confirming the model’s robustness.

The hybrid dataset preserves realistic propagation effects,
hardware impairments, and the noise of a real 5G-R environ-
ment while retaining access to accurately labeled interference
classes. This validation approach effectively bridges the gap
between pure simulations and the currently unavailable fully
interfered field datasets, demonstrating the model’s practical
applicability in real-world railway wireless communication
systems and its suitability for safety-critical EMI/IEMI de-
tection and classification tasks.
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Fig. 11. Confusion matrix of the multi-classification model on real data test
set

VI. CONCLUSION

In this paper, a comprehensive model for future intelligent
high-mobility 5G-R is constructed, considering the dynamic
channel model and potential EMI threats. The time-series
signals are analyzed in both real and imaginary components,
incorporating fine-resolution time and frequency information
to capture the intricate characteristics of railway commu-
nication environment. The Attention-BiLSTM detection and
classification algorithm is used to classify different types of
EMI in a dynamic environment, utilizing stacked BiLSTM
layers integrated with an attention mechanism. Simulations
are conducted across four typical railway scenarios at train
speeds up to 500 km/h. The result achieves a classification
accuracy of 94.98%, improving by 3% compared to the
state-of-the-art methods. Furthermore, it demonstrates online
detection capabilities with a latency of 7.43 ms, meeting the
10 ms real-time safety requirements. Validation using real-
world data with an accuracy of 92.5% proves its effectiveness
in practical applications. Future work will focus on extending
this classification framework by conducting experiments on
operational 5G-R testbeds across diverse railway scenarios

to generate a comprehensive labeled dataset. Based on the
proposed real-time classification methods, further mitigation
and signal resistance strategies can be developed to enhance
resilience of railway wireless communications against EMI,
laying a solid foundation for improving reliability of railway
communication systems and contributing to advancement of
intelligent transportation technologies.
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