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Abstract

Advances in computing and machine learning methods have led to @arapid rise in artificial intelligence
(AI) research and applications in many fields. Al research benefitted from advances in computation
hardware, collection and distribution of large data sets, and proliferation of software techniques. Al
techniques include machine learning for provableresults, deep learning for data exploration,
reinforcement learning for control, and active learning for adaptive systems. Likewise, Al algorithms
can handle large amounts of data, construct unknewn representations, and provide a direct link
between data and classification for decision making. These unmatched capabilities have been seen as
a path to solving hard engineering problems, including that of structural health monitoring (SHM).
SHM consists of automating the condition assessment task of civil, health, mechanical, and aerospace
systems using measurements obtained from temporary or permanently installed sensors. Often, the
systems of interest are geometrically large and/or technically complex, which complicates the
development and application of physies=based methods. It follows that Al is seen as a key potential
contributor enabling SHM in field applications for data-driven analysis. As with many research
endeavors, many concepts using.Al for SHM have been explored in the literature. Nevertheless, very
few Al methods have been deployed in the context of SHM, which may be due to the lack of available
data supporting their capabilitiesylimited integrated AI-SHM systems capable of providing results to
users and operators with decision-making capabilities, or certification of Al methods for safety-
critical applications. The objective of this Roadmap publication is to discuss the integration of Al at
the system levelfenabling SHM, including associated challenges and opportunities such as those found
in common metrics of concern (e.g., transparency, interpretability, explainability, security,
certifiabilitygetc.), with a particular focus on providing a path to research and development efforts
that could yield impactful field applications. The overview of available methods and directions will
provide thereadets with applicability of Al for certain SHM designs (software), availability of
common data sets for further Al comparisons (data), and lessons learned in implementation
(hardware).
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0 Introduction

Simon Laflamme?, Erik Blasch?, Filippo Ubertini® and Zheng Liu*
1 Towa State University, USA

2 Air Force Research Laboratory, USA

3 University of Perugia, Italy

4 The University of British Columbia, Canada

Our Roadmap publication assembles thoughts of a diverse set of experts on challenges.and
opportunities in deploying Al enabling SHM systems. The selected list of authors;though not
exhaustive, represents key application areas poised to benefit greatly from Al-empoweted SHM. In an
effort to ensure a well-integrated group of contributions, each section provides a discussion on status,
current and future challenges, advances in science and technology to meet challenges, and concludes
with authors’ remarks. The content of the Roadmap has been organized logically into eight topics,
each comprising three to four contributions, as described below. Our‘objective is to generate
discussions on the integration of Al at the system level enabling SHM, including associated
challenges and opportunities such as those found in common metrics of ¢encern (e.g., transparency,
interpretability, explainability, security, certifiability and more), withra particular focus on providing a
path to research and development efforts that could yield impactful field applications. The overview
of available methods and directions will provide the readersiwith applicability of Al for certain SHM
designs (software), availability of common data sets for further Al comparisons (data), and lessons
learned in implementation (hardware).

Motivations. The section presents critical challenges in applying Al to SHM, and comprises
discussions on Civil, Aerospace, and Mechanical Engineering applications:

1 Artificial Intelligence in Structural Health Monitoring of Civil Engineering Systems

2 Integrating Artificial Intelligence in Structural Health Monitoring Systems

3 Motivation for Integration of Al with SHM
Architecture and Methods. The section €xamines how state-of-the-art Al technologies can be
leveraged to address critical challenges raised in the previous section.

4 Transfer learning and:multi-task’learning as technologies applicable to populations/fleets

5 Multimodal RAG-Enhanced|LLMs and Digital Twins for Advancing Structural Health

Monitoring

6 Physical Reservoir Computing for Structural Health Monitoring
Data Integration. The'section discusses applications of Al technologies centred around large-scale
and multi-modal data'integration.

7 A New Paradigm for Existing Transport Infrastructure Management Using Artificial

Intelligence; IoT, and Digital Twins
8 Envisiening the Future of Structural Health Monitoring: Integrating Multimodal Sensing,
AT/ML, and Metaverse Technologies for Enhanced Data-driven Smart and Secure Systems

9 Unlocking Scalable SHM: Towards Developing Robust Tools for Large-Scale Adoption
Learning & Control. The section discusses applications of Al technologies focused on adaptive
mechanismsenabling decision-making.
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10 Real-Time Learning for High-Rate Decisions
11 Machine Learning Control for Artificial Intelligence Explainability in Bridge Inspection
and Strength Prediction
12 Human-centered Adaptive Learning Control for Robotic Healthcare for Robot-assisted
Health Care
13 Strategic Data Collection and Management for Enhanced SHM Leveraging, Active
Learning
Physics-Informed. The section discusses applications of Al technologies that integratesphysical
knowledge to improve algorithmic performance.
14 Incorporating Physics into Machine Learning for Structural Health Monitoring
15 Physics-Enhanced Machine Learning for Twinning and Structural*Health Monitoring
16 Towards Al-Driven Condition Monitoring in Power Systems: Bridging Data and Physics
for Intelligent Diagnostics
Digital Twins. This section presents how Al-empowered digital twin models,¢an be leveraged
towards SHM applications.
17 Digital Twins for Learning Interacting Dynamic Systems
18 Bayesian Model Inference for Digital Twinning and.its Applications to SHM
19 Digital Model Updating for Al-driven Structural HealthhMonitoring
Asset Management & Inspections. This section examines applications of Al-based SHM to asset
management and inspections.
20 CARES: Cloud-Based Aircraft Readiness Enhancement and Sustainment for SHM
21 Al for SHM in Bridge Engineering
22 Towards Integrated Monitoring'and-Assessment for NDE
23 Computer Vision in Civil Engineering for Enhancing SHM of Bridges
Application Examples. This section reviews specifie examples of Al-based SHM, specifically
applications to wind turbine, motor,’and power grid SHM.
24 Application of Al in Wind-Turbine Blade Structural Health Monitoring
25 Recent Machine Learning paradigms for Efficient Motor Health Monitoring
26 Artificial Intelligence for Power/Grid Resilience
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12 Status

17 Structural Health Monitoring (SHM) is the automated assessment of structural conditions based on data
18 collected from sensor systems, conducted either continuously, periodically, or intermittently. Structural
19 evaluation and prognosis is achieved by processing measurements through data-driven and/or physics-
20 driven approaches. Data-driven methods are known to be fast but lack capabilities to provide
21 informative feedback due to the lack of physical information. In contrast, physics-driven methods
22 provide a more comprehensive assessment of conditions, but are more difficult'and time-consuming to
23 conduct. Hybrid methods have also been proposed, with the objective to' provide both fast and
24 informative data on the monitored components and structures. Althoughithe SHM paradigm has existed
25 for several decades, its development has accelerated significantly in recent years, fuelled by the global
26 challenge of aging infrastructure and need to preserve historical and architectural heritage, and by the
5273 wide availability of sensors and measurements they produce:.

29 Artificial intelligence (Al) was proposed for civik SHMI (Fig. 1)applications a few decades ago due to
30 its promise of providing a direct link between, measurements and actionable information, thus
;; combining the key advantages of both data- and physics-driven approaches. The benefits of Al in SHM
33 are well-recognized by the scientific community[1]:"it 'eah learn complex patterns in data, detect
34 abnormal conditions, process vast amounts;of information, and extract valuable insights from various
35 sources. Most importantly, Al enhances’the.generalization capabilities of SHM systems, enabling their
36 application across different structures with similar structural characteristics and degradation patterns.
37 Al also facilitates the transfer of damage classifiers'trained on purely synthetic data using archetypal
38 models to real-world structures, following exposure to a limited amount of field data under normal
39 conditions.
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Early Al research in SHM primarily focused on model dimension reduction through surrogate modeling
and anomaly detection. These early efforts were largely rooted in statistical inference that forms the
foundation of machine learning. Following the seminal work of Farrar and Worden [2], the statistical
pattern recognition paradigm became a standard framework for damage detection in civil engineering
SHM. Common unsupervised learning techniques in this field include autoregressive modeling,
principal component analysis, cointegration, multivariate statistical regressions, and control charts. For
supervised learning, methods such as support vector machines and various optimization techniques for
model calibration have been widely employed.

In recent years, Deep Learning (DL) has gained significant attention in SHM dug to its ability to extract
complex patterns from large, multivariate datasets—often beyond the reach of traditional methods. DL
models are particularly effective in fusing diverse features [3,4], thereby enhancingsthe robustness of
damage classification. Current research explores a range of architectures, including Convolutional
Neural Networks (CNNs), Recurrent Neural Networks (RNNs), and generative models such as
Generative Adversarial Networks (GANs) and variational GANs/ Each paradigm offers distinct
advantages: statistical learning provides interpretability for structured datay/deep learning excels in
pattern recognition across sensor networks, and reinforcement learning supports adaptive decision-
making in dynamic maintenance contexts. Despite these advances, challenges remain—especially in
mitigating overfitting, improving training stability, and ensuring model generalization. A deeper
understanding of the theoretical foundations and limitations of these approaches is essential for their
reliable application in engineering practice.

Current and Future Challenges
While the potential of Al for civil SHM is well understood, the technology is generally limited at the
research and experimentations level. Its field deployments have been constrained by the lack of concrete
evidence that Al-based data processing can.yield actionable information in a real-world environment,
partly attributable to the following challenges:
e AI-SHM methods have been developed and tested on components and/or models that do not
scale well.
e There is a strong lack of labeled data that can be used to train an Al-based damage classifier.
e Transfer learning across similar structures is possible, but most structures are vastly structurally
different.
e The assessment of damage severity and its impact on the structure can only be done through
supervised learning [5)¢
e On-chip computational costs can be important, and off-site signal processing is often preferred.
e There is a complex‘and hen-unique map between data and actionable information.
e Al output must be interpretable and trusted by infrastructure owners and operators [6].
e Risks associated-with the adoption of Al in SHM are yet to be systematically assessed and
effectively mitigated.

Among these challenges, the lack of readily available labeled data sets is likely the most important to
surmount. A solution is to create and utilize high-fidelity digital twin models, which can be leveraged
to create datasets and inverse models to assist the Al [6,7]. To be successful, the creation and
optimization of digital twins should be automated, and their computation significantly accelerated.
Surrogate models have been proposed to address this issue, but a persistent challenge lies in balancing
model dimension reduction with the need for high-fidelity simulations. It should also be recognized that

Page 6 of 141



Page 7 of 141

oNOYTULT D WN =

AUTHOR SUBMITTED MANUSCRIPT - MST-127226.R2

Roadmap on Integrating Artificial Intelligence in Structural Health Monitoring Systems, MST

the automation of the digital twin creation process is a very complex task, because it will rely ‘on the
availability of available measurements, and its accuracy will therefore depend on observability.

To enhance the accuracy and practical relevance of Al models, it is essential to incorporate'a human-
in-the-loop to support the process through effective data fusion. This involves integrating diverse
sources such as inspection reports, expert judgment, field experience, and the set,of feasible
maintenance actions. The human-in-the-loop approach plays a key role in translating actionable Al
outputs into engineering insights by combining information from heterogeneous and large-scale data
sources, including public policy frameworks. To ensure transparency and interpretability, Al outputs
must be expressed in engineering-relevant terms rather than as opaque black-box predictions. This, in
turn, calls for the integration of engineering models within Al algorithms, as exemplified by physics-
informed neural networks.

The deployment of AI-SHM systems must be accompanied by a thorough assessment of associated
risks. Key concerns include the possibility of misdiagnosis due /o black=box model behaviour,
challenges in verifying the authenticity and integrity of Al-generated outputsy‘and risks related to data
privacy and cybersecurity. The mentioned adoption of interpretablerAl models and integration of
domain knowledge through hybrid modelling approaches, together with the implementation of secure
data governance frameworks can help mitigating such nisks. Additionally, validation protocols
involving human oversight and continuous model auditing are.recommended to ensure reliability,
accountability, and alignment with engineering standards-and regulatory requirements.

Advances in Science and Technology to Meet Challenges

The successful deployment of Al empowering civilSHM will'require the dedicated design of algorithms
that consider the intertwined SHM compenents, including transducers, sensor placement, availability
of physical knowledge, expert knowledge, and so on (Figure 1). For example, future SHM measurement
devices will include functionalized materials with complex electromechanical behaviors, autonomous
drones, crowded sourced data, satellite imagery, etca[9]. The pairing of Al with advanced SHM systems
will likely involve DL mechanisms capable of handling complex measurements, for example GNNs to
streamline semantic segmentation of.point.clouds to assist in automating finite element modeling [10],
CNNs to analyze banks of images [[11], RNNs to process large time series [12], and transformers to
prioritize measurements leading to fordecision making [13].

Yet, because DL models typically require large, labeled training datasets, techniques will need to be
developed to produce such/datasets,dikely involving high-fidelity digital twins in the loop. Artificial
data generation will thus'beeritical in empowering Al models, for example using GANs [14,15] that
learn to create syntheticrdata that the discriminator cannot distinguish from real data. GANs can be
trained to extract damage-sensitive features, and these features can then be used to build a classifier that
is domain-independent, allowing the model to generalize state detection across different structures.
However, training.GANS requires significant computational resources and time, which can be a barrier
to their widespread adoption in'SHM. As computing capabilities continue to advance, GANs hold great
promises for enhancing the scalability and effectiveness of SHM systems across diverse structures.

The predictive capability of Al will also require substantial advances, for example by using probabilistic
outputs. Such Al models can be particularly useful for time-dependent mechanisms, for example
degradation phenomena such as corrosion and fatigue. These temporal predictions can be useful in a
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world where inspections are conducted mostly periodically over large time intervals, thus improving
the accuracy and reliability of forecasts based on inspection data.

It is also anticipated that data sharing (Fig. 2) will be critical in enabling more accurate Al models.
There exist some data sharing efforts in the field of SHM. Yet, these efforts are mostly arising from the
research community, and it will be important to extend the initiative to the industryrand various
government agencies. Data security and privacy will likely become an issue andewill require the
implementation of mechanisms enabling data sharing trust, for example through federated learning.

____________________________

digital transfer
twins learning

next-
| data generation > generation
AI-SHM
| data sharing > solutions time
dependent
| human in the loop > assessments

multisource data models.& algorithms

Figure 2. Path to next-generation Al enabling SHM in civil engineering.

Concluding Remarks

Al has the potential to transform SHM in civil engineering by enabling effective decision-making based
on multisource, multivariate measurements collected across diverse structural assets. However,
realizing this potential requires overcoming key challenges such as model interpretability, data labeling,
privacy, and generalization across assets. This chapter presented a coherent roadmap, starting from the
identification of research gaps to/the development and validation of Al-based SHM methodologies,
culminating in future implementation strategies. Central to this vision is the ability to translate raw
measurements into actionable insights. Achieving this will involve integrating human expertise into the
Al loop, developing technologies forlabeled datasets, promoting data sharing across sites, embedding
physics-based principles into algoesithmsjcoupling Al with high-fidelity digital twins, and applying
transfer learning to broaden applicability at territorial scale. Only through these advancements can Al-
driven SHM be fully integratediinto infrastructure management practices.
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Status

The concept of integrating sensors with aircraft structure to detect damage has been explored since
the late 1970’s [1]. An initial surge of interest in the 1980°s preceeded a rapid decline within the decade
resulting from practical complications encountered during application to/USAF aircraft (Figure 1),
which included extensive false calls and potential missed calls in safety. critical structures [2]. The
exploration of SHM-based techniques was reinvigorated in the late 1990s. Since then, multiple
international conferences and workshops have covered the work on these methods [3-5].

Algorithms to assist nondestructive evaluation (NDE) data analysisthave been deployed in the USAF
since the early 2000’s: see [6] for an overview of engineering-level walidation requirements and
successful methods. To date, the most successful approaches combine at least two of the following:
heuristics, model-based analysis, and data-driven (i.e/, “Al-based) algorithms. A successful
demonstration of integrating all three is highlighted in=[7], where results from over 3M physics
simulation runs, 4K test samples, and several heuristics were combined to realize an algorthim that
determines the length and depth of a fatigue crack from bolt-hole eddy current data with metrics of
accuracy. Even with this massive amount of data, nuances such as outliers were not addressed robustly.

It is important to note that data-driven SHM methodssfor fixed wing aircraft differ from those
successfully applied to rotary wing aircraft;which use control theory to detect changes in the resonant
frequencies of rotating drive components. A'data-driven SHM approach has been successful in guiding
maintenance when frequencies shift from acceptable ranges.
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Figure 1: Waves of interest in SHM for aircraft structures from the 1970s to the present.
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Current and Future Challenges

SHM technologies must overcome significant practical challenges before they can transition.to safety
critical applications. Al-based methods founded in statistics could enhance the quality of.the
information they provide but add unique challenges. This section explores a curated but non-exhaustive
list of research challenges on data, trust, and the holistic integration of onboard sensor data.

The lack of data is a significant and persistent challenge for Al-based methods. Collection,
formatting, and maintenance of data form the cornerstones of any successful data-driven application.
These key elements are missing for most SHM methods. Data has been collected for a yariety of SHM
methods yet is often collected on simple geometries under constrained boundary:cenditions that lack
the richness and variability of real structures, flaws, and operational environments—a critique that also
applies to synthetic data. Al-based methods trained on this limited data will fail when confronted with
unforeseen excursions that are routine in high performance, safety critical applications. The data
challenge is addressed in other technical fields by crowdsourcing data in accessible, curated databases.
Unfortunately, SHM data may be siloed due to sensitivity concerns, and there is no community standard
for the formatting and maintenance of publicly available data.

Trust in the reliability of a prediction is key for Al-based methods in safety critical applications.
Predictions that are not trusted cannot be used as the sole decision,authority and may be ignored. A
simplistic, untenable requirement for a trusted algorithm would be for total accuracy. A more nuanced
and realistic approach would require estimation/of the uncertainty in the prediction, such that another
agent (e.g., human-in-the-loop) could weigh the risk of trusting the assessment relative to operational
imperatives. A related requirement would be for traceability: if the algorithm makes the wrong
prediction, how do we determine the root.cause of failure? The answer to this question is crucial to
improving algorithm performance and assessing liability in the event of failure.

Holistic integration represents a future ‘challenge for Al-based methods applied to SHM
technologies. Sensors for SHM will reside alongside existing sensors, and novel manufacturing
technologies may enable development of multi-modal sensor networks. Data from these networks could
be integrated to improve model predictionsiand reduce uncertainty. However, this information will face
the same data and trust challenges previously outlined, both individually and when fused. And the best
practice for fusing diverse data remains an‘area of research.

Advances in Science and Technology to Meet Challenges

Here we identify opportunity spaces which could resolve challenges related to data, trust, and
holistic integration. Data can be'addressed by several methods. Consider the type and availability of
data. Al-based model predictions improve when trained on extensive data that includes both rare events
and the complete expression of important variables. Early data collection will naturally include both
important (i.e., those that decrease epistemic noise) and irrelevant (i.e., those that contribute to aleatory
noise) variables; without studying the data in advance, variable effects remain theoretical. Different
sources and quality.levels of data are desirable, as some effects are best observed in a laboratory, while
others are/only found within the operational environment. Data quality may also differ with sensor type,
where variables such as sensor weight, size, and accessibility may dictate feasibility. Fusing multiple
sources or observations from a lower quality sensor could approximate higher-quality data if more
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observations are recorded. For detection of larger or lower-criticality defects, lower quality results‘may
be sufficient.

Understanding the quality of data is critical to its use, and guidelines for interfaces and standardsfor
assessing data quality must be developed. Here, data quality metrics include, but are not'limited to,
documentation of accepted calibration processes; independent estimates of noise and other confounding
factors that may influence the observed response within the datasets; and details on/the,inspection
configuration (e.g. the meta-data) used to generate the data. Ingestion and automatic _processing of data
is necessary to meet these rigorous demands. To deploy, such AI-SHM techniques must be seamless
for vehicle maintainers.

New methods of evaluating data should also be examined. For example, statistical process control
(SPC) could help predict when SHM system responses exceed expected variations and aid in
determining which variables are useful in predicting relevant failure modes [8]. Al systems which focus
on predicting average behaviour are insufficient, but Al-based systems which detect when an
observation differs from the expected response will be crucial to SHM applications.

Autonomous experimentation is an emerging field which could reduce uncertainty in training data.
Already identified as a potential game-changing technology in other material science communities,
autonomous experimentation enables dynamic probing of incomplete areas of the training data space
and the inclusion of uncertainty sources [9]. This approach, combined with novel uncertainty
quantification (UQ) methods for neural networks (e.g., Bayesian, Neural Networks), could provide
robust methods of damage detection using Al-based algorithms.

Regarding trust, the end-user experience is a'crucial consideration. Useful graphics and statistics
(including the confidence in the prediction) must be ereated to'communicate the evolving performance
of the system. Eventually, a subset of key indicators could be selected for regular use and displayed in
a fast, legible visualization. These results could be used to predict defect severity and how quickly that
defect may become critical. The complete results should remain accessible in case of outliers. Finally,
human factors studies could ascertain the optimal relationship between the human and the system. An
Al-generated black-box answer which fails to quantify uncertainty carries unacceptable risk and will
not earn the trust of the user.

The reliability of SHM systems and their algorithms defines how much they should be trusted.
Statistical methods used to assess the reliability of a NDE system prior to application—Probability of
Detection (POD)—could be extended to.SHM. SHM systems observe defects as they grow, producing
time-correlated observations that/violate the assumptions of independence in current POD methods.
However, newer methods have:been shown to solve this challenge [10].

Holistic integration invelves fusing information from different SHM methods to enhance the
predictive capability of the data=driven model. Data fusion has been previously explored for NDE, albeit
primarily for defect detection in the context of decision-level fusion. Recent work has successfully
demonstrated data-level fusion for micro-scale materials characterization [11]. These techniques,
combined with methods like‘meta-analysis and nonparametric fusion learning, may enable synthesis of
data from diverse sources [ 12]aData fusion holds four potential advantages for application of Al-based
methods to SHML Firstymultiple sources of information may alleviate the lack of extensive training data
from any pne source. Second, data from multiple sources may contain more complete information on
key variables than a single source alone. Third, indications caused by excursions from the norm may be
easier to,identifyin fused data. And fourth, predictions made from fused data could be compared against
those from mono-modal models to improve explainability.
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In situations where the collection of data is expensive (time, effort, or funds), SHM systems could
guide end-users to which system to focus on first. For example, if a critical part is failing across a fleet
of assets, SHM systems could aid decision makers in which assets to fix first. Data from SHM systems
along with methods like adaptive Bayesian experimentation could also aid in deciding which NDE
method would provide the most useful information when independently assessing a'system.

Concluding Remarks

There are many remaining challenges in applying SHM technologies to safety critical systems that
lie beyond the scope of this roadmap publication, which is also true of Al-baséd methods applied to
other NDE techniques. The intersection of SHM and Al not only inherits those foundational challenges
but also creates a host of new ones that must be addressed. The challenges identifiedby the authors—
data, trust, and holistic integration—should thus be considered critical but neeessarily incomplete. A
comprehensive list would require considerably more ink and constant revision.

Emerging scientific advances have the potential to overcome many challenges, aided by the rapid
improvements in Al methods. The authors believe that additionaliresearch and development in the
following areas would benefit the SHM field: improving data collectiomyand management, improving
validated methods for simulating data to augment experiments, using adaptive experimentation, using
statistical concepts to estimate the reliability and uncertainty within a SHM system and its associated
algorithms, using statistical quality control to diagnose a failing structure or sensor when addressing
highly variable data, and using data fusion approaches to combine multi-sensory data. These concepts
will play a critical role in the path towards safe/and reliable SHM systems being approved for use on
critical structures.
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3 Motivation for Integration of AI with SHM

Prof. Fu-Kuo Chang* and Dr. Amrita Kumar**

* Department of Aeronautics and Astronautics, Stanford University, CA
**Acellent Technologies Inc., Sunnyvale, CA

Status

Structural Health Monitoring (SHM) is a multidisciplinary technology that generates vast amounts of
structured and continuous data through sensor networks deployed on critical infrastructure, aerospace,
and heavy machinery components. By leveraging advanced physics-based diagnostic techniques, SHM
monitors structural conditions in real-time by collecting data on material/structural changes, strain,
vibration, temperature, and other critical parameters. Over the pastatwo decades, significant
advancements have been made in maturation and usage of SHM systems by improving the reliability
of sensor data, enhancing diagnostic capabilities, and developing robust hardware for field applications
[1-10]. As a result, fielded data from SHM systems installed on aircraft, eivil infrastructure, and heavy
machinery are now being actively used for structural integrity assessments-and damage detection.

For instance, Norwegian Sea King Search and Rescue (SAR) helicopters have implemented an acousto-
ultrasound-based SHM system developed by Acellent Technologies [I1] to detect fatigue cracks in
rotorcraft housing. This system inspects helicopters for cracks in.under 10 minutes without requiring
major design modifications. As a result, the fleet maintained an impressive availability rate of 99.6%
on a 15-minute notice, significantly reducing,downtime and./maximizing operational readiness.
Similarly, SHM sensors [12] adopted by Valmet, aleading papermaking machine company, have been
instrumental in monitoring nip loads on rolling machines, leading to a 50% reduction in sheet breaks
and a 90% increase in operational efficiency. Furthermores the integration of piezoelectric sensors,
strain gauges, and temperature sensors within the wing structure of an unmanned aerial vehicle (UAV)
has demonstrated real-time flight state/awareness and structural health monitoring capabilities. This
"fly-by-feel" system mimics the biological nerveus system of birds, offering transformative potential in
aerospace applications [13].

Current and Future Challenges

Despite these advancements, one of the most'significant challenges in SHM system usage is managing
environmental variability. Factors such as'temperature fluctuations, dynamic loads, and unknown
external influences introduce noise and uncertainty into sensor data, complicating accurate diagnostics.
Ensuring high precision and [reliability in SHM predictions is especially crucial for safety-critical
applications in aerospace, civil infrastructure, and heavy machinery systems. This is where Artificial
Intelligence (AI) and Machine Learning (ML) have the potential to be transformative. AI/ML excels at
analyzing vast amountswof sensor data, identifying hidden patterns, and distinguishing between
structural anomalies and environmental effects. By leveraging data-driven models, AI/ML enhances the
robustness of SHM by filtering out irrelevant variations, compensating for uncertainties, and improving
real-time predictive.capabilities.

Future SHM decision making software tools will need to utilize historical “Big Data” from
multiple sensor networks along with simulation data and use a suite of novel, automated data
analysis tools with the integration of data-mining and physics-based models to quickly assess
the state of structures, detect and address anomalies, make life-cycle predictions, and provide
complete traceability for the monitored structure.
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An example is future intelligent UAV’s that will be able to “feel”, “think”, and “react” in real timeby
incorporating high-resolution state-sensing, awareness, and self-diagnostic capabilities. They will be
able to sense and observe phenomena at unprecedented length and time scales allowing for superior
performance in complex dynamic environments, safer operation, reduced maintenance, costs, and
complete life-cycle management. As shown in figure 2, sensor network technologies ate integrated with
UAV structures to provide the ability for state sensing as well as operational and flight changes to enable
Fly-by-Feel (FBF) sensing capability mimicking the biological bird flight. The FBF system consists of
multifunctional sensor networks, Al-based state sensing software, and real-time data processing
hardware for autonomous vehicles. The sensor network includes a network of sensors (PZT, Strain,
RTD) integrated in a flexible thin film. The substrate is polyimide enabling/t.to withstand large strains
and deformations. This enables the creation of multifunctional sensor networksythat can cover large
areas and have minimal parasitic effects on a host material. Once integrated with the structure, the
sensors provide data for flight-state estimation and autonomous control.
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Figure 2: Multifunctional sensor networks enable Al based flight state estimation [17]

Advances in Science and Technology to-Meet Challenges

The integration of AI/ML with SHM creates a powerful synergy where Al improves SHM’s diagnostic
accuracy, while SHM provides Al with a‘continuous stream of high-quality data for learning and
adaptation. The fusion of Al and. SHM enables intelligent, self-learning and monitoring frameworks
that evolve over time, leading to'more/reliable, automated, and efficient structural health assessments.
Al-powered SHM facilitates timely maintenance decisions, extends the lifespan of structures, and
enhances overall safety and eperational efficiency. By bridging physics-based diagnostics with Al-
driven data analytics, SHM can be transformed into a proactive and intelligent system capable of real-
time health assessment and predictive maintenance.

One of the primarychallenges in applying AI/ML to SHM is the extensive data requirement for training
ML algorithms, which poses difficulties due to:

1. Thesignificant time and effort required to collect sensor measurements (training datasets) from
real-world structures.

2. _Thechallenge of capturing a comprehensive range of environmental conditions and structural
states under actual operating scenarios.
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Since 2017, Airbus has developed its Skywise platform [14], which employs AI/ML techniques to
interpret data from aircraft sensors, airline operations, maintenance records, and weather reports to
provide a holistic view of aircraft performance. With over 10,000 aircraft connected, Skywiserhas
gained significant traction. Similarly, Boeing has introduced predictive maintenance toolsthrough its
Boeing AnalytX platform [15], which applies advanced analytics and ML algorithins to process vast
datasets from aircraft sensors, maintenance records, and historical performance data. These platforms
enhance situational awareness and operational efficiency for airlines.

However, neither the Skywise nor AnalytX platforms are currently designed to integrate, SHM sensor
data or incorporate physics-based damage diagnostic techniques. Consequently,they lack the capability
for quantitative damage and structural health assessments. To address these challenges, future SHM
decision-making software must leverage historical “Big Data” from multiple.sensonnetworks alongside
simulated data. Advanced fusion techniques combining AI/ML algorithms, with physics-based
diagnostics will be essential for enabling rapid structural assessment, anomaly detection, life-cycle
predictions, and complete traceability of monitored structures.

Concluding Remarks

Future advancements will incorporate both real-world and synthetically generated (numerical or
computational) data as training datasets for ML algorithms,enablingreal-time health diagnostics of
structural systems. For example, Al-enhanced SHM could ‘detect and assess the severity of impacts
from events such as bird strikes on aircraft, offering mmediate recommendations for mitigation
strategies. These innovations will be applicable across diverse domains, including commercial aviation,
emerging air mobility vehicles, space exploration,and other critical structural applications. Ultimately,
the integration of AI/ML with SHM will drive the evolution of next-generation intelligent monitoring
systems, ensuring structural integrity, improving operational efficiency, and enhancing safety across
multiple industries.
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4 Transfer learning and multi-task learning as technologies applicable to populations/fleets
Jack Poole and Keith Worden
University of Sheffield, UK (j.a.poole@sheffield.ac.uk, k.worden@sheffield.ac.uk)

Status

A critical challenge for the implementation of SHM systems in practice is the cost/feasibility,of
obtaining representative datasets to train data-based models. The data issue is particularly acute for
SHM systems that provide contextual information — such as damage location, type and extent — as
typically these tasks require supervised machine-learning algorithms, necessitatinglabelled data
relating to each structural condition of interest [1]. One potential solution to address data limitations is
to leverage data from related systems, which is the main objective of population-based SHM (PBSHM)
[2, 3] and fleet-based monitoring [4].

When considering data across different systems, the generative processes of the data will inevitably
differ. These discrepancies will invalidate a core assumption made by converitional machine-learning
methods - that training and testing data were generated by the same underlying distribution [5]. Thus,
to effectively use data across groups of different systems (often referred to as populations or fleets),
specialised technologies that account for distribution shift are required[5].

Two sub-fields of machine learning that aim to learn under distribution shift are transfer learning (TL)
[5] and multi-task learning (MTL) [6]. Both TL and MTL share similarities in their objectives, assuming
there are differences between the data distributions of multiple datasets, but there is related information
that can be used to improve predictive performance in sparse data scenarios. The main difference
between TL and MTL is that TL assumes there exists one or more (source) domain(s) with more
abundant information that can be used to improve the predictive performance in a (target) domain with
sparse data, whereas MTL typically does;not prioritise improvements in a single domain, but rather
aims to improve predictive performance across all domains/tasks [6]. The flow of information for TL
and MTL is illustrated in Figure 1(a) Figure 1(b), respectively. The interested reader may refer to [5]
and [6] for a more in-depth overviews of TL and MTL, respectively.

The opportunity to reduce data requirements for training models has motivated the recent application
of several forms of TL and MTL to various SHM scenarios. Applications of TL have mostly focused
on unsupervised domain adaptation (DA) and fine-tuning. The application of un-supervised DA has
largely been motivated by its ability to allow predictive models learnt using only labelled source data
to generalise to the target domain in the absence of labelled target data[5]. Unsupervised DA has been
demonstrated to transfer\damage=state labels in several applications, including between numerical and
experimental structures [3], heterogeneous aircraft wings[7], and between pre- and post-repair states in
aircraft wings [8], as well-as for damage detection [9, 10]. There have also been a number of applications
of deep-DA architectures proposed to perform fault diagnosis in fleets of machines under changing
loading conditions and,rotation speeds [4, 11]. On the other hand, fine-tuning has been applied to use
neural networks trained with source data and a relatively small quantity of labelled target data [12]; it
has been applied for crack/surface defect detection using images [13, 14] and to unprocessed frequency
response data[ 15§ 16].
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Figure 1: An illustration of the flow of information for transfer learning (a), and multi-task learning (b).
Meanwhile, research focussed on MTL includes applications of Bayesian hierarchicalmodelling, meta-
learning, and shared regularisation schemes. Hierarchical Bayesian models have.been applied in several
applications, such as to improve extrapolation to unseen temperature ranges in helicopter blades [17],
power output forecasting in wind farms and truck-fleet survival analysis'[18] and"for damage detection
and data imputation [19]. Meta-learning has been demonstrated to make fine-tuning efficient [20] and
learn covariance functions for Gaussian processes to predict crack progression [21]. In addition, shared
regularisation schemes have been shown to alleviate issues relatédito high feature dimensions [22].

Current and Future Challenges

While TL and MTL technologies present the opportunity torreduce costs and facilitate more informative
SHM systems, their implementation also presents several unique challenges in comparison to
conventional ML. These challenges can be broadly summarised as developing methods to assess when
transfer is possible, what features and patterns can be shared, and identifying/developing algorithms
that can reliably share information in SHM scenarios. Several key research challenges are summarised
as follows:

* There is a lack of established similarity measures,that incorporate data, physical knowledge and
domain expertise to determine when TL and MTL technologies are applicable.

* Identifying which features and tasks are transferable can be challenging in complex engineering
systems.

* Determining the most effective transfer approach given data availability and structural similarity is
not well understood.

* Many unsupervised TL methods suffer performance degradation in scenarios where data are sparse,
imbalanced and are not representative of all structural conditions [5].

* In some cases suitable datasets may only be available from systems with significant differences. In
some of these cases,\itmay also.not be obvious how labels correspond between systems, i.e. when
systems include different.components or have different geometries.

* Validating modelslearnt using TL/MTL is challenging as representative testing data are often
insufficient or unavailable.

* It is often challenging to interpret the results of TL/MTL methods, particularly for deep neural
network-based.models:

* TL/MTL methods typicallyr€ly on either labelled or unlabelled data, meaning it may be challenging
to update medels in an online setting as both new unlabelled and labelled data become available.
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Figure 2: TL/MTL for SHM: status (black solid arrows) and needed (red dashed arrows) directions.

Solutions to several of these challenges are currently the focus of ongoing research. For example, there
exists a series of studies developing the concept of an irreducible element (IE) models that allow for
knowledge about a structure to be encoded into attributed graphs, on, which principled graph-based
similarity measures can be applied [2]. In addition, a risk-based frathework has been proposed to use
similarity measures to suggest when transfer should be conducted,[23]. Furthermore, the issue of
selecting transferable features has been demonstrated using MTL [22] and:the modal assurance criterion
for selecting frequency-based features [24]. Recently, a promising approach for transferring between
less similar systems has been shown using interpolating structures [25]. Nevertheless, these studies
either have outstanding limitations that must be addressed and/er require further validation using
experimental data and/or in-service data.

Advances in Science and Technology to Meet Challenges

The practical implementation of TL/MTL for SHM applications will require the development similarity
measures to inform operates when to transfer, and potentially what features to use, as well as methods
suited for sparse data scenarios with class imbalance, particularly for data relating to rare structural
conditions such as damage. The integration of these technologies in a modelling pipeline is illustrated
in Figure 2, with red dashed arrows indicating a‘need.for further research.

Given that data in many SHM scenarios are sparse and often unlabelled, measuring similarity using
data alone will likely be challenging/and may not be indicative of all types of distribution shifts [5]. To
this end, research is needed to identify the structural information that influences transferability and
determine how it can be encoded.to enablethe computation of similarity measures between domains. It
will likely be beneficial to incorporate knowledge from various sources, including from measurements,
physics, domain expertise and/previous experience of applying TL/MTL in SHM. A related issue
involves discerning how these similarity measure could be interpreted in relation to the predictive
performance expected from applying TL/MTL. Furthermore, a key assumption of TL/MTL is that sets
of features are related([5]; thercfore, similarity measures should be investigated for identifying these
related sets of features.

While TL/MTL.¢an facilitate predictive models for SHM with fewer data, it will likely still be the case
that data are a limiting factor for many SHM tasks. Thus, methods that can learn efficiently when data
in some domains of interest are sparse and exhibits class imbalance — and perhaps not representative of
all structural conditions — should be developed. A promising direction to further reduce data
requirements would be to incorporate physics (and other prior knowledge) into TL/MTL methods to
bias or.constrain'models.
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Another issue relates to encoding information as labels that can be used across dissimilar
(heterogeneous) systems. For example, two structures may have different geometries, meaning direct
comparison of damage location is not possible; however, there may be equivalences that can, be
leveraged to allow for label transfer, such as non-dimensionalised damage locations. In these cases
equivalent labels should be found, either using physical knowledge or selecting labels such that they
have the same effect on upstream decision processes in each system.

Fundamentally, SHM systems are decision support tools. Therefore, extending their application the
populations/fleets not only presents opportunities to implement more informative and cost effective
systems, but also introduces challenges relating to how limited resources can be effectively allocated
for the maintenance of multiple assets and how data should be acquired to optimally improve predictive
capabilities across all systems. Methods for making optimal decisions across a population/fleet should
be developed, perhaps using a risk-based approach incorporating probabilistic predictions and the cost
of performing specific actions and their associated expected consequences.

Concluding remarks

By considering data across populations/fleets of engineering systems;cheaper and more informative
SHM systems may become feasible. Since data from differentSystems will lead to differences in the
training and testing distributions, specialised machine-learning methods-are required, such as TL and
MTL. However, for these technologies to be reliably deployed, further research is needed to develop
robust similarity measures, investigate what features and tasks can betransferred, and develop TL/MTL
methods that are robust in sparse data scenarios where class/imbalance is prevalent.
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Status

Recent advances in large language models (LLMs) have led to transformative changes in.how domain
experts interact with and leverage artificial intelligence (Al) for various tasks. Structural Health
Monitoring (SHM) for civil infrastructure—like nearly all domains—is poised to benefit from LLM-
based approaches. One particular Al method that may have a quantifiable.impact-on SHM for civil
infrastructure is the rapidly growing technology of Retrieval-Augmented Generation (RAG) which is

./ refine understanding of domain language
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Figure 1. RAG-based architecture for SHM decisiom,support. A multimodal user prompt (questions about sensor
layout, maintenance strategies, etc.) is passed to an indexg'which retrieves relevant documents from the
knowledge base. The original query andsetrieved documents form an extended context that is then processed by
a large language model (LLM) to produce amore accurate and grounded response. Domain experts provide
feedback to the responses which are then integrated to the local knowledge base. Notations: black solid
boundaries: current/existing work; red dashed boundaries: needed directions.

RAG allows an LLM to retrieve more'relevant, recent, and authoritative documents, images, and data
from extensive and proprietary knowledge bases and then integrate this information into its responses
to render them more precise and Jup-to-date[2]. In the context of SHM, these sources may include
specific (a) operational data: design plans, damage and maintenance logs, reports of successful repairs
on similar structuresy operational usage data, and relevant design codes or standards, (b) modeling and
simulation: Finite Element Analysis (FEA) results, weather and climate models, and (¢) sensing data
such as LiDARsoOr drone imagery, all of which could be too specific, new, or unique for any LLM to
be trained on. As illustrated in Figure 1, a user prompt is first analyzed by an index (or multiple indexes),
which identifies and retrieves the most relevant documents from a local note store (or other external
proprietary databases). The LLM then incorporates these retrieved documents into its response by
forming an extended context (the user prompt plus the retrieved documents). As a result, the LLM’s
outputds “grounded” in factual data—reducing hallucinations and ensuring alignment with validated
information 'such as design standards, sensor data, and FEA outputs. One of RAG’s key strengths is its
flexibility: it can be paired with any LLM (e.g., Google’s Gemini[3], Meta’s LLaMA[4], OpenAl’s
25
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ChatGPT[5]) to provide domain-specific insights, making RAG ideal for integrating digital twins'into
civil infrastructure applications. Although denoted by “Language” models originally targeted for
Natural Language Processing (NLP) and Understanding (NLU), knowledge also comes from signaland
image processing, computer vision[6], machine learning, deep learning[7], and data fusion|8]. Current
LLMs handle multimodal data (images, videos, voices), aiding users in understanding and reasoning
about complex semantics. The ChatGPT 03 reasoning model[9], released in December 2024, can solve
advanced mathematics and coding tasks beyond many experts’ reach, offering powerful assistance to
SHM researchers and practitioners. A multimodal RAG further extends these capabilities for practical
use.

To illustrate the practical benefits of retrieval-augmented generation, consider a’bridge-deck monitoring
scenario where vibration and strain are recorded under routine traffic. In, conventional workflows,
engineers manually reconcile anomalies against finite-element models, degign drawings, and inspection
reports, which can take days. In contrast, a retrieval-augmented workflow automatically surfaces the
most relevant analyses, prior notes, and comparable case histories whenever an‘anomaly is flagged. The
system is configured to draw only from trusted databases maintained by the'asset owner and public
authorities, and each response provides a pinpoint citation (document title, section, page or figure, and
record link) so engineers can immediately open and verify the gxact source.
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Figure 2. A representative digital twin ecosystem for SHM, where the Physical Counterpart continuously
produces sensor data.In the Instrumentation Reconfiguration Loop, a sensor allocation and management module
adjusts measurement,schedules. In the Model Updating Loop, simulated and real sensor data refine the Virtual
Representation, which interacts with the Maintenance Optimizer and Query Interpretation Module (both
powered by LLMs) to inform a decision-maker’s question-and-answer workflow.

Beyond the multimodal LLM and RAG layers, civil infrastructure deployments often require an end-
to-end ecosystem|10] —commonly conceptualized as a digital twin. As illustrated in Figure 2, the
physical'asset (e.g., a bridge or embankment) continuously streams data from permanent sensors (strain
gauges, temperature sensors, tiltmeters) and short-term devices (portable accelerometers, LIDAR scans)
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to update a virtual representation in real time. An instrumentation reconfiguration loop uses Al-driven
analytics to adapt sensor placement in response to evolving structural conditions; enabling the “active
learning” that identifies the most informative[11], cost-effective sensor locations. A query-response
loop[12], shown in the bottom-left of Figure 2, leverages LLM-based reasoning to serve asyan “Al co-
worker,” providing insights on design considerations, policy options, and predictive maintenance.
Drawing on domain knowledge, simulation outputs, and live data, the system can proposénew sensing
layouts, run “what-if” analyses (e.g., via reinforcement learning), and rapidly assess potential.impacts
on structural integrity. The model updating loop refines the virtual representation by simulating
deterioration, sensor errors, and shifting load demands; adjusting model parameters as needed. In the
multimodal LLM-enabled digital twin ecosystem, Al collaborates with human engineers to explore and
justify decisions, supported by a feedback mechanism (Figure 1) within the RAG-LLM architecture.

Current and Future Challenges
Despite the potential of RAG-powered LLMs, integrating them into the SHM of civil infrastructure
faces complex hurdles, some of these include:

¢ Need for Robust Al Integration in Complex SHM Environments. Integrating LLMs into large-
scale SHM must address sparse, incomplete, or noisy data, as real-world structures operate
under variable conditions that produce significant inconsistencies—demanding careful vector
search strategies. Responses require transparency of data sourcesrand explainability of decision
results.

e Closing the Loop with Automated Sensor Placement. Bridging instrumentation and analytics
for active management requires robust,sensor. placement strategies that account for cost,
redundancy, and coverage. Error critefia,and metric /measures[13], supported by feedback
loops, enable scalable, reconfigurable sensor networks.

e Ensuring Security, Reliability, and Intetpretability. Mission-critical applications demand
transparent Al recommendations.and robust cybersecurity to guard against compromised
indexes or malicious data[14]. Multimodal RAG-LLM solutions strengthen interpretability by
clarifying the rationale behind sensor placement.

e Computational and Cross-Platform Constraints. Resource-limited environments, strict latency
requirements, and cloud integration complicate SHM deployments. Hybrid approaches that
combine local RAG—mini-LIsMswith cloud systems remain an active research direction.

Advances in Science and Technology.to Meet Challenges

Several emerging technologiesfcan be harnessed by RAG-LLMs to expand SHM capabilities, paving
the way for more adaptive, efficient, and effective monitoring. Though many remain in early or loosely
defined stages, they holdypromise fordintegration if proper frameworks are established.

e Adaptive Retrieval-Augmented Generation Pipelines. Recent RAG developments combine
advanced retrieval (e.g.;ymultimodal embeddings, knowledge graphs) with specialized local
domain knowledge. By including structural engineering standards and validated models, RAG-
LLMs can propose sensor placements informed by both historical and real-time data.

e Integration. of Digital Twins with Physics-Informed Models. Physics-informed machine
learning[ 15] reduces umncertainty by embedding real-world constraints in data-driven models.
Couplediwith RAG, digital twins can retrieve logs, maintenance records, and design codes to
guide constraint formulations[16].

e Feedback:Driven Sensor Reconfiguration. Advances in wireless networks, [oT, and edge
computing allow field devices to swap roles, adjust sampling, or change locations[17]. LLM-
based “maintenance optimizers” (Figure 2) can recommend reconfigurations in real time by
interpreting sensor data, predicted states, and reliability constraints.
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e Policy-in-the-Loop Al. Synergizing SHM and policymaking ensures that domain insights—
like load testing regulations and equitable community outcomes—are honored by being
encoded in RAG indexes[18]. RAG-LLMs help policymakers and engineers pose better
questions, incorporate community needs, and reach decisions aligned with social and
infrastructure goals.

Concluding Remarks

Integrating LLM-based RAG with digital twin ecosystems opens new possibilities for more effective,
adaptive SHM of engineering infrastructures. By leveraging advanced Al methods, sensornetworks can
be dynamically reconfigured to capture critical data while remaining efficient and cost-effective. Near-
term challenges include ensuring robust performance in diverse conditions. As technology matures,
deeper integration of physics-based models, domain knowledge, and advancedidata analytics with
multimodal RAG-LLM frameworks will drive SHM systems that autonomously-plan and adapt.
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Status

Physical Reservoir Computing (PRC) is a computing paradigm in which the dynamics of a physical
system perform information processing [1]. Using PRC, computation is offloaded» from a_digital
computer to the nonlinear dynamics of a physical system to create a physical Recurrént Neural Network
(RNN). Unlike physics-informed Machine Learning approaches (such as Physics Informed Neural
Networks) [2] which are digital in nature and incorporate knowledge of the physics into a digital neural
network framework, a PRC has no digital neural network and instead uses the dynamics of a real-world
physical object for computation.

PRCs are a subset of Reservoir Computing (RCs), where a PRC is a physical embodiment of a digital
RC. Fundamentally, RCs are Recurrent Neural Networks (RNNs) with fixed internal weights, where
training only occurs on the readout layer. The fixed-weight dynamical netwotk (i.e., the reservoir) is
nonlinear and performs the computations, and the readout layer is linearly trained using least squares
regression. The RC architecture is much smaller and faster thanitraditional RNNs [3], and different
readout weights can correspond to different computational, tasks. Tor create a Physical Reservoir
Computer (PRC), the reservoir is replaced by the nonlinear dynamics of a physical system, “hard
coding” the RC into mechanical, optical, quantum, biological, chemical, or electrical dynamics.

PRC has significant potential for Structural{Health Monitoring (SHM) to reduce the onboard
computational burden and yield faster response times. SHM relevant computations such as damage
detection and state estimation can be offloaded to the physical dynamics of the PRC. On an aircraft, the
structural dynamics of the wing could be harnessed as.a PRC to track stress concentrations and compute
structural lifetime. In chemical and electric propulsion, the dynamics of the thruster can be tracked using
a neuromorphic chip [4], which yields the plume distribution for identifying material erosion and crack
formation.

Mechanical PRCs are particularly premising for SHM since the vibrations and nonlinear dynamics of
the structure itself are used for information processing as shown in Figure 1. In conventional SHM, the
structure is monitored using sensors and the relevant SHM quantities are computed using
computationally intensive digital algorithms (physics-based or Al methods). For SHM using PRC, the
computationally intensive processing is done by the physical reservoir, where the reservoir dynamics
come primarily from theéystructure.and additional physical dynamics could be incorporated to achieve
the appropriate information processing capacity. The only digital computation would be a simple linear
regression, thus enabling:the computation of the relevant SHM quantity with significantly less digital
processing.

By using the structure itselffor computation, mechanical PRCs can reduce the reliance on a centralized
digital processor, avoid'additional wiring, increase communication speed, and increase power efficiency
— all of which centribute to lower computational times. Further, the embodied computation paradigm
of PRC has“direct synergy with Digital Twins, where the structure is used as a PRC to compute and
update a digital replica of the structure [5]. As a result, PRC is particularly promising for SHM in
aerospace, automotive, or maritime systems, which have strict limitations on weight, power, and
onboard computational capacity.
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>4 SHM via Physical Reservoir Computing (PRC) which uses the dynamics of a physical structure for
25 information processing and reduces the digital computation.
26
27
28 However, SHM using mechanical PRCs is still in its infancy. Previeus work on mechanical PRCs has
29 primarily focused on state estimation in robotics applications. This includes computing thrust of a soft
30 robotic fish using fluid-structural dynamics [6], ¢lassifyimg wind direction on a bio-inspired wing using
31 aeroelastic dynamics [7], estimating the payload on origami structures using mechanical dynamics [8],
32 and autonomously adjusting a phonic bandgap using metamaterial dynamics [9]. These PRC state
33 estimation tasks could be extended to SHM tasks such as computing aerodynamic loads and stress
34 concentrations within a structure. A limited numberof studies have used mechanical PRCs for damage
35 detection. Using numerical models of mechanical PRCs, local stiffness changes can be detected to
36 quantify the structure’s health [10] and additional,dynamics can be added to the structure to improve
;73 PRC processing performance [11];
39 Current and Future Challenges
2? There are a number of challenges to‘address before PRC can be practically implemented to monitor and
42 detect damage on structures. Thesprimary'challenges include:
43 e Designing physical reseryoirs that incorporate the structure and provide sufficient computation
44 e Establishing computational tasks, training procedures, and PRC best practices specific to
45 SHM
46 e Minimizing the size, weight, and cost of the PRC sensing framework
47
48 There is a need to understand the relationship between a physical reservoir design and its information
49 processing capacity for given SHM tasks. A mechanical PRC requires a high-dimensional reservoir
50 with sufficient nonlinear dynamics to effectively process information [1]. The reservoir dynamics map
51 the environmental input to a higher-dimensional space and the linear regression computes the target
52 SHM output-signal=By using the structure itself as a mechanical PRC, the nonlinear stress and strain in
53 the structure become the reservoir dynamics, and high dimensionality is achieved by using the
54 appropriate_sensor density (number and location) to capture the time-resolved dynamics. Thus, the
55 challenge is tounderstand whether a structure has the necessary properties to perform the desired SHM
g? task! This can be further broken down into the following questions.
58 31
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e Does an as-built structure have the appropriate dynamics to be used as a PRC?

e Could the dynamics of a structure be enhanced, as shown in Figure 1, to improve the réserveirs
information processing capacity?

¢ Could a multi-functional structure be designed from the onset as a PRC with the necessary
dynamics and distributed sensor network?

It is necessary to understand the relationship between PRC implementation and' the exact SHM
application. Different structures (aircraft, ships, etc.) will yield physical reservoirs with different
computational capacities, affecting which SHM tasks the PRC can perform. /A change in structural
health will alter the PRC dynamics (stress concentrations, crack growth, delamination, etc.), and this
change in dynamics must be captured by training the PRC readouts to perform the;SHM task. Further,
the training procedure, required reservoir dynamics, and sensor density will varyswith the SHM task.
Similar to conventional SHM methods, with PRC there is a need to maximize the measured information
while minimizing the size, weight, and cost of sensors. To achieve/optimal PRC performance, each
sensor readout should be independent so that the combination of sensors captures the full (or relevant)
dynamic content of the mechanical structure [12]. However, existing PRCs use a high sensor density
that is simply not practical for SHM [1]. There is a need to understand the relationship between sensor
density (number and placement) and PRC information processing petformance while also accounting
for variations in environmental inputs.

Finally, PRCs suffer from the same challenges that other machine'learning and data-driven algorithms
have faced, most notably with interpretability and. trust, which it inherits from standard RC. Though
PRC:s are relatively efficient with training examples; itstill requires a fair amount of data to empirically
quantify the error bounds of the tasks.

Advances in Science and Technology to Meet Challenges

PRC-specific evaluation tools including information theoretic metrics, benchmark tasks, and training
procedures should be developed that account for theuhique physical constraints on PRCs. Unlike digital
RCs that can use a common networkitopology, PRCs do not have a standard reservoir design and the
physical topology is inherently tied“tonthe SHM structure and computational task. The physical
embodiment of a PRC introduces limitations on network connectivity, restrictions on realizable
networks (fixed weights, nodes, types.of nonlinearities), inability to normalize the input level, and
simultaneous linear and nonlinear transformations. Existing evaluation tools were developed for digital
RCs [13] and face challenges /when' extended to PRCs. Advances in PRC-specific metrics and
benchmark tasks will allow’better.quantification of physical structures to determine their suitability as
a physical reservoir for SHM.:

To realize physical reservoirs,with sufficient information processing capacity for SHM, there is a need
to increase the dynamic complexity of existing SHM structures. Most structures for SHM are only
weakly nonlinear.and are unlikely to have the necessary dynamic complexity to compute the full range
of desired SHM tasks) To realize a reservoir with sufficient information processing capacity, the
structure can be/modified with additional dynamics as shown in Figure 1. This could include 1)
additional /mechanical dynamics such as nonlinear vibratory components attached to the structure, 2)
additional electro-mechanical dynamics through nonlinear sensor transduction methods, or 3) additional
electrical dynamics such as neuromorphic computing chips.
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There is a significant opportunity to advance SHM using PRC by leveraging conventional SHM
approaches. Sensor density has been addressed significantly across a number of SHM studies [14], and
these approaches can be applied to sensor selection in PRCs. Further, previous research has identified
the amount of information stored in SHM structures [15] and these techniques can be reevaluated
through the information theoretic lens of PRC.

Concluding Remarks

Physical Reservoir Computing (PRC) has the potential to fundamentally change ‘and augment how
sensing and health estimation is conducted for SHM. Using PRC, the structure itself becomes a
computer yielding a philosophical synergy with structural health monitoring and digital twins. SHM
using PRC could enable significant improvements in response time and reductions in onboard
computational cost, which is particularly relevant for applications with limited onbeard resources such
as aerospace and automotive.

In the near term, research should focus on using existing structures as/physical'reServoirs for SHM and
identifying whether additional dynamics are necessary to achieve the required information processing
performance. In the future, multi-functional structures can be designed for PRC from the onset by
incorporating the necessary dynamics and distributed sensor network. Practical application of PRC for
SHM will require successful demonstration of PRC on existing structures, which would lead to a
widespread acceptance of PRC’s efficacy by the structure-specific engineers and PRC practitioners
alike.
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Status

Many existing roadway infrastructures, including bridges and tunnels, continue to be in service despite
surpassing their intended design lifespan and being built to outdated standards:=Over time, these
infrastructures can also be subjected to several forms of degradation (e.g.,(agingscorrosion, fatigue), as
well as traffic volumes that exceed original threshold values. Furthermore, they often turn out to be very
vulnerable to extreme events (e.g., impacts, earthquakes). These challengés;”in combination with
constrained financial resources, highlight the urgent need for effective management strategies to
optimize maintenance efforts and ensure suitable performance levels [1].

Quantifying the economic scale of the challenges in this field can offer additional insight on their
relevance. For instance, a 2021 report by American Society of Civil Engineering [2] revealed that 42%
of the approximately 617,000 bridges in the United Statestare over 50 years old, with 7.5% classified
as structurally deficient. The report also underscored {the inadequacy of current funding for bridge
maintenance and estimated that 125 billion USD/would be required for necessary rehabilitation projects.
Likewise, Hou et al. [3] reported that as of 2014, about 4,353,800 km of roads in China were under
maintenance, with corrosion-related costs alone amounting.to 10.89 billion RMB.

To date, both research and practice have primarily focused on defining and prioritizing interventions
aimed at restoring or even enhancing the capacity [4, 5]. However, repairing or retrofitting all existing
infrastructure within current transport networks in‘a‘cost-effective and timely manner, while fulfilling
budget constraints, appears rather utopian. Therefore, exploring alternative strategies for managing
existing transport infrastructure is essential.

Current and Future Challenges

To tackle current and future/Challenges, a new paradigm for managing existing infrastructure is
proposed. It shifts from a traditional, purely capacity-focused strategy to an innovative, integrated
capacity-demand approachy where infrastructure is repaired or retrofitted to enhance capacity while
simultaneously managing transportation demand through traffic flow regulation. Figure 1 illustrates the
key aspects of the propesed approach.

* Regular scenario R. Existing bridges (i.e., B1 and B2) and tunnels (i.e., T) within the transport
infrastructure-network=are continuously monitored using smart sensors. Traffic data are also
gathered from community=based traffic and navigation apps. In the control room (i.e., C), these data
are used tosupdate/a digital twin of the network, enabling real-time assessment of performance
levels.

* Alert scenario 'A. Due to degradation phenomena or extreme events, certain transport infrastructures
(i.e., BL.and/T) experience a decline in capacity without timely preventive actions. In such case,
when the digital twin in the control room (i.e., C) detects an unacceptable performance level, traffic
and navigation apps proactively redirect vehicles to an alternative, temporary main route (i.e., P1)
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so as to reduce transportation demand on the degrading infrastructure. This dynamic adjustment of
the demand while the capacity is reducing helps maintain an acceptable performance level until'a
prioritized maintenance plan is implemented.

* Maintenance scenario M1. As degradation phenomena progress, certain transport infrastructures

(e.g., B1) undergo repairing or retrofitting based on assigned priority and available budget. The
digital twin in the control room (i.e., C) is continuously updated, while traffic and navigation apps
redirect vehicles to a temporary main route (i.e., P2) to ensure an acceptable performance level
across the network.

* Maintenance scenario M2. After repairing or retrofitting, certain transport infrastructures become

fully operational (i.e., B1), while others are repaired or retrofitted based on priority and available
budget (i.e., T ). Throughout this process, the digital twin in the control room (e.g., C) is
continuously updated, whereas traffic and navigation apps redirect vehicles toran‘alternative main
route (i.e., P3) to maintain an acceptable performance level actoss the network. Once all
maintenance interventions are completed, the transport network returns to a regular operational state
(i.e., R).
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Advances in Science and Technology to Meet Challenges

A series of advancements in science and technology are required to implement the proposed paradigm
for managing existing infrastructure. These include: i) the development of smart solutions for'pervasive
monitoring of infrastructure; ii) the implementation of automated approaches for structural
identification and health monitoring; and iii) the elaboration of digital twins for transportnetworks.
Wireless technologies present promising solutions to the challenges associated withideploying, large
structural monitoring systems at territorial scale. In this regard, edge computing stands out as a
particularly effective approach towards the development of wireless Internet-of=Things (IoT)
monitoring systems [6]. Moreover, technologies able to convert ambient energy into ¢lectrical power
[7] and/or leveraging passive sensors [8] offer viable solutions to eliminate the need for frequent battery
replacements. Within this framework, aggregating traffic data from mobile devicesiandvehicles through
crowdsourcing systems can significantly contribute to the integration of wireless structural health
monitoring systems with intelligent transportation systems [9], thus enhancing the accuracy and fidelity
of a digital twin (DT) of the transportation network [10]. The deployment.of pervasive sensing systems
also calls for efficient solutions that automate data processing, and interpretation, from system
identification to structural diagnostics [11, 12]. In this context, unprecedented opportunities can arise
from the latest advancements in artificial intelligence (Al) algorithms [ 13,14, 15].

Concluding remarks

As transportation networks face both routine and extremerchallenges that reduce their capacity, and as
mobility demand grows due to increasing exchange volumes'—/'while budgets for maintaining and
replacing infrastructure continue face cuts — it has become increasingly clear that there is an urgent need
to develop new strategies for transport infrastructure management. In this perspective, a potential new
paradigm has been proposed. It attempts to enhance infrastructure capacity by strategically prioritizing
repair and retrofitting plans, while ensuring target performance levels are met through adaptive, real-
time traffic demand control. After presenting the core concept of the strategy, we identified key areas
requiring significant advancement, namely:“the development of smart solutions for pervasive
infrastructure monitoring; the implementation of automated approaches for structural identification and
health monitoring; the elaboration’of digital twins for transport networks.
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Status

Structural Health Monitoring (SHM) has substantially transformed from traditional single-sensor
systems to sophisticated monitoring frameworks that integrate multiple technologies. The SHM
evolution encompasses three primary technological pillars: multimodaliwsensing, artificial
intelligence/machine learning (AI/ML), and Digital Twins (DTs), each/contributing distinctively to
modern SHM capabilities. One example is biomedical sensing for Metaverse applications.

Multimodal Sensing Infrastructure: Current SHM implementations have expanded their data
acquisition capabilities through diverse modalities such as medical sensing/[1]. Modern SHM systems
have advanced beyond singular measurement approaches to'incorporate comprehensive sensing
frameworks such as texts, voices/(ultra)sounds, time series for 1D vitals; 2D/3D/4D optical, Magnetic
Resonance Imaging (MRI), Computational Tomography (CT), orPositron Emission tomography (PET)
images/videos. These modalities are fused and complemented to offer better knowledge and deeper
insights for medical professionals to diagnose and treat patients! Using edge computing, innovative
sensing, and analysis methods, the sensing infrastructure can be further enhanced by wearable or non-
invasive sensor technologies using laser or image, analysis methods, which enable continuous
physiological and bio-sign monitoring through direct contact or remotely configured non-invasive
measurements [2]. The multimodal approach provides a rich, multidimensional dataset that forms the
foundation for advanced health monitoring.applications.

AI/ML Integration Status: The integration of AI/ML technologies in contemporary SHM systems has
demonstrated significant progress/in multimodal data processing and analysis capabilities. Supervised
learning algorithms and insights from-image processing and computer vision [3] have achieved notable
success in pattern recognition and anomaly detection within health monitoring contexts. Deep Learning
(DL) frameworks [4], such as Convolution/Neural Networks (CNN), U-Net [5], Recurrent Networks
(RNN) [6], attention-based transformers [7], Mamba [8], diffusion models [9], and Kolmogorov-Arnold
Networks (KAN) [10], have revolutionized the field by enabling automated feature learning from
complex multimodal data streams; reducing the dependence on manual or ad hoc feature engineering
[11, 12]. Reinforcement'Learning (RL) approaches are emerging as powerful tools for developing
adaptive monitoring strategiesnthat respond to changing and uncertain health conditions and
environmental factors [13]. Natural Language Processing (NLP) techniques, by borrowing the immense
power of transformers,and Large Language Models (LLMs) such as ChatGPT [14] and Llama [15],
bridge the gap between textual health records and acoustic data, enabling more comprehensive health
assessments and enhanéed communication between physicians and patients, e.g., in an National Institute
of Health-sponsered project the authors are involved, the objective is to deliver real-time simultaneous
medical intérpretation so that the patients and physicians can communicate with their native language
where an/LLM based parallel processing system doing all the translations in real-time without any
interruptionsthusachieving better cancer treatment results [16], which will computerize the special and
expensive human simultaneous translators that are only available in rich medical institutions and thus
making it possible for hospitals in remote and underdeveloped areas to have the valuable service.
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Despite these advances, current AI/ML implementations often operate in isolation rather than
leveraging the full potential of integrated multimodal analysis. Transfer Learning [16] acrossddifferent
data modalities remains largely unexplored, particularly in resource-constrained deployment scenarios.
In SHM, Real-time or near-real-time (RT/NRT) monitoring and decision-making across multiple data
modalities are necessary, and special attention should be paid to improving the computing and data
efficiency of the AI/ML algorithms. Furthermore, the black-box nature of most Al/ML methods,
especially the most powerful DL-based ones, seriously limits their practical utility as;justifications and
interpretations are required in healthcare decision-making. Consequently, developing explainable Al
(XAI) frameworks [17] tailored explicitly for SHM of healthcare equipment is critical for future
development, especially given the high-stakes nature of healthcare monitoring decisions.

Digital Twins Technology: DTs have emerged as a crucial component in_medern SHM systems,
introducing virtual representations that mirror physical health monitoring Jenvironments with
unprecedented fidelity [18]. Current implementations demonstrate capabilities infeal-time mirroring of
physiological and behavioral parameters, enabling healthcare providers to monitor and analyze patient
status through virtual interfaces. These systems support basic simulation capabilities for health status
prediction, allowing for preliminary assessment of interventionistrategies and treatment outcomes.
Virtual testing environments facilitated by DT technology have also proven valuable for monitoring
system optimization, enabling iterative improvement of monitoring protocols without risking patient
well-being [19]. However, the present state of DT technelogy in SHM reveals several limitations that
must be addressed in future developments [20, 21]. Integration'with real-time sensor streams remains
partially constrained, often operating with significant latency or reduced data fidelity. Visualization
capabilities, while functional, have not yet achievedithe level of sophistication necessary for truly
intuitive interaction and analysis. Predictive modeling functionality employs relatively rudimentary
approaches, lacking the sophistication that.is necessary for highly accurate long-term health status
forecasting. These systems typically/ operate in isolation, without comprehensive data fusion
capabilities that could enable more holistic health assessment approaches by exploiting insights from
multi-modal data.

Current and Future Challenges

While recent technological advances have enabled significant progress in biomedical SHM capabilities,
integrating multimodal sensing, AI/ML, and DT-enabled Metaverse technologies presents complex
technical and operational challenges [1, 22, 24], as shown in Figure 1. The convergence of these
disparate technologies requires careful consideration of computational efficiency, data integrity and
security, and system interoperability« Moreover, implementing these advanced monitoring systems in
healthcare contexts introduces additional reliability, security, scalability, and real-time performance
requirements. Several critical challenges must be addressed to advance SHM systems.

Data Integration land Processing: Integrating multiple sensing modalities generates massive
heterogeneous datasets with'significant processing challenges. Current systems struggle with real-time
synchronization and meaningful fusion of diverse data streams, particularly when simultaneously
handling high-ftequency sensor data from multiple sources.

Intelligent Analysis: While basic AI/ML/DL approaches are increasingly common in biomedical SHM,
existing systems<often lack the sophisticated Al capabilities necessary for 1) predictive health risk
assessment, 2) contextual understanding of environmental factors, 3) adaptive learning from historical
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and contextual data, and 4) preserving medical and instrument data security and privacy, whichiis of
utmost importance in viable medical applications

Visualization and Interaction: Traditional data visualization methods are inadequate for representing
the complex, multimodal nature of modern SHM data. Current interfaces limit collaborative decision-
making and RT/NRT interaction with monitoring data.

Privacy and Security: The collection and processing of sensitive health data across multiple modalities
raise significant security and privacy concerns that must be addressed through tobust security
frameworks and ethical guidelines, violation of which will have dire consequences.

Ethical and responsible AI: In addition to patient privacy, special care must be taken to observe the
ethical responsibilities of the AI/ML system. Ethical Al means the training and.validation data used in
AI/ML should not be favored or biased toward any particular group of people (cohort). Once the bias
is identified in the SHM, the methodology and the data must be readjusted/medified to correct these
errors promptly.

The challenges mentioned above represent significant technological and operational hurdles that are
deeply interconnected and mutually reinforcing. Their pinterdependent nature amplifies their
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components are needed directions (red dashed rounded rectangles).
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complexity—advances in data integration capabilities, for instance, directly impact the requirements
for privacy protection and visualization systems. Moreover, health monitoring applications’ RT/NRT
processing demands introduce strict performance constraints that must be satisfied while maintaining
system reliability and security. Successfully addressing these challenges requires technological
innovation and careful consideration of system architecture, computational resource’ allocation,
deployment strategies, and data organization.

Advances in Science and Technology to Meet Challenges

The advancement of SHM systems requires a coordinated evolution across multiplertechnological
domains, with innovations in each domain supporting and enabling progress in others. Recent
developments in embedded systems, edge computing, distributed computing architectures, and
especially AI/ML hardware and algorithms have created a fertile ground forstransformative and
revolutionary solutions to current challenges. While individually significants, these technological
advances achieve their full potential through careful integration and systematic deployment strategies
considering technical capabilities and practical implementation requirements, as;jSummarized in Fig. 1,
where the fusion and integration within and across all three layers are.needed tobe explored for effective
and efficient SHM.

Multimodal Sensing Integration: Future SHM systems, will “leverage advanced sensor data
synchronization and fusion techniques to create coherent, multi-dimensional, personalized, and precise
health profiles. Adaptive sensor synchronization and fusion,algorithms form the foundation of these
systems, enabling precise temporal and spatial; alignment of . diverse data streams. The enabling
synchronization techniques include 1) temporalidata alignmentusing dynamic programming and deep
learning based encoders; and 2) spatial and geometric data alignment using computer vision and
foundation models. Current AI/ML, especially various multimodal LLMs and specialized foundation
models, have contributed immensely to the.five levels of information fusion, ranging from early stages,
such as source preprocessing and object assessment, to intermediate ones, including situation
assessment and impact assessment, all the wayup to decision-making user and process refinement [25].
Edge computing capabilities further enhance the ‘sensing infrastructure by enabling distributed data
processing at the collection point, significantly reducing latency and bandwidth requirements. Non-
invasive sensing technologies can effectively protect the safety and privacy of physicians and patients
while collecting valuable health-related information. Implementing smart sensor networks with self-
calibration capabilities ensures sustained accuracy and reliability, while advances in low-power, high-
precision sensing technologies/@xtend deployment durations and improve measurement fidelity. These
technological developments collectively enable comprehensive health monitoring and treatment with
unprecedented accuracyjsecurityyand reliability for future cloud and edge devices.

AI/ML Advancements:Integrating sophisticated AI/ML technologies brings transformative capabilities
to SHM systems through multiple complementary approaches. DL models optimized for multimodal
data analysis enable sophisticated pattern recognition and identification across diverse data types.
However, the inherent black<box nature of complex DL architectures presents significant challenges for
critical infrastructure applications where understanding decision rationale is paramount. To address this
limitation, explainable’ Al (XAI) techniques, including attention mechanisms, feature importance
visualization, and interpretable model architectures, are increasingly being incorporated to provide
transparent insights into how monitoring systems arrive at structural health assessments. These
approachesienhance trust and accountability by enabling engineers and stakeholders to validate Al-
driven predictions against domain expertise and regulatory requirements. At the same time, transfer
learning approaches facilitate cross-domain pattern recognition, enabling systems to leverage
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knowledge gained from one monitoring context in others and help those without access to large volumes
of data to achieve acceptable results with limited data. Implementing reinforcement learning enables
adaptive monitoring strategies that evolve with changing and uncertain conditions and requirements.
Federated learning approaches address privacy concerns by enabling distributed analysis without
centralizing sensitive health data, marking a significant advance in secure, priva€y-preserving, and
scalable monitoring systems.

Metaverse Integration: The Metaverse presents transformative possibilities for SHM jthrough
comprehensive virtual environment integration. Immersive 3D visualization of multimodal health data
enables intuitive interpretation of complex health metrics, while virtual collaberative spaces facilitate
real-time interaction among healthcare providers across physical locations. Real-time simulation and
scenario analysis capabilities enable proactive health risk assessment and tervention planning.
Interactive decision support systems leverage the Metaverse's visualization.capabilities to present
complex health data in accessible formats, enabling more informed and timely decision-making.

The convergence of these technological advances represents a significant’ leap forward in SHM
capabilities, though their successful implementation requires careful, orchestration and systematic
validation. The synergistic interaction between improved sensing,technologies, sophisticated AI/ML
algorithms, and immersive Metaverse environments creates opportunities-for unprecedented monitoring
precision and operational efficiency. However, these virtual envirenments introduce substantial security
challenges, particularly in authenticating users across distributed Metaverse platforms and maintaining
the integrity of identity verification when multiple stakeholdersiaccess sensitive structural health data
through various virtual interfaces. Furthermore, the immersive nature of Metaverse environments
amplifies data privacy risks, as these platforms inherently collect extensive behavioral and interaction
data beyond traditional monitoring metrics, potentially ‘exposing patterns of professional practice,
decision-making processes, and organizational vulnerabilities to unauthorized parties. Realizing these
benefits demands rigorous attention/ to. system = integration, scalability considerations, ethical
evaluations, and performance optimization. Robust cryptographic protocols and zero-knowledge proof
mechanisms must be implemented to ensure ‘that collaborative virtual spaces maintain data
confidentiality while enabling necessary information sharing among authorized personnel. The practical
implementation of these advances~must balance technological sophistication with operational
reliability, ensuring that theoretical capabilities translate effectively into real-world performance
improvements. Thus, a careful balance.is crucial in healthcare and military applications, where system
reliability directly impacts human well-being and operational effectiveness.

Concluding Remarks

Integrating multimodal sensing, AI/ML, and Metaverse technologies, represents a paradigm shift in
SHM capabilities. Thissconvergence will enable unprecedented health monitoring and treatment
accuracy, predictive |capability, and collaborative and explainable decision-making. Future SHM
systems will fully exploit different medical data modalities to provide comprehensive, real-time, or
near-real-time health diagnosis and treatment results while maintaining privacy, security, and ethical
responsibility. The success of this vision depends on continued advancement in sensor technologies,
diversified datadcollections, ‘effective explorative data analysis, AI/ML algorithms tailored for
multimodal“data, and Metaverse platforms. Critical attention must be paid to ethical considerations,
data privacy, and |system reliability as these technologies evolve. The potential impact on healthcare
delivery, particularly for vulnerable populations, justifies continued investment in research and
development of integrated SHM solutions.
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The sought-after generalizability minimizes the need for labeled data acquisition and reduces
computational demands for adapting these models to unseen cases. To eliminate the reliance on prior
(damaged) data, novel strategies must be employed to train SHM models or adaptthem for
downstream applications. These strategies include synthesizing data (e.g., using Digital Twinsi[4] or
damaged data synthesis through Generative Al), transferring knowledge from a pre-trained SHM
model through fine-tuning or aligning the target data with the feature space of pre-trained models via
Domain Adaptation (DA) [5]. Considering the need for scalability across diverse systems, the former
approach—due to the challenges of generating synthetic data and the high cost of fine-tuning—is less
suitable for large-scale adoption. In contrast, DA aligns more effectively with these requirements. In
this context, we introduce the term "target-agnostic" SHM model as the foundational backbone of
next-generation SHM systems for large-scale applications. A target-agnostiec.SHMimoedel must satisfy
two key criteria: first, it operates independently on incoming data at the start of SHM processes, and
second, it requires no fine-tuning or model updates for specific structures across fundamental SHM
tasks, including damage prognosis, detection, localization, and severity measurement. In light of these
tasks, "agnostic" notably refers to the design indifference to any data beyond the incoming signal from
the target system at the onset of SHM processes. The design includes factors such as potential damage
mechanisms, sensor configurations, environmental conditions, andether structural evidence that could
influence the SHM process, apart from the incoming data. Figure 1 illustrates the current achievements
and outlines the steps necessary to scale toward a target-agnostie:SHM'model.

Current and Future Challenges

As abstractly illustrated in Figure 1, the primary challenge'ingdarge-scale SHM lies in establishing a
common ground for different structural systems to communicate, ideally through structure-agnostic
tools. Domain knowledge can establish this common ground, often encompassing the physics of the
domain it refers to while also extending beyond:it.to include contextual, experiential, or application-
specific information. Ideally, deterministic*solutions ean be achieved if the physics of all agents
involved in a phenomenon or process are precisely known. Otherwise, data-driven techniques can
handle complex data patterns, withyphysics-based controls guiding the model to avoid overfitting to
observed scenarios. The literature highlights the potential of leveraging domain knowledge and
physics-based solutions to enhance the generalizability of data-driven approaches (e.g., [6]). Within
SHM, the challenge lies in identifying appropriate domain knowledge and its niches to enable
structure-agnostic DA methods..An example of such efforts is presented by Soleimani-Babakamali e?
al. [7]. By constructing a Structural Damage Detection (SDD) model using raw frequency-domain
inputs and leveraging domain'khowledge from Digital Signal Processing (DSP)—such as matching
the target structures' Power Spectral Densities (PSDs)—the desired DA between heterogenous
domains can be achieved.

Still, for a completesaSHM tool, damage localization and severity modules must accompany the SDD
module. From a traditional SHM perspective, achieving damage severity estimation and localization
requires prior knowledge of structures, as well as information as simple as sensor configuration and
historical damage’data. For instance, only supervised learning can assess damage severity and its
impact on the structure [8]. However, Transfer Learning can address such complications. Supervised
learning and labeled data are available for source systems, shifting the challenge to projecting the
knowledge learned from the source system onto the target structure. Alternatively, strategies can be
introduced “forr zero-shot damage localization and zero-shot (relative) severity measurement.
Bypassing the requirements described in Figure 1 allows for the development of target-agnostic SHM
tools., However, this mechanism is necessary but insufficient to "unlock large-scale SHM adoption."
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Figure 2 depicts numerous challenges, including data acquisition, processing units, network
configuration, sensing equipment, and the need to transition to simpler sensing systems, such as
crowdsourcing IoT device outputs and data-sharing systems. Additional considerations sinclude
human-in-the-loop interventions, the decision-making system's architecture (whether federated or
centralized), and the new challenges that may arise during pilot-testing phases.

Advances in Science and Technology to Meet Challenges

In achieving large-scale SHM adoption (Figure 2), advances in measurementyand wireless
communications, as well as in Al (specifically Deep Learning), are evident. Frompan instrumentation
perspective, inexpensive sensors and edge computing devices are available for federated decision-
making [9]. Advances in Deep Learning are also notable, progressing from simple vanilla recurrent
neural networks to more sophisticated gated recurrent network architectures, such as Long Short-Term
Memory units [10] and state-of-the-art Transformer architectures [ 11]. These.architectures demonstrate
exceptional capability in understanding SHM data.
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Figure 2. Enabling large-scale SHM adoption.

For SHM, however, the primary challenge lies in the lack of comprehensive data sources, unlike fields
such as Natural'Language Processing (NLP), which benefit from extensive resources like Wikipedia
or the Internet Archive, If a comprehensive SHM database existed, encompassing numerous systems
and long-term monitoring data, elevating towards such generalizability would be possible.
Consequently, the,available tools and technologies already exceed what SHM currently demands. As
outlined in Figure 1, achieving large-scale SHM adoption requires fundamental breakthroughs and
innoyative ideas to overcome the barriers between different systems and to create universally applicable
models.
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Concluding Remarks

Recent Artificial Intelligence (AI) advancements present an unprecedented opportunity to_extend
Structural Health Monitoring (SHM) applications from individual structures to large-scale
implementations, fostering sustainability and resilience in urban environments. To that end, leveraging
innovative strategies, including Transfer Learning and Domain Adaptation with the,inclusion. of
domain knowledge, can bridge the data availability, computational efficiency, and diversity.demands
of large-scale applications in next-generation SHM systems. These strategies must support’:SHM
knowledge transferability across various infrastructure systems for complete damage prognosis,
detection, localization, and severity measurement. Measurement technologies must also acCompany
innovations in accurate, scalable, and cost-effective sensing systems, which are ¢ssential,for advancing
large-scale SHM applications. Innovations in miniaturized sensors, edge computing, and wireless
communication systems enable real-time data collection and processing, enhancing SHM’s
adaptability to diverse environments while maintaining precision. Ubiquiteus systems such as IoT
devices and crowdsourcing techniques can offer effective and affordable large-scale SHM solutions.

Ultimately, scalable SHM systems depend on Al, measurement/innovations, and interdisciplinary
collaboration to overcome implementation challenges. Effective communieation protocols, large-scale
sensing, and cost-efficient instrumentation will enable the development of scalable, target-agnostic
SHM models, transforming SHM into a cornerstone of, resilient, sustainable infrastructure
management.
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Status

Feedback mechanisms in engineering systems often require real-time state estirhation to adapt to
changes in the environment. Real-time state estimation is usually achieved by processing measurements
through physics- and/or data-driven models, depending on the speed and accuracy constraints of the
process. Some of these feedback mechanisms require or would require extreme processing speeds for
successful deployment. This is the case of high-rate systems, for example active-impact mitigation
strategies, high speed systems and hypersonic systems, for which decision.processes require sub-
millisecond decision speeds [1]. The vast majority of high-rate systems have complex nonlinear and
nonstationary dynamics, with large uncertainty on operating conditions,and loads [2]. It results that
their physical modeling is difficult, and state estimator would benefit from the capability to construct
and adapt data-based models online.

Neural networks are defined as capable of learning in real-time (andenline) if the time required for
backpropagation and inference is less than the time requested bysthe system to make an updated state
estimation [3]. It follows that the choice of their architecture is critical in enabling high-rate
applications. For instance, while deep learners have/ shown promise in complex dynamic
environments [4], their computation time is typieally prohibitive [5]. Research on real-time neural
networks has led to formidable strategies to accelerate computation through better design of the
architecture, for instance by eliminating the backpropagation mechanism [6], integrating physical
knowledge [7], and leveraging parallelsintegration, [8], let alone various strategies for hardware
integration through software-hardware ¢o-design [9].

Another strategy is to minimize the inputs fed torthe representation to both minimize the curse of
dimensionality and promote efficient:neural architectures. This can be done through various dynamic
system dimensionality reduction techniques [10] to obtain features that inputs are sufficiently rich in
information about the estimated system. These features can be used to accelerate both computation time
and accuracy of the representations,yas demonstrated in [11] by feeding dynamic features into a
convolutional neural network. Despite the paramount research activities in the field of machine learning
addressing computational speed issues, significant challenges remain in creating representations
capable of real-time learning for high-rate decision-making. This is attributable to the very strict
latency requirements, important trade-off that exists in adaptive modelling between model complexity
and computation speed;rand to the available training data populating only sparsely and locally the
dynamic space of interest.
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Figure 1. Real-time learning for high-rate decisions: status (black solid arrows) and needed directions
(red dashed lines)

Current and Future Challenges
To close the loop and enable active feedback of high-rate systems, there exists challenges related to
online learning systems for high-rate applications that may:be addressed (Figure 1):

e Deterministic methods for structural prognestics: (state prediction) predictable structural health
predictions with well-defined uncertainties under extreme environmental conditions.

e Edge computing and hardware co-design: (hardware/and co-design implementation) on-device
learning with constrained resourees, parallelization via specialized accelerators, and secure
federated data sharing,

e Data scarcity and uncertainty: (data sharing and testbeds) limited data from costly experiments,
large uncertainties in real-world conditionsyand the need for real-time confidence intervals.

e Extreme time computation constraints: (fast feature extraction) sub-millisecond inference
requirements, trade-offs between accuracy and speed, and computationally efficient
dimensionality reduction.

e Adaptive and robust online learning: (new architectures) real-time handling of nonstationarities
and transients, integration of approximate physics, and stability under shocks and noise.

Advances in Science and Technelogy to Meet Challenges

We will see a dramatic increase in field deployment of high-rate systems in the future, with a demand
on high-rate decisions=systemsito empower feedback mechanisms. A critical obstacle in the
implementation of machine learning algorithms enabling high-rate systems is in the lack of available
training data. Possible,solutions include the implementation of generative adversarial networks and
pairing representations with“digital twins. However, the generation of representative datasets will still
be impeded by/large uncertainti€s on the dynamics. These large uncertainties will also make difficult
the implementation of deterministic decision systems, and it will be necessary to assess, also in real-
time, some<€onfidence interval to capture the appropriate uncertainties on the state estimates.

With the foreseen increase in deployment of high-rate systems, we will see more training datasets be
generated, yet on heterogeneous systems. Data sharing will be critical but difficult as some of these
datasets will\be seen as critical information, and it will be important to develop and integrate secure
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data sharing techniques, such as through federated learning. It will be important to develop appropriate
extrapolators to cope with the lack of representative datasets.

Machine learning architectures specifically dedicated to high-rate decision making will meed to be
developed. This includes a seamless integration of physics-based feature extraction and manipulation
processes to promote lean and effective representations, and the parallel integratiomyof different
representations that will have the capacity to cope with the systems’ nonstationarities. It. is also
anticipated that the use of windowing techniques will become important to reduce the size of datasets
used by the representation at any given time. These windowing techniques will need to,be combined
with feature extraction methods that will preserve the essential dynamics of the/System, often buried in
a large number of datapoints. While there exist formal techniques to do so, .for example based on
topological data analysis [12], these techniques can have an appetite for computation, and it will be
necessary to find strategies to empower their high-rate applicability. In particular, we may rely on
algorithmic shortcuts to empower their high-rate applicability, for example by sacrificing accuracy for
the benefit of computation speed, but this important trade-off between‘aceuracy-and computation speed
that will need to be quantified. Lastly, it will be important to develop testbeds:to verify and validate the
performance of algorithms before field implementation. Yet, constructing such testbeds is a difficult
task, because tests will need to be reproducible.

Concluding Remarks

High-rate decisions require the sub-millisecond analysis,ofivery complex dynamics. It is foreseen that
implementation of artificial intelligence will be critical in empowering high-rate systems, because of
their capability to compute data-based decisions, a process often much faster than physics-based
methods. Yet, because of the extreme computation time constraints, several technical challenges need
to be addressed. In this paper, we provided, to the best of ourcapabilities, a roadmap to addressing these
challenges, with the objective to empowerthe field deployment of high-rate systems.
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Status:

With the advent of advanced unmanned aerial vehicles (UAVs) that can be interacted with structures to
be monitored for increased operation duration and improved navigation autonomy [1l], drone-based
remote sensing and nondestructive testing are producing or will augment an.unprecedented big dataset
of both images and measurements for the assessment of structural behaviors. For example, a custom-
built DJI M600 drone (INSPIRE UTC newsletter) is equipped with visible, infrared, and hyperspectral
cameras and a Light Detection And Ranging (LiDAR) scanner. Visible images include the color,
pattern, shape, and texture of structural members; thermal images present/the spatial variation of
temperature on the surface of structural members affected by substrate defects in the process of heat
transfer; hyperspectral images with microscopic data at eachspixel embed material features on the
surface of structural members because every material reactsywith light differently; and LiDAR point
clouds show the shape and standoff distance of structural members. A hybrid drone that can launch off
a crawler for metal thickness measurement [1, 2] enablesya rapid data acquisition from large-scale
structures.

Deep learning has been increasingly applied'to. extract useful information from imaging and
measurement data. For structural behavior monitoring,»this application involves interdisciplinary
knowledge in computational intelligence.and civil, engineering (i.e., materials and structures). In
computer science, artificial intelligence/ AL) algorithms can be treated as a black box and focused on a
trade-off of predictability and generalizability~Their adoption in civil engineering, however, is likely
pre-conditioned on the explainability of Al predictions. Civil engineers design, construct, and maintain
capital infrastructure that are costly-and, equally important, critical to the function of a society. Failure
of engineering structures bears significantsocial, economic, and environmental consequences. To make
informed and responsible decisions for technology adoption, civil engineers must know how Al derives
segmentation, classification, and evaluationiesults based on engineering principles.

Al can be developed from unsupervised to supervised learning. For unsupervised learning, an Al model
must discover patterns and’relatienships within unlabeled data without explicit guidance on what to
look for. For supervised learning, an Al model can compare its predictions with the ground truths from
labeled data. This synopsis.introduces three learning protocols with increasing degrees of explainability
in Al when applied to structural behavior monitoring in civil engineering.

The first learning-protocol-was demonstrated for elements segmentation and defect classification in
highway bridges [7]. A Mask Region-based Convolutional Neural Network pre-trained on a large public
dataset was transferred and refined with a small bridge training dataset labeled by an inspector or
inspectorsThe trained network was applied to predict some unseen validation data. The inspector or
inspectors either confirmed the prediction and then continued for other validation or corrected the wrong
prediction‘and added the correction to the original training dataset for further network training until all
validation data were reviewed. This training-reviewing-retraining process was referred to as a semi-
supervised self-training method to engage experienced inspectors in refining the network iteratively.
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Temporal coherence analysis further recovered false negatives [7]. The proposed method can utilize a
small amount of time and guidance from experienced inspectors (3.58 hours for labeling 66 images) to
build a network of excellent performance (91.8% precision, 93.6% recall, and 92.7% fl-score).

The first learning [7] protocol was demonstrated for elements segmentation and deféct classification in
highway bridges. With a small initial training dataset labeled by inspectors, a Mask/ Region-based
Convolutional Neural Network pre-trained on a large public dataset was transferred torthe new. task of
multiclass bridge element segmentation. Temporal coherence analysis recovered false negatives and
identified the weakness that the neural network can learn to improve. Furthermore, a semi-supervised
self-training method was developed to engage experienced inspectors in/refining the network
iteratively. The proposed method can utilize a small amount of time and guidance from experienced
inspectors (3.58 hours for labeling 66 images) to build the network of excellent performance (91.8%
precision, 93.6% recall, and 92.7% f1-score) [7].

The second approach [8] is based on unsupervised learning between a targetrdomain and a source
domain through domain adaptation based on feature engineering.,The performance of an Al model
trained on the source domain degrades when tested on the target domain that is visually distinct from
the source domain in structural shape, size, color, texturejUillumination, and other operational
conditions. In such situations, rebuilding the model with labeled training data from the target domain
becomes prohibitively expensive and time-consuming in ‘practical applications [8]. Unsupervised
domain adaptation based on specific knowledge in engingering disciplines provides a viable solution to
this problem without requiring additional labeled data in the target domain.

The second learning protocol [8] was demonstrated innthe case of bridge inspection for deep learning-
based semantic segmentation. The feature engineering introduced in domain adaptation was three class-
wise histogram matching between targetand source,domains. This comprehensive matching scheme
did not only augment data but also advance the conventional adaptation strategy with an overall domain
matching criterion. It leads to a significantly improved adaptation when there is no labeled data from
the target domain. The proposed technique produced a mean intersection-over-union (IoU) of 21.2%
and 21.3% higher than a benchmark domain adaptation method [8].

The third approach is based on supervised learning for a neural additive network by establishing one-
to-one highly nonlinear relations between each input and an output and minimizing false prediction of
the overall output from the combined effect of the inputs. Mathematically, the neural network includes
significantly more hyperparameters (weights and biases) than the parameters in a pre-defined regression
equation. As a result, the,learning-based relation between all the inputs and the overall output is more
adaptable to nonlinearity compared to the conventional regression analysis.

The third learning protocol was demonstrated in the determination of concrete-concrete shear strength
[9]. The use of high-strength concrete and steel has depreciated the accuracy of the design equations
based on normal-grade materials. Neural Additive Models (NAMs) were developed with geometric and
material properties inputted torindividual neural network blocks. The linear combination of all outputs
of the individualblocks or their cubic power was optimized to produce minimum errors against ground
truths during training. The trained models can identify and quantify the individual contributions of the
input parameters. (The deep learning-informed design scheme improves the prediction accuracy of the
shear strength equation in the existing AASHTO LRFD Bridge Design Specifications [10] by over
32%:
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Current and Future Challenges

Together, the three learning protocols are complete in learning control when applied in civil
engineering. Their associated Al models are individualized, domain-specific, and domain-independent,
respectively. The first approach results in an Al platform that is transparent to the specificjexpert that
is involved during the development. The human-Al copiloting approach will reducé tremendous labor
hours of a specific inspector in image labeling and processing for critical defect type and size. The
second approach is transparent to a group of domain experts in subdisciplinessisuch as._bridge
engineering, through domain adaptation. The unsupervised approach will émable knowledge
transferring between engineers, for example, for concrete vs. steel girder bridges. The third approach is
completely transparent to all experts in civil engineering as it mimics the traditional statistical regression
yet incorporates the learning approach in establishing highly nonlinear functions. The learning-based
regression approach results in a concrete-concrete shear strength design equation thatis recommended
to the AASHTO for potential adoption as the new design equation is much more,accurate than that in
the AASHTO LRFD Bridge Design Specifications [10].

While effective in the above presented examples [7-9], the three learning, protocols will face multiple
challenges when extended to other applications in civil engineering:

1. Al 'model training requires the use of big data. However, field data involving structural failures
are scarce and difficult to acquire due to owners’ liability'when managing public assets.

2. While widely available, images on the internet are of limited,uses in engineering. Distorted
images, both intentionally and unintentionally, do/noet preserve geometric features such as
cracks and thus cannot be used in quantitative analysis.

3. Data interpretation for structural behavior co-evolves with the understanding of deterioration
science. Deterioration in real world results from|unexpected parameters that can only be
simulated partially in laboratory tests.

Advances in Science and Technology to.Meet Challenges
To overcome the challenges listed above, three advances in science and technology are needed:

1. With the advent of Bridge InspectionnRobot Deployment Systems (BIRDS) [1], automated
collection of big data from bridges willibe rapid and consistent. Remote sensing can be
advanced to investigate somefailure modes such as corrosion-induced fracture. Supplemented
by laboratory parametric studies,the ability to understand failure modes is improved.

2. New images with a calibration ‘scale implanted can be generated from sensor fusion
technologies. Examples include a RGB camera and a clipped-on structural light system, a stereo
camera with depth information, and a RGB camera and a LiDAR scanner.

3. As more field tests are conducted, more data becomes available to understand the mechanism
of failure modesyand thusiassociated deterioration science. For example, hyperspectral imaging
with microscopic spectra at pixel levels include information to steel surface corrosion process.
Spectral featuresmust beicorrelated to corrosion conditions for better interpretation of corrosion
processes.

Concluding Remarks

This synopsis presents\a compléte set of three protocols for control of machine learning to achieve
individualized, 'domain-specific, and domain-independent Al with increasing explainability. On one
hand, the participation of domain experts from machine training to test and validation enables the
implanting of knowledge in their Al copilot. On the other hand, such a trained Al model is more
receptive to,end users and relatively easier to be adopted in practical applications.
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These studies can be extended from element segmentation to other applications such as vision-based
bridge defect classification and post-disaster structural reconnaissance. In these applications, the semi-
supervised self-training method can not only engage individual expertise but also include”domain
engineering knowledge between tasks to be classified. The latter approach results physics-informed
machine learning, further improving Al explainability. Neural additive models @©an be applied to
investigate different failure modes, particularly for the determination of fatigue strength and.scour depth
as these failure modes largely depend upon the geometric and material details of elements with a large
range of uncertainties. These studies can also be extended from civil engineering tgwother engineering
domains such as manufacturing process and vegetation-indicated gas leakage detection in.underground
pipelines.
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Status

With the global demographic trend of an aging population, the prevalence of stroke=related,cases is
steadily increasing. Among the most common complications in such patients is motor dysfunction [1].
In recent years, robots have gained significant traction due to their demonstrated advantages in
healthcare. These robots assist patients in performing rehabilitation exercises, thereby reducing the
workload of therapists. Moreover, active training facilitated by healthcare (robots aligns with the
patient's movement intentions and physical condition, promoting neural recoveryrand expediting the
restoration of motor functions [2]. Active rehabilitation benefits significantly.from adaptive learning
control strategies, which enable robots to adjust in real-time to the patient’s specific needs and physical
states. These strategies allow for personalized therapy regimens, thereby“enhancing the overall
effectiveness of rehabilitation [3].

Recently, human-centered adaptive learning technologies hayé garnered considerable attention and
experienced rapid advancements [4, 5]. Supervised learning, a commenly used approach in robot-
assisted healthcare, optimizes robot control strategies by leveraging large datasets of labelled
information, such as surface electromyography (sSEMG),signals, joint angles, and accelerometer data.
For instance, Menner et al. [6] introduced a method to, tailor centroller parameters based on human
evaluations using supervised learning with minimal input adaptation. Similarly, supervised learning
algorithms have been employed to train models where joint angles serve as input and compensation
torques as output, achieving effective control by compensating for gravitational effects [7]. While these
methods rely on extensive datasets, the dependence,on large quantities of high-quality labelled data
introduces challenges, including increased. complexity and resource demands during the training
process. Furthermore, the effectiveness of personalized treatment is intrinsically tied to the quality and
quantity of the labelled data, posing additional hutdles for deploying supervised learning in complex
clinical environments. In contrast,’semi-supervised'learning offers an alternative by enabling models to
leverage large amounts of unlabelled data, guided by a smaller labelled dataset. Semi-supervised
learning facilitates the identification of usef behaviour patterns while utilizing unlabelled data to
achieve user-friendly human-robot interaction. Unsupervised learning, on the other hand, identifies
intrinsic structures and pattepns within unlabelled data without relying on predefined labels. By
uncovering natural user behavipur patterns, unsupervised learning enhances the personalization of
interactive experiences. Both semi-supervised and unsupervised learning methodologies are well-suited
for dynamically changing environments due to their capacity for continuous learning, thereby
advancing human-centered robot=assisted healthcare [8, 9]. Figure 1 illustrates the architecture and
needs of the human-centered adaptive learning control system.

Current and Future Needs

As patients progressively regain function during rehabilitation, static control strategies are often
insufficient to‘address the evolving demands of different recovery stages, which may hinder
rehabilitation’'outcomes. Dynamic and intent-sensitive control methods are required to provide adaptive,
individualized training that aligns more closely with the patient’s recovery trajectory. Adaptive learning
control adjusts the exoskeleton’s auxiliary torque based on users' physical capabilities and needs,
enabling personalized customization. Despite its advantages in exoskeleton applications, human-
centered adaptive learning control faces notable challenges and limitations (Figure 1).
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Supervised learning control relies heavily on data labelling, which may cause training data to fail to
reflect patients' real-time needs and dynamic changes, making the training process time-intensive,for
real-time control. Because supervised learning depends on pre-labelled data, its ability to adapt is
limited when encountering special conditions or sudden changes during the rehabilitation process. This
reliance on historical labelled data leads to poor adaptability to new data patterns, makingit difficult.to
quickly achieve personalization or optimization. Semi-supervised learning control* combines
environmental perception information and motion control strategies, allowing robots'to adjust treatment
plans adaptively. The unlabelled motion data from different patients may carry information about
varying rehabilitation progress, but identifying which unlabelled data is waluable for adjusting
personalized rehabilitation plans poses a significant challenge. Furthermore, designing a universal
optimization strategy is difficult, as the process is susceptible to noise intepference;which impacts the
algorithm’s convergence speed and accuracy. Na et al. [10] proposed a semi-supervised domain
adaptation approach to minimize the discrepancy between source and target features, but semi-
supervised learning still struggles to effectively fuse labelled and unlabelledvdata. Additionally, in
dynamic rehabilitation environments, the model update speed of semi-supervised learning often fails to
meet real-time requirements, limiting its adaptability.

Environment

1l

Healthcare

N Dok
b!l;& y
Intelligence -
Interactive Data l I Adaptive Learning

Control

Supervised Semi-supervised
learning learning
Status
future nee 1
Safety and 1'elj_:1§ii]ity ‘ Interdisciplinmy integration

.................... N o o e
Conlmuous leaunlng ‘Personalized Friendly human- ;
and optimization meﬂjc,alneeds robot interaction
Leccsonmononales diiceeedheeeeses Bl ccecsnnessnnssssssasssssssessasssl

Figure 1. Human=centered adaptive learning control for robot-assisted healhcare: status (black solid
arrows) and needed (red dashed rectangle) directions.

With advances in deep learning and reinforcement learning, unsupervised learning has gained
increasing attention. Unsupervised learning does not require labelled data and can automatically learn
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and adjust control strategies by analysing feedback signals during patients’ natural movements, offéring
greater adaptability and flexibility for patients with significant individual differences. Trigili et al. [11]
developed an unsupervised machine learning algorithm to detect upper limb movement intent,
identifying task initiation and termination in exoskeleton systems. The algorithm employs a two-
component Gaussian mixture model to represent the probability distribution of EMGsignals during rest
and motion phases, accommodating changes in noise levels or fluctuations in EMG amplitudes caused
by muscle fatigue or adaptation. Reinforcement learning, a key form of unsupervised learning,
determines optimal control strategies through trial-and-error interactions betweemnhthe robot and its
environment. Its application in lower limb robots enables real-time adaptation to patient conditions and
automatic control adjustments [12, 13]. For instance, an assist-as-needed controller based on
reinforcement learning was developed [14], reshaping the force field in real-time based on subjects'
training performance, thereby maximizing active patient participation in gait training:

While unsupervised learning addresses issues of adaptability, it also presents challenges. It may struggle
to capture subtle differences in patients' rehabilitation needs, baseline physical conditions, and recovery
goals, resulting in inaccuracies when formulating personalized rehabilitation/plans. This limitation is
particularly pronounced in the early stages of rehabilitation, where significant trial and error is needed
to determine effective control strategies. Deviations in the learning direction can lead to unstable
adaptive performance, potentially hindering rehabilitation progress. Additionally, the limited
intelligence of current control methods constrains their effectiveness in complex, dynamic rehabilitation
environments. Most methods rely on predefined trajectoriesior fixed parameters, lacking the flexibility
to respond to patient condition changes and failing to/incorporate adaptive adjustments or real-time
decision-making.

Advances in Science and Technology to Meet Challenges

To address the challenges mentioned above, this paper highlights several recent advancements in the
field of healthcare robotics, as shown in Figure 2. Currently, the algorithms widely used in human-
centered adaptive learning control primarily encompass deep reinforcement learning, human-in-the-
loop control, and iterative learning control. These approaches integrate key concepts such as adaptive
learning, Al-driven personalization, multimodal integration, and real-time adaptation to dynamically
adjust the timing and magnitude of robot assistance. Deep reinforcement learning (DRL) offers a novel
control strategy for lower limb robots, enabling the identification of optimal control paths in complex,
dynamic environments [ 15]. By combining the strengths of neural networks and reinforcement learning,
this approach not only significantly enhances the intelligence of robots but also reduces the
computational time required (for training. DRL enables automatic optimization of the interaction
between the robot and the patient: For instance, Weng et al. [16] developed a human gait optimization
control method based on deep.reinforcement learning, which uses an evolving reward function to adjust
the control strategy, achieving improved gait symmetry. Similarly, Yang et al. [17] proposed an optimal
admittance control strategy for a cable-driven robot. This method allows smooth transitions between
passive and active modes by optimizing admittance parameters and dynamically adjusting cost function
weights based on.the patient's voluntary effort, thereby enabling adaptive mode switching.

Iterative learning control (ILC) provides a powerful framework for iteratively refining control
parametersising sensor feedback to achieve desired outcomes. Sun et al. [18] introduced an adaptive
iterative learning control method that integrates a human-in-the-loop (HIL) approach. ILC employs a
neural network imodel to estimate real-time desired trajectories from sEMG signals, iteratively
optimizing the tracking trajectory and reducing errors rapidly. Furthermore, Yang et al. [19] developed
a spatial repetitive impedance learning controller that leverages spatial periodicity, formulating an
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iterative learning law to estimate time-varying impedance in the spatial domain. By adapting to dynamic
changes in patients' needs, ILC enhances the precision and personalization of rehabilitation training;
gradually converging to an optimal control strategy through iterative parameter adjustments based.on
real-time feedback.

The integration of multimodal sensing, including vision, force, and electromyographic “data,
significantly enhances the adaptive capabilities of healthcare robots. Multimodal data not only improves
the performance of HIL control and unsupervised learning but also facilitates real‘time adaptation to
patients' dynamic needs. For example, the fusion of ultrasonic and electromyographic signals has been
used to optimize understanding of patients' volitional activities, enabling real-time ankle joint assistance
in variable modes. She et al. [20] proposed a hierarchical semi-supervised extreme learning machine to
classify motor imagery tasks, allowing robots to adjust assistance levels dynamically-based on real-time
intent recognition. By incorporating HIL control, healthcare robots can provide-personalized support,
fostering patient autonomy and initiative. Current human-centered adaptive learning control carry three
key risks: misdiagnosis due to "black box" opacity, security authentication challenges, and data privacy
threats. To address these, the control framework should adoptsexplainable Al, build simulation
platforms for prototype testing, and promote algorithm-specific authentication during industrialization.
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Figure 2. Path to human-centered adaptive learning control for robot-assisted healthcare

In addition, the integration of biomechanical models and neuroscience theories has laid a foundation
for precise control framewaorks in lower limb robots. Combining biomechanical modelling with
machine learning has been:shown to improve control accuracy and promote natural motion recovery.
This approach not only enhances the effectiveness of healthcare robots but also supports smoother and
more natural movementpatterns, paving the way for widespread clinical applications.

Concluding Remarks

Robot-assisted healtheare hold great potential for stroke patient rehabilitation. However, current
adaptive leéarning, control strategies, whether supervised, semi-supervised, or unsupervised, still face
significant challenges. Key issues include the need for improved personalization and adaptability to
better meet the-dynamic needs of individual patients. Additionally, the high time cost associated with
training—particularly for supervised learning—impedes efficiency. Accurate assistance planning and
optimization also remain elusive. Recent advancements, such as deep reinforcement learning, iterative
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learning control, human-in-the-loop (HIL) control, multimodal sensing, and the integration of
biomechanical and neuroscience models, represent promising steps forward. Nevertheless, continued
efforts are necessary. Future work should focus on enhancing these key areas to achieve more@ffective
and human-centered robot-assisted healthcare, ultimately benefiting stroke patients and others requiring
rehabilitation.
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Status

Data collection and management are central to effective Structural Health Monitoring (SHM).in civil
infrastructure to evaluate the performance to minimize risk of the system. Usually,'for SHM, data are
needed to understand the load-deformation behavior, which can be collected in terms of the strain and
deformation monitoroing. In addition, imaging based techniques are available to determine the cracks
and integrity of the structural system. Modern approaches employ a diverse array of sensing strategies,
incorporating both long-term (permanent) sensors—such as strain gauges;, tiltmeters, and corrosion
sensors, which are installed to monitor structures throughout their serviceslife—and short-term
(temporary) sensor deployments that are activated on-demand or installed/deployed during specific
maintenance periods[1]. These temporary deployments may include‘portablévaccelerometers, drone-
based LiDAR, and thermal cameras that provide targeted, high-resolution data capture of particular
areas or conditions. Additionally, SHM systems may use sub-surface sensors to monitor underground
conditions or changes in geotechnical properties[2], and invasivetechniques to assess internal structural
integrity. For sub-structures, the monitoring of moisture content, ground-water table, shear stress, pore
water pressure and ground movement are crucial. The comprehensive blend of sensor technologies
ensures continuous monitoring of baseline conditions andienables detailed examination of structural
health during critical periods or after significant events, maintaihing a holistic view of a structure's
stability and safety.

In parallel, robust data management practices have growh increasingly important, driven by the
proliferation of large, multimodal datasets[3]. Sensor data must be ingested, cleaned, fused, and
securely stored, which calls for effective Quality: Assurance/Quality Control (QA/QC) workflows and
metadata curation. Advanced frameworks such as digital twins further highlight the need for well-
organized datasets, as these virtual representations adapt their models using near-real-time sensor feeds.
In response, many organizations have begun to adopt formal levels of curation, from basic archival
(“distributed as deposited”) to thorough. file and data-level reviews that ensure interoperability,
documentation completeness, and long-term utility.

permanent
Sensors
(e.g., strain [
gauges, pRseEsseEettTee TR !
tiltmeters) data collection SHM analysis idecision-making' ;active learning:
*| & management | data | & diagnostics insights + & maintenance ! ... ' & adaptive
(QA/QC, »| (model-based, |—— actions bo--- » monitoring
curation, segure ML, threshold i(e.g., inspections, i (key growth
™| | storage, etc.) detection) i retrofitting) ! - area) |
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Figure 1. A schematic highlighting current and future needs to enable Enhanced SHM Leveraging Active Learning. The figure
shows how permanentand on-demand sensors feed into data collection & management, which then informs SHM analysis and
diagnostics. The resulting insights guide decision-making and maintenance actions through active learning & adaptive
moniteting. Dashed red boxes and lines indicate future research directions that will dynamically optimize sensor deployment
and data acquisition for more effective and responsive structural health monitoring.
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The next generation of Al-driven SHM data management systems will use active learning[4] to
dynamically optimize sensor deployment and maximize the impact of monitoring, as illustrated in
Figure 1. Active learning integrates continuous feeds from permanent sensors (e.g., strain’ gauges,
tiltmeters) with targeted data from on-demand instruments (e.g., drone-based LiDAR, portable
accelerometers). All sensor readings are then fed into a centralized system whete quality control,
curation, and secure storage take place. Advanced analyses—including model-based diagnostics and
machine learning—translate these data streams into actionable insights that guide critical maintenance
decisions, such as scheduling inspections or retrofits. Leveraging active leatning, the) system
continuously evaluates when, where, and how to add or reposition sensors, ensuring that data collection
remains both efficient and relevant for real-time structural assessments.

Level 0: Distributed as deposited (data is stored in its
[ initial state with no systematic checks or enhancements)

descriptors, timestamps, and creators—to improve basic findability (F))

Level 1: Record Level Curation (conduct brief metadata checks—e.g., </)]

ensure consistent structures, and add basic version control for enhanced accessibility (A

Level 2: File Level Curation (reorganize and label files, convert to accessible formats, =
)] =

levels of curation
o

Y

Level 3: Documentation Level Curation (erefine data dictionaries, clarify methodologiés, enhance project @ =
descriptions, and define terminology to support improved documentation and reusability (R)) @ —

Level 4: Data Level Curation (inspect data content for errors or anomalies, reconcile discrepancies across files, annotate @E:]
missing or incomplete ficlds, and unify formats or measurement units to ensupeé’enhanced interoperability (I)) = J

Figure 2. Levels of Data Curation in Structural Health Monitoring: This figure illustrates the progressive stages of data curation
from Level 0, where data is simply stored as deposited, to Level 4, where data is thoroughly inspected and refined for accuracy
and interoperability. Each level builds upon the previous to emhance the data's findability, accessibility, reusability, and
interoperability, aligning with the FAIR principles crucial foreffective,SHM practices.

Data curation is an essential aspect of SHM, ensuring, that collected sensor data is properly managed,
analyzed, and utilized for infrastructure monitoring and maintenance. Effective curation enhances the
findability, accessibility, interoperability, and reusability (FAIR) of datasets [5]. This process is critical
for maximizing the value of both long-term (permanent) sensor data and short-term (temporary) sensor
campaigns. Together, these data sources provide baseline conditions and targeted insights during
maintenance or critical events, as gutlined in/ Figure 2. High-quality, curated data supports ongoing
maintenance strategies and enhancesithe capabilities of predictive analytics. This not only allows for
preemptive infrastructure interventions ‘that save costs but also extends the lifespan of civil
infrastructures by enabling acc¢urate and timely decision-making.

Current and Future Challenges

As SHM continues to_integrate_a diverse range of sensing technologies, it encounters significant
challenges that complicate)effective monitoring and management of civil infrastructure. These
challenges range from the technical aspects of sensor deployment to broader implications of data
management and system'scalability. Addressing these issues is critical to enhancing the reliability and
efficacy of SHM practices:

e Sensor Network Complexity and Cost: The expanding scope of structures and diversity in
sensor techmologies make it daunting to find the right balance between permanent and
temporary, instrumentation. Budget constraints, variable sensor lifespans, and the logistics of
deploying and maintaining short-term campaigns add layers of complexity. The higher cost of
the sensor and limited data loggers restricts the large scale adaptability of the SHM to many
agencies.
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Data Quality and Standardization: Noise, incomplete readings, and inconsistent metadata
frequently obstruct effective SHM. Ensuring consistent data formats and adopting standardized
naming conventions are crucial but often overlooked, impeding data sharing and long-term
analyses. Currently, the civil infrastructure is managed in a segregated way within the sub-
discipline which limits the adaptation of the standardized data format across'the disciplines.
Big Data and Scalability Issues: The volume of high-frequency or multimodal measurements
(e.g., strain, temperature, vibration, imagery) can overwhelm storage systems and data
pipelines. Infrastructure capable of processing and archiving terabytes of sensor data without
losing fidelity or timeliness is required.

Interoperability and Integration: Successful SHM often integratés data, from multiple
sources—ranging from numerical simulations to inspection logs and environmental records.
Harmonizing these diverse datasets demands careful documentation=level curation and, ideally,
common or mappable ontologies for improved search and retrieval.

Security and Governance: In mission-critical settings like bridgesand dams, data breaches or
compromised readings can undermine public safety and erode‘trust. Déveloping clear protocols
around data ownership, user access permissions, and cyber-physical security is an evolving area
of concern.

Active Learning and Adaptive Monitoring: While shottzterm sensor campaigns offer flexible
and targeted insights, deciding where, when, and how;te deploy:these sensors requires advanced
algorithms. Identifying the hotspots within the Civil Infrastrcutre is also a big unknows as it
requires period inspections and monitoring of the assets. Active learning frameworks are crucial
for this dynamic sensor placement but require expert/oversight to avoid false positives or missed
damage states.

Advances in Science and Technology to Meet Challenges

Addressing the outlined challenges of data.collection and management in SHM for civil infrastructure
requires leveraging cutting-edge scientific and technological advancements. These innovations not only
enhance the efficiency and effectiveness of monitoring systems but also ensure the reliability and
scalability necessary for large-scale infrastructure projects:

Active Learning for Optimized Sensor Deployment: Active learning algorithms streamline
sensor placement by iteratively analyzing data to pinpoint areas of highest informational value,
enabling dynamic adjustments to sensor networks. This strategic deployment significantly
enhances monitoring precision,and responsiveness.

Enhanced Data Fusion Techniques: Integrating data from permanent sensors, temporary
deployments, and external sources such as weather models and traffic data through advanced
data fusion techmniques provides a comprehensive view of structural health. Methods like
Bayesian fusion andumachine learning-based integration improve the accuracy of assessments
and facilitate proactive maintenance.

Next-Generation Sensor Technologies: Innovations in sensor technology, including wireless
networks and smart sensors with onboard processing capabilities, minimize maintenance needs
and data transmission overhead. Multimodal sensors capture various data types simultaneously,
enriching the dataset and providing more thorough monitoring.

Digital Twin/Integration: Integrating digital twins with SHM systems revolutionizes
infrastructure monitoring by updating digital twins in real time with sensor data. This allows
for sophisticated simulations and predictive analyses, preempting potential structural issues and
improving decision-making processes.

Al-Driven Data Curation and Quality Control: Al plays a pivotal role in automating data
curation and quality control, streamlining the cleaning, annotation, and organization of sensor
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data. This efficiency boosts metadata management through natural language processing,
enhancing data accessibility and usability.

e Scalable Cloud and Edge Computing Solutions: Advances in cloud and edge computing
technologies enhance the scalability of SHM systems. Cloud platforms manage. extensive
datasets, while edge computing reduces latency by processing data cleser to’ its source,
supporting efficient real-time data analysis and dynamic modeling across growing
infrastructure networks. Moreover, the application of the Large Language Model (LLLM).in the
cloud system can automate the warning process and reporting.

¢ Standardization and Interoperability Frameworks: Establishing standardizedprotocols and
interoperability frameworks is essential for the effective integration of various data sources and
technologies within SHM. These frameworks facilitate data shaning and collaboration,
enhancing the collective ability to monitor and maintain civil infrastructure.effectively.

Concluding Remarks

Quality Data collection and management are cornerstones of a successful SHMstrategy, determining
not only how effectively infrastructure is monitored but also how well stakeholders can adapt to
emerging threats or changes in structural health. By combining pérmanent sensor networks with well-
planned temporary instrumentation campaigns, infrastructure managers gain both long-term trend data
and high-fidelity snapshots of critical events. Continued advances—such as active learning for sensor
placement, standardized curation protocols, and integrative digital twin ecosystems—promise to make
SHM more responsive, efficient, and impactful. As these technologies mature and best practices become
more defined, SHM practitioners will be better equipped torsdfeguard and optimize critical civil
infrastructure for the long run.
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14. Incorporating Physics into Machine Learning for Structural Health Monitoring
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Status

In the past decade, machine learning (ML) algorithms have been increasingly adoptedito solve.various
structural health monitoring (SHM) problems for engineering structures [1]. These adoptions have been
summarized in recent review articles focusing on damage detection [2,3], damage loealization and
quantification [3], and damage prognostics [4]. These advancements have been largely driven by (1)
the rapid growth of ML algorithms in everyone’s toolbox, (2) the fast increase of computational power
both in the cloud and on the edge, (3) the proliferation of large-scale. datasets’ from computer
simulations, physical experiments, and field monitoring (e.g., using increasingly-affordable IoT devices

[5D.

Data-driven ML models excel in learning complex patterns within measurement data, especially when
large quantities of high quality, labeled data are available. Data availability makes ML models
advantageous over physics-based models in cases where the underlying physical laws or principles are
poorly understood or difficult to model [6]. However, jpurely data-driven models have three
limitations.

e  First, ML models function as black boxes that lackiphysical explainability. While these models
can produce predictions based on input,data, they typically cannot provide end users with
physically meaningful explanations of\why these /predictions are made. Visualization
techniques such as Gradient-weighted \Class, Activation Mapping (Grad-CAM) [7] offer
insights into sample-wise feature importance [8].xYet, it is very difficult to derive physically
meaningful explanations backingdML modelipredictions.

e A second issue associated with building ML models for SHM is a lack of access to large, labeled
datasets with diverse faulty samples. This data scarcity constrains model performance to narrow
usage and health conditions, as ML modelsioften struggle to generalize beyond the distribution
of their training data. The lack of extensive labeled datasets is a well-documented challenge
across various application systems, of prognostics and health management (PHM) [9].

e Lastly, unlike physics-based models;’ML models do not inherently enforce physical laws or
principles, which can lead torphysically unrealistic predictions. Due to their lack of physical
constraints and extrapolation capability, ML models—especially deep learning models—could
fail ungracefully, producing predictions that are not physically meaningful without a warning
sign [10].

As shown in Fig. 1, physics-informed ML (PIML) for SHM has emerged as a promising paradigm to
address the above limitations)of purely data-driven ML models while retaining the ability to leverage
data to reduce discrepancies and computational demands associated with physics-based models. In
SHM, PIML integrates physical knowledge into ML models in several forms:

1. Physics-informed neural networks (PINNs) — Embedding (soft) physical constraints into the
loss functions of neural networks, often using governing equations (e.g., partial differential
equations (PDEs)) as penalty terms [11-13]. Note that PINNs have been further classified into
different categories in the literature [14]. In one such classification, the approach of enforcing
physical<constraints during training is referred to as physics-constrained neural networks
(PCNNs). This distinguishes it from PINNs, where the neural network is used as a solver for
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Low fidelity
(physics)

High fidelity i
(data) =

PDEs. Here, we use the term PINNS to refer broadly to neural networks that incorporate physics
into the loss function.

Data augmentation — Running physics-based models to generate synthetic data that augments
experimental training sets [15].

Delta learning (residual learning) — Training ML models to correct residual errors of physics-
based models [16,17].

Physics-informed signal processing — Incorporating physics-informed feature®extraction layers
(e.g., wavelet transforms and frequency-domain feature weighting) at the initial stages of neural
networks, preceding data-driven feature extraction layers [18,19].

Input learning — Using ML models to predict unmeasurable (latent) inputs or parameters of
physics-based models [20].

Physics learning — Using ML models to fill in missing physics within physics-based models
(see the effort of embedding an ML model inside a state-space model in-Ref. [14,16,21]).
Architectural design — Embedding governing equations directly into the network architecture
as physics-based layers [20].
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Multifidelity PIML Data-efficient learning Pata sharing Probabilistic ML

Bria
v

Probability
density

Damage
parameter

Figure 1: PIML for civil SHMstatus (black solid arrows) and needed (red dashed arrows) directions.

Current and Future Challenges

While PIML has demonstrated the potential to improve generalization and reduce data requirements,
its applications have largely been confined to academic studies. Several challenges still hinder the
widespread adoption jof PIML. Due to these challenges, many PIML methods in SHM may remain
within the research ¢ommunity and face significant barriers to real-world deployment.

1.

Imperfect physics,.— Physics-based models used in SHM often rely on simplifications such as
linear elasticity oridealized boundary conditions. These assumptions may not hold in real-
world structures subjected to complex loading and environmental conditions. Such models can
intreducebias or lead to inaccurate predictions if they are naively integrated into ML
frameworks. The challenge lies in developing multifidelity PIML frameworks that can
incorporate low-fidelity physics while accounting for or even learning to correct deviations
from real-world observations.
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Limited labeled data and sparse failure cases — As mentioned earlier, a long-standing challenge
in SHM is the limited availability of labeled training data. Structural failures are rare, meaning
there is often an imbalance in datasets, with substantially more examples of “healthy” structures
than those that are faulty or approaching failure. Standard ML methods struggle in such small-
data regimes, particularly when generalizing across various operational and environmental
conditions.

Generalization across structures and domains — A key barrier in SHM, and PHM 1n general, 18
the need for models that generalize across structural types, operational' conditions, and
environmental variations. A model trained on data from one bridge or aircraft should ideally be
transferable to a population of similar but different bridges or aircraft without requiring
extensive retraining. This is commonly referred to as population-based SHM [23]. However,
the reality is that standard ML pipelines lack this generalization capability and require
retraining for each new structure.

Uncertainty quantification — For health diagnostics and prognosties systems to be useful in
practice, they must quantify uncertainty in each prediction and eommunicate this uncertainty
as a measure of model confidence to end users. Many ML model$ generate deterministic
outputs, which can be misleading when dealing with incomplete, noisy, or out-of-distribution
data. Without proper uncertainty quantification, decision-makers may place excessive
confidence in unreliable predictions. Therefore, it is essential to,quantify predictive uncertainty
on a per-sample basis [9], enabling risk-based decision making’/and improving trustworthiness.

Advances in Science and Technology to Meet Challenges
We outline four directions that can effectively address the challenges discussed earlier (see Fig. 1).

1.

Multifidelity PIML frameworks — As discussed earlier, a practical difficulty in PIML lies in
dealing with imperfect physics, which initially motivated the rise of ML. One way to mitigate
this difficulty is by developingsmultifidelity PIML frameworks that integrate low-fidelity
physics-based models while either. strategically choosing where to apply them or learning
corrections from real-world data. Multifidelity modeling has been studied for some time [24],
and its synergies with PIML present promising opportunities to extend physics-data fusion to
cases where the governing physics is incomplete or inaccurate.

Data-efficient learning, synthetie.data generation, and open data sharing — Data scarcity in
structural health monitoring can be addressed in several ways. First, one can explore using
data-efficient learning techniques such as few-shot, transfer, and self-supervised learning. The
choice of technique depends on data sources, quantities, and labeling quality. Second, one can
utilize physics-based simulations or generative models (e.g., GANs) to create synthetic faulty
or run-to-failure\data, augmenting scarce experimental datasets. A critical step is ensuring that
synthetically generated failure data realistically capture degradation patterns and sensor
measurements inpractice: One approach, in the case of GAN-based data generation, is to embed
known physical constraints into the GAN to promote plausible behavior, thereby creating a
physics-informed GAN [27]. Other solutions include (1) benchmarking synthetic data against
field or laboratorysmeasurements through statistical analyses, (2) testing ML models trained
with such augrmented datasets on small but independently collected experimental datasets to
evaluate performance gains, and (3) engaging domain experts to identify and flag artifacts that
arenot physically meaningful. Third, the SHM community should promote coordinated data-
sharing efforts, e.g., by forming focused working groups [25].

Transferdearning and domain adaptation — The ML community has spent tremendous effort
developing learning techniques to improve model generalization. Three well-known techniques
are transfer learning, domain adaptation, and meta-learning, all of which can be adopted to
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improve generalization across structures and domains. These techniques allow models trained
on one structure (e.g., a specific bridge or aircraft) to adapt to new structures with minimal
retraining. For example, domain adaptation ensures that models learn invariant feature
representations across varying operational and environmental conditions and thus,generalize
better [26].

4. Probabilistic ML and uncertainty quantification — Advances in probabilistic ML, suchyas
Bayesian deep learning, ensemble methods, and evidential learning, address the meed for
uncertainty quantification in ML [9]. These techniques enable ML meodels to jexpress
confidence in their predictions, allowing for risk-aware maintenance/control actions. They
quantify predictive uncertainty on a per-sample basis, ensuring that decision, makers clearly
understand model confidence before acting on predictions.

Concluding Remarks

The future of SHM lies in the seamless integration of physics-based insights with ML advancements.
While traditional PIML methods struggle with incomplete physics, limited data, and poor
generalization, new approaches are emerging to bridge these gaps..By making ML models more data-
efficient and physics-aware, we can create health management systems that are not only smarter but
also more trustworthy and scalable. For these PIML techniques{oimake a real-world impact, they need
to work not just in controlled lab environments but across diverse structures and conditions. Real-world
verification requirements means models can learn from one bridge or aircraft and still perform well on
another, produce reliable long-term forecasting of damage. progression, and convey confidence in
making each prediction to decision makers. The,goal is not just.to make structures smarter by being
able to predict—to ensure that every prediction is grounded in physics, backed by an explanation,
accompanied by a confidence measure, and trusted in high-stakes maintenance/control decisions.
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Status

Digital twinning and Structural Health Monitoring have emerged as critical toolshfor guiding high-
consequence decision making on complex engineering systems and critical infrastructure by
understanding and predicting their behavior in operation [1-6,9]. These tools require the integration of
information that is typically extracted from real-world data, physics-based models and domain and
expert knowledge. This reflects a nontrivial task owing to the challengessassociated with the nature
and fidelity of the data and models at hand. Real-world data is often expensive.to,acquire and difficult
to measure, small in volume, heterogeneous, gappy, noisy, multimodal - inthe form of images, time
series, lab test measurements, historical data, inspection documents -/and, multi=fidelity, with different
spatial and temporal resolutions, quality and noise. On the other hand, physics-based models come in
various flavors of complexity and associated uncertainty, e.g., multi-fidelity, multi-scale, high-
dimensional, coupled, deterministic or stochastic models, often’compromised by errors [4,12]. The
fusion of data, physics and knowledge within a common leamning framework offers new opportunities
to enhance predictive accuracy (including uncertainty quantification), model adaptability, and
computational efficiency. While purely data-driven methods exeel at identifying patterns in large
datasets, they often struggle with generalizationy beyond observéd conditions. Conversely, physics-
based models provide interpretable and theoretically grounded insights but can be computationally
demanding and sensitive to modeling assumptions [4-6].

Physics-Enhanced Machine Learning (PEML) (alse referred to as hybrid, grey-box modelling or
scientific machine learning [4]) bridges this gap by embedding data, physics, domain and expert
knowledge into machine learning frameworks, constraining the space of admissible solutions and
therefore enabling robust and interpretable models even with limited data. These hybrid approaches can
allow for real-time model updating, improved forecasting, and the ability to infer system behavior in
the presence of sparse or noisy measurements. Multiple hybrid approaches have been developed (see
[4-6] for an overview), with their construction depending on the available information (physics and
domain knowledge on the dynamical system vs informative data), engineering task (e.g., accelerating
solvers, identification of unknewn physics/terms of a model, or development of a time-evolving digital
twin model based on a two-way/interaction between the physical system and the digital counterpart,
that can account for uncertainty,monlinearity, different systems interactions, and it is used for policy
and decision making) [2-4,13,14,20], and complexity of the system/problem (e.g., real-world systems
that cannot be approximated as Izinear Time Invariant systems, but need to be modelled as nonlinear
time-varying systems([15]).

The idea of assimilation of data, physics and knowledge has long existed within the context of System
Identification and Structural Health Monitoring, as it forms a main aim of the so called model updating
and parameter identification tasks [7,12]. The earliest works that harnessed learning from both physics
and data in“a hybrid construct starting explicitly from a data-driven model to improve generalization,
were probably those that considered bias correction [16], that were later extended in [17]. More recently
in [4-6] theibiases have been considered in a broader context and in application to dynamical systems.
Here/a machine learner accounts for unmodelled physics, or corrects incorrectly modelled physics. The
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bias correction idea lives on in many applications of PEML today [4-6,8] and will continue to be
pervasive as a pragmatic means of fusing model types of many forms.

Another notable step in bringing the physical and machine learning worlds together comes from
equation and solution discovery [9-11], where the constituents of governing equations (depicting either
the problem statement or its solution) are learned through a (sparse) regression problem. Inany situation
where parsimony and interpretability are a priority, these methods will continue to play an important
role. In both of these approaches, the physics-based model forms the foundationyof the predictive
machine. Many newer methods, however, focus on a data-driven foundation, particularly in order to
benefit from the great advances the field of machine learning has seen in the last few years. Here,
typically, physical insights can be incorporated into the learner, either explicitly within the ML
architecture or more loosely within the loss [6]; physics-informed neural networksy(PINNS) [17] form
a primary such instance.

physical assets downstream t V

i

sensing, telemetry

~._ physics-enhanced twins

methods / algorithms

' A

Figure 1: From physical assets/to physics-enhanced Digital twins for the Modeling, Monitoring and
Life-Cycle Management of engineered systems (illustrative images generated using ChatGPT 5.1).

Current and Future Challenges

It is an exciting time'to be a researcher with interests in both engineering and machine learning, and
there is now a wealth of methodologies available for considering learning and models from both sides
(see also [2-6,,9=15]). Despite its promise, the full potential of PEML for Digital Twinning and
Structural Health Monitoring remains hindered by several challenges:

e Data, physicsand knowledge fusion: Effectively integrating data, physics, domain and expert
knowledge into machine learning frameworks requires strategies that balance fidelity,
uncertainty quantification, and computational feasibility for a specific engineering task. Here,
access:to data and models of the system is important, but often hard to impose due to proprietary
rights (e.g., transport and energy infrastructure) and decentralized operations. It is, thus,
important to foster an open attitude to data and knowledge exchange and to ensure the existence
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of benchmarks that can serve for corroborating the efficacy of developed tools. Equally, the
integration of data, physics, domain and expert knowledge into machine learning should
enhance, rather than obscure, model transparency, fostering trust among enginéers »and
decision-makers. This requires the automatic identification and correction of errors,in the data
(e.g., caused by sensor failures [4]), physics and knowledge biases and/or in'the chosen,PEML
model architecture.

Ensuring Sufficient Training Data for Robust Model Performance: The reliability of
predictive models depends on both the underlying knowledge and the availability of diverse
observations (simulated and/or field data) for training. A well-trained model must have
encountered a sufficiently broad spectrum of inputs reflecting real-world conditions, including
environmental and operational variations, system degradation, maintenance activities,
manufacturing variability, and sensor drift. If training data fail to_capturesthese complexities,
different PEML algorithms may exhibit similar performance on/training data but struggle to
generalize to unseen conditions, impacting their real-world reliability.

Computational Bottlenecks: Scalable solutions for complex problems. The implementation
of high-fidelity time-evolving digital twin models that can account for uncertainty,
nonlinearity, and different systems interactions remain$ a limiting factor, necessitating the
development of reduced-order models, surrogate approaches, and adaptive learning techniques.
Moreover, there is the need to develop strategies)for high=precision learning from small
informative datasets and/or large, heterogeneous, and (spatially or temporally) correlated data.
Cross-Domain Generalization: Many models arentailored to specific engineering structures
or datasets, limiting their ability to generalize[ across different engineering systems without
significant changes in the architecture.

Advances in Science and Technology to Meet Challenges

The number of PEML models and approaches available are rapidly increasing and many in the vein of
those discussed in the history to current day section above. As we look to the future, a number of
emerging advances look very promising for the:field:

Physics Enhanced Foundation Models: Directly of benefit to the cross-domain generalization
challenge, physics-Enhanced Foundation Models (PEFMs) are models that can be pre-trained
on large-scale multimodal structural datasets and then fine-tuned for specific monitoring tasks
using limited field data. Inspired by récent advances in Large Language Models (LLMs), such
constructs can further be adopted within the SHM context, by incorporating physics-informed
loss functions, contrastive embeddings, and structure-aware tokenization, to learn universal
representations of structiral behavior across diverse loading and environmental conditions.
Such models hold potential for zero-shot or few-shot adaptation, enabling rapid deployment in
unseen scenarios with minimal retraining, also offering routes for ameliorating computational
bottlenecks, addressed more directly in the next paragraph.

Real Time Adaptation tools: Since a main challenge stems from operation of physical assets
under varying,loads Jand environments, adaptive, and - when relevant - real-time learning
frameworks that can identify new measurements/tests to obtain new informative data and that
can continuously update'models in response to new data are required. Key in this respect is the
development of physics based models that are fast to compute; a task taken on by Reduced
Order Modeling schemes. Once such fast computing constructs are available, Active Learning
techniques identify the most informative data points for efficient model retraining, reducing the
need for extensive labeled datasets. Meanwhile, Reinforcement Learning (RL) enables adaptive
decision-making in damage detection, sensor placement, and control strategies, allowing SHM
systems to dynamically adjust to evolving structural conditions. These self-improving, closed-
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loop approaches are crucial for real-time structural assessment, anomaly detectionyand
maintenance planning, particularly in environments with high uncertainty and non-stationary:
dynamics.

e Multimodal Learning Approaches: Integrating diverse data sources—such as, structural
response, load/environment data, inspection data and visual imagery (challénge onc above)—
—enhances the robustness of SHM models by capturing complementary information frem
multiple sensing modalities [21]. Multimodal fusion techniques, includinghattention-based
architectures and contrastive learning, enable the extraction of shared andymodality-specific
features, improving damage detection and structural assessment. Recent advances in physics-
informed multimodal models and self-supervised learning have  further improved
generalization, reducing reliance on large labeled datasets while ensuring physically consistent
predictions.

¢ Learning from Fleets/Populations: Harnessing data from multiple structures (e.g., bridges,
wind turbines, aircrafts) to improve SHM models through population-based learning have
significant potential in reducing the burden of data access (challenge two) [18]. By leveraging
fleet-wide statistical patterns and shared latent representations, models can adapt across
structures with varying operational and environmental ‘conditions. Approaches relying on
suitable representations, such as Graph Neural Networks,[19], facilitate knowledge transfer
between structures, enabling more scalable and data-efficient SHM methodologies.

Concluding Remarks

PEML bridges the gap between purely data-driven and physics-based approaches, enabling robust and
interpretable models even with limited data. By embedding physics-based constraints or knowledge
into data-driven (machine learning) frameworks, we have the opportunity to both reduce the burden on
expensive data collection, and enhance our ability tonmake predictions in difficult to measure
circumstances. In this whistle stop tour, we have attempted to trace the evolution of PEML from early
bias correction techniques and equation discovery to the now ubiquitous physics-informed neural
networks (PINNs), while acknowledging the outstanding challenges for our field which include access
to models and data from across a structures’ operational envelope, adaptability during
operation/lifetime, and how adaptable/applicable these new methods are across multiple domains.
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STATUS

Structural Health Monitoring (SHM) in power systems enables automated asset he€alth assessment
through multi-source measurements, facilitating fault/failure diagnostics and predictive maintenance.
Traditional SHM relies on periodic inspections and threshold-based alarms, limiting its-ability to detect
incipient failures. Data-driven SHM improves this process by integrating machine learning with sensor
networks to enable real-time fault detection, degradation analysis, and maintenance optimization.

Power system assets experience dynamic electrical, thermal, and mechanicalsstresses, requiring Al
models to process diverse monitoring data, including partial discharge signals, vibration analysis,
infrared imaging, and dissolved gas analysis. Artificial intelligence, (Al)whas been applied to
transformers for detecting insulation aging, winding deformation, and overheating, to circuit breakers
for anomaly detection in coil currents and contact resistance, and to,underground cables for fault
localization using data and analytics of Supervisory Control and'Data Acquisition (SCADA) [12], [1].
Renewable energy systems also benefit from Al-based SCADA analytics for turbine and photovoltaic
fault detection [8], [7].

Al methodologies in SHM include supervised learning modelsisuch as decision trees and SVMs for
fault classification, unsupervised approaches like,one-class SVMs for anomaly detection, and deep
learning for time-series fault pattern recognition [2]5.[4], [15]. Hybrid Al-physics models enhance
prediction reliability by incorporating electromechanical and thermal degradation principles into Al-
driven diagnostics [10].

Despite advancements, Al-driven SHM faces ¢challenges, including a lack of standardized frameworks
for integrating multi-modal data, the complexity of fatlt localization in interconnected grid components,
and model generalization issues due to limited labeled failure datasets [6], [14]. As Al adoption in SHM
grows, addressing these challenges through physics-informed learning, real-time deployment, and
explainable Al will be key to achieving widespread implementation.

Data-driven Structural Health Monitoring

Multi-source Challenges:
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Fig. 1. An overview of current and future needs for Al-driven SHM in power and energy systems.

CURRENT AND FUTURE CHALLENGES

Despite advancements, several challenges hinder Al-driven SHM deployment in power systems. These
challenges stem from the need for Al models to integrate multi-source data, localize faults in
interconnected grids, and ensure reliable real-time operation.
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* Multi-source data integration: SHM data from electrical, mechanical, thermal, and chemical
indicators lacks a unified Al framework for effective fusion.

* Fault localization in interconnected systems: Grid failures propagate dynamically, making root
cause identification and predictive diagnostics difficult.

* Data limitations and quality: Sparse sensor coverage and inconsistencies across§)SCADA,; PMUs,
and IoT systems introduce noise and missing data.

» Computational scalability: Al models require significant resources for real-time deployment in
legacy grid infrastructure.

* Data imbalance and generalization: Limited failure data challenges Al model adaptation across
diverse assets and operating conditions.

* Al interpretability and trustworthiness: Black-box AI models hinder adoption in mission-critical
applications where explainability is essential.

* Hybrid Al-physics models: Purely data-driven Al lacks alignment withsphysical constraints,
requiring physics-informed learning.

Power system SHM requires Al models to process diverse sensor data while maintaining physical
consistency. Unlike structured datasets in fields like computer vision, SHM data is fragmented across
different assets, each requiring specialized processing techniques [3], [5]. Without a standardized
approach, Al-driven diagnostics remain fragmented, limitingsreliability,and generalization.

Fault localization is particularly complex due to cascading failures and system-wide dependencies.
Anomalies detected in one location may originate from upstream disturbances, making it difficult for
Al models to distinguish primary faults from secondary effects [6], [14]. Graph Neural Networks
(GNNs) have been explored for this purpose, but teal-time scalability remains a challenge [13].

Data availability remains a barrier, as many power grid.assets lack dedicated sensors, leading to sparse
datasets. Self-supervised learning (SSL) and synthetic dataigeneration are being investigated to mitigate
this issue, though further validation isgrequired for deployment [9]. Additionally, real-time Al
deployment must integrate with legacy/SCADA systems, which were not originally designed for Al-
driven analytics. Edge Al and federated leaming offer potential solutions by decentralizing Al
processing while improving scalability and security [5], but their adaptation for power system
applications remains an ongoing challenge.

Al interpretability remains essential for trust in Al-driven SHM. Attention-based Al models and hybrid
rule-based frameworks are improving,explainability [13], [11], but further refinement is needed for
practical deployment. Hybrid Al-physics models are also being explored to ensure Al forecasts align
with power system constraints. Physics-informed machine learning (PIML) incorporates
electromechanical degradation medels to enhance reliability [15], but challenges in training efficiency
and real-time inference persist.

Future advancements| will require collaboration among power engineers, Al researchers, and industry
stakeholders. Developing physics-informed learning, federated Al, and reinforcement learning (RL)
will make Al-driven SHM-=Scalable, interpretable, and operationally viable for real-time power grid
applications.

ADVANCESIN SCIENCE AND TECHNOLOGY TO MEET CHALLENGES

Al-driven. SHM ladvancements begin to address challenges in multi-source data fusion, fault
localizationyand real-time deployment. Unlike traditional Al applications, SHM in power systems must
handle diverse sensor inputs while ensuring accurate predictions remain aligned with physical system
behayvior.
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Physics-informed machine learning (PIML) is making progress by embedding physical principles, such
as electromechanical and thermal degradation, into Al models. Approaches such as physics-informed
neural networks (PINNs) have shown early success in transformer aging and cable diagnestics [15],
while Bayesian methods are improving how uncertainty is quantified in failure progtession’[10]:, These
methods, however, still face challenges in efficiency and scalability for field deployment:

Recent work in multi-source data fusion is enabling Al models to integrate complementary monitoring
signals, such as electrical discharges, thermal images, and vibration patterns, Transformer-based
architectures originally used in language processing are being adapted for sensor fusion, and cross-asset
learning approaches are beginning to reduce retraining needs across different equipment types.

Interpretability remains essential for trust in SHM applications. Attention-based. Al and hybrid rule-
based frameworks are helping link model outputs to engineering reasoning [l11], though further
development is needed to ensure operators can trace Al recommendations“back to concrete asset
conditions.

Specifically, fault/failure localization continues to be difficult because of the interconnected nature of
power grids. Graph-based Al methods have improved thejability to,trace failures across network
topologies [13], but scalability to large and dynamic grid conditions remains a major obstacle. For
deployment, edge computing and federated learning offer. pathways to integrate Al into existing
infrastructures. Edge Al allows localized processing at substations, while federated approaches support
distributed training without centralizing sensitive, data [5]. Both show potential for scalability and
security, though practical efficiency and adaptability in. field environments are still open challenges.

Looking ahead, Al-driven SHM is expected to move)beyond isolated asset monitoring toward
coordinated, system-level intelligence. Current learning methods can detect patterns in individual data
streams, but they still fall short in capturing*multi-scale dependencies, handling data scarcity, and
providing actionable guidance for operators. To address these gaps, several directions are emerging.
Specifically, digital twins offer a way to build hierarchical models that mirror asset and system behavior,
allowing faults to be tested virtually before actions are taken in the field. Moreover, unlike approaches
that rely only on passive data, reinforcement learning provides a framework for adapting maintenance
and inspection schedules under changing operating conditions, where decisions must balance cost,
reliability, and risk. In addition, generative Al and large language models may assist engineers by
synthesizing heterogeneous monitoring data, linking alarms with historical cases, and grounding
diagnostic recommendations in manuals and prior incidents. Finally, human-in-the-loop validation will
be critical for bridging algorithms and real deployment, ensuring that Al-driven recommendations are
reviewed and adapted threugh expert oversight before operational decisions are executed [13]. Taken
together, these directions point toward SHM that is not only predictive but also prescriptive, enabling
power systems to anticipate failures, evaluate options, and support human operators with transparent,
physics-aligned intelligence:

CONCLUDING REMARKS

Al-driven SHM is reshaping power system maintenance by moving from corrective inspections toward
predictive and prescriptive strategies. Key challenges remain, including fault propagation across
interconnected assets, limited and uneven data availability, and the need for transparent model
explanations. Addressing these issues will require scalable deployment strategies and advances in
explainable AI, where physics-informed learning provides a pathway to predictions that remain
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consistent with system behavior. Emerging directions such as digital twins, reinforcement learning; and
generative Al are now being developed to extend SHM from single-asset diagnostics toward
coordinated, system-level decision support. Continued collaboration between power engineersy Al
researchers, and industry stakeholders will be essential to ensure these approaches are interpretable,
reliable, and fully embedded in grid operations.
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Status

Structural Health Monitoring (SHM) plays an important role in data acquisition’ from physical
infrastructures such as vehicles, aircraft, and civil structures. Recently, artificial intelligence (Al) has
emerged as a promising tool for modeling and analyzing interacting dynamical systemsjenabling the
construction of digital twins that combine sensing, prediction, and control. Broadly, Al approaches include
sequence models such as RNNs and Transformers for temporal dependencies, graph neural networks for
modeling interactions among agents, physics-based neural networks that embed governing equations into
the models, physics-informed neural networks that learn how to solve equationsyrand generative models
for capturing multimodal behaviors and uncertainty. The paradigm of Dynamic Data Driven Applications
Systems (DDDAS), provides adaptivity by continuously integrating sensor data into dynamically evolving
computational models. Together, machine learning and DDDAS offer a pathway to SHM digital twins
which are data-driven and dynamically adaptive to changes in the data‘and the respective model.

An illustrative example of such an SHM digital twin is shownsin Fig. T, where the state of each dynamic
agent is influenced by the states of other agents over time. This highlights a central challenge in current
Al systems which are based on static data-based learning and are unable to account for large model
changes: how to accurately model and analyze networks of dynamically interacting agents with complex,
time-evolving behaviors (digital twin). Machine ‘learning [provides the expressive capacity to learn
nonlinear patterns from data, while a physics-based DDDAS paradigm ensures robustness by adapting the
digital twin in real time as new measurements arrive. The synergy of these approaches (Al, physics and
DDDAS) has the potential to form the foundation for next-generation SHM systems.

Al'and DDDAS Approach

Physics-based Environmental
Interaction
Spatio-Temporal Dynami¢s /; l
Multi-agent Feedback ///./ ]
"\/\'\ trajectory
Model and Data Adaptive Update
Fig. 1. Proposed SHM Digital Twin using an ML based DDDAS approach.

agent .
L e trajectory

To construct a high-fidelity digital twin of real-world dynamic SHMs, it is essential to jointly model
spatial and temporal agent interactions that are physics-based. Early data-driven methods such as Social
LSTM [1] and SecialdlGAN [5] captured social interactions through RNNs and adversarial training.
More recently, Transformer-based models such as AgentFormer [12] have leveraged attention
mechanisms to capture long- and short-term dependencies. These approaches demonstrate the power of
Al indrajectory forecasting and interaction modeling. However, most current methods [2-4,6-8,12]
remain limited by their lack of explicit physics, their difficulty in handling multimodal decisions, their
sensitivity to out-of-distribution spatio-temproral agent interactions and their inability without
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expensive retraining to account for them. Addressing these limitations necessitates the need. for
integration of physics-based modeling with Al methods within a DDDAS framework.

Current and Future Challenges

Creating digital twins of interacting non-stationary dynamic systems poses séveral ‘overarching
challenges for Al and SHM research:

Multi-modal behavior. In interacting dynamic systems, each agent often has multiple'plausible choices
for future actions. For instance, an agent may choose various directions to avoid collisions, or follow
different trajectories to reach its destination. This requirement of multimodal’decisions complicates
model optimization during training, as the objective function must account for several potential
decisions simultaneously. As a result, the learned models tend to average over.theése possibilities,
leading to reduced accuracy and often unrealistic predictions. Furthermore, models may overlook some
reasonable options due to the diverse intentions and goals among agents,further reducing prediction
reliability. Finally, the nature of the agent interactions and the individual agent dynamics may change
dynamically.

Interpretable trajectory. Data-driven methods, such as RNNs and Transformers, which have achieved
remarkable successes when the pattern of interactions is learned directly from data. However, they do
not consider any underlying physics-based governing dynamics.of agent motion and are unable to adapt
to nonstationary data or changing agent models. As a result, such models can predict unrealistic
trajectories with abrupt and erroneous velocity changes: Furthermore, these models also cannot
generalize well to unseen or rare scenarios, particularly those involving sudden or unexpected events
not included in the training data. In these cases, their performance would be severely reduced.

Complex interaction modeling. Modeling in real-time andraccurately the interaction dynamics among
agents is inherently challenging because/the;nature ‘of the relationships is highly non-linear, context-
dependent, and dynamically evolving. Additionally, capturing such complex interactions will require
their explicit modeling in a unified DDDAS framework using ML to enhance multi-agent, multi-goal
modeling accuracy, including interactions. The essential factors include inter-agent distances, relative
velocities, behavioral dynamics, and the ability to avoid obstacles while pursuing target objectives.

Adaptivity and robustness. Real-world SHM systems face nonstationary environments, sensor noise,
and unexpected events. DDDAS provides online adaptation to enhance the robustness of Al models
beyond their training distribution.

Advances in Science and Technology to Meet Challenges
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Fig.[2. Overview of a DDDAS and ML approach for creating digital twins of interacting
dynamic systems.
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Several scientific and technological directions are being pursued to meet these challenges. The machine
learning, physics, and DDDAS principle integration framework is shown in Fig. 2:

a) Graph-based interaction modeling. Graph representations allow encoding of inter-agent.distances,
velocities, goals, and behaviors, enabling accurate modeling of complex interaction structures [10-141].

b) Physics-based temporal dynamics. Inspired by Newton's second law, introducing second-order
ODEs yields physically consistent trajectories in which interactions modeled “as) forces drive
acceleration [9].

¢) Generative modeling for multimodality. VAEs and diffusion models learn the complete
distribution of future trajectories, thus yielding diverse yet plausible predictions [9].

d) Adaptive updating through DDDAS. Updating the terms or parameters of the ODE upon arrival
of new data allows the models to retain their accuracy under changing conditions without retraining
[10].

These developments demonstrate the potential of integrating Al, physics, and DDDAS to further propel
SHM digital twins. While we have focused on trajectory modeling and adaptive learning, high-level
decision-making and system-scale deployment, will “be/ other aspects of future developments.
Reinforcement learning for decision-making undernuncertainty and active control, scalable graph
learning for large infrastructure network modeling, and uneertainty quantification for reliability and
safety in real-world applications are promising reseatch directions.

Concluding Remarks

This roadmap presents the opportunities and challenges of Al-driven digital twins for SHM and
interacting dynamical systems. The, other directions are multimodal prediction, improved
interpretability from physics, complex interaction modeling, and robust adaptation under realistic
scenarios. Combining Al methods, physics-inspired modeling, and adaptive feedback from DDDAS,
we can create digital twins which will be-accurate, interpretable, and resilient. This approach has the
potential to pave the way for intelligent next generation SHM systems.
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Status

Digital twins (DTs) have emerged as a successful tool for Structural Health Monitoring (SHM) of
dynamical systems [1,2]. They create virtual representations of physical structures by integrating real-
time sensor data with physics-based or data-driven models. However, data uncertaintiesiand modeling
assumptions related to material behavior, boundary conditions, and environmental influences often limit
their predictive power. Bayesian inference can provide a probabilistic representation of a calibrated
model or DT that accounts for different sources of uncertainty and variability [3]sAsprobabilistic DT
provides confidence in model predictions by quantifying model parametér estimation uncertainty and
modeling errors [4]. The ability to propagate uncertainty through model predictions is particularly
valuable for large-scale and complex infrastructures where fluctuating environmental and operational
conditions make using simplified deterministic linear models insufficient:sMore importantly, these
methods elevate updated models from deterministic to adaptive, uncertainty-aware tools capable of real-
time risk-informed maintenance planning and decision-makingdinder uncertainty [5].

Bayesian inference for digital twinning in SHM includes diversemodeling approaches (Figure 1), each
addressing different aspects of uncertainty quantificationsmodel updating, and data assimilation. The
selection of an appropriate Bayesian framework: depends on the available data type, computational
constraints, and the level of model fidelity requited.for real-time monitoring and decision-making. The
following approaches define the current state of theart.in Bayesian model updating or digital twinning
for SHM.
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Figure 1:'Bayesian Model Inference for Digital Twinning in SHM. Status and needs (Golden Gate
Bridge image by Rich Niewiroski Jr., licensed under CC BY 2.5, via Wikimedia Commons).
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Batch vs. Recursive: Batch and recursive approaches define how Bayesian inference is implemented
for model, state, or input estimation. Batch methods [6] process all available data simultaneously;
making them suitable for offline model calibration, structural assessments at discrete time dntervals,
and large-scale model updating. However, they can be computationally intensive and lack real-time
adaptability. On the other hand, recursive methods [7], such as Bayesian filtering, including Kalman-
based filters and particle filters, update model parameters sequentially as new data arrives, enabling
real-time adaptation of DTs. This evolving representation improves damage prognosis and predictive
accuracy, making recursive methods ideal for structures under dynamic, time-varying loads.

Input-Output vs. Output-Only: Bayesian inference applies to input-output and output-only models
based on data availability. Input-output methods, incorporating measured external forces and
structural responses, lead to high-fidelity system identification [8] butirequiteswell-characterized
inputs like earthquakes, traffic, or wind. In many SHM applications, measuring,inputs is impractical,
making output-only models preferable. These infer structural parameters from response data,
supporting operational vibration monitoring and unknown input estimation9]. Bayesian inference
integrates prior knowledge to refine parameter estimates for robust predictions, even with unknown
nputs.

Hierarchical vs. Classical Models: Bayesian inference can be implemented using classical or
hierarchical formulations, depending on how uncertainty’1s‘modeled across different levels of the
system. Classical Bayesian models [9] assume a single Jayer of parameter uncertainty, where a single
set of optimal model parameters exist, and the uncertainty is/entirely associated with estimation.
While compelling for smaller linear time-ifivariant systems with controlled test environments,
classical models can struggle with complex ‘structural behavior where uncertainties exist across
multiple scales. Hierarchical Bayesian models) [10] introduce additional levels of uncertainty,
allowing models or DTs to incorporate,variability across modeling parameters such as material
properties, environmental conditions; and modeling errors. A multi-level approach offers more
flexible and realistic model updating, particularly in cases where uncertainty propagates from local
to global structural behavior.

Stochastic Sampling vs. AsymptoticnApproximation: Bayesian inference relies on different
computational strategies to approximate posterior distributions. Stochastic sampling methods, such
as Markov Chain Monte Carlo (MEMC)/[11], particle filters, or Gibbs sampling, provide accurate
estimates and handle complex parameter dependencies but can be computationally demanding,
limiting their use in large-scale/or real-time applications. Asymptotic approximation techniques [12],
like Variational Bayesian inference and Laplace approximations, offer computationally efficient
alternatives by approximating posterior distributions with simplified probability functions. These
methods trade off some,accuracy for speed, making them useful for complex and/or real-time DT
updates. The choice between the two depends on the balance between computational feasibility and
the level of precision.required for SHM applications.

Data-Driven[vs.;,Physics-Based Models: Bayesian inference in digital twins can be performed on
physics-basedor data-driven models. Physics-based models, such as finite element models, use
Bayesian“inference to calibrate parameters with sensor data [7], offering interpretability but high
computational costs and potential challenges with unmodeled dynamics. Data-driven models [13] rely
on statistical and machine learning techniques to infer behavior directly from data, capturing complex
patterns but requiring large datasets and lacking extrapolation capability.
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Focus Applications in SHM

By continuously updating structural models through Bayesian inference, DTs become more adaptive to
evolving conditions under changing environments and operations, delivering uncertainty-aware
predictions for the core SHM objectives: from virtual sensing, input (force) estimation and
reconstruction, damage identification, fatigue prognosis, and parameter identification (e.g.;modal
properties or soil-structure parameters). A key use is the estimation of structural properties such,as
stiffness, damping, and mass by fusing informative priors with real-time measutements: Unlike
deterministic methods, Bayesian approaches capture uncertainties from model assumptions,
environmental exposure, and operational variability, yielding more reliable structural representations
[14]. Tracking parameter deviations over time refines probability distributions; enables early damage
detection, and supports targeted maintenance—critical for preventing failures in safety-critical systems
[15]. Degradation models assimilated with streaming data improve remaining-useful-life forecasts and
strengthen predictive maintenance and failure probability estimation. Finally;-Bayesian inference is
essential for input estimation [7] in systems where external forces like earthquakes, wind, or traffic
cannot be directly measured, allowing force reconstruction from structural responses to enhance model
fidelity [7]. Virtual sensing extends model prediction coverage by inferring unmeasured quantities, such
as stresses and displacements, from sparse instrumentation [20]. These,capabilities are now deployed
on large structural systems, for example on long-span bridges tosseparate temperature and traffic effects
from genuine stiffness loss while estimating cable forces and deck stresses [21]; in offshore wind farms
to recover wind—wave loads, track stiffness/damping drifts, characterize soil properties, and forecast
fatigue hot spots at turbine and farm scales [7, 20]; in buildings at high'seismic zones to produce credible
residual-capacity bounds for damage assessment [9]; in railway/infrastructure to drive maintenance
planning under quantified uncertainty [19]; and in'dams and heritage masonry to translate sparse, noisy
measurements into calibrated demands, degradation trajectorics, and uncertainty-aware maintenance
windows [17, 22].

Current and Future Challenges

Despite significant advancements, implementing Bayesian inference in model updating and digital
twinning for SHM remains challenging. Howeverjthese challenges drive innovation, with emerging
advancements offering more scalablejrobust, and practical solutions.

Computational Complexity and Scalability. Bayesian inference is computationally intensive,
especially for high-dimensional models and large-scale structures. While powerful, MCMC and
variational inference techniques often struggle with real-time processing demands, particularly when
integrated with digital twins|that require high-fidelity simulations. Computational scalability remains
a bottleneck, limiting the’ability,toddeploy Bayesian inference in continuously evolving digital twin
environments.

Data Scarcity and Quality. Bayesian models require high-quality, labeled datasets for training and
validation, but many. SHM systems suffer from sparse, noisy, or incomplete sensor data. This
limitation affects,the generalizability of Bayesian inference, as models trained on specific structures
may not transfer well to different conditions or structural types. The scarcity of domain-specific
datasets furthet restricts the development of Bayesian digital twins capable of capturing complex
degradation patterns.

Integration of Multi-Modal Data. SHM systems collect data from diverse sources, including strain
sensors, accelerometers, LIDAR, thermal imaging, and satellite observations. Each data stream carries
unique uncertainties, spatial and temporal resolutions, and noise characteristics, making their
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integration into a unified framework complex. Without proper fusion techniques, inconsistencies
between datasets can introduce biases in model predictions and degrade the reliability of DT outputs:

Interpretable and Actionable Insights. While Bayesian models excel at quantifying uncertainty and
providing probabilistic assessments, infrastructure operators and decision-makers  require
interpretable and actionable outputs. Probabilistic predictions—such as confidenee intervals,
posterior distributions, and risk estimates—are not always intuitive for engineersimanaging real-
world structures. Translating Bayesian inference results into clear recommendations remains/a major
challenge.

Advances in Science and Technology to Meet Challenges

Emerging advancements in Bayesian digital twinning are driving more efficient, scalable, and adaptive
solutions while overcoming key limitations. Computational techniques, surregate modeling, and
parallelized algorithms accelerate Bayesian updating, enabling real-time DTs ) without sacrificing
accuracy [5,16]. Surrogate models reduce computational costs by approximating’complex simulations,
while parallel computing and high-performance cloud platforms enhance sc¢alability for continuous
monitoring and predictive analytics.

Synthetic data generation and transfer learning [17] help overcomedata limitations by simulating
diverse structural scenarios, including extreme loading and progressive damage. Generative Adversarial
Networks enhance the realism of synthetic data, ensuringraccurate structural representation. Transfer
learning enables Bayesian models trained on limited or synthetic'datasets to generalize across structures,
improving adaptability while reducing reliance onilabeled data. Hybrid approaches bridge physics and
data gaps by integrating Bayesian inference with physics-based and data-driven models, combining
interpretability with adaptability. When physical knowledge-is incomplete, data-driven methods refine
predictions, while Bayesian inference quantifies uncertainties.

Multi-modal data fusion [18] leverages probabilistic graphical models like Bayesian networks to
integrate heterogeneous data while preserving uncertainty quantification. Deep learning fusion,
particularly with attention mechanisms, dynamically prioritizes sensor inputs, enhancing model
robustness. These approaches enable Bayesian DTs to deliver more comprehensive and reliable
structural assessments.

To improve interpretability and 'decision support, human-in-the-loop systems and probabilistic
reasoning interfaces present Bayesian model outputs intuitively [19]. Uncertainty-aware dashboards
and probabilistic risk maps’ helproperators explore maintenance strategies under varying uncertainty
levels, ensuring Bayesian-enhanced DTs support informed and effective decision-making.

Concluding Remarks

Integrating Bayesian inference with DTs advances SHM by enabling real-time, probabilistic structural
assessments while.addressing uncertainties inherent in model predictions. Overcoming computational,
data-driven, and /integrationChallenges through high-performance computing, synthetic data
generation, andymulti-modal ‘fusion will enhance the accuracy and scalability of these methods.
Continuedsinnovation in Bayesian methods and DTs will establish SHM as a predictive, scalable
discipline, providing a robust framework for safeguarding critical infrastructure in the face of increasing
complexity:and uncertainty.
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Status

Digital parametric design methods and concepts such as Building Information'Modeling (BIM) have
received increasing attention in infrastructure asset management, which provide stakeholders with
improved data management and three-dimensional visualizations on structural petformance to improve
structural health monitoring (SHM) [1,2]. Current practices have shown that-Building Information
Models (BIMs) are widely used as a centralized digital platform to continuously integrate sensor data
with asset designs and visualize structural conditions [3]. The dynamically enriched BIM reflects the
up-to-date information on the state of the structure, and allows the Artificial Intelligence (Al) algorithms
to identify risk areas and predict potential failures [4,5]. The status quo digital model updating methods
in the context of SHM mainly include 1) middleware to translate diverse data formats into BIM-
compatible platforms, 2) open data standards for uniform data exchange, and 3) automated Scan-to-
BIM integration with sensor data. Al algorithms have been investigated in the meantime to ensure the
updated BIMs seamlessly interpret sensor data, such as strain measurements, temperature fluctuations,
and vibration to improve intervention decisions. These updatesiensure that the BIM representation of
assets remains accurate to describe the physical structure and provide a reliable basis for asset managers’
decision making to enable proactive maintenance andrinterventions on infrastructure assets. Figure 1
shows three model updating approaches.
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Figure 1. Modelupdating: status (black solid arrows) and needed (red dashed arrows) directions

Models with updated infrastructure assets in BIMs for SHM can be conducted in a manual, semi-
automatedsor fully-automated way, depending on the available computational resources and labor
resources the agency or organization has.

(1) Manualmodel updating involves human operators inputting data from SHM systems (e.g., survey
geometry monitoring, non-destructive testing systems), inspection reports, or as-built changes into the
BIMs. This method is widely used in current practices but is labor-intensive and prone to errors,
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particularly for large or complex structures [1,6]. For example, the bridge maintenance team updates
geometry and condition states via multiple exchange of spreadsheets and pdf drawings collected from
visual assessments, periodic surveys and reporting processes. While being effective for small-scale
projects, manual updates are impractical for real-time SHM integration due to their slow. pace and
dependency on human intervention.

(2) Semi-automated model updating methods integrate manual tasks with computational tools and
sensor data integration to streamline model revisions. These tools include the use of laser scanning and
photogrammetry to align as-built models with existing as-designed geometries in/BIMs to highlight
discrepancies. Human intervention is still required to interpret the differences between as-designed and
as-built models. SHM sensors are also used together with the scanning tools [6]to feed data into BIM-
compatible databases, which allow users to update specific model parameters such as load-bearing
capacity or vibration frequencies of the structural components [1,3]. Some asset management agencies
have already used parameterized models in BIMs where predefined rules adjust.elements automatically
based on SHM data thresholds. For instance, excessive displacement may- trigger a red-flag in beam
connections (e.g., red color for critical status, yellow for caution status) sowthat the engineers are
reminded of the recalibration of load factors. Semi-automated methods stfike a balance between
accuracy and efficiency but are potentially limited by their relianice on,user oversight and predefined
parameters.

(3) Fully automated updating methods aim to reduce humanyintervention by directly integrating SHM
data, advanced computational tools, and artificial intelligence (Al) algorithms into the BIM platform
(or environment). Sophisticated Scan-to-BIM [7,8] software.applications were developed to help asset
managers and engineers not only update the geometries and striictural properties but also train the
collected SHM data in the Al algorithms to expedite workflows such as the recognition of damage
patterns or structural inconsistencies. The SHM sensors continuously integrate data to BIMs, mostly
through cloud-based systems. These systems then host,the advanced learning algorithms (e.g.,
convolutional neural networks (CNNs), recurrent neural networks (RNNs), and reinforcement learning
(RL) to analyze historical and real-time data together to predict potential damage or failures. These
insights are fed back into the BIMs to adjust structural properties like load limits, material conditions,
or structural stability. Fully automated model updates represent cutting-edge solutions to integrating
BIM and SHM. However, challenges,such as interoperability among various software platforms [9],
data standardization [10], and computational security and intensity still face challenges its widespread
adoption in real-world cases.

Current and Future Challenges

While a number of studies have/focused on novel methods and processes to integrate BIM and SHM
for automatic model updating, several challenges remain and new ones emerge as technologies evolve,
including interoperability issues,  cyber security issues, and the barriers to system adoption and
scalability.

e Incompatible data formats and lack of unified data standards: The absence of standardized
protocols for.data exchange between BIM and SHM systems leads to inconsistencies and errors
during data integration, which can prevent the development of cohesive models. Current
standards such'as ISO»19650 do not prescribe explicit integration mechanisms for sensor data
integration with BIM. The use of proprietary data formats [9] by various SHM and BIM
software vendors hinders interoperability.

e Inaccurate and inefficient sensor data mapping to parametric elements in BIMs: Accurately
linking SHM sensor data to specific structural components in BIM requires precise mapping
protocols. Differences and complexity in terminology and data semantics between SHM and
BIM domains create barriers to automated and reliable data interpretation and mapping.
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Data security issues and vulnerability of data infrastructure: Most infrastructure |assets
monitored with BIM-SHM integrated systems are often part of critical national infrastructure.
Cyberattacks on these systems could inject false readings or delay sensor data transmission.for
weeks to further undermine the reliability of BIMs updates. The lack of role-based access
control in a, for example, cloud-based, BIM platform can lead to unauthorized modifications
of model parameters (e.g., sensitive structural data).

Advances in Science and Technology to Meet Challenges

Advancements to integrating BIM and SHM to support Al-driven decision-makings omassets can be
visioned in the following pathways (Figure 2), including new data and computational methods, to help
engineers reduce manual data handling effort and potential errors in managing assets.

Ontology-based interoperability solutions: Building Topology Ontology (BOT) is a lightweight
and standardized semantic framework (and graph databases) to represent:the spatial, structural,
and functional relationships of structural components [11]. For example, the strain gauge
monitoring a column can be semantically linked to that column in“BIM through its BOT
identifier showing engineers to obtain the real-time updates of thexcolumn’s condition in a
virtual interface. Queries using SPARQL protocol [11] can help.engineers retrieve at-risk areas
for structural inspection via the ontology to prioritize maintenance schedules. After sensors are
active in use, the datasets of labeled sensor-to-component mappings can be created and trained
in graph neural networks (GNN), so that as new SHM sensor data streams in, the BIM
automatically updates SHM info for the corresponding BIM element by using the learned
patterns where GNN functions as a surrogate model to/translate SHM data into accurately
calibrated condition states of the structural elements. The trained semantic context also allows
BIM to propagate alerts to related elements (e:g., beams supported by a stressed column).
Data schema extensions and middleware (API) applications to translate and link multi-domain
data: Extensions to the prevalent.data schemas such as Industry Foundation Classes (IFC)
schema [10] and middleware (data translation)applications can be developed for existing BIM
software to include SHM-specific attributes (e.g., [fcSensorData to store device details and data
streams). Al-augmented middleware can be’developed to classify and translate multi-domain
SHM sensor data into BIM=compatible formats and then pass them into visual overlays for
AR/VR applications to support engineers’ immersive monitoring experience. MQTT (Message
Queuing Telemetry Transport) is considered as an emerging messaging protocol to publish
sensor data to a central serverand deliver it to Al models.

Cybersecurity measures: Robust cybersecurity would be focused on end-to-end encryption to
protect data during transmission and role-based access controls to prevent unauthorized
modifications. Eederated,leatning for distributed monitoring allows multiple structures to
participate in a' distributed learning framework without sharing their raw data, which
substantially improves the privacy and scalability of the SHM tasks. For example, emerging
structural weaknesses of one specific structure are detected by learning from patterns observed
across many structures. Generative spatiotemporal Al models can be used in federated learning
models to-simulatesstructural behavior and forecast maintenance. Another safe way is the use
of blockchain [12]. Forexample, each BIM-SHM model update references a transaction ID on
the bloekchainto maintain traceability.
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Figure 2. Path to next-generation integrated SHM-BIM model updating (fully automated).

Collectively, these technological advancements, particularly the,development and application of
interoperability, will help overcome existing barriers and pave the way for scalable, efficient, and
secured integration of BIM and SHM systems for automati¢'model updates in infrastructure asset
management.

Concluding Remarks

The integration of BIM and SHM systems offers improved data accessibility, visualization, and
decision-making capabilities in infrastructure assetmanagement. Current methods, from manual to fully
automated model updating, demonstrate the potential of dynamically enriched BIMs to provide up-to-
date structural insights and support proactive maintenance’strategies. However, challenges such as
interoperability, data standardization, andeybersecurity highlight the complexity of achieving seamless
integration. Advances in science and technology, including ontology-based solutions, data schema
extensions, and federated learning of distributed systems, will possibly address these challenges by
enhancing data mapping, automating workflows, and’securing data transmission. As these technological
innovations mature, they not only bridge existing computational efficiency gaps but also set the basis
for scalable, reliable, and secure integration of BIM and SHM systems. The future of Al-driven SHM
lies in model data integration to create reliable systems that allow stakeholders to make up-to-date
decisions for asset management.
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Status

The rapid evolution of Structural and Health Management (SHM) technologies hasfunderscored the
critical role of digital twin systems in ensuring mission readiness and sustainment, particularly for
complex machinery such as aircraft engines [1]. Digital twin technologies represent a transformative
approach to SHM, enabling virtual replicas of physical systems that integrate real-time data with
advanced analytics. These systems simulate operational conditions and predict future 'states, offering
actionable insights for maintenance and optimization. The underlying concept of adigital twin extends
beyond simple simulation; it incorporates real-time sensor data, historical maintenance records, and
advanced modeling techniques to create a dynamic, high-fidelity representation of the system.

In recent years, SHM methods leveraging digital twins have emerged as a cornerstone of modern fleet
management strategies. For instance, NASA's Commercial "Modular / Aero-Propulsion System
Simulation (C-MAPSS) [6] has become a benchmark for engineshealth monitoring and degradation
analysis, combining physics-based models with machine learning approaches to predict remaining
useful life (RUL) [2-3]. The benefits of digital twin systems‘are particularly apparent in their ability to
enhance condition-based maintenance (CBM), reduce operational downtime, and optimize resource
allocation. However, achieving the full potential of digital twins in SHM demands overcoming
challenges in data integration, model fidelity, and decision-making under uncertainty.

CARES (Cloud-Based Aircraft Readiness Enhancement and/Sustainment) exemplifies the state-of-the-
art in digital twin technology, combining. physics=based models with advanced machine learning
techniques to monitor and sustain aircraft systems. Our efforts focus on creating high-fidelity models,
developing robust predictive analytics, and implementing global optimization frameworks that enhance
mission readiness while minimizing life cycle costs. A central enabler of the CARES system is its
hierarchical data and information fusion engine, which transforms raw multivariate sensor data into
high-level, actionable insights through a tiered computational architecture. This engine operates across
three distinct levels: (1) data-level fusion, which focuses on enhancing signal quality, filtering noise,
and synchronizing heterogeneous sensor streams; (2) model-level fusion, where outputs from physics-
based simulations and data-driven machine learning models (e.g., RUL predictions) are integrated to
provide a more holistic understanding of system states; and (3) decision-level fusion, which synthesizes
diagnostic and prognostic outputs.to-Support maintenance decision-making under uncertainty. From a
computational science perspective, such fusion-based engines are instrumental to digital twin systems,
as they ensure the seamless.flow of information from low-level measurements to higher-level situational
awareness and operational decisions [4]. CARES incorporates three levels of fusion (i.e., Data, Model,
and Decision) into/itscomputational design. At each processing level, the data-information fusion
techniques contribute to high-quality signals, distinctive features, and optimal decisions. The I1oTs
carry out real-time data acquisition from on-mission aircraft through smart gateway and cloud. The
online sensory'data will be fused to feed the DT model. The offline data such as maintenance are
processed ;with text/data mining algorithms to be imported to update the DT model. The offline
computing resources can be utilized to train the deep learning (DL) models employed by the digital
twin. CARES combines modeling and analytics techniques to create a digital model of a specific
product(e.g., aircraft engine) and derives an actionable outcome from the model. These insights can be
obtained by fusing the outputs from physics-based models and data-driven analytics. The fusion results
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enable the delivery of accurate assessments, which will be used in a customized predictive maintéhance
workflow with data continuously acquired from embedded sensors (e.g., vibration, pressure, and
temperature from the turbine of a propulsion engine). Figure 1 present the operational concept, of
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Figure 1. CARES Operational Concept: status (black) and needed (red) directions.

Current and Future Challenges

Despite the significant progress in digital twin technologies, numerous challenges remain in their
implementation for SHM, particularly in thercontext of aircraft readiness and sustainment. One primary
challenge lies in achieving high-fidelity modeling of complex systems like turbofan engines [5].
Aircraft engines operate under dynamic conditions, and replicating these conditions in digital twins
requires accurate representations of thermal, mechanical, and aerodynamic behaviors. The integration
of these physics-based models with real-time sensor data further complicates the task. Data scarcity and
quality pose additional hurdles. While real-time sensor data is increasingly available, it often lacks the
consistency and breadth needed for comprehensive analysis. Historical maintenance data, critical for
training machine learning models, is‘frequently fragmented or incomplete. Furthermore, the diversity
of operational conditions agross different missions introduces variability that challenges the
generalizability of predictive models [7].

The adoption of Al-enabled SHM)systems such as CARES also faces organizational, regulatory, and
cultural barriers. In aerospace domains, predictive maintenance models must not only demonstrate high
accuracy but also offer transparent, explainable, and certifiable reasoning paths. Seamless integration
into legacy maintenance. information systems and alignment with Department of Defense acquisition
frameworks remainynon-trivial. Additionally, alignment with airworthiness certification requirements
for safety-critical systems adds another layer of regulatory complexity.

As Al-enabled SHM systems scale to fleet-level deployments, computational scalability and resource
efficiency emerge as critical considerations. The CARES framework is designed to operate across
multiple levels.of abstraction from real-time edge inference on individual aircraft to centralized fleet-
level maintenance optimization, which is posing distinct computational challenges. At the component
and system level, the integration of deep neural networks and hybrid physics-informed models demands
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substantial processing power and memory, particularly when handling long-duration high-frequéncy
sensor data. To address this, inference models are optimized via compression techniques (e.g., pruning;
quantization) and deployed on hardware-accelerated edge platforms for near-real-time execution: At
fleet optimization layer, the CBM global scheduling problem is computationally intensive, involving
combinatorial decision-making under uncertainty. We leverage parallel solverstand cloud-based
distributed architectures to support large-scale simulations and optimization. The systemyarchitecture
also embraces containerization (e.g., Docker, Kubernetes) to enable scalable, modular deployment
across heterogeneous environments. Looking forward, additional challenges include balancing model
fidelity against edge resource constraints, ensuring robustness under intermittent connectivity, and
enabling asynchronous coordination among distributed digital twins, particularly for contested or low-
bandwidth mission environments.

Future challenges also include scaling digital twin systems to fleet-wide operations while addressing
the computational demands of real-time analytics. Ensuring cybersecurity and data privacy in cloud-
based implementations, such as CARES, will be critical as these systemsrbecome increasingly
interconnected. Moreover, the incorporation of uncertainty quantification in decision-making processes
will be essential for fostering trust and reliability in automated maintenance recommendations.

Advances in Science and Technology to Meet Challenges

To address these challenges, CARES employs a multi-faceted approach’integrating advanced modeling,
machine learning, and optimization techniques. The system operational concept consists of five
modules corresponding to the five layers in the system architecture as shown in Figure 2: (1) the Data
Collection Layer, (2) the Digital Twin Layer, (3) Data-Driven Layer, (4) Physics-Informed Layer, and
(5) Maintenance Optimization Layer.

—— T ————— —— i — T — —— ———— — ———

Data Collection Data-Driven
Model

Observations

Engine Dynamics with Degradation Model and
Damage Growth Model

Model p
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Figure 2. CARES System Architecture to next-generation SHM.

High-Fidelity Digital Twin Modeling: At the core of CARES is a high-fidelity digital twin (DT) model
that replicates the'dynamic behavior of a turbofan engine across its operational lifecycle. This DT model
is constructed using physics-based simulations grounded in fundamental thermodynamic, mechanical,
and fluid dynamic principles, capturing the intricate couplings between engine subcomponents such as
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the fan, compressor, combustor, turbine, and nozzle. Leveraging platforms like MATLAB/Simulink
and Simscape, we developed a modular framework that supports the simulation of key degradation
phenomena, including erosion, fouling, thermal fatigue, and bearing wear. To ensure model realismywe
performed parameter tuning and calibration using empirical data from NASA’s C-MAPSS dataset,
which provides run-to-failure time series sensor readings under diverse fault modes. A data assimilation
approach incorporating state estimation techniques and regression-based residual minimization was
adopted to fine-tune model behavior to closely match observed degradation trajectories., This
continuous model updating mechanism enables the DT to not only mirror current system states but also
to simulate future fault progression scenarios and evaluate "what-if" maintenance policies within a
virtual experimentation environment, serving as a digital testbed for sustainment strategies [4].

Machine Learning for Predictive Analytics: To complement the physics-based core;; CARES integrates
advanced data-driven machine learning (ML) architectures to forecast/the Remaining Useful Life
(RUL) of critical components. We implemented Long Short-Term Memory (LSTM) and Gated
Recurrent Unit (GRU) neural networks which excel at capturingstemporal dependencies and
degradation trends from sequential sensor data such as temperature, vibration, and pressure [7-8]. To
model prediction uncertainty and improve trustworthiness of ‘outputs, we employed a Bayesian
Convolutional Neural Network (Bayesian CNN) framework. Thissapproach treats the neural network
weights as probability distributions rather than fixed values, allowing the generation of RUL probability
density functions (PDFs) instead of single-point estimates [9]."Using variational inference and Monte
Carlo dropout, the Bayesian CNN produces a quantifieduncertainty range for each RUL prediction,
supporting risk-aware decision-making under varying mission,profiles and fault conditions. These
probabilistic predictions enable operators to{balance proactive maintenance against operational
demands, thus minimizing both false alarms and ‘mission-critical failures.

Physics-Based Bayesian Network for Diagnostics:\To provide interpretability and leverage expert
knowledge, CARES also incorporates a physics-based Bayesian Network (BN) model for diagnostic
reasoning and probabilistic health assessment. The BN is structured as a directed acyclic graph (DAG)
where nodes represent component states, measurable symptoms, and fault modes, while edges encode
causal-influence relationships derived from technical manuals, engineering schematics, and subject
matter expertise. This diagnostic engine fuses static knowledge (e.g., known failure paths, component
interdependencies) with real-time sensor inputs, enabling probabilistic inference of latent fault states
and posterior estimation of componenthealth indices. The BN also supports reasoning under uncertainty
by propagating beliefs across the network. The resulting Engine Health Condition Index (EHCI) serves
as a key indicator in the maintenance decision loop, and the BN structure also facilitates “explainable
Al”, which is crucial for’ maintenance crew trust and regulatory compliance. By coupling this
framework with continuousiinput from sensor and DT outputs, CARES achieves hybrid prognostics
that are both interpretable;and data-driven [10].

Global Optimization for CBM: Recognizing the importance of fleet-level maintenance decisions,
CARES incorporates a global optimization framework for CBM. This framework formulates
maintenance scheduling as an'eptimization problem, balancing availability, operational readiness, and
life cycle costsyunder risk constraints. By leveraging predicted RUL distributions and repair time
estimates, sthe optimization algorithm determines the optimal timing for preventive and corrective
actions. This approach maximizes fleet availability while minimizing disruptions, offering a scalable
solution formanaging large aircraft fleets.
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Concluding Remarks

The CARES initiative represents a significant step forward in integrating digital twin technologies with
SHM for aircraft readiness and sustainment. By combining high-fidelity physics-based models,
advanced machine learning techniques, and optimization frameworks, CARES addresses  key
challenges in predictive maintenance and operational decision-making. These advancementsipave the
way for more reliable, efficient, and cost-effective fleet management strategies.

As aerospace industry continues to embrace digital transformation, the insights and methodologies
developed through CARES will serve as a foundation for future innovations. The integration of Al-
driven analytics, hybrid modeling, and real-time data processing will not only enhanee'the performance
of aircraft systems but also set new standards for mission readiness and sustainment. Through continued
collaboration among researchers, industry stakeholders, and regulatory bodies, the potential of digital
twins in SHM can be fully realized, ensuring safer and more efficient operations across the aviation
sector.
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Status

Bridges are key assets of our transportation networks. They contribute to economi¢ development,
reducing transportation costs, and shortening travel times, particularly for remote regions. They connect
different economic zones, facilitating trade and attracting investments, which stimulates business and
manufacturing.

Bridge damage and failure can lead to disproportionate cascadingylosses, se€¢ for example the recent
collapse of the Francis Scott Key Bridge resulted in regional distuption, spurring failures of regional
and global economic and social significance and a 15 million USDidaily loss for nearly 3 months. Thus
bridge damage can lead to devastating impacts on transport flows, the.economy, people's safety, and
the environment. The causes of bridge destruction can vary, and each case requires careful analysis and
consideration. To minimize the risk of destruction and extend the lifespan of bridges, a comprehensive
approach is needed, which includes technical measures, monitoring of the condition of structures, and
regular maintenance.

Methods for preventing bridge destruction include regulammonitoring of structural conditions through
visual inspections, sensor systems, dronesg.and satellite imagery to detect deformations and defects at
carly stages [1], [2]. Timely repair works, stch as sealing cracks, corrosion protection, and replacing
deteriorated elements, are also critical. In addition, using load monitoring systems and transportation
restrictions, as well as considering environmental conditions and climate changes such as exacerbating
floods and snowfalls, helps reduce the risk of damage and failure.

In the context of modern post-industrial society, where the demands for infrastructure efficiency and
safety are increasing, nondestructive evaluation (NDE) methods for diagnosing the condition of bridge
structures have become key torthe timely identification of defects and preventing potential disasters.
The NDE methods allow for minimizing financial, time, and human resources spent on bridge
inspections while maintaining thigh® accuracy and reliability of results. NDEs provide detailed
information about the internal condition of structures without the need for disassembly or significant
damage, significantly reducing the risk of losses and ensuring the continuity of bridge operation.

Emerging technologies. are revolutionising the traditional way of gathering data for management
purposes. To achieve collection, traditional management or inspection methods are being steadily
replaced by modern techniques; e.g., Internet of Things (IoT), digital twins, augmented and virtual
reality, Artificial/Intelligence,’and Machine Learning (ML) [3].

In particular, the development of artificial intelligence (Al) and automation opens new opportunities
for improving existing diagnostic methods and creating innovative approaches (Fig. 1). Al not only
automates the data collection process but also analyzes both small and large volumes of information,
identifying patterns and anomalies that may be invisible to the human eye. Learning patterns enables

108


mailto:s.mitoulis@ucl.ac.uk
mailto:i.izonin@ucl.ac.uk
mailto:ivanizonin@gmail.com

Page 109 of 141 AUTHOR SUBMITTED MANUSCRIPT - MST-127226.R2

oNOYTULT D WN =

Roadmap on Integrating Artificial Intelligence in Structural Health Monitoring Systems, MST

more accurate forecasting of the remaining service life of bridges, timely detection of hidden defects,
and adaptation of monitoring systems to changes in load or external conditions.

SHM allows for continuous, real-
time monitoring of structural
conditions, enabling early
detection of potential issues and S
more informed decision-making. \ .

Tj

SHM + Al:
Data collection and
analysis using ANN,
statistical ML, and
their ensembles

SHM:
Point clouds, Lidar,
IoT sensors
Traditional
~ methods: Integrating Al with SHM enhiances
Visual inspections using the ability to predict structural

Manuals (FHWA, behaviour, optimise maintenance

C8455..) schedules, and improve the overall

resilience of infrastructure.

Time ci-suming and

subjective to the
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Fig. 1. Current and future needs for assessing bridge health

Current and Future Challenges

Traditional methods of assessing bridge health often,rely on visual inspection techniques that may not
capture subtle issues such as early fatigue cracks;rcorrosion of embedded reinforcement or localised
damage effectively [4]. For example, in the Wnited States, the National Bridge Inspection Standards
(NBIS), published by the Federal Highway Administration (FHWA), acts as a guide, establishing
specific standards for the inspection, processes of both federal and state-owned bridges. It includes
discussions on quality control and assurance related to visual inspection and recommends a maximum
inspection frequency of 24 months. This appreach is common to other Bridge Inspection Manuals, such
as the CS455 in the United Kingdom [5]. The FHWA report on Reliability of Visual Inspection for
Highway Bridges by [6] raises concerns about bridge inspection outcomes, highlighting the subjective
nature of assessments and the limitations of visual inspections in capturing continuous structural issues
like crack propagation. Acecessibilityds a significant challenge for visual inspection, as it relies on a
clear line of sight and may miss internal issues not visible from surface irregularities. Structural Health
Monitoring (SHM) techniques have emerged in civil engineering to track the health state of structures,
including bridges [7]{ SHM involves methods to assess a structure's condition through measurement,
modelling, and analysis [8]. It integrates non-destructive evaluation (NDE) techniques to detect hidden
defects like corrosion or¢rack propagation [9]. While NDE focuses on material-level flaws, SHM offers
a broader assessment of civil structures, that are complex and substantial structures. SHM systems use
sensor data to analyse structural responses, identify anomalies, and monitor known issues [10]. The aim
is to collectndata on’the bridge damage condition, process them and put in place well-informed
maintenance and ‘adaption plans [1]. As we move towards smart and resilient infrastructure, a data-
driven approach for decision-making is crucial [11], [12] However, acquiring big data from SHM
requires’ powerful and intelligent computational techniques opening the door to Al and ML.
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Nevertheless, only recently Al has attracted the attention of civil engineers despite emerged as soon as
the 1950s [13].

The integration of Al tools and methods in bridge engineering faces several critical challenges,
particularly in the realm of research and development (R&D). One major hurdle li€s in the slow pace
at which structural engineering codes and guidelines adapt to advancements. Bridges, like other
structures, are designed and maintained according to traditional methods codified in standards,that can
take decades to amend. These changes require extensive vetting, testing, and approval by a range of
stakeholders, including designers, academics, and standardization bodies. In contrast, Al models and
tools are being developed at a much faster pace, creating a disconnect between/technological progress
and its practical application in bridge engineering. Furthermore, decision-makers, such as legislators,
standardization committees, and senior bridge assessors, often lack familiarity withvAd‘and its potential,
while younger engineers who understand these tools are not yet in positions of influence. This
generational gap exacerbates the challenges of vetting and adopting Al-driven solutions. However, pilot
case studies and targeted research can pave the way for integrating Alinto,Structural Health Monitoring
(SHM). These initiatives could facilitate maintenance and adaptation strategies to address the risks
posed by aging infrastructure and changing climate conditions. A Key future priority is the development
of a transparent roadmap, supported by clear policies, to test,vet;and streamline the adoption of Al
technologies, ultimately enabling smarter and more resilient SHM andibridge management systems.

110



Page 111 of 141 AUTHOR SUBMITTED MANUSCRIPT - MST-127226.R2

Roadmap on Integrating Artificial Intelligence in Structural Health Monitoring Systems, MST

oNOYTULT D WN =

Database 1

yl X = . ym x

19 ML, ML, ML3

28 Database 2
29 X' = [91! 921 V3]

40 yatemp | YmlemP

44 Y118004 Yo 1omR,, ygermp
46 Fig. 2. Composition of-artwo-level cascade ensemble model

48 Advances in Science and Technology to Meet Challenges

One of the partial:eases of possible bridge damage that is not considered during the design stage of the
bridge structure is ts géometric/changes. Specifically, excessive deflections, distortions, or foundation
settlements can significantly impact the operational characteristics of the bridge [14]. Existing non-
destructive“diagnostic methods for such damage are mainly focused on image processing techniques
based on sets of images obtained through various means. However, such methods only provide a general
picture of the geometric changes in the bridge, which is not tied to an assessment of its actual level of
56 damage, reducing the practical value of this approach when solving real-world problems. In [15], the
57 authors proposed a new methodology for assessing the level of bridge damage using Al tools.
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Specifically, the authors in [15] managed to combine measured deflections of the bridge structure in
different zones of the bridge with the level of bridge damage. The resulting tabular dataset, containing
four input attributes and three output ones (damage in three bridge zones), which are interdependent,
enabled the application of machine learning methods for predicting the level of damage in different
zones of the bridge. Furthermore, this approach allowed for a numerical assessmént of the level of
damage to the bridge structure based on information about its geometric changes.

From a ML perspective, this task has several peculiarities, the main ones beingithe small dataset
available for implementing machine learning training procedures and the need to predictmultiple output
attributes that, in addition, are interdependent. Given this, the use of existing single machine learning
algorithms, ensemble methods, or artificial neural networks with several outputs is not suitable for
effectively solving the task. Therefore, in [14], a partial case of solving this problem, conditioned by
the aforementioned limitations, is considered. Specifically, the authors in_[14] developed a new
ensemble machine learning method to solve the posed problem. Since the dataset for training is quite
small, the developed cascade method is based on using generalized regression nieutral networks (GRNN)
as weak predictors of the model. Since there were three output attributes, the ensemble method for non-
destructive diagnostic evaluation of the bridge structure used three GRNNSs at each level of the cascade.
Moreover, considering that the three output attributes are interdependent, the composition of the
cascade ensemble involved the use of two cascade levels (Fig. 2). At the first level, an independent
prediction of each output attribute is made, and the obtained values.form a new dataset. This new dataset
(Dataset2) is then passed to the next level of the cascade,which accounts for their interdependence and
generates the final prediction results.

In [16], a modification of this approach was proposed,, which'is primarily due to the short dataset for
training. Therefore, it is based on the use of an augmentation.and prediction method for extremely small
datasets. The improved model involved using input=doubling methods [17] as weak predictors at the
first level of the cascade. This approach’significantly improved the accuracy of predictions. However,
it also considerably increased the duration of the training procedure due to the specifics of the method
from [17] and the use of GRNN as the basic element of the cascade, which becomes slow and large
when analyzing large volumes of data.

Overall, the use of methods from [15], [14] and [16] for non-destructive diagnostic evaluation of the
bridge structure demonstrated high ‘accuracy and practical applicability. However, given the limited
dataset for implementing the training, procedure, they are only partial cases of the methodology for
solving the posed task. Despite this, and considering the results of their performance, there are numerous
prospects for future research in this.field, including:

1. The use of generative Alitools, specifically variational autoencoders, for artificially expanding
the initial data sample, which, according to the results in [3], will significantly improve the
accuracy of the developed cascade.

2. Implementing thefirst condition, i.e., increasing the dataset for training procedures, can make
it possiblesto use classical ML methods or artificial neural networks as weak regressors in the
cascadeistructure. Therefore, among the prospects for future work, it is essential to explore the
effectiveness of using such methods as weak predictors in the cascade model to enhance both
its accuracy and speed.

3. Generalizing the developed model to predict any number of interdependent output attributes,
which would make the model more versatile and provide broader applicability for diagnosing
various types of bridges.
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4. The use of nonlinear methods for expanding input data, both at the first step of the cascade
(Dataset1) and at the second (Dataset2). This approach could improve prediction accuracy and
allow the use of linear, high-speed ML methods as weak regressors in the cascade ensemble.

5. Developing a procedure for refining the regression model parameters through iterative
adjustment of the final prediction results by replacing them in Dataset2, enabling iterative re-
training of the second level of the cascade ensemble with predefined stopping ctiteria.

At the same time, the application of Al in SHM, and particularly of two-level cascade ensembles,
involves the risk of the so-called “black box” problem, where the reasoning of complex models is
difficult to explain and verify. This can undermine trust and limit acceptance in engineering practice.
To mitigate this challenge, the proposed cascade explicitly combines nonlinear input gxpansion with
linear methods, ensuring that predictions remain accurate while becoming more  transparent and
interpretable. Such a balance reduces the black box risk and strengtheng the alignment of Al-driven
SHM with engineering standards and industry implementation.

Concluding Remarks

Traditional bridge inspection methods relying on visual assessments are increasingly supplemented by
SHM and Al-driven techniques that enable the detection and, evaluation-of subtle structural issues, as
demonstrated by recent approaches harnessing small yet high-value datasets. Despite challenges such
as limited training data and multiple interdependent outputs, the introduction of cascade ensemble
models, generalized regression neural networks, and input-doubling methods has shown high accuracy
and practical feasibility. Future research aims to'broaden these capabilities by exploring generative Al,
strengthening ensemble accuracy through nonlinear data augmentation and alternative weak regressors,
and expanding the model to accommodate more complex interdependencies. Such efforts hold promise
for advancing non-destructive diagnostics,and enabling more reliable, data-rich decision-making in
bridge management and maintenance.
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Status

Non-destructive evaluation (NDE), also known as non-destructive inspection or testing,(NDI/NDT),
uses the measurement to learn about an object without causing any damage and’is more quantitative in
nature [1]. The offline testing and inspection can be conducted by a trained inspector or engineer
manually or by a custom-designed robot automatically. Usually, an NDE, technique will identify a
defect/crack, characterize its size, shape, and orientation, and determine material properties. The
quantitative size information can be used in fracture mechanics and structural integrity analysis to
predict failure under a specific load or crack growth rate under cyclic, loading. The probability of
detecting cracks of various lengths and depths under various inspection eonditions, known as the
probability of detection (POD), is used to measure the capability of an NDE method [2]. The POD
quantifies the likelihood that a specific inspection method will detect a flaw of a given size.

There are two main types of POD models, i.e., hit/miss POD"and signal response (d vs a) PoD. The
purpose of the POD is to quantify the uncertainty of the flaw detectability. POD measures how likely
the flaw will be detected in the case of hit/miss,or how likelyathe signal will be above a rejectable
threshold in the case of @” vs a in an inspectiond POD is a key factor in varied NDE applications, such
as NDE system reliability assessment, risk-based inspection, quality assurance and control, etc.
However, creating a POD model is costly. The POD model.must be tailored to a particular inspection
technique, material, and defect type with the data collected from designed experiments.

Quantitative NDE information is critical to industrial applications, so calibration and data processing
algorithms are essential to derive such information:;\However, the results cannot be characterized by the
original POD model. In other words, the POD curve must be updated or recreated to reflect the
algorithms’ impact on the detection-performance. This is because data processing can alter defect
detectability, measurement accuracy, and signal- to-noise characteristics, leading to changes in the POD
curve shape and reliability.

Current and Future Challenges

Industrial advances require’ timely,information from NDE for condition monitoring and assessment.
Thus, real-time or near-real=time inspection techniques to assess materials, components, or systems
during operation and preductionthave become paramount to modern industry. Unlike conventional
offline NDE, which (requires halting operations, online NDE provides continuous monitoring and
immediate feedback to.support the engineering decision-making process.

The current NDE challenges stem from the industry’s need for quantitative results to support analysis
and decision-making. The conventional NDE system is usually conducted offline by an inspector or
engineer. The NDE technique’s capability is featured by its POD, where the human factor is a key
variable associated with the NDE process. The NDE results are presented in varied formats, including:

e Binary (defect present / not present)

¢ “Signal magnitude (amplitude, frequency, phase Shift)

¢ Quantitative (size, depth, position)
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e 2D image (scans, maps)
e Probability, classification, and prediction

The Quantitative results regarding the structural discontinuities are preferred for structural analysis [3].
In the first scenario, as illustrated in Fig. 1, the offline NDE data need calibration or processing
algorithms to obtain the quantitative results. The extra uncertainty will be introduced by the
quantification process. How the result agrees with the POD of the specific NDE technique remains a
question, although the quantitative results can be characterized by data quality metrics, such as accuracy
and signal-to-noise ratio etc. The NDE’s POD will not represent the uncertainty of the quantitative
results, which are the outputs of the NDE system. From the system perspective, the processing algorithm
is part of the NDE system. Thus, the POD of the overall NDE system comprises the NDE’s POD and
the algorithm’s POD. The "intelligence” of an NDE system is featured byathe processing algorithms.
Data or signal processing algorithms are usually characterized by accuracy/and precision metrics instead
of a POD, however there is no report on the POD of such an intelligent NDE system.
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Figure 1. Current and future needs: integrating NDE for monitoring and assessment.

More complicated scenarios include using NDE results with online sensing data and involving multiple
NDE techniques. NDE and senSor monitoring data can be input into a Bayesian model to predict crack
growth [4]. Although the NDE is offline, it provides solid information about the crack and thus helps
reduce the uncertainty with/the prediction. In this case, the NDE data, when available, are used to update
the model periodically. There.are multiple factors contributing to the system’s performance, including
data sources, models,<and, processing algorithms. It is inadequate to only focus on the processing
algorithms. The multi-modal NDE scenario is similar. When a single NDE technique is insufficient,
multiple NDE techniques or configurations will be employed. The model-assisted POD (MAPOD)
highlights the improeved detection capabilities of multi-modal NDE [5]. In [6], Peng et al. proposed a
feature- based POD to ‘assess the performance of multiple magnetic flux leakage (MFL) inspections,
where the product of the probability of two MFL tools is used as their joint probability in POD
calculation:

The future NDE challenges come from the industry’s need for its integration into the dynamic industry
processes for timely engineering decision-making. Thus, there is a trend to build NDE sensors for real-
time inspection. NDE sensors, such as flexible ultrasonic sensors, can be permanently installed to
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measure the metal thickness loss due to corrosion. Like other NDE techniques, NDE sensors must be
characterized by their POD models as well. The POD for the overall NDE sensing system, including
the processing algorithm, needs to be established accordingly.

Advances in Science and Technology to Meet Challenges

The conventional POD focuses on binary results and signal magnitudes. However, when'the dimension
of'the NDE results or flaw feature parameter is larger than two, the POD model should considermultiple
dimensions, such as crack depth and length [7, 8]. The defect orientation and volume inspected by the
magnetic flux leakage along oil and gas pipelines were modeled with a feature-based POD [6].

The online NDE is being enabled by digital twin (DT) technologies and will play a crucial role in the
cyber- physical or digital twin ecosystem. The “new” NDE has been coinedias the:eencept of NDE 4.0
[9]. The key features of NDE 4.0 include [10]:
e Smart & connected NDE: Utilizes IoT sensors for continuous monitoring and remote
inspection.
e Al & machine learning: Automates defect detection, classification, and predictive
maintenance.
e Digital Twins: Creates virtual models of structures or ¢omponents, enabling simulation-based
NDE.
e Big data & cloud computing: Centralizes inspection data for better analysis, trend detection,
and Al training.
e Augmented reality (AR) & virtual reality (VR): Enhanc¢es inspector training and real-time
guidance in complex inspections.
e Blockchain for data integrity: Ensures tamper-proof records of NDE inspections for compliance
and traceability.
The Internet of Things (IoT) will hook/the.NDE as one “thing” in the network. As a critical piece of
information, NDE results will be integrated intoithe digital twin ecosystem as illustrated in Fig. 2, which
demonstrates a digital twin computational framework for aircraft predictive maintenance [11]. The
NDE results are available online butido not need to be in real-time. The results can be used with all
other information as input to the computational models.

The trend to use Al and machine learning (ML) in NDE is becoming practical. Recent advances in data

engineering are enabling automated data processing and quantification. However, the metrics of the
AI/ML algorithms only highlight'the relative performance
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Figure 2. A digital twin computational model foraircraft predictive maintenance.

based on the experiments on a specific/benchmark dataset and do not tell the reliability of the AI/ML
empowered NDE system. Thus, applications still look for information about the reliability of the results
from the application’s perspective or the overall system’s performance. A POD updating procedure
should be explored and established for the intelligent NDE system.

Concluding Remarks

Industrial advances require comprehensive monitoring solutions. Non-destructive evaluation is a
component of such a solutiongsThe NDE technique’s capability is characterized by its probability of
detection, which provides insights into the likelihood of detecting a defect of a given size under specific
conditions. As single- or,multi-modal NDE techniques reveal multiple flaw parameters, a POD that
considers multiple flaw parameters and signal features should be investigated further. When NDE is
integrated with AI/MLgthe original POD is no longer applicable. After applying AI/ML, a new POD
curve must be created to validate detection reliability. Model-assisted POD, Bayesian models, and
uncertainty analysis should be conducted to assess Al-driven NDE reliability. In the context of an
integrated solutionysuch assa digital twin, a new dynamic POD model is expected.
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Status

The term Structural Health Monitoring (SHM) is generally referred to all those techniques aimed at
evaluating damage evolution of structures and infrastructures over time, in order to assess structural
integrity and prevent unexpected failures. Structural damage, in the context of SHM, can be defined as
a variation of the original conditions of the structure (e.g., mechanical properties);swhich are usually
assessed through non-destructive approaches [1]. The simplest and mor¢ intuitive SHM technique is
the visual inspection, in which a well-trained surveyor is tasked to accurately observe the structure and
its elements, for visually defining the presence of damages (e.g., cracks, concrete’spalling, corrosion of
steel) and classify them according to an evaluation scale. The idea behind/visual inspections is to
periodically repeat onsite surveys for tracking damage evolution ‘through photos or videos as a proof
for documenting the structural decay, and then for planningisuitable risk mitigation strategies.
According to national and international guidelines (e.g., [2]), the performance of onsite surveys is a
common practice for existing bridges, which are structures of ‘high importance and often subjected to
environmental conditions accelerating natural deterioratiomof structural materials. If from one hand,
visual inspections represent a safe harbour for private and publie.foad management companies, which
entrust on the reliable judice of domain experts, on the other/hand this practice is not cheap. First,
considering the high number of bridges managed by, road management companies, a proportional
number of well-trained inspectors is required, which represent a large share of the costs intended for
maintenance. This usually leads to reducethe numbet,of active surveyors, causing in turn several issues
due to overload and influencing the reliability of the final damage evaluation, such as the experience
degree, lapses in attention, mental weariness:»Additional bias in the overall evaluation is added by
external factors, such as weather conditions, lighting, distance between the surveyor and the inspected
clement, inaccessibility of the elements. The abovementioned problems indicate the necessity of
developing new smart tools for assisting,and supporting bridge inspectors in this crucial phase for
bridges maintenance [3].

In this view, a valuable support can be given by the recent advances in Computer Vision (CV)
technologies, which can be used/for automating defect detection and recognition in existing bridges.
According to the scientific literature,CV techniques can be categorized in four main families, as shown
in Figure 1 [4]: (a) classification; (b) segmentation; (c¢) feature detection; and (d) object detection.

Classification allows|to categorize images into predefined classes by analysing patterns and features
within the images and assigning a label. An example of classification is provided in [5], where authors
employed eight conyolutional neural networks (CNN) and transfer learning for characterizing seven
classes of defects in a dataset of‘ more than ten thousand images. The results were evaluated using new
metrics to showipros and cons’of each CNN. In [6], authors used CNNs to assess and classify different
types of inservice damages in laminated composite bridges.

Segmentation_consists of subdividing an image into multiple segments to identify objects in a specific
region within the image, allowing both localization and boundary definition. An example is provided
in [7], in which authors used instance segmentation via Mask Region-based CNN to localize and
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classify cracks in images collected during bridge inspections. In [8], authors proposed a bridge
inspection system supported by data analytics tool for characterizing and identifying defects through
segmentation. In [9], authors used semantic segmentation via deep neural network to identify finérand
coarse defects in different structural materials.

Feature detection consists of identifying and localizing features within images (from simple lines,to
complex figures), allowing to assess the variation of the considered pattern over time®In [10];.authors
used feature detection to monitor the variation of cable tension measurement, accounting for different
effects, such as fatigue damage due to environmental vibrations. In [11], authors used feature detection
to evaluate structural displacements from images of damages captured by multiple cameras.

Object detection consists of identifying and localizing objects of interest within the-image. Two main
typologies of object detectors exist: (i) two-stages detector, consisting of two deep.neural networks, one
for localization and one for classification; (ii) single-stage detector, consisting of one deep neural
network for both localization and classification tasks. Single-stage detectors aremusually preferred, due
to the computational advantages, despite lower accuracy. A populardetectoris’Y OLO [12], particularly
suitable for multi-class prediction. In [13], authors used YOLOv3 and transfer learning to identify four
defect classes in concrete bridges (crack, pop-out, spalling, exposed rebars). In [14], authors improved
YOLOVS with attention mechanisms to detect cracks in concrete structures. Similarly, in [15], authors
employed YOLOv11 with attention mechanisms for improving detection of seven classes of defects.

Computer Vision
for enhancing, SHM of Bridges
[ Classification ] [ Segimentation ] [ Feature detection] [ Object detection ]
| | 1 I
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Figure 1 — Computer Vision in SHM of Bridges: status (black solid arrows) and needed directions (red
dashed arrows). The figure reports examples of CV techniques to detect defects in existing bridges:
classification; segmentation; feature detection; object detection.

Current and future challenges

The abovementioned CV techniques present several potentialities but, at the same time, some
limitations, which characterize current and future challenges for their application to existing bridges
[4]. Firstly,although classification techniques can achieve high accuracy in the task of categorizing
surface defects when the CNN is trained on extensive datasets, they are still lacking in information
about location and extension of the defects. Alternatively, classification can be employed also after that
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defects are localized. In any cases, this methodology is not suitable when referring to a global inspection
of existing bridges, due to incompleteness. Concerning segmentation, this technique can be very useful
in accurately identifying and classifying several types of defects. On the other hand, its effectiveness is
strongly dependent on the quality and diversity of training data, besides to consider that foundational
algorithms are difficulty extendable to specific defects. In fact, using small datasets, the generalizability
of the approach cannot be ensured (modifications and retraining are often required), and.neither it.is
suitable for classifying multiples classes of defects. Regarding feature detection, it offers the possibility
to perform a real-time monitoring of defects, achieving high accuracy. Nevertheless; feature detection
is sensitive to environmental factors such as brightness and camera positioning, especially for
handcrafted features different from the foundational algorithm. Still, image reSolution represents the
main issue, which limits the detection especially for the fine defects (e.g., thin cracks), Finally, object
detectors like YOLO offers a significant opportunity for real-time visual inspections, but as for
segmentation, they require a large amount of data, with the related need of.annotations by domain
experts. Moreover, if not well trained, object detectors could not be efficient in detecting fine defects,
which is imperative for thorough onsite inspections.

Regardless of the specific CV technique selected, the real challenge in'the field of damage detection is
to develope approaches able to comply the requirements of national and international guidelines. In
fact, as for the Italian case, which is ruled by [2], for each type of structural element, a list of defects
with different importance in the overall evaluation is typically defined.

In addition, for each defect, parameters about extension and intensity must be attributed by inspectors.
The current state-of-the-art in CV focuses on some few specific defects, e.g., cracks, steel corrosion,
neglecting other features that are important for a correct. SHM, e.g., crack orientation, level of corrosion.
Concerning extension, the current CV techniques ‘are trained and tested on datasets made by specific
images, which lead to the impossibility of.considering the extension of the specific defect on the entire
structural element, unless a process of/image stitching is performed. Regarding intensity, the matter
becomes complex, because for each defect and'related intensity, the examples provided by national and
international guidelines should be considered as reference. Hence, the CV algorithms should be trained
according to the reference examples,and, at the same time, should be aseptic from other practical
aspects, such as quality of the image,distance of the photo, lighting, weather conditions. The last issue
is related to specific defects, like cracks, in which the intensity is determined by thickness. This implies
that a universal convention to quantify,this parameter in the images should be defined, characterized in
a way to be independent on thé type of image and on the distance from the device to the surface. A
viable solution resides in a specific design of the dataset, which must be extended according to the
desired prediction target:

Finally, one of the mainseurrent:.challenges regards the possibility of combining CV approaches with
new SHM technologies, both for improving automatization in damage predictions and for extracting
structural features from images and videos. One of the current trends is to exploit the handling of
unnamed aerial vehicles (UAVs), which allow to systematize inspections by ensuring a complete survey
also for those parts of bridges difficult to inspect (e.g., supports), and then, to strongly increment the
dataset. Different inspection protocols via UAV exist (e.g., [16]), while several works exploit the
potentialities of UAVs for processing images through CV. Some examples are provided in [8] and [17],
in which (defects detection was performed. In more recent applications, the combination of CV and
UAVs surveys has been also exploited for retrieving structural information from the inspected bridge,
as in'the case of [18], in which authors proposed a new method to extract main frequencies of an
infrastructure from an UAV video.
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Advances in science and technology to meet challenges

The current status of research suggests that, although CV techniques represent a tangible option,for
supporting bridge inspections, some substantial improvements are required for enhancing SHM “of
bridges. In particular, the definition of sub-optimal solutions for defect detection-localization-
classification should be framed within the current national and international guidelines, in order to make
these approaches directly accessible to bridge inspectors of road management companies (Figure 1).

The first step toward this direction is an informed data collection, in which the dataset:at the base of
CV algorithm training should be characterized including each defect typology prescribed by the
guidelines, with the related parameters of extension and intensity. Features like quality land quantity of
data strongly influence the success of the prediction, since potential bias could characterize the dataset.
Concerning quality, the images could be characterized by several uncertaintiessdue to the subjectivity
in labelling, the lighting conditions, the resolution of devices used for taking images. Regarding
quantity, a dataset characterized by a consistent variety of defects with different-features represents an
advantage, then preventing overfitting phenomena. In this context, the use of €V should be oriented to
evaluate problems with multiple classes of objects, in which the proposed algorithms are able to truly
support the inspection phases.

Another research direction to support the current practice in bridge inspection with CV is represented
by the development of suitable user-fiiendly tools, whichiean be used onsite or remotely after data
collection. This goal can be easily addressed, especially by propoesing simple Graphical User Interfaces,
GUIs, which allow to take or upload an image and.to apply the CV algorithm for identifying the type
of defect, its intensity and its extension. As for example, when dealing with cracks, the tool should be
able to recognize in an image the number of cracks, their, orientation, and their extension. Figure 2
reports a proof-of-concept of a possible GUL addressing the above aspects, in which the functionalities
of sub-modules at the base of the GUI are reported. After image uploading, the tool performs the defect
detection, counting and subsequently identifiesithe related features.

As additional key aspect, a specific module to assess the reliability of predictions is strongly suggested
for supporting inspectors’ needs. In-fact;, the final user should be supported not only in the defect
recognition, but also in assessing that the obtained CV-based prediction is reliable. To this end,
explainability techniques based on deep visual representation approaches can be implemented. Some
examples can be found in [19], such, as heatmaps, activation visualization, gradient-weighted class
activation mapping (GradCAM) and saliency maps. The main aim of the above techniques is to visually
observe the accuracy of the/prediction and establish if the employed CV algorithm is effective or needs
further developments.

A final potentiality of CViis the automatic identification of defects, which can be exploited for
improving the prediction of the structural behaviour of existing bridges, accounting for deterioration
effects. In fact, the,performance of periodical visual inspections provides insights about the evolution
of the damages, which'represents a source of information to quantify the expected service life of the
structure and then, can/be considered for planning mitigation strategies. The state-of-the-art about this
topic is stillimmature, as shown in [4]. An example of this potentiality is provided in [20], where authors
developed a life-cycle assessment framework, accounting for the influence of concrete cracks due to
corrosion in,steel reinforcement, in order to drive maintenance interventions. Future works about the
topic” shall address two main aspects: (a) automatic definition of the influence of progressive
deterioration effects on the structural performance under different hazards; (b) definition of scalable
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and generalizable predictive models, which consider different bridge typologies in different
environments.
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Figure 2 — Proof-of-concept of tools based on CV, algorithm techniques for defects recognition

Concluding remarks

One of the more intuitive and direct SHM techniques foriexisting bridges is visual inspection, in which
the observation of surface defects is the most immediate non-destructive approach to recognize the
structural damage evolution and thus the health of the structure. To support the common practice in
visual inspection, a valuable support is provided by Computer Vision, which allows to detect, classify,
and localize defects in images or extract information from videos. Although several techniques exist
with the related pros and cons, still much room for improvements exist, as highlighted in this text. First,
CV techniques should aim to align with the current guidelines, by increasing the number of predictable
defects (multi-class algorithms) and/related features (e.g., extent and intensity). To make accessible the
potentialities of CV, new user-friendly tools with simple GUIs are necessary, which can support human
domain experts in onsite or offsitersurveys. Finally, several research opportunities exist in the field of
using CV for predicting the structural behaviour of bridges, and then to derive the expected service life
and consequently to plan reliable mitigation strategies.
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Status

The application of artificial intelligence (Al) in the structural health monitoring (SHM) 'of wind,turbine
blades (Fig. 1) has gained significant importance in recent years. These technologies/provide innovative
solutions to the ongoing challenges of ensuring the longevity and operational reliability .of turbine
critical components, as well as improving maintenance strategies, reducing operational downtime, and
lowering total costs for the wind

energy lndUStry [1] + Surrogate models " . 1

+ Digital Twin
One of the common Al-based + SHM/Prognostics [ Model

1 i Learnin 2o
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signals that might not be visible to T8 ! - \ 4
human inspectors using traditional
signal processing techniques [2].
Among all the state-of-the-art
sensing techniques, piezoelectric Figure 1zAlapplications for wind turbine blade SHM and challenges
sensors, fiber optic sensors, and (illustrative images'generated using ChatGPT 5.1).

acoustic emission sensors are the

most widely used. Data from these, sensors are processed, and features are extracted to reflect the
structural deterioration. In real applications, the damage may not be visible, such as internal cracks or
material fatigue, which are common/concerns. for wind turbine blades. The use of Al in processing these

signals may significantly improve the accuracy and efficiency of SHM practice [3, 4].

There are many deep learning algorithms developed in the past decade to reduce the dimension of SHM
data and extract damage-sensitiye features. For instance, autoencoder and its numerous variants have
been applied to detect operationallanemalies and failures in wind turbine blades. Generative Adversarial
Networks (GANs) advance Al-based SHM, especially in situations where data is limited or scarce. By
generating synthetic datapGANs can augment existing datasets, and improve the Al models when there
is limited real data. This capability helps overcome one of the major challenges in SHM—insufficient
labeled data for training robust machine learning models. Convolutional Neural Networks (CNNs) have
been employed inAl-based'SHM, which are particularly effective for localizing damages on the surface
of the blades. This’damage localization not only improves the precision of fault identification but also
helps prioritize maintenance, thereby optimizing the use of resources and minimizing turbine downtime.
For many SHM applications, the time-dependent features will provide more damage-specific features
for decision-making, and Recurrent Neural Networks (RNN), such as Long Short-Term Memory
(LSTM), ate.another family of major Al algorithms applied to the wind turbine blade SHM. The
integration of data analytics algorithms into SHM systems, as Figure 1 illustrates, allows for a more
detailed, real-time understanding of the condition of each blade, which is crucial for ensuring the long-
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term performance and safety of wind turbines [5-8]. In Figure 1, the SHM challenges are categorized
by different sources, namely, testing data ambiguity, simulation difficulties, and operational and
environmental variabilities that exist in field data. Al techniques have drastically improved the SHM
feature extraction performance, and the emerging algorithms leveraging transfer learning and physics
will be even more powerful in tackling those challenges depicted in Figure 1.

Al also advances wind turbine blade SHM via the integration of heterogeneous data from different
sources and eliminates the influence of environmental and operational fluctuations.»Wind turbine
performance and health are influenced by a wide range of factors, including/sensor, measurements,
operational data (such as rotational speed and load), and environmental conditions (such as wind speed
and temperature). Al-based systems that combine these various data streams candprovide a more
comprehensive and holistic assessment of the blade’s structural health. By/analyzing these multiple data
sources simultaneously, Al models can uncover complex patterns and correlations that would be
difficult to detect with traditional methods. To deal with scenario§ wherelimited labeled data is
available for training Al models, transfer learning has been adopted imnthe community of wind
infrastructure assessment. Transfer learning involves adapting pre-trained Al models to new domains,
which can significantly reduce the need for extensive data collgction and labeling. Transfer learning is
particularly useful in wind turbine SHM, where labeled data for training'models may be scarce due to
the high costs of collecting and labeling damaged data, as well as the large variation between turbines
and blades [8-11].

Among the state-of-the-art practices of Al in SHM, therenare oftentimes some core techniques applied,
among which, surrogate models, digital twins, physies-informed machine learning, and Al-based model
updating are interconnected concepts, but each serves different purposes. Surrogate models provide
rapid (usually in near real-time) and efficient predictions of system behavior by approximating complex
simulations, and can be created using either pure data-driven approaches or enhanced with physical
laws, which may be as simple as modal expansion or as complicated as physics-informed deep learning.
While surrogate models emphasize the model“order reduction, physics-informed machine learning
focuses more on the data analyticsswhile processing SHM signals, especially in data-sparse scenarios,
by embedding real-world physics into, neural network training, enabling better generalization and
extrapolation. Digital twins leverage surtegate models, continuously syncing real-time data from
physical assets to update a high-fidelity virtual representation that predicts performance and future
states. Lastly, Al-based model updatinggpusually only referring to finite element models, uses artificial
intelligence techniques to refine models, ensuring their accuracy with evolving real-world conditions.
All these concepts are closelyaelated to SHM, applying Al to tackle engineering challenges from
different aspects [1, 2, 7, 8].

Current and Future Challenges

While the application of Al'in the SHM of wind turbine blades has garnered significant attention in
recent years, there are challenges and new opportunities for more intelligent and reliable techniques to
assess the structural.integrity of wind turbine blades [12].

The current challenges of Al applied to wind turbine blade SHM include the following aspects:

Damage Detection and Localization: A primary challenge in SHM of wind turbine blades is the accurate
detection and localization of structural damage. Traditional non-destructive testing (NDT) methods are
often time-consuming and labor-intensive, limiting their suitability for continuous monitoring. Al-
based data mining has shown potential for identifying and localizing cracks and other forms of damage.
However, developing reliable and robust Al models for damage identification remains a challenge.
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Scalability and In-Situ SHM: Effective wind turbine blade SHM faces significant challenges when it
goes to in-situ fashion. These include the need for large, diverse datasets, the ability to manage complex
and nonlinear data relationships, and ensuring model interpretability to provide actionablesinsights.
Additionally, developing physically-interpretable Al algorithms for active turbines, particularly in
remote or offshore locations, is difficult. The black-box nature further complicates decision-making,
emphasizing the need for more explainable Al techniques and standardized datasets for validation.

Sensor Integration: Managing and analyzing large volumes of heterogeneous data still presents
significant challenges. While Al assists automatic data processing, feature extraction, and decision-
making, integrating these techniques with sensor infrastructure and data management systems remains
a complex undertaking.

Uncertainty Quantification and Reliability: Another big challenge for Al-based SHM.is'the lack of high-
fidelity uncertainty quantification and reliability models. This is particularlytrue when facing high
dimensional SHM datasets and the complex nature of data fluctuation at multiple time scales.
Normalizing the data under different loading/environmental situations'isialso part of the challenge.

Despite the challenges, Al has the potential to advance SHM with future opportunities:

Explainable Al (XAI): As Al-based techniques become more prevalent in SHM, there is an increasing
need for explainable Al models that offer transparent and interpretable insights into decision-making
processes. This is particularly critical in the wind turbine infrastructure and its operations, where
operators require a clear understanding of the mechanisms' and rationale behind Al-driven
recommendations.

Hybrid Modeling Approaches: Combining physics=based models with data-driven Al techniques can
enhance the robustness and reliability of SHM systems. By integrating domain-specific knowledge with
Al’s learning capabilities, hybrid approaches can mitigate the limitations of purely data-driven models,
improving the overall performance and trustworthiness of'SHM solutions.

Adaptive and Autonomous Monitoring: The development of adaptive and autonomous SHM systems,
capable of continuously learning and adjusting to'evolving environmental and operational conditions,
presents a key challenge for the future. Al techniques, such as reinforcement learning and meta-learning,
can be pivotal in enabling these self-learning and self-optimizing systems.

Multimodal Data Fusion: Given the complexity of wind turbine blades, SHM often requires the
integration of diverse data sources, including high-dimensional sensor measurements, operational input,
and environmental factors. Al*based multimodal data mining and fusion techniques can facilitate the
extraction of comprehensive and insightful information, resulting in more accurate and reliable SHM
outcomes.

Advanced Networks and Distributed Intelligence: As the number of sensors and data generated by SHM
systems continues to'increase, the need for edge/federated computing and distributed intelligence
becomes more critical. Al-driven approaches can enable real-time data processing and decision-making
at the edge, reducing reliance on centralized systems and improving the responsiveness and resilience
of SHM operations.

Advances in Science and Technology to Meet Challenges

Addressing the aforementioned challenges may lead to significant technological progress, with
collaboration from academia, industry, and government playing a critical role [13-16].

Advaneces in Deep Learning Models and Algorithms
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Deep learning models, such as convolutional neural networks (CNNs), recurrent neural networks
(RNNs), and generative adversarial networks (GANs), have made great strides in detecting and
localizing damage in wind turbine blades. Hybrid models that combine data-driven modeling with
physics-based approaches have proven particularly promising in handling the complicated nonlinear
behavior and deterioration of turbine blades. To overcome the challenge of limited labeled data,
especially in damage detection at an early stage, transfer learning has emerged as a valuable tool. For
prognostics, LSTM and related variants demonstrate great value in modeling time-dependent features.

Sensor Technologies and Data Integration

In addition to traditional sensors like fiber-optic, piezoelectric, and acceleromeéters, advancements in
computer vision, camera photogrammetry, and laser-based noncontact measurement technologies are
significantly enhancing monitoring capabilities. These techniques provide high-reselution and full-filed
imagery data, enabling precise analysis of blade conditions without permanently-installed sensors. Via
a multimodal data fusion, deep learning models can create a comprehensive view of the blade’s health.
This fusion improves damage diagnosis, enabling the early detection0f issues‘that may not be evident
from homogenous data. Additionally, data preprocessing and ,feature ‘extraction methods, like
reinforcement learning and multimodal CNN, further optimizé model performance by extracting
meaningful features from raw data, enhancing the overall effectiveness of SHM systems [19, 20].

Stakeholder Interactions: Academia, Industry, and Government

Collaboration between academia, industry, and governmentis important to advancing Al techniques in
wind turbine SHM. Academia plays a central role in model development, system testing, and validation
for SHM systems. Partnerships between academia and. industry help bridge the gap between
fundamental science and practical implementation.

Conclusion

The integration of Al algorithms into #he"SHM. of wind turbine blades presents both significant
challenges and exciting opportunities for energy resilience. Overcoming these challenges will require
efforts in multiple disciplines: combining advaneements in sensing technology, data analytics, and Al
to reach more robust, reliable, andvintelligent SHM systems for the wind energy sector. The adoption
of digital twins—yvirtual models of wind turbines developed largely from Al—paired with predictive
maintenance powered by deep learning will.be the next-generation standard practice.
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Status

The main objective of motor health monitoring (MHM) is accurate and instantaneous fault detection,
which is required across various industries, including mass production lin€s, manufacturing, aerospace,
and energy. The bearings and gears, the most critical components of any rotating machinery, are prone
to failure over time, leading to unexpected downtime, high maintenanceweosts, and potentially
catastrophic accidents if not detected and mitigated.

Numerous methodologies have been developed to detect and identify bearing faults through vibration
signals. These methodologies can be categorized into model-basedymethods [1], signal-processing
approaches [2-5], conventional machine learning (ML), and recent deep learning (DL) methods [6-12].
DL-based methods utilizing vibration signals have grownssignificantly in the past decade. This trend is

expected, as vibration signals can quickly reveal changes in'the mechanical behavior of bearings,
making them a de facto standard in this field.
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Figure 1. Robust, practical, and accurate MHM applications through motor-independent MHM design;
current'status (black solid arrows) and needed (red dashed arrows) directions.
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Current and Future Challenges

It is undeniable that obtaining reliable and high-quality vibration signals necessitates using good-quality.
sensors, which require periodic maintenance. This maintenance can incur significant costs and pose
risks of malfunction over time. A fundamental issue is that vibration signals are sensitive to the sensor's
location and mounting characteristics on the machinery. Additionally, installing wired sensors near
rotating bearings and gears presents specific challenges and operational drawbacks. Vibration signals
are also susceptible to corruption from various background noise types, including ambient vibrations,
electrical interference from the motor, and sensor variations. Many studies havéroverlooked these
variations, evaluating their proposed methods under limited working conditions with early benchmark
datasets with restricted vibration data and fixed sensor locations. In practice, assuming sufficient fault
data for all working conditions to train the fault detector effectively may be infeasible. In fact, acquiring
any fault data may be a cumbersome option for a new machine just being operationals

In contrast, sound signals do not suffer from these drawbacks. They do notrequire additional sensors,
eliminating the need for maintenance and installation, as sound data can be“easily acquired using a
mobile phone from any location without affecting the sound signal pattern. Fufthermore, sound signals
are immune to electrical or sensor noise. Despite these significant advantages, only a few sound-based
fault detection methods have been proposed in the literature overithe pasttwo [14-22]. These methods
typically utilize conventional machine learning (ML) techniques, such as/K Nearest Neighbours (KNN)
and Support Vector Machine (SVM) classifiers, applied to manually extracted or selected features. Two
possible reasons for this limited focus are: 1) the absence efabenchmark dataset that provides extensive
vibration and sound data across various working,conditions for:different motors and sensor locations,
and 2) an early study [19], reported certain limitations of sound signals in identifying gearbox defects.
This study concluded that sound-based gear defect detection requires improvement, particularly for
fault identification. Consequently, researchers may have been' discouraged from pursuing this direction,
instead focusing on vibration-based appreaches. As\a result, only a few deep learning (DL) methods
utilizing sound signals have been proposed:[13]-[17].

One of the most critical challenges is that all priorifault detection methods assume the availability of
both healthy and faulty data for /thestarget machine. However, expecting faulty data for any target
machine under health monitoring, especially across all its working conditions (e.g., motor type, speed,
load, etc.) and sensor locations, is/unrealistic, particularly when a new (healthy) machine becomes
operational. In the absence of faulty data, these supervised methods cannot be employed to monitor the
health of a new machine. Even if faulty data is available, variations in speed and/or load, different sensor
locations, and different fault types or severities can significantly degrade the detection performance
[27].

For bearing and gear fault detection, the most common DL method is Convolutional Neural [8-9].
However, numerous (recent studies [23-25] have highlighted that Convolutional Neural Networks
(CNNs) with a homogeneous network configuration based on a first-order neuron model struggle to
effectively learn.problems-with complex and highly nonlinear solution spaces [23-25] unless they
incorporate sufficient network:depth and complexity (such as variants of CNNs). To address this, Self-
Organized Opetational/Neural Networks (Self-ONNs) have been introduced, offering a high level of
heterogeneity’and self-organized operator optimization to enhance learning performance [24]. Recent
research [9-11] has demonstrated the superior regression capabilities of Self~ONNs in tasks such as
image segmentation, restoration, and denoising. Consequently, 1D Self-ONNs and novel Transfer
Learning techniques have recently been applied to motor fault detection [9]-[11] to achieve state-of-
the-art fault) detection and health monitoring. Although fault detection accuracy has improved
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significantly with such lightweight network models, the aforementioned limitations and drawbacks still
persist.

In brief, no Al method is readily available to address all these challenges and limitations,yet. For a
complete and reliable MHM, anomaly severity estimation with accurate localization is still an open
problem, which requires prior knowledge of the machine, such as sensor setup and configuration;,as
well as historical anomaly data. Moreover, both the DL model and the domain /adaptatien,(DA)
approach should be dynamic, evolving, and multi-modal, which can use all possiblé:data sources with
the necessary transformations. Finally, Al-driven virtual sensors are an emerging need to boost sensorial
data quality and resolution to perform cost-efficient and accurate MHM operations in real-time.
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Figure 2. The roadmap towards Al-driven, low-cost, and embedded MHM solutions.

Advances in Science and Technology to Meet Challenges

Recent domain adaptation (DA) approaches have attempted zero-shot learning (ZSL) for anomaly
detection by transferring knowledge from the source domain (motor) data, where labeled fault data is
available, to the target domain (moter) data, assuming a related distribution. Ironically, most of these
approaches were still evaluated on the same machine, typically altering only a single working condition
at a time to maintain the.assumption of a related distribution. However, in some cases, significantly low
fault detection accuracies were still observed. Furthermore, regardless of the DA method employed,
performance significantly deteriorated when compact or shallow classifiers were used for detection. On
the other hand, training a de¢p and complex network not only increases the computational complexity
but also requires large, data for training, which might be infeasible. Kiranyaz et al. [11] recently
proposed the first zero-shot-learning (ZSL) with compact classifiers to detect anomalies in two different
motors, cach'with a very high number of working conditions (e.g., 540). In the same study, the blind
domain transition)(DT) paradigm was introduced as an alternative to traditional DA methods. DT
differs from other traditional DA methods since the source domain knowledge has been transferred to
the target domain, and thus, the classifier can be trained directly in the farget domain. However, it can
only detect the existence of an anomaly, neither localize nor quantify it. Moreover, it is still susceptible
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to the earlier problems of the vibration signal, and its detection performance significantly deteriotates
when those issues surface.

For elaborating on the use of sound information in motor health monitoring, a recent method [13]
compared sound and vibration signals for motor health monitoring and concluded thatisound canindeed
offer a more robust anomaly detection performance, and issues encountered in the analysis of the
vibration signal can be avoided. Another recent study [12] presented a pioneering approachithat can
transform sound into vibration, and thus, the aforementioned issues and drawbacks of the vibration
signal can be avoided by such an interesting alternative.

Concluding Remarks

As illustrated in Figure 1, beyond the recent advancements in ZSL and.DA, achieving robust and
accurate MHM still necessitates fundamental breakthroughs and innovative ideas to bridge the gaps
between different systems and develop universally applicable models. This requires the creation of
advanced algorithms capable of processing diverse data sources and sensorial ‘coenfigurations, ensuring
consistent performance across various working conditions on different motors. Additionally, the
integration of state-of-the-art sensor technologies and the application, of big data analytics will be
essential in enhancing the accuracy and reliability of MHM solations. Collaboration among academia,
industry, and government agencies will be crucial in driving R&D efforts and fostering the
establishment of standardized protocols and frameworks. Ultimately, these advancements will lead to
more efficient, cost-effective, and scalable MHM methodelogies, significantly improving the safety and
longevity of the critical lifespan of rotating machinery and motors’
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26. Artificial Intelligence for Power Grid Resilience
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Status

The electric power grid is the largest man-made machine, spanning from homes torcities and even
continents [1]. The resilient operation of this critical infrastructure is key to our sgeiety and national
security. The main functionality of the power grid, like any other supply-chain ‘systém, is to meet
electricity demand. Unlike other supply chains, electric demand must be satisfied without delay. Hence,
the supply-demand balance is the essence of power grid operation from which today’s multifaceted
operational procedures are built [2]. Power system operators manage their grids for normal and
anticipated contingencies and failures. However, ensuring the resilience 0f power system operation is
becoming increasingly challenging. From climate-triggered events, ever-inereasing generation/demand
intermittency, increased data center and consumer loads, and potentialradversarial interventions; the
electric network is facing unprecedented challenges. Artificial intelligenee (Al) can significantly
advance today’s inference and decision-making tools used for managing the health of power grid
operations [3]. In what follows, we will overview a few currentiand future challenges and then discuss
how Al can help address these limitations.

Current and Future Challenges

Key challenges that threaten the physical, cyber,and operational health of power systems include the
infrastructure design, market demand and supply, as well as the data and analysis.

External forces: Major components of every power system include electricity generation facilities,
consumers, and transmission and distribution ‘systems.” The electricity delivery infrastructure
(comprising transmission and distributionssystems) is aging and suffers from underinvestment [4]. It is
also exposed to physical and cyber threats and intrusions. Windstorms, wildfires, and extreme
temperatures are stressing the structural health'ef the electric delivery system.

Ever-Increasing Electricity Demand: At the samertime, the grid is expected to support the ever-
increasing electricity demand stemming from crypto mining, climate-induced events (e.g., heat waves),
electrification trends (e.g., the adeption of electric vehicles), and energy-hungry data centers
(supporting the development of the latest large language models) [5].

Regulation and Supply Challenges: On the supply side, generation facilities are struggling to keep up
with demand. The increased adoption of intermittent generation resources has increased the uncertainty
of power grid operation and (placed a high premium on fast-responding, flexible resources [6]. In
addition, policy and regulatory barriers are limiting investments in the expansion of electricity delivery
and generation infrastructure. Examples of these obstacles include the time-consuming and expensive
process of permitting new-transmission lines. Long waitlists for the interconnection of new generation
facilities are another well-known issue.

Data Availability: Information comes from measurements which are dependent on acquisition methods,
quality (accuracys-completeness, timeliness, consistency, etc.), and accessibility. Data governance
policies and regulations requite privacy-preserving technologies (such as differential privacy,
homomorphic encryption) and data sharing standards (such as IEEE P2810, IEEE 2030.5, etc.). With
the advent,of generative data approaches, verification and validation of high-quality synthetic data from
models (especially for simulating rare high-impact events) could be utilized for structural health
monitoring (SHM).

Deployment of Al: Integrating Al with legacy power systems raises standardization and compatibility
challenges and often requires modernizing operation and maintenance models as well as regulatory
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guidelines [3]. Also, limited access to high-quality, time-synchronized data hinders the training and
deployment of Al-based monitoring and control solutions. Caution should be utilized on where, when,
and how to leverage Al to minimize potential risks associated with a data-only responses’ forun-
observed situations. Al standardizations could facilitate cost-benefit comparisons, eperational
transformations for maintenance that guides policy and regulatory support.

Advances in Science and Technology to Meet Challenges

Efficient, fast, scalable, and secure monitoring and decision-making across the power grid are the
foundation for enhancing power grid resilience and health. The grid's evolution is progressing from its
two ends: bottom-up (from end-users and consumers) and top-down (from the generation side of the
grid).The bottom-up transition of the grid is driven by connectivity and autonomy. Distributed and
small-scale energy storage (e.g., batteries) and production assets (e.g.,arooftopssolar panels) are
reshaping the distribution side of the power grid. The orchestration of these sesources is key to the
resilient operation of today’s and future power systems. The top-down transition is fueled by the
adoption of large-scale intermittent renewable generation, the integration ofvstate-of-the-art control
hardware and adaptive operating software, as well as the hardening of cyberprotections. All of these
advances include operational and SHM internet of things (IoT) sensors to identify system performance.

Bottom-up perspective: Small-scale energy assets (generation and flexible resources) are the bedrock
of the end-user-led revolution in the power system. These assets,come in different forms and shapes,
with varying energy capacities and response rates. Their true,power comes at scale [7]. Put differently,
at scale, they will be a powerful asset ready to deploy at a moment’s notice. Connectivity and autonomy
(supported by AI/ML) are the two pillars necessary for creating a plug-and-play setup to orchestrate
these geographically distributed (Fig. 1), heterogeneous assets that can connect or disconnect from the
grid at a moment’s notice (e.g., electric vehicles). Despiteirecent advancements (such as utilization of
reinforcement learning (RL) to adjustypeer-to-peer communication parameters [8]), on-device
computation load and the communication burden of ToT-connected energy assets have been hindering
the deployment of plug-and-play coordination selutions [9]. Al-human teaming can adjust computation
and communication parameters to reduce the computational load, speed up processing, and alleviate the
communication burden [8, 10].

Figure 1. The heterogeneity-0f end-user assets that are an integral part of future plug-and-play power
grids (facilitated by distributed. coordination). Each dashed area indicates assets controlled by a single
autonomous agent, while the arrows represent inter-agent communications.

Top-down Approach: Power system operating software needs to be upgraded to address ongoing and
future challenges/in power systems. Despite recent efforts by the Department of Energy to showcase
the performance of power systems’ operating software to utilities and system operators [11], adoption
has been slow. The complexity of power grid operation is ever-increasing and solving the energy
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dispatch decision-making problems are becoming more difficult. To this end, recent effortsvhave
focused on integrating Al with energy optimization procedures (e.g., learning to optimize, Fig. 2)
[12,15] and utilizing Large Language Models (LLMs) [13] to process unstructured data for power grid
optimization. Monitoring the health of power grid operation and preparing for viable contingencies
(asset failures) is another area benefiting from Al integration [14]. Using the LOOP (Leatning to
Optimize the Optimization Process) framework offers a method of optimization for a utility, u
assessment over the system S states X.

Reformulated and
relaxed space

l

T3 T

Original feasible space

—

Reconstruction and Using LOOP to find
mapping the optimal solution the optimal solution

Figure 2. An example of a technology that has the potential to significantly speed up power system
decision-making illustrating the multi-step process of developing neural-based optimizers to provide
fast and feasible solutions to decision-making problems.

Enabling Al-based solutions requires upgrading data collection infrastructure and adopting privacy-
preserving techniques along with transparent data governance standards and protocols, such as IEEE
3006.8 [16] and differential privacy.[17]. The generation and verification of high-quality synthetic data
(such as Texas A&M’s synthetic dataset [18]) can help bridge this gap.

Concluding Remarks

e Electric system operators and utilities tend to be conservative—and for good reason. The lack
of transparency and explainability in today’s Al solutions hinders their adoption in power grid
control rooms. Al limitations, such as hallucinations and decision-making shortfalls, do not
reassure them which requires further verification and validation experiments

e Power system datasets, are often locked due to security concerns. Except for a few publicly
available examples; synthetic datasets fail to meet the needs of today’s data-hungry Al tools.
Bridging this gap requires partnerships, open datasets, and realistic testbeds to facilitate
deployment Al'bounds, standardizations, and certifications.

o The aging physical infrastructure of the power system demands continuous and advanced SHM,
and the utilization of deep learning methods to analyze time series and imagery data are only
expected to.increase.

e Cyber hardening is another critical area where Al can play a transformative role. The growing
number of small-scale energy assets increases the attack surface, making cybersecurity a greater
challenge. Al offers essential tools for real-time threat detection, intrusion flagging, and
boosting overall grid resilience and health.
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e Al advancements, including improved explainability, performance guarantees, “and
computational efficiency, can facilitate their adoption by power system stakeholders.
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