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UAV-Mounted RIS-Assisted Legitimate Surveillance Over

Maritime Low-Altitude Communication Networks
Wei Wang, Member, IEEE, Xu Hao, Lei Wu, Feng Zeng, Nan Zhao, Senior Member, IEEE, Kanapathippillai

Cumanan, Senior Member, IEEE, and Emil Björnson, Fellow, IEEE

Abstract—This paper considers a challenging maritime low-
altitude surveillance issue, in which, a legitimate monitor UAV
intends to overhear a suspicious UAV-vessel link with the help
of a jammer UAV. Both the suspicious receiver has the jamming
detection ability and the jammer UAV is energy-constrained.
To address these challenges, we propose a novel UAV-mounted
reconfigurable intelligent surface (RIS) assisted approach, where
the RIS is deployed on the jammer UAV to create an additional
surveillance channel towards the legitimate UAV. Furthermore,
the jammer UAV can also intelligently adjust its power allocation
and flight trajectory to covertly disturb the suspicious transmis-
sion with the detection thresholds and the energy budgets. In such
a setup, we consider a sum eavesdropping rate maximization
problem of the legitimate UAV during all time slots. This
formulated problem is solved by jointly optimizing the three-
dimensional (3D) trajectory of the legitimate UAV, the reflecting
phase shifts of the RIS, as well as the 3D trajectory and jamming
power of the jammer UAV under the mobility, covertness, and
power limitation constraints. We decompose the non-convex
design problem into three subproblems and propose an iterative
algorithm to find its approximated optimal solution by using the
block coordinate descent method. In each iteration, we utilize the
successive convex approximation and phase alignment techniques
to handle these subproblems. Numerical simulation results are
provided to validate the effectiveness and tremendous potential
of UAV-mounted RIS in the maritime low-altitude surveillance.

Index Terms—Maritime low-altitude surveillance, UAV-
mounted RIS, energy-constrained power allocation, cooperative
jamming, trajectory design.

I. INTRODUCTION

Nowadays, the rapid development of unmanned aerial ve-

hicles (UAVs) has given rise to the new concept low-altitude
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economy (LAE) [1]–[4], which could support a wide variety

of important applications, such as emergency rescue [5], [6],

data collection [7], [8], communication coverage [9], [10],

and integrated sensing and communications (ISAC) [11]–[13].

Although there have been many discussions on utilizing UAVs

in LAE networks, most only focus on the terrestrial scenarios.

Recently, with the surge in marine activities [14]–[17], UAVs

have been introduced to assist various maritime low-altitude

communication networks due to their on-demand deployment

and flexible dispatch [18]–[22]. Despite the significant ad-

vantages and potential benefits brought by the maritime low-

altitude UAVs, once they are maliciously used by criminals or

terrorists, it will bring substantial risks to the maritime public

safety. Hence, effective surveillance of the low-altitude UAV-

enabled maritime communication networks is of paramount

importance and a challenging issue.

A. Related Works

To date, as one of important methods of wireless surveil-

lance, jamming-assisted proactive eavesdropping has been

already widely applied to various suspicious communication

scenarios [23]–[29]. Nevertheless, the aforementioned works

mainly consider the static distributions of the legitimate

monitor and the suspicious transmitter/receiver, which may

not be suitable for dynamic maritime surveillance scenarios.

Recently, UAV-assisted legitimate surveillance has been rec-

ognized as an effective approach for improving eavesdropping

capabilities in highly dynamic environments. This is due to the

fact that the UAV can flexibly adjust its flight trajectory to

approach the suspicious transmitter or receiver. For example,

in [30], the authors considered an intelligent eavesdropping

scheme based on reinforcement learning, which can find the

optimal monitoring location by learning during the movement.

In [31], the authors studied a UAV-aided suspicious communi-

cation scenario, where the jamming power was optimized to

enhance the eavesdropping efficiency. In [32], a UAV-aided

proactive eavesdropping system was investigated, where the

sum eavesdropping rate was maximized by jointly design-

ing the UAVs position and power allocation. Moreover, a

UAV-assisted relay surveillance system was studied in [33],

where the UAV can simultaneously wiretap the suspicious

information from the source and the relay. In [34], the

authors employed a spoofing relay and a UAV eavesdropper to

collaboratively eavesdrop on multiple suspicious links. In [35],

a full-duplex (FD) UAV-enabled legitimate monitoring system
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was considered, where the UAV can simultaneously transmit

jamming signals and receive suspicious information. Later on,

this FD UAV-aided surveillance scheme was extended to a

multiple links scenario in [36], where the goal was to enhance

the eavesdropping success probability by jointly designing

the UAVs deployment and power allocations. In contrast to

the above works only focused on the static scenarios, the

authors in [37], [38] studied a mobile surveillance system,

where a monitor UAV intended to intercept the suspicious

communications from an UAV pair. In addition, multiple UAV-

assisted legitimate surveillance scheme was investigated in

[39], [40], where the surveillance performance was optimized

by jointly designing the jamming power levels and the co-

operative UAVs trajectories. However, when the legitimate

UAVs move closer to the suspicious transmitter or receiver

to improve eavesdropping performance, which may be easily

detected by the malicious users, and thereby deteriorate the

surveillance performance. To deal with this issue, the authors

in [41]–[44] developed a covert surveillance scheme to over-

hear the suspicious stationary or moving targets, where the

trajectories of UAVs were designed to disguise the purpose of

surveillance. However, if the legitimate UAVs need to keep the

large distance from the malicious users to remain undetected,

which may not achieve a effective eavesdropping performance

due to long-distance path loss.

To overcome this difficulty, reconfigurable intelligent sur-

faces (RIS), also referred to as intelligent reflecting sur-

faces (IRS), have been applied to improve the eavesdropping

performance by reconfiguring the propagation environment

[45]–[49]. For example, an RIS-assisted legitimate monitoring

problem was first investigated in [50], where the RIS is

mounted on the monitor to constructively/destructively for-

ward signals. In [51], the authors considered an RIS-aided

proactive eavesdropping system, where a deep reinforcement

learning scheme was developed to derive the optimal reflective

beamforming strategy. Further, a robust RIS-assisted wireless

surveillance system was considered in [52], in which a joint

design of the RIS phase shifts and the legitimate receiver

beamformer was proposed. In [53], a double-RIS enabled

proactive eavesdropping problem was investigated, where the

surveillance performance was optimized by jointly designing

the double-RIS reflective phase shifts. In addition, different

from the prior passive RIS, an active RIS was introduced to

assist legitimate surveillance in [54]. This is because the active

RIS can simultaneously adjust the reflective phase and amplify

the signal amplitude. However, the works in [50]–[54] only

considered silent eavesdroppers without jamming assistance.

To achieve more efficient eavesdropping, the authors in [55]

proposed an RIS-enabled proactive eavesdropping scheme,

where the RIS was employed to collaboratively reflect the

jamming signals. In [56], the authors considered an RIS-

assisted proactive eavesdropping system, where the active

jamming and passive reflection beamforming were jointly

optimized to minimize the jamming power. In [57], an

RIS-aided wireless surveillance network was investigated, in

which a joint design of the RIS deployment strategy, the

receive and jamming beamforming vectors was proposed.

Moreover, in [58], the authors studied a hybrid reflecting-

backscatter intelligent surface enabled legitimate surveillance

system, where some elements of RIS are used to reflect the

suspicious information while the remaining send jamming

signals through backscatter techniques. Later on, this hybrid

reflecting-backscatter surveillance scheme was extended to a

double-RIS-assisted proactive eavesdropping scenario in [59],

where the goal was to enhance the effective eavesdropping rate

by jointly optimizing the reflection coefficients at two RISs. In

addition, the authors in [60]–[63] considered a simultaneously

transmitting and reflecting RIS (STAR-RIS)-aided proactive

eavesdropping over the suspicious onehop or multihop links,

where the STAR-RIS can adjust its functions to balance

the channel gains of the suspicious and eavesdropping link.

However, the authors in [50]–[63] only considered the static

scenarios, i.e., the locations of monitor, RIS and suspicious

transmitter/receiver are fixed. Additionally, the above works

all assumed that the eavesdropper cannot be discovered by

the suspicious users, which is not a realistic assumption.

Therefore, in [64], an RIS-aided UAV-enabled eavesdropping

scheme with a safety distance constraint was proposed, where

the surveillance performance was optimized by jointly design-

ing the the UAV trajectory and RIS configuration.

However, the aforementioned works, e.g., [50]–[64], only

assumed that the RIS is used as a fixed anchor, which may

not achieve a better eavesdropping performance in the mobile

surveillance environments. More importantly, it is challenging

to deploy the RIS at the appropriate location in oceans due to

the geographically limited sites. Besides, the works in [30]–

[44], [50]–[64] all assumed that the malicious users do not

react to the eavesdropping attack from the monitor ( [41], [42],

[64] only considered the safety distance constraint), which

is an impractical assumption and may result in significant

degradation of eavesdropping performance. This is because if

the suspicious users detect the eavesdropping attack, they will

inform each other and terminate the transmission, and thereby

degrade the surveillance performance. To address this issue,

the authors in [65] proposed a machine learning algorithm for

the detection of active eavesdropping attacks at the suspicious

transmitter. In [66], the authors considered a jamming-assisted

suspicious communications system, where the jammer can

send jamming signals to protect the suspicious transmission.

Moreover, in [67], a covert proactive surveillance scheme was

proposed to improve eavesdropping performance, where the

suspicious users have the detection ability of the artificial

noise. However, the authors in [65]–[67] only considered static

surveillance scenarios. In addition, the above mentioned works

mainly focused on terrestrial scenarios [30]–[44], [50]–[67],

which differ substantially from maritime wireless surveillance

environments. This is because the suspicious users in the

maritime scenario, unlike them in the terrestrial settings with

static deployments and random distributions, are typically

clustered on vessels, which are sparsely distributed and move
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TABLE I
COMPARISON OF THIS PAPER WITH OTHER REPRESENTATIVE WORKS

References Main idea Limitations vs. our work

[39], [40]
Multiple UAVs cooperative eavesdropping; joint UAVs
trajectories and jamming powers optimization.

It is easily detected by the malicious users; not suitable
for jamming detection scenarios.

[41]–[44]
Multi-UAVs covert surveillance; optimize UAVs trajecto-
ries to disguise the purpose of surveillance.

Relying on the covert distance constraints; difficult to
improve eavesdropping performance.

[64]
RIS-assisted UAV-enabled proactive eavesdropping; joint
UAV+RIS collaborative design.

Only considering the safety distance constraints and the
static suspicious transmission.

[67]
The suspicious receiver is capable of detecting artificial
noise; covert surveillance under channel uncertainty.

Assumes the static distributions of the legitimate monitor
and the suspicious transmitter/receiver.

[68]
Joint UAV and USV-aided maritime cooperative surveil-
lance; suitable for maritime scenarios.

Low efficiency; only considering the safety distance
constraint and USV’s trajectory optimization.

[69]
Energy-constrained UAV jamming power allocation; joint
UAV+vessel trajectories design.

Not involving the suspicious users with the jamming
detection ability.

Our work

UAV-mounted RIS-assisted maritime low-altitude surveil-
lance; UAVs 3D trajectories, RIS phase shifts and jam-
ming power allocation co-design.

Suitable for jamming detection and energy-constrained
scenarios; covertly disturb the suspicious transmission,
and simultaneously enhance the eavesdropping efficiency
as well as save the jamming power.

along predefined sailing routes. Furthermore, in contrast to

the terrestrial jammer, it is difficult for the maritime jammer

(e.g. UAV) to replenish energy on the ocean, its jamming

power allocation need be carefully designed to improve the

eavesdropping efficiency. Recently, some initial works (e.g.,

[68], [69]) have investigated the effective surveillance of

UAV-enabled maritime suspicious communications. The au-

thors proposed a jammer UAV-assisted maritime cooperative

surveillance scheme for suspicious vessels links in [68], where

the goal was to improve monitoring efficiency by optimizing

the USV’s trajectory. Moreover, in [69], the authors consid-

ered a maritime legitimate surveillance system, where the

legitimate monitor vessel tried to overhear a suspicious UAV-

vessel communication link with the help of a jammer UAV.

Yet, these works all assumed that the jamming attack cannot

be detected by the suspicious users, and thus, the results will

not be suitable in practical surveillance environments with

the jamming detection ability. To differentiate this work from

existing works in the research area, a comparative analysis of

various representative works is summarized in Table I.

B. Motivations and Contributions

Motivated by these challenges, this paper studies a new mar-

itime low-altitude surveillance system, in which, a legitimate

monitor UAV intends to eavesdrop a suspicious UAV-vessel

communication link with the help of a jammer UAV. In par-

ticular, we consider a practical scenario where the suspicious

receiver has the jamming detection ability and the jammer

UAV is energy-constrained. To tackle these challenges, we

propose a jammer UAV-mounted RIS enabled approach, where

the jammer UAV can covertly send the jamming signals

to the suspicious receiver while the deployed RIS also can

potentially create a surveillance channel towards the legitimate

UAV. Our objective is to jointly design the jammer UAV

three-dimensional (3D) trajectory and power allocation, the

legitimate UAV 3D trajectory, and the RIS’s reflecting phase

shifts for maximizing the sum eavesdropping rate over all time

slots. The main contributions are summarized as follows:

(1) We consider a novel maritime legitimate surveillance

system, where a monitor UAV eavesdrops a suspicious UAV-

vessel pair with the help of a jammer UAV. Different from the

previous works, we assume that the suspicious receiver has

the jamming detection ability and the jammer UAV is energy-

constrained. Specifically, we propose a UAV-mounted RIS

enabled approach, where the RIS is deployed on the jammer

UAV to create a surveillance channel towards the legitimate

UAV by configuring the radio environments. Meanwhile, the

jammer UAV also can intelligently adjust its power allocation

to disturb the suspicious transmission with the detection

thresholds and the energy budgets.

(2) We formulate an optimization problem that jointly

designs the 3D trajectory of the legitimate UAV, the reflecting

phase shifts of RIS, as well as the 3D trajectory and power

allocation of the jammer UAV under the detection thresholds

and the energy budgets constraints. Compared to the existing

works on UAV-enabled legitimate surveillance [39], [64], [68],

[69], the proposed UAV-mounted RIS scheme cannot only

covertly confuse the malicious users, but also can simulta-

neously enhance the eavesdropping efficiency and save the

jamming power, which is more suitable for practical maritime

surveillance environments.

(3) We decompose the non-convex formulated problem

into three subproblems and then transform them into more

tractable forms by using successive convex approximation and

phase alignment methods, respectively. Next, we propose an

iterative algorithm that alternately solve these equivalently

subproblems by utilizing the block coordinate descent (BCD)

technique. In each iteration, we derive closed-form solutions

of the reflecting phase shifts, the jamming power and 3D

flight trajectories. Additionally, we develop a novel optimal

power allocation algorithm for the energy-constrained cases

to improve the energy efficiency.

(4) We discuss the convergence and the complexity of the

proposed joint design, and verify the system performance

based on the simulation results. Moreover, we demonstrate

that for the surveillance scenario with the artificial noise detec-
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TABLE II
LIST OF SYMBOLS.

Symbol Description

M RIS Reflecting Elements
T Flight period of UAVs
dt Length of each time slot
qa[n] Horizontal location of node a
za[n] Vertical location of node a
dab[n] Distance between a and b
dmin Minimum security distance of UAVs
pJ [n] Jamming power from J
pS [n] Transmit power from S
ptotal Total jamming power
ppeak Peak jamming power

σ2
cov Artificial noise detection threshold

d{Smin,Dmin} Minimum safety distance from the suspicious users

gab[n] Large-scale channel coefficient between a and b

h̃ab[n] Small-scale fading coefficient between a and b
k[n] Rician factor
β0 Channel power gain at a reference distance
Φ[n] Phase shift matrix of the RIS

σ2

{D,E}
Variance of the additive white Gaussian noise

R{D,E}[n] Achievable rate at the D and E

REE [n] Effective eavesdropping rate
φSJ [n] Cosine of the angle of arrival from S to J
φJE [n] Cosine of the angle of departure from J to E
Γ{SE,JE,SJ,JD} Lower bound of small-scale fading

ΓSD Upper bound of small-scale fading

Rlb
E
[n] Lower bound of RE [n]

Rub
D

[n] Upper bound of RD[n]

tion ability, the proposed UAV-mounted RIS enabled approach

can simultaneously enhance the eavesdropping performance

and save the power consumption compared to the existing

works in the literature. In addition, when the energy budget is

limited, we observe that the proposed optimal jamming policy

can obtain the higher energy efficiency over the conventional

power allocation scheme.

The rest of this paper is organized as follows. Section II pro-

vides the system model and problem formulation. The original

optimization problem is decomposed into three subproblems

and proposes an iterative algorithm in Section III to yield

an approximated optimal solution. In Section IV, simulation

results are presented and discussed, and finally, the work is

concluded in Section V.

Notations: Boldface lowercase and uppercase letters denote

vectors and matrices, respectively. (·)H , || · ||, | · | and E(·) rep-

resent the conjugate transpose, Euclidean norm, absolute value

and statistical expectation, respectively. Moreover, CN (0, σ2)
indicates the complex Gaussian distribution with zero mean

and σ2 variance. A list of symbols used in this paper is

presented in Table II.

II. SYSTEM MODEL AND PROBLEM FORMULATION

As shown in Fig. 1, we consider a maritime low-altitude

surveillance system assisted by the UAV-mounted RIS, where

an eavesdropper UAV E intends to overhear the suspicious

transmission from a UAV-vessel link (S-D) with the help of

a jammer UAV J. Specifically, the RIS is deployed on the

UAV J to create an additional surveillance channel towards

the UAV E by configuring the radio environments. Moreover,

we consider a practical scenario where the suspicious receiver

UAV S

UAV J

UAV E

RIS

Suspicious communication link

Legitimate eavesdropping link

Reflective eavesdropping link

Cooperative jamming link

Trajectory

Vessel D

Fig. 1. Energy-constrained UAV-mounted RIS enabled maritime legitimate
surveillance system.

D has the artificial noise detection ability and the jammer UAV

J is energy-constrained, thus the jamming power allocation of

the UAV J on the ocean need be carefully designed to improve

the eavesdropping efficiency. In this surveillance system, it is

assumed that both the UAVs and vessel are mounted with

a single antenna, while the RIS consists of M reflecting

elements. Furthermore, the ships in the maritime often move

along predefined lanes and large-scale channel state informa-

tion (CSI) is available.1 For ease of exposition, we discretize

the UAVs flying duration T into N time slots with equal

length dt = T/N , where N , {1, 2, · · · , N}. Moreover, let

the coordinates (qS [n], zS [n]), qS [n] = (xS [n], yS [n]), and

(qD[n], 0), qD[n] = (xD[n], yD[n]) represent the locations

of the UAV S and vessel D, respectively. In addition, we

denote the UAV E and J coordinates as (qE [n], zE [n]) and

(qJ [n], zJ [n]), respectively, where qE [n] = (xE [n], yE [n])
and qJ [n] = (xJ [n], yJ [n]). Accordingly, for any n ∈ N , the

low-altitude UAV obeys the following mobility constraints:

||qi[n+ 1]− qi[n]|| ≤ vihdt, (1a)

|zi[n+ 1]− zi[n]| ≤ vivdt, (1b)

zmin ≤ zi[n] ≤ zmax, (1c)

where vih and viv represent the maximum horizontal and

vertical speed, i ∈ {E, J}, and zmax and zmin indicate the

maximum and minimum flight altitude of UAVs, respectively.

Furthermore, since the RIS was mounted on top of the UAV J

to create an additional surveillance channel towards the UAV

E, their flight altitudes also need to satisfy the following set

of constraints:

min {zS [n], zE [n]} ≥ zJ [n] + zmhd, ∀n, (2)

where zmhd represents the minimum height difference. More-

over, to prevent potential collisions between UAV E and

1This is typical for ocean scenarios [19]–[21], [69]–[71], where the
positions of mobile ships can be obtained via the maritime Automatic
Identification System (AIS) and be used as the prior information.
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UAV J, the following minimum flight distance constraint is

imposed:

dEJ [n] ≥ dmin, ∀n ∈ N (3)

where dij [n] =
√

||qi[n]− qj [n]||2 + |zi[n]− zj [n]|2 de-

notes the distance from i to j, and dmin indicates the

minimum anti-collision distance.

Since the UAVs have difficulty to replenish energy on the

ocean, the jamming power pJ [n] of the UAV J should obey

the following constraints:

N∑

n=1

pJ [n] ≤ ptotal, (4a)

0 ≤ pJ [n] ≤ ppeak, (4b)

where ptotal and ppeak indicate the total and the peak jamming

power, respectively. Furthermore, if the legitimate UAVs move

close to the suspicious users, they may be easily detected and

resulting in failed surveillance missions. Therefore, we impose

the following minimum distance constraints:

diS [n] ≥dSmin, (5a)

diD[n] ≥dDmin, (5b)

where i ∈ {E, J}, and dSmin and dDmin denote the mini-

mum safety distance from the suspicious users, respectively.

Moreover, different from the previous works, we also assume

that the suspicious users have the jamming detection ability,

i.e., if the vessel D detects the artificial noise power beyond

the threshold, it will inform the UAV S to stop transmitting.

Hence, for any n ∈ N , the transmit power pJ [n] of the UAV

J should also obey the following covertness constraints:

0 ≤ pJ [n] ≤ pcov[n], (6)

where pcov[n] =
σ2
cov−σ2

D

|hJD [n]|2 , hJD[n] denotes the channel

coefficients between the UAV J and the vessel D, and σ2
cov and

σ2
D represent the artificial noise detection threshold and the

receiver noise power at D, respectively. Thus, the constraint

(4b) can be further expressed as

0 ≤ pJ [n] ≤ min{pcov[n], ppeak}, ∀n. (7)

In addition to these constraints, due to the sea wave move-

ment and the ocean scattering, a practical maritime channel

model including both line-of-sight (LoS) and non-line-of-sight

(NLoS) effects is employed [19]–[21], [69]. Accordingly, the

channel coefficients at time n are defined as

hij [n] = gij [n] · h̃ij [n]

=

√
β0

d2ij [n]
·
(√

k[n]

1 + k[n]
+

√
1

1 + k[n]
κij

)
,

(8)

where gij [n] and h̃ij [n] denote the large-scale and small-

scale fading coefficients, respectively, i, j ∈ {S,D,E, J}. The

symbol κij ∈ CN (0, 1), β0 represents the channel power gain

at a reference distance of 1 m, and k[n] denotes the Rician

factor2. Based on this channel model, since the RIS and the

emitting antenna were mounted on the top and bottom of the

UAV J, the received signal at the UAV E and the vessel D

can be expressed respectively as3

yE [n] = xS [n]hSE [n] + xS [n]h
H
JE [n]Φ[n]hSJ [n] + nE [n],

(9)

and

yD[n] = xS [n]hSD[n] + xJ [n]hJD[n] + nD[n], (10)

where xS [n] and xJ [n] indicate the transmit signal from S and

J, and nE [n] ∼ CN (0, σ2
E) and nD[n] ∼ CN (0, σ2

D) represent

the receiver noise at the E and D, respectively. The symbol

Φ[n] = diag(ejθ1[n], ejθ2[n], · · · , ejθM [n]), θm[n] ∈ [0, 2π],
is the phase shift matrix of the RIS. Therefore, at time slot

n ∈ N , the achievable rate at the E and D can be derived

respectively as

RE [n] = log2

(
1 +

pS [n]|hSE [n] + h
H
JE [n]Φ[n]hSJ [n]|2
σ2
E

)
,

(11)

and

RD[n] = log2

(
1 +

pS [n]h
2
SD[n]

σ2
D + pJ [n]h2

JD[n]

)
, (12)

where pS = E(|xS |2) and pJ = E(|xJ |2).
In practice, if and only if RE [n] ≥ RD[n], the UAV E

can decode the suspicious information without distortion [23]–

[29]. Thus, the effective eavesdropping rate can be defined as

REE [n] =

{
RD[n], RE [n] ≥ RD[n],
0, RE [n]<RD[n].

(13)

Under the above setting, we consider a maritime low-

altitude eavesdropping system assisted by the energy-

constrained UAV-mounted RIS, where the sum eavesdropping

rate is maximized by jointly designing the 3D trajectory of

the legitimate UAV, the reflecting phase shifts of the RIS, as

well as the 3D trajectory and jamming power of the jammer

2The k[n] is the ratio between the LoS power and the scattering power,
which can be determined from the historical data of AIS [19]–[21], [69].

3This is because the RIS only reflect the signal from its front half-space,
meanwhile, the jamming signal is known to the legitimate eavesdropper,
which can be eliminated at the E [20], [69].
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UAV. This optimization problem can be formulated as

max
{qE[n],zE[n]},Φ[n],

pJ[n],{qJ[n],zJ[n]}

N∑

n=1

REE [n]

s.t. C1 : ||qi[n+1]−qi[n]||≤ vihdt, i ∈{E, J} , ∀n,
C2 : |zi[n+ 1]−zi[n]|≤ vivdt, i ∈ {E, J} , ∀n,
C3 : zmin ≤ zi[n] ≤ zmax, i ∈ {E, J} , ∀n,
C4 : min {zS [n], zE [n]} > zJ [n] + zmhd, ∀n,
C5 : dEJ [n] ≥ dmin, ∀n,
C6 : diS [n] ≥ dSmin, i ∈ {E, J} , ∀n,
C7 : diD[n] ≥ dDmin, i ∈ {E, J} , ∀n,

C8 :

N∑

n=1

pJ [n] ≤ ptotal, ∀n,

C9 : 0 ≤ pJ [n] ≤ min{pcov[n], ppeak}, ∀n,
C10 : 0 ≤ θm[n] ≤ 2π, ∀m,n,

(14)

where C1−C3 are the mobility constraints of UAVs and C4

is the mounting height constraint of the RIS. The constraint

C5 is the anti-collision constraint between the UAV E and

UAV J, the constraints C6 and C7 represent the safety distance

constraint from the suspicious users, respectively. Moreover,

the constraints C8 and C9 denote the power-limited and covert

jamming constraint of the UAV J , respectively. The constraint

C10 is the RIS phase shifts constraint.

Since the variables {qE [n], zE [n],Φ[n], pJ [n],qJ [n], zJ [n]}
are coupled in the objective function and constraints, it is

highly complicated to determine the global optimal solution

for problem (14). Thus, to circumvent this non-convexity

issue, a computationally efficient iterative algorithm is

proposed to yield a feasible solution for problem (14).

III. PROPOSED ITERATIVE ALGORITHM

To efficiently solve the non-convex problem (14), in this

section, we first decompose the original problem into three

subproblems and then resort to the BCD technique to obtain

an approximated optimal solution, i.e., alternately optimizing

the variables {Φ[n],qJ [n], zJ [n]}, {qE [n], zE [n]} and pJ [n]
while the remaining ones are fixed.

A. Joint optimization of the UAV J trajectory {qJ [n], zJ [n]}
and RIS phase shifts Φ[n]

With any given UAV E trajectory {qE [n], zE [n]} and

jamming power pJ [n], the original non-convex problem (14)

reduces to the following form :

max
Φ[n],{qJ[n],zJ[n]}

N∑

n=1

REE [n]

s.t. C1 : ||qJ [n+1]−qJ [n]||≤ vJhdt, ∀n,
C2 : |zJ [n+ 1]−zJ [n]|≤ vJvdt, ∀n,
C3 : zmin ≤ zJ [n] ≤ zmax, ∀n,
C4 : min{zS [n],zE [n]}>zJ [n]+zmhd, ∀n,
C5 : dEJ [n] ≥ dmin, ∀n,
C6 : dJS [n] ≥ dSmin, ∀n,
C7 : dJD[n] ≥ dDmin, ∀n,
C8 : 0 ≤ θm[n] ≤ 2π, ∀m,n.

(15)

Since the RIS was mounted on top of the UAV J to enhance

the received signal at the UAV E, for any {qJ [n], zJ [n]}
in (15), we only have to align the phases to the UAV E

to guarantee RE [n] ≥ RD[n] at more time slots. Hence, to

maximize the objective function in (15), we first set

θ1[n] =θ2[n] +
2πd

λ
(φJE [n]− φSJ [n])

...

=θM [n] +
2π(M − 1)d

λ
(φJE [n]− φSJ [n])

=ω,

(16)

where φSJ [n] = xJ [n]−xS [n]
dSJ [n]

and φJE [n] = xE [n]−xJ [n]
dJE [n]

denote the cosine of the angle of arrival and departure of

the signal from S to J and J to E, respectively. The symbol

ω represents an arbitrary phase shift with ω ∈ [0, 2π].
Accordingly, the optimal phase shift of the m-th element in

time slot n can be derived as follow:

θ∗m[n] = ω +
2π(m− 1)d

λ
(φJE [n]− φSJ [n]), (17)

Then, according to the optimal values θ∗m[n] in (17), problem

(15) is recast as

max
{qJ[n],zJ[n]}

N∑

n=1

REE [n]

s.t. C1− C7.

(18)

However, problem (18) is challenging to directly solve due

to the coupled variables {qJ [n], zJ [n]} in both numerator and

denominator of RE [n] and RD[n]. Moreover, it is obvious that

the optimization of the UAV J trajectory {qJ [n], zJ [n]} will

simultaneously affect the eavesdropping rate RE [n] and the

suspicious rate RD[n]. Therefore, to maximize the objective

function in (18), i.e., it is required to satisfy RE [n] ≥ RD[n]
at more time slots n, problem (18) can be equivalently

reformulated as

max
{qJ[n],zJ[n]}

N∑

n=1

RE [n]−RD[n]

s.t. C1− C7.

(19)
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To solve problem (19), by substituting (17) into (11), the

eavesdropping rate RE [n] can be rewritten as

RE [n]=E

{
log2

(
1+

pS [n]|hSE [n]+hJE [n]hSJ [n]Mejw|2
σ2
E

)}

≥ log2

(
A1[n]+

A2[n]

d2SJ [n]d
2
JE [n]

+
A3[n]

dSJ [n]dJE [n]

)
=Rlb

E [n],

(20)

where A1[n] = 1 + pS [n]β0ΓSE

σ2
E
d2
SE

[n]
, A2[n] =

pS [n]β2
0ΓJEΓSJM

2

σ2
E

,

A3[n] =
2pS [n]β

3
2
0 ΓSEΓJEΓSJM

σ2
E
dSE [n]

. The symbols ΓSE , ΓJE and

ΓSJ denote the lower bound on the corresponding small-scale

fading, respectively [19]–[21], [69], and Rlb
E [n] indicates the

lower bound of RE [n]. Similarly, we can derive the upper

bound on the suspicious communication rate RD as follows:

RD[n] = E

{
log2

(
1 +

pS [n]h
2
SD[n]

σ2
D + pJ [n]h2

JD[n]

)}
,

≤ log2

(
1 +

B1[n]

σ2
D + B2

d2
JD

[n]

)
= Rub

D [n],
(21)

where B1[n] = pS [n]β0ΓSD

d2
SD

[n]
, B2[n] = pJ [n]β0ΓJD. The

symbols ΓSD and ΓJD represent the upper and lower bound

on the corresponding small-scale fading, respectively, and

Rub
D [n] denotes the upper bound of RD[n]. Then, based on

(20) and (21), by defining the slack variables r[n] and s[n],
problem (19) is equivalently transformed into the following

form:

max
{qJ[n],zJ[n]}

N∑

n=1

log2

(
A1[n]+

A2[n]

r[n]s[n]
+

A3[n]

(r[n]s[n])
1
2

)

− log2

(
1 +

B1[n]

σ2
D + B2

d2
JD

[n]

)
,

s.t. r[n] ≥ d2SJ [n], ∀n,
s[n] ≥ d2JE [n], ∀n,
C1− C7.

(22)

To efficiently solve problem (22), we provide the following

proposition.

Proposition 1: Function log2

(
A1[n]+

A2[n]
r[n]s[n]+

A3[n]

(r[n]s[n])
1
2

)

is convex with respect to r[n] and s[n].

Proof: Please refer to Appendix A. �

From Proposition 1, by the first-order Taylor series expan-

sions, we have

log2

(
A1[n]+

A2[n]

r[n]s[n]
+

A3[n]

(r[n]s[n])
1
2

)

≥ log2 A4[n]−
(

A2[n]

r̃2[n]s̃[n]
+

1
2A3[n]

r̃
3
2 [n]s̃

1
2 [n]

)
r[n]− r̃[n]

ln 2 A4[n]

−
(

A2[n]

r̃[n]s̃2[n]
+

1
2A3[n]

r̃
1
2 [n]s̃

3
2 [n]

)
s[n]− s̃[n]

ln 2 A4[n]
,

(23)

where A4[n] = A1[n]+
A2[n]

r̃[n]s̃[n]+
A3[n]

r̃
1
2 [n]s̃

1
2
[n]

, and r̃[n] and s̃[n]

represent the l-th feasible solutions. As a result, substituting

(23) into (22) yields

max
{qJ[n],zJ[n]}

N∑

n=1

−
(

A2[n]

r̃2[n]s̃[n]
+

1
2A3[n]

r̃
3
2 [n]s̃

1
2 [n]

)
r[n]−r̃[n]

ln 2 A4[n]

−
(

A2[n]

r̃[n]s̃2[n]
+

1
2A3[n]

r̃
1
2 [n]s̃

3
2 [n]

)
s[n]−s̃[n]

ln 2 A4[n]

−log2

(
1+

B1[n]

σ2
D+ B2

||qJ [n]−qD[n]||2+|zJ [n]−zD[n]|2

)
,

s.t. r[n] ≥ ||qJ [n]− qS [n]||2 + |zJ [n]− zS [n]|2, ∀n,
s[n] ≥ ||qJ [n]− qE [n]||2 + |zJ [n]− zE [n]|2, ∀n,
C1− C7.

(24)

The problem (24) is convex and can be efficiently tackled

by the interior-point method [20], [21], [69], [72].

B. Optimization of the UAV E trajectory {qE [n], zE [n]}
For given Φ[n], {qJ [n], zJ [n]} and pJ [n], the problem

defined in (14) can be rewritten as

max
{qE[n],zE[n]}

N∑

n=1

REE [n]

s.t. C1 : ||qE [n+1]−qE [n]||≤ vEhdt, ∀n,
C2 : |zE [n+ 1]−zE [n]|≤ vEvdt, ∀n,
C3 : zmin ≤ zE [n] ≤ zmax, ∀n,
C4 : min {zS [n], zE [n]}>zJ [n]+zmhd, ∀n,
C5 : dEJ [n] ≥ dmin, ∀n,
C6 : dES [n] ≥ dSmin, ∀n,
C7 : dED[n] ≥ dDmin, ∀n.

(25)

Based on the definition of the effective eavesdropping rate

in (13), for each time n in (25), optimizing the UAV E

trajectory will not change the suspicious communication rate

RD[n]. Thus, if we want the objective function in (25) to

increase, the UAV E will need to guarantee RE [n] ≥ RD[n]
at more time slots n. Accordingly, problem (25) is equivalently

converted as

max
{qE[n],zE[n]}

N∑

n=1

RE [n]

s.t. C1− C7.

(26)

To make problem (26) more tractable, we first derive a

lower bound of RE [n] as follows:

RE [n]=E

{
log2

(
1+

pS [n]|hSE [n]+hJE [n]hSJ [n]Mejw|2
σ2
E

)}

≥ log2

(
1 +

D1[n]

d2SE [n]
+

D2[n]

d2JE [n]
+

D3[n]

dSE [n]dJE [n]

)
,

(27)
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where D1[n] = pS [n]β0ΓSE

σ2
E

, D2[n] =
pS [n]β2

0ΓJEΓSJM
2

σ2
E
d2
SJ

[n]
,

D3[n] =
2pS [n]β

3
2
0 ΓSEΓJEΓSJM

σ2
E
dSJ [n]

. Then, by substituting (27)

into (26) and introducing the slack variables u[n] and v[n],
problem (26) reduces to an equivalent form as

max
{qE[n],zE[n]}

N∑

n=1

log2

(
1+

D1[n]

u2[n]
+
D2[n]

v2[n]
+

D3[n]

u[n]v[n]

)

s.t. u[n] ≥ d2SE [n], ∀n,
v[n] ≥ d2JE [n], ∀n,
C1− C7.

(28)

Similarly, by the first-order Taylor approximation, the ob-

jective function in problem (28) can be rewritten as

log2

(
1 +

D1[n]

u2[n]
+

D2[n]

v2[n]
+

D3[n]

u[n]v[n]

)

≥ log2 D4[n]−
(
D1[n]

ũ2[n]
+

1
2D3[n]

ũ
3
2 [n]ṽ

1
2 [n]

)
u[n]− ũ[n]

ln 2 D4[n]

−
(
D2[n]

ṽ2[n]
+

1
2D3[n]

ũ
1
2 [n]ṽ

3
2 [n]

)
v[n]− ṽ[n]

ln 2D4[n]
,

(29)

where D4[n] = 1+ D1[n]
ũ[n] + D2[n]

ṽ[n] + D3[n]

ũ
1
2 [n]ṽ

1
2 [n]

, and ũ[n] and

ṽ[n] denote the l-th feasible solutions, respectively. Accord-

ingly, by substituting (29) into (28), we rewrite the problem

in (28) into an equivalent form as

max
{qE[n],zE[n]}

N∑

n=1

−
(
D1[n]

ũ2[n]
+

1
2D3[n]

ũ
3
2 [n]ṽ

1
2 [n]

)
u[n]− ũ[n]

ln 2 D4[n]

−
(
D2[n]

ṽ2[n]
+

1
2D3[n]

ũ
1
2 [n]ṽ

3
2 [n]

)
v[n]− ṽ[n]

ln 2D4[n]
,

s.t. u[n] ≥ ||qE [n]−qS [n]||2 + |zE [n]−zS [n]|2, ∀n,
v[n] ≥ ||qE [n]−qJ [n]||2 + |zE [n]−zJ [n]|2, ∀n,
C1− C7.

(30)

Note that problem (30) is a convex optimization problem,

which can be solved efficiently by CVX [73]–[75].

C. Optimization of the UAV J jamming power pJ [n]

In this subsection, we fix the variables Φ[n], {qE [n], zE [n]}
and {qJ [n], zJ [n]} while optimizing the jamming power pJ [n]
of the UAV J. Then the problem defined in (14) is equivalently

recast as

max
pJ[n]

N∑

n=1

REE [n]

s.t. C1 :

N∑

n=1

pJ [n] ≤ ptotal, ∀n,

C2 : 0 ≤ pJ [n] ≤ min{pcov[n], ppeak}, ∀n.

(31)

For given Φ[n], {qE [n], zE [n]} and {qJ [n], zJ [n]}, it is

noted that the optimization of the jamming power pJ [n] of the

Algorithm 1 The optimal jamming power allocation policy.

Set p+ = 0, r = 1.

Calculate the energy efficiency η[n] = REE [n]
p∗
J
[n] , n ∈ N , by

substituting (32) into (31).

Rearrange the sequence p∗J [n] according to the value of

η[n], from large to small.

repeat

p+ = p+ + p∗J [r]
r = r + 1

until p+ > ptotal
Restore the sequence p∗J [n] from the p∗J [r] in order of

original time slots n.

UAV J will only change the suspicious communication rate

RD[n]. Thus, according to (13), to maximize the objective

function in (31), we can determine the optimal power pJ [n]
when RE [n] = RD[n] for any n ∈ N . Based on this

discussion, we provide the following theorem.

THEOREM 1. The optimal jamming power of problem (31),

denoted as p∗J [n], n ∈ N , is

p∗J [n]=

{
p̃J [n], 0 ≤ p̃J [n] ≤ min {ppeak, p̃cov[n]} ,
0, otherwise,

(32)

where p̃J [n] =
d2
JD [n]
β0

(
β0ΓSDσ2

E

d2
SD

[n]F [n]
− σ2

D

)
, F [n] =

β0ΓSE

d2
SE

[n]
+

β2
0ΓJEΓSJM

2

d2
SJ

[n]d2
JE

[n]
+

2β
3
2
0 ΓSEΓJEΓSJM

dSE [n]dJE [n]dSJ [n]
and p̃cov[n] =

(σ2
cov−σ2

D)d2
JD [n]

β0ΓJD
.

Proof: Please refer to Appendix B. �

Since the UAVs have difficulty to replenish energy on the

ocean, when the jamming power of the UAV J is limited,

i.e., ptotal <
∑N

n=1 p
∗
J [n], n ∈ N , we develop an optimal

jamming power allocation policy for this energy-constrained

case to improve the energy efficiency, which is summarized

in Algorithm 1.

Remark: From Algorithm 1, when the energy budget of

the UAV J is limited, it cannot send the optimal jamming

power at every time slot n. Thus, for this energy-constrained

case, the system prefers to assign more jamming power

on some time slots with larger value of η[n], which will

obtain a higher energy efficiency over the conventional power

allocation scheme.

D. Overall Algorithm

We propose an iterative algorithm for solving problem (14)

by using the BCD technique, the algorithm details are shown

in Algorithm 2. Since the variables {Φ[n],qJ [n], zJ [n]},

{qE [n], zE [n]} and pJ [n] are updated alternately, Algorithm

2 is nondecreasing over iterations and converges to a sta-

tionary point; the relevant details are given in [20], [69],

[74], [75]. Furthermore, in each iteration, the complexity of

solving (24), (30) and (32) are O[(3N)3.5], O[(3N)3.5], and

O[N +N log(N)], respectively. Thus, the total complexity of
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Algorithm 2 Proposed iterative algorithm for problem (14).

Set l = 0, γ = 10−5, Rl
0 = 0, and Rl

f = 100
Initialize (q0

E , z
0
E), (q

0
J , z

0
J), (p

0
J) and Φ0.

repeat

Let l = l + 1,

Obtain Φl and (ql
J , z

l
J) by using (17) and (24) for any

given (ql−1
E , zl−1

E ) and p
(l−1)
J ;

Calculate (ql
E , z

l
E) of (30) based on Φl, (qlJ , z

l
J) and

p
(l−1)
J ;

Update plJ based on (32) and Algorithm 1 under given

Φl, (ql
E , z

l
E) and (ql

J , z
l
J);

Determine Rl
EE and Rl

f = |Rl
0 −Rl

EE |.
Update Rl+1

0 = Rl
EE ;

until Rl
f ≤ γ

Output (ql
E , z

l
E), (q

l
J , z

l
J), p

l
J and Φl.

overall algorithm in Algorithm 2 is O[Nite(3N)3.5], where

Nite and N denote the numbers of required iterations and

time slots, respectively.

IV. SIMULATION RESULTS

In this section, we evaluate and analyze the eaves-

dropping performance of the proposed UAV-mounted RIS-

aided joint design scheme. The simulation parameters are

set as follow. The initial and final coordinates of the

UAV E and J are located at {xE [0], yE [0], zE [0]} =
{400, 0, 30} m and {xE [N ], yE [N ], zE [N ]} = {400, 250, 30}
m, and {xJ [0], yJ [0], zJ [0]} = {400, 50, 30} m and

{xJ [N ], yJ [N ], zJ [N ]} = {400, 300, 30} m, respectively. The

maximum and minimum flight altitudes of the UAVs are set to

zmax = 80 m and zmin = 20 m, and the maximum horizontal

and vertical speed are set to vih=18 m/s and viv = 5 m/s,
i ∈ {E, J}, respectively [76], [77]. Furthermore, β0 = −20
dBm is the channel power gain, k[n] = 31.3 is the Rician

factor [19], and ΓSE = ΓSJ = ΓJE = ΓJD = Γmin = 0.65
and ΓSD = Γmax = 1.35 are the lower and upper bounds on

the corresponding small-scale fading, respectively [20], [69].

Moreover, unless stated otherwise, σ2
D = σ2

E = −70 dBm are

the noise variances [78], σ2
cov = −50 dBm is the artificial

noise detection threshold, pS = 25 dBm is the transmission

power of the UAV S, ppeak = 25 dBm and ptotal = 500
mW are the peak and total jamming power of the UAV J,

respectively [69], [79]. In addition, N = 30 is the numbers

of time slots [80], M = 64 is the reflecting elements of RIS,

zmhd = 5 m is the minimum height difference, dmin = 20
m is the minimum anti-collision distance between the UAV E

and J, and dSmin = dDmin = 100 m are the minimum safety

distance from the suspicious users, respectively.

Fig. 2(a) and Fig. 2(b) depict the trajectories of the UAVs

onto the 3D and vertical plane with different horizontal speed

vih, i ∈ {E, J}, respectively. The initial and final positions

of the UAVs and vessels are set as △ and ▽, respectively.

As show in the Fig. 2(a), when vEh = vJh = 12 m/s, we
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Fig. 2. Optimized UAVs trajectories with different horizontal speeds vih:
(a) 3D plane; (b) Vertical plane.

notice that both UAV E and UAV J almost directly fly to the

final position due to the minimum flight time N constraint.

However, when vih increases, both UAV E and UAV J first

fly quickly to the suspicious users, then they follow the

suspicious users for as long as possible. The reason is that

the eavesdropper UAV E needs to follow the suspicious UAV

S to overhear more information while the jammer UAV J

moves closer to the suspicious receiver D to save the jamming

powers. Furthermore, due to the noise detection threshold and

the minimum safety distance constraints, both UAV E and

UAV J need to keep a certain distance from the suspicious

S and D to remain undetected. Moreover, from Fig. 2(b),

when vEh = vJh = 18 m/s, both UAV J and UAV E

first fly to a lower altitude, then they climb the altitude in a

certain period of time, and subsequently reduces the altitude

before reaching the final location. This is because when far

from the suspicious users, the UAV J needs to reduce the
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Fig. 3. Optimized UAVs trajectories with different RIS reflection elements
M .

flight altitude to get the better position for jamming while the

UAV E moves closer to the UAV J to enhance the reflected

signal from RIS. In addition, when the legitimate UAVs come

closer to the suspicious users as N increases, the UAV J must

ascend to a higher flight altitude to evade detection by the

suspicious receiver D while the UAV E climbs the flight height

to eavesdrop more information from the suspicious UAV S.

Fig. 3 plots the 3D trajectories of both UAV E and UAV J

versus different numbers of reflection elements M . From the

Fig. 3, for all given values of M , both UAV E and UAV J

first move quickly to the suspicious users, then they follow

the UAV S and vessel D as long as possible, respectively.

However, when M is small, i.e., M = 16, the UAV E first

flies to a higher altitude, then it reduces the altitude in a

certain period of time, and subsequently climbs up before

reaching the final location. This is because the reflected signal

power from RIS decreases as M decreases, the UAV E

needs to move closer to the suspicious S to eavesdrop more

information. Furthermore, due to the minimum safety distance

constraint, the UAV E reduces the altitude in some time slots

to simultaneously move away from/closer to the UAV S/J to

improve the eavesdropping performance. Moreover, for all

considered values of M , the flight trajectory of the UAV J

remains the same. The reason is that the UAV J needs to

always keep the optimal routes to get the best position for

jamming purpose.

Fig. 4 presents the achievable eavesdropping rate versus

different UAVs speed vih and RIS deployment scenarios,

respectively. As can be seen in Fig. 4, the achieved eavesdrop-

ping rate first increases and then decreases as N increases for

all considered values of vih, i ∈ {E, J}. This is because both

UAV E and UAV J first approache to the suspicious S and D,

and gradually keeps away from them as N increases. How-

ever, when the maximum UAVs speed vih is large enough,

i.e., vJh =vEh= 18 m/s and vJh =vEh= 21 m/s, the achieved

maximum eavesdropping rate remains the same. The reason
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Fig. 4. Achieved eavesdropping rate with different UAVs speeds and RIS
deployments.
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Fig. 5. Transmission power of the UAV J with different speeds vih and RIS
deployments.

is that when vih is sufficiently enough, both UAV E and

UAV J cannot fully utilize the maximum speed to approach

the suspicious users due to the fact that there are the noise

detection threshold and the minimum safety distance con-

straints. Moreover, as expected, the proposed UAV-mounted

RIS enabled approach achieves a superior performance when

compared with the baseline scheme without RIS. The reason

is that the RIS can create an additional surveillance channel

towards the UAV E by configuring the radio environments,

and thereby enhances the effective eavesdropping rate.

Fig. 5 illustrates the transmission power of the UAV J

versus different speed vih and RIS schemes, respectively. As

presented in Fig. 5, for all considered UAVs speeds and RIS

schemes, the transmission power of the UAV J first decreases

and then increases as N increases. The reason is that when

the UAV J is far away from the suspicious users, it needs to

send a larger jamming power pJ to guarantee RE [n] ≥ RD[n].
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Fig. 6. Optimal jamming power of the UAV J with different noise detection
thresholds σ2

cov and total power constraints ptotal.

Moreover, from the results in Fig. 5, the transmission power of

the UAV J decreases as vJh or vEh increases. This is because

when vJh or vEh is large enough, the UAV J or E can quickly

approach to the suspicious D or S, and thus only need a small

jamming power to guarantee RE [n] ≥ RD[n]. In addition,

compared with the scheme without RIS, the proposed UAV-

mounted RIS scheme significantly reduces the transmission

power of the UAV J, which has been previously explained in

detail.

Fig. 6 shows the optimal jamming power pJ [n] versus

different artificial noise detection thresholds σ2
cov at the sus-

picious receiver D and total power constraints ptotal at the

jammer UAV J , respectively. For given detection thresholds

σ2
cov = 10−5 mW and σ2

cov = 5 ∗ 10−6 mW, the upper bound

of the covert jamming power pcov[n] can be derived as red +
and green ∗, respectively. From the Fig. 6, when both σ2

cov

and ptotal are sufficiently enough, i.e., σ2
cov = 10−5 mW and

ptotal = 500 mW, the optimal jamming power pJ [n] can be

allocated at every time slot n. However, when the energy

budget of the jamming power is limited, i.e., ptotal = 200
mW, the UAV J reduces the transmission power to zero in

some time slots. The reason is that the system prefers to assign

more jamming power on those time slots with larger value of

η[n], the relevant details can be found in Algorithm 1, which

will obtain a higher energy efficiency over the conventional

power allocation scheme. Moreover, when σ2
cov is small, even

if the total power budget ptotal is sufficiently enough, the UAV

J also will not send jamming signal in a certain period of time

to evade detection by the suspicious receiver D. In addition,

if the ptotal is also limited, i.e., ptotal = 100 mW, the UAV J
needs to assign the jamming power based on both the upper

bound of pcov[n] and the energy efficiency η[n].

Fig. 7 compares the average eavesdropping rates of the

proposed UAV-mounted RIS scheme (denoted as 3D UAV-

RIS) with the following benchmark approaches: (1) The fixed
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Fig. 7. Achieved average eavesdropping rates with different algorithms
versus ptotal.

UAVs flight altitude scheme (denoted as 2D UAV-RIS), where

the flight altitudes zE = 50 m and zJ = 20 m; (2) The

proposed 3D joint optimization scheme in [69] (denoted as 3D

UAV without RIS), where the scheme without the assistance

of the RIS; (3) The proposed fixed power allocation scheme

in [68] (denoted as FP UAV-RIS), where the jamming power

PJ [n] =
ptotal

N mW, ∀n ∈ N . As can be seen in Fig. 7, the

achieved average eavesdropping rates of all algorithms first

increases and then saturates as the total power budgets ptotal
increases. This is because when ptotal is large enough, the

UAV J cannot fully utilize the maximum jamming power to

disturb the suspicious receiver D due to the fact that there

is a minimum artificial noise detection threshold. Moreover,

compared with the 2D and without RIS schemes, the proposed

scheme significantly improves the average eavesdropping rates

since it can simultaneously adjust UAVs 3D flight trajectories

and create an additional surveillance channel. In addition,

from the Fig. 7, the fixed power allocation scheme achieves

a worse performance when compared with the other four

schemes. This is because when the detection threshold σ2
cov

is not sufficiently enough, the equal allocation scheme will

result in the artificial noise power of the suspicious receiver D

beyond the detection threshold at some time slots, and thereby

degrade the eavesdropping performance.

V. CONCLUSIONS

In this paper, we have introduced UAV-mounted RIS into

maritime low-altitude surveillance systems to enhance the

eavesdropping performance by creating an additional surveil-

lance channel towards the legitimate UAV, and meanwhile

reduce the power consumption and improve the energy effi-

ciency by adjusting the power allocation and flight trajectory

of the jammer UAV. In the proposed scheme, the 3D trajectory

of the legitimate UAV, the reflecting phase shifts of the RIS,

as well as the 3D trajectory and the jamming power of the
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jammer UAV have been jointly designed to maximize the sum

eavesdropping rate under the UAVs mobility, the detection

thresholds and the energy budgets constraints. To address the

non-convexity issue, we have first decomposed the design

problem into three subproblems and then converted them into

more tractable forms. Finally, we have proposed an iterative

algorithm to determine an approximated optimal solution

of the designed problem. Moreover, we have evaluated and

discussed the system performance and the impact of different

parameters of the proposed scheme. The simulation results

have demonstrated that the effectiveness and showed the

capability of the proposed UAV-mounted RIS scheme in the

maritime surveillance scenarios with the jamming detection

ability. On the one hand, the harsh maritime environments

may affect UAV flight stability. On the other hand, the typical

hardware impairments will cause RIS phase-shift errors. As a

result, in the future work, we will further consider these effects

in the problem design to improve anti-interference capability

and surveillance robustness.

APPENDIX A

PROOF OF PROPOSITION 1

First, let us define f(r[n], s[n]) as the first term in the

objective function of problem (22), then we derive the second-

order partial of f(r[n], s[n]) with respect to r[n] and s[n],
respectively:

∂2f

∂r2[n]
= − 1

z2 ln 2

(
A2

r2[n]s[n]
+

A3

2r3/2[n]s1/2[n]

)2

+
1

z ln 2

(
2A2

r3[n]s[n]
+

3A3

4r5/2[n]s1/2[n]

)
,

(33)

∂2f

∂s2[n]
= − 1

z2 ln 2

(
A2

r[n]s2[n]
+

A3

2r1/2[n]s[n]3/2

)2

+
1

z ln 2

(
2A2

r[n]s3[n]
+

3A3

4r1/2[n]s5/2[n]

)
,

(34)

and

∂2f

∂s[n]∂r[n]
=

∂2f

∂r[n]∂s[n]
= − 1

z2 ln 2
·

[(
A2

r2[n]s[n]
+

A3

2r3/2[n]s1/2[n]

)(
A2

r[n]s2[n]
+

A3

2r1/2[n]s3/2[n]

)]

+
1

z ln 2

(
A2

r2[n]s2[n]
+

A3

4r3/2[n]s3/2[n]

)
,

(35)

where z(r[n], s[n]) = A1 +
A2

r[n]s[n] +
A3√

r[n]s[n]
.

Based on (33)-(35), the Hessian matrix of f(r[n], s[n]) is

∇2f =

[
∂2f

∂r2[n]
∂2f

∂r[n]∂s[n]
∂2f

∂s[n]∂r[n]
∂2f

∂s2[n]

]
. (36)

As a result, according to the objective function f(u[n], v[n])

defined in (22), we can easily obtain ∂2f
∂r2[n]

∂2f
∂s2[n] −

∂2f
∂r[n]∂s[n]

∂2f
∂s[n]∂r[n] > 0 due to {r[n], s[n], A1, A2, A3} > 0.

Thus, the matrix ∇2f is positive definite and the function

f(r[n], s[n]) is convex with respect to r[n] and s[n]. This

completes the proof.

APPENDIX B

PROOF OF THEOREM 1

Suppose problem (31) is feasible and let p∗J [n] denotes its

optimal solution. First, for given Φ[n], {qE [n], zE [n]} and

{qJ [n], zJ [n]}, to guarantee RE [n] ≥ RD[n], we have the

jamming power p̃J [n] ≥ d2
JD [n]
β0

(
β0ΓSDσ2

E

d2
SD

[n]F [n]
− σ2

D

)
based

on (11) and (12), where F [n] = β0ΓSE

d2
SE

[n]
+

β2
0ΓJEΓSJM

2

d2
SJ

[n]d2
JE

[n]
+

2β
3
2
0 ΓSEΓJEΓSJM

dSE [n]dJE [n]dSJ [n]
. However, since the suspicious communi-

cation rate RD[n] is strictly monotonically decreasing with

respect to p̃J [n], we can determine the optimal jamming

power when RE [n] = RD[n] by (13), i.e., p̃J [n] =
d2
JD[n]
β0

(
β0ΓSDσ2

E

d2
SD

[n]F [n]
− σ2

D

)
. If the feasible solution p̃J [n] can

satisfy both the peak and covert power constraints, i.e.,

0 ≤ p̃J [n] ≤ min {ppeak, p̃cov[n]}, we can obtain the optimal

solution p∗J [n] = p̃J [n] =
d2
JD [n]
β0

(
β0ΓSDσ2

E

d2
SD

[n]F [n]
− σ2

D

)
. Next, if

the jamming power p̃J [n] =
d2
JD [n]
β0

(
β0ΓSDσ2

E

d2
SD

[n]F [n]
− σ2

D

)
< 0,

there must exist the relationship RE [n] > RD[n], which

shows that the UAV J doesn’t need to send any jamming

power to disturb the suspicious transmission, i.e, p∗J [n] = 0.

Moreover, if p̃J [n] > ppeak or p̃J [n] > p̃cov[n], due to the

peak power and detection threshold constraints, the UAV J
will not send the jamming signal in some time slots for saving

power, i.e., we have p∗J [n] = 0. Combining three parts above,

the optimal solution p∗J [n] of problem (31) can be derived as

(32). This completes the proof.
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