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Quantum community detection via deterministic elimination
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We propose a quantum algorithm for calculating the structural properties of complex networks and graphs. The
corresponding protocol—deteQt—is designed to perform large-scale community and botnet detection, where a
specific subgraph of a larger graph is identified based on its properties. We construct a workflow relying on
ground state preparation of the network modularity matrix or graph Laplacian. The corresponding maximum
modularity vector is encoded into a log, (N )-qubit register that contains community information. We develop a
strategy for “signing” this vector via quantum signal processing, such that it closely resembles a hypergraph state,
and project it onto a suitable linear combination of such states to detect botnets. As part of the workflow, and
of potential independent interest, we present a readout technique that allows filtering out the incorrect solutions
deterministically. This can reduce the scaling for the number of samples from exponential to polynomial. The
approach serves as a building block for graph analysis with quantum speedup and enables the cybersecurity of

large-scale networks.

DOI: 10.1103/s7cm-c9qy

I. INTRODUCTION

Quantum computing (QC) has emerged as a computing
paradigm that suits problems with a specific structure [1].
Its applications include problems with inherently quantum
behavior, with notable examples lying within chemistry [2]
and strongly correlated materials [3], or problems with an
algebraic structure [4,5]. Here, the prominent example is an
exponential speedup via Shor’s algorithm for factoring large
integers [6]. This is an example of a Bounded-error Quantum
Polynomial time (BQP) complexity class algorithm that relies
on efficient solution readout where only a few samples are
required (logarithmic in the input size). Other domains that
can benefit from quantum subroutines include linear equa-
tion solvers [7,8], matrix inversion [9-11], and differential
equation solvers [12,13]. However, here the advantage largely
depends on the ability to read the solution [14], represent-
ing a challenge [15]. Finally, quantum computing offers an
advantage in sampling quasiprobability distributions [16,17],
motivating the development of quantum generative modeling
[18-23].

Moving away from natively quantum or algebraic prob-
lems, there remains an open question if quantum computers
can help solve problems with a combinatorial structure. On
one hand, for provably NP-hard instances of optimization
problems we do not expect an exponential advantage [24],
while there is still room for efficient heuristics [25-27].
However, recent advances show a largely improved ability
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to approximate certain optimization problems via decoded
quantum interferometry [28], triggering further search. Sim-
ilarly, quantum computers show promise in topological data
analysis (TDA) [29-33], where quantum algorithms can
provide insights that are difficult to achieve with classical
methods [34-39]. In the domain of graph and network the-
ory, there are examples of quantum algorithms for finding
shortest paths [40,41] and detecting cliques [42]. Photonic
samplers have been successfully applied to study maximal
clique finding for molecular docking [43—45]. The exponen-
tial improvement for quantum walks on glued trees suggests
a further advantage for selected graph-based problems [46].
Interestingly, there are also BQP algorithms with expo-
nential advantage in simulating large networks of coupled
oscillators [47].

Motivated by the examples above, we consider a wide
area of complex networks [48] as a potential beneficiary of
quantum computing. Complex networks (CNs) represent large
multinode graphs with connectivity defined by relations be-
tween objects that they model. CNs are ubiquitous in various
domains, representing intricate systems such as communi-
cation networks, biological networks, social networks, and
financial systems [49-51]. One of the key tasks in analyzing
these networks is community detection [52], where the objec-
tive is to identify groups of nodes that are more interconnected
relative to the rest of the network. This task is crucial in
various applications, including social media analysis, where
communities may represent groups with shared interests [53];
biology, where communities might correspond to functional
modules in a protein interaction network [54,55]; and cyberse-
curity, where identifying clusters of compromised nodes can
help in the detection of botnets or coordinated cyberattacks
[56]. Despite its importance, community detection becomes
increasingly challenging as networks grow in size and

Published by the American Physical Society
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FIG. 1. Flowchart summarizing deteQt—the developed quantum algorithms for modularity-based community and botnet detection. The
protocol consists of several steps, including finding the leading eigenvector of the modularity matrix, and readout sampling techniques to infer

its signs. We detail each step and subroutine in Sec. II.

complexity [57]. To date, the attempts to connect quantum
systems and complex networks have mostly remained at a
conceptual level [58] and much work is needed to bring full
QC benefits to hard community detection and graph partition-
ing problems.

Classical algorithms for community detection, such as the
Girvan-Newman algorithm [59], modularity-based spectral
methods [60], and spectral clustering [61], have made sig-
nificant strides in this area. However, these methods often
struggle with scalability and accuracy in large-scale networks.
The graph partitioning problem [62,63], closely related to
community detection, is also of significant interest, particu-
larly in the context of optimizing the division of a network
into smaller, more manageable subgraphs [64]. This problem
is critical in parallel computing [65], very Large Scale inte-
gration (VLSI) design [66], and load balancing [67]. Current
state-of-the-art classical protocols, like the Louvain method
[68] and the use of Markov clustering (MCL) [69], attempt
to partition large networks efficiently but are limited by com-
putational resources and the exponential growth of problem
complexity.

In this paper, we propose a quantum algorithm designed
to calculate the structural properties of complex networks and
graphs. Our protocol, named deteQt, is specifically developed
for large-scale community and botnet detection. We introduce
the workflow based on ground state preparation for a modu-
larity matrix and quantum spectral analysis. By utilizing tools
such as block encodings, linear combinations of unitaries,
and quantum singular value transformation, we project the
leading eigenvector of the modularity matrix, which encodes
the community structure, to identify distinct communities.
Furthermore, we introduce an adaptive readout technique that
efficiently identifies nodes under specified conditions, which
we coin as deterministic elimination (defined by properties of
hypergraph states).

Looking toward applying quantum methods to the struc-
tural and topological analysis of complex networks, we
consider the field of cybersecurity, where early and accurate
detection of malicious activity is critical. We connect our pro-
tocols with malicious botnet detection, where the structure of
such a subgraph is efficiently discovered. The proposed deteQt
approach not only provides a building block for quantum-

accelerated graph analysis but also enhances the cybersecurity
of large-scale networks.

II. PROTOCOL: SUBROUTINES

We proceed to describe the quantum approaches to study-
ing complex network properties, in particular concentrating
on graph partitioning, community structure learning, and bot-
net detection. To this end, we have developed a quantum
protocol to tackle the problem of modularity-based commu-
nity detection. We refer to it as the deteQt protocol, which can
use an exponentially improved number of operations as com-
pared to classical analogs, for specified readout conditions
and network types. A schematic of the full defeQt protocol
is given in Fig. 1, where we describe the required steps from
instantiating the network to sampling the partitions.

A. Input

Our procedure is able to work on any network. However,
it is most effective when there is a clear community structure;
i.e., there exists a subset of nodes that are densely connected to
each other, but sparsely connected to the rest of the network.
We encode the graph using the modularity matrix B, with
elements
@ (1)
2m
where A;; are elements of the adjacency matrix: A;; =1 if
node i is connected to node j, otherwise A;; = 0. As before,
k; is the degree of node i, and m is the total number of edges
in the network.

Bjj = Aij —

B. Ground state preparation of max vector

The task of modularity-based community detection is to
find the optimal vector s°°' that maximizes the modularity
Q [52]. Modularity-based methods can be used to divide a
network into an arbitrary number of communities. Here, we
focus on partitioning into two communities. In this case, we
can write the equation for modularity as

1 I r
Q — m %:Bijsisj = ES BS, (2)

where s; = £1 depending on which community node i be-
longs to. Note that hierarchical approaches can be used once
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we need to detect more communities [52]. An effective way
of finding s°" is to find the eigenvector corresponding to the
largest eigenvalue of B. We refer to this leading eigenvector
as the max vector, or |Ay.x). Taking the sign of the elements
of |Amax) gives us the quasioptimal bipartitioning |s°P') =
8ign(|Amax) ). From here on, we will refer to the smaller parti-
tion as the botnet.

Since the modularity matrix for an N-node network is an
N x N matrix, it can be loaded onto a quantum computer
using n = [log, N] qubits. To prepare |Amax), We change
B — —B, such that |A,) is now the ground state. This can
be efficiently prepared on a quantum computer for opera-
tors (Hamiltonians) with specific structure and nonvanishing
spectral gap, such as the Hamiltonians of strongly correlated
models [2,10,70]. Modularity matrices of graphs with some
distinct community structure also possess nonvanishing spec-
tral gaps; hence GSP protocols in these cases are efficient.
There are several quantum techniques for ground state prepa-
ration (GSP). The right choice of procedure depends on the
resources available and the fidelity required.

C. “Signing” the max vector

Once we have the ground state |,y ), Which can always be
expanded in the computational basis as [Amax) = 2)2(":_01 Cylx),
the next task is to apply the sign function onto the amplitudes
of the state. This transforms it into a real equally weighted

(REW) state of the form [71]
1

n 1 .
|[VRew) = N ; sign(c,)l), 3)
with sign(c,) =1 if ¢, >0 and sign(c,) = —1 other-

wise (note that the amplitudes of |An.x) are always
real). For example, if we have the max vector |Am.x) =
[0.602, 0.372, —0.602, 0.372], we aim to transform it into
the REW state |Amax) = 3[1, 1, —1,1]. REW states have a
prominent role in several primordial quantum algorithms,
such as Simon’s [4], Grover’s [72], and the Deutsch-Jozsa
algorithm [73].

We have two main ingredients for performing the transfor-
mation |Amax) — |Amax). The first step is the block encoding
of the amplitudes of |Ax) on the diagonal of a matrix [74].
For simplicity, we give the following details assuming we
have a n-qubit unitary state preparation circuit Upe such
that Unax|0Y®" = |Amax). This encompasses GSP strategies
such as the variational quantum eigensolver [75] or adia-
batic state preparation [10], where U.nax would be our trained
variational ansatz. However, it is important to note that this
block-encoding protocol can be extended to nonunitary GSP
methods. As the authors of [76] demonstrate, any state prepa-
ration block encoding (which encompasses many nonunitary
GSP protocols) can be converted into a unitary state prepara-
tion circuit using fixed point amplitude amplification.

By using a circuit involving calls to controlled Upnax, We
can prepare a (2n + 2)-qubit block-encoding unitary Ugg [76]
corresponding to

Upe = (j j), A= (0% @ 1,)0p(10°") @ 1),
4)

and the matrix A is a diagonal matrix containing the ampli-
tudes of |Amax),

Co 0 0
0 C1 . 0

A= : : .. : : )
0 0 Con_1

We show the circuits to perform the block encoding in the
Appendix (Fig. 6).

Now that we have the amplitudes of |Ap,x) encoded along
the diagonal of a matrix, we can use quantum singular value
transformation (QSVT) to apply the sign function directly
onto the amplitudes. The full QSVT sequence UQSVT is a
(2n + 3)-qubit block encoding of the transformed matrix
sign(A) corresponding to

N *k ES
Ugsvt = ( sign( A))’ (6)
sign(4) = (0" ® 1,)Ugsyr(10°") ® 1,,),  (7)

and the matrix sign(A) is a diagonal matrix containing the
signed amplitudes of |Anax),

sign(co) 0 0
sgmy=| 0 SEe 0
6 O sign(.czn,l)
®)
sign(A)[4+)®" = |Amax)- ©)

QSVT is primarily used for applying polynomial functions
onto matrices; hence we can only approximate the nonpoly-
nomial sign function. We provide more details on the full
QSVT sequence, as well as approximation methods for the
sign function in the Appendix.

D. Readout
1. Hypergraph state LCU preparation

With access to [Amax) through QSVT, the question is how
to extract the signs efficiently to find the botnet. We note that
the ability to read out solutions (classical information) from
quantum states draws the boundary between high-performing
algorithms in the BQP family and generic quantum algo-
rithms. To perform the readout, we develop a technique based
on quantum hypergraph states. The hypergraph states repre-
sent a generalization of graph states that read as [77]

|G> = 1_[ 1_[ CkZiliz...ik|+>®n‘ (10)
k=1

=1 {i1,i2,....ix}€E

Essentially, for each k hyperedge {i, is, ..., ix} € E, we ap-
ply a controlled-Z operation on the connected qubits. These
general hypergraph states permit hyperedges of any order k
(for k = 1, a single-qubit Z gate is applied on the correspond-
ing qubit). Figure 2(d) depicts an example for n = 7 qubits.
We can denote the set of all hypergraph states as G. In total,
IG| = [1;_, 2"% = 2%'~!, and each hypergraph state is a REW
state [specified in Eq. (3)]. Since |Amax) is also a REW state
(up to some error arising from the QSVT approximation of
the sign function), we know that one of our hypergraph states
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FIG. 2. (a) Full circuit for projecting the signed max vector onto the hypergraph superposition state. The first layer of Hadamards prepares
the state |4+)®”, which the hypergraph circuits act upon [as in Eq. (10)]. (b) Circuit U, for the projection of the signed max vector onto the
system register [when 0 is measured on the (n + 4) ancilla qubits]. Here CZ = —X®"(C"™~'Z)X®" is the second term of Eq. (13) implemented
as a single-ancilla LCU and H = H®". We show the component circuits of Uggyr in the Appendix (Figs. 6 and 8). (c) LCU circuit for the
preparation of the hypergraph superposition state. The LCU,, block has the standard form of the LCU circuit but without the final PREPARE
operation (in this case, a layer of Hadamards). The top register is then sampled to retrieve the bipartition. (d) Mapping between the hypergraphs
and the circuits preparing the hypergraph states which make up the LCU. Black lines on the graph (e.g., 1-2 and 4-5) represent edges between
the nodes of the hypergraph. These translate into CZ gates (black connected dots) between corresponding qubits in the hypergraph state
generation. Shaded regions correspond to hyperedges between multiple qubits, e.g., 5-6-7 and 3-4-5-6 in the figure. These translate into
multicontrolled phase gates. The multiqubit CZ gates act on a |+)®7 state prepared from the computational zero state with Hadamards.

corresponds exactly to the bipartition that we are trying to
find. In a brute force way, we can find the bipartition by simply
evaluating |(Anax|G)|? (using, e.g., a Hadamard test) for all
hypergraph states |G) € G until we find |(An.|G)|> & 1: the
signs of this state give us the bipartition. Of course, measuring
each overlap individually is costly, not to mention that we may
have to trial an exponential number of hypergraph states be-
fore the correct one is found. Instead, we can exploit quantum
parallelism to devise a more efficient protocol. For this, we use
the linear combination of unitaries (LCU) method to create a
superposition of hypergraph states, with the set of unitaries
being the controlled-Z operations. Importantly, we can reduce
the number of states used in the LCU, Gicy C G if there is
prior knowledge of the size of the botnet. We will provide
more rationale for the exact choice of Gy ¢y in Sec. II D 3. Our
hypergraph superposition state has the following form (up to
normalization):

[GrLcul—1

WZ

It is important to note that we actually do not use the full LCU
protocol to create this state; we include the initial layer of
Hadamards and the SELECT operator, but the final layer of
Hadamards is omitted, as Fig. 2(c) shows. This circuit gives
a superposition of hypergraph states on the second register
labeled by a unique bitstring on the first register. This will
prove to be crucial to our method, as we will explain in the
following sections.

[Vhyp) = x)|G(x)). (11)

2. Projection onto signed vector

We explained in the previous section that evaluating
overlaps [(Amax|G)]? is enough to find the bipartition. By

projecting onto the hypergraph superposition state, we are
able to retrieve the necessary information about all these
overlaps without explicitly calculating them one by one. This
projector, P, = |Amax) (max|, can be retrieved from the full
QSVT circuit, UQSVT, as we detail in the following.

We know that sign(A)|+)®" = |Anax). This matrix sign(A)
is encoded within UQSVT (6), and we can define a state
|Yosvr) = ﬁQSVT|O)a|+)‘Y, where weusea =1[1...n+ 3] as
the set of n+ 3 ancilla qubits, and s =[n+4...2n+ 3]
denoting the set of n system qubits. Hence we know if we
can project using the projector Posyt = [Wosvt) (Vosvr|, then
measure 0 on the ancilla qubits, we can effectively project
onto the system register with P, (since tra{ISQSVT} = P,). Ex-
panding further, we have

0QSVTHS |0> as <0|a.rHS 0(;SVT ’
12)

Posvr = |Wgsvr) (Yosvr| =

where H, represents a layer of Hadamards applied on the sys-
tem register, and |0),,(0|,s denotes the zero projector acting
on both registers. Hence this sequence for projection can be
constructed as a quantum circuit with ancilla measurements.
To prepare the zero projector, we note that this can be done
efficiently as a simple two-term LCU [78],

Ilm _ X®m(cmflz)X®m

0)(0[®" = ,
10)(0] >

13)

which requires a single ancilla. The full circuit to perform the
projection is shown in Fig. 2(b).
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We now have the means to project onto the hypergraph
superposition state, which has the following form (up to nor-
malization):

|GLcul—1

(1 @ P) [ Ynyp) D e Ama),  (14)
x=0

~ Gl
() = [ (Fmax |G|, (15)

The full circuit for this projection is shown in Fig. 2(a).

3. Measurement: zero-overlap selection

The final step is to sample the top register of the circuit
in Fig. 2(a), which is the ancilla register of the hypergraph
LCU. As Eq. (14) shows, the probability of measuring each
bitstring x depends on the overlap between its corresponding
hypergraph state and the signed max vector: p(x)  c(x)*> =
|(Amax|G(x))|?. For a particular |Apa), we can classify bit-
strings x into two classes,

X € Xf‘ — c(x)* >0,
xeX} & cx)*=0. (16)

Hence if we measure the first register, we are only able to
measure bitstrings x € X} If we choose the hypergraph states
used within the LCU sensibly, we will always have zeros in
the probability distribution (i.e., |X;| > 0). This is the prop-
erty we can exploit in order to extract the botnet using just
a few measurements. As for the choice of hypergraph states
for the LCU, G cy = {|G(x))} C G, let us assume we have a
network with N nodes and a botnet of size k. Therefore, we
know that our candidate solutions G,nq C G correspond to all
REW states with a botnet of size k, i.e., N — k positive am-
plitudes and k negative amplitudes (or vice versa, depending
on convention). As for the selection of states Gj cy, we choose
the hypergraph states with a botnet of size k; cy = % — k. This
selection keeps the depth of the LCU as short as possible while
ensuring that each candidate solution |G.) € Geyna (including
the true solution | )) has a unique probability distribution
and a unique set of zeros X Ge.

xeXP = (GG >0,
x e Xy = (GG =0. a7

For example, if we know our network has N = 16 nodes and a
botnet of size k = 3, we have 26) = 560 candidate solutions,
|Geana| = 560. For the hypergraph LCU we choose the states
with a botnet of size krcy = % — 3 =5, giving an LCU with
(156) = 4368 unitaries, |G cy| = 4368, implementable with
[log,(4368)1 = 13 ancilla qubits. Each of the 560 candidate
states has a unique set of zeros X<, as we visualize in Fig. 3.
In the special case where k = %, we select the hypergraph
states with botnet size kjcy = 2. If we are uncertain about
the exact size of the botnet, we can extend Gicy to include
hypergraph states with a range of botnet sizes. Alternatively,
we can precalculate the size of the botnet by measuring a
N—(Wﬁ;(-&-@”lxmml).

single overlap, as k =

Armed with these sets of zeros XZG” (which can be calcu-
lated easily beforehand), we use a process of sampling and
elimination to find the botnet. We measure the top register

zero-overlap selection

small-overlap selection

(O]

X

3 >0 > cu

£

1] = =

-'6 E 200 E

» &% S

2 s S

78 — 400 -

_8 I =0 = Cih

O il Li A i |

O (] 2000 4000 10

hypergraph state index x hypergraph state index x
Uy Uy Uszer Uy Uy Uss
H/—/ H/—/
LCUdepth: O(2") O(N)

FIG. 3. Comparison of the zero-overlap selection and small-
overlap section methods, for N = 16 nodes and botnet size k = 3.
We have (136) = 560 candidate states, and we visualize the overlaps
of these states with the states in the hypergraph LCU. For both meth-
ods, the black rectangles appear at different positions on each row,
indicating that each candidate state has a unique set of zero (small)
overlaps ch". In the zero-overlap case, we select hypergraph states
with botnet size kicy = % —3 =35, giving an LCU with (156) =
4368 unitaries. In the small-overlap case, we select hypergraph states
with botnet size k cy = 1, giving an LCU with (116) = 16 unitaries.
Changing from zero-overlap to small-overlap selection gives us an
exponential decrease in the LCU depth, which is offset by an increase
in the number of circuit runs.

of the circuit in Fig. 2(a) in the computational basis, retriev-
ing a bitstring x € X;", labeling a hypergraph state |G(x)).
With this single measurement, we can deterministically elim-
inate each candidate state |G.) where x € XZG", as it would
have been impossible to sample x if |G.) is our solution
state |Amax). Returning to the example in Fig. 3, if bitstring
x = 1000 was measured, we would eliminate G, € G.uq for
c € [105, 107, 108, 109, 110, 114, 115, ..., 557, 558, 559].

We repeat the process of measurement, then elimination,
until one candidate state remains; this |G,) is our true solution
|Amax). We simply take the signs of this state (which we
already know) to retrieve the botnet.

4. Measurement: small-overlap selection

In theory, the procedure detailed above allows us to
find |Amax) With near certainty within a logarithmic number
of measurements with respect to the number of potential
solutions. However, this comes with the caveat of a near-
exponential depth hypergraph LCU circuit in the case when
the botnet size k is small, (ﬂl\ik) ~ (Z) — 2V for k — 1.
While LCU circuits for certain groups2 of REW states can
be simplified to have efficient representations [79], this is
challenging for arbitrary composition of states.

052422-5
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input
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FIG. 4. Example of a deteQt run using small-overlap selection.
The network considered consists of N = 10 nodes (vertices), 18
interactions (edges), and a hidden botnet of size k = 3. We run deteQt
20 times (trials) reading out the estimated partitions A and B. By
counting the occurrences of the single nodes in the partitions, we
build the probability distribution to estimate the botnet composition
(in our example, 2-5-8).

To counter this, we can venture away from selecting
the hypergraph LCU states based on finding zero overlaps,
|{(G.|G(x))|> = 0. To illustrate the point, rather than selecting
kicu = %V — k, we now select ki cy < %’ — k. Each candidate
solution |G.) € Geand, including the true solution [Amax) still
has a unique probability distribution, but we now separate
bitstrings based on small and large overlaps, instead of zero
and nonzero overlaps:

x e X = [(GIG) > ca,

xe X &= [(GJIGW) = cu. (18)

This threshold overlap is defined as ¢y, = \/N;T |2(%V —k—

kicu)|. This is the smallest possible overlap between a can-
didate state |G.) with botnet size k and a hypergraph LCU
state |G(x)) with botnet size kcy. Again, each set of small
overlaps X Ge including that of our true solution X}, is unique
to each candidate state. This allows for a significant reduction
in the LCU circuit depth, as Fig. 3 shows. We apply the
same sampling and elimination process to find the botnet,
with the caveat that we now have a nonzero probability of
sampling x € X;. Hence there is a chance of eliminating the
true solution |Amax) within this process; we cannot be 100%
sure that the last candidate state standing is indeed the true
solution.

To cater for this, we repeat the protocol multiple times,
before collating statistics to determine what our true botnet
is. We show an example of this in Fig. 4. This network
has N = 10 nodes and a botnet size k = 3, but we select
kicy = 1. This gives us a threshold for small overlaps of
cn = Jﬁu(% —3—1)| & 0.158. Even though the pro-
tocol only finds the state corresponding to the true botnet 7
times out of 20 trials, the other trial solutions found have
high overlap with our true solution. Counting the frequency at
which each node appears in our trial solutions clearly unveils
the true botnet.

III. PROTOCOL: SCALING ANALYSIS

Brute-force approaches to community detection involve
querying all possible bipartitions, before selecting the one
that minimizes the modularity or an alternative community
detection metric. These naive methods have a time complexity
scaling exponentially with the system size for generic graphs.
We also note that state of the art classical algorithms for
community detection, such as the Girvan-Newman algorithm
and the Louvain method, typically boast a linear or quadratic
time complexity in terms of the number of edges [52,59,68].
For dense graphs, the number of edges scales quadratically
with the number of nodes N, so, in this regime, the scaling for
classical methods ranges between O(N?) and O(N?). Other
methods such as spectral clustering also rely on exact diago-
nalization, which quickly becomes infeasible at larger system
sizes.

We now present some prospective scalings for the end-to-
end protocol, extremely important to analyze as we test its
ability to outperform classical analysis. We give these scalings
as a function of (1) number of nodes in the network, N; (2) size
of the botnet, k; (3) degree of the polynomial approximation
of the sign function, d. Here we assume that we are dealing
with a network with a known botnet of size k, such that we
can restrict |Gy cy| as detailed previously. During this report
we have written qubit counts as a function of n = [log, N1,
so any quantity that has a linear scaling with the number of
qubits actually has a logarithmic scaling with the number of
nodes, O(n) = O(logN).

A. Number of qubits

Analyzing Fig. 2(a), we can see that the full circuit
for the protocol uses 2n + 4 + log, |GrLcu| qubits; 2n 44 =
O(log N) and |G cy| depends on whether we choose to per-
form readout using zero-overlap selection or small-overlap
selection.

If we elect for the small-overlap method, we choose ki cy
as a small integer a independent of botnet size k. We have
|GrLcul = (kLAc/U)’ and since a < N, it follows that |Gicy| =

(1;/ ) ~ O(N“). We are generally free to choose kcy = 1; this

gives us an exact linear scaling, |G cy| = (7) =N.

On the other hand, if we are searching for a botnet of size k
and we choose the zero-overlap method, we prepare the hyper-
graph LCU using circuits corresponding to states with a botnet

of size kucu = § — k, and |Gyl = (kL’ZU). We acknowledge

that in the extreme worst case, when k >~ 1 (kycy =~ %),
|GLcul ~ O(cY), with 1 < ¢ < 2. However a more generic
network tends to have larger communities; hence we give the
scaling for these more common cases. Specifically, we take
the case when k = % — a (kLcy = a), where a is some integer
and a < N. As in the small-overlap case, the number of states
in the LCU in this situation roughly scales polynomially:
IGicul = (§) ~ ONY).

Overall, both approaches give us a total qubit count of
O(logN) + O(log N*) >~ O(alog N). This compact, logarith-
mic encoding of the problem is key for the scalability of our
protocol to large graphs, where exact diagonalization-based
protocols become classically intractable.
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B. Gate counts

For the gate counts (circuit depth), we give scalings in
terms of the number of single- and two-qubit gates required
to implement the circuit.

Looking again at the circuit in Fig. 2(a), we have two
main blocks to analyze: the hypergraph LCU and the uni-
tary U, projecting onto the signed max vector. Starting with
the former, the depth of the hypergraph LCU circuit scales
with the number of unitaries in the LCU, |G cy| ~ O(N?).
Each hypergraph state is made up of a constant number of
multi-qubit-controlled gates [exemplified in Fig. 2(d)], and
an n = log N-qubit controlled operator can be broken down
using O(log N) single- and two-qubit gates [76]. Therefore,
the circuit depth of the hypergraph LCU is O(N“log N).

As for U,, the circuit depth is dominated by the two
copies of UQSVT [Fig. 2(b)], which in turn is dominated by
the d repetitions of the block-encoding circuit Ugg (Fig. 8).
Ugg contains six queries to controlled Urnax (Fig. 6; also see
[76]), so the scaling depends on the method of ground state
preparation. As an example, we take Upgy to be a variational
quantum eigensolver (VQE) ansatz with a depth equal to the
number of qubits. This circuit depth is sufficient for general
Hamiltonians with a nonvanishing spectral gap, and we note
that even an approximate GSP protocol is enough, as long
as the signs of the amplitudes are correct. This gives us a
log N-qubit circuit with O(log N) depth: Uy has a total of
0(log2 N) gates. As for controlled 0max, each of the 10g2N
gates can be decomposed using O(log N) single- or two-qubit
gates, giving a circuit depth of O(log® N) gates for Ugg. The
QSVT circuit contains d repetitions of Usk, giving UstT, and
hence U, a circuit depth of O(d log3 N).

Therefore, the circuit depth for the full protocol is
O(N“logN) + O(d log® N). The term that dominates is de-
termined by the size of the botnet, the method of ground
state preparation, and the desired error of the sign function
approximation.

C. Circuit repetitions

Figure 2(a) showcases one reason that circuit repetitions
are required: only when the n + 4 ancilla qubits are measured
as 0 is the signed max vector projected onto the hyper-
graph superposition state. The number of repetitions required
depends on the probability of measuring 0. In general we
require O(N) repetitions to perform the projection, but we
note here that we can boost the probability of measuring all
zeros on the ancilla register by using amplitude amplifica-
tion. This would reduce the number of circuit repetitions to
O(1), at the expense of an increase in O(ﬁ ) to the circuit
depth.

As for the sampling, as we see in Fig. 3, just a single
sampled bitstring x is enough to eliminate roughly half of the
set of candidate solutions. This is where we see a trade-off
appearing: networks with larger botnets require fewer states
in the hypergraph LCU Gi cy, hence smaller circuit depths,
but have a larger number of candidate states G.n,q, which
requires a larger number of measurements to complete the
filtration. Dealing again with the case where k = % —a, we
have Gegna ~ O(cY), with 1 < ¢ < 2. Taking the assumption

that roughly half the set of candidate solutions is eliminated
after each measurement, we require O(logc") ~ O(N) sam-
ples to go from the full set of candidates to a trial solution.

For both readout methods, some repetitions of the full
protocol are required to ensure the accuracy of the final so-
lution. In the small-overlap selection case, as mentioned in
Sec. IID 4, we repeat the protocol several times to cater for
the significant chance of eliminating the true solution within
a single trial. The number of trials required depends on the
size of these small overlaps, ¢y = ﬁﬂ(% —k — ki cu)l.
This threshold overlap is proportional to the probability of
measuring a bitstring x € Xz)\, leading to incorrect elimination
of the true solution. Since we take O(N) samples within a
single trial, the probability of reaching the end of the trial
without eliminating the correct solution can be low, particu-
larly at larger system sizes. Heuristically, we find that taking
statistics from O[N (%’ —k—kcu)] S ON 2) trials is enough
to mitigate for these issues.

Even in the zero-overlap selection case, we note that there
is a very small error probability arising from the fact that we
can only approximately apply the sign function. The signed
max vector is not exactly a REW state, so there is a very
small chance that we measure bitstrings that we do not ex-
pect to measure if the sign function was applied perfectly. In
other words, there is a nonzero probability of measuring bit-
strings x € X}, leading to incorrect elimination of candidate
states. The probability of this occurring varies from case to
case, as the sign function is applied more accurately when
the amplitudes of the max vector are larger; this becomes
more problematic at larger system sizes when the amplitudes
become smaller on average. With the 1/4/N scaling in the
amplitudes of a uniform state with N components, we propose
repeating the whole procedure O(+/N) times to ensure the
accuracy of our solution.

Therefore in the best case scenario, with very high quality
sign function application and amplitude amplification, our
protocol requires just O(N) samples. In the more general
case with minimal circuit depth, we take O(N) repetitions to
perform the zero projection. Along with the O(N) samples
required to find a solution from a single trial, and the num-
ber of trials needed to mitigate for erroneous candidate state
elimination ranging from O(W ) to O(N?), the total number
of circuit repetitions is O(N 2) in the general case and O(N*)
in the worst case.

IV. APPLICATIONS

Community detection, and more precisely botnet detection,
are real-world use cases of what more largely can be referred
to as the graph partitioning problem.

One of the critical applications of community detection
is anomaly detection in intrusion detection systems (IDSs).
Network traffic can be represented as a graph, where nodes
represent devices or addresses, and edges represent commu-
nication between them. Under normal conditions, the network
exhibits a particular community structure, where clusters of
nodes represent typical communication patterns within the
network. Community detection algorithms can help identify
these normal patterns by detecting dense subgraphs cor-
responding to routine network activity. However, when an
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anomaly occurs—such as a cyberattack, a new worm prop-
agation, or unauthorized access—the network community
structure can significantly change. When integrated into an
IDS, community detection methods can identify sophisticated
attacks that traditional signature-based methods might miss.
Analyzing the evolution of community structures can reveal
stealthy threats like advanced persistent threats, which gradu-
ally expand their influence across the network over time.

Similarly, botnets—networks of compromised devices
controlled by an attacker—often communicate with a central
command-and-control (C2) server. The nodes in the bot-
net tend to form a community within the larger network,
characterized by frequent and coordinated communication.
Community detection can identify these clusters of compro-
mised devices, enabling cybersecurity teams to isolate the
botnet and cut off communication with the C2 server.

Finally, insider threats, where individuals within an orga-
nization misuse their access to harm the organization, pose a
significant security challenge. These threats can be difficult
to detect because of the legitimate access insiders have to
the network and its resources. These covert networks can
hide within large communication networks. An insider threat
might begin to interact with communities or access resources
that are outside their typical community. Community de-
tection algorithms can continuously monitor the network to
identify such changes in behavior, flagging potential insider
threats.

In Fig. 5, we show example applications of defeQt to net-
works with nontrivial dimensionalities and structures. First,
we show an example of a botnet hidden within the global
network that behaves like healthy nodes, that is, having similar
connection patterns. In this case, the botnet size is k = 5; the
number of nodes is N =50 with 1213 interactions. Using
the small-overlap selection method described in Sec. 1D 4,
deteQt is able to find the solution to the botnet out of a total of
more than 2x 10° possible partitions. To do this, we needed
to run the protocol approximately 103 times. As a second
example, we show a case of an isolated network. In the case of
the isolated botnet (k = 4), the network studied is composed
of N = 100 nodes and 4624 interactions, with a total of ap-
proximately 4x 10° possible partitions. To resolve the botnet
probability distribution in this case, we needed approximately
10* trials.

V. CONCLUSIONS

In this paper, we have developed quantum computing
algorithms for solving problems in complex network anal-
ysis, relevant for applications in cyber defense. As such,
we introduced deteQt—a quantum protocol for resolving
the community structure of networks and graphs, offering
memory and processing advantages. Motivated by spectral
methods, our approach is based on analyzing the leading
eigenvector of a modularity matrix (or graph Laplacian) which
contains crucial information about communities. Using the
tools of ground state preparation and quantum signal pro-
cessing, we prepared the corresponding real equally weighted

FIG. 5. Example of a deteQt run to detect botnets of different
types and sizes. We show botnets that mix with the network and
behave similarly to healthy nodes (hidden botnets) or botnets whose
intranet is isolated from the rest of the network, limiting their expo-
sure to the healthy nodes (isolated botnets). In the case of the hidden
botnet (k = 5), the network studied is composed of N = 50 nodes
(vertices) and 1213 interactions (edges) with a total of more than
2x 10° possible partitions. In the case of the isolated botnet (k = 4),
the network studied is composed of N = 100 nodes and 4624 inter-
actions, with a total of approximately 4 x 10° possible partitions.

quantum state, and proposed techniques for efficient readout
of community indices based on deterministic elimination with
hypergraph states. Specifically, we apply our approach to the
problem of botnet detection, that is, the identification of ma-
licious subnetworks within larger networks. As the search of
suitable use cases for early fault-tolerant quantum computers
continues, we suggest that complex networks analysis repre-
sents a highly promising yet largely overlooked application
area. Here, quantum detection can enhance response times to
emerging threats and provide powerful tools for addressing
complex attacks.
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FIG. 6. (a) Full circuit for Ugg, the diagonal block encoding of
the amplitudes of |Apay)- Upax is the unitary state preparation circuit,
and the block XZX represents the sequences of single-qubit gates
X,Z,X. The circuits for the components W, and G, are given in
(b,c), respectively. See [76] for the full details of this block-encoding

procedure.

APPENDIX: QUANTUM SINGULAR VALUE
TRANSFORMATION

Block encoding is an approach for representing a complex
operator A via embedding it into a unitary matrix U [81]. As
explained in the main text, we can prepare a (2n + 2)-qubit
block-encoding unitary Ugg which encodes a diagonal matrix
A containing the amplitudes of our max vector |Apm.x). This
block-encoding circuit involves six calls to the controlled
unitary preparation circuit Uwnax [76] (see Fig. 6).

Once we have represented operators in the block-encoded
form [Eq. (4)], we can proceed with information processing
based on the unitary operators. The beauty of such a represen-
tation is in the ability to manipulate eigenvalues of associated
operators by controlled actions conditioned on just one qubit.
This corresponds to quantum signal processing (QSP) and
quantum singular value transformation (QSVT) techniques. In
their essence, these techniques represent polynomial transfor-
mations of eigenvalues A — P()), where P(x) is a polynomial
approximation of some selected function f(x) ~ P(x). QSVT
is the approach used when transformation is applied to arbi-
trary operators (matrices) [70,82].

Generally, quantum signal processing designs polynomials
of any variable x by embedding it with single-qubit rotations,
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FIG. 7. QSP approximation of the sign function using angles
generated by optimization (left) and recursive methods (right). For
the optimization, d =29 angles were used to achieve a decent
approximation, while for the recursive method we plot the first-,
second-, third-, and fourth-order approximations, corresponding to
d =5,25,125, 625.

based on the additional phases ¢ that define the type of
polynomial [83]. This polynomial transformation is achieved
through a sequence of unitary operations [82]:

d
U(g, x) = &% [TW ()W (x)").
k=1

(AL)

W (x) is called the signal rotation operator which encodes
the scalar x, and ¢ is a vector of phase angles. This sequence
with the correct sequence of angles performs the transforma-
tion x — P(x), where P(x) = (0|U (¢, x)|0).

As noted in the main text, QSP is optimized for polynomial
functions of fixed degree, yet we can still find angles that can
approximate the nonpolynomial sign function. For example,
we can opt for brute force optimization, or alternatively, re-
cursive methods using an analytically found set of angles is
also effective [84]. We show a comparison between the two
methods in Fig. 7. QSP with optimization reaches a good
approximation with fewer angles (and hence shorter circuit
depth), but recursive methods provide smoother functions and
give better convergence to the exact sign function at higher
orders.

QSVT, a generalization of QSP, specifically targets the
singular values of the matrix A. It allows the implementation
of a desired polynomial transformation P(A) on the singular
values of A using a sequence of block-encoded operations and
phase rotations. The QSVT sequence is made up of block-
encoding unitaries Upg interleaved with projector-controlled
phase (PCP) gates I1,. Since our block encoding uses 21 + 2
qubits, we require the PCP gates to apply e'® onto the sub-
space corresponding to the n system qubits, and e~ to the
(n 4 2)-dimensional ancilla subspace. We can implement this
PCP gate using an additional ancilla, and we show part of the
full QSVT sequence in Fig. 8.
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FIG. 8. Snippet of the QSVT sequence [7QSVT for the transformation A — sign(A), with the circuit for Ugg given in Fig. 6. If 0 is measured
on the ancilla qubits, the transformed matrix sign(A) is applied onto the system register |¢). The accuracy of the application of the sign

function depends on the choice of angles ¢.

The full QSVT sequence acts on the singular values of A
such that

P(A) =UPZ)VT, (A2)

where A =UXV" is the singular value decomposition
of A, and X is the diagonal matrix of singular
values.
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