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 15 

Abstract: The rapid growth of renewable energy integration and electric mobility has increased the demand for 16 

safe and reliable lithium-ion batteries, which are essential due to their high energy density, long lifespan, and 17 

efficiency. However, complex internal electrochemical reactions and external operational stress can induce minor 18 

short circuits (MSC) that are difficult to detect at early stages yet may escalate to thermal runaway, posing 19 

significant risks to large-scale energy storage systems. To address this challenge, this study proposes an 20 

unsupervised MSC fault diagnosis framework that integrates a hybrid feature extraction strategy with a deep 21 

support vector data description algorithm. The method employs two-dimensional correlation coefficients and two-22 

dimensional wavelet transform to capture voltage consistency across cells and detect transient anomalies 23 

associated with fault development. These complementary features are fused into a multidimensional 24 

representation and processed by the deep model, which learns compact patterns of normal operating states and 25 

constructs a hypersphere for anomaly detection. The framework is validated using a laboratory module with six 26 

battery cells, demonstrating effective fault identification under varying operating conditions, fault severities, and 27 

battery chemistries, achieving a 94% fault detection rate with a 3% false alarm rate. Furthermore, the 28 

computational procedure relies on matrix-based feature construction and a lightweight feed-forward inference 29 

process, offering computational efficiency suitable for real-time deployment in battery management systems. 30 

Benefiting from its unsupervised and data-driven design, the framework exhibits strong generalizability under 31 
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diverse conditions and provides a promising pathway for enhancing the safety and reliability of future energy 1 

storage applications. 2 

Key words: Lithium-ion battery, Short-circuit, Fault diagnosis, Unsupervised learning, Battery management. 3 

1. Introduction 4 

The depletion of fossil fuels and the urgent need to curb environmental pollution have significantly accelerated 5 

the global transition toward renewable energy sources [1,2]. However, the inherent intermittency and variability 6 

of renewables, such as solar and wind, present considerable challenges to maintaining grid stability and ensuring 7 

energy reliability [3,4]. To address this, efficient and scalable energy storage solutions are essential [5,6]. Among 8 

various technologies, lithium-ion batteries (LIBs) have emerged as a leading choice due to their high energy 9 

density, long cycle life, excellent efficiency, fast response, and low self-discharge rates [7,8]. These advantages 10 

make LIBs indispensable across a wide range of applications, including consumer electronics [9], electric vehicles 11 

[10], and increasingly, in large-scale stationary energy storage systems for load leveling, frequency regulation, 12 

and emergency backup [11,12]. As the demand for clean and flexible energy continues to grow, LIBs are playing 13 

an ever more critical role in enabling the development of a resilient, low-carbon energy infrastructure [13,14]. 14 

However, safety incidents caused by LIB failures have occurred with increasing frequency worldwide, raising 15 

serious concerns about their operational safety [15]. LIBs are susceptible to manufacturing defects, mechanical 16 

damage, and temperature fluctuations, and these factors can lead to various types of failures. In severe cases, such 17 

failures may trigger thermal runaway, creating significant risks to the safety and stability of the entire battery 18 

system [16,17]. Fault diagnosis technology plays a critical role by detecting early signs of failure before they 19 

escalate, allowing timely intervention to prevent catastrophic consequences [18]. Therefore, the development of 20 

accurate and timely fault diagnosis methods is essential to ensure the safety and reliability of LIBs, and to support 21 

their broader adoption in next-generation energy systems [19,20]. 22 

Faults in LIBs mainly include connection issues, short circuits, overcharge/over-discharge and sensor failures 23 

[21,22]. Among these, short-circuit faults are not only among the most prevalent but also represent a significant 24 

safety risk, contributing to a large proportion of battery-related incidents [23,24]. It is typically induced by 25 

manufacturing defects (e.g., metal impurities, diaphragm damage), material aging (e.g., lithium dendrite 26 

formation), mechanical damage (e.g., extrusion, puncture), environmental factors (e.g., high temperature, 27 
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humidity), or failures in the battery management system [25,26]. These issues may lead to unintended contact 1 

between the positive and negative electrodes, resulting in a short circuit. Such failures progress through multiple 2 

stages, initially presenting only subtle electrical or thermal anomalies, which makes early detection highly 3 

challenging [27].  As the fault worsens, however, it may initiate a rapid exothermic chain reaction, causing a steep 4 

temperature rise that can eventually lead to thermal runaway [28]. Consequently, the early identification of minor 5 

short-circuit (MSC) faults is essential for maintaining LIB safety [29,30]. Yet, the diagnosis of MSC faults is 6 

hindered by the complex, nonlinear behavior of LIBs and the concealed, progressive, and propagative nature of 7 

such faults, making timely and accurate detection highly challenging [31,32]. 8 

At present, short-circuit fault diagnosis methods are generally classified into three types: threshold-based, model-9 

based, and data-driven approaches [33,34]. Threshold-based techniques detect faults by monitoring whether 10 

certain battery parameters exceed predefined limits [35]. For instance, Xia et al. [36] developed an adaptive 11 

threshold-based method capable of identifying faults such as overvoltage and overcurrent. Owing to its 12 

straightforward implementation and reliability, this approach has been widely adopted in battery management 13 

systems (BMS). However, it falls short in detecting early-stage MSC faults, as the associated parameter deviations 14 

are often too subtle to surpass the preset thresholds [37].  15 

Model-based battery fault diagnosis methods typically construct battery models to predict real-time battery 16 

behavior and compare the model outputs with actual measurements [38]. A fault is indicated when the residual 17 

between them exceeds a predefined threshold [39,40]. Equivalent circuit models—such as Thevenin, RC, and 18 

dual polarization models—are widely used in battery applications [41,42]. For instance, Zheng et al. [43] proposed 19 

a quantitative diagnosis method for single lithium-ion cells, in which a first-order RC equivalent circuit model 20 

was constructed to estimate battery capacity. By analyzing the capacity differences of a short-circuited cell during 21 

charge–discharge cycles, this method enables quantitative fault diagnosis, but it is time-consuming and often 22 

requires several hours to complete the detection process. Xu et al. [44] designed a nonlinear H∞ observer using an 23 

extended state-space model to estimate the state of charge (SOC) of LIBs. Short-circuit faults were detected by 24 

evaluating the discrepancy between the estimated and actual SOC values. The method based on this type of model 25 

has a simple structure and strong real-time performance, but is sensitive to battery aging and operating 26 

environment, and its diagnostic performance is limited by the accuracy of the model [ 45 ].  In addition, 27 
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electrochemical models have been applied to short-circuit fault diagnosis. Compared with conventional equivalent 1 

circuit models, they offer higher accuracy and therefore enable more precise fault detection. [46]. For example, 2 

Ma et al. [47] developed a simplified electrochemical model based on the pseudo-two-dimensional (P2D) 3 

framework and demonstrated that the predicted apparent diffusion coefficient can serve as a highly sensitive 4 

indicator of ISC during battery aging. The accuracy of this type of method has been effectively improved, but it 5 

has the disadvantages of complex modeling, high computational cost, and difficulty in real-time application 6 

[48,49]. 7 

With the progress of data science, numerous data-driven approaches employing signal processing and machine 8 

learning techniques have been developed for detecting battery short-circuit faults [50,51]. Unlike model-based 9 

methods, these approaches do not require an accurate mathematical model of the battery, but instead identify faults 10 

by analyzing measured data patterns [52]. Signal processing techniques typically extract fault-related features—11 

such as entropy or correlation coefficients—from operational data and detect anomalies by comparing these 12 

features with reference values obtained under normal conditions [53,54]. For instance, Wu et al. [55] proposed a 13 

short-circuit fault diagnosis method based on voltage cosine similarity. This approach constructs a two-14 

dimensional feature vector using battery voltage and current, and introduces a gain factor incorporating excitation 15 

information to further process the feature vector, thereby enhancing the separation and identification of fault. Li 16 

et al. [56] proposed an early ISC fault diagnosis method based on multivariate multiscale sample entropy (MMSE). 17 

This approach extracts fault-related features from multiple signals, including voltage, current and temperature, 18 

using MMSE to indicate the onset of faults. Although multiple signals are incorporated, no substantial 19 

improvement in detection accuracy or speed has been achieved. In addition, signal decomposition techniques such 20 

as empirical mode decomposition and wavelet transform have also been employed to extract fault features for 21 

fault detection. For example, Jiang et al. [57] employed wavelet packet decomposition to divide the original 22 

voltage signal into low- and high-frequency components, thereby facilitating the extraction of fault features. In 23 

general, such techniques are primarily employed as auxiliary tools for feature extraction and are rarely used 24 

independently for fault detection. In summary, signal-processing-based methods are simple and easy to implement, 25 

but their diagnostic accuracy is limited because they cannot effectively capture the nonlinear characteristics of 26 

batteries, and their performance often degrades significantly in the presence of noise. 27 
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Artificial intelligence (AI) has rapidly advanced in recent years, providing a suite of data-driven tools capable of 1 

extracting complex patterns and supporting intelligent decision-making in engineering systems [58,59]. Within 2 

this broader AI landscape, machine learning techniques offer powerful nonlinear mapping capabilities and have 3 

demonstrated considerable potential in battery fault diagnosis [60,61]. Depending on the training paradigm and 4 

the requirement for labeled data, these techniques can be broadly categorized into supervised and unsupervised 5 

learning [62]. Supervised learning methods typically rely on large, well-labeled fault datasets to train models that 6 

learn and recognize failure patterns, thereby enabling accurate and reliable diagnostic outcomes. [63,64]. For 7 

instance, Qiao et al. [65] proposed a machine learning-based internal short-circuit diagnosis method that segments 8 

voltage curves via the incremental capacity curve and applies dynamic time warping (DTW) to measure inter-cell 9 

similarity. Four statistical features of the DTW results are extracted and used to train a gradient boosting decision 10 

tree (GBDT) model, enabling accurate early ISC fault detection and localization under diverse operating 11 

conditions using only partial voltage data. However, its reliance on extensive fault data and the requirement for 12 

long-term test sequences for feature extraction significantly limit its practicality. In addition, recent advancements 13 

in deep learning techniques, such as convolutional neural networks (CNNs) and recurrent neural networks (RNNs), 14 

have gained widespread attention and have also been applied to short-circuit fault diagnosis [66,67]. For example, 15 

Cui et al. [68] proposed a rapid and accurate ISC detection method by integrating electrochemical impedance 16 

spectroscopy (EIS) with deep neural networks (DNNs), enabling reliable identification of ISC faults. However, it 17 

also faces the problem of scarce fault datasets, which raises doubts about the model’s generalization ability. In 18 

summary, supervised learning methods have shown great potential in improving the accuracy of battery short-19 

circuit fault diagnosis [69]. However, key challenges remain: the scarcity and difficulty of obtaining fault data 20 

lead to insufficient training samples for machine learning models, which greatly limits their effectiveness in 21 

practical fault diagnosis applications. 22 

In contrast, unsupervised learning methods, which do not rely on labeled fault data and instead learn intrinsic 23 

patterns from normal operating conditions, offer a promising pathway to address the data scarcity and 24 

generalization issues faced by supervised approaches [70,71]. For example, Zhang et al. [72] proposed an early 25 

battery pack fault detection method that constructs a generalized dimensionless index with a tolerance factor, 26 

maps anomaly evolution into a two-dimensional space, and applies the LOF method with a differential strategy 27 

to accurately identify faulty batteries using real electric vehicle data. The method detects faults by capturing 28 
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inherent abnormal patterns without requiring labeled training data, thereby avoiding dependence on scarce fault 1 

samples. However, as an unsupervised method based on local density, LOF is sensitive to noise, which can distort 2 

density estimates and lead to false positives or negatives [73]. Support vector data description (SVDD) has also 3 

been applied to battery fault diagnosis. It constructs a compact and robust boundary using only normal samples, 4 

enabling accurate anomaly detection. By incorporating soft boundaries and regularization, SVDD reduces the 5 

impact of noise, providing a degree of anti-interference capability [74]. However, its reliance on predefined kernel 6 

functions and limited feature extraction can reduce effectiveness when handling complex or high-dimensional 7 

data, such as highly nonlinear LIB systems. 8 

Based on the above analysis, accurately diagnosing early-stage MSC faults remains a significant challenge. To 9 

address this, this study introduces a novel fault diagnosis method for LIBs that integrates minor fault feature 10 

extraction with a deep SVDD algorithm.  Specifically, voltage data are processed using two-dimensional 11 

correlation coefficients and two-dimensional wavelet transforms to extract fault features, which are then fed into 12 

the deep SVDD model for MSC fault detection. The main contributions of this study are as follows: 13 

(1). To enhance the identification of subtle MSC fault features, a novel and effective hybrid feature extraction 14 

method is proposed. Initially, two-dimensional correlation coefficients are employed to capture 15 

correlation features from the battery voltage and its first-order difference. Subsequently, a mutation 16 

feature extraction approach based on two-dimensional wavelet transform is introduced to detect abrupt 17 

changes associated with fault onset. This combined method enables a more comprehensive representation 18 

of MSC fault characteristics. 19 

(2). A deep SVDD algorithm is developed, leveraging the nonlinear fitting capabilities of deep learning to 20 

effectively extract complex nonlinear patterns from battery data, thereby enabling accurate MSC fault 21 

detection. Notably, the algorithm operates in an unsupervised manner and does not require fault data for 22 

training. 23 

(3). Extensive experiments under varying operating conditions and fault severities are conducted to validate 24 

the robustness and generalization capability of the proposed method. 25 
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The rest of the paper is organized as follows. Section 2 provides a detailed description of the proposed MSC fault 1 

diagnosis framework based on the deep support vector description algorithm. Section 3 outlines the experimental 2 

platform and procedures. Section 4 presents the validation of the proposed framework using experimental data 3 

and discusses the corresponding results. Finally, Section 5 summarizes the research findings of this study. 4 

2. Fault diagnosis scheme 5 

In this section, the proposed combined minor fault feature extraction method is introduced, followed by a detailed 6 

explanation of the deep support vector description algorithm. Finally, the overall framework of the MSC fault 7 

diagnosis strategy for LIBs is presented. 8 

2.1 Minor fault feature extraction  9 

Short circuits are common in LIBs and often cause changes in voltage, current, and temperature. However, surface 10 

temperature responds slowly, and series-connected cells share the same current, making these parameters less 11 

effective for fault diagnosis. In contrast, voltage is easy to acquire and carries rich fault-related information [75]. 12 

Therefore, this study designed the following two feature extraction methods based on the characteristics of voltage 13 

data to extract key MSC fault features. 14 

1) Two-dimensional correlation coefficient: The correlation coefficient is a statistical measure that quantifies 15 

the relationship between two variables. Unlike conventional approaches that rely solely on battery voltage, the 16 

proposed two-dimensional correlation coefficient integrates both the voltage and its first-order difference, 17 

enabling the extraction of more comprehensive fault characteristics., which is summarized as follows. Suppose 18 

there is a voltage sequence of length 𝑁: 19 

𝑉𝑗 = [𝑉1𝑗, … , 𝑉𝑖 𝑗 , … , 𝑉𝑁𝑗]                                                                              (1) 20 

where 𝑉𝑖 𝑗
 represents the voltage of cell 𝑗 at the 𝑖-th moment. Taking the first-order differences of the voltages and 21 

combining them gives: 22 

𝑃𝑖𝑗 = [𝑉𝑖 𝑗, 𝑑𝑉𝑖 𝑗𝑑𝑡𝑖 ] ≈ [𝑉𝑖 𝑗 , ∆𝑉𝑖 𝑗∆𝑡𝑖 ] = [𝑉𝑖 𝑗 , 𝑉𝑖 𝑗 − 𝑉𝑖−1𝑗𝑡𝑖 − 𝑡𝑖−1 ]                                                        (2) 23 
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where 𝑃𝑖𝑗
 is the voltage and its differential combination point corresponding to the 𝑖-th sampling point of the j-th 1 

cell, 𝑡𝑖 is the i-th sampling moment. The 𝑃𝑖𝑗
 at each moment is combined to get: 2 

𝑃𝑗 = [𝑃1𝑗 , … , 𝑃𝑖𝑗 , … , 𝑃𝑁𝑗]                                                                            (3) 3 

The two-dimensional correlation coefficient between 𝑃𝑎 and 𝑃𝑏  is defined as follows. Calculate the mean of the 4 

two matrices 𝑃𝑎 and 𝑃𝑏: 5 

 𝑃𝑎̅̅ ̅̅ = 12𝑘 (∑ 𝑉𝑖𝑎𝑘
𝑖=1 + ∑ 𝑑𝑉𝑖𝑎𝑑𝑡𝑖

𝑘
𝑖=1 )                                                                   (4) 6 

 𝑃𝑏̅̅ ̅̅ = 12𝑘 (∑ 𝑉𝑖𝑏𝑘
𝑖=1 + ∑ 𝑑𝑉𝑖𝑏𝑑𝑡𝑖

𝑘
𝑖=1 )                                                                   (5) 7 

Then, the covariance of the two matrices is: 8 

𝐶𝑜𝑣(𝑃𝑎 , 𝑃𝑏) = ∑(𝑉𝑖𝑎 −  𝑃𝑎̅̅ ̅̅ )(𝑉𝑖𝑏 −  𝑃𝑏̅̅ ̅̅ )𝑘
𝑖=1 + ∑ (𝑑𝑉𝑖𝑎𝑑𝑡𝑖 −  𝑃𝑎̅̅ ̅̅ ) (𝑑𝑉𝑖𝑏𝑑𝑡𝑖 −  𝑃𝑏̅̅ ̅̅ )𝑘

𝑖=1                          (6) 9 

Next, calculate the standard deviation of each matrix: 10 

𝜎𝑃𝑎 = √∑(𝑉𝑖𝑎 −  𝑃𝑎̅̅ ̅̅ )2𝑘
𝑖=1 + ∑ (𝑑𝑉𝑖𝑎𝑑𝑡𝑖 −  𝑃𝑎̅̅ ̅̅ )2𝑘

𝑖=1                                                           (7) 11 

𝜎𝑃𝑏 = √∑(𝑉𝑖𝑏 −  𝑃𝑏̅̅ ̅̅ )2𝑘
𝑖=1 + ∑ (𝑑𝑉𝑖𝑏𝑑𝑡𝑖 −  𝑃𝑏̅̅ ̅̅ )2𝑘

𝑖=1                                                           (8) 12 

Finally, the two-dimensional correlation coefficient between 𝑃𝑎 and 𝑃𝑏  is obtained: 13 

𝑇𝐶𝐶(𝑎, 𝑏) = 𝐶𝑜𝑣(𝑃𝑎 , 𝑃𝑏)𝜎𝑃𝑎𝜎𝑃𝑏                                                                          (9) 14 

When using the two-dimensional correlation coefficient for feature extraction, the data sequence of each 15 

individual battery is compared with the corresponding average sequence derived from the entire battery pack. This 16 

comparison enables the extraction of features that reflect deviations from the overall behavior, thereby enhancing 17 

the sensitivity to subtle fault-related anomalies. 18 

2) Feature extraction method based on two-dimensional wavelet transform: Two-dimensional wavelet 19 

transform is a technique used to decompose images or two-dimensional signals across spatial and frequency 20 

domains. It enables the extraction of features at multiple scales and orientations, and is widely applied in areas 21 
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such as image compression, edge detection, and related fields [76]. In this study, it is introduced into battery fault 1 

analysis to effectively extract abrupt features associated with fault occurrence, providing a more detailed 2 

representation of the transient characteristics during failure events. The basic principle of two-dimensional 3 

wavelet transform is as follows. The two voltage sequences 𝑉1 and 𝑉2 are combined into a two-dimensional 4 

matrix: 5 

𝑋 =  [𝑉11 … 𝑉𝑁1𝑉12 … 𝑉𝑁2]                                                                             (10) 6 

Select a set of orthogonal discrete wavelet filters: low-pass filter ℎ[𝑛], high-pass filter 𝑔[𝑛], 𝑛 = 0, 1, . . . , 𝐿 − 1. 7 

For each row 𝑋𝑖,:  convolution and downsampling operations are performed to obtain the decomposed low-8 

frequency and high-frequency parts: 9 

Low-frequency part:                                       𝐴𝑖[𝑘] =  ∑ 𝑋𝑖,𝑛 ∗ ℎ[2𝑘 − 𝑛]𝐿−1𝑛=0                                                              (11) 10 

High-frequency part:                                      𝐷𝑖[𝑘] =  ∑ 𝑋𝑖,𝑛 ∗ 𝑔[2𝑘 − 𝑛]𝐿−1𝑛=0                                                              (12) 11 

where 𝐴𝑖[𝑘] is the low-frequency coefficient at the k-th position of the i-th row of the matrix, 𝐷𝑖[𝑘] is the high-12 

frequency coefficient at the k-th position of the i-th row of the matrix. Combine the decomposed components of 13 

each row according to high and low frequencies to obtain two intermediate matrices: The matrix 𝑋𝐿 consists of 14 

two rows of low-frequency components and the matrix 𝑋𝐻 consists of two rows of high-frequency components. 15 

Then repeat similar convolution and down-sampling operations on each column of matrices  𝑋𝐿 and 𝑋𝐻 to obtain 16 

the final decomposition components of the two-dimensional wavelet transform: 17 

𝐷𝑊𝑇2(𝑋) = {𝐿𝐿, 𝐿𝐻, 𝐻𝐿, 𝐻𝐻}                                                              (13) 18 

where 𝐿𝐿, 𝐿𝐻, 𝐻𝐿, 𝐻𝐻 are all decomposed subbands, and are all two-dimensional matrices. In this work, the two-19 

dimensional discrete wavelet transform is implemented using the Daubechies-4 (db4) wavelet as the mother 20 

wavelet. The db4 wavelet offers suitable smoothness and compact support, making it effective for capturing 21 

localized fluctuations and multiscale features in battery data. A single-level decomposition is adopted to obtain 22 

the approximation and detail components, which provides adequate multi-resolution representation while 23 

avoiding unnecessary computational complexity. All analyses are conducted under this fixed wavelet 24 

configuration to ensure consistency and reproducibility. The 𝐿𝐿 component represents the low-frequency subband, 25 
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capturing the main contour and overall structure of the signal. The 𝐿𝐻 component corresponds to horizontal 1 

details, reflecting edge information along the horizontal axis, which in the context of voltage sequences, indicates 2 

abrupt changes over time. The 𝐻𝐿 component captures vertical details, highlighting edge information along the 3 

vertical axis, and corresponds to voltage anomalies across different cells. The 𝐻𝐻 component represents diagonal 4 

details, primarily associated with high-frequency noise within the two-dimensional signal. Considering that abrupt 5 

voltage variations exhibit strong sensitivity to micro-short-circuit faults in both temporal and spatial dimensions, 6 

this study focuses on the LH and HL components for feature extraction. The LH component characterizes edge 7 

variations along the time axis and effectively captures transient voltage fluctuations induced by micro-short 8 

circuits. The HL component reflects inter-cell spatial differences and can reveal abnormal voltage patterns 9 

resulting from uneven short-circuit pathways. In contrast, the HH component primarily represents high-frequency 10 

noise in the two-dimensional signal, corresponding to transient disturbances and random measurement errors. Its 11 

physical interpretability is limited, and its contribution to micro-short-circuit detection is relatively weak. The 12 

specific feature extraction formula is as follows: 13 

𝑀𝑆(𝑋) = 𝑆𝑈𝑀(𝐿𝐻 ⊙ 𝐻𝐿)                                                              (14) 14 

where ⊙ represents the Hadamard (element-by-element) product of each matrix element, and 𝑆𝑈𝑀 sums all the 15 

elements of the matrix.  16 

2.2 Deep supports vector data description 17 

SVDD is a one-class classification algorithm that constructs a minimum-volume hypersphere in feature space to 18 

enclose most normal samples, enabling the detection of anomalies outside the sphere. With strong generalization 19 

ability, it is suitable for tasks with unknown data distributions or limited to normal samples [77]. However, 20 

SVDD’s dependence on predefined kernels and limited feature extraction makes it less effective for complex or 21 

high-dimensional data, such as highly nonlinear LIB systems. To address these limitations, this study employs a 22 

deep SVDD approach. As illustrated in Fig. 1, a neural network is utilized to learn end-to-end feature mappings, 23 

enabling the construction of a more precise hypersphere that encloses normal samples in a high-dimensional space. 24 

This enhances both the accuracy and robustness of battery fault detection. The detailed principle is as follows. 25 

Deep SVDD uses a fully connected neural network to map normal data samples to a high-dimensional feature 26 

space and learn a minimum volume hypersphere centered at a predefined point [78]. The training goal is to 27 
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minimize the average distance between the mapped features and the center while regularizing the network 1 

parameters. The corresponding loss function is defined as follows: 2 

𝐿(𝑊) = 1𝑁 ∑‖𝜑(𝑋̃𝑖; 𝑊) − 𝑐‖2 + 𝜆2𝑆
𝑖=1 ‖𝑊‖2                                                      (15) 3 

where 𝑆 is the number of sample sets, 𝑋̃𝑖 is the i-th sample, i.e., the standardized feature vector, 𝑊 is the neural 4 

network learning parameter, 𝑐 is the center of the hypersphere, initialized to the mean of all outputs, 𝜑(. ; 𝑊) is 5 

the characteristic representation of the neural network parameters, and 𝜆 is the regularization term coefficient; the 6 

first term uses a quadratic loss function, the goal is to penalize the Euclidean distance from all points in the space 7 

to the center of the sphere 𝑐, and the second term is a regularization term to prevent the network from overfitting. 8 

This is a deep SVDD hard boundary model based on the assumption that the training data is completely noise-9 

free, which shrinks the hypersphere by minimizing the average distance from all data representations to the center 10 

of the sphere.  11 

 12 

Fig. 1. Schematic diagram of the deep SVDD algorithm. 13 

In actual data, soft-boundary deep SVDD shrinks the hypersphere by penalizing the radius 𝑅 of the hypersphere 14 

and the data falling outside the hypersphere. The formula of the soft-boundary deep SVDD target is as follows: 15 

𝐿𝑎(𝑊) = 𝑅2 + 1𝑣𝑁 ∑ max {‖𝜑(𝑋̃𝑖; 𝑊) − 𝑐‖2 − 𝑅2} + 𝜆2𝑆
𝑖=1 ‖𝑊‖2                                 (16) 16 

In the formula, the first term minimizes 𝑅2 to minimize the volume of the hypersphere; the second term is a 17 

penalty term for out-of-bounds points, and the hyperparameter 𝑣 ∈ (0,1]  controls the trade-off between the 18 

volume of the sphere and out-of-bounds points; the third term is a regularization term to prevent the network from 19 

overfitting. 20 
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 After training the model using normal samples, the neural network parameters 𝑊∗ and trained hypersphere radius 1 𝑅∗ that can describe the normal sample distribution can be obtained. Notably, the used network adopts a fully 2 

connected architecture with two hidden layers of sizes 100 and 50, respectively. Each layer uses the ReLU 3 

activation function to enhance nonlinear feature extraction while maintaining training stability. The center of the 4 

hypersphere 𝑐 is initialized as the mean of all network outputs obtained from a forward pass using the normal 5 

training samples. The model is optimized using the Adam optimizer with a learning rate of 1×10−3, and the training 6 

is performed for 100 epochs with a batch size of 64. These settings ensure stable convergence of the hypersphere 7 

and reliable representation of the distribution of normal samples. Input the sample to be tested 𝑋̃𝑡𝑒𝑠𝑡 into the model 8 

to obtain the anomaly score: 9 

𝑠(𝑋̃𝑡𝑒𝑠𝑡) = ‖𝜑(𝑋̃𝑡𝑒𝑠𝑡; 𝑊∗) − 𝑐‖2 − 𝑅∗2                                                          (17) 10 

Subsequently, the abnormal score obtained by evaluation can be used to complete the detection of battery MSC 11 

faults. 12 

2.3 Framework for battery MSC diagnosis 13 

Based on the above principle, accurate diagnosis of MSC faults in LIBs can be achieved by identifying subtle 14 

transient deviations from previously learned normal behavior, thereby enabling earlier detection before 15 

conventional safety thresholds are reached. The overall process of the proposed fault diagnosis framework is 16 

illustrated in the flowchart shown in Fig. 2. First, the voltage of each individual cell in the series-connected battery 17 

module is measured using voltage sensors and processed to obtain its first-order difference. To amplify transient 18 

time-edge variations and inter-cell spatial discrepancies that are highly sensitive to early micro-short-circuit 19 

behavior, correlation features are extracted using the two-dimensional correlation coefficient, and mutation-20 

related features are further captured by the selected wavelet detail components (LH and HL). Finally, the extracted 21 

hybrid features from each cell are input into the proposed deep SVDD model, which is trained exclusively on 22 

normal operating data to learn a compact representation of normal dynamics. Deviations from this compact 23 

hypersphere are converted into anomaly scores, and sliding-window inference enables the system to flag abnormal 24 

patterns, such as minor transient spikes or subtle cell-to-cell inconsistencies, before cell voltage or temperature 25 

exceeds safety limits, thereby ensuring accurate identification and localization of MSC faults. In the subsequent 26 
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experimental part, the proposed method will be comprehensively validated under a wider range of conditions, 1 

including different temperatures, operating profiles, fault severities, cell chemistries, and aging states. 2 

 3 

Fig. 2. Framework diagram of battery MSC fault diagnosis. 4 

2.4 Performance metrics 5 

To evaluate the performance of the proposed deep SVDD-based battery MSC fault diagnosis method, two metrics 6 

are employed: fault detection rate (FDR) and fault misdiagnosis rate (FMR): 7 

𝐹𝐷𝑅 = #{𝐼|𝑓(𝐼) = 1 ∩ 𝐷(𝐼) = 1}#{𝐼|𝑓(𝐼) = 1} × 100%                                                 (17) 8 

𝐹𝑀𝑅 = #{𝐼|𝑓(𝐼) = 0 ∩ 𝐷(𝐼) = 1}#{𝐼|𝑓(𝐼) = 0} × 100%                                                (18) 9 

where #{𝑥} denotes the number of faults in the set 𝑥, 𝑓(𝐼) = 1 denotes battery fault, 𝑓(𝐼) = 0 denotes normal data, 10 

and 𝐷(𝐼)= 1 indicates the detected fault. 11 

3. Experiment 12 

In order to verify the effectiveness and robustness of the proposed method, an experimental platform for battery 13 

short-circuit fault testing is established, as shown in Fig. 3. The platform comprises three main components: an 14 

Arbin battery tester for charge and discharge control, a temperature chamber for regulating the experimental 15 

environment, and a computer for data acquisition and processing. The experiment utilizes six ternary lithium-ion 16 
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(NCM) batteries (Li(NiCoMn)O₂), with their specific parameters detailed in Table 1. The experimental procedure 1 

is as follows: initially, the battery is charged to 4.1 V using a 1C constant current–constant voltage (CC-CV) 2 

charging protocol. After charging, the battery is allowed to rest for one hour. Subsequently, MSC faults are 3 

introduced to simulate the fault scenarios under the three operating conditions of urban dynamometer driving 4 

schedule (UDDS), new European driving cycle (NEDC) and federal urban driving schedule (FUDS) as shown in 5 

Fig. 4.  6 

 7 

Fig. 3. Battery testing platform. 8 

Table 1. Battery specifications. 9 

Battery type 
Nominal 

voltage 

Nominal 

capacity 

Charge cut-off 

voltage 

Discharge cut-

off voltage 

INR18650-2P 3.7V 2Ah 4.2V 2.5V 

Short-circuit faults are sequentially introduced into Cells 2, 4, and 5 during the experiment. Specifically, Cell 2 10 

experience a 30 s short-circuit event at the 300 s mark. At the 600th s, Cell 4 is subjected to a 10 s short-circuit, 11 

followed by a 20 s recovery period, and then another 10 s short-circuit. Later, at the 900th s, Cell 5 encounter a 12 

30 s short-circuit condition. It is worth noting that the resistance of the short-circuit resistor used in the tests—13 

selected based on relevant literature—ranged from 1 Ω to 3 Ω [79]. 14 
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 1 

Fig. 4. Battery cycle test conditions. (a): Urban dynamometer driving schedule; (b): New European driving cycle; 2 

(c): Federal urban driving schedule. 3 

4. Results and discussions 4 

In this section, a set of fault experiments is carried out under diverse operating conditions and varying fault 5 

severities to verify the effectiveness, robustness, and generalization ability of the proposed method. Furthermore, 6 

comparative analyses with traditional fault diagnosis techniques are conducted to highlight the advantages of the 7 

proposed approach. 8 

4.1 Verification of method effectiveness 9 

The MSC fault diagnosis results of the proposed method under UDDS conditions are presented in Fig. 5. 10 

Specifically, Fig. 5(a) displays the voltage curves of individual cells during MSC fault events under UDDS 11 

operation. At around 300 s, cell 2 experienced a short-circuit fault lasting 30 s, leading to a voltage drop to 12 

approximately 3.93 V. Cell 4 encountered two short-circuit events at 600–610 s and 630–640 s, respectively, each 13 

causing voltage fluctuations of roughly 0.06 V. Meanwhile, cell 5 underwent a fault at 900 s, also lasting 30 14 

seconds, with a maximum voltage drop close to 0.9 V. Notably, despite the voltage decreases in the affected cells, 15 

the values remained above the BMS cut-off threshold, meaning that no alarm would be triggered. As such, 16 

traditional threshold-based approaches are incapable of identifying these minor faults. Fig. 5(b) and 5(c) present 17 

the extracted fault features from each cell’s voltage sequence using the proposed two-dimensional correlation 18 



P a g e  | 16 

 

coefficient and two-dimensional wavelet transform methods, respectively. As shown, during MSC fault events, 1 

the two-dimensional correlation coefficient exhibits a sharp decline, while the mutation score rises significantly, 2 

indicating that the proposed feature extraction methods can effectively capture the fault characteristics. It is 3 

noteworthy that slight decreases in the two-dimensional correlation coefficient can also be observed in normal 4 

cells at around 570 s and 860 s, which are attributed to noise disturbances. Therefore, to enhance feature robustness 5 

and diagnostic reliability, the two-dimensional correlation coefficient should be used in conjunction with the 6 

wavelet transform-based method for comprehensive fault feature representation.  7 

Fig. 5(d) presents the final fault diagnosis results obtained by processing the extracted features using the proposed 8 

deep SVDD method. As shown, abrupt increases in the anomaly score clearly correspond to the occurrence of 9 

minor faults. Importantly, during normal battery operation, the anomaly score remains consistently low, 10 

effectively avoiding false alarms. These results demonstrate that the proposed method can accurately detect MSC 11 

faults, even when the voltage does not exceed the predefined safety threshold. Notably, the proposed method is 12 

trained entirely offline using normal-operation data, so training does not affect real-time deployment. During 13 

operation, only a single forward pass of the Deep SVDD network and a distance calculation to the hypersphere 14 

center are required, resulting in very low computational load. The average inference time per sample is 15 

approximately 0.3–0.5 ms on a standard CPU, with memory usage below 5 MB, demonstrating that the approach 16 

meets real-time feasibility requirements for practical battery-management applications. 17 

4.2 Fault diagnosis results under different working conditions 18 

In real-world applications, LIBs operate under diverse and dynamic conditions, including varying current rates 19 

and load profiles. These fluctuations can significantly affect the battery’s electrical behavior, such as voltage 20 

response and internal resistance, thereby altering fault features and increasing the difficulty of accurate fault 21 

diagnosis. To further evaluate the robustness and adaptability of the proposed method, this section presents the 22 

diagnostic results under NEDC and FUDS conditions.  23 
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 1 

Fig. 5. Fault diagnosis results under UDDS conditions. (a): Battery voltage sequence data; (b): Extracted two-2 

dimensional correlation coefficient fault features; (c): Fault mutation features extracted using two-dimensional 3 

wavelet transform; (d): Final fault detection result. 4 

Fig. 6(a) and Fig. 6(c) illustrate the voltage sequences of the battery pack under NEDC and FUDC operating 5 

conditions, respectively. Under the NEDC profile, the voltage fluctuations exhibit a relatively smooth and regular 6 

pattern, which makes it easier to distinguish fault-induced deviations from normal behavior. In contrast, the FUDC 7 

condition imposes a more dynamic and complex load on the battery, resulting in frequent and abrupt voltage 8 

changes. These fluctuations often resemble the variations caused by MSC faults, making it significantly more 9 

challenging to isolate and identify fault signatures. This highlights the importance of robust diagnostic methods 10 

capable of handling complex and noisy operational environments. Fig. 6(b) displays the fault diagnosis results 11 

under NEDC operating conditions. It can be seen that the anomaly scores for the faulty cells (2, 4, and 5) remain 12 

consistently elevated, with average peak values around 0.5, which are markedly higher than those of the healthy 13 

cells, whose scores remain near 0.02. In Fig. 6(d), the diagnostic results under FUDS conditions are shown. 14 

Despite the increased complexity of the operating environment, the anomaly scores for the same faulty cells 15 
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exceed 0.6, while the maximum score for the normal cells remains around 0.07. These findings demonstrate that 1 

the proposed method maintains a clear distinction between normal and faulty conditions across different load 2 

profiles, indicating strong robustness and adaptability to varying operational scenarios. 3 

 4 

Fig. 6. Fault diagnosis results under different working conditions. (a): Battery voltage sequence data under 5 

NEDC conditions; (b): Fault detection result under NEDC conditions; (c): Battery voltage sequence data under 6 

FUDS conditions; (d): Fault detection result under FUDS conditions.  7 

4.3 Fault diagnosis results at different fault levels 8 

During normal battery operation, faults can arise unpredictably, with varying degrees of severity. In some cases, 9 

severe faults may develop even without noticeable early-stage voltage anomalies, posing a challenge for timely 10 

detection. To evaluate the generalization capability of the proposed method under diverse fault conditions, this 11 

section presents additional diagnostic results corresponding to two different levels of fault severity.   12 

Fig. 7(a) and 7(c) depict the voltage sequences under external resistances of 2 Ω and 4 Ω, respectively. As the 13 

resistance increases, the severity of the short-circuit fault decreases due to reduced fault current. Specifically, at 14 
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2 Ω and 4 Ω, the maximum voltage drops observed during the fault events are approximately 0.07 V and 0.04 V, 1 

respectively. In contrast, a lower resistance results in a greater voltage deviation, indicating a more severe fault. 2 

This behavior is primarily caused by the current shunting effect of the short-circuit resistor. Importantly, the 3 

proposed method maintains stable diagnostic performance across different fault intensities and can reliably 4 

identify abnormal cells. As shown in Figs. 7(b) and 7(d), the anomaly score consistently captures the onset of 5 

faults at both fault levels. Although the anomaly score of cell 2 under the milder fault condition in Fig. 7(d) is 6 

relatively low and may increase the risk of misclassification, it remains clearly distinguishable from the normal 7 

cell behavior. These results confirm that the proposed method can effectively identify subtle MSC faults 8 

embedded in voltage sequences, even when such anomalies are undetectable using traditional threshold-based 9 

approaches. 10 

 11 

Fig. 7. Fault diagnosis results under different fault levels. (a): Battery voltage sequence data at resistance 2 Ω; 12 

(b): Fault detection result at resistance 2 Ω; (c): Battery voltage sequence data at resistance 4 Ω; (d): Fault 13 

detection result at resistance 4 Ω. 14 
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4.4 Fault diagnosis results under more comprehensive conditions 1 

 2 

Fig. 8. Fault diagnosis results under more comprehensive conditions. (a): Battery voltage sequence data at 15℃; 3 

(b): Battery voltage sequence data under battery aging conditions; (c): Voltage sequence data of four 15Ah LFP 4 

cells; (d): Fault detection results at 15℃; (e): Fault detection results under battery aging conditions; (f): Fault 5 

detection results on LFP batteries. 6 

To more comprehensively validate the effectiveness and generalizability of the proposed method, additional 7 

experiments are conducted under different battery chemistries (LFP), temperatures, and aging conditions.  As 8 

shown in Fig.8, the proposed method maintains stable and reliable performance across all scenarios. Moderate 9 

temperature variations and aging-induced performance degradation exert limited influence on the manifestation 10 

of micro short-circuit faults, and the corresponding detection results further confirm the robustness of the proposed 11 

framework. It is worth noting that in Fig. 8(c), the LFP battery module experienced micro short-circuit events in 12 

cells 2 and 4 at 300 s and 600 s, respectively. The resulting voltage fluctuations were extremely subtle and closely 13 

resembled patterns observed during normal operation, thereby increasing the difficulty of fault identification. 14 

Nevertheless, the proposed method successfully detected these weak faults, demonstrating its sensitivity to small 15 

transient deviations and inter-cell inconsistencies. In summary, the results across different chemistries, 16 
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temperatures, and aging conditions verify that the proposed method remains stable, robust, and effective under a 1 

wide range of practical operating environments. 2 

4.5 Comparison of the existing detection methods 3 

 4 

Fig. 9. Comparison of the diagnosis results between the proposed method and the isolation forest method. (a): 5 

Fault diagnosis results of the proposed method; (b): Fault diagnosis results of the isolation forest method. 6 

To highlight the advantages of the proposed method, this paper compares it with three traditional fault diagnosis 7 

techniques, namely Isolation Forest, Sample Entropy, and Correlation Coefficient Detection, as well as a state-of-8 

the-art deep learning approach, the Deep Autoencoder. For all comparison methods, faults are identified by 9 

applying predefined thresholds to their respective output metrics. For fairness and consistency, all methods are 10 

evaluated using the same test dataset, enabling a direct comparison of diagnostic accuracy and robustness under 11 

identical conditions. Fig. 9 shows the diagnosis results of the proposed method and the random forest method for 12 

MSC faults with a short-circuit resistance of 1.5 Ω under UDDS conditions. It is evident that the diagnostic method 13 

based on Isolation Forest struggles to effectively distinguish between normal and faulty conditions. The anomaly 14 

scores of normal cells remain relatively high and are close to those observed during fault occurrences, increasing 15 

the likelihood of false alarms. In contrast, the proposed method yields significantly lower anomaly scores for 16 

normal cells, while maintaining distinctly higher scores during fault events.  17 

Table 2. Comparison of different methods for MSC fault detection. 18 

 Sample entropy 
Correlation 

coefficient 
Isolation forest Autoencoder Proposed method 

FDR 62% 75% 91% 92% 94% 

FMR 34% 43% 15% 7% 3% 
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The comparison results of all methods are shown in Table 2. It can be observed that the autoencoder method 1 

significantly improves performance compared with the three traditional fault detection techniques, achieving an 2 

FDR of 92% and an FMR of 7%. This improvement primarily stems from the deep neural network architecture 3 

of the autoencoder, which enhances its ability to capture the nonlinear characteristics of LIBs. The proposed 4 

method further outperforms all the above techniques, achieving an FDR of 94% and an FMR of only 3%. These 5 

substantial gains demonstrate the strong capability of deep SVDD in modeling nonlinear data and effectively 6 

reducing false diagnoses. 7 

5. Conclusion 8 

Short-circuit failures pose a critical safety risk to LIBs, as they can trigger thermal runaway and significantly 9 

compromise the stable operation of renewable energy systems. To mitigate this risk, this study presents a novel 10 

MSC fault diagnosis approach for LIBs, which integrates a combined micro-fault feature extraction strategy with 11 

a deep SVDD-based detection algorithm. Based on extensive experimental validation, the following conclusions 12 

are drawn: 13 

1. The proposed method enables effective real-time detection of MSC faults, even when cell voltages remain 14 

within the nominal safety range, by leveraging the designed feature set and the deep SVDD algorithm. 15 

2. The method demonstrates strong robustness and generalization across varying operating profiles (UDDS, 16 

NEDC, and FUDS) and fault severities (1, 2, and 4 Ω), and additional validation using LFP batteries confirms that 17 

its diagnostic performance is consistent across the tested battery chemistries (NCM and LFP). Accordingly, the 18 

overly broad claim of “cross-chemistry compatibility” has been revised to reflect that generalization is supported 19 

only within the evaluated chemistries. 20 

3. With a FDR of 94% and a FMR of only 3%, the proposed method outperforms conventional diagnostic 21 

techniques such as sample entropy, correlation coefficient analysis, and isolation forest, indicating superior 22 

accuracy and reliability. 23 

Owing to its data-driven and unsupervised nature, the proposed framework demonstrates promising adaptability 24 

within the tested chemistries and operating scenarios, providing a foundation for improving early-stage fault 25 

intervention and enhancing the safety and reliability of energy storage systems. Future work will focus on 26 
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deploying the proposed diagnostic framework in real-time embedded systems within practical BMS platforms and 1 

evaluating its performance in large-scale battery modules, thereby further validating its applicability and 2 

robustness under real-world operating conditions. 3 
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