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Baiting AI: Deceptive Adversary Against

AI-Protected Industrial Infrastructures
Aryan Pasikhani, Prosanta Gope, Senior Member, IEEE, Yang Yang,

Shagufta Mehnaz, Biplab Sikdar, IEEE Fellow

AbstractÐThis paper explores a new cyber-attack vector tar-
geting Industrial Control Systems (ICS), particularly focusing
on water treatment facilities. Developing a new multi-agent
Deep Reinforcement Learning (DRL) approach, adversaries craft
stealthy, strategically timed, wear-out attacks designed to subtly
degrade product quality and reduce the lifespan of field actu-
ators. This sophisticated method leverages DRL methodology
not only to execute precise and detrimental impacts on targeted
infrastructure but also to evade detection by contemporary AI-
driven defence systems. By developing and implementing tailored
policies, the attackers ensure their hostile actions blend seam-
lessly with normal operational patterns, circumventing integrated
security measures. Our research reveals the robustness of this
attack strategy, shedding light on the potential for DRL models
to be manipulated for adversarial purposes. Our research has
been validated through testing and analysis in an industry-level
setup. For reproducibility and further study, all related materials,
including datasets and documentation, are publicly accessible.

Index TermsÐStealthy Attack, AI-assisted Adversary, Indus-
trial Control Systems, Deep Reinforcement Learning

I. INTRODUCTION

Industrial Control Systems (ICS) have become indispens-

able for managing critical infrastructures across various sec-

tors, from chemical manufacturing and biotechnology to water

and wastewater treatment facilities [1], [2]. Unlike traditional

Information Technology (IT) systems designed primarily for

data management, ICSs control physical processes and are

vital for Operational Technology (OT). Integrating Artificial

Intelligence (AI) into these systems has been transformative,

offering enhanced efficiency and predictive capabilities.

In early 2023, cyberattacks on critical infrastructure surged,

with 60 incidents reportedÐmore than double the previous

year’s total [3]. Recent cyber incidents [4], [5] have further

highlighted the limitations of traditional security measures,

prompting the rise of Machine Learning (ML)-based defences

[6]. These systems effectively process ICS, enhancing se-

curity capabilities. The trend towards more advanced sys-

tem monitoring and efficient event collection supports the

transformation from static, artefact-based security measures

(e.g., statistical intrusion detection and prevention systems) to

dynamic, ML-enhanced defences. In this regard, researchers

have developed security measures using Deep Neural Network

(DNN)-based and Deep Reinforcement Learning (DRL) tech-

nologies [6] to secure ICS against various threats. Although
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integrating AI into ICS enhances operational efficiency, pro-

cess optimisation, system monitoring, and automated decision-

making, this evolution also introduces new vulnerabilities.

In this context, recently, there has been a growing research

interest in adversarial attacks against DNN and DRL models,

degrading the prediction accuracy [7], [8] of these models.

Some methods [9] involve injecting perturbations at intervals,

guided by the value function. [10] introduced two attack

mechanisms. In the Strategically-Timed Attack, the attacker

injects adversarial perturbations into the victim’s state when

the relative action preference function exceeds a pre-calculated

heuristic threshold. Meanwhile, the Enchanting Attack in-

volves using a prediction model to anticipate the agent’s future

states based on a sequence of actions, followed by crafting

an action sequence to steer the victim towards a designated

harmful state. [8] developed the Critical Point Attack and the

Antagonist Attack. In the Critical Point Attack, the attacker

uses a domain-specific prediction model to forecast the agent’s

future states and assesses the potential damage of all possible

strategies using a Damage Awareness Metric. The Antagonist

Attack employs a DRL model that is optimised with the victim

agent’s reward function, guiding the attacker in launching

effective assaults with fewer steps.

Adversarial attacks on DNN and DRL models reveal vulner-

abilities such as data poisoning, model hijacking, and adversar-

ial sample creation [7], [8]. However, there is a remarkable gap

in research studying the impact of DRL-driven adversaries that

evade AI-driven defence systems and adversely affect physical

system processes. Employing a self-adaptive AI approach,

the adversary may strategically introduce minor disturbances,

learning from the system’s responses to gradually shift the

‘normal’ operational baseline. This ‘low and slow’ strategy

allows them to covertly undermine both the integrity and avail-

ability of ICS, leading to significant yet covert compromises in

system performance. Formally, we can define a control system

by a state space S, where each state st ∈ S describes the

system at a given time t. Adversarial actions a ∈ A selected

by a DRL policy π aim to transition the system from state st
to state st+1 in a manner that avoids detection:

st+1 = T (st, a), a ∼ π(st)

where T : S × A → S is the transition function of the

system. The DRL agent optimizes π to maximise a cumulative

reward function that, perversely, rewards states that undermine

system integrity yet evade detection by existing Intrusion De-

tection Systems (IDS). These IDS, typically trained to detect

anomalies based on a defined normative behaviour profile, fail
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to recognise subtle deviations introduced by DRL-optimised

actions. Mathematically, if d(s, ŝ) represents a distance metric

measuring deviation from expected state ŝ, then for IDS

with detection threshold τ , an undetected state transition by

adversarial action satisfies:

d(st+1, ŝt+1) < τ

The ability of DRL-based adversaries to operate beneath this

detection threshold underscores the urgent need for innovative

research focused on advanced defensive strategies that can

detect and mitigate the effects of these subtle but dangerous

manipulations.

A. Motivations and Contributions

After thoroughly investigating the existing literature on AI-

driven attacks, we find a significant gap that becomes apparent

in the absence of studies on DRL-assisted adversaries targeting

physical processes. This gap poses a considerable challenge

in the realm of cybersecurity, as it obstructs the evaluation

of defence mechanisms. In this context, there is a growing

concern about the potential of AI-assisted attacks against OT

(Operational Technology) networks [11]. The impact of such

stealthy attacks on industrial operations, such as the precise

mixing of liquids, can be profound [12], [13], [14]. These

DRL-based adversaries can subtly alter control systems to

evade detection by AI-driven Intrusion Detection Systems

(IDS) (as shown in Section V). They can evade security

measures by mimicking normal operations in control systems

and avoiding obvious actions. They can disrupt safety and

efficiency without triggering alarms. This highlights the urgent

need to explore and develop robust defences against such

covert attacks. In this paper, we focus on studying a novel

attack strategy and its negative impacts on the target system.

Our research primarily adopts the black-box threat model,

limiting adversaries’ insight into the detection mechanisms.

However, to ensure a comprehensive assessment, we also

evaluate the efficacy of our approach under grey-box and

white-box models. We validate our findings with a real in-

dustrial system testbed, including a Siemens SIMATIC S7-

1200 PLC, Siemens SIMATIC IPC127E, Cisco C9300-24U-

A switch, Cisco ASA 5555-X Firewall/IPS, Cisco C8200-

1N-4T Edge router, and Nvidia Jetson AGX Orin (further

details provided in Section IV). To ensure high reliability and

real-time performance, we employ the PROFINET protocol

[15], reflecting industry preference for flexibility, speed, and

efficiency in data exchange and communication between field

devices and controllers. A series of experiments are conducted

to assess the negative impact of such adversaries and the

effectiveness of different DNN-based countermeasures. When

tested against DNN-based IDS models (DenseNet [16], CNN

[17], ResNet [18], LSTM [19], and Transformer [20]) on a

mixing liquid control system test-bed, DRL-assisted adver-

saries were able to create and execute stealthy attack variants,

reducing intrusion detection sensitivity (a.k.a recall) by up

to approximately 99.95%. Specifically, in black-box settings,

recall reductions ranged from 17.34% to 27.61%, in Grey-box

settings from 28.96% to 69.24%, and in White-box settings up

to 99.95% across different models, demonstrating significant

vulnerabilities under varying levels of adversary knowledge

(depicted in Table II). This study targets explicitly DNN-

based detection systems, with other security systems, such

as side-channel [21] or invariant-based [22], [23], [24], [25]

approaches, being outside the scope of this article.

Our work primarily demonstrates a stealthy attack strategy

while exploring how the same adversarial policies can serve

as a training curriculum to strengthen defence systems. By

repurposing the attack model into a Min-Max framework,

these adversarial strategies enhance the robustness of DNN-

based detectors. Details on adversarial training are provided

in Appendix V-A.

Our Contributions: This article introduces a novel algo-

rithm that has been designed to perform strategically timed

attacks by low & slow adversarial strategy to disrupt control

systems while concurrently avoiding detection by AI-driven

defence systems. Our contributions are outlined as follows:

❏ Designed a new adversarial algorithm for finding a

strategically timed, low & slow attack that can disrupt con-

trol systems while avoiding detection by AI-driven defence

systems.

❏ Rigorously assessed the impact and effectiveness of

our proposed adversarial algorithm against state-of-the-art AI-

driven countermeasures and the Cisco ASA 5555-X Fire-

wall/Intrusion Prevention System.

❏ Developed an Industrial Control System (ICS) testbed

equipped with a Siemens SIMATIC S7-1200 PLC, Siemens

SIMATIC IPC127E, Cisco C9300-24U-A switch, Cisco ASA

5555-X Firewall/IPS, Cisco C8200-1N-4T Edge router, and

Nvidia Jetson AGX Orin etc. This testbed is meticulously

engineered to mirror real-world operational environments².

II. BACKGROUND AND RELATED WORKS

In this section, we discuss the fundamental aspects of

Industrial Control Systems (ICS) and their vulnerability to

emerging cyber threats. We provide an overview of AI-based

attacks, with a particular emphasis on DRL, and review the

existing literature on vulnerabilities and attacks in ICS and

AI. To the best of our knowledge, there is no literature on

AI-assisted attacks against ICS. While AI-assisted attacks

on Cyber-Physical Systems (CPS) and Power Grids have

been studied [26], [27], [28], [29], [30], [31], many of these

studies only concentrate on attacks targeting electronic grids,

including False Data Injection, and Load Frequency Control.

However, ICS presents unique challenges due to its critical role

in industrial processes, real-time requirements, and the severe

consequences of breaches. Unlike CPS, where attacks often

target cyber components, ICS attacks must simultaneously

evade detection and directly influence physical processes. This

paper addresses this critical gap by focusing on stealthy AI-

assisted attacks targeting ICS vulnerabilities.

Security of Industrial Control System: At the core of

any process control system is the controller, which compares

input values against a set condition or reference and decides

²All related materials, including datasets and codes, are available for

the research community here: https://tinyurl.com/ycncu57k

https://tinyurl.com/ycncu57k
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Fig. 1: Overview of ICS Operation (NIST SP 800-82)

on the necessary actions. It then dispatches corrective error

signals to adjust the manipulated variable, which represents

dynamic aspects such as temperature, pressure, flow rate, level,

rotational speed, or position. Moreover, in control systems,

different components operate on varying timing cyclesÐfor

example, field devices often have sub-1 millisecond response

times, while controllers typically update between 1 millisecond

and 50 milliseconds [32]. Any physical parameter that can

change spontaneously or in response to external influences

is considered a dynamic variable. This variable, termed the

Process Variable (PV), is intended to be maintained at a prede-

termined value, known as the Set Point (SP). Whether fixed or

adjustable, the SP dictates the target state for the PV, requiring

continuous monitoring and corrective actions from the control

system to ensure alignment with the desired SP. Process

control plays a crucial role in ensuring control systems’ safe

and efficient operation, as depicted in Fig. 1. Human-machine

interfaces (HMI), remote diagnostics, and maintenance pro-

cesses support the primary control mechanisms. Interrupting

these systems can lead to disastrous consequences, leading to

financial losses or even costing human lives, making vigilant

monitoring and corrective actions crucial.

Historically, the security of ICS has been primarily safe-

guarded by their isolation from external networks; the con-

cept is often referred to as being ‘air-gapped’ [33]. How-

ever, with the advent of Industry 4.0, ICSs have become

increasingly interconnected, thereby expanding their attack

surface [34]. As a result, traditional statistical-based security

systems are no longer sufficient for protecting ICSs against

sophisticated attacks [34]. In response, researchers [6] have

proposed AI-driven intrusion detection systems designed to

safeguard critical infrastructures from such threats. However,

these AI models themselves are vulnerable to various types

of attacks, indicating a need for continuous advancement in

security technologies. Recent research [35], [36], [12], [13],

[14] has identified critical vulnerabilities in network com-

munications between engineering stations and programmable

logic controllers (PLCs). In this regard, [37] revealed how

modifying ISO-TSAP packets could manipulate industrial

system behaviours, while [38] showed potential catastrophic

outcomes from altered command packets in nuclear facilities.

Furthermore, [33] outlined scenarios where Denial of Service

(DoS) attacks involved spoofing IP addresses to compromise

the communication between S7 PLCs and Total Integrated

Automation (TIA) Portal software. Similarly, [39] executed IP

packet flooding on PLC ports, targeting the interconnectivity

between PLCs and Human Machine Interfaces (HMIs) with

various techniques. Furthermore, [40] indicated that attack-

ers could employ a variety of packet types, such as SYN,

S7Comm, UDP, and TCP/IP packets, to exploit PLC vulnera-

bilities effectively.

AI-driven Attacks against Power Grid and CPS: Recent

research in cyber-physical system security has examined AI for

offensive and defensive strategies in power grids. Mohamed

and Kundur [29] use the Deep Deterministic Policy Gradient

(DDPG) algorithm for generating False Data Injection (FDI)

and load-switching attacks in Load Frequency Control (LFC)

systems. Their grey-box model allows the RL agent to desta-

bilise the system by observing and manipulating key variables.

Similarly, Maiti et al. [31] employ DDPG to generate attacks

that maximise disruption in smart grids by exploiting the most

vulnerable time instances. Shereen et al. [30] employ the Prox-

imal Policy Optimisation (PPO) algorithm to generate stealthy

attacks against Automatic Generation Control (AGC) systems,

assuming the adversary can infiltrate and manipulate control

signals within a network using protocols lacking encryption,

such as Modbus and DNP3.

On the other hand, Khazraei et al. [26] use deep learning

for vulnerability analysis in CPS, creating grey-box attack

generators with feed-forward and recurrent neural networks

to design stealthy sensor attacks that degrade system per-

formance without detection. They conduct their experiments

in simulation environments. Aniruddh Chandratre et al. [27]

introduces a framework for simulating falsification attacks on

CPS, namely inverted pendulum and unmanned aerial vehicles,

that push the system into unsafe or undesired states by

violating the system’s Signal Temporal Logic specifications.

The framework uses PSY-TaLiRo and Bayesian optimisation

to identify effective attack vectors ². All of these studies [30],

[31], [29], [27] conduct their experiments in simulation en-

vironments (e.g. [30] using MATPOWER, [29], [31] utilising

MATLAB and Simulink), which, while useful for initial ex-

ploration, may not fully capture the complexities of real-world

operations. Moreover, none of the existing literature addresses

the complexities and dynamics of real-world industrial control

processes within ICS environments. Our work distinguishes

itself by targeting the field network process (with a focus

on controlling industrial processes under strict real-time and

safety requirements), using an innovative multi-agent DRL

approach to conduct stealthy, strategically timed disruptions.

This approach undermines existing AI-driven defences and

emphasises the complexities of low & slow attacks, thereby

extending the scope of RL-based adversarial models beyond

the power sector and into broader industrial applications.

Attacks against AI: The vulnerability of Deep Neural Net-

works (DNNs) to adversarial attacks has been a prominent area

of research in recent years [41]. It has been established that

DNNs can be deceived into making incorrect predictions with

high confidence through the introduction of small, human-

imperceptible perturbations [42]. Adversarial attacks are gen-

erally classified into two types: white-box attacks, where the

attacker has complete knowledge of the DNN model, and

²Due to page limit, further related work is discussed in Appendix G.
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black-box attacks, where the attacker does not know the

internal workings of the model. In the white-box context,

numerous attack methods have been developed. These include

the Limited-memory Broyden-Fletcher-Goldfarb-Shanno (L-

BFGS) algorithm [43], Fast Gradient Sign Method (FGSM)

[42], Basic Iterative Method (BIM) [44], Projected Gradi-

ent Descent (PGD) [45], Distributionally Adversarial Attack

(DAA) [46], Carlini and Wagner attacks [47], and Jacobian-

based Saliency Map Attack (JSMA) [48], among others.

These methods can also be modified for use in black-box

scenarios due to the transferability of adversarial examples

[49]. Specifically designed for black-box environments are

techniques such as the Zeroth Order Optimisation (ZOO)

Attack [50], AutoZOOM Attack [51], Decision Based At-

tack [52], Universal Adversarial Perturbations (UAPs) [53],

Derivative-Free Attack [54], and Simultaneous Perturbation

Stochastic Approximation (SAI-FGSM) [55]. These methods

demonstrate the adaptability of adversarial techniques across

different knowledge bases of the target models.

Deep Reinforcement Learning: Reinforcement Learning

(RL) is concerned with decision-making in evolving environ-

ments. RL agents engage in a learning process through inter-

action with their environment, taking actions, and receiving

feedback in the form of numerical rewards. Formally, at each

time step t, an agent observes a state st from the state space

S, takes an action at from the action space A, and receives a

reward rt. The primary objective of an RL agent is to develop

a policy π, which is a function π : S → A that maps states to

actions, aiming to maximise the expected cumulative rewards

over time. Deep Reinforcement Learning (DRL) extends RL’s

scope by leveraging Deep Neural Networks (DNNs) to refine

the policy construction process, either through Q-function or

Value-function approximations or direct policy learning from

experiences. At the core of a DRL system is the policy

mechanism, which directs agents to perform optimal actions

based on the environmental state, significantly enhanced by

advanced algorithms. These innovative methodologies have

been instrumental in generating DRL policies, enabling them

to demonstrate remarkable achievements across various tasks

requiring AI. Unlike traditional machine learning tasks that are

categorised into supervised, unsupervised, or semi-supervised

learning, involving data represented as a tuple ⟨X,Y ⟩, where

X is the inputs (independent features) and Y is the label (a.k.a

ground truth), DRL tasks feature a more complex structure.

They comprise at least four elements: ⟨S,A, π,R⟩Ðstate

set, action set, policy network, and reward set, respectively.

Although this formulation enables DRL to learn from envi-

ronmental interactions, offering broader applications, it also

introduces greater vulnerability to attacks, as evidenced by

several studies [7], [8].

Attacks against Deep Reinforcement Learning: Adversar-

ial attacks on DRL agents differ significantly from those on

classification systems, primarily because DRL agents interact

with their environment by executing a sequence of actions,

thus affecting and receiving feedback from the environment

[7]. This dynamic allows adversaries multiple points of attack

during an episode, with each step providing opportunities

to introduce perturbations. The objectives of these adver-

saries also vary, from reducing the agent’s overall rewards

to navigating them into dangerous states, contrasting with

attacks on classification systems that aim to degrade accuracy.

Despite the importance of both short-term and long-term attack

strategies, their integration has rarely been explored. Short-

term attacks produce immediate effects by exploiting specific

actions, while long-term strategies aim for a sustained impact,

targeting the foundational behaviour of DRL agents [8]. The

challenge of integrating short and long-term strategies lies in

identifying critical points (times) that can significantly affect

future actions, given their indirect connections.
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Fig. 2: AI-enabled Adversary in a Field Network (adversary’s

attack vectors, includes malicious PLC, compromised Remote

I/O, or the interception and manipulation of communications

between PLC and Remote I/O at L0 network).

A. Scope, Generalizability, and Limitations

Where low&slow transfers. The timing-driven disturbance

transfers most naturally to batch/process ICS (blending, dos-

ing, filtration), where buffering and stochastic variability can

mask small cumulative delays.

Harder domains. In tightly time-constrained motion and

safety loops, even millisecond delays may violate invariants

or be conspicuous.

Enablers for transfer. We emphasise process-agnostic

timing features (order statistics of inter-arrival and actuation

latencies), adopt domain randomisation over plant gains, sen-

sor noise, sampling cadence, and feature sets during training,

and calibrate actions to PLC scan-cycle budgets.

Quantifying robustness. Our Out-of-Context evaluation

(Section IV-B) alters dynamics, noise, cadence, features, and

detector windowing to induce drift and measure transferability.

III. ATTACK METHODOLOGY

A. Threat Model

In our threat model, we introduce two distinct Advantage

Actor-Critic (A2C) agents, the scheduler and the disturber,

which exploit DRL techniques to conduct wear-out attacks

against industrial control processes, depicted in Fig. 4. The

scheduler agent is responsible for selecting optimal attack

times (waiting time twait) and delay periods (tdelay), using

real-time observations from actuators, sensors, and network
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communications to inform its decisions (actions). Concur-

rently, the disturber agent waits for twait and selects which

packets to delay for the periods specified by the scheduler

(tdelay), effectively integrating the scheduler’s actions into

its decision-making process to synchronise the attack. We

initially considered a single-agent approach (discussed in the

Appendix); however, it proved challenging to balance both

strategic timing and execution control within a unified policy.

The complexity of jointly optimising when to launch an attack

and how to execute it without detection created learning

inefficiencies and reduced adaptability. By decoupling these

roles, the scheduler agent can focus exclusively on identifying

optimal attack windows, while the disturber agent handles the

fine-grained execution of stealthy packet delays. This modular

design improves convergence during training and enhances the

adversary’s ability to adapt to evolving defensive mechanisms

in real-time. These adversaries’ self-adaptive capabilities en-

able them to dynamically adjust strategies in response to

environmental changes and defensive measures, making them

stealthy and robust.

To ensure the feasibility of the proposed attack, we position

the adversary’s actions within the Cyber Kill Chain frame-

work, which provides a structured approach to understanding

the lifecycle of cyberattacks. Specifically, the adversaries op-

erate within the Exploitation and Command & Control (C2)

phases. During the Exploitation phase, vulnerabilities such

as CVE-2024-2442 [56], which expose ICS communication

protocols, and CVE-2024-2882 [57], which facilitates remote

code execution, are leveraged to infiltrate the system and trig-

ger stealthy wear-out attacks. In the C2 phase, the adversary

establishes persistent communication channels using exploited

vulnerabilities like CVE-2023-5885[58], enabling remote co-

ordination and precise timing of synchronised attacks by the

scheduler and disturber agents. These vulnerabilities allow the

adversaries to reconnoitre the environment, establish control,

and execute their objectives without detection, demonstrating

the feasibility and practicality of the attack model.

Vulnerability-Independent Ingress.: The listed CVEs il-

lustrate feasibility but are not prerequisites. In practice, an

adversary can attain the same L0 vantage via:

• Bump-in-the-wire tap between PLC and I/O that trans-

parently forwards PROFINET/Modbus/OPC UA while

imposing bounded, protocol-legal queueing delays (no

payload edits).

• Network QoS/mirroring misconfiguration (e.g., un-

managed switch in the cell/area), enabling selective

packet pacing without rewriting frames.

• Remote I/O or HMI workstation foothold (non-root),

where user-space timing control of application-layer calls

produces equivalent micro-delays.

• Engineering-station pivot with read-only access to

project tags; timing perturbations on cyclic reads/writes

remain within scan-cycle budgets.

These avenues preserve the protocol’s statefulness and align

with bounded-delay constraints we enforce in all experiments.

Adversary’s Objectives: The adversary has three primary

objectives as given in the following:

(O1) Wear-out system components - The adversary

manipulates the operational sequence of packet delivery in

industrial control systems through calculated delays. This

action is formally represented by modifying the temporal

distribution of control packet transmissions, where each packet

i, initially scheduled for ti, is delayed by δi, rescheduling its

transmission to ti + δi. These intentional disruptions induce

asynchronous and inefficient actuator operations, accelerating

wear-out due to increased mechanical stress and suboptimal

performance cycles. Such continuous operational anomalies

significantly shorten the expected lifespan of critical system

components.

(O2) Inducing operational inaccuracies resulting in a

reduction in the quality of the products - the adversary

strategically introduces deviations δ to critical control system

set points, which shifts operational parameters like tempera-

ture or pressure away from their optimal states. This action

mathematically increases the process variance σ2, leading to

increased production errors and reduced quality, quantified by

the relationship ∆Q ∝ σ2, where ∆Q denotes the decline in

product quality. For instance, in the pharmaceutical industry,

such perturbations to temperature and mixing speed set points

may result in non-compliant drug potency, causing significant

financial losses and endangering patient health.

(O3) Covert operations and evasion of detection - the ad-

versary employs a ‘low and slow’ strategy, subtly introducing

deviations (δ) that accumulate over time to alter operational

processes without triggering alarms from AI-powered defence

systems. This method involves careful calibration of changes

to stay below detection thresholds, mathematically optimising

the perturbations to maintain a low profile (σ2 < λ, where

λ is the detection limit). In industries like pharmaceuticals,

where precision in the mixing of liquids is crucial, such

undetected alterations can lead to significant deviations in

product consistency and quality, thereby posing serious risks

to both operational reliability and consumer safety.

Adversary’s Capabilities: Understanding the adversary’s

level of knowledge is crucial. We delineate this within two

main categories:

Black-Box Attacks: The adversary has limited insight,

operating without detailed internal knowledge of the defence

system’s configurations or logic.

Grey-Box Attacks: The adversary possesses partial infor-

mation about the defence system, which may include public

features or certain system details that are not fully concealed

(more details provided in Appendix).

White-Box Attacks: The adversary possesses complete

knowledge about the defence system, including features that

DNN-based detectors use to detect intrusions.

Our research primarily adopts the black-box threat model,

which restricts adversaries’ insight into the detection mech-

anisms. In this context, the adversary does not know the

detection system’s architecture, parameters, observations, or

statistical features, including time-based and historical ones.

To ensure a comprehensive assessment, we also evaluate the

efficacy of our approach under different adversarial assump-

tions, including both grey-box and white-box models.
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However, we consider the adversary can influence PLC,

Remote I/O, or the communication channel between them,

compromising known vulnerabilities in these components [35],

[36], [12], [13], [14], as depicted in Fig. 2. Such adversaries

are capable of:

❏ Interfering with PLC inputs, including setpoints (s3) and

level meters (s2), as well as outputs such as the values for

filling valves (s0) and discharge valves (s1).

❏ Delaying signals s0, s1, and s2 to disrupt process timings

and cause operational inconsistencies.

❏ Applying their partial knowledge of the detection agent’s

model to predict the system’s responses and effectively con-

struct their attack strategies.

Level meter 

Process Variable (I102)

Discharge 

Valve

Fill Valve

0s

1s

2s

0s 1s
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Setpoint

(I100)

Setpoint
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Setpoint
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Setpoint Value
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Fig. 3: Adversary Observations

Adversary’s Observation: Fig. 3 demonstrates the adver-

sary’s placement within a field network, which enables them to

intercept and analyse data. A Programmable Logic Controller

(PLC) continuously reads inputs and responds by adjusting

outputs in real-time to prevent malfunctions. This process

involves scanning the inputs from an I/O Image Table and

using programmed logic to determine the output states. Given

the importance of a timely response in PLC operations, any

attack that disrupts or delays this real-time capability can

significantly compromise industrial control system security. In

the S7 family of Siemens PLCs, such as the S7-1200, the

CPU offers a variety of dedicated memory locations, each

with a unique address for program access. These areas include

process image inputs (IPLC), where the state of physical

inputs is copied at the start of each scan cycle, and process

image outputs (QPLC), where outputs are derived from at the

end of each scan cycle. In this context over communication

over PLC with remote I/O, actuator, and sensors, the adversary

can observe IPLC value (s2) and QPLC values (s0 and s1),

as illustrated in Fig. 1 and Fig. 3. In this system, level meters

serve as sensors to monitor the tank levels, providing inputs

to a PLC. The PLC, in turn, controls actuators such as fill and

discharge valves to manage outputs. It operates these valves

to add chemicals to a mixing tank until the sensors indicate

that the tank level has reached the setpoint (We formalise the

adversary’s observation space O in Section III-B).

Action Space Clarification:

Here we would like to emphasise that the terms ªLow and

Slowº and ªSmash and Grabº used in this paper rep-

resent broad categories of adversarial strategies rather

than discrete or simplistic actions. Within each category,

adversarial agents execute a wide spectrum of nuanced

and context-driven actions, dynamically determined by

real-time observations and sophisticated strategic poli-

cies. Thus, these categories encapsulate sets of actions

that vary in timing, magnitude, and stealth.

B. Formalisation of Attack

In this section, we consider the attack strategy using a

partially Observed Markov decision process (POMDP). This

model is particularly fitted to scenarios where an adversary

may not have full visibility of the system states but must

operate based on partial observations that can be deceptive

or incomplete. In this context, the adversary employs the dis-

turber and scheduler agents (as depicted in Fig. 4) to identify

and modify conspicuous events. This approach enables them

to evade detection while still preserving their objectives. The

POMDP is defined by the tuple (S,A, T,R,X,O), where:

❏ S: The state st ∈ S at time t represents the vector of

all relevant system parametersÐincluding the filling variable,

discharge variable, process variable, and setpoint value, as

depicted in Fig. 3 (further detailed in Appendix Fig. 7).

❏ A: Actions available to the adversary, primarily focusing

on the delay of specific control packets. Each action at ∈ A
is represented as at = delay(pkti, periodt) where pkti is the

packet to be delayed, and periodt is the delay duration.

❏ T : S×A×S → [0, 1] defines transition probabilities, i.e.,

likelihood of moving between states given specific actions.

❏ R : S×A×S → R is the reward function, which in the

context of adversarial strategies, could reflect the efficacy or

impact of an attack (more details provided in Section III-C).

❏ X: denotes the set of observations available to the

adversary.

❏ O : S×X → [0, 1] is the observation probability function,

i.e., the likelihood of the adversary observing xt in state st.
We formalise the observation O at time t as ot =

f(st, ω(at−∆:t−1)), where f(st, ·) is a function that models

the immediate impact of the current system state st on the

observation ot. This function captures how the adversary

perceives the current state of the system. ω(at−∆:t−1) is

a function that aggregates the influence of the adversary’s

actions over a recent time window from t−∆ to t− 1. This

function summarises how these past actions affect the current

observation, considering the cumulative or delayed effects of

these actions on the system. In the black-box and grey-box

threat models, the adversary’s policy is primarily informed

by observations rather than full states, reflecting the limited

visibility into the system. Therefore, the adversary’s decision-

making process relies on the observed values ot, which are

derived from the underlying state st but do not represent full

system visibility. Therefore, st should be interpreted as ot
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Fig. 4: Adversary Agents

in partially observable environments (black-box and grey-box

threat models).

Each step within this environment involves the sequence

(st, xt, at, st+1), where st is the current state, xt is the

observation related to this state, at is the action taken by the

adversary, and st+1 is the subsequent state. The adversary aims

to exploit this sequence to strategically time their actions based

on observed states and anticipated system responses, maximis-

ing the disruption to operational integrity while minimising

detection. The objective of the adversary in this POMDP

framework is to develop a policy π, which maps observed

states to actions that maximise the expected cumulative ad-

verse impact on the system. This can be expressed as:

π∗ = argmax
π

E

[

∞
∑

t=0

γtR(st, at, st+1) | π,O

]

, (1)

where γ is the discount factor (0 ≤ γ < 1), representing

the diminished significance of future adverse impacts relative

to immediate ones. The chosen policy π∗ is the strategy that

optimally balances the effectiveness of the attack with the

adversary’s ability to remain undetected. This POMDP-based

approach allows for sophisticated modelling of adversarial

behaviour in environments where complete state information

is not available, mirroring the real-world complexities of

cybersecurity in industrial settings.

C. Crafting an Adversarial Strategy

To develop an effective adversarial strategy using the Ad-

vantage Actor-Critic (A2C) approach, the adversary aims to

maximise operational disruption while evading detection by

DNN-based anomaly detectors. The A2C algorithm, which

combines the benefits of policy gradient and value-based

methods, is well-suited for environments where the adversary

must make decisions based on incomplete or deceptive obser-

vations. The reward function R for the adversary is carefully

designed to evaluate the quantification of actions against two

criteria: their contribution to increasing actuator operation and

their stealthiness. The mathematical formulation of the reward

function R represented as:

R(st, at1, at2, st+1) = α ·D(st, at1, at2, st+1)

+ β · (1− C(st, at1, at2)), (2)

❏ at1 and at2 are the actions taken by the scheduler and

disturber, respectively.

❏ D(st, at1, at2, st+1) measures the operational disturbance

imposed on the system, induced by the adversary’s actions

at1 and at2 from state st to st+1. This disturbance leads to

inaccuracies in the control process by causing the system to

deviate from its optimal operational parameters, contributing

to the degradation of control precision.

❏ C(st, at) represents the action’s detectability, with higher

values indicating greater likelihood of detection.

❏ α and β are coefficients that balance the importance of

actuator wear and stealthiness, respectively.

The adversary’s stochastic policy πAdv(a|s) = Pr{at =
a|st = s}, s ∈ S (specifies the probability of selecting action

a in the current state s), aimed at maximising the expected

cumulative reward (driving force to search for an optimal

policy π∗), is updated through the actor-critic algorithm, where

the actor suggests actions to take based on current policy, and

the critic provides feedback on the action’s potential reward,

using Equation 1. The A2C algorithm iteratively updates the

policy by calculating the advantage function, which helps in

identifying how much better an action is compared to the

average action at a state, thus refining the adversary’s strategy:

Aπ(st, at) = Qπ(st, at)− V π(st), (3)
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❏ Q(st, at) is the action-value function, estimating the

expected reward of taking action at in the state st.
❏ V (st) is the value function, estimating the expected

reward of the state st under the current policy.

By optimising this framework, the adversary strategically

times actions to maximise actuator exhaustion without alert-

ing defensive systems, leveraging the capabilities of A2C

to navigate complex and partially observable environments

effectively.

Scheduler Agent: The primary role of the scheduler agent

is to determine optimal attack timings and delays based on

real-time data inputs. This agent operates by continuously

assessing the state of the system, represented by a state vector

st that includes observations from actuators, sensors, and net-

work communications. The scheduler’s policy πsched(a
adv1
t |st)

selects actions aadv1t which specify the waiting time twait and

the delay period tdelay , aimed at maximising the disruption

effect on the system:

aadv1t = {twait, tdelay}, at ∼ πsched(st)

Disturber Agent: Once the scheduler determines twait and

tdelay , the disturber agent takes over to execute the attack. This

agent aims to evade detection (i.e., produce false negatives)

by mimicking the execution of benign activities. This agent

waits for the duration twait before it begins to delay packets

for a period tdelay . The disturber’s decision-making process

is governed by its own policy πdisturb(a
adv2
t |st), synchronising

its actions with those scheduled by the scheduler to maximise

the impact of the attack:

aadv2t = delay action, aadv2t ∼ πdisturb(st), after twait

The interaction between these two agents is designed to

enhance the attack’s effectiveness and complicate detection by

standard intrusion detection systems. Both agents utilise a self-

adaptive approach, allowing them to dynamically adjust their

strategies in response to environmental changes and defensive

measures. This adaptation is mathematically represented by

the updating of their policy functions through reinforcement

learning, ensuring continuous improvement and stealthiness of

the attack strategy:

θt+1 = θt + α∇θ log πθ(at|st)(Rt − V (st))

where θ represents the parameters of the policy networks, α is

the learning rate, Rt is the reward received after taking action

at, and V (st) is the value estimate of state st. (Algorithm 1 in

the Appendix C, depicts our proposed adversarial architecture,

which efficiently orchestrates the actions of both the scheduler

and the disturber agents within a unified advantage actor-

critic methodology). The following sections will provide a

detailed formalisation of each agent’s operational logic and

collaborative interaction within the system’s environment.

1) Scheduler (Strategically-Timed Attack): The Scheduler

within the A2C model operates using an actor-critic algorithm,

where: - The actor suggests actions based on the policy

function π(· | s), which determines the optimal actions given

the current state s. - The critic evaluates these actions using

the value function V π(s), aiming to minimise the Temporal

Difference (TD) Error that measures discrepancies between

predicted and actual rewards (as illustrated in Fig. 4).

The TD Error is computed and minimised as follows:

ψ = ψ − ηψ∇JV π
θ
(ψ) (4)

JV π
θ
(ψ) =

1

2

i+L−1
∑

t=i

γt−iRt + γLV πθ (St+1)− V πθ (Si)

)2

(5)

Policy Optimisation: The actor updates its policy based

on the gradient of the performance measure, computed by

considering the impact of each action over the time horizon

L:

θ = θ + ηθ∇Jπθ
(θ) (6)

∇J(θ) = Eτ,θ

[

∞
∑

i=0

∇ log πθ(Ai | Si)

i+L−1
∑

t=i

γt−iRt + γLV πθ (St+1)− V πθ (Si)

)]

(7)

Timing Parameters: To execute strategically-timed attacks,

the Scheduler defines two critical timing parameters: - twait:

The time the Scheduler waits before executing an action,

allowing for the accumulation of necessary state information or

an optimal attack window. - tdelay: The delay imposed between

actions to enhance the subtlety and effectiveness of the attack

strategy, minimising detection risks.

Function Approximators and TD Estimation: Function

approximators, typically neural networks, are utilised for both

πθ and V πθ , with shared parameters in the lower layers to form

a common state representation. The parameter L, usually set to

1, provides the TD(1) estimation balancing the bias-variance

trade-off. This adversary model enhances the adversary’s abil-

ity to adapt and respond dynamically to defensive measures in

real-time within ICS environments. The Scheduler’s ability to

decide when to act (using twait) and when to withhold action

(using tdelay) is crucial for maintaining operational stealth and

effectiveness.

Example Strategic Use: In a scenario where the RL

agent observes a sequence of states {s1, . . . , sL}, rather than

attacking at every timestep, the Scheduler strategically selects

timesteps based on twait and tdelay to maximise impact and

minimise detectability. This strategic timing aligns with the

overall adversarial goals and adapts to the defensive responses

observed in the environment.

When to Attack? In the context of strategically timed

attacks within industrial control systems, specifically liquid

mixture tanks, the Scheduler employs a relative action prefer-

ence function c. This function is crucial for identifying critical

moments to delay control packets rather than manipulating

control actions directly. By delaying packet delivery at precise

times, the Scheduler can induce subtle yet significant disrup-

tions in the mixing process. The relative action preference

function c is defined as:

c(st) = max
at

π(st, at)−min
at

π(st, at) (8)

Here, π is the policy network mapping state-action pairs

to probabilities, assessing the likelihood of selecting each
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possible action at at the current state st. A higher value

of c(st) indicates strong disparities in action preferences,

signalling moments when delaying a specific action could

disproportionately impact tank operations.

The Scheduler executes packet delays when c(st) exceeds a

predefined threshold µ, optimising the timing of these delays

to coincide with operationally sensitive moments:

bt = 1 if and only if c(st) ≥ µ (9)

This decision protocol ensures that packet delays are strategi-

cally timed to disrupt the mixture process effectively, thereby

maximising impact and maintaining stealth. The threshold µ
helps manage the frequency of these interventions, which

is critical for avoiding detection and is closely tied to the

parameter Γ, limiting the total number of strategic delays.

Consider a scenario in an industrial setting where the precise

timing of chemical additions is critical to product quality. If

the Scheduler detects that a critical component’s addition is

scheduled at a peak moment (high c value), delaying this

control packet can subtly alter the concentration balance.

Such a delay, especially if it occurs during peak processing

times, can lead to inefficiencies in blending or chemical

reactions, potentially degrading the overall product quality

over time without triggering immediate operational alarms.

By strategically timing these packet delays, the Scheduler

can effectively manipulate the operational process, gradually

degrading system efficiency or product quality. This approach

not only maximises the adversary’s impact but also enhances

the difficulty of detecting and diagnosing the problem’s source,

given the intervention’s subtle nature.

2) Disturber (Selective Packet Delay): The Disturber,

operating within the A2C model framework, is tailored to

selectively delay critical control packets to subtly undermine

system stability without direct manipulation or detection. It

employs an actor-critic architecture, where decisions about

which packets to delay are calculated based on their estimated

impact on system operations (as illustrated in Fig. 4).

Actor-Critic Architecture: The architecture is structured

as follows: - The actor suggests specific packets for delay

by analysing the current system state st and predicting the

impact of delaying each possible packet. - The critic evalu-

ates the potential impact of these delays using a specialised

value function V adv2(s), focusing on long-term operational

consequences and stealth.

Temporal Difference Error for Disturber: The Temporal

Difference (TD) Error, crucial for adjusting the policy towards

more effective disruptions, is recalculated to fit the Disturber’s

objectives:

δt = Radv2t+1 + γV adv2(St+1)− V adv2(St) (10)

Here, Radv2t+1 is the reward received after executing a delay,

considering both the impact of the delay and the importance

of remaining undetected.

Policy Optimisation for Disturber: The policy optimisa-

tion process adapts to prioritise packet delays that maximise

disruption while minimising visibility using Equation 7 and:

θadv2 = θadv2 + ηθadv2∇Jπ
θadv2

(θadv2) (11)

Strategic Selection and Timing of Packet Delays: The

Disturber uses the relative action preference function c to de-

termine the criticality of delaying specific packets at given mo-

ments (for the period tdelay , decided by the scheduler agent),

using Equation 8. High values of c(st) indicate moments

where delaying a packet will maximally disrupt operations

while maintaining operational secrecy.

Execution Condition: Packet delays are executed when

c(st) exceeds the threshold µ in Equation 9. This condition

ensures that actions are taken only during the most opportune

moments to effectively affect the mixture process, thus opti-

mising the timing of attacks for maximum impact and minimal

detection. If the Disturber identifies that delaying a packet that

controls the flow rate of a critical chemical component can

cause significant deviations from optimal mixing ratios, it can

strategically delay this control signal during critical production

phases. The careful selection and timing of such delays can

lead to product quality degradation over time, effectively

executing a wear-out attack without immediate detection. By

employing this refined and targeted approach, the Disturber

not only disrupts but also introduces a layer of complexity

to the operational environment that defenders must untangle,

enhancing both the effectiveness and stealth of the adversarial

actions.

IV. DESIGN AND IMPLEMENTATION

We begin our analysis by describing the implementation

underlying our evaluations. To validate our proposed threat

model, we constructed an ICS testbed that facilitates the

mixing of liquids using three reservoirs, depicted in Fig.

6. The testbed’s system architecture, illustrated in Fig. 5,

includes Operational Technology (OT) and Information Tech-

nology (IT) components. Key components include a Cisco

ASA 5555-X Firewall for traffic monitoring and intrusion

detection/prevention, Cisco C8200-1N-4T Router and Cisco

C9300-24U-A V06 Switch for robust network management,

SIMATIC S7-1200 and SIMATIC IPC127E PLCs for process

control, and three NVIDIA Jetson AGX Orin Developer Kits

for running advanced AI-driven intrusion detection systems,

utilising state-of-the-art models such as DenseNet, CNN,

ResNet, LSTM, and Transformer-based anomaly detectors. To

ensure high reliability and real-time performance essential for

industrial applications, we employed the PROFINET protocol

[15] across our network. This choice reflects the industry

preference for PROFINET due to its flexibility, speed, and effi-

ciency in handling extensive data exchange and real-time com-

munication between field devices and controllers. This setup

incorporates components and technologies currently used in

the industry, ensuring our findings are relevant and applicable

to real-world scenarios. Next, we provide the implementation

details of our testbed, outlining the specific components and

configurations used to conduct the experiments.

A. Operational Technology Architectures

Our testbed is designed to replicate a complex industrial

control process, integrating a range of digital and analogue

sensors, actuators, and control elements to mimic real-world
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TABLE I: Performance of DNN-based detection models against Extreme Attack

Attack

Strategy

Adversary

Knowledge

DenseNet² CNN² ResNet² LSTM² Transformer²

Precision Recall F1 Precision Recall F1 Precision Recall F1 Precision Recall F1 Precision Recall F1

Extreme Attack Black-box 0.817 0.844 0.830 0.984 0.956 0.970 0.997 0.994 0.995 0.912 0.911 0.912 0.980 0.966 0.973

TABLE II: Performance of Adversary against DNN-based detection models

Attack

Strategy

Adversary

Knowledge

DenseNet² CNN² ResNet² LSTM² Transformer²

Precision Recall F1 Precision Recall F1 Precision Recall F1 Precision Recall F1 Precision Recall F1

Smash & Grab
Black-box

0.5058 0.6989 0.5869 0.5060 0.6965 0.5861 0.5065 0.7012 0.5881 0.5091 0.7006 0.5897 0.5053 0.7001 0.0099

Low & Slow 0.5067 0.6978 0.5871 0.5060 0.6923 0.5846 0.5071 0.6984 0.5876 0.5053 0.6962 0.5856 0.5055 0.6936 0.5848

Smash & Grab
Grey-box

0.5102 0.5997 0.5513 0.5078 0.2941 0.5476 0.5127 0.6031 0.5542 0.5089 0.6039 0.5524 0.5074 0.5962 0.5482

Low & Slow 0.5377 0.2816 0.3697 0.5584 0.3131 0.4012 0.5555 0.3142 0.4014 0.5461 0.3688 0.4403 0.5528 0.3173 0.4032

Smash & Grab
White-box

0.6338 0.0017 0.0034 0.8254 0.0020 0.0039 0.6966 0.0024 0.0047 0.8235 0.0016 0.0032 0.7222 0.0020 0.0039

Low & Slow 0.7500 0.0006 0.0011 0.5185 0.0005 0.0011 0.5200 0.0010 0.0020 0.5294 0.0010 0.0020 0.6216 0.0009 0.0017

² These are DNN-based detection models. The underlined values denote the highest performance metrics achieved across different attack strategies and adversary knowledge levels.

Fig. 5: Our System Implementation

operational conditions of industrial systems, depicted in Fig.

6. We focus on batch processing in the process model,

which involves combining specific quantities of raw materials

in designated sequences. Focused on the dynamics of fluid

mixing processes, the architecture provides a comprehensive

environment for testing and validating various control strate-

gies and response mechanisms. Central to the setup are two

storage reservoirs (VE-1, VE-2) and one main mixing tank

(VE-3), which play critical roles in the fluid management

system. These reservoirs feed liquids into the main tank,

where they are combined according to predefined recipes.

This configuration allows for the precise adjustment of mixing

ratios and the examination of fluid dynamics under controlled

conditions. The liquids are moved through the system by pump

PL-1, a key component ensuring the transfer and circulation

of fluids throughout the testbed. Flow rates are monitored

by the sensor BF1, positioned at a critical juncture in the

system to measure the throughput of the pipelines. This sensor

ensures that the controlled variable ‘FIC BF1’ remains stable,

maintaining consistency in flow despite potential disturbances

or variable operational demands. The setup includes several

strategically placed valves (e.g. VV-1 and VV-2) equipped with

pneumatic quarter-turn actuators. These valves are essential for

modulating the flow, allowing precise control over the liquid

movement between the reservoirs, the main tank, and further

processing stations. The process valves, particularly those

with pneumatic actuators, enhance the system’s flexibility and

responsiveness. They manage the flow from the lower tanks

(VE-1 and VE-2) into the mixing tank (VE-3) and facilitate

the transfer of the finished mixture to subsequent processing

stations or back into the dosing tanks, depending on the

operation’s current needs.

VV-1

VE-1VV-8 VE-2

VE-3

VV-10

VV-6 VV-5

V-11

V-12

VV-11

VV-2

XL-1

SHL

BG2

L

BG2

L

BG3

L

BG3

SL

YS

MB3

YS

MB4

VV-12VV-12

PL-2

PL-1

M
NCS

MA1

FIC

BF1

SH

P-33

SHL

BG5

L

BG5

P-34

SLL

BG6

L

BG6
L

BG4

L

BG4

SL

L

SG12

L

SG12

AH

XL-2M

NCS

MA1

FI

202

L

SG11

L

SG11

AH
L

AH

SG10

Fig. 6: Cascade mixing liquid control; two liquid reservoir

tanks and one main tank.

B. Evaluation Framework

The evaluation of the proposed adversary against AI-driven

anomaly detectors is structured into three distinct phases, each

designed to progressively challenge the anomaly detectors and

refine adversarial tactics in a controlled manner.

Phase One: Anomaly Detector Development - This phase

focuses on creating and training various AI-driven anomaly

detectors using datasets generated in our dedicated testbed

environment. These detectors, including DenseNet [16], CNN

[17], ResNet [18], LSTM [19], and Transformer [20], em-

ploy a combination of flow-based and ratio-based features

to analyse operational data from industrial control systems.

The objective is to establish a robust baseline of anomaly

detection capabilities to identify potential threats under normal

operational conditions. Table I illustrates the performance of
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these detectors against an extreme attack scenario, where the

adversary randomly delays packets,

Phase Two: Adversarial Policy Crafting - In the second

phase, the constructed anomaly detectors are deployed within

a sandboxed environment of our proposed adversarial model

(discussed in Section III-C). This model is tasked with devel-

oping and optimising attack strategies that aim to maximise

long-term rewards while evading detection. The adversary

iteratively tests and refines its policies, effectively learning to

exploit potential weaknesses in the anomaly detectors without

being detected.

The adversary aims to converge on an optimal set of

actions that achieve the intended disruption while remaining

undetected by the AI-based security systems. This approach

highlights any fluctuations caused by the attacks, which might

otherwise appear as flat representations in a more extended

time window).

Phase Three: Testing and Evaluation (Out of Context

Environments) -

The final phase involves evaluating the refined adversarial

strategies by deploying them against a new set of AI-driven

anomaly detectors trained on a large dataset with different

sets of features. These detectors are designed with diverse

architectures to challenge the adversary’s tactics. Additionally,

the evaluation is conducted in an Out-of-Context scenario,

where the ICS environment differs from the one used in Phase

Two. This ensures that the adversary’s strategies are robust

and effective in adapting to varying system dynamics and

conditions. The effectiveness of the adversarial strategies is

assessed based on their ability to avoid triggering the detection

mechanisms in this real control process environment.

Takeaway:

To ensure clarity in our methodology, here we would

like to highlight that the adversarial agents were initially

optimised within a controlled, simulated environment,

closely mirroring realistic field network dynamics and

constraints. This approach enabled safe and compre-

hensive optimisation without triggering actual alarms or

disruptions. Subsequently, the validated strategies were

rigorously assessed on a physical testbed (depicted in

Fig. 6), confirming their applicability and effectiveness

in real-world operational contexts.

Real vs. Simulated Setup Clarification. To ensure clarity

regarding our experimental procedure, we emphasise that the

optimisation and initial training phases of the adversarial

agents (Scheduler and Disturber) were conducted in a con-

trolled, simulated replication of realistic operational behaviour.

This simulated environment mirrors the dynamics and oper-

ational constraints of real Industrial Control Systems (ICS),

enabling comprehensive and safe optimisation of adversarial

policies without triggering actual security alarms or causing

disruptions. Once the agents’ strategies were fully optimised

and validated in the simulated scenario, they were subse-

quently evaluated on an industry-level testbed. During real-

world testing, any triggered alarms or security alerts were

carefully monitored, logged, and handled in a controlled

manner to avoid operational disruptions and ensure the safety

and integrity of the actual infrastructure.

Stealth Score (definition).: Let D = {1, . . . , D} index

detectors and {1, . . . , T} index non-overlapping windows. For

detector d, define per-window recall Rd,t =
TPd,t

TPd,t+FNd,t
. We

average recalls per detector, then aggregate with normalized

weights wd (
∑

d wd = 1, wd=1/D unless stated):

Rd =
1

T

T
∑

t=1

Rd,t, Stealth = 1−
∑

d∈D

wdRd.

A higher value indicates greater evasiveness (lower averaged

recall across detectors). We report the mean Stealth over each

evaluation run and its 95% CI across seeds.

V. EXPERIMENTS AND RESULTS

We formulated our proposed adversarial model in Section

III-A. In this section, we conduct a series of experiments

to explore various strategies and configurations that enable

the adversary to achieve its objectives (discussed in Section

III-A). In this regard, we test different reward, exploration,

and discounting regimes for the adversary. Additionally, we

evaluate the performance of the adversary against several

state-of-the-art DNN-based anomaly detectors. Through these

experiments, we aim to identify the most effective strategies

that adversaries might use to compromise AI-assisted security

systems.

Adversarial Exploration and Exploitation: The strategic

choice between Low & Slow and Smash & Grab is directly

connected to the value of ε, where ε is a parameter that

balances exploration (trying out new actions to discover their

effectiveness) and exploitation (leveraging known actions that

yield high rewards), depicted in Fig. 7. These strategies reflect

different approaches to managing the trade-off between imme-

diate rewards and long-term gains, impacting the adversarial

model’s effectiveness and stealth. Low & Slow strategy is akin

to fine-tuning the ε value to favour exploitation, minimising

risk by making incremental changes that are less likely to

be detected. Here, the adversarial agent optimises its policy

to maintain actions within a threshold that does not trigger

defensive responses and minimise the expected detection met-

ric E[D(s, a) | s ∈ S] over all actions a ∈ A, where:

mina∈AE[D(s, a) | s ∈ S], where d(s, s′) < δ with δ
defined as a small value below the detection threshold of

the system’s anomaly detectors. The policy π(s) is tailored

to sustain operational secrecy by ensuring that each action

incrementally pushes the system state without crossing the

bounds set by δ. This strategy utilises a lower ε, reducing

exploration to avoid novel actions that might lead to detection,

thus emphasising a gradual, cumulative impact on the target

system. Contrasting with the cautious nature of Low & Slow,

the Smash & Grab strategy leverages a higher ε for increased

exploration. This approach encourages the adversarial model

to undertake bold, high-impact actions that might be easily

detected but achieve substantial immediate effects; Maximise

the expected impact E[Impact(s, a) | s ∈ S] over all actions

a ∈ A, without stringent constraints on the deviation d(s, s′).
In this setting, the adversarial agent prioritises quick gains over
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stealth, exploiting the system’s vulnerabilities before a robust

defensive response can be organised. This strategy is effective

in scenarios where immediate disruption rewards outweigh the

benefits of remaining undetected. Choosing these strategies

significantly affects the adversarial campaign’s structure and

success. A Low & Slow strategy might be preferable in

tightly monitored environments where long-term access is

crucial. In contrast, Smash & Grab could be advantageous

in scenarios where rapid extraction of sensitive information

or causing immediate disruption is the goal. The RL-based

adversary must dynamically adjust the ε parameter to navigate

between these strategies based on real-time assessments of

system vulnerabilities and defensive readiness, underscoring

the importance of adaptive strategic planning in executing

effective cyber-attacks within different operational contexts,

attaining O3.

Fig. 7: Epsilon vs Gamma

Role of Discount Factors: The discount factor γ plays

a crucial role in balancing the long-term versus short-term

rewards, directly affecting the strategic behaviour of both

the scheduler and disturber agents. For the scheduler, which

typically needs to consider the implications of its actions over

an extended period, a high discount factor (close to 1) is bene-

ficial. This setting encourages the scheduler to take actions that

may not result in immediate rewards but are beneficial in the

long term, aligning with strategies that require sustained covert

operations within the target system. Formally, the impact of

γ on the scheduler’s value function can be described as:

V πsched(s) = E [
∑∞

t=0 γ
trt | s0 = s], where the expectation E

emphasises the accumulated reward over time, modified by the

discount factor γ. Conversely, a lower discount factor may be

more appropriate for the disturber, which is oriented towards

achieving immediate disruptive effects. This setting puts the

priority on gaining immediate high-impact rewards. It reduces

the relative value of future rewards, thus supporting aggres-

sive tactics that are the characteristics of a Smash & Grab

approach. The discount factor modifies the disturber’s action-

value function to: Q(s, a) = E [rt + γQ(st+1, at+1) | s, a],
where st+1 and at+1 denote the state and action at the

next timestep, respectively. As illustrated in Fig. 8, based on

our experiments, a lower γ ensures that the value of future

states (Q(st+1, at+1)) contributes less to the current decision-

making process, making immediate outcomes more significant.

In this regard, engineering γ value strategically plays a vital

role in the adversary model as it fundamentally influences how

the scheduler and disturber evaluate the trade-offs between

immediate and delayed rewards, attaining O2 and O3.

Fig. 8: Discount Factor Importance

Hyperparameter Selection for α, β.: We select (α, β)
via a small Pareto sweep on a held-out validation slice (no

test scenes). We target stealth±impact balance by maximiz-

ing Stealth − λ∆Throughput with λ=0.5 while enforcing

∆Cycles ≤ 18% for L&S. Table III reports the sweep; we

choose α=0.55, β=0.45 for main experiments.

TABLE III: Sweep over (α, β) on validation (L&S). Stealth

= 1−
∑

d wdRd with equal wd. Selected in bold.

α β Stealth ↑ ∆Thru ↓ ∆Cycles ↑

0.40 0.60 0.86 −2.6% +4.9%

0.50 0.50 0.87 −3.5% +6.6%

0.55 0.45 0.88 −4.1% +7.9%

0.60 0.40 0.86 −4.9% +9.2%

0.70 0.30 0.84 −5.6% +10.8%

Reward Engineering: Crafting reward mechanisms is cru-

cial, especially for adversarial agents like schedulers and dis-

turbers, where the right incentives can directly influence both

tactical decisions and overarching strategy. The design of the

reward function R(st, a
adv1
t , aadv2t , st+1), which incorporates

both effectiveness α·D(st, a
adv1
t , aadv2t , st+1) and stealthiness

β · (1 − C(st, a
adv1
t , aadv2t )), is tailored to balance these

objectives. Here, α promotes rewarding actions that effectively

degrade the target system by increasing inaccuracies in the

control process (D), thereby supporting long-term strategic

degradation. In contrast, β mitigates risk by penalising actions

with higher exposure (C), reinforcing the importance of stealth

and minimising the likelihood of detection. This reward struc-

ture ensures that each action is evaluated for its immediate

benefit and potential risk, supporting a strategy that aligns

with the dual goals of impact and discretion. The optimal

reward setting depends on the adversary’s objectives and the

detection system. In scenarios where the adversary prioritises

being undetected and staying within the target system, a higher

β value is preferable to enforce cautious, stealthy actions that

minimise the risk of exposure. Conversely, if the objective
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is to achieve an abrupt and significant disruption, a higher α
might be more appropriate, encouraging actions that maximise

immediate impacts. The ability to dynamically adjust these

parameters in response to changing conditions or to refine

tactics based on operational feedback is a key advantage,

allowing adversaries to maintain effectiveness while adapting

to countermeasures and evolving defences, attaining O3.

Impact of Adversarial Strategies on Control Precision

(O2): The experimental results demonstrate that the ºLow

& Slowº adversarial strategy causes a 3% inaccuracy in

control system setpoints across 100 runs by introducing subtle

disturbances that avoid exposure (as Depicted in Fig. 12 in

the Appendix C). This strategy minimises exposure while

gradually increasing the process variance (σ2). In contrast,

the ºSmash & Grabº strategy, which leads to a 9% inaccu-

racy, achieves its higher impact through aggressive actions

that significantly deviate from optimal operational parameters,

causing a larger variance (σ2). However, this greater disruption

comes with a trade-off, as the ºSmash & Grabº strategy is

exposed more compared to the ºLow & Slowº approach, as

depicted in Table II.

Computational Complexity of Adversary: In this experi-

ment, we meticulously analyse the computational complexity

of the scheduler and the disturber. Our objective is to quantify

how these elements perform in terms of computational demand

and energy efficiency during the testing phase, which is crucial

for maintaining stealth and operational effectiveness in real-

world scenarios.

Scheduler Complexity: The computational complexity of

the scheduler is predominantly determined by its policy

optimisation tasks, which involve extensive decision-making

across a potentially expansive observation space O and action

space A. The scheduler selects actions a from A based on

the policy π, governed by: ot+1 = f(ot, a), a ∼ π(ot),
where f denotes the observation transition function and π is

optimized to maximize cumulative rewards. The complexity

of the scheduler can be encapsulated using Big O notation as

O(nk), where n signifies the number of possible observations

and k represents a factor influenced by the complexity of

the policy evaluation and update mechanisms. Due to the

streamlined architecture developed during the training phase,

k is managed to prevent excessive scaling with n.

Disturber Complexity: The disturber’s role involves the

execution of actions at strategically optimal times to subtly

manipulate the observation transitions. Its complexity pertains

to adapting observation changes based on system feedback

and the policy πdist: ot+1 = f(ot, adist), adist ∼ πdist(ot),
expressed as O(ml), where m is the number of actions and l
denotes the complexity of evaluating action impacts. The com-

putational demand is optimised by employing sophisticated

algorithms that enhance decision-making efficiency without

significant additional computational resources. This approach

minimises energy usage during the testing phase, aligning with

the stealth goals of the adversary.

Takeaways: The combined complexities of both compo-

nents induce the overall computational complexity of the

adversarial system during testing as O(nk + ml). This no-

tation reflects a system designed to maximise adversarial im-

pact while maintaining operational stealth and computational

efficiency. The strategic implementation of a less exhaus-

tive training architecture enables significant enhancements in

model performance and efficiency. This investment in the

training phase allows the model to execute complex adversarial

strategies during testing with reduced computational demands,

ensuring effective evasion of detection by security systems and

conservation of energy, which is vital in extended operation

scenarios or resource-limited environments.

Ablation: DRL Algorithm Variants: We compare A2C to

PPO, DDPG, and SAC (multiple seeds per algorithm), re-

porting: (i) episode return vs. environment steps (smoothed),

(ii) long-run reward (mean over the last 10% of steps), (iii)

area under the learning curve (AUC), and (iv) time-to-95% of

final reward T95. Appendix Figure 12 shows learning curves;

Table X in the Appendix summarises the statistics. Across our

testbed, A2C achieves the highest long-run reward and AUC

and converges faster (lowest T95), while PPO, DDPG, and

SAC underperform.

Design Rationale for Dual-Agent Architecture: In our

proposed attack framework, we deliberately employ a dual-

agent model comprising a Scheduler and a Disturber, each im-

plemented using the Advantage Actor-Critic (A2C) reinforce-

ment learning algorithm. This architectural decision is rooted

in both theoretical considerations and empirical observations

derived during our design iterations. While a single-agent

approach might appear sufficient at first glance, our ablation

studies reveal that it exhibits suboptimal performance in terms

of convergence stability, stealth capability, and adaptability.

a) Problem Decomposition and Learning Complexity.: A

unified agent tasked with simultaneously learning both when to

attack (i.e., strategic timing) and how to attack (i.e., selective

execution of control packet delays) faces significant learning

complexity. These sub-tasks are inherently distinct in temporal

abstraction, gradient dynamics, and reward attribution. In

our experiments, a single-agent architecture led to unstable

policy updates due to gradient interference between competing

objectives. The agent struggled to balance long-horizon credit

assignment for timing decisions with short-term feedback

loops associated with stealthy action execution. This often

led to premature convergence to local optima and inconsistent

performance across different control scenarios.

b) Dual-Agent Model: Functional Modularity.: To over-

come these limitations, we structured the problem as a coop-

erative two-agent system. The Scheduler agent is responsible

for selecting the timing parameters (twait, tdelay) based on

the relative action preference function c(st) (see Eq. (8) in

Section III-C). This agent’s objective is to detect vulnerable

operational phases in the control process where a timed disrup-

tion would yield maximal downstream impact with minimal

likelihood of detection. Conversely, the Disturber operates

within the temporal window provided by the Scheduler and

selects specific packets to delay during tdelay using its own

policy πdisturb. This division reduces the action dimensionality

each agent must handle and allows for targeted optimisation.

c) Experimental Comparison and Results.: We im-

plemented a single-agent baseline using a unified policy

πmono(st) = (twait, tdelay, pkti) and trained it under the same
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observation model, reward structure (Eq. (2)), and environment

dynamics as the dual-agent version. As shown in Table IV,

the single-agent model exhibited slower convergence (average

∼1200 episodes), significantly lower cumulative reward, and

a much higher detection rate as measured by the recall scores

of AI-powered anomaly detectors. These results highlight

the increased difficulty in simultaneously optimising both

high-level temporal abstraction and fine-grained stealth action

control within a single policy network.

The single-agent model suffers from reward instability and

exhibits oscillatory policy behaviour due to conflicting gra-

dient updates. In contrast, the dual-agent system converges

smoothly with fewer episodes and maintains low entropy in

its policy distribution, indicating confident and stable decision-

making. Additionally, we observed that the Scheduler adapts

more effectively to shifts in system dynamics (e.g., variable

flow rates or actuator timings), while the Disturber specialises

in evading detection by leveraging short-term stealth patterns,

such as delaying low-salience packets that escape anomaly

thresholds.

From an operational perspective, the dual-agent setup mir-

rors real-world adversarial strategies where timing (recon-

naissance and planning) and execution (attack delivery) are

logically decoupled. In practice, red team operators often sep-

arate mission planning from payload deployment to maintain

operational resilience and fault isolation. Similarly, in our

model, this separation facilitates adaptive behaviour under

black-box constraints, enabling one agent to probe system

timing patterns while the other fine-tunes the attack payload

in response to the detection surface.

The adoption of a dual-agent architecture is thus both a prin-

cipled and practical decision, grounded in empirical evidence

and system design theory. It significantly enhances learning

efficiency, improves attack stealth, and reflects modularity

found in real-world adversarial operations. The complexity

of stealthy wear-out attacks against AI-defended ICS envi-

ronments necessitates such architectural innovations to enable

scalable and resilient adversarial behaviour.

Assessing Adversary’s Tactics Across Knowledge Spec-

trum: In the Black-box and Grey-box attack scenarios, the

adversary initially possesses no knowledge about the AI-

assisted anomaly detector and gradually improves its strategy

through exploration and exploitation. The adversary’s goal

is to identify malicious behaviours (actions) that will be

misclassified to class cadv /∈ cattack (false negative), while also

aiming to minimise its exposure probability in the long term.

In this context, Table II presents a comprehensive analysis of

adversarial strategies (ªSmash & Grabº and ªLow & Slowº)

against DNN-based detection models under different levels

of adversary knowledge (White-box, Grey-box, and Black-

box). In the White-box scenario, where adversaries possess

complete system knowledge, the ªLow & Slowº strategy is

remarkably effective, drastically reducing recall values across

models like DenseNet, CNN, and LSTM to extremely low

levels (0.0006, 0.0005, and 0.0010, respectively), indicating

a successful increase in False Negative Rate (FNR). This

suggests that adversaries can subtly introduce strategies that

gradually degrade detection capabilities without being ex-

posed. In the Grey-box setting, with partial knowledge, ªLow

& Slowº still manages to substantially lower recall, partic-

ularly in LSTM and Transformer models, demonstrating the

effectiveness of strategic, incremental attacks. Conversely, the

ªSmash & Grabº approach consistently shows higher recall

and F1 scores, highlighting its detectability. In the Black-box

environment, where the adversary’s knowledge is limited, both

strategies significantly affect F1 scores, with ªLow & Slowº

slightly outperforming ªSmash & Grabº, highlighting that

even minimal knowledge can compromise model performance.

This finding contrasts with the performance of these DNN-

based detectors against extreme adversaries, as illustrated in

Table I.

Out-of-Context Scenarios: When deploying adversarial

models against a field infrastructure, one significant chal-

lenge arises when the control processes at the target de-

viate from those anticipated during the adversary’s training

phase. Such variations lead to concept drift (a.k.a. change

in data distribution). This scenario can negatively impact the

adversary, leading to initial struggles in accurately interpreting

and responding to these Out-of-Context system behaviours or

configurations. The formal understanding of this adaptation

process involves the concept of model generalisation, repre-

sented mathematically as follows: P (successful adaptation) =
1− e−κt, where κ indicates the rate of adaptation over time t
(differs from the learning rate α used during initial training).

Initially, κ is small, reflecting the difficulty in transforma-

tion; however, as the adversary encounters more observations

similar to the new operational context, κ increases. This

adjustment enhances the model’s performance, enabling it to

better understand and manipulate the new environment. In

this context, employing domain randomisation can enable the

adversarial model for out-of-context scenarios by expanding

its observations. This approach ensures that the adversary is

exposed to a diverse array of potential environments during

training, which significantly aids in generalising its tactics and

strategies when faced with unforeseen situations.

Impact of Adversarial Strategies on Control Precision

(O2): The experimental results show that the ºLow & Slowº

adversarial strategy induces a 3% inaccuracy in control system

setpoints across 100 runs by introducing subtle disturbances

that remain below detection thresholds. This strategy min-

imises exposure while gradually increasing the process vari-

ance (σ2). The corresponding histogram shows a relatively

narrow distribution centred around 3%, with a density peak

of approximately 0.4, indicating a common and consistent

inaccuracy outcome. The tighter distribution signifies that the

ºLow & Slowº approach while causing less overall disruption,

maintains a low risk of detection due to its subtlety.

In contrast, the ºSmash & Grabº strategy results in a

9% inaccuracy, reflecting its aggressive nature and significant

deviations from optimal operational parameters, which lead to

a larger process variance (σ2). The histogram for this strategy

displays a broader spread, with a density peak of around

0.175, suggesting a higher but more variable impact on control

precision. This increased variability underscores the trade-off

between impact and exposure, as the ºSmash & Grabº strategy

is more likely to be detected due to its pronounced devia-
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TABLE IV: Performance Metrics: Single-Agent vs. Dual-Agent Architectures

Architecture Convergence Time (Episodes) Stealth Score ↑ Final Reward ↑ Avg. Recall ↓
Single-Agent Baseline 1200 0.62 23.4 41.7%
Dual-Agent (Ours) 450 0.91 58.6 6.3%

tions. The normal operation data, depicted by a high-density

peak near 0.8, indicates minimal inaccuracies, with occasional

negative percentages signifying slight overcompensations in

achieving setpoints.

Reduction in Recall by Attack Strategy and Adver-

sary Knowledge: The data presented in Appendix Table IX

illustrates the impact of different adversarial attack strate-

gies, categorised as ªSmash & Grabº and ªLow & Slow,º

on the recall performance of various DNN-based anomaly

detectors under distinct levels of adversary knowledge: Black-

box, Grey-box, and White-box. We need to note that Table

IX in the Appendix is the outcome of analysing Table I and

Table II. In the Smash & Grab scenario, even under a Black-

box knowledge setting, where the adversary has no knowledge

of the observing features by defenders, there is a significant

reduction in recall across all models, ranging from 17.70%

for DenseNet to 29.56% for ResNet. This reduction becomes

more pronounced in the Grey-box and White-box scenarios,

with the latter showing near-complete degradation in recall.

Conversely, the Low & Slow attack strategy tends to lead to

even higher reductions in recall, particularly noticeable in the

Grey-box and White-box scenarios. For instance, the recall

drops to 0.2816 for DenseNet and to 0.3173 for Transformer

models under Grey-box conditions, with a further decline in

White-box settings.

Challenges in Modulating Rushing Behaviour of Ad-

versaries: Effectively managing the behaviour of adversaries

driven by immediate rewards is challenging. These adversaries

may rush toward goals, risking exposure to traps set by

intelligent detection systems or honeypots. These systems aim

to exploit the adversary’s propensity for rushing by setting

traps that appear as lucrative opportunities. Our proposed

adversary models struggle to adequately simulate the nu-

anced decision-making processes of adversaries faced with

complex, dynamically changing environments. One effective

approach to prevent adversaries from rushing is to introduce

strategic uncertainty into the operational environment. This

can be achieved by designing an enhanced reward system

that is inherently unpredictable, where potential high-reward

actions carry hidden risks or consequences that are not im-

mediately apparent, forcing adversaries to proceed cautiously.

Additionally, adaptive reward dynamics that adjust based on

the adversary’s approach speed and method can discourage

rushing, rewarding careful planning and reconnaissance while

penalising overly aggressive actions.

A. Adversarial Training in a Min±Max Game

While the primary contribution of our work is to demon-

strate how multi-agent DRL adversaries can stealthily under-

mine ICS, these same adversarial strategies can be repurposed

to enhance the performance of defensive techniques such

as anomaly detectors or robust controllers. Specifically, our

scheduler±disturber adversary setup can be viewed within a

min±max (a.k.a zero-sum) game-theoretic framework, wherein

the adversary strives to maximise stealthy disruption, while

a defender seeks to minimise that disruption by effectively

detecting or neutralising malicious actions.

In this min±max formulation, the adversary is composed of

the scheduler and disturber agents (πsched and πdisturb) that

collectively induce wear-out effects or product degradation.

The defender is a detection or mitigation policy D that aims

to detect and counteract such attacks. Their interaction can be

formally expressed as

min
D

max
(πsched, πdisturb)

L
(

πsched, πdisturb, D
)

,

where L is a joint cost function. A simple instantiation sets

L
(

πsched, πdisturb, D
)

= Rattack

(

πsched, πdisturb
)

− Rdetect(D).

Here, Rattack captures the adversarial gains (e.g., the extent of

wear-out or induced process variance), and Rdetect represents

the defender’s effectiveness at detecting or mitigating such

actions. Minimising L from the defender’s perspective thus

corresponds to reducing the adversary’s stealth advantage,

while maximising it (from the attacker side) means con-

tinuously refining the scheduler±disturber policies to evade

detection.

The adversarial training loop unfolds in iterative steps. First,

the scheduler±disturber pair updates its policies (for instance,

via Advantage Actor-Critic) to exploit the current defender’s

blind spots, maximising disruption while remaining below

detection thresholds. The defender then updates its parameters

(e.g., those of a neural network classifier or robust control

policy) to reduce false negatives on the newly generated ad-

versarial samples or sequences. Repeating these steps creates

a ªcat-and-mouseº cycle in which the attacker’s sophistication

increases in response to the defender’s improvements, and vice

versa.

Such a min±max setup offers two major advantages for

benchmarking defences. First, defenders are exposed to an

intelligent and adaptive attacker that employs ªlow & slowº

or sudden ªsmash & grabº actions, thereby testing robustness

under varying threat models. Second, the iterative nature of

adversarial training ensures that any meaningful weaknesses

in the detection methodology are systematically identified and

exploited, driving the development of more comprehensive

defence strategies. Consequently, if a detector maintains ac-

ceptable detection performance or control stability despite con-

tinuously refined attacks, it provides strong empirical evidence

of robustness under real-world ICS constraints.

Beyond this setup, several promising directions remain to

explore. One is stochastic game extensions, where multiple

attackers and defenders operate across interconnected ICS

installations, each with its own partial observations and local

action sets. Another is domain randomisation, in which ICS



IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING 16

TABLE V: Performance of DNN-based detection models After Adversarial Training

Attack Strategy
Adversary

Knowledge

DenseNet² CNN² ResNet² LSTM² Transformer²

Precision Recall F1 Precision Recall F1 Precision Recall F1 Precision Recall F1 Precision Recall F1

Smash & Grab
Black-box

0.60 0.72 0.65 0.61 0.71 0.66 0.59 0.73 0.65 0.63 0.71 0.67 0.60 0.69 0.64

Low & Slow 0.59 0.70 0.64 0.58 0.69 0.63 0.61 0.69 0.65 0.60 0.68 0.64 0.60 0.71 0.65

Smash & Grab
Grey-box

0.60 0.68 0.64 0.62 0.66 0.64 0.59 0.72 0.65 0.61 0.69 0.65 0.63 0.67 0.65

Low & Slow 0.58 0.45 0.51 0.59 0.49 0.54 0.61 0.43 0.50 0.55 0.50 0.52 0.58 0.44 0.50

Smash & Grab
White-box

0.65 0.07 0.13 0.77 0.06 0.11 0.70 0.08 0.14 0.80 0.05 0.09 0.75 0.07 0.13

Low & Slow 0.78 0.05 0.09 0.64 0.06 0.11 0.66 0.07 0.12 0.72 0.05 0.08 0.70 0.06 0.11

² DNN-based detection models (DenseNet, CNN, ResNet, LSTM, Transformer). The values above illustrate a post-adversarial-training boost (5±8% or higher) in Precision, Recall,

and F1 compared to baseline. Bold and underlined entries highlight the highest values in each row. Tables III and IV in the Appendix present the complete layer-by-layer architectures

of the time-series anomaly detectors, along with their corresponding preprocessing and training settings.

parameters and communication noise levels are randomly

varied to prevent defenders from overfitting to a single

environment. Finally, explainable defensive policies remain

critical in industrial contexts: operators require a transparent

rationale behind flagged anomalies or automated actions to

trust and act upon the system’s decisions. Overall, framing our

scheduler±disturber adversarial model in a min±max game not

only deepens theoretical understanding of stealth attacks but

also yields a unified, practical platform for researchers and

practitioners to devise and rigorously test countermeasures in

modern ICS environments.

As shown in Table V, our experiments indicate that, over

100 epochs of adversarial training, DNN-based anomaly detec-

tors achieve noticeable improvements across all benchmarking

models. For instance, under the black-box ºSmash & Grabº

attack scenario, the F1-scores for DenseNet, CNN, ResNet,

LSTM, and Transformer increased by 10.75%, 12.63%,

10.52%, 13.58%, and 9.44%, respectively. These results in-

dicate that adversarial training systematically enhances the ro-

bustness of anomaly detectors against AI-assisted Adversaries.

Furthermore, LSTM models showed a significant improve-

ment, reflecting their ability to better capture temporal patterns

under adversarial conditions. This suggests that incorporating

sequence-based architectures into defensive frameworks can

provide a significant advantage in ICS environments where

time-series data is critical. The observed improvements high-

light how adversarial training not only mitigates specific attack

strategies but also fosters broader generalizability, enabling

detection systems to adapt to diverse and evolving threats

in real-world scenarios. These findings underline the value

of iterative adversarial training for systematically identifying

and addressing weaknesses in defensive systems. By exposing

anomaly detectors to intelligently crafted adversarial inputs,

this process drives the development of more resilient and

adaptive detection mechanisms that safeguard field networks

against stealthy threats.

Adaptive and RL-Assisted Defences.: Beyond adversar-

ial training (Table V), defenders can: (1) Score-level ensem-

bling of heterogeneous detectors (CNN/LSTM/Transformer)

with dynamic thresholds tuned to recent in-control variance;

(2) RL-assisted detection that learns policies penalising tem-

poral inconsistency between actuation and process response

(e.g., abnormal phase-lag and scheduling jitter patterns); (3)

Adversarial input purification, e.g., denoising/spectral smooth-

ing of windowed time series before scoring; (4) PLC-level

TABLE VI: Adaptive defences on main testbed (macro-avg

across attack regimes). Higher Recall and lower Stealth are

better for defenders.

Defense Recall Stealth

Ensemble (CNN+LSTM+Trf) 0.33 0.67

+ Dynamic thresholds 0.37 0.63

+ Input purification 0.39 0.61

+ Adv. training (vs static attacker) 0.49 0.51

+ Adv. training (vs adaptive attacker) 0.45 0.55

DRL detector (solo) 0.41 0.59

DRL detector + Ensemble + Adv. training 0.52 0.48

invariants (limits on phase-lag and rate-of-change) for cheap,

interpretable tripwires; and (5) Domain-randomised training

of detectors to avoid overfitting to a single timing distribution.

We report changes in recall/F1 and the aggregate stealth metric

in Section IV-B.

Adaptive DRL-based Detection: We train a policy-

gradient detector (actor evaluates a window to emit in-

spect/ignore; critic provides a value baseline) on the same

features as the DNN detectors, with a reward that penalises

false negatives and temporal inconsistency. We compare

(i) CNN+LSTM+Transformer ensemble (score-averaged), (ii)

+dynamic thresholds, (iii) +input purification, (iv) +adversarial

training against a static attacker, (v) +adversarial training

against an adaptive attacker, and (vi) the DRL detector alone

and within the ensemble. Results (Table VI) show that DRL-

based detection improves recall and, when combined with

ensembling and adversarial training, yields the best trade-off

while keeping false alarms controlled.

VI. DISCUSSION

The adversarial model’s ability to evade AI-driven anomaly

detectors depends on its use of the proposed threat model,

which optimizes actions for both immediate impact and stealth

by mimicking normal behavior patterns.

Adversary Efficacy: Our experiments (see Section V)

demonstrate that the proposed adversarial model effectively

evades AI-driven anomaly detectors. This success stems from

its ability to minimise detection probability by adjusting

the adversarial policy π(s) such that it selects actions a
from a set A to minimise the expected value of the detec-

tion function D(s, a), given the system state s. The objec-

tive function for the adversary can be formally defined as
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mina∈AE[D(s, a)|s ∈ S], where E[D(s, a)|s ∈ S] represents

the expected detectability given the system’s state s, and the

adversarial actions are constrained to ensure that D(s, a) < ϵ
for a detection threshold ϵ. This approach effectively makes the

adversarial actions indistinguishable from normal variations

within the system’s operational parameters. The scheduler

(discussed in Section III-C) plays a crucial role by leveraging

the advantage actor-critic methodology to time the execution

of actions during periods of high operational noise or other

strategic moments and calculate the delay period accordingly.

It optimises the policy πscheduler(s) to exploit windows of

vulnerability, calculating the optimal timing for attacks to

coincide with the least likelihood of detection: π∗
adv(s) =

argmina∈A V
π(s, a), where V π(s, a) is the state-action value

function, estimating the expected return of taking action a in

the state s. This scheduler ensures that actions are timed to

occur when anomaly detectors are least likely to flag them as

outliers.

On the other hand, the disturber complements the scheduler

by executing the timed actions with precision, adjusting the

magnitude of disturbances to ensure they fall within the

normal operating ranges: d(s, st+1) < δ, where d(s, st+1)
is the deviation caused by the adversarial action a, and δ
represents a threshold below which deviations are considered

normal. The disturber’s actions are designed to subtly shift the

system’s state without crossing thresholds that would trigger

alerts, maintaining a low profile that mimics legitimate system

fluctuations. The scheduler and disturber rewards stabilise at

a high level after initial fluctuations, indicating successful

adaptation and stealthy execution of the adversarial strategy

(as depicted in Fig. 8 and Fig. 9 in Appendix C). In contrast,

the defender’s reward remains low, showing ineffective de-

tection and countermeasures. Losses for all agents decrease

in the initial episodes, with scheduler and disturber losses

dropping significantly, reflecting effective strategy refinement.

The defender’s slower loss reduction highlights difficulties in

adapting to evolving adversarial tactics.

Strategically-Timed Attack: The scheduler’s role in deter-

mining optimal attack timings while minimising the risk of

exposure has proven to be highly effective in our adversarial

models (depicted in Fig. 10.A, Fig. 10.B, and Fig. 10.C,

and Fig. 12 in Appendix C). The scheduler’s capability to

assess and act upon the operational environment ensures that

attacks are successful and strategically timed to coincide with

moments of vulnerability within the target system, attaining

O3, leading to O1, and O2. This precision in timing is

critical in avoiding detection and enhancing the attack’s im-

pact, showcasing the scheduler’s outstanding performance in

navigating complex decision-making landscapes. Despite these

successes, there remains room for improvement, particularly

in scenarios involving dynamic, unpredictable elements that

may fall outside the current model’s scope.

VII. CONCLUSION

This study introduces the first Multi-Agent Deep Rein-

forcement Learning (DRL)-assisted stealthy attack against

operational field networks of Industrial Control Systems (ICS),

demonstrating how advanced adversaries can degrade system

performance while evading detection. This work develops a

novel adversarial approach using strategically timed, low &

slow wear-out attacks to assess DRL-based adversaries on an

industry-level testbed with Siemens PLCs, Cisco networking

devices, and AI-enhanced intrusion detection. The attack ef-

fectively evades detection, blending with normal operations to

subtly compromise system integrity.
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