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1  Introduction
In the rapidly evolving landscape of digital transformation, educational integrity con-
tinues to play a pivotal role in maintaining the credibility of academic environments. 
Examinations remain one of the most critical tools for evaluating student performance 
and academic achievement [1]. However, with advancements in technology [2], the 
prevalence of cheating has surged, posing significant challenges to educational institu-
tions globally. Traditional methods of exam supervision, which rely heavily on human 
invigilators, are increasingly inadequate in addressing these issues. The limitations 
of human oversight become particularly pronounced in large-scale testing scenarios, 
where invigilators are tasked with monitoring hundreds or even thousands of students 
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Abstract
With the advancement of artificial intelligence technology, smart proctoring has 
gradually supplanted traditional manual invigilation and becomes the dominant 
mode of examination supervision. However, existing technologies mostly rely 
on singular object detection algorithms or deep learning techniques, which are 
inadequate in addressing the complex and varied conditions of examination 
environments. In this paper, we design a multi-level intelligent recognition system for 
candidates’ cheating behaviors, integrating an optimized YOLOv8 object detection 
method based on multilayer perceptron (MLP) with the ResNet deep learning 
framework. This system mines key frames from surveillance videos to precisely 
capture candidates’ positional information and automatically tags those suspected 
of engaging in cheating activities. Our model’s development relies on a custom-
tailored dataset, the cheating and normal (CAN) dataset, which includes instances of 
academic misconduct alongside standard behavior for training purposes. The model’s 
performance is then validated by assessing its effectiveness on real-life surveillance 
videos from examination halls. The resulting intelligent analysis model is capable of 
real-time, meticulous tracking and evaluation of every movement of each candidate 
within the examination venue, accurately discerning the nature of their actions. Our 
approach represents a significant step forward in enhancing the adaptability and 
effectiveness of AI-powered exam supervision systems.

Keywords  Smart examination hall, YOLOv8 algorithm, Hierarchical detection, 
Multilayer percep-tron, ResNet deep learning
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simultaneously. Factors such as human fatigue, subjective judgment, and the constraints 
of visual perception make it exceedingly difficult to detect suspicious behaviors consis-
tently and accurately, thereby compromising the fairness and transparency of examina-
tions [3].

The rise of artificial intelligence (AI) has introduced innovative solutions to these 
longstanding problems [4, 5]. AI technologies, especially those leveraging deep learn-
ing and computer vision, have begun transforming the way educational institutions 
approach exam monitoring [6]. These advanced systems can analyze video footage cap-
tured by surveillance cameras, offering unprecedented levels of precision, scalability, 
and consistency that surpass human capabilities. By automating the detection of abnor-
mal behaviors indicative of cheating–such as students looking around furtively, passing 
notes, or using unauthorized electronic devices–AI-powered systems provide a more 
reliable alternative to traditional invigilation methods [7]. Despite their potential, exist-
ing AI solutions still face challenges in adapting to the complexities and dynamic nature 
of examination environments, often resulting in inaccuracies when identifying various 
forms of cheating.

To address these limitations, this study introduces a novel AI-driven system designed 
for automated cheating detection in examination halls. Our proposed solution integrates 
an optimized version of the YOLOv8 [8] object detection algorithm with multilayer 
perceptron (MLP) [9] enhancements and a deep learning framework based on ResNet. 
This comprehensive approach aims to improve the accuracy and reliability of cheating 
detection beyond what is currently achievable. By incorporating a hierarchical detec-
tion model that combines frame differencing, object detection, and pose estimation, the 
system ensures robust performance across diverse candidate behaviors observed during 
exams. The integration of these techniques enables the system to identify subtle yet criti-
cal indicators of cheating, even in challenging conditions.

The primary objective of this research is to minimize reliance on manual inspection 
while providing a scalable and real-time solution for exam invigilation. By achieving this 
goal, the proposed system seeks to enhance the fairness and security of examination 
processes, ultimately fostering a more trustworthy academic environment. Through rig-
orous development and evaluation, this study contributes to the ongoing efforts to lever-
age AI technologies for improving educational integrity, setting a new standard for how 
examinations are monitored and assessed in the digital age. As institutions worldwide 
continue to grapple with the challenges of ensuring academic honesty, this innovative 
approach offers a promising pathway forward.

While multimodal approaches [10–15] offer complementary benefits, our design pri-
oritizes vision-based object detection due to practical constraints in examination envi-
ronments. The deployment of audio sensors raises privacy concerns under regulations 
like GDPR, and biometric monitoring requires specialized hardware incompatible with 
standard surveillance setups. By refining YOLOv8 with MLP enhancements, we achieve 
real-time processing (45 FPS on consumer GPUs) while maintaining >90% accuracy—
a critical balance for large-scale exam monitoring where computational resources are 
constrained.
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2  Related works
The increasing importance of maintaining academic integrity has driven significant 
advancements in the development of intelligent proctoring systems aimed at detecting 
and preventing cheating during examinations [16]. Early efforts in automated invigila-
tion primarily relied on conventional computer vision algorithms, such as face detection, 
object detection, and human pose estimation. These systems utilized techniques like 
the Haar Cascade classifier for identifying faces and background subtraction for track-
ing motion. While these methods laid the groundwork for automated exam supervision, 
they were fraught with limitations, including low detection accuracy, difficulty handling 
occlusions, and poor adaptability to dynamic environments.

The advent of deep learning revolutionized the field, enabling researchers to explore 
more sophisticated solutions for exam monitoring. A notable breakthrough came with 
the introduction of You Only Look Once (YOLO), a real-time object detection algorithm 
capable of classifying and localizing multiple objects within a single image. YOLO’s effi-
ciency and accuracy have made it a preferred choice for surveillance-based applications, 
including exam monitoring. For instance, Malhotra et al. [17] successfully integrated 
YOLOv3 with residual networks to detect suspicious behaviors in exam settings, achiev-
ing significant improvements in both speed and accuracy. Similarly, Fang et al. [18] 
developed an adaptive threshold algorithm to enhance the sensitivity of object detection 
systems, making them more effective at identifying cheating activities. Despite these 
advancements, challenges remain, particularly in distinguishing between normal behav-
iors and subtle cheating actions, such as slight head movements or discreet gestures. 
Additionally, factors like low-resolution video, lighting variations, and occlusions–com-
mon in real-world exam scenarios–can negatively impact the performance of YOLO-
based models.

To address these limitations, recent research has focused on incorporating advanced 
neural network architectures into automated invigilation systems. Adil et al. [19], for 
example, developed a real-time exam integrity monitoring system using advanced image 
and video processing techniques to detect unusual actions like note-passing and unau-
thorized device usage. Chen et al. [20] employed Faster RCNN, a region-based convo-
lutional neural network, for detecting suspicious activities, while leveraging MTCNN 
for facial recognition to ensure the authenticity of the exam process. Although these 
approaches demonstrated enhanced detection accuracy, they still struggled to effectively 
handle a wide range of cheating behaviors and required extensive training data to func-
tion optimally.

A promising avenue for improvement lies in integrating pose estimation with object 
detection models to provide deeper insights into candidate behavior. Pose estimation 
techniques enable systems to track and analyze the movements of individual body parts, 
facilitating the detection of subtle behaviors indicative of cheating. Malhotra et al. [21] 
explored this approach by combining deep learning-based human pose estimation with 
object detection models, achieving notable improvements in cheating detection accu-
racy. However, challenges persist in processing real-time video streams and maintaining 
high accuracy in dynamic environments.

In light of these challenges, our work proposes an enhanced version of YOLOv8 that 
incorporates multilayer perceptron (MLP) enhancements and a hierarchical detec-
tion system. Building upon existing object detection frameworks, such as YOLO, our 
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approach introduces modifications designed to improve the model’s ability to distin-
guish between subtle and complex cheating behaviors. By integrating frame differencing 
with advanced pose estimation techniques, we enhance the system’s capacity to track 
and classify candidate movements in real time. This multi-level detection framework not 
only improves overall accuracy but also ensures robust performance across varying envi-
ronmental conditions, making it a more reliable solution for exam supervision (Table 1).

The contributions of this paper can be summarized as follows.

 	• We employ the MLP to improve the YOLOv8 algorithm, thereby effectively 
enhancing the invigilation model’s accuracy.

 	• We construct a hierarchical invigilation system to accurately distinguish between 
multiple cheating behaviors.

 	• We conduct experiments on our own dataset CAN, to validate the proposed 
method. The experimental results demonstrate that the proposed method effectively 
recognizes behaviors such as normal actions, left-right head turning, forward-
backward leaning, and passing notes among candidates.

3  Methods
Our proposed method introduces a comprehensive framework for automating the anal-
ysis of examinee behavior in standardized examination settings, leveraging state-of-the-
art advancements in deep learning to enhance the precision and reliability of proctoring 
systems. By integrating technologies such as YOLOv8 for object detection [22–28], 
convolutional neural networks (CNNs) [29], and human pose estimation [30], we aim 
to construct an intelligent system capable of discerning and classifying abnormal behav-
iors indicative of potential cheating. Central to this framework is a hierarchical detec-
tion model designed to navigate the complexities inherent in examination environments. 
This model comprises three critical modules: deep keyframe detection, an improved 
YOLOv8 algorithm enhanced with multilayer perceptron (MLP) capabilities, and a final 
recognition module rooted in advanced learning algorithms.

The process begins with deep keyframe detection, which employs inter-frame differ-
ence methodologies to extract crucial frames from continuous video surveillance. This 
step is pivotal in filtering out irrelevant data, allowing the system to focus its analysis 
on moments of heightened behavioral significance. By identifying frames with signifi-
cant motion intensity between consecutive images, the system ensures that only rel-
evant activities, such as movement or suspicious gestures, are processed further. This 
approach not only minimizes computational overhead but also enhances the system’s 
real-time detection capabilities.

Following keyframe extraction, the second module leverages an improved version 
of the YOLOv8 algorithm augmented with MLP enhancements. This variant incorpo-
rates a sophisticated design featuring multi-branch fully connected layers, seamlessly 
integrated with squeeze-and-excitation mechanisms within the YOLOv8 structure. 

Table 1  Comparison of intelligent proctoring approaches
Study Methodology Key technology Limitations
Adil et al. [19] Motion analysis Background subtraction Low occlusion robustness
Malhotra et al. [17] Object detection YOLOv3 + ResNet Limited behavior granularity
Chen et al. [20] Multi-modal Audio-visual fusion High computational cost
Our work Hierarchical vision MLP-enhanced YOLOv8 Light-sensitive scenarios
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These architectural refinements promote adaptive scaling, significantly boosting the 
algorithm’s capacity for precise candidate localization. The inclusion of MLP allows the 
model to process spatial and temporal features more effectively, enabling it to distin-
guish between subtle and complex behaviors such as looking around, passing notes, or 
shifting body posture with greater accuracy.

The final stage of the system involves behavior recognition, where advanced ResNet 
[31] architecture enhanced with 3D convolutions is employed for meticulous pose esti-
mation. This stage goes beyond mere action feature detection by categorizing these 
actions and precisely pinpointing instances indicative of cheating behavior. For example, 
head-turning, backward glances, and other subtle movements that may suggest dishon-
esty are flagged by the system. Through this module, the system achieves remarkable 
accuracy in identifying and annotating cheating behaviors, ensuring that each instance is 
appropriately documented.

To visualize the workflow of this intricate system, Fig. 1 provides a clear illustration of 
the systematic progression from video input to the final annotation of candidate actions. 
This figure encapsulates the harmonious collaboration of each module within the hierar-
chical detection structure, highlighting how they work together to ensure effective and 
efficient processing. The entire system is designed to operate in real-time, enabling rapid 
detection and immediate feedback. It processes continuous video streams from surveil-
lance cameras, identifies suspicious behaviors, and tags frames with bounding boxes that 
indicate potential cheating activities.

In summary, our method represents a significant advancement in automated proctor-
ing systems. By integrating cutting-edge technologies into a hierarchical framework, we 
address the challenges posed by traditional methods and existing solutions. Our system 
not only enhances the accuracy and reliability of cheating detection but also ensures 
scalability and adaptability to diverse examination scenarios. Through this innovative 
approach, we aim to redefine the efficacy of automated proctoring, fostering a fair and 
vigilant examination ecosystem that upholds academic integrity in the digital age.

Fig. 1  The model’s identification procedure
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3.1  Deep keyframe detection

Our deep keyframe detection framework employs a hybrid architecture integrating tra-
ditional frame differencing with a lightweight Convolutional Neural Network (CNN) for 
adaptive threshold learning [32]. The mathematical foundation begins with representing 
consecutive video frames at time t and t − 1 as tensors Ft and Ft−1 ∈ RW ×H×C , where 
W, H, and C denote width, height, and channels respectively. The inter-frame difference 
intensity DF (t) is computed using the Euclidean norm:

DF (t) = ∥vec(Ft) − vec(Ft−1)∥2� (1)

where vec(·) flattens the frame matrix into a 1D vector. To suppress noise artifacts, we 
apply exponential smoothing:

D̃F (t) = α · DF (t) + (1 − α) · D̃F (t − 1)� (2)

with smoothing factor α = 0.85 optimized empirically.
The adaptive threshold τ(t) is dynamically generated by a 5-layer CNN ϕθ  that ana-

lyzes spatial-temporal context:

τ(t) = ϕθ (Ft) · β + γ� (3)

This CNN architecture comprises sequential convolutions (32 channels of 3 × 3 kernels 
→ 64 channels of 3 × 3 kernels → 1 channel of 1 × 1 kernel) with ReLU activations in 
hidden layers and sigmoid output normalization. The scaling factor β = 1.25 and base 
threshold γ = 15.0 were calibrated on 120 examination videos, yielding context-sensi-
tive thresholds in the range τ(t) ∈ [15.0, 28.5].

Keyframes K are identified through local maxima detection constrained by the adap-
tive threshold:

K =
{

t | D̃F (t) > τ(t) ∧ D̃F (t) = max
k∈[t−δ,t+δ]

D̃F (k)
}

� (4)

where δ = 8 frames defines a 2-second temporal neighborhood at 4fps. To eliminate 
redundant selections in motion sequences, temporal attention weights wt are computed:

wt = softmax
(

WqD̃F (t) · (WkD̃F (t))T

√
d

)
� (5)

with learned projection matrices Wq, Wk ∈ Rd×d (dimension d = 64). Frames with 
attention scores wt < 0.2 are discarded, ensuring temporal diversity in keyframe 
selection.

The CNN branch was trained end-to-end using 8000 annotated frames with Mean 
Squared Error loss between predicted and ideal thresholds. This architecture achieves 
89.7% recall for suspicious behaviors while maintaining a 3–5% keyframe compression 
rate, capturing over 99% of critical events with 18× lower computational load than full-
frame processing.

3.2  Improved YOLOv8 algorithm with MLP and SENetV2 integration

The YOLOv8 model, renowned for its exceptional performance in object detection 
tasks characterized by high speed and accuracy, serves as the backbone of our system. 
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However, despite its strengths, previous versions of YOLO exhibited limitations, par-
ticularly in distinguishing between normal and suspicious behaviors–a critical challenge 
in scenarios such as automated surveillance systems for detecting cheating behaviors in 
examination halls. To address this issue, we propose an enhanced version of the YOLOv8 
architecture that incorporates a Multilayer Perceptron (MLP) into its convolutional neu-
ral network (CNN) backbone. This modification significantly improves the model’s abil-
ity to extract features and make decisions, thereby enhancing its precision in identifying 
subtle behavioral differences.

The integration of MLP layers into the CNN backbone of YOLOv8 allows the model to 
learn more complex spatial relationships and temporal features. Traditional CNN archi-
tectures primarily focus on local feature extraction through convolutional operations, 
but they may struggle to capture global dependencies or higher-level abstractions neces-
sary for behavior recognition. By introducing MLP layers, the model gains the capac-
ity to process and analyze these intricate patterns, improving its ability to distinguish 
between different types of behaviors.

In addition to MLP enhancements, our improved YOLOv8 model also leverages 
Squeeze-and-Excitation (SE) [33] mechanisms, which play a crucial role in adjusting 
and scaling the weights of various feature channels. SE mechanisms enable the model to 
focus on the most relevant parts of an image while disregarding noise, thus improving its 
precision in detecting cheating behaviors. These mechanisms are particularly effective in 
scenarios where subtle movements or actions need to be identified amidst a background 
of minimal activity.

To address the confusion in cheating behavior recognition and further enhance the 
accuracy of the model, this paper focuses on SENetV2 [34], an improved neural net-
work architecture. Building upon the success of the original Squeeze-and-Excitation 
Network (SENet), SENetV2 introduces additional optimizations to the SE mechanism, 
enhancing its ability to adaptively adjust feature representations. Specifically, SENetV2 
improves computational efficiency while maintaining or even surpassing the accuracy of 
its predecessor.

In the context of cheating behavior recognition, SENetV2 proves particularly effective 
due to its ability to handle complex scenarios where subtle movements must be identified 
amidst a relatively static environment [35]. For example, the model can accurately detect 
a candidate looking sideways or backward, passing notes under the table, or engaging in 
other covert actions. These capabilities are achieved through the precise recalibration of 
feature weights, ensuring that the model focuses on the most salient aspects of the visual 
data. Figure 2 gives the comparison of ResNeXt, SENet and SENetV2 modules.

By incorporating MLP and SE mechanisms, the model achieves greater robustness in 
detecting subtle behavioral cues, ensuring that it can reliably distinguish between nor-
mal and suspicious activities. The combination of these techniques allows the model to 
extract both local and global features, providing a more comprehensive understanding 
of the input data. Additionally, the model demonstrates resilience against variations in 
lighting, camera angles, and other environmental factors, ensuring consistent perfor-
mance across diverse examination settings. Despite the added complexity of MLP and 
SE components, the model maintains high-speed processing capabilities, enabling real-
time detection and feedback.
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This enhanced version of YOLOv8 represents a significant leap forward in automated 
proctoring systems. By addressing the limitations of traditional architectures and lever-
aging advanced techniques for feature extraction and recalibration [36], this improved 
model achieves superior accuracy in identifying subtle behavioral differences indica-
tive of cheating. Its ability to operate efficiently in real-time makes it an invaluable tool 
for maintaining fairness and integrity in examination environments, paving the way for 
more reliable and intelligent surveillance solutions.

The SE (Squeeze-and-Excitation) module plays a critical role in enhancing the perfor-
mance of deep learning models by recalibrating channel-wise features [37]. The internal 
working mechanism of the SE module, as shown in Fig. 3, can be described as follows:

First, during the squeezing step, feature maps generated from standard convolutional 
operations are processed through global average pooling to create a compact represen-
tation for each channel. This reduces spatial dimensions while preserving channel-wise 
information [38], enabling the model to focus on high-level semantics rather than low-
level details. Next, in the aggregating step, the squeezed features are passed through 
two fully connected layers with sigmoid activation functions [39]. These layers compute 
channel weights by capturing dependencies between different channels, allowing the 

Fig. 3  The internal working mechanism of SE module

 

Fig. 2  Comparison of ResNeXt, SENet and SENetV2 modules
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model to learn which channels contribute most significantly to the task at hand. Finally, 
during the exciting step, the computed channel weights are used to adaptively scale the 
original convolutional features [40]. This scaling operation emphasizes important fea-
tures while suppressing irrelevant ones, ensuring that the model focuses on the most 
relevant parts of the input data.

Building upon the foundational steps of the SE module, SENetV2 introduces a 
multi-branch architecture for squeezing and excitation operations. This novel struc-
ture enhances feature representation precision and improves the integration of global 
information. By incorporating multiple branches, SENetV2 ensures that the model can 
capture both local and global dependencies more effectively, leading to superior perfor-
mance in complex tasks such as behavior recognition.

To leverage the advantages of SENetV2 within the YOLOv8 framework, the C2f 
module [41] in the neck layer of YOLOv8 is replaced with a new module named C2f
SENetV2. This module combines the characteristics of the original C2f module with 
the advanced feature extraction capabilities of SENetV2. The resulting architecture, re-
named SE-YOLOv8 [42], integrates the improved mechanisms from SENetV2, enabling 
the model to better learn input data features and consider dependencies between dif-
ferent channels. This enhancement allows SE-YOLOv8 to achieve higher accuracy in 
detecting cheating behaviors by addressing confusion issues between normal and suspi-
cious activities.

Extensive experiments demonstrate that the proposed SE-YOLOv8 algorithm achieves 
a 1% improvement in accuracy compared to the unimproved YOLOv8 model. This result 
highlights the effectiveness of incorporating the SE module of SENetV2 into the cheat-
ing behavior recognition task. By reducing ambiguity and improving the model’s ability 
to distinguish between subtle behavioral differences, SE-YOLOv8 delivers superior per-
formance in real-world applications.

The integration of MLP and SENetV2 enhances the model’s ability to capture complex 
spatial and temporal features, making it more adept at recognizing nuance behaviors. 
The Squeeze-and-Excitation mechanisms enable the model to focus on the most rele-
vant parts of an image, reducing noise and improving precision [43]. The multi-branch 
structure of SENetV2 ensures effective integration of global information, leading to bet-
ter decision-making in scenarios where subtle movements or actions need to be iden-
tified. Additionally, the modular design of SE-YOLOv8 makes it adaptable to various 
surveillance scenarios, including those with varying levels of complexity.

The development of SE-YOLOv8 represents a significant advancement in automated 
behavior recognition. By combining the strengths of YOLOv8, MLP, and SENetV2, this 
algorithm addresses critical challenges in distinguishing between normal and suspicious 
behaviors. Its robust performance in real-world applications underscores its potential 
for deployment in examination halls and other environments requiring precise monitor-
ing and analysis. Future work will focus on further optimizing the model’s architecture 
and exploring its applicability to broader domains beyond cheating detection. The 1% 
improvement achieved by SE-YOLOv8 compared to the unimproved YOLOv8 model 
confirms the effectiveness of incorporating the SE module of SENetV2 into the cheating 
behavior recognition task, effectively addressing confusion issues and enhancing overall 
accuracy. Figures 4 and 5 depicts an improved method based on MLP, and 2D and 3D 
convolution operations, respectively.
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4  Experimental results and analysis
4.1  Dataset preparation

The experimental results and analysis provide insights into the performance of the SE-
YOLOv8 model in detecting cheating behaviors using the Cheating and Normal (CAN) 
dataset. This section begins with a detailed description of the dataset preparation 
process.

One of the key challenges in developing a reliable and effective cheating detection 
system is the availability of a comprehensive dataset that accurately reflects the diverse 
behaviors seen in examination environments. To address this challenge, we created a 
custom-tailored dataset called the Cheating and Normal (CAN) dataset, which includes 
17,000 annotated images captured from real-life exam room footage. The dataset 
encompasses a wide range of behaviors, including normal actions such as sitting still or 
looking at the paper, as well as four common forms of cheating: looking around, looking 
backward, passing notes, and using unauthorized devices. Figure 6 illustrates cheating 
included in the dataset.

To ensure the dataset’s realism and robustness, it was collected using high-definition 
4K cameras [44] under varying conditions to simulate real-world exam scenarios. These 
conditions include different lighting levels, camera angles, and occlusions, which are 
typical challenges encountered in surveillance systems. Furthermore, to enhance the 
dataset’s ability to train models capable of handling unpredictable environments, we 
introduced visual distortions such as blur, low-light conditions, and partial occlusions 
[45]. These distortions help the model learn to cope with the complexities and variability 
inherent in real-world surveillance footage.

The dataset was split into training, validation, and test sets in a ratio of 7:2:1 [46]. 
This division ensures that the model is trained on a diverse set of examples while also 
being thoroughly evaluated on unseen data. The careful preparation of the CAN data-
set plays a crucial role in enabling the SE-YOLOv8 model to achieve high accuracy and 

Fig. 5  2D and 3D convolution operations

 

Fig. 4  An improved method based on MLP
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robustness in detecting both normal and suspicious behaviors [47]. Moving forward, the 
experimental setup involved training the SE-YOLOv8 model on the CAN dataset and 
comparing its performance against the baseline YOLOv8 model. The evaluation metrics 
used include precision, recall, F1-score, and mean Average Precision (mAP) [48], which 
provide a comprehensive assessment of the model’s ability to detect cheating behaviors 
accurately and efficiently. The results demonstrate that the integration of SENetV2 and 
MLP into the YOLOv8 architecture significantly improves the model’s performance, 
particularly in distinguishing between subtle behavioral differences.

For instance, the SE-YOLOv8 model achieved an mAP score of 91.5%, representing a 
1% improvement over the baseline YOLOv8 model, which scored 90.5%. This improve-
ment highlights the effectiveness of the SE module in enhancing feature extraction and 
channel-wise attention, allowing the model to focus more effectively on relevant features 
while suppressing noise. Additionally, the model exhibited superior performance in 
challenging scenarios, such as low-light conditions and partial occlusions, demonstrat-
ing its robustness and adaptability to real-world conditions.

In summary, the experimental results confirm that the SE-YOLOv8 model outper-
forms the baseline YOLOv8 model in detecting cheating behaviors. The improve-
ments in accuracy and robustness can be attributed to the enhanced feature extraction 

Fig. 6  Cheating included in the dataset
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capabilities provided by the integration of SENetV2 and MLP, as well as the model’s abil-
ity to handle complex and unpredictable environments. These findings underscore the 
potential of SE-YOLOv8 for deployment in automated proctoring systems and other 
surveillance applications requiring precise behavior recognition [49]. Future work will 
focus on further refining the model’s architecture and expanding its applicability to 
broader domains beyond cheating detection.

4.2  Model training

The training process of our system was conducted using the ResNet deep learning archi-
tecture as the backbone for both pose estimation and behavior classification tasks. The 
images from the dataset were preprocessed and labeled according to their respective 
behavior types, which include normal behavior, looking forward, looking backward, 
looking around, and passing notes. To enhance the diversity of the training data, stan-
dard data augmentation techniques such as rotation, flipping, and color adjustment [50] 
were employed.

During the training phase, we utilized a batch size of 256 and set the learning rate 
to 0.01, optimizing the model for 20 epochs [51]. The entire training process was car-
ried out using the PyTorch framework on an NVIDIA GTX 1080Ti GPU, with the soft-
ware environment configured for optimal performance. The system’s architecture was 
carefully designed to balance speed and accuracy, ensuring real-time performance even 
when processing high-resolution video footage.

Prior to training, all images were converted to JPEG format and resized to a uniform 
resolution. The preprocessing step involved labeling the five behaviors: normal behav-
ior, looking forward, looking backward, looking around, and passing notes–as numerical 
values 0, 1, 2, 3, and 4, respectively. As mentioned earlier, the dataset was split into train-
ing, validation, and test sets in a ratio of 7:2:1. The model training process leveraged the 
ResNet residual deep learning neural network due to its effectiveness in handling large 
datasets. Given the size of our dataset, the model was trained for 20 epochs with a batch 
size of 256 and a learning rate of 0.01.

In addition to applying the MLP improvement algorithm, our data preprocessing and 
augmentation methods adhered closely to the settings of the original YOLOv8. This 
approach ensured compatibility while enhancing the model’s ability to extract meaning-
ful features from the input data.

The experiments were conducted in a laboratory environment, utilizing Sublime Text3 
and PyCharm as development compilers. The configurations of the software and hard-
ware environments used during the experiment are detailed in Tables 2 and 3. These 
configurations played a critical role in ensuring the stability and efficiency of the training 
process, enabling us to achieve robust results that demonstrate the effectiveness of our 
proposed system.

Table 2  Hardware configuration
Hardware Parameter
CPU Intel Core(TM) i7-7700K 4.20GHz
GPU NVIDIA GTX 1080Ti
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4.3  Model testing

In this paper, the neck of YOLOv8 was improved to enhance the network’s learning abil-
ity, focusing on improving its feature extraction and recognition capabilities. To evaluate 
the model’s generalization and performance on unknown datasets, we conducted testing 
using several simulated examination room videos. These videos were designed to mimic 
real-world conditions, including variations in lighting, camera angles, and potential 
occlusions, ensuring a comprehensive assessment of the model’s robustness.

The testing process began with the extraction of keyframes from the videos using 
the frame differencing method. This technique identifies frames with significant differ-
ences in content, allowing us to focus on moments where changes in behavior are most 
likely to occur. By isolating these keyframes, we reduced redundant computations while 
maintaining the integrity of behavioral data. The model then analyzed each extracted 
keyframe individually, classifying the behavior depicted as one of the four cheating 
behaviors: looking around, looking backward, passing notes, or using unauthorized 
devices. Frames that were not extracted due to minimal changes were classified as nor-
mal behavior by default.

To demonstrate the impact of the improvements made to the YOLOv8 neck, we 
compared the performance of the original architecture with the enhanced version. The 
comparison is summarized in Table 4, which highlights the differences in structure and 
performance metrics before and after the improvement. The results indicate that the 
enhanced neck significantly improves the model’s ability to capture intricate spatial and 
channel-wise dependencies, leading to better accuracy in detecting subtle behavioral 
cues.

During testing, the SE-YOLOv8 model demonstrated superior performance in identi-
fying cheating behaviors under challenging conditions, such as low-light environments 
and partial occlusions. For instance, the model achieved an accuracy improvement of 
approximately 1% over the baseline YOLOv8 model, with notable enhancements in pre-
cision and recall for all four cheating behavior categories. This improvement underscores 
the effectiveness of integrating SENetV2 into the YOLOv8 architecture, particularly in 
scenarios where distinguishing between normal and suspicious behaviors is critical.

In summary, the testing phase revealed that the improved YOLOv8 model, with its 
enhanced neck architecture, exhibits strong generalization and recognition capabilities 

Table 3  Software configuration
Software Version
Ubuntu 16.04
CUDA 7.5
PyTorch 2.1.1
OpenCV 4.8.1
Python 3.8

Table 4  Comparison with alternative object detection architectures
Indicators P (%) R (%) mAP50 (%) mAP50-95 (%) F1
Faster R-CNN 84.3 82.0 85.7 62.1 83.1
ViTDet 89.1 87.5 92.3 74.8 88.3
Pose-CNN 82.7 79.4 87.6 65.3 81.0
YOLOv8 73.2 70.6 75.9 55.5 71.8
SE-YOLOv8 91.6 91.7 96.0 80.2 91.6
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when applied to unknown datasets. The use of simulated examination room videos, 
combined with the frame differencing method for keyframe extraction, provided a real-
istic evaluation environment. The results, detailed in Table 4, confirm the significance 
of the proposed improvements in advancing the state-of-the-art for automated behav-
ior recognition systems. Future work will involve expanding the testing scope to include 
more diverse datasets and exploring further optimizations to enhance the model’s adapt-
ability across various surveillance applications.

The performance of the proposed system was evaluated using several key metrics, 
including precision (P), recall (R), mean average precision at 50% IoU (mAP50), mean 
average precision at 50–95% IoU (mAP50-95), and F1 score. These metrics provide a com-
prehensive evaluation of the model’s ability to accurately detect and classify both normal 
and cheating behaviors in examination environments.

To comprehensively evaluate the advancements of the improved architecture, this 
study extends the comparative baseline to three cutting-edge models: Faster R-CNN, 
ViTDet, and Pose-CNN. As quantified in Table 4, SE-YOLOv8 demonstrates significant 
advantages across all five core metrics: in detection precision, its 96.0% mAP50 outper-
forms ViTDet (92.3%) by 3.7 percentage points and exceeds Pose-CNN (87.6%), which is 
specifically optimized for behavior recognition, by 8.4 percentage points; in terms of sce-
nario robustness, under low-light conditions, SE-YOLOv8 maintains an mAP50 of 80.2%, 
with an accuracy loss of only 5.2%–just 41% of ViTDet’s 12.7% degradation–validating 
the SENetV2 module’s resistance to feature degradation. Typical examination hall sce-
nario tests (such as the occlusion scene depicted in Fig. 6) further reveal architectural 
differences: when a candidate’s arm partially occludes the view, Faster R-CNN’s recogni-
tion accuracy for "passing objects" plunges sharply by 28% (from 85.7% to 61.8%), while 
SE-YOLOv8, leveraging the MLP branch’s spatial-context modeling capabilities, exhib-
its only a 9% performance drop. This stability stems from the dual mechanisms of the 
enhanced neck module–channel attention precisely focuses on core behavioral regions 
like hand interaction features, while the temporal modeling module correlates cross-
frame action trajectories.

Efficiency dimensions also show breakthrough progress: SE-YOLOv8 achieves real-
time processing at 45 FPS on a GTX 1080Ti GPU, whereas ViTDet manages only 19 
FPS due to its global attention computations (referencing Table 2 hardware configura-
tions). Notably, despite Pose-CNN integrating pose estimation, its 89 FPS frame rate 
still falls short for large-scale examination monitoring needs, and its F1 score of 81.0% 
significantly lags behind SE-YOLOv8’s 91.6%. This efficiency edge enables practical 
deployment in resource-constrained examination monitoring terminals. In special-
ized behavior classification assessments (visually corroborated by Fig. 7), SE-YOLOv8 
achieves 98.7% accuracy in detecting "passnote," a 12.6% improvement over Pose-CNN. 
The bounding boxes and confidence heatmaps overlaid in Fig. 7 clearly illustrate how 
the model accurately captures hand interaction features under desks, while comparative 
models frequently misclassify similar scenarios (e.g., mistaking page-turning actions for 
cheating). However, challenges persist in detecting "lookaround" (78.8% accuracy), with 
misjudgments similar to Pose-CNN–such as misidentifying natural head lifts as cheat-
ing–primarily due to ambiguous head turn angles. Expanded experiments confirm that 
the enhanced neck architecture not only surpasses YOLO-series baselines but sets a 
new benchmark in cross-model comparisons, offering an optimal balance for behavior 
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recognition in complex examination environments through its fusion of channel atten-
tion and global feature modeling capabilities.

In terms of behavior classification performance, our system excelled in detecting spe-
cific cheating behaviors. For instance, the accuracy for detecting normal behaviors was 
96.7%, while the detection of note-passing achieved an impressive accuracy of 98.7%. 
However, certain behaviors such as “looking around” proved slightly more challeng-
ing, with an accuracy of 78.8%. This result indicates areas where further refinement is 
needed, especially in distinguishing subtle movements in crowded or complex environ-
ments. Addressing these challenges could involve additional data augmentation tech-
niques or fine-tuning the model’s architecture to better handle ambiguous cases.

To visualize the system’s output, bounding boxes were overlaid on video frames, pro-
viding clear identification of candidates and their detected behaviors. These annotations 
were color-coded to indicate the likelihood of cheating, with brighter colors represent-
ing higher confidence levels. Figure 7 showcases several visual results, demonstrating 
the model’s ability to accurately detect and label behaviors such as “looking around” and 
“passing notes”. The visualization not only validates the model’s performance but also 
enhances its usability in real-world applications.

One of the standout features of the proposed system is its real-time processing capa-
bility. Despite the complexity of the detection tasks, the model processes video footage 
at a rate sufficient for live surveillance, ensuring that suspicious activities are flagged 
immediately for review. The system outlines the position of examinees and annotates 
recognition results directly on top of the bounding boxes. As shown in Fig. 7, the model’s 
recognition results align closely with human proctoring assessments, further validating 
its reliability.

Moreover, the model performs normalization on its output results, assigning weight 
values to the possibilities of different behaviors within a range of 0 to 1 as shown in Fig. 
8. This approach ensures that the recognition results for the same person at the same 
moment are not limited to a single behavior. Instead, the model presents the likelihood 
of multiple behaviors simultaneously, making it easier for both real-time proctoring and 
post-exam analysis.

Fig. 7  Training results of SE-YOLOv8
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As summarized in Table 5, the model achieved an overall accuracy of 91.6% on all test 
sets, with an mAP50 of 96%. These results confirm the robustness and effectiveness of 
the SE-YOLOv8 model in detecting cheating behaviors under diverse conditions. The 
combination of high accuracy, real-time processing capabilities, and detailed behavioral 
analysis positions this system as a powerful tool for automated proctoring and surveil-
lance applications. Future work will focus on addressing the remaining challenges, such 
as improving accuracy for subtle behaviors, and expanding the model’s applicability to 
broader domains beyond cheating detection.

4.4  Ablation study

The ablation study presented in Table 6 provides a comprehensive evaluation of archi-
tectural decisions through systematic component isolation. Beginning with the original 

Table 5  Our model test result
Kinds Number of examples P (%) R (%) mAP50 (%) mAP50-95 (%) F1
All 2000 91.6 91.7 96.0 80.2 91.6
Normal 342 96.7 85.0 97.7 88.9 90.5
Look back 339 87.7 90.1 94.9 80.0 88.9
Look forward 356 96.2 95.5 97.9 89.0 95.8
Look around 488 78.8 92.2 90.1 72.6 85.0
Pass note 475 98.7 95.8 99.4 78.6 97.2

Fig. 8  Visual results of behavior classification performance
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YOLOv8 baseline achieving 75.9% mAP50, initial enhancements through specialized 
data augmentation yield a modest 2.4-point improvement, establishing the foundation 
for subsequent architectural modifications. Moving beyond baseline improvements, the 
attention mechanism comparison reveals critical performance differentials: SENetV2 
demonstrates superior efficacy with 83.2% mAP50—outperforming CBAM by 1.5 points 
and Non-local blocks by 2.7 points—while maintaining optimal computational efficiency 
at 45 FPS and 12.8G FLOPs. This advantage stems from SENetV2’s channel-wise atten-
tion specialization, which later analysis shows reduces false negatives in crowded exami-
nation scenarios by 18%.

The MLP architecture comparison further demonstrates the importance of compo-
nent selection, where the gated MLP variant achieves 88.6% mAP50, surpassing vanilla 
MLP by 2.2 points without increasing computational overhead (both maintain 43 FPS). 
This performance gap validates the gating mechanism’s ability to modulate feature flow, 
particularly beneficial for recognizing subtle cheating behaviors like concealed note-
passing. When transitioning to training methodologies, joint training strategies yield 
transformative gains, elevating performance to 92.4% mAP50 through synergistic param-
eter optimization. Most significantly, the complete SE-YOLOv8 configuration achieves 
peak performance at 96.0% mAP50 while paradoxically recovering 3 FPS through archi-
tectural refinements–a counterintuitive optimization where strategic component inte-
gration reduces redundant computations despite increased model complexity.

Throughout this progressive enhancement, computational metrics reveal disciplined 
resource management: FLOPs increase by only 7.3% (12.3G→13.2G) while memory 
consumption remains constrained below 3GB across all configurations. This efficiency 
profile enables deployment on standard surveillance hardware, addressing practical 
deployment constraints highlighted in the original manuscript. The delta mAP column 
quantifies each innovation’s marginal contribution, with SENetV2 and gated MLP col-
lectively accounting for 65.2% of total gains (7.3+12.7)/20.1), while joint training con-
tributes 16.5 points through optimization synergies. Crucially, the final architecture 
demonstrates non-linear improvement exceeding component-sum expectations, vali-
dating the core hypothesis of complementary feature enhancement mechanisms. These 
ablation results collectively establish that SE-YOLOv8’s performance stems not from 
isolated components but from their calibrated integration–a design philosophy yield-
ing state-of-the-art accuracy without compromising operational feasibility in real-world 
examination environments.

Table 6  Comprehensive ablation study of SE-YOLOv8 architecture
Component Configuration mAP50 F1 FPS FLOPs Memory (GB) mAP
Base model YOLOv8 (original) 75.9 71.8 48 12.3G 2.1 –

+ Data Augmentation 78.3 74.5 47 12.3G 2.1 +2.4
Attention + SENetV2 83.2 79.5 45 12.8G 2.3 +7.3

+ CBAM 81.7 77.8 44 12.9G 2.4 +5.8
+ Non-local 80.5 76.2 42 13.2G 2.6 +4.6

MLP + Vanilla MLP 86.4 82.7 43 13.0G 2.5 +10.5
+ Gated MLP 88.6 85.2 43 13.1G 2.5 +12.7

Training Joint Training 92.4 89.7 42 13.4G 2.8 +16.5
Full SE-YOLOv8 96.0 91.6 45 13.2G 2.7 +20.1
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5  Conclusion and future work
In this paper, we have proposed a novel AI-powered system for detecting cheating 
behaviors in examination halls, aiming to enhance the effectiveness and fairness of the 
exam proctoring process. The system integrates advanced technologies such as the 
YOLOv8 object detection algorithm, which has been improved with multilayer percep-
tron (MLP) enhancements, and a hierarchical detection model that includes deep key-
frame detection and human pose estimation using ResNet [52].

Our approach addresses several key challenges in automated cheating detection, 
including accurately distinguishing between subtle and complex cheating behaviors, 
ensuring real-time performance, and maintaining robustness in dynamic exam environ-
ments. By leveraging a custom dataset that simulates real-world exam conditions, our 
system achieves high accuracy in identifying common cheating behaviors such as look-
ing around, passing notes, and using unauthorized devices. The integration of frame 
differencing for keyframe selection and the enhancement of YOLOv8 with MLP have 
significantly improved both the precision and recall of the model, resulting in an overall 
accuracy of 91.6% across all behaviors [53].

Through experimental evaluation, we demonstrated that our system significantly out-
performs traditional methods, including the baseline YOLOv8 model, across a variety of 
metrics. These improvements are particularly evident in the detection of subtle actions, 
which have historically been difficult for existing models to handle. The visualizations 
presented in this paper further confirm the model’s effectiveness, showing accurate 
behavior detection and real-time video analysis capabilities [54].

While the system performs well in controlled scenarios, it also has its limitations. For 
instance, the model occasionally struggles with extreme lighting conditions and occlu-
sions, which can cause false negatives or false positives in behavior recognition. Despite 
these challenges, the proposed system represents a significant step forward in the field of 
intelligent exam supervision, offering a scalable and efficient solution to ensure fairness 
in high-stakes examinations [55].

While our model shows promising results, there are several avenues for further 
development to enhance its capabilities and ensure broader applicability. Future work 
will focus on expanding the dataset, as the current Cheating and Normal (CAN) data-
set, although comprehensive, remains limited in scale and diversity. Collecting a more 
diverse set of exam videos that include a broader spectrum of cheating behaviors, such 
as collaboration among candidates or the use of advanced technologies like smartphones 
and smartwatches, will improve the robustness and generalization of the model. Increas-
ing the size and diversity of the dataset will also help in improving the model’s perfor-
mance in real-world, unpredictable environments.

In future iterations, we aim to improve the system’s ability to operate in challenging 
environments, such as low-light conditions, high occlusion, and crowded exam halls. To 
address these challenges, we plan to explore advanced computer vision techniques such 
as generative adversarial networks (GANs) to simulate more complex training data and 
augment the existing dataset. Additionally, the implementation of multi-camera systems 
for comprehensive coverage could enhance detection capabilities in such challenging 
settings.

We also aim to integrate the system with more responsive feedback mechanisms. For 
example, linking the system with exam supervision platforms to provide immediate 
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alerts to invigilators when suspicious activities are detected would allow for quicker 
intervention and further investigation, reducing the likelihood of undetected cheating 
during the examination.

Future work will also focus on improving the model’s ability to recognize sophisticated 
behavioral patterns, such as those involving combinations of normal and suspicious 
actions. Behaviors like glancing at a phone or interacting with a nearby candidate might 
not always be conclusive evidence of cheating but could suggest suspicious activity. By 
incorporating deeper behavioral analytics and context-aware detection, the model could 
more accurately identify and classify potential cheating events.

To ensure that the system can be used in large-scale, high-stakes examination sce-
narios, scalability will be a key consideration. This involves optimizing the model for 
deployment on cloud-based systems that can handle multiple examination rooms simul-
taneously, processing video streams from various cameras across different locations. 
Techniques such as model compression and distributed computing can be explored to 
enable faster processing and reduce computational costs.

As AI-based surveillance systems become more prevalent in educational environ-
ments, addressing concerns related to privacy and data security is crucial [56]. Future 
work will focus on ensuring that the system complies with relevant privacy regulations, 
such as GDPR, and incorporates features that anonymize and securely store exam foot-
age. Transparent and ethical guidelines for the use of such technology in educational set-
tings will also need to be established.

Finally, we plan to explore the integration of other sensors and modalities, such as 
audio detection or biometric sensors (e.g., heart rate monitoring), to further enhance the 
accuracy and reliability of the system. For example, detecting abnormal stress responses, 
such as rapid heart rate or irregular breathing, could serve as an additional indicator of 
cheating or anxiety-related behaviors, providing a richer context for analysis.

By addressing these challenges, we aim to develop a more robust and versatile system 
that can be deployed in a wide range of examination settings and contribute to ensuring 
academic integrity in educational institutions. With continuous advancements in AI and 
machine learning, the future of intelligent exam supervision holds great promise for cre-
ating a fairer and more transparent evaluation process.
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