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Traditional design methodologies do not effectively extend to consider a resilient system capable of absorbing
disruptions and recovering from their consequences. This highlights the need for a practical resilience analysis
model which can be used at the design stage. While the concept of resilience is widely discussed, there is
currently no agreed-upon methodology to quantify it. From a review of existing works, this paper presents a
specific definition of resilience as a process safety concept. A novel model for assessing and scaling process
system resilience during the early design stage is proposed in line with this definition. The proposed methodology
entails a standardized analysis for measuring and comparing resilience, allowing for the simplified and accessible
analysis of resilience across industry. The model combines analyses of resilient design by an index-based
quantification, vulnerability to high-impact unexpected events (beyond design basis events), and assesses the
potential for severe impacts due to such events. The model facilitates cost-benefit assessments for design im-

provements towards resilience and presents an effective tool for introducing resilience as a design concept.

1. Introduction

Resilience is a crucial component of engineering and refers to a
system’s capacity to adjust, recover, and continue functioning upon
impact by unanticipated or unfavourable circumstances; a valuable
concept for considering severe and low likelihood Beyond Design Basis
Events (BDBEs) (Hollnagel, et al., 2008). Engineering systems, pro-
cesses, and structures should be tested to assess their ability to endure all
severe events as a resilient system will be less susceptible to catastrophic
failures and have reduced consequences when impacted by a BDBE;
including impacts to human casualties, property damage, and environ-
mental catastrophes (Provan, et al., 2020).

Process safety resilience is a relatively new concept for the consid-
eration of BDBEs that has received a lot of attention in recent years
(Pasman, et al., 2020). The goal of a traditional hazard analysis is to
lower the risk of a hazard having an influence on a process system by
studying risk as a function of hazard occurrence probability and
consequence (Pourgol-Mohammad, et al., 2016; Yousefpour et al., 2017;
Hoseyni et al., 2014). Alternatively, resilience in the process safety
context describes the ability of a system to tolerate interruption, prevent
catastrophic failure, and recover from the disruption. The concept of
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resilience involves conducting a deterministic analysis of how a system
would respond to the impact of an event (Hollnagel, 2013). The analysis
considers various scenarios and aims to determine how a system would
cope in each case. This is an important concept to examine when
considering extreme and unforeseen events such as natural catastrophes
and terrorist attacks, that due to their low probability would not be
sufficiently accounted for using conventional hazard analysis studies
(Righi, et al., 2015). As the impacts of climate change cause more sever
and frequent environmental disasters, the prospect of new pandemics
looming over societies, and global political unrest suggests a pursuing
terrorism threat, it is becoming appreciated that sever BDBEs must be
considered, despite their low likelihood. This describes that these events
are expected to continue (or worsen in the case of environmental di-
sasters) and therefore a sole reliance on conventional risk and resilience
analysis should no longer be seen as sufficient.

Process safety resilience is in its early stages of development, with no
universally agreed upon definition beyond its general concept, and no
widely accepted framework for its measurement (Demichela, et al.,
2015). As a result, resilience is often implemented insufficiently due to a
lack of practical understanding of the term, a focus on cost saving, and a
tendency for normalcy bias (Shirali, et al., 2012). To promote the
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widespread understanding and adoption of resilience as a critical
concept in industry, there is a need for a standardized, accessible, and
broadly applicable model for its quantification (Yarveisy, et al., 2020).
Such a framework should be relevant to and easily applicable across
various process sectors.

Regardless of the advantages of earlier research efforts, a review of
current models for assessing resilience reveals that many rely on detailed
dynamic simulations of system responses to discrete disruptions, which
can be impractical to complete during the design stages and require
significant assumptions to be made (Kang, et al., 2017). These methods
are complex and require a high level of safety understanding and so-
phisticated discrete accident scenario modelling, making existing
methodologies inaccessible and impractical for many organizations
(Chen, et al., 2023). Furthermore, simulating all possible hazard sce-
narios is not feasible, and existing quantification approaches do not
provide insights into how system characteristics contribute to resilience.
As a result, an industrial driven methodology that provides a practical
view of resilience and identifies the design consequences of resilience
improvements is required for organizations to act upon.

This paper aims to present a novel approach for qualitative resilience
assessment that is both simple and clear, allowing for easy comparison
between systems and adoption throughout the process industry;
crucially needed to offer a standardised assessment technique that
simplifies the methods for assessing process resilience. Furthermore, the
creation of an accessible assessment methodology encourages the
widespread adoption of the chosen resilience definition, aiming to align
thinking across industry. This is further necessary as there are high rates
of retirement across all sectors, leading to a loss of expertise. Addi-
tionally, with the added strain of the Covid-19 pandemic and global
competition, some organizations may be tempted to cut back on in-
vestments in areas such as process system resilience (Parliament, 2021;
Castillo-Borja, et al., 2017).

The purpose of this paper is to establish a definition of resilience and
identify the engineering qualities that promote it. This definition will be
used to create a user-friendly and uncomplicated model for measuring
resilience. The model is prepared for the process industry but is appli-
cable in various industries, capable of assessing resilience during the
early design phase to ensure it becomes a fundamental design principle.
The aim is to simplify the concept of resilience and encourage its
widespread adoption as a safety analysis tool. The research will also
improve our understanding of resilience and pave the way for further
advancements in the field.

To better understand resilience, a novel non-probabilistic worst-case
scenario model is presented that defines the resilience of a system as the
combination of three main pillars of system properties: 1) resilient
design, 2) potential impacts, and 3) vulnerability. Resilient design
evaluates how effectively an engineering system can respond to
disruption by the survivability and recoverability characteristics of the
design. Potential impact evaluates the adverse impacts that disruptions
can impose on the economy, environment, and human health. Finally,
the vulnerability of the system to BDBEs describes the extent of resil-
ience consideration required for a system. The combination of these
three attributes provides a novel evaluation of the factors contributing to
an engineering system’s overall resilience to BDBEs. The application of
the model is shown in the resilience assessment of an ammonia and urea
production process located in the US and a p-aminophenol production
plant located in India. Design modifications that can improve the system
resilience and a cost-benefit analysis is discussed for the case studies.

The remainder of this paper is organized as follows: Section 2 in-
troduces the novel model for qualitative resilience assessment at the
early design stage. Section 3 provides two case studies to demonstrate
the application of the model and the discussion of the results of the
resilience assessment and cost-benefit analysis. Section 4 ends the paper
with concluding remarks.
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2. Proposed resilience model

A new model has been developed to provide a practical and acces-
sible methodology for measuring resilience in engineering settings;
critically needed to encourage the widespread understanding and
application of resilience in industry. The proposed approach includes
the following features:

e Avoiding the use of complex system modelling

e Providing a single, comprehensive measure of a process system’s
resilience to a range of potential BDBEs

o Identifying the system properties that affect resilience, thereby
pointing to strategies for resilience improvement

The proposed methodology for measuring resilience can evaluate the
potential impacts of a BDBE on human health, economy, and the envi-
ronment. It aims to assess a wide range of possible BDBEs and is
designed to be simple and easily conducted by industrial organizations.

To tackle the above mentioned concerns, the resilience of a system is
assumed to be related to, firstly, the design of a system and the ar-
rangements considered to make a resilient system, called ‘Resilient
Design’ hereafter. The model is designed to be used for systems with the
potential for extremely severe hazards, and it includes the factors "Po-
tential Impact’ and ’Vulnerability’ to analyse the necessity for invest-
ment in additional resilience features of the design. The potential impact
analysis assesses the scale of consequences due to severe and unexpected
hazards, while the vulnerability analysis describes a system’s risk of
suffering serious consequences to an initial hazard and falling victim to
severe impact, taking into consideration the ability for the propagation
of impact through a system. The resilience ¥, as shown in Equation (1) is
defined as a combination of these three system attributes:

@

where D represents resilient design, I represents potential impact and V
represents vulnerability.

The evaluation should be employed as a means to determine resil-
ience from the initial stages of design and continued throughout the
process as new information becomes available and factors of resilience
become more applicable. This approach will guarantee that resilience is
always an essential design principle during the system’s development
and that investments made towards enhancing resilience are reasonable
and worthwhile.

Fig. 1 shows the schematic presentation of the proposed model for
resilience assessment at the early design stage that relates the resilience
to the three main attributes of D, I and V. Detailed discussion on each
attribute is provided in the following sections.

The model is designed for iterative use to assess and improve system
resilience. This involves calculating initial system resilience and then
simulating the system again with improvements until an economically
favourable design with adequate resilience is reached. The foundation of
the introduced approach lies in the innovative breakdown of resilience
into three distinct factors, a concept not previously explored in existing
literature. Resilience, defined as a system’s elastic capacity to survive
the accidents disruptions and recover from their consequences, un-
derscores the pivotal role of resilient design (D) and vulnerability (V) in
withstanding disruptions and facilitating recovery, particularly in the
pre-accident phase. In contrast, the factor of potential impact (I) sheds
light on system characteristics related to resilience in the post-accident
phase. The complex interaction of these three variables provides a
thorough picture of a system’s resilience over the course of its lifecycle,
from proactive design aspects to its flexibility and adaptability in the
face of unfavourable occurrences and the subsequent recovery process in
the post-accident phase.
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Fig. 1. Schematic presentation of the proposed model for resilience assessment at the early design stage.

2.1. Resilient design (D)

Resilient design is the process of creating an engineering system that
can survive shocks and stresses and then recover in a timely manner.
This can be achieved by defining the attributes of the resilient design at
the early design stage and evaluating their qualities by expert judgment.
This allows for clear comprehension and quantification of the properties
that make a system design resilient and will transform resilience into a
measurable concept, allowing for its analysis, comparison between
systems, and measurable improvement. Attributes are posed to allow for
issue identification and to stimulate effective resilience-based discussion
within a design team and should be answered with collaborative input
from all relevant technical staff (@Jien, et al., 2010).

The response of a system to a disruption entails two major attributes
of the system to survive the disruption and then recover to its normal
performance level (Poulin and Kane, 2021) as shown in the resilience
curves of Fig. 2 where three typical resilience curves with a) full re-
covery, b) partial recovery, and c) total collapse of the system after the
disruption are shown.

As can be seen in Fig. 2, a system must first survive a disruption by

Disruption

#*

minimizing the negative effects of a disruption on the performance level
(point 1 to 2 in curves a and b) and then must recover to partial (point 2
to 3 in curve a), or full performance prior to impact (point 2 to 4 in curve
b). With no survival and recovery, the performance level falls immedi-
ately and the system collapses with no recovery (curve c). To quantify
resilience, the attributes of resilient design must first be clearly defined.
As resilience describes a process system’s ability to both survive sig-
nificant disruption with minimal consequences and then recover to
normal performance level, the concept is seen to be a function of two
distinct attributes or dimensions of resilience; ‘survivability’ and
‘recoverability’ as described below (Yodo and Wang, 2016):

o Survivability: Survivability captures an engineering system’s ability
to minimize the severity of impact due to a disruption (Tale-
b-Berrouane and Khan, 2019).

e Recoverability: Recoverability captures an engineering system’s
ability to undergo corrective actions to recover from a disrupted
operation (El-Halwagi, et al., 2020).

To evaluate the specific system dimensions of survivability and
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Fig. 2. Three resilience curves for: (a) full recovery, (b) partial recovery, and (c) system collapse.
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recoverability other detailed attributes of the system design referred to
as metrics of resilience are defined. A collection of metrics will be used
to describe each dimension, effectively capturing the many elements
which contribute to resilience. Many metrics exist in literature which
have been reviewed and the necessary collection to effectively describe
resilience have been presented below:

Metrics of the Dimension of Survivability:

e Early Warning: The ability of the system to detect anomalies early by
condition monitoring and proper alarming for disruptions (Dinh,
et al., 2012).

e Robustness: Robustness denotes the given level of stress that a system
can withstand without consequences to performance (Bruneau and
Reinhorn, 2007).

e Absorptive Capacity: Absorptive capacity describes the portion of the
impact of a given disruption that the system can neutralise or absorb
(Francis and Bekera, 2014).

e Flexibility: Flexibility describes a system’s ability to acceptably
operate over a wide range of process conditions due to error-tolerant
design (Dimitriadis and Pistikopoulos, 1995). The term can also be
seen as the dampening ability of a process to operate normally,
maintaining performance, despite disruption (Dinh, et al., 2012).

Metrics of the Dimension of Recoverability:

e Resourcefulness: A system’s level of recoverability depends on the

available resources and the ability to mobilise them to quickly

recover from the consequences of disruption (Yodo and Wang,

2016).

Controllability: Controllability describes the ability to direct and steer

a system from a dynamic and disrupted state to a recovered equi-

librium state (El-Halwagi, et al., 2020).

e Reconfigurability: Supporting resourcefulness, reconfigurability de-
scribes the ability of a system to smoothly transition to and operate

Journal of Loss Prevention in the Process Industries 86 (2023) 105199

with different configurations to reinstate safe operation (Sheffi and
Rice, 2005).

Each metric should be described and quantified based on specific and
measurable system properties, indicators of resilient design (Munoz and
Dunbar, 2015; Huber et al., 2012). In this work, we define 27 indicators
of resilient design based on technical and administrative factors that
take engineering design as well as human factors into account. Fig. 3
depicts the schematic presentation of the proposed model for the resil-
ient design that defines the resilience as the attributes of dimensions,
metrics and indicators.

These indicators are developed with the philosophy of broad appli-
cability to ensure the model is relevant to a wide variety of process
systems. Furthermore, each indicator gives an independent pathway to
improved resilience meaning any combination can be altered to give a
flexible strategy for improvement. It should be noted that the presented
collection of indicators can be seen as a starting point to evaluate the
system response to disruptions at the early design stage. The presented
indicators reflect the understanding of resilience at the time of writing,
and review of indicators may be necessary in future revisions of the
model as the practical implications of resilience is further explored and
understood across industry and academia.

Each indicator (i) is evaluated with a quantitative value, called the
measure of an indicator (¢;), ranging from O to 1, with higher values
denoting a more resilient system. Evaluating the measure of indicators is
completed by simple calculations, rating scales, and yes/no questions,
and do not require complex or lengthy calculations, making them ad-
vantageous over existing frameworks. Indicators of resilient design, a
summary of their definition, and a definition of the measure of in-
dicators with respect the survivability dimension are shown in Table 1.
The indicators of resilient design associated with the recoverability
dimension are defined in Table 2.

Each indicator should be weighted to reflect its overall contribution
to system resilience. Some indicators are relevant to multiple metrics (e.
g., “modularity of facilities” and “modularity of unit operations” are

Resilience
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Fig. 3. The proposed model for the resilient design that encompasses the dimensions, metrics and indicators.
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Table 1
Indicators of the dimension of survivability.
Metric Indicator (i) Summary Measure of Indicator (¢;) Notes
Early Diversity of The measurement of multiple Average number of Safety-Critical Parameters (SCPs) measured in a
Warning Monitoring parameters to assess overall system single piece of Safety-Critical Equipment (SCE).
health (Hewitt and Collier, 2018; 3+ip; =1
Jain et al., 2018a; Hoseyni et al., 2: ¢, =05
2023). 1l:p, =0
Duplication of The use of multiple sensors to Average number of sensors monitoring a single SCP in SCE.
Monitoring measure a single system parameter (  4+: ¢, =1
Hewitt and Collier, 2018; Hoseyni 2-3: 95 =05
et al., 2021). l:gp, =0
Operator Operators should be capable of Has a training and competency management system been
Knowledge recognizing adverse conditions developed?
quickly as they develop (Dinh, etal.,  Yes: g3 =1
2012). No: g3 =0
Robustness Safety Margin The use of components with higher limiting conditions — normal operating This is calculated for all SCPs
than typical error tolerance to give ( of operation conditions ) for all SCE in a system. x4 is
increased system robustness (Yodo X normal operating conditions taken as the lowest value
and Wang, 2016). Py = X4 calculated of the SCPs then the
average value of x4 for all SCE
gives @,.
Reliability - Equipment reliability under normal ~ Have all SCE designs incorporated relevant industry learning related ~ Industry learning must
Equipment Design  operation is highly impacted by the  to the reliability of each unit in the relevant setting? consider up-to-date and
equipment design (Hewitt and Yes: g5 =1 relevant information
Collier, 2018). No: g5 =0 regarding equipment
reliability.
Reliability - Predictive maintenance pre-empts Have studies been completed and plans put in place for effective To answer ‘Yes’ predictive
Predictive vulnerabilities to potential predictive maintenance of SCE? maintenance must be
maintenance disruptions (Jain et al., 2018a; Yes: pg =1 completed for all SCE,
Hoseyni et al., 2019). No: g =0 addressing all relevant failure
nodes.
Reactive Reactive maintenance must be Are the necessary staff available at all times to complete reactive Staff availability includes
Maintenance timely and to a high standard ( maintenance? those on shift and those on
Hewitt and Collier, 2018). Yes: ¢, =1 call.
No: ¢, =0
Management of Standardized procedures should be Has a management of change procedure been developed and have
Change available to ensure communication plans been put in place to train employees on this procedure?
between relevant parties upon a Yes: g =1
change. No: pg =0
Absorptive Operator Operators should be knowledgeable  Has a training and competency management system been
Capacity Knowledge of the process and be able to action developed?
relevant emergency procedures Yes: g =1
accurately and quickly (Dinh, et al.,  No: g9 =0
2012).
Administrative Human intervention may be Are sufficient technical staff available at all times to address a Staff availability includes
Knowledge required to mitigate the impactsofa  hazard scenario? those on shift and those on

Segregation of
Equipment

Layers of Safety
Systems

Design of Safety
Systems

Emergency
Procedures

Tests of Safety
Systems

disruption. Appropriate technical
staff should be available at all times
to complete this.

The potential for cascade failure is
dependent on the physical
availability of items of equipment to
each other. Therefore, segregation
(via distance and physical barriers)
is advantageous for survivability (
Cozzani, et al., 2007).

Safety systems are necessary to
mitigate failure consequences and
avoid failure propagation. For units
with multiple safety systems, each
should be independent and diverse (
Gill and Kadzinski, 2012).

Passive safety systems are preferred
over active systems as have reduced
vulnerability to component failure
and human error (Oh, 2008).

Emergency procedures must be in
place with regular training and
review to ensure they can be
effectively deployed when needed (
Jain et al., 2018a,b).

Safety systems should not only be
maintained but also be regularly
tested to ensure they are fit for
purpose (Jain et al., 2018a,b).

Yes: p19 =1
No: ¢y =0

X1 = number of major units within the impact area of a single unit
1—xn
(number of major units on site — 1)

P11 =

Xx12 = equipment with multiple layers of safety systems
Xx12 =005 =0
X12 > 0:
equipment with independent and
- diverse layers of safety systems
" equipment with layers of safety systems
__ number of passive safety systems
%13 = “otal number of safety systems

P12

Are emergency response procedures in place?

Yes, both on-site and potential impact area procedures: ¢4 = 1
Yes, on-site procedures only: ¢, = 0.5

No: ¢4 =0

Are appropriately frequent tests of emergency response equipment
and systems planned?

Yes: p15 =1

No: ¢15 =0

call.

X11 is calculated for all major
units which are susceptible to
explosion.

All safety systems should be
considered. For example, if
two bunds are used within the
system, these would be
counted as two safety systems.
Potential impact area is taken
as a radius of 10 km around
the plant. (IAEA, 1996)

(continued on next page)
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Table 1 (continued)
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Metric Indicator (i) Summary Measure of Indicator (¢;) Notes
Diversity of A system subject to an extreme The number of branches of a particular emergency service capable This indicator will be
Emergency hazard will often be reliant on of reaching the facility within a reasonable time. considered for fire brigades
Services external emergency services for 3+ sources: g5 =1 and hospitals, with the value
survivability. Multiple providers 2 sources: ¢ = 0.5 taken for the particular service
having access to a facility mitigates 1 source: g5 =0 scoring lowest.
a lack of availability when these
services are required.
Fail-Safe Design A resilient system should be capable  Has the design included fail-safe principles for every unit?
of suffering component failure in a Yes: g1, =1
safe manner that avoids failure No: ¢, =0
propagation.
Flexibility Redundancy of For reliable delivery of safety- Number of independent potential sources of Safety-Critical Utilities. ~ This indicator will consider all
Safety-Critical critical utilities during operation or (SCUs) SCUs, with the value taken for
Utilities controlled shutdown a system must 3+ sources: g3 =1 the SCU scoring lowest.

Modularity of
Unit Operations

Modularity of
Facilities

have alternate utility sources
available to it if the original source
fails (Yodo and Wang, 2016).
Failure of a smaller, modular unit
will have decreased consequences
due to the lower volume of
hazardous materials which may be
released. Additionally, there is
potential for production to continue
at decreased capacity using
unaffected units (Dinh, et al., 2012).
Spreading operation across multiple
sites, significantly geographically
separated, encourages the
avoidance of an entire system being

2 sources: g3 = 0.5
1 source: g5 =0

Xx19 = Average fraction of a process step completed over a piece of
equipment

X19 <05:¢19 =1
05 <x19<09: 919 =05
09 < Xx19: 19 =0

Xx20 = Average Fraction of operation completed at a single sight
X20 <0.33:¢90 =1

0.5 < x20 <0.9: ¢y =05

0.9 < x20:¢9 =0

This indicator only considers
major unit operations.

For the purposes of resilience
analysis, the fraction of
operation is measured as the
fraction of the total volume of

impacted by a single hazard and for
operation to be continued at a

decreased capacity using unaffected
sites (Tian and Pistikopoulos, 2018).

materials existing at a single
sight.

repeated in “Flexibility” and “Resourcefulness” metrics) and are
weighted independently to reflect the various benefits they provide. The
repetition draws attention to the same quality being useful for multiple
aspects of resilience and having higher impact to overall resilience as a
result. To determine these weights, a questionnaire is distributed to
experts in process safety to rate the relative contribution of each indi-
cator (r;) to the resilient design of a process. The expert will be asked to
rate the relative contribution they feel each indicator has towards
resilient design with respect to survivability and/or recoverability with
values ranging from 1 to 10 where 10 indicates large contribution. The
scoring criteria is chosen as the broad form, (i.e., what contributes the
most), as this allows for free interpretation and comparative analysis by
the expert as the authors do not wish to influence the valuable opinions
of experienced experts. This requires the participation of individuals
with a good understanding of resilient engineering design. Participants
may hold a variety of technical roles such as process engineers, engi-
neering managers, and safety case engineers. Additionally, participants
should be sought from a variety of sectors, ensuring wide model
applicability.

The contribution weighting (w;) for indicator i is, then calculated as
shown in Equation (2). Here r; is the contribution score taken directly
from the results of the questionnaire.
o =5 @
dori
i=1

Finally, the resilient design value can be quantified by summing the
product of the contribution weighting (w;) by the measure of an indi-
cator (¢;) for all 27 indicators as shown in Equation (3)

27
D=> ., 3
i=1

2.1.1. Cost-benefit analysis

When improving resilient design through any of the 27 indicators,
only the most effective and low-cost improvements should be imple-
mented. Therefore, consideration of relative effectiveness through a
cost-benefit analysis is imperative. A questionnaire is again used for
investment priority weighting, to be completed by the particular orga-
nisation adopting this model, giving a customised cost-benefit analysis.
Cost rating should be completed with respect to the financial investment
priorities of the organisation. This may prioritise savings in capital costs
or operational costs required for actions such as training and mainte-
nance. For each indicator (i), an investment priority weighting (a;) is
introduced that can be scored by the expert with values ranging from 1
to 10 where 10 indicates high investment priority. @; can then be
multiplied by the r; to give a cost-benefit weighting () for each indi-
cator (i.e., f§; = ri x ;). Indicators scoring highly are seen as most
favourable for investment towards resilience improvements. As dis-
played in Fig. 4, indicators with high cost-benefit weightings are most
favourable for investment towards resilience design improvements.

2.2. Potential impact (1)

The potential impact is considered to take into account the conse-
quences of process hazards in our surroundings and communities which
includes impacts on human health, the economy and the environment
(CCPS, 2022). Fig. 5 gives some potential impacts of process hazards as
described in CCPS, 2022. Impacts on human health entails assessing the
potential direct and indirect consequences of process hazards on the
health and safety of local residents and workers. Impacts on the Envi-
ronment focuses on the ecological consequences of process hazards and
their potential harm to the natural environment. These consequences
include air and soil pollution, water contamination, threats to biodi-
versity, and the emission of pollutants that exacerbate the greenhouse
effect, contributing to climate change. Finally, the economic impact
involves the consequences that process hazards can impose to the
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Table 2
Indicators of the dimension of recoverability.
Metric Indicator (i) Summary Measure of Indicator (¢;) Notes
Resourcefulness Modularity of Unit Production can be continued or increased X21 = Average fraction of a process step This indicator only considers major unit
Operations through unaffected units whilst a failed unitis ~ completed over a piece of equipment operations.
repaired. Additionally, small modular
equipment can be manufactured and X1 <05:¢9y =1
transported quickly, allowing for fast repairs (0.5 < x21 < 0.9: ¢5; = 0.5
Sengupta and Yelvington, 2020). 09 < x91:¢p9; =0
Modularity of Modularity of facilities gives the ability to X2 = Average Fraction of operation For the purposes of resilience analysis,
Facilities continue or increase production at unaffected  completed at a single sight the fraction of operation is measured as
sites to make up for that lost at impacted sites. ~ x22 < 0.33: ¢y, =1 the fraction of the total volume of
0.5 < x22<09:¢,, =05 materials existing at a single sight.
09 < x2:¢9, =0
Administrative Human intervention may be required to Are sufficient technical staff available at Staff availability includes those on shift
Knowledge remediate system disruptions. Appropriate all times to address a hazard scenario? and those on call.
technical staff should be available at all times ~ Yes: gy = 1
to complete this. No: g3 =0
Throughput The ability to safely increase throughput _ throughput under normal operation Throughput adaptability is considered
Adaptability across unaffected units supports equipment " maximum equipment throughput for all major equipment. The average
and facility modularity. Additionally, after a P2q =1—X2q for all major units, X24, will allow this
period of shutdown increasing throughput indicator to be calculated.
allows for a system to make up for production
loss.
Controllability Response to Control A system’s response to safety measures made X5 = time taken to move from limits of Design limits are considered for SCP for
Measures by the control system dictates its ability to design space to ideal operation SCE only, with the parameter scoring
regain control and move away from unsafe the lowest taken as x55 for that unit. The
conditions quickly. average X5 for all SCE gives ¢ys.
Xo5 < 1shift: o5 =1
1 shift < Xz5 < 2shifts : gp5 = 0.5 X5 <
2 shifts : o5 =0
Reconfigurability =~ Redundancy Redundancy involves the use of ‘stand by’ _ redundant SCE Redundant units may be duplicates of
equipment that can replace failed equipment, %25 = total amount of SCE the original with equal operating
moving the system back to normal operation. capabilities or temporary replacements.
Reconfigurability of ~ Altering the flowsheet during dynamic number of valves allowing
Flowsheet operation supports other recovery capabilities Oy = for potential reconfiguration
e.g., deploying redundant equipment and 7 number of lines in
bypassing failed equipment. This task should most basic flow sheet design
be simple, fast, and elegant to complete.
comprehends the potential for impact through two general groups; po-
tential for economic impact and potential for impact on human health
and the environment.
=
) Tolerable Favourable 2.2.1. Potential for economic impact (I,)
@ . . . . . .
5 Investment Investment Potential for economic impact is taken as a function of potential
z damage to the facility and loss of production (e.g., due to loss of plant
s . . . .
2 functionality or necessary plant quarantines) leading to loss of revenue.
‘é Potential damage to the facility is quantified by the system’s capital cost,
= assuming a BDBE may have the capability to destroy an entire facility
é U avQUTANIe Tolerable however appreciates that this will not always occur. Capital cost is used
s Investment Investment as a standardized and easily found value, giving a good proxy measure of
= the potential economic impact due to damage to the facility. To describe
the economic impact due to loss of production, the yearly revenue is

Contribution Score (r;)

Fig. 4. A Cost-benefit analysis for assigning resilience investments.

economic well-being of the affected area, businesses, and industries by
causing property damage, disrupting businesses, and so on.

To maintain model simplicity, a deterministic model is proposed to
assess the wide range of possible hazards and their consequences within
each of the three categories shown in Fig. 5. Hence, a system’s worst-
case scenario is assessed where all existing safety systems are assumed
to have no effect. As this method is not dependent on highly specific
hazards and their effects, the use of the model across a wide range of
process systems is straightforward. Furthermore, as many different
hazards will have similar consequences and impacts on a system, this
simplified approach will deliver a similar level of accuracy. This model

used. This assumes a BDBE may have the capability to halt production
for a year but appreciates that production may be impacted for any
amount of time. Again, this offers a standardized and easily found value
giving a snapshot of this quality. Therefore, the potential for economic
impact (Iec,) is described by Equation (4) where CC is the capital cost ($)
and R is the yearly revenue ($/year).

L., =CC+R (C)]

2.2.2. Potential impact on human health and the environment (Iygg)

The potential impact on human health and the environment is
composed of 3 main sections: chemical hazard potential, the human
health impact rating, and the environmental impact rating. The separate
assessment of these offers the individual comprehension of each factor
before they are combined to give the overall potential impact.
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Fig. 5. Potential impacts of process hazards.

2.2.2.1. Chemical Hazard Potential. To assess the potential for impact
on human health and the environment, it is important to consider the
chemical inventory present on a plant (including stored quantities) and
the physical states in which they are present. The hazards associated
with each material are measured by the Chemical Hazard Potential
(CHP), an industrially accepted concept used to reflect physio-chemical,
toxic, and environmental hazards (Zhang, et al., 2019). The calculation
of CHP for a system is taken from the approach used by the Nuclear
Decommissioning Authority (NDA) which utilizes Control of Major Ac-
cident Hazard (COMAH) limits presented in NDA, 2011 which quanti-
tively reflect relative hazard by assigning scores to all hazardous
properties a material may have. Relative hazard is quantitively
described by COMAH limits presented for each hazard which a material
may pose (e.g., oxidising gas, corrosive, highly corrosive, respiratory
tract irritation all having values assigned). Equation (5) shows the
calculation of CHP where FFy; is the form factor, CF is the control factor,
and Cp, is the COMAH inventory (a function of the COMAH limit),
calculated for each k chemical present at a facility. If a material exists in
multiple phases, then the CHP of each phase must be calculated due to
the different form factors and potentially different hazards associated
with each phase.

CInv FFM)

CHP = ZCHP Z (5)

The phase of materials dictates the potential for loss of containment
as this will control the ease that they can release to the environment
where they can contaminate surroundings and be exposed to adverse
conditions (e.g., flammable material being exposed to an ignition
source). Additionally, the phase of a material dictates the range and rate
at which it can travel when containment is lost. These characteristics are

described by the form factor (FFy,), which has been modified from the
form factor values used by the NDA. This is to reflect a liquid’s increased
potential for loss of containment and increased rate and range of
movement once containment is lost, compared to less mobile sludges
and solids. FFy; values are shown in Table 3.

Furthermore, the control factor (CF), shown in Table 4, is described
based on the duration that a material will be left on site without
monitoring or intervention.

The COMAH inventory for each chemical, k, (Cny); is calculated by
Equation (6). Here, my is the mass of kth chemical in tonnes and ¢; is its
COMAH limit (found using COSHH databanks).

(Cin)y = 10" x ™ 6)
Ck

For a batch or semi-batch system where the materials present on site
are variable, it is suggested to calculate CHP for the maximum volume of
a given chemical present at any time during operation. This takes a
worst-case scenario approach, in line with the resilience concept, where
the maximum amount of hazardous materials is assumed to exist at a
facility in conjunction.

Table 3

Modified form factor, FFy; (NDA, 2011).
Phase FFu
Gas 1x10°
Liquid 5x 107!
Sludge 1x107!
Powders 1x107!
Discrete solids 1x10°°
Large monolithic and activated compounds 1x107°
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Table 4

Control factor, CF (NDA, 2011).
Time material is left without monitoring or intervention CF
Hours or less 1 x 10°
Days 1 x 10!
Weeks 1 x 10%
Months 1x10°
Years 1x10*
Decades 1x10°

2.2.2.2. Human health impact rating. The potential consequences of a
system’s CHP on human health can be properly described by considering
the population surrounding the facility with the human health impact
rating (H). The population is divided into two groups, namely the critical
population (P.) and the wider population (P,,), based on the severity of
the consequence and distance from the facility. P, includes the staff on-
site and those living around the facility, who are at the highest risk of
direct impact. P, includes those susceptible to lower severity impacts,
up to 10 km from the plant (IAEA, 1996). The human health impact
rating is a combination of these two groups, with appropriate weighting
given to P.. As shown in Equation (7), H is the combination of the two
population groups where an index of 5 is used to ensure H is appropri-
ately sensitive to the lower value of P, compared to P,,.

H=P+P, @

2.2.2.3. Environmental impact rating. The environmental impact rating
(E) is used to measure the potential consequences for the environment
by considering the plant’s proximity to ecosystems that would be
affected by a process disaster. Biodiversity is used as an effective
descriptor of environmental health and is measured within a 10 km
radius around the plant using data from the group "Key Biodiversity
Areas (KBAs) " (KBA, 2022). This data is plotted on a global map with a
color scale, and an E rating has been assigned, as shown in Table 5, to
each area based on the level of biodiversity, with a higher E denoting a
richer environment.

The human health and environmental impact ratings can then be
combined with the CHP to give the overall potential for impact on
human health and the environment. This is shown in Equation (8).

gz = CHP(H +E) ®

From Equations (4) and (8) the final equation form describing the
potential impact on the economy, human health, and the environment is
shown in Equation (9).

I=1co + sk (9)

2.3. Vulnerability

Resilience engineering should also acknowledge the need of com-
prehending and resolving vulnerabilities to avoid or minimize the
impact of failures. In order to do this, possible sources of vulnerability

Table 5
Environmental impact rating
assigned to the KBA scale (KBA,
2022).
KBA Colour Environmental
Scale Impact Rating, £
1 x 10!
1 x 10?
1x103
1x10*
1x10°
- 1 x10°
1 %107
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must be identified, and strategies must be developed to improve the
system or organization’s capacity to recognise and address them.

The proposed vulnerability approach is also completed through a
deterministic approach independent of the initiating events and instead,
based on the worst-case scenario consequences. To quantify system
vulnerability to severe events cascade failure is considered which would
enable a system to suffer uncontrolled consequences of an initial impact.
Hence, a system with a high risk of cascade failure will be highly
vulnerable to severe and unexpected events.

Combustible substances are particularly susceptible to cascade fail-
ure, making up 89% of substances involved in cascade failure events
(Darbra, et al., 2010). Therefore, vulnerability to uncontrolled events is
quantified by the mass of flammable and explosive material present in a
plant. Vulnerability is considered without regard for the safety systems
and procedures in place to mitigate against fire and explosions to
consider a worst-case scenario event. CHP analysis is modified to express
system vulnerability to each of the two major initiating modes of fire and
explosion which are (Crowl and Louvar, 2001):

e The ignition of flammable or explosive substances (including dust)
e Explosion due to excess pressure exerted by gasses causing the me-
chanical failure of the containment vessel

2.3.1. Vulnerability to fire and explosion due to ignition

COSHH data is used to identify all flammable and explosive chem-
icals present in a process plant (i.e., n chemicals). Using a modified form
of Equations (5) and (6), the CHP due to ignition (CHP;g;) can be found
to quantify the vulnerability of a system to this failure mode. The
COMAH inventory of each flammable and explosive chemical present on
a process plant, n, (Cpy,ign)n is found by using the COMAH limit with
respect to flammability and/or explosion hazards only (c,) as shown in
Equation (10).

(Cinvin), = 10" ’:'— (10

The remaining requirements for fire or explosion, oxygen, and heat/
ignition sources, aren’t specifically considered in this analysis. This is
because these elements are assumed to be readily abundant in and
around a plant as atmospheric oxygen is always available and ignition
sources are difficult to exclude in an industrial setting. CHP;g, is quan-
tified using Equation (11).

& & Cm',i n); X FFy);
CHP, =" (CHP,,) = Z—( e )éF'( ) an
J

J=1 j=1

2.3.2. Vulnerability to explosion due to excess pressure

For the consideration of vulnerability due to excess pressure, an
assumption is made to simplify the analysis that this event would only
occur due to the heating of gas and that this uncontrolled heating will
only occur due to a runaway exothermic reaction. This is a common
initiator of explosions of this nature with 167 serious accidents involving
runaway reactions occurring between 1980 and 2001 (Crowl and Lou-
var, 2001).

When considering uncontrolled heating of gasses upon a runaway
reaction, a process that exerts heat at a slower rate will have a longer
time before an explosion occurs. With more time for intervention to
control a process, where safety features can be put to use more effec-
tively, a system will be less vulnerable to explosion. Therefore, it is
useful to introduce a term describing this dependency on the rate of heat
production. For an exothermic reaction, R, the heat of reaction (Qg),
giving the energy expelled per mole reacted, effectively describes the
rate of heat production. It should be noted that no rate factor is used for
vulnerability due to ignition as this occurs instantaneously when fuel is
exposed to ignition sources in oxygen.

To describe this quality, the CHP of explosion due to excess pressure
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(CHP,yp) is found for all gaseous materials susceptible to a runaway
reaction (i.e., those held in a vessel accommodating an exothermic re-
action, ). These vessels, and the material held in them, must be iden-
tified and the risk of explosion due to gas being heated is used to find the
COMAH limit for all relevant material with respect to this hazard only;
hence ¢; = 150 as specified by NDA (NDA, 2011). COMAH inventory
with respect to explosion due to excess pressure (Cpy,exp)1 is quantified
using a modified form of Equation (5) shown in Equation (12).

1

=10'
150

(Clnv,exp), (12)

CHP,yy is then found using a modified form of Equation (5) shown in
Equation (13).

!

>

Jj=1 !

x (FFy);

Clnv exp

(13)

!
CHP.,= ) (CHP.,), x (Q,);
j=1

The final equation describing vulnerability to uncontrolled events is
the simple addition of Equations (11) and (13) as shown in Equation
(14).

V =CHP;, + CHP,,, a4

3. Case studies

The application of the developed model is demonstrated in two case
studies in order to assess the results and iteratively adjust the model to
ensure good sensitivity to all factors considered.

Case study 1 is a production process for ammonia and urea located in
Houston, Texas. This process produces 300,000 tonnes of ammonia and
280,000 tonnes of urea per year and relies on hydrogen obtained from
natural gas processing (Scattergood, et al., 2020). While gases are the
primary materials processed, liquids and solids are also handled. The
block flow diagram of this process is shown in Fig. 6.

Case study 2 is a p-aminophenol production plant that produces
22,000 tonnes of p-aminophenol per year by reacting nitrobenzene with
hydrogen gas, which also yields aniline as a by-product (Ghoroi, et al.,
2021). The system primarily handles liquids, but gas is also processed.
Certain assumptions were made, including the central location of the
facility in the Mumbai-Pune industrial area, one of India’s major in-
dustrial regions, and a typical industry-standard site layout. Fig. 7 shows
the simplified block diagram of this system.

3.1. Results and discussion

The results of the indicator contribution and cost-benefit evaluation
questionnaires are shown in Table 6. This shows the contribution of each
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indicator to resilient design as the contribution score (r;) with respect to
a non-specified chemical process, and investment priorities as a
weighting (a;) with respect to the above case studies. Upon further
distribution of these questionnaires, the rating of each indicator will be
taken as an average, or alternatively, results from particular experts can
be given a higher weighting to reflect knowledge and experience.

At this stage the questionnaire has been completed by a single pro-
cess safety expert with extensive experience in the industrial agricultural
sector. Wider distribution of this questionnaire to experts across a va-
riety of industries is required to ensure the models applicability to a wide
range of process plants. Questionnaire distribution methods may include
conference workshops, approaching businesses directly, or through
discipline specific governing bodies e.g. the IChemE.

After collecting the contribution scores (r;) from the expert judgment,
the weighting of each indicator (w;) is then calculated as shown in
Table 6 using Equation (2). Cost Benefit Weighting (#,) is also calculated
as the multiplication of r; and «;.

From the analysis of contribution ratings, it is seen that all indicators
have a significant contribution to resilience. With a scale of 0-10 (with
10 denoting high contribution), the average rating was 7.6, with a range
from 3 to 10. Cost-benefit ratings have an initial scale from 0 to 100
(with 100 denoting the most favourable indicators for investment),
however, since some indicators are relevant to multiple metrics of
resilience, their cost-benefit ratings are added. Therefore, the average
cost-benefit rating was 74, ranging from 25 to 200. The potentially large
benefit to resilience by investing in indicators contributing to multiple
metrics of resilience is clearly displayed as the indicators receiving the
highest cost-benefit ratings are:

1. Operator Knowledge (contributing to the metrics of early warning
and absorptive capacity)

2. Modularity of Facility (contributing to the metrics of flexibility and
resourcefulness)

The initial resilience equation shown in Equation (1) is modified to
give Equation (15) to scale the model around two of the three dimen-
sional values of capital cost (CC) and annual revenue (R). This is
completed as these values give a good base to scale resilience around. It
must be noted that this model does not give mathematical continuity
with respect to units, however, as a tool for the qualitative analysis of
resilience, this is seen as permissible.

_ 107 x D
" [(CC+R) + 1078 x CHP(H + E)] x

[10-2 CHP,, 4+ 1073 CHP,,,|
(15)

The resilience results of this model have been broken down and
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Fig. 6. Block flow diagram of an ammonia and urea production process (Scattergood, et al., 2020).
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Fig. 7. Simplified block diagram of a p-aminophenol production process (Ghoroi, et al., 2021).

Table 6

Completed questionnaire for the contribution score (r;) and (), calculated weighting of each indicator (®;), and cost-benefit weighting (3;).

Resilience Metric i Indicator (i) Contribution Score weighting of each indicator ~ Financial Investment Score  Cost-Benefit Weighting
(D) (@;) (a;) (ﬂi)
Early Warning 1 Diversity of Monitoring 8 0.0379 8 64
2 Duplication of Monitoring 7 0.0332 7 49
3 Operator Knowledge 10 0.0474 10 200
Robustness 4 Safety Margin 8 0.0379 8 64
5 Reliability - Equipment Design 5 0.0237 5 25
6 Reliability - Predictive 3 0.0142 10 30
Maintenance
7 Reactive Maintenance 8 0.0379 5 40
8 Management of Change 10 0.0474 10 100
Absorptive 9 Operator Knowledge 10 0.0474 10 200
Capacity 10  Administrative Knowledge 5 0.0237 3 30
11 Segregation of Equipment 8 0.0379 8 64
12 Layers of Safety Systems 10 0.0474 10 100
13 Design of Safety Systems 10 0.0474 10 100
14 Emergency Procedures 10 0.0474 10 100
15  Tests of Emergency Response 10 0.0474 10 100
Systems
16  Diversity of Emergency Services 8 0.0379 8 64
17  Fail-Safe Design 10 0.0474 10 100
Flexibility 18  Redundancy of Safety-Critical 10 0.0474 10 100
Utilities
19  Modularity of Unit Operation 5 0.0237 5 50
20  Modularity of Facilities 8 0.0379 8 128
Resourcefulness 21 Modularity of Unit Operation 5 0.0237 5 50
22 Modularity of Facilities 10 0.0474 8 128
23 Administrative Knowledge 5 0.0237 3 30
24 Throughput Adaptability 5 0.0237 8 40
Controllability 25  Response to Control Measures 8 0.0379 8 64
Reconfigurability 26  Redundancy 8 0.0379 8 64
27  Reconfigurability of Flowsheet 7 0.0332 7 49

summarised in Table 7 for both case study 1 and 2. Detailed calculations
and results of this model are shown in the appendix.

The results show that case study 2 scored significantly lower for the
indicator of resilient design, scoring 0.121 compared to 0.214 of case
study 1. This is attributed to a limited consideration to technical factors
beyond that of the most basic design, and little to no consideration of
administrative factors. With no thought to many indicators, a consid-
erable amount scored very low, consequently giving a low score of
resilient design. This highlights the importance of resilience consider-
ation at the early design stages to ensure a system is created with

11

resilience at its foundations.

On the other hand, despite case study 1 scoring higher for resilient
design, it is observed that a considerable number of indicators scored
low (19 out of 27 indicators scored 0 as shown in Table A-1 of the ap-
pendix). This is despite a good amount of thought being assigned to
process safety with a detailed HAZID and LOPA being completed for this
specific case study. This shows that design basis hazard analysis does not
extend well to give resilience to BDBEs. This is significant as displays
that industry-standard hazard analysis is not sufficient to consider or
address resilience and a specified analysis is essential before
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Table 7
Resilience results of case study 1 and 2.

Parameter Case Study 1 Case Study 2
Indicator of resilient design (D) 2.14 x 107! 1.21 x 107!
CC ($) 5.77 x 108 2.52 x 107
R ($/year) 7.30 x 107 2.37 x 107
CHP 1.32 x 10'° 4,10 x 10'°
H 5.51 x 10° 6.29 x 10°
P, 4.00 x 10° 5.00 x 10°
P, 5.50 x 10° 6.28 x 10°
E 1.00 x 102 5.50 x 10'
Lco 6.50 x 108 4.89 x 107
Ines 7.27 x 107 2.58 x 10°
Potential Impact (I) 7.23 x 10® 2.66 x 10°
CHPyg, 8.79 x 10° 1.80 x 10'°
CHPeyp 1.38 x 10" 3.07 x 10"
Vulnerability (V) 2.26 x 10° 4.87 x 10°
Resilience (¥) 1.31 x 107! 9.34 x 107°

implementation of any process system. This stresses the requirement for
the use of the presented model in industry.

Case study 2 scores significantly higher for potential impact (2.66 x
10° compared to 7.23 x 108 scored by case study 1) despite a lower
potential for economic impact (see I, at Table 7). A factor contributing
to this higher potential impact is the CHP which is notably larger to that
of case study 1. This higher CHP is due to a much higher volume of
material of a similar hazard level present on-site for case study 2, offset
by this material being primarily liquid over the gas predominantly
handled in case study 1. However, the factor most strongly influencing
case study 2 scoring high for potential impact is the extremely high
population density (P,) in the Mumbai-Pune Industrial Area, giving a
wider population value of 6.28 million people. This places the site in an
area with significant potential impact to human health as the population
density here is over 300 times the global average and over 10 times that
of Houston Texas, the location of case study 1.

Finally, the vulnerability of case study 2 is around twice that of case
study 1 (4.87 x 10° compared to the 2.26 x 108 scored by case study 1).
This is for similar reasons as discussed for potential impact which cause
a higher CHP for case study 2. The resulting drastically larger potential
impact and slightly larger vulnerability for case study 2 compared to
case study 1 validates the model’s sensitivity to relevant components of
resilience.

The resulting resilience values of case study 1 and 2, scoring 0.131
and 0.00934 respectively, show a stark difference with two orders of
magnitude between them. This effectively displays the impact of the
combination of factors contributing to system resilience and outlines
that case study 1 is much more resilient than case study 2.

3.2. Improvements to system resilience

The design of case study 2 needs to be modified in order to improve
the system’s resilience. This is done through two different approaches to
compare impact. Approach 1 makes the system more resilient by the
improvement of resilient design where the top 3rd of indicators scoring
highest cost-benefit weighting (;) are each improved by modifying the
system so that the mentioned indicators (¢;) can obtain the maximum;
equal to 1. These indicators will lie closer to the top right corner of Fig. 4
hence are favourable for investments towards. The selected indicators
are:

@ Operator Knowledge

@® Management of Change

@ Layers of Safety Systems

@ Design of Safety Systems

@® Emergency Procedures

@ Tests of Emergency Response Systems and Equipment
@ Fail-Safe Design
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@ Redundancy of Safety-Critical Utilities
@ Modularity of Facility

It should be noted that in practice, small incremental improvements
will be made to resilient design, over the group improvement of multiple
indicators. This will start with indicators of highest cost-benefit
weighting, and an iteration of resilience calculated after each change.
This is completed with the aim of reaching a permissible level of resil-
ience with the minimum investment required.

Approach 2 is defined to make a more resilient case by the hypo-
thetical movement of this plant to the location of case study 1, Houston,
Texas. This significantly reduces the human health impact rating, a large
contributor to the low resilience of case study 2. Resilience and its basic
contributing factors for each approach are shown in Table 8.

Approach 1 displays a significant increase in resilience when
improving resilient design via only a handful of indicators (from
0.00934 to 0.0378). These changes will of course have associated costs,
but beyond this will have a relatively low impact on the system design.
However, when this is compared to approach 2, it is clear that
improvement to significant contributors to potential impact and/or
vulnerability can give a much higher contribution to resilience. Making
improvements via this strategy however, can involve dramatic changes
to a system design. Approach 2 requires a new plant location to be
sought, an act that would cause serious disruption to the planning and
implementation of this system. Changes to other factors of potential
impact and/or vulnerability would incur similar levels of disruption. For
example, to decrease the CHP, the strategy via which processes are
completed must be significantly altered or the chemistry changed alto-
gether. Therefore, in practice the pathway to achieve improved resil-
ience must be carefully considered.

To employ this model widely across industry further work is rec-
ommended by applying the methodology to a wide and diverse range of
process designs to validate the scaling of the model as shown in Equation
(15) and ensure applicability across multiple sectors. Extensive
completion of case studies would also allow for a more in-depth analysis
of the model results allowing for the potential introduction of a red,
amber, green status associated with values of resilience. Attaching
context to the novel measure of resilience is critical to provide clear and
accessible comprehension of model results.

4. Conclusion

In this paper, a novel qualitative model is provided to assess resil-
ience in the process industry, providing an effective snapshot of system
resilience whilst clearly indicating the contributing factors. The model
defines resilience via three key attributes, 1) resilient design, 2) poten-
tial impacts considering economic, human health and environmental
consequences, 3) vulnerability to BDBEs. The application of the meth-
odology is demonstrated in two case study process plants.

This model is intended for wide application throughout the process
industry and does not require an in-depth understanding of a system or
of process safety to complete. This is to offer a methodology that can be
carried out by the competencies available to a project, giving a strategy
for the accessible and widespread understanding of resilience. However,
to highlight the limitations of the work, it is worth mentioning that the

Table 8
Case Study 2, improved Resilience with two different approaches.
Before Approach1  Approach 2
improvement
Indicator of resilient design 0.121 0.491 0.121
D)
Potential Impact (I) 2.66 x 10° 2,66 x 10°  2.76 x 10°
Vulnerability (V) 4.87 x 10® 4.87 x 10®  4.87 x 10°
Resilience (%) 0.00934 0.0378 0.09
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model requires more extensive data collection to be seen as mature. This
is required in the form of input from process safety experts on the
contribution of indicators of resilient design, and the application of the
model to a variety of case studies to ensure a robust reflection of resil-
ience levels across a wide range of process systems. Additionally, further
data collection will provide industrial context to calculated resilience
values, presenting clear and comprehensible outputs of the model for the
standardized measurement of resilience across process sectors. In future
research endeavors, there is an opportunity to broaden the scope of
resilient design indicators to include the dynamic characteristics of the
system. This expansion would involve addressing aspects that were
either not previously covered or remained unknown in the context of our
current research. By pursuing this direction, we can work towards
reducing uncertainties and improving the indicators’ ability to effec-
tively incorporate elements such as human factors and error into the
broader framework of system resilience.

Once mature, this tool can sit alongside and integrate with estab-
lished process safety methodologies (such as HAZOP, QRA, and LOPA)
and has the power to transform resilience from an ambiguous concept
into a simple and widely used design strategy, vital for its practical
application throughout the process industry.

Appendix

Section 1: Case Study Calculations (Case Study 1)
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Table A-1 shows the detail that is used to calculate the indicator of resilient design for case study 1, using Equation (3) and values provided by

expert judgment provided in Table 6.

Table A-1
Indicators of Resilient Design (Case Study 1)

i Indicator (i) Measure of indicator (¢;) Contribution weighting (@;) w;.@;

1 Diversity of Monitoring 0.5 0.0379 0.0190

2 Duplication of Monitoring 0 0.0332 0

3 Operator Knowledge 0 0.0474 0

4 Safety Margin 0 0.0379 0

5 Reliability - Equipment Design 0 0.0237 0

6 Reliability - Predictive Maintenance 1 0.0142 0.0142

7 Reactive Maintenance 1 0.0379 0.0379

8 Management of Change 0 0.0474 0

9 Operator Knowledge 0 0.0474 0

10 Administrative Knowledge 0 0.0237 0

11 Segregation of Equipment 0 0.0379 0

12 Layers of Safety Systems 1 0.0474 0.0474

13 Design of Safety Systems 0.167 0.0474 0.0079

14 Emergency Procedures 0 0.0474 0

15 Tests of Emergency Response Systems 0 0.0474 0

16 Diversity of Emergency Services 1? 0.0379 0.0379

17 Fail-Safe Design 1 0.0474 0.0474

18 Redundancy of Safety-Critical Utilities 0 0.0474 0

19 Modularity of Unit Operation 0 0.0237 0

20 Modularity of Facilities 0 0.0379 0

21 Modularity of Unit Operation 0 0.0237 0

22 Modularity of Facilities 0 0.0474 0

23 Administrative Knowledge 0 0.0237 0

24 Throughput Adaptability 0.1 0.0237 0.00237

25 Response to Control Measures 0 0.0379 0

26 Redundancy 0 0.0379 0

27 Reconfigurability of Flowsheet 0 0.0332 0
Resilient Design (D) 0.214

@ 3 Fire stations within 5 miles of the facility and 3 hospitals within 13 miles of the facility.

The values that is used to quantify the CHP value of case study 1, using Equations (5) and (6) and Tables 3-4, are shown in Table A-2.
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Table A-2

Data for the Calculation of CHP (Case Study 1)

Journal of Loss Prevention in the Process Industries 86 (2023) 105199

Chemical (k) my (tonnes) FFy CF Ck CHPy
Methane 0.351 1 1 10 3,510,000,000
Ethane 0.0455 1 1 10 455,000,000
Propane 0.0228 1 1 10 228,000,000
Butane 0.00910 1 1 10 91,000,000
Pentane + 0.00227 1 1 200 1,140,000
Nitrogen 0.116 1 1 150 77,247,000
Carbon dioxide 0.164 1 1 150 110,000,000
Water (1) 0.113 0.5 1 N/A N/A
Water (g) 0.129 1 1 150 85,800,000
Carbon monoxide 0.0455 1 1 10 455,000,000
Hydrogen 0.403 1 1 5 8,070,000,000
Ammonia (1) 0.0797 0.5 1 150 26,600,000
Ammonia (g) 0.0156 1 1 50 31,200,000
Hydrogen sulphide 0.00103 1 1 5 20,500,000
mercaptan sulphur 0.000729 1 1 10 7,290,000
Oxygen 0.000000312 1 1 200 156
Urea 0.155 0.00001 1 N/A N/A
Formaldehyde 0.000806 0.5 1 5 8,060,000
MEA 0.00789 0.5 1 150 2,630,000
CHP 13,200,000,000

The vulnerability to fire and explosion due to ignition in case study 1 is quantified using Equations (10) and (11) and Tables 3-4 with the detailed
values listed in Table A-3.

Table A-3

Data regarding flammable and explosive materials for the calculation of CHPjg, (Case Study 1)

Chemical (n) m, (tonnes) FFy CF Cn (CHPign)n
Methane 0.351 1 1 10 3,507,000,000
Ethane 0.0455 1 1 10 455,000,000
Propane 0.0228 1 1 10 228,000,000
Butane 0.00910 1 1 10 91,000,000
Pentane + 0.00227 1 1 5000 45,500
Carbon monoxide 0.0455 1 1 10 455,000,000
Hydrogen 0.403 1 1 10 4,030,000,000
Hydrogen sulphide 0.00103 1 1 10 10,300,000
Mercaptan sulphur 0.000729 1 1 10 7,290,000
Oxygen 0.000000312 1 1 5000 6.24
Formaldehyde 0.000806 0.5 1 5000 8060

CHP;g, 87,900,000,000

The vulnerability to explosion due to excess pressure in case study 1 is quantified using Equations (12) and (13) and Tables 3-4 with the detailed
values listed in Table A-4.

Table A-4

Data regarding units facilitating exothermic reactions which hold gaseous materials for the calculation of CHPex, (Case Study 1)

Unit (D) my (tonnes) FFy CF q Q) (kJ/mol) (CHPgyxp)t
RF-100 0.163 1 1 150 41.2 4,490,000,000
RF-101 0.189 1 1 150 844 106,000,000,000
R-100 0.0162 1 1 150 41.2 445,000,000
R-101 0.0165 1 1 150 41.2 453,000,000
R-102 0.0881 1 1 150 370 21,700,000,000
R-103 0.0744 1 1 150 92.4 4,580,000,000
CHP.p 138,000,000

Section2: Case Study Calculations (Case Study 2)

Table A-5 shows the detail that is used to calculate the indicator of resilient design for case study 2, using Equation (3) and values provided by

expert judgment provided in Table 6.

Table A-5

Indicators of Resilient Design and Cost-benefit analysis(Case Study 2)

i Indicator (i) Measure of indicator (¢;) Contribution weighting (@;) W;.P;
1 Diversity of Monitoring 0 0.0379 0
2 Duplication of Monitoring 0 0.0332 0

14
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Table A-5 (continued)
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i Indicator (i) Measure of indicator (¢;) Contribution weighting (@;) W;.@;

3 Operator Knowledge 0 0.0474 0

4 Safety Margin 0 0.0379 0

5 Reliability - Equipment Design 0 0.0237 0

6 Reliability - Predictive Maintenance 1 0.0142 0.0142

7 Reactive Maintenance 1 0.0379 0.0379

8 Management of Change 0 0.0474 0

9 Operator Knowledge 0 0.0474 0

10 Administrative Knowledge 0 0.0237 0

11 Segregation of Equipment 0" 0.0379 0

12 Layers of Safety Systems 0 0.0474 0

13 Design of Safety Systems 1 0.0474 0.0474

14 Emergency Procedures 0 0.0474 0

15 Tests of Emergency Response Systems 0 0.0474 0

16 Diversity of Emergency Services 0.5 0.0379 0.019

17 Fail-Safe Design 0 0.0474 0

18 Redundancy of Safety-Critical Utilities 0 0.0474 0

19 Modularity of Unit Operation 0 0.0237 0

20 Modularity of Facilities 0 0.0379 0

21 Modularity of Unit Operation 0 0.0237 0

22 Modularity of Facilities 0 0.0474 0

23 Administrative Knowledge 0 0.0237 0

24 Throughput Adaptability 0.1 0.0237 0.00237

25 Response to Control Measures 0 0.0379 0

26 Redundancy 0 0.0379 0

27 Reconfigurability of Flowsheet 0 0.0332 0
Resilient Design (D) 0.121

2 Assumed industry-standard equipment spacing (Sinnott, 2005).
b 2 Fire stations within 4 km and 2 hospitals within 5 km of the facility.

The values that is used to quantify the CHP value of case study 2, using Equations (5) and (6) and Tables 3-4, are shown in Table A-6.

Table A-6
Data for the Calculation Of CHP (Case Study 2)

Chemical (k) my (tonnes) FFy CF Ck CHPy
Nitrobenzene 1.85 0.5 1 50 1,850,000,000
Hydrogen 1.80 1 1 5 35,900,000,000
Water (1) 5.101 0.5 1 N/A N/A
Water (g) 1.27 1 1 150 912,000,000
Aniline 1.77 0.5 1 50 1,770,000,000
Para-Aminophenol 1.17 0.5 1 100 583,000,000
CHP 41,000,000,000

The vulnerability to fire and explosion due to ignition in case study 2 is quantified using Equations (10) and (11) and Tables 3-4 with the detailed

values listed in Table A-7.

Table A-7

Data regarding flammable and explosive materials for the Calculation of CHPign (Case Study 2)

Chemical (n) m, (tonnes) FFy CF Cn (CHPign)n
Nitrobenzene 1.85 0.5 1 5000 18,500,000
Hydrogen 1.79 1 1 10 17,950,000,000
Aniline 1.77 0.5 1 5000 17,700,000
CHPig, 18,000,000,000

The vulnerability to explosion due to excess pressure in case study 2 is quantified using Equations (12) and (13) and Tables 3-4 with the detailed

values listed in Table A-8.

Table A-8

Data regarding units facilitating exothermic reactions which hold gaseous materials for the calculation of CHPexp (Case Study 2)

Unit (D) my (tonnes) FFy CF q QP (kJ/mol) (CHPeyp)
Reactor 0.256 1 1 150 1799 307,000,000,000
CHP,xp 307,000,000,000
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