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Automatic network management strategies have become paramount for meeting the needs of innovative real-
time and data-intensive applications, such as those in the Internet of Things. However, the ever-growing and
fluctuating demands for data and services in such applications require more than ever an efficient, scalable,
and energy-aware network resource management. To address these challenges, this paper introduces a novel ap-
proach that leverages a modular architecture based on serverless functions within an energy-aware environment.
By deploying SDN services as Functions as a Service (FaaS), the proposed approach enables dynamic, on-demand
network function deployment, achieving significant cost and energy savings through fine-grained resource pro-
visioning. Unlike previous monolithic SDN approaches, this work disaggregates SDN control plane into modu-
lar, serverless components, transforming tightly integrated functionalities into independent, on-demand services
while ensuring performance, scalability, and energy efficiency. An analytical model is presented to approximate
the service delivery time and power consumption, as well as an open source prototype implementation sup-
ported by an extensive experimental evaluation. Experimental results demonstrate significant improvement in
energy efficiency compared to traditional approaches, highlighting the potential of this approach for sustainable

network environments.

1. Introduction
1.1. Background

The unprecedented growth of data traffic, driven by the expanding
use of smart devices, has highlighted the challenges of managing and
controlling information in existing networks [1,2]. Traditional network-
ing infrastructures, originally designed for specific types of traffic like
monotonous text-based content, struggle to support the increasing de-
mands of interactive, dynamic multimedia streams. Furthermore, the
emergence of the Internet of Things (IoT), coupled with the availability
of cloud computing services, has led to a new generation of advanced
services. These services not only impose stringent communication re-
quirements but also emphasise the critical need for energy-efficient so-
lutions to support innovative IoT use cases. Consequently, there is a clear
need for adaptive, scalable, and energy-aware network management
strategies. Enhancing energy efficiency not only ensures sustainable op-
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erations but also plays a vital role in improving overall network perfor-
mance and user experiences (QoE) in such dynamic environments [3,4].

Software-Defined Networking (SDN) and Network Function Virtu-
alisation (NFV) play pivotal roles in enabling the transition to next-
generation IoT networks by addressing scalability, flexibility, and man-
agement challenges inherent in IoT deployments. SDN separates control
logic from hardware, enabling flexible and efficient resource manage-
ment. This separation allows a remote software controller to program
the forwarding states in the data plane based on network policies. On
the other hand, NFV enables the cost-efficient implementation of net-
work functions by allowing shared physical resources, either locally or
in the cloud [5]. The network virtualisation technique not only offers
a reduced cost by sharing the network infrastructure but also improves
time to market for novel applications. Therefore, these key tenets are
critical for facilitating innovative applications, enabling network slic-
ing, and ensuring a superior user experience (QoE) through simplified
network management.
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Despite significant advancements, current SDN solutions still face
challenges due to their predominantly monolithic design. Traditional
SDN controllers are often constructed as tightly integrated, single-
application entities with rigidly defined programming interfaces, which
restrict their adaptability and scalability. In response, the adoption
of microservices-based architectures has introduced a shift toward
more modular and distributed SDN solutions [6,7]. These architec-
tures decompose the service plane into microservices, enabling scal-
able solutions for service and data planes. This enhances SDN’s
capabilities in packet forwarding, service chaining, and efficient net-
work service deployment, as seen in microservices-based NFV archi-
tectures and modular frameworks. However, even with these advance-
ments, existing modular SDN frameworks fail to deliver truly dynamic,
on-demand service provisioning. This limitation not only restricts their
ability to address the complex, variable requirements of next-generation
network environments but also lowers the energy efficiency needed for
sustainable, high-performance systems.

1.2. Motivation

Traditional modular SDN efforts primarily focus on decomposing
the service plane or developing modular solutions for the data plane.
However, these efforts often retain significant interdependence between
components, meaning that changes or failures in one module might still
affect others. This work introduces a paradigm shift that disaggregates
the control plane into independently deployable services over a server-
less architecture. Unlike conventional approaches, which rely on mono-
lithic SDN controllers, this architecture dynamically allocates network
resources and executes essential SDN functions only when needed. This
disaggregation enhances resource efficiency by launching and orches-
trating VNFs in a serverless environment, providing a proxy for energy
consumption at the function level and making VNF instantiation and
orchestration significantly more energy- and resource-efficient [8].

The proposed approach simplifies application development by re-
moving dependencies on specific interfaces. By adopting standard APIs
for seamless connectivity and enabling the on-demand deployment of
services, it improves network flexibility, adaptability, and scalability.
The services are typically short-lived, event-driven tasks that can be ef-
ficiently orchestrated in a distributed environment.

VNFs enable a service-specific overlay on the existing network topol-
ogy, as illustrated in Fig. 1, with the potential to be deployed on a
serverless platform, as noted by [8]. The serverless paradigm provides a
resource-efficient alternative to virtual machines (VMs) and containers,
facilitating serverless function-based network services (i.e., Function as
a Service (FaaS)) [9]. By decoupling service execution from fixed infras-
tructure, serverless platforms offer cost-efficient, scalable resource pro-
visioning with minimal operational overhead. Additionally, they offer
fine-grained resource control, which enhances energy efficiency in net-
work service delivery: 1) resources are allocated and scaled on-demand,
therefore eliminating the need for pre-provisioning or over-provisioning
of servers, and 2) serverless charges are based on actual execution
time (usually measured in milliseconds), therefore preventing resource
idling. Since serverless architectures are inherently suited for modular,
event-driven applications like distributed SDN controllers, they align
well with the evolving needs of next-generation Internet network [10].

1.3. Contributions

In this paper, we present a modular, microservice-based SDN archi-
tecture that leverages serverless platforms to provide energy-efficient
and scalable service provisioning in network infrastructures. Building
upon our earlier work [11], which demonstrated the proof of concept,
this paper advances the proposal by providing an expanded experimen-
tal evaluation and introducing a comprehensive analytical model to as-
sess performance and energy efficiency. The primary contributions of
this work are as follows:

Future Generation Computer Systems 176 (2026) 108121

Cloud server  Database Web Apps End User

LOS,
Cega o1

) Network
VNF1 VNF2J ... Services

Network Function Virtualization (NFV)

Controller

((ﬁ)) SDN/loT gateway

NE

A :

w ~
IPPTZ — ccv
Camera =) @ Camera

Intelligent _w_ Smart
Transportation Home

Drones

Fig. 1. Microservice-based IIoT service platform.

e Microservice-based and Distributed SDN Architecture: We pro-
pose a modular SDN architecture that disaggregates the control plane
by breaking down SDN controllers into essential core functionalities
(e.g., flow and topology management) while enabling non-core ser-
vices (e.g., firewall, traffic monitoring, IoT services) to be dynami-
cally deployed using serverless functions. This distributed approach
allows network services to be divided into modular, independently
deployable components that can be orchestrated in a serverless envi-
ronment. The architecture ensures scalability and energy efficiency
for next-generation applications, paving the way for more sustain-
able and efficient technological solutions.

¢ Analytical model: An analytical model is developed to approximate
service delivery time and power consumption, offering insights into
the efficiency of the proposed system.

e Prototype implementation: A prototype implementation of the
modular SDN architecture is provided using widely adopted open-
source software, including ONOS [6], OpenFaaS [12], and gRPC
[13]. The performance of the implementation is validated through
extensive experiments, comparing energy efficiency and latency
against traditional Docker-based [14] SDN deployments.

e Open-source platform: The modular SDN platform implemented
with serverless principles, is open-Source and accessible on GitHub',
providing collaboration within the research community.

The rest of the paper is organised as follows. Section 2 provides an
overview of the related literature. Section 3 describes the proposed ar-
chitecture along with the functional definition of its components and
interfaces. In section 4 we present the analytical model to approximate
the service delivery time and power consumption, and this is followed
by its evaluation in section 5. The modular SDN prototype implemen-
tation is explained in section 6, and performance results discussed in
section 7. Section 8 concludes the paper.

! https://github.com/EDGNSS


https://github.com/EDGNSS

F. Banaie et al.
2. Related work

Improving the energy efficiency of SDN has been a significant re-
search focus since the introduction of this technology. [15] provides a
comprehensive overview of methods to enhance SDN energy efficiency,
categorised into three main strategies: traffic-aware, end-host-aware,
and rule placement techniques. Traffic-aware and end-host-aware ap-
proaches focus on monitoring network traffic to identify devices and
links that can be deactivated without impacting performance, thereby
reducing energy consumption. Rule placement strategies, on the other
hand, aim to minimise energy use by optimising the number of flow
entries in Ternary Content Addressable Memory (TCAM).

[16] investigates the control placement problem, proposing an ap-
proach that partitions the network into sub-networks and assigns each
to a controller. This model balances switch-to-controller latency and
energy efficiency by deactivating unused links and rerouting flows
through energy-efficient paths. Their coalition game-based mathemati-
cal model demonstrated a 22 % reduction in energy consumption. Sim-
ilarly, [17] explores enhancing SDN controller energy efficiency by
leveraging multi-core processors operating at lower frequencies. Their
end-host-aware parallel implementation distributes workloads across
cores, achieving a 28 % reduction in energy usage. The effort to optimise
load balancing across controllers are addressed in [18], where a traffic-
aware approach redistributes loads from heavily burdened controllers to
lighter ones. This solution includes migrating switches through energy-
efficient rerouting algorithms that preserve service-level agreements.
Their EERAS model selects the shortest, most energy-efficient paths for
switch migration, achieving a 25 % energy reduction and a 20 % perfor-
mance improvement.

The SDN controller, often developed as a monolithic entity, per-
forms all the control plane tasks, posing challenges for scalability and
energy efficiency. Some researches have explored modular SDN con-
trollers to simplify development and maintenance of the applications
[19]. While they work on disaggregation of the SDN control plane,
these approaches rely on microservices, which are inherently static
and resource-intensive. The integration of serverless platforms into
SDN/NFV architectures can help to enhance scalability and energy ef-
ficiency. [8] highlights how event-driven serverless functions can im-
prove energy consumption in SDN/NFV deployments by optimising re-
source usage. Our work advances their concept by leveraging the server-
less paradigm, enabling dynamic, on-demand execution of control-plane
functions. By deploying disaggregated SDN components as serverless
functions, the proposed approach achieves significant improvements in
scalability, energy efficiency, and cost-effectiveness.

[20] propose a framework for efficient dispatching of stateless
tasks on serverless platforms, optimising response times and fairness.
Their evaluation shows that SDN controllers can benefit from server-
less platforms by alleviating network congestion. Similarly, a high-
performance serverless platform for NFV is proposed by Shen et al.
[21], focusing on reducing latency through state management, opti-
mised NF execution models, and reduced packet delays. The work
presented in [22] proposes a methodology for application decomposi-
tion into fine-grained functions and energy-aware function placement
on a cluster of edge computing devices subject to user-specified QoS
guarantees.

[23] presents the EneA-FL scheme to promote smart energy man-
agement in serverless computing scenarios where Federated Learning
clients are characterised by highly heterogeneous computing capabili-
ties and energy budgets. The proposed approach dynamically adapts to
optimise the training process while fostering seamless interaction be-
tween IoT devices and edge nodes. Experimental analysis shows that
EneA-FL is able to reduce energy consumption yet yielding faster con-
vergence of models to the target accuracy. [24] leverages workload
awareness to optimise energy consumption and tackles the power con-
trol problem in data centres from the perspective of serverless com-
puting. The energy-management framework automatically splits the
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user-provided end-to-end application Service Level Objectives into per
function deadlines that minimise the total energy consumption. Func-
tions are profiled online and, based on their deadlines, optimal core
frequencies are picked.

Further research into serverless computing platforms highlights their
energy efficiency compared to traditional container-based solutions.
For instance, [25] demonstrate that OpenFaaS consumes significantly
less power than Docker containers under memory-intensive workloads,
achieving a 58 % reduction in energy consumption when compared
to Kubernetes-based [26] implementations. [27] present an energy-
efficient pluggable solution to scheduling in Kubernetes in a serverless
computing environment through the integration of a Machine Learning-
based model into the scheduler. In terms of overall metrics this solution
achieved 8 % reduction in energy consumption at the cost of a directly
correlated loss in performance, thus maintaining the application QoS.
[28] investigates the key factors influencing serverless energy consump-
tion in SDN by examining the correlations between the energy usage
of serverless applications and traffic flow patterns, as such correlations
can play a critical role in developing an energy-aware scheduling frame-
work. The findings reveal that several traffic patterns, e.g. total number
of packets in a flow, packet length, inter-arrival time between packets,
strongly or moderately impact energy consumption in serverless envi-
ronment.

In summary, existing work has focused on optimising energy con-
sumption through specific mechanisms such as traffic-aware routing,
controller placement, rule optimisation, and energy-efficient resource
allocation in serverless contexts. This paper goes further as it aims at re-
alising the concept of modular SDN controller based on serverless func-
tions in an energy-aware environment. This approach not only enhances
the flexibility and scalability of SDN systems but also presents an analyt-
ical model that quantifies the impact on power consumption and service
delivery times, an area largely unexplored in prior research.

3. Microservice-based provisioning of network services

This section presents the proposed microservice-based network man-
agement approach. The innovation lies in the utilisation of network
programmability within the context of Network Function Virtualisa-
tion (NFV) and the exploration of the benefits the serverless computing
paradigm offers [29]. As noted, SDN offers scalable network manage-
ment by separating the control plane and data plane in a network.
The control plane consists of two main components: (i) SDN core func-
tionalities, such as flow services and topology services, and (ii) man-
agement applications, such as traffic monitoring, load-balancing, and
firewall. These components communicate requirements via Northbound
and Southbound Application Program Interfaces (APIs). However, the
centralised management of the network raises potential issues in terms
of failure, scalability, and service latency, which aims to be resolved by
distributed deployment of the controller [2,19,30]. Existing SDN con-
trollers adopt a monolithic design that aggregates all functions into a
single program. This approach constrains its ability to deploy a new ser-
vice independently from other services. Unlike existing monolithic ar-
chitectures, the proposed microservice-based SDN Architecture adopts
a modular and flexible approach by breaking down SDN functionalities
into independent microservices.

For this objective, we have developed the controller as a composi-
tion of containerised services, tightly integrated and collaborating seam-
lessly. By adopting this strategy, the FaaS-enabled architecture promotes
a modular and scalable design that enables efficient development and
management of network services. Next, a functional definition of its
components and interfaces is presented.

3.1. Architecture

The modular and distributed SDN architecture utilises disaggregated
software modules deployed on a serverless platform as depicted in Fig. 2.
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Fig. 2. SDN/NFV architecture in a serverless environment.

This model leverages the benefits of NFV to decouple networking soft-
ware from the hardware that delivers it. Therefore, the software mod-
ules (i.e., management applications) can be deployed as independent
microservices on the serverless platform. In this approach, SDN core ser-
vices provide minimum required functionalities, and the other services
can be developed as external applications in the form of collaborative
software modules. Such distributed SDN/NFV architecture consists of
three operational layers including the network layer (NL), event pro-
cessing layer (EPL), and virtual functions management layer (VML).

3.2. Network layer

The network layer is responsible for establishing network rules and
exchanging information among network elements. This layer consists
of two components: (i) a data plane, i.e., OpenFlow-enabled switches,
and (ii) a control plane supporting the SDN core functionalities such as
topology service, flow service, inventory service, etc.

The service structure in modular SDN utilises an event distribution
system to externalise event processing in SDN. This approach enables
the division of control plane services into a set of cooperating microser-
vices. In this method, the SDN controller operates by processing events
received from both the southbound and northbound APIs. An event is
defined as any changes in the network that invokes one or more manage-
ment applications. Therefore, the SDN controller can be developed as an
event-driven and modular software responding to these events. In Partic-
ular, the events play a crucial role in informing applications about net-
work changes. This aim is realised by adding an event listener module that
listens to the events coming from the underlying network. Upon receiv-
ing a new event, the network will handle invoking the corresponding
functions on the serverless side. Thus, the management applications de-
ployed on the serverless platform can be executed on demand as needed.

3.3. Event processing layer

This layer enables the externalisation of event processing in SDN by
providing efficient and reliable communication among different services
or components within an application or across multiple applications.
The Event processing layer (EPL) is implemented as a set of independent
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microservices, each running in separate containers. These microservices
are orchestrated using Kubernetes or other container management plat-
forms, ensuring modular execution, dynamic scaling, and automated re-
source allocation. EPL consists of three main components including:

- Event listening module in the SDN layer is responsible for captur-
ing OpenFlow-based events originating from the underlying network
and forwarding them to the serverless connector.

An Event processing module that is responsible for using a commu-
nication interface to notify SDN events to the Virtual Functions
(VFs) deployed on a serverless platform. Instead of direct function-
to-function calls, this module facilitates asynchronous communica-
tion via event-driven mechanisms such as gRPC-based messaging.
This ensures that SDN events are efficiently routed without requir-
ing persistent shared state.

A Microservices handling module in the serverless layer that man-
ages functions and invocations by receiving event notifications from
the underlying network. Each virtual function is stateless, and inter-
actions between functions occur through an event-driven approach
rather than direct execution dependencies. When necessary, shared
state management can be handled via distributed storage solutions
without violating Faa$ stateless execution principles.

As the main principle is effective decomposition, where network in-
formation and state remain synchronised and consistent, this layer pro-
vides an effective interaction of the functions with each other or with
the event-processing module of the controller (i.e., sending and receiv-
ing the event notifications among microservices). This method enables
separate component development, promoting efficient reuse across di-
verse deployments. Thus, it facilitates modularity, collaboration, and
scalability in SDN architectures.

3.4. Function management layer

The FaaS platform allows developers to deploy functions that are
triggered by specific events or requests, including packets arriving at
the network layer. The functions invoked by these events can process the
packets and create respective responses for them. The advantage of using
FaaS for packet processing is that developers can focus on writing the
logic specific to their functions, without the need to manage low-level
networking infrastructure or worry about scalability. The FaaS platform
handles the scaling, resource allocation, and execution of the functions
based on the incoming workload.

4. Analytical model

In Section III, we outlined the details of the microservice-based net-
work management through the modular SDN architecture. In this sec-
tion, we will discuss the details of the analytical model to approximate
the service delivery time and power consumption, based on the system
described earlier. Our primary focus here is to obtain the steady-state
metrics of the proposed system based on the system configurations and
workload characteristics.

The performance model is illustrated in Fig. 3. Let us assume that the
network operates in consecutive time slots {7,|r=1,2,3,...} in which a
set of m functions F={f}, f5,...., f,,} are subscribed for events in the
gateway. Similar to many other works of literature [31,32], a quasi-
static scenario is adopted where the environment is considered static at
each time slot but it might vary in different time slots.

After receiving a new event packet, the controller processes it and
then forwards the packet toward the edge gateway. The edge gateway,
in response, triggers the corresponding subscribed function on the edge
computing nodes. Note that we will use packets and events interchange-
ably in the rest of the paper as the arriving packets from network ele-
ments are used to notify the events and changes in the network. The
modularity of the system allows for deploying functions in a distributed
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Fig. 3. System Model for distributed SDN.

environment and scaling them according to the service workload. This
capability enables the initiation of multiple instances of the same service
(i.e. multiple replicas of the functions), effectively addressing latency
issues in microservices. We calculate steady-state estimates for various
deployment characteristics based on the workload characteristics and
the output model. Key notations for the most important parameters are
summarised in Table 1.

4.1. Delay model

As the population size of a typical network/IoT application is rela-
tively high, and while the probability of a given user requesting a service
is relatively small, the arrival process can be modeled as a Markovian
process [33]. Therefore, we assume that the packet arrival rate for each
function m follows a Poisson Point Process with the average rate of 4,
which indicates that the event inter-arrival time is exponentially dis-
tributed with a rate of 1/4,,. Accordingly, the aggregated arrival rate
for all functions is also Poisson and can be denoted as

M
=Y 1, VmeF €))

m=1

The event processing module serves the arriving packets in non-
preemptive First Come First Served (FCFS) discipline and directs them
toward the edge gateway for more processing. The goal is to compute
the latency of the service delivery on edge computing resources by re-
ceiving an event notification from the underlying network. To do so, we
need to analyse the total latency of the computation and transmission
entities of the network, and propose the analytical model to approximate
the service delivery time and power consumption.

4.1.1. Transmission delay of controller

As discussed, the event notification packets from underlying network
elements can follow the Poisson process with the aggregated arrival rate
of A at time slot . Meanwhile, denote y,, as the transmission delay of the
event processing module for the function m, which is deterministic and
depends on the resource capacity of the controller. For simplicity, we
assume the packet size ¢,, is the same for all types of events within all
functions, i.e., ¢=¢,,, for each meF. As ¢,, is constant for all functions,
U, is also constant, i.e., y=pu,,. Hence, the transmission delay can be

Future Generation Computer Systems 176 (2026) 108121

Table 1
Parameter notation.
1

Parameter Description

Discrete time slots

Number of Functions

Instances of Functions

Total arrival rate of events

Mean service rate of events

Offered load of controller

The packet size

Wireless transmission rate

Bandwidth available for channel

Wireless channel gain

Power coefficient

binary variable indicating cold/warm start
transmission signal power

noise power

Mean transmission delay of the controller
Mean waiting time in the queue for gateway
Mean response time of the gateway

Mean waiting time for function m

Average response time of function m

Mean response time of the network for function m
CPU utilisation of server s

Number of cores for server s

CPU cycle frequency of server s

Cold container startup delay of server s

Static power consumption of server s

Pdyn Dynamic power consumption of server s

Pw Power consumption for warm container startup
Pc Power consumption for cold container startup
P, Total power consumption of server s
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calculated as y= 2, where R is the wireless transmission rate between
controller and edge gateway and can be calculated as [34]

R = Blog,(1 + g—’f), 2)
(o2

Here, B is the bandwidth, G is the wireless channel gain, w is the trans-
mitted signal power, and ¢ is the noise power. Given this value, the
event processing of the controller can be considered asa M /D/1 queue-
ing model with a deterministic service time of D = 1/ for all functions.
Thus, the average service latency of the controller (i.e., the waiting time
in the queue plus the transmission time) can be derived as

Ts(0= + 1/ 3)
——

P

u(l = p)

Fansmission—time
waiting—time

where p is the offered load of the controller and can be derived as p =

oy A/ m.

4.1.2. Processing delay of gateway

Algorithm 1 shows the pseudo-code of service provisioning on the
serverless platform, which can be divided into three consecutive inter-
vals for each time slot 7. Once an event is received from the controller,
the gateway queries the list of functions and their interesting events,
function mapping interval. It then maps the events into the respective
function instances in the task assigning interval, which leads to rendering
the corresponding service by invoking the functions in execution interval.

The edge gateway plays an important role in the service delivery
process as it connects the core of the network, i.e., the SDN controller,
to the external applications deployed as microservices on the serverless
edge platform. This module consists of two sub-modules: a function map-
ping module which contains a list of functions and the events that they
subscribed to them, and a task assigning module for assigning the events
to the function instances and deciding about the scaling up/down of the
instances according to the workload.

Hence, the processing time of the gateway can be modeled as an
M /G /1 queuing system with the mean arrival rate of 1 and independent
and identically distributed (i.i.d) general service time with mean b at
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Algorithm 1 Service provisioning on FaaS.

Input: Functions ¥ = {f,,}, events e
Output: 7,,(7)
Initialisation :
1: Set values of parameters: A(z), u, m, T
2: Initialize T,,(r),  and set n,, =0
3: for each event e do

4:  Map e to corresponding function m

5: if n, > 0 then

6: Add event to the function queue

7: calculate W,,(t, n,,) with Eq. (7)

8: if W,, > t then

9: n,, < n, + 1 {Adding new replica for scaling up, t is a thresh-
old for delay}

10: Update W, (z, n,,) and Tm(r, n,,) with Eq. (7) and (10)

11: else

12: calculate fm(r, n,,) with Eq. (10)

13: end if

14: Update parameters I = {n,,..n,,}

15:  end if

16: end for

17: Update parameters 7, 1
18: return T,(7,n,)

time 7. Thus, the total load is Z;I:f:l pnm- The average waiting time of an
event in the queue is [35]:

— b®

Wg(t)= 22— 4
g(7) 30 =) (©)]
Here, b(2)=—;—;Bg*(O), where Bg* is the Laplace Stieltjes transform

(LST) of the service time for each of the functions. Consequently, the av-
erage delay for service delivery can be obtained as Tg— W g + Bg where
W g is the mean waiting time in the queues and Bg=-4 Bg (0)=b is the
average service time of edge gateway, which is denoted by
J— 16D
Tg(r)=s——+b. (5)
2(1-p)

The average event processing timeﬁ of t}Efunctions at time slot =

can then be obtained by summing up T's and Tg, i.e.,

Tp(@)=Ts(x) + Tg(x), VreT, 6)
4.1.3. Processing delay of serverless nodes

The event packets served by the gateway can trigger the ser-
vices, which may require invoking multiple replicas of the same func-
tion or instantiating a new instance of additional services. Let ne I=
{ny,ny,...,n,} denotes the number of instances for the functions inde-
pendently rendering network services to the event packets. In this case,
each function can be modeled as an M /G/n queueing system in which
the events arrive at Poisson rate 4,, and are served by any of » instances,
each of whom has the service distribution G. Note that n=0 indicates
that there is not any running instance of the function m in the system.
As approximated in [35], we have

l” b (2)(b )nfl

1 (Apby ) (Apby)"
2n=D!n=A,b, P[0y = S e

W f(,n) = , %)

]

where n = n,, for function m, b,, and b,® are calculated as bm:—%Bm 10)

2
and bf)=—% B,,10), respectively. Let us assume that the service time of
the events follows the exponential distribution with mean 4, for each
function m. Then, we have
— ()"
W fn(z,n) = - ) (8

-1 ool o)t o ()"
2n = Dby (1= p IS 85 + o]
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Note that p,= Tm is the offered load of instances for each function.

This indicates that the utilisation of each function can be calculated as
the ratio of the mean number of busy instances to »,,, which is obtained
by U,,=p,n/P=4m/nm i, Hence, the total latency of service delivery for
the instances of the function m at a serverless platform can be obtained
by

Tf (x.m=W f(r.n)+b, VneI, 1eT, 9)

Accordingly, we can obtain the total latency of packet processing for
the function m in this architecture as

T,(z.n)=Ts(t)+Tg(z)+T f ,(z.n) (10)
4.2. Power model

The power consumption model for the function execution in a server-
less edge computing environment can be considered in two different sce-
narios: a warm container is ready to execute the function, and a cold start
in which a new container must be started prior to the execution [36].
Namely, warm start refers to reusing an existing function instance, while
cold start involves launching a new function instance. During a cold start,
the platform performs activities like initialising a new container, config-
uring the runtime environment, and deploying the function, which takes
more time to process requests compared to warm starts. In the former
case, the average energy expenditure of a function with a warm start
is related to the task type and the power consumption of different sub-
components of the server, e.g. the amount of processor, memory, and
disk usage for different types of tasks [37,38]. The power consumption
of a running server s (i.e., physical machine (PM)) can be divided into
two components: the static part and the dynamic part. Pidle represents
a constant value that characterises the static part when the PM is not
executing any tasks. In other words, if the PM is powered on and its
utilisation is nearly zero, the power consumption will be equal to Pidle.
The dynamic power consumption can be described by a quadratic poly-
nomial model [39]. Thus, the power consumption is approximated by:

Pdyn (1) = y,Uy(t) + U, (2)?, Vr€eT, an

where U is the CPU utilisation for the running server at time slot z, and
7, and y, are model parameters, the values of which are determined by
linear regression during model generation. The power consumption of
a running server can be modeled as

Pw(r) = Pidle(t) + Pdyn(r), V€T, (12)

For the latter one, the cold container startup time should be con-
sidered along with the power for function execution. Then, the power
consumption for cold starting containers at time slot z is

Pcy(7) = nF,(1)’Cy(z)D,, V€T, 13

Here, n is the power coefficient, F is the CPU cycle frequency at time
slot 7, C is the number of containers that require a cold start at time slot
7, and D, denotes the cold start delay for launching an instance » on one
of the server’s cores [38]. Thus, the power consumption of the server at
time slot = can be expressed as:

k

P(7) = Pw,(r) + Z x;(r)Pcy(r), VT €eT, (14
i=1

where k is the maximum number of running containers on the servers,

x;€{0, 1} is a binary variable indicating whether the i’ container re-

quires cold start at time slot 7 (i.e., x;=1) or not (i.e., x;=0).

5. Analytical model evaluation

In this section, we evaluate the analytical model through mathemati-
cal analysis to provide a comprehensive understanding of its mathemat-
ical foundations, properties, behaviour, and performance. This evalua-
tion is performed to derive theoretical insights into system behaviour.
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Fig. 4. Performance models results (a) Mean response time with varying the number of replicas from 2 to 10. (b) Total power consumption with varying the cold
start delay. (c) Total power consumption with varying the number of containers from 1 to 10.

The experimental validation of these findings is presented separately
in the later evaluation section, where real-world performance is mea-
sured using the implemented architecture. The model described above
has been analysed using Maple 16 from Maplesoft, Inc. [40]. Similar to
previous studies [41-43], we assume that event packets arrive accord-
ing to a Poisson process with a rate A, and that service times follow
an exponential distribution with a mean of u. The arrival rate 4 is var-
ied between 20 and 100 arrivals per second. Each function instance is
assigned an identical service duration, set at (1/u) = 200 milliseconds.
The cold start delay, which represents the time required to launch a
container on serverless edge computing nodes, is modeled within the
range of [0.15,0.85] seconds. Additionally, the computational capacity
of individual containers is assumed to be randomly distributed between
1Geycle/s and 2Gceycle/s, with an average capacity of 1.5Gcycle/s. To
validate and analyse the performance of our models, we consider two
distinct scenarios.

In the first scenario, we analysed the mean response time of the net-
work under varying event arrival rates and different numbers of function
replicas, ranging from n = 1 to n = 10. Fig. 4 illustrates how the arrival
rate of events influences the performance metrics of the model. As ex-
pected, the mean response time of the network increases as the event
arrival rate rises, as shown in Fig. 4(a). Additionally, deploying more
replicas of a function within the network significantly reduces the mean
response time. This finding highlights the effect of modular design in
mitigating delays, which is in line with what we observed in our experi-
mental results. It is important to note, however, that the number of func-
tion replicas does not necessarily equate to the number of containers. In
a serverless environment, multiple replicas may share a single container,
or each replica may be hosted in a separate container depending on the
platform’s configuration. This distinction influences how resources are
utilised and the scalability of the system. While increasing the number
of replicas improves response times, this comes with the trade-off of
higher resource usage, particularly in terms of power consumption.

In the second scenario, we explore the power consumption in the net-
work with different cold container startup delays and varying numbers
of containers. The analysis depicted in Fig. 4(b) reveals that increasing
the number of running containers leads to higher power consumption,
primarily due to the impact of cold startups. Moreover, as the cold start
delay becomes longer, power consumption further increases. This rela-
tionship becomes particularly pronounced as the number of containers
continues to grow.

Cold start delays are crucial in serverless computing, as they sig-
nificantly affect system throughput-the rate of successfully processed
requests per time unit (e.g., requests per second). For a given request
rate A and a cold start delay z,,,,, we can approximate the throughput

250
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Fig. 5. The impact of cold start delay on throughput.

T as follows:
A

_ _ (15)
Trot + Peota * Teold

Where T, is the average time taken to handle a request, and p,,;4
is the probability of encountering a cold start. The probability of a cold
start generally increases when the rate of incoming requests exceeds the
number of available warm containers or instances. We can define p,,,,
as Peoid = “;"), where # is the number of concurrently available active
containers.

This formulation allows us to quantify the trade-off between in-
creased latency due to cold starts and its effect on overall through-
put. As seen in Fig. 5, higher cold start delays directly reduce through-
put, especially at elevated arrival rates where cold starts are more fre-
quent. The graph indicates that as cold start delay increases, through-
put declines sharply, particularly at higher request rates. The steep
decline in throughput at elevated request rates underscores the im-
portance of optimising cold start handling to maintain efficiency and
responsiveness. This performance impact calls for dedicated research
for developing strategies to minimise cold start delays in serverless en-
vironments.

In the next scenario, we kept the cold start delay constant while vary-
ing CPU utilisation to examine the impact of physical machine (PM)
utilisation on power consumption, as shown in Fig. 4(c). Our findings
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confirmed that power consumption increases as server load rises. This
effect becomes more pronounced when a higher number of active con-
tainers are present, primarily because of the additional power required
during cold starts.

To assess system stability, we also analyse the relationship between
utilisation and service delay, as shown in Fig. 6 This analysis examines
how varying arrival and service rates affect response times, with differ-
ent numbers of active functions ("F.no"). The graph shows that as the
arrival rate increases, response time also rises, indicating the growing
load of the system. At high arrival rates, performance begins to degrade
significantly, eventually leading to unbounded delays. This pattern indi-
cates potential congestion and a loss of system stability, as high response
times make the system less responsive to new tasks.

To counter this, the system adapts by increasing the service rate,
effectively adding more active functions to handle the load. This adjust-
ment results in a reduction in delay, confirming that increased capac-
ity improves response times under high load. However, the impact of
adding functions diminishes beyond a certain point. As more instance
functions are added, the gateway has to handle more event processing,
which increases its workload and slows down response times. Cold start
delays also become a problem when too many instances are launched
at once, reducing the benefits of scaling. Additionally, uneven resource
use and poor load balancing can cause some functions to be overloaded
while others remain idle, leading to further inefficiencies. As can be
seen, after six active functions, the benefit to delay reduction becomes
minimal with all arrival rates. This result implies that while scaling up

gRPC-connector

Client-Stub

Index Function |
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functions initially mitigates delay effectively, simply adding more func-
tions beyond an optimal threshold does not significantly enhance perfor-
mance. Therefore, the system should balance between adding resources
and maintaining efficiency to optimise both performance and resource
usage.

The results in this section are derived from an analytical model, pro-
viding a theoretical understanding of system performance under various
conditions. However, to validate the accuracy and applicability of these
analytical findings, we conduct an experimental evaluation in the next
section following the implementation of the architecture.

6. Modular SDN prototype implementation

In this section, we introduce the software components and tech-
nologies employed in the implementation of the serverless SDN/NFV
architecture. Our implementation incorporates the integration of three
widely recognised open-source projects:

1) Open Network Operating System (ONOS) [6], an SDN controller
whose architectural design follows a layered structure, including the
application layer, core layer, and providers/protocols layer;

2) general-purpose Remote Procedure Call (gRPC) [13], an RPC system
that utilises a protocol buffer and HTTP/2 as its underlying transport
protocol and serves as the connection mechanism between microser-
vices;

3) Functions as a Service (OpenFaaS) [12], a framework for building
event-driven serverless functions on top of containers (with Docker and
Kubernetes) and supporting the different architectural components as
shown in Fig. 7(a).

In ONOS, we utilise the Northbound Interfaces (NBI) in the applica-
tion layer to receive updates on network events and states. The core part
of ONOS manages network states, maintains an inventory of connected
devices, hosts, and links, and provides an overview of the network topol-
ogy. Additionally, it handles the installation and management of rules
in network devices. In the provider/protocol layer, the Southbound In-
terface (SBI) encompasses a set of plugins consisting of a provider in-
terface that integrates protocol-specific libraries and a service interface.
SBI therefore facilitates interaction with the network environment using
different control and configuration protocols.

We leverage Mininet environment [44] to emulate the underlying
network infrastructure, including switches and hosts, as well as generate
network packets from the data plane.

In order to inform applications about network changes and exter-
nalise event processing in ONOS [19], we added an event processing
layer to enable the division of control plane services into a set of cooper-
ating microservices, see Fig. 7(b). This approach allows core services to
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Event processing
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Fig. 7. Implementing the microservice-based network architecture (a) ONOS and OpenFaaS integration sequence diagram. (b) Protocol stack of ONOS.
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Table 2
Latency measurement: configuration of azure servers.

Property Value Property Value
vCPU 4 RAM 16GB
Network 1000 Mb/s Ubuntu 20.04 LTS
Kubernetes 1.18 Docker 19.2
ONOS 2.7.0 OpenFaaS v0.5
Java 11 Python 3.5

deliver fundamental functionalities, while supplementary features can
be integrated using microservices within the OpenFaaS$ platform.

We have developed a gRPC server as an ONOS application, leverag-
ing gRPC features such as security, authentication mechanisms and bidi-
rectional streaming. Additionally, gRPC enables automatic code genera-
tion for both the server and client sides. The gRPC server interacts with
ONOS services, converts the returned values into protobuf format and
sends them to the client after serialisation. On the other hand, a gRPC-
connector is developed as an external application that acts as the client
stub and establishes a connection between ONOS services and OpenFaa$S
Functions. The latter are invoked by various types of events, including
HTTP, which allows for seamless system integration, and made accessi-
ble through HTTP endpoints via the Gateway service.

Upon receiving an event from ONOS, the gRPC-connector initiates
a query to the Gateway service in order to retrieve the list of available
functions. It then creates a mapping between the event topic and the
corresponding functions. This mapping enables the triggering of the ap-
propriate function based on the topic associated with the received event.

7. Modular SDN prototype evaluation

To evaluate the performance of the modular SDN/NFV architecture,
the deployment of its prototype is described next, considering latency
and power measurement as key metrics.

7.1. Latency

To evaluate the performance of the modular SDN/NFV architecture,
the prototype of the proposed architecture has been deployed on three
Microsoft Azure Virtual Machines (VM), each equipped with 4 VCPUs
and 16GB memory, see Table 2 for details. The first VM hosts ONOS
with a gRPC server installed on it, along with Mininet which emulates
a network with a number of OpenFlow-enabled switches and hosts. The
second VM runs OpenFaaS as a resource pool and network functions
host. The third VM has Docker containers deployed on Kubernetes as a
resource pool and performs the same tasks as the OpenFaaS$ functions.
These servers run Ubuntu 20.04 LTS and are connected via a 1Gbps LAN
network.

The objective of the evaluation is to first compare the latency of
the proposed distributed architecture implementation with a monolithic
one that hosts local applications. A host sends a continuous flow of IP
packets, which generates the event notification in the controller, and
accordingly leads a function to be invoked on OpenFaaS. In this exper-
iment, ONOS communication with VNFs is handled via gRPC protocol
and the OpenFaaS orchestrates the function requests by an automatic
scaling process. We have conducted the experimental evaluation of our
model through a diverse set of serverless workloads. To do so, the traffic
load is increased during experiments to observe the behaviour of both
models in higher traffic arrivals. Fig. 8(a) illustrates the effect of number
of packets per seconds on mean response time recorded during the ex-
periment. Each observation shows the latency in both the control plane
and the VNFs layer.

As can be seen, the mean response times of the local functions are
lower than serverless-based functions at the start of the experiment. The
reason for this is the latency imposed by grpc channel to invoke the re-
mote functions on OpenFaas. Furthermore, both applications (i.e. local
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Table 3
Power measurement: machine configuration.

Property Value Property Value
CPU AMD 5800H RAM 16GB
Network 1000 Mb/s Ubuntu 24.04 LTS
Kubernetes 1.18 Docker 19.2
ONOS 2.7.0 OpenFaaS v0.5
Java 11 Python 3.5

and remote functions) experience higher amount of response times with
increasing the arrival rate of packets on the data plane, because it im-
poses higher processing load in the network. However, it is observed that
the serverless-based approach outperforms the local method in higher
packet arrivals, as it can automatically scale and manage the resources
according to the work load.

In the second scenario, we have considered the latency in different
service rates of the functions, which is due to the processing of the dif-
ferent packet sizes. Fig. 8(b) compares the results in mean processing
time of 1 =25us for both local and serverless-based applications. As
observed, the mean delay of both applications shows an up trend. How-
ever, it is lower for serverless-based application than the local one with
the results for local functions showing a steep slop. Furthermore, with
increasing the processing time of the function in Fig. 8(c) to % = 34us, lo-
cal functions win at low packet arrivals, but experience higher amounts
of delay with increasing the arrival rate. As discussed previously, the
reason is due to the scalability of serverless platform, which can also be
seen from Fig. 8(d) in % = 42us. Intuitively, the higher the workload in
each experiment is, the more important the ability of scaling becomes.
This results can clearly show the benefits of serverless-based method in
latency handling and service scaling.

7.2. Power measurement — single machine deployment

To accurately measure power consumption, the prototype of the pro-
posed architecture has been deployed on a single machine equipped
with an AMD Ryzen 5800H CPU and 16GB memory running Ubuntu
24.04 LTS, see Table 3 for details. This was motivated by the difficulty
measuring power consumption in virtualised environments, which is
due to: 1) lack of direct hardware access: VMs run on shared physi-
cal hardware, abstracted by the hypervisor, which prevents VMs from
directly accessing hardware power sensors, and 2) resource sharing and
overhead: VMs share CPU, memory, and disk resources dynamically, and
power usage fluctuates based on workloads, making it hard to attribute
exact power consumption to individual VMs.

As in the previous experiment, ONOS and the gRPC server are de-
ployed, along with Mininet which emulates a network with a number
of OpenFlow-enabled switches and hosts. OpenFaaS is considered as a
resource pool and network functions host, whereas Docker containers
are deployed on Kubernetes as a resource pool and perform the same
tasks as the OpenFaaS functions do. The Powerstat tool [45] is used to
collect the power consumption on the machine.

The objective of the evaluation of the microservice-based SDN archi-
tecture is to compare the power / energy consumption and processing
time of the serverless architecture with Docker containers in the context
of processing the events generated from ONOS. In such a scenario, once
a host sends a packet/event, the switch directs the incoming packet to
the SDN controller. The event listening module of the controller serves
the packet by sending it to the external application deployed on ei-
ther the serverless platform or a Docker container via a gRPC channel.
ONOS communication with VNFs is handled via gRPC protocol, while
OpenFaa$S and Kubernetes orchestrate the coming requests by an auto-
matic scaling process.

Results. The experimental scenario involves simulating a network of
30 virtual OpenFlow-enabled switches and generating a workload using
Mininet commands. This scenario results in a generation of approxi-
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Fig. 9. Power consumption of (a) OpenFaaS deployment, (b) Docker deploy-
ment.

mately 10 thousand packets that are forwarded as requests to OpenFaa$
or Docker containers. As shown in Fig. 9, three distinct power consump-
tion peaks are observed during the execution of the workload under
OpenFaaS and Docker containers, respectively. These peaks show the
experiment being repeated three times so that the impact of cold start
can be measured, while considering their short execution durations and
on-demand triggering [46].

During the first 120 seconds of the experiment, both OpenFaa$ func-
tions and Docker containers were scaled out to process the increasing
number of incoming packets. OpenFaaS exhibited a power consump-
tion of approximately 45 Watts while handling incoming requests; see
Fig. 9(a), while Docker containers reached a peak of 52 Watts over the
same time interval; see Fig. 9(b). OpenFaaS significantly consumed less
power than Docker containers when scaled out, which emphasises the
ability of serverless functions to handle the sudden changes in traffic
more efficiently than Docker containers. For the overall experiment,
Fig. 9(a)) shows an average power consumption of 27 Watts for Open-
FaaS, while Docker containers consumed an average of 32 Watts, as
shown in Fig. 9(b)). These results clearly demonstrate that OpenFaaS is
more power efficient compared to Docker containers, resulting in power
saving.

Table 4 provides more insight into this experiment, presenting the
energy consumption, processing time and the number of replicas. As ob-
served in the table, despite both platforms utilising 5 replicas, OpenFaa$S
completes the experiment earlier than Docker and shows an improve-
ment of 58% in processing time. Moreover, Docker consumed 40 %
more energy, indicating a significant improvement in the energy con-
sumption of the proposed architecture.

Table 4

OpenFaa$ vs. docker comparison — metrics.
Metrics Docker OpenFaaS
Energy (Joule) 2180.2 1560.5
Processing Time (sec) 117 74
No. of Replicas 5 5
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7.3. Power measurement — two machine deployment

This section presents an additional experiment conducted using two
machines to reflect a real-world scenario. The power measurements
in a controlled single-machine environment, while necessary for accu-
racy, limit the applicability to distributed cloud deployments where net-
work latency, resource contention, and heterogeneous hardware config-
urations could substantially impact both performance and energy ef-
ficiency. Firstly, power consumption measurements for a specific con-
tainer or application can be significantly affected by other concurrently
running processes. To reduce such interference, the proposed architec-
ture was deployed across two machines. Secondly, while OpenFaaS was
used in the previous experiment as the serverless platform, for general-
isability Knative is selected in this study due to its broader set of features
and its fully open-source and cost-free nature [47]. Thirdly, to investi-
gate the scalability of the deployed containers and services under vary-
ing traffic loads, the experiment included four different scenarios corre-
sponding to network configurations with 5, 10, 15, and 20 switches.

To measure power consumption, this experiment employed Kepler—
a tool deployed on Kubernetes clusters—to monitor the power usage of
individual Pods [48]. Kepler offers more precise and accurate measure-
ments by leveraging eBPF technology, which enables direct access to
Linux kernel features for tracking power usage at both the Pod and Node
levels. By default, Kepler reports average power consumption in Watts
over a 30-second interval; however, in this experiment, the interval was
reduced to 5 seconds to enhance measurement accuracy. This experi-
ment also incorporated real data traffic processed by both Docker con-
tainers and Knative services. The traffic was transmitted through four
distinct network configurations comprising 5, 10, 15, and 20 switches,
respectively.

The first machine, described in Table 3 hosted a Kubernetes clus-
ter running a Knative service with scale-to-zero capability, Kepler, and
a Docker container configured for scaling via the Horizontal Pod Au-
toscaler (HPA). The second machine, equipped with an Intel i5-10210U
CPU and 16GB of RAM running RedHat 9, hosted ONOS, which con-
trolled a virtual network created using Mininet. Both machines are di-
rectly connected using a 10 Gbps connection.
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Table 5
Docker vs. knative docker com-
parison: number of replicas.

Switches Docker  Knative
5 2 3
10 5 4
15 7 6
20 12 11

Both the Docker container and the Knative service executed a Python
application designed to inspect each incoming packet for malicious
patterns using regular expressions, and to check IP packets and ports
against a blacklist. The data traffic consisted of selected flows extracted
from the InSDN dataset [49] for evaluating Intrusion Detection Systems
(IDS) in SDNs. For the network configuration, each switch was con-
nected to a distinct host responsible for generating a single traffic flow.
Thus, in the 5-switch scenario, ONOS received five data flows, with the
number of flows increasing proportionally with the number of switches.
This traffic scaling was intended to impose progressively higher loads
on the container and Knative engine, allowing a robust assessment of
their performance and scalability.

Results. The experiment generated four sets of power consump-
tion measurements, corresponding to the four network configurations.
Across all scenarios, Knative consistently demonstrated lower power
consumption compared to Docker, despite both platforms deploying a
similar number of replicas to process the increase in packet load (Ta-
ble 5). Each experiment was executed for 300 seconds (5 minutes), a
duration deemed sufficient to process all incoming packets. This inter-
val also allowed for the inclusion of power consumption associated with
replica scaling down and termination on both platforms. Fig. 10 presents
the power consumption for Docker and Knative across the four experi-
ments, which indicates that Knative generally consumes less power than
Docker during both packet processing and replica termination, the lat-
ter being apparent towards the end of each experiment. Consequently,
Knative achieved lower average power consumption, with the difference
becoming more pronounced in the 15- and 20-switch configurations.
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Fig. 12 depicts the differences in average power consumption over
the fixed 5-second interval, with Docker consuming more power in all
four cases. Fig. 13 illustrates the differences in energy consumption
between the two platforms, showing a notable increase in consump-
tion by Docker across all four scenarios, exceeding 20 %, which high-
lights the efficiency improvement achieved by Knative. Furthermore,
Fig. 11 illustrates the cumulative energy consumption over time, show-
ing that both platforms initially exhibit similar energy usage. However,
the divergence between them increases with time, mainly due to the
higher energy expenditure associated with the creation and termination
of replicas by Docker.

8. Conclusion

This paper introduces a microservice-based SDN architecture de-
signed to provide an automatic and scalable network management solu-
tion. Using serverless edge computing, the architecture enables the dis-
tribution of SDN services, facilitating the seamless integration of new
services into the network. We present an analytical model to approx-
imate service delivery time and power consumption, and validate the
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proposed architecture through a prototype implementation. The eval-
uation results demonstrate that the architecture effectively addresses
concerns about energy consumption in SDN, achieving a nearly 50 %
improvement in energy efficiency compared to existing platforms such
as Docker. Moreover, the serverless paradigm can decrease service la-
tency for such a disaggregated architecture, and provides on-demand,
scalable, and efficient resource management.

The architecture aims to provide fast and cost-efficient services for
next-generation industrial networks. By enabling the on-demand cre-
ation of virtual networks on a shared hardware platform, the model
supports faster time-to-market for new services, reducing both capital
and operational costs, particularly for short-lived services. By integrat-
ing cutting-edge technologies and dynamically adapting to evolving net-
work demands, the system contributes to the building of sustainable,
energy-efficient network environments.

Future work will investigate extensive network topologies, with the
aim to validate the proposed approach in an actual cloud environment
to demonstrate that the energy benefits persist under realistic data cen-
ter conditions with distributed infrastructure and production workloads.
Moreover, it will explore the integration of energy-efficient and flexible
solutions for task scheduling within serverless environments. By incor-
porating machine learning models, we aim to optimise resource man-
agement and further reduce energy consumption through intelligent re-
source configuration. This will improve the adaptability and efficiency
of the architecture, paving the way for more advanced data-driven de-
cision making in SDN environments.
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