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Abstract: In this paper, a method of estimating the probability of susceptibility of a compo-

nent on a circuit board to electromagnetic interference (EMI) is presented. The integrated

circuit electromagnetic compatibility (IC EMC) standard IEC 62132-4 enables the assess-

ment of the susceptibility of an IC by determining the forward power incident on each

pin required to induce a malfunction. Although we focus on IC susceptibility, the method

might be applied to other components and sub-circuits where the same information is

known. Building upon a previously established numerical model capable of estimating the

average coupled forward power at the end of a trace of a lossless PCB trace for a known

load in a reverberant environment, this paper updates the model by incorporating PCB

losses and utilizes the updated model to estimate the distribution of coupled forward

power at the package pin over a number of boundary conditions in a reverberant field.

Thus, the probability of failure can be predicted from the known component susceptibility

level, the length, transmission line parameters, and the loading of the track to which it is

attached. To validate this numerical model, the paper includes measurements obtained

with a custom-designed RF IC detector, created for the purpose of measuring RF power

coupled into the package pin via test PCB tracks.

Keywords: electromagnetic interference; integrated circuits; radio frequency IC detector;

reverberation chamber; shielding effectiveness; probability of susceptibility; EMC; IC EMC;

susceptibility of ICs; probability of IC failure

1. Introduction

Previous work conducted at the University of York (UoY) [1] introduced a risk as-

sessment model suitable for predicting an upper bound on the probability of electronic

device failure. In [2], a statistical method for predicting and quantifying the radiated

susceptibility of electronic systems implemented on a PCB was presented. It classifies

and quantifies the system’s hazard levels in harsh electromagnetic (EM) environments,

estimating threshold levels based on system-level PCB information to gauge EM threat

levels. Additionally, ref. [3] explored the frequency-dependent EM susceptibility of custom

digital ICs, highlighting an inverse relationship between IC immunity and modulating

the signal period alongside a direct correlation with electric field amplitude and pulse

width, linking the probability of IC susceptibility to the modulating signal and transmitted

signal information.

Electronics 2025, 14, 2187 https://doi.org/10.3390/electronics14112187

https://doi.org/10.3390/electronics14112187
https://doi.org/10.3390/electronics14112187
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/electronics
https://www.mdpi.com
https://orcid.org/0000-0002-3505-1970
https://orcid.org/0000-0003-4537-9977
https://orcid.org/0000-0002-6196-6832
https://orcid.org/0000-0003-1767-5541
https://doi.org/10.3390/electronics14112187
https://www.mdpi.com/article/10.3390/electronics14112187?type=check_update&version=2


Electronics 2025, 14, 2187 2 of 18

Radiated immunity testing of ICs above 1 GHz encounters challenges, like achieving

high field strengths and managing Equipment Under Test (EUT) orientation effects, which

current methods struggle to address, while [4] demonstrated that the reverberation chamber

offers a potential solution by overcoming these limitations in a higher frequency range.

Also, in real environments, energy may arrive from any direction and with any polarization,

and testing in a reverberation chamber provides such a realistic environment [5].

Several studies have assessed the radiated susceptibility of electronic components

like ICs [6±8], and [8] proposed an effective approach to mitigate IC susceptibility to EM

disturbances in the far-field zone, while [6] analyzed EM susceptibility of radiated noise

coupling from an IC stripline to a specific circuit block in an IC, particularly focusing on the

ring voltage-controlled oscillator. Additionally, ref. [7] established a correlation between

near-field scan immunity and radiated susceptibility at the IC level.

In [9], we developed a numerical Monte Carlo method to estimate the average coupled

power at the end of lossless PCB traces in a reverberant environment. We consider the

reverberant environment representative of real scenarios, as the PCB is subjected to waves

from all directions and of all polarizations. Building upon this prior research, we have

conducted further exploration of absorbed power, particularly with respect to known loads

on PCB traces and energy coupling into IC packages in [10,11].

In this paper, using the predictive method, we evaluate the probability of the suscepti-

bility of PCB components, such as ICs, by considering the coupled forward power at the

package pins of the device under test (DUT). We expanded the model described in [9] by

incorporating PCB losses, and we utilized the updated model to estimate the distribution

of coupled forward power at a package pin for a given reverberant field. We can then

use our knowledge of the coupled forward power statistics to predict the probability of

failure. The proposed susceptibility prediction method is a key contribution in this paper

that provides an estimated probability of failure value when the component failure level is

within the distribution range of coupled forward power for any PCB component attached

to a PCB track. Additionally, through experiments, we validate the Monte Carlo method

to predict stochastic EM coupling into realistic loads such as IC pins via measurements of

a test PCB tracks. This validation is accomplished through the design and testing of an

instrumented custom-designed radio frequency integrated circuit (RF IC) detector capable

of measuring coupled forward power at its package pins. With a custom-designed IC, we

have full knowledge of the internal chip and package details, which better places us to

understand the system behavior as compared to commercial off-the-shelf IC detectors.

We describe the enhanced coupling model with losses in Section 2.1 and describe

the methodology for predicting IC failure probabilities in a reverberant environment

in Section 2.2. We describe the custom RF IC detector in Section 3. Section 4 presents

the experimental validation of stochastic EM coupling into PCB traces using an RF IC

Detector test bench. Section 5 considers the application of our prediction models with EMC

limits specified for automotive ICs and everyday electronic appliances, which serves as a

valuable link between theoretical insights and practical applications. Section 6 presents our

conclusions and outlines directions for future work.

2. Methodology to Predict the Probability of the Susceptibility of ICs

2.1. Numerical Method Based on Monte Carlo

In [9], a technique for the prediction of energy coupled into a lossless PCB trace in a

reverberant environment was presented. In this section, we extend the numerical model to

encompass losses.

Figure 1 illustrates a PCB trace, excited by a plane wave, connected to an IC load at

one end and some known terminating load at the other. Although our primary interest lies
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in assessing the coupled forward power at the IC load, it is more straightforward to employ

voltage analysis in the first instance. The voltages at the ends of a single PCB trace, excited

by the Nth plane wave in a reverberant field, can be represented by the Baum±Liu±Tesche

(BLT) equation for the frequency domain. The load voltage responses (VT and VIC) in the

microstrip transmission line [12,13] are given by

[

VT

VIC

]

=

[

1 + ΓT 0

0 1 + ΓIC

]

·
[

−ΓT eγl

eγl −ΓIC

]−1

·
[

ST

SIC

]

(1)

where l represents the length of the trace. The reflection coefficients for the loads, ΓT,IC, are

ΓT,IC = [ZT,IC − Zc] · [ZT,IC + Zc]
−1 (2)

where ZIC is the input impedance at the package pin, and ZT is the impedance at the other

end of the PCB track. Zc represents the characteristic impedance, and γ is the propagation

constant of the track:

Zc =

√

(R + jωL) · (G + jωC)−1 (3)

γ =
√

(R + jωL)(G + jωC) (4)

R, L, G, and C are the per unit length (p.u.l.) resistance, inductance, conductance, and

capacitance of the track.

Figure 1. Shows the E-field coupling to the IC via the PCB trace with the definition of the polar angle

(θ), azimuth angle (ϕ), and polarization angle (κ).

The frequency-dependent per unit length (p.u.l.) resistance Rrough( f ), taking into

account the roughness effect using the Hemispherical method, is given by [14,15]

Rrough( f ) =







Kr

(

Rs( f ) + 1
σt

)(

1
w + 1

b

)

, δs( f ) < t

2
σt

(

1
w + 1

b

)

, δs( f ) ≥ t

Kr =

{

1, Ks ≤ 1

Ks, Ks > 1

(5)

where Rs( f ) = 1/σδs( f ) represents the surface resistance, δs( f ) =
√

2/ωµσ represents the

skin depth of the copper, Kr is the coefficient for the roughness effect (correction factor) [14],

ω = 2π f is the angular frequency, µ = µrµo is permeability of the PCB substrate, w is the

width of the trace, b is the width of the ground plane, and σ is the conductivity. The input

parameters are given in Table 1.
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Table 1. Radiated PCB parameters are shown.

Parameter Name Radiated Board

Number of Layers 4

RF PCB track width (w) 0.48 mm

RF PCB track thickness (t) 18 µm

Substrate height from ground plane for RF PCB
tracks (h)

1.43 mm

Characteristic Impedance of the RF PCB Track 115 Ω

Board Dimension 180 × 153 mm2

Coefficient for the Roughness Effect (Kr) [Calculated
using Equation (5)]

2.2 @700 MHz

Dielectric Constant (Dk)/Relative Permittivity (εr)
(FR4-improved, IS400) [16]

4.0 @100 MHz
3.9 @500 MHz

Diffraction Factor (Df)/Loss Tangent (tanδ)
0.020 @100 MHz
0.022 @500 MHz

The p.u.l. conductance (G) is calculated using

G( f ) = 2π f · tan δ · C (6)

where tanδ = ε
′′
r /ε′r is the loss tangent, where ε′r and ε

′′
r are the real and imaginary parts

of the relative permittivity of the dielectric. The frequency-dependent ε′r( f ) and ε
′′
r ( f ) are

calculated using the equations from the Debye model [15,17].

The p.u.l. inductance (L) and capacitance (C) equations for a single PCB track are

taken from [18].

The voltage source vectors ST and SIC induced by external fields [19] are given by

ST,IC = ±Eneγ(T,IC)

2

[

fx(θ, ϕ, κ)−
{

(±γ − jkx) fz(θ, ϕ)
1 − e−jk2z2h

jk2z

}]

[

e(±γ−jkx)l − 1
]

(±γ − jkx)
(7)

where fx and fz are defined as in [9,19] and represent the effect of the dielectric reflections

for the transverse electric (TE) and transverse magnetic (TM) waves, respectively.

As described in [9], we utilize a finite number of plane waves (N) in the numerical

simulation, characterized by random angles ϕ, θ, and κ to represent a reverberant field for

each specific boundary condition. The Monte Carlo (MC) method is employed to generate

N plane waves with different ϕ, θ, and κ angles for B different boundary conditions

(representing various stirrer positions in a reverberation chamber). In this method, the

angles ϕ, θ, and κ are equally distributed between [0, 2π], [0, 2π], and [0, π], respectively.

We apply a technique from [20] to eliminate sin θ from the summand, which statistically

distributes the polar angle (θ) or elevation angle according to arccos(U(−1, 1)), where

(U(−1, 1)) represents a uniform distribution between −1 and 1.

The voltage vectors VT and VIC of the PCB traces, which are exposed to individual

plane waves, can be determined from (1). To ensure compliance with the normalization

rule [20], it is necessary for the electric magnitude (En) of each plane wave to meet the

following condition:

En =
E0√
2N

(8)

where E0 represents the average magnitude of the total field in the reverberation chamber.
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From the obtained VT and VIC, we can calculate the average absorbed power ⟨PT,IC⟩a

and average forward power ⟨PT,IC⟩ f at the package pin of the IC as

⟨PT,IC⟩a =
〈

|VT,IC|2
〉

Re

{

1

ZT,IC
∗

}

(9)

⟨PT,IC⟩ f =
⟨PT,IC⟩a

1 − |ΓT,IC|2
(10)

where the operator 〈 〉 denotes the average over the N plane waves and B boundary

conditions.

2.2. Analytical Methodology to Predict the Probability of the Susceptibility of ICs

In this section, we introduce an analytical methodology for predicting the probability

of IC failure. The method discussed in the previous section allows us to predict the

probability density function of the forward power coupled at the end of a lossy PCB

trace. The IC EMC standard, IEC 62132-4 [21], facilitates the evaluation of IC immunity by

measuring the forward power needed to trigger an IC malfunction.

The Monte Carlo method confirms that the distribution of received forward power

is exponential, as would be expected for an antenna in a reverberant environment [22].

The results of the numerical model forward power distribution, along with the analytic

exponential distribution with the same variance, can be seen in Figure 2, along with the

cumulative distribution in Figure 3.

 

Figure 2. Numerically estimated coupled forward power distribution at the package pin (ZIC

of C1SC2, 700 MHz and 1200 MHz), analyzed with B = 100 boundary conditions and N = 100

plane waves.

To gain visual insights into the area under the distribution curve, we use the cumula-

tive distribution function (CDF) of the coupled forward power:

F
(

Pf

)

= 1 − e−λPf (11)

where Pf is the coupled forward power, λ = 1/µ, µ = ⟨Pf ⟩, which is the mean.

Equation (11) provides us with the probability that the power is less than the reference

value along the x-axis. The probability of the forward power exceeding the reference value

is therefore
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IC
(

Pf

)

= 1 − F
(

Pf

)

= e−λPf (12)

In Figure 3, the mean coupled forward power is indicated by a vertical line, and 63.21%

of the coupled forward power samples are less than the mean value, while 36.79% exceed it.

  

Figure 3. Numerically estimated cumulative distribution of the coupled forward power at the

package pin (C1SC2, 700 MHz and 1200 MHz). Aggregated data with B = 100 samples, showcasing

the cumulative distribution of power coupling at the package pin.

Whilst the analytic exponential distribution extends to infinity in a practical evaluation

with a finite number of samples, the maximum forward power is likely to be around 10 dB

greater than the mean for 100 samples [23]. Therefore, in any practical evaluation of failures,

the mean forward power coupled should be large enough to ensure a meaningful number

of failures are seen and certainly not more than 10 dB below the failure level. As can be

seen from Figure 3, if the mean coupled forward power is equal to the failure power, an

actual failure will occur in about 36% of the tests.

3. Custom RF IC Detector

3.1. Introduction and Working Principles of the RF IC Detector

A specialized RF IC detector was designed to quantify the coupled forward power at

package pins via test PCB tracks during radiated tests to validate the numerical method

from Section 2. The RF IC detector has two channels (C1 and C2), as shown in Figure 4, each

with four sub-channels (SC0, SC1, SC2, and SC3), as shown in Figure 4. SC0±SC3 of C2 have

identical input circuits to C1 but with a series protection resistance of 100 Ω in the IO block,

whereas channel 1 has a low series protection resistance (<1 Ω). The channels connect via

an analog multiplexer to a differential instrumentation amplifier and then to a high series

resistance (1 kΩ) analog output pin. SC0 has a high-gain RF amplifier, SC1 has a broadband

RF amplifier, SC2 is directly connected to the peak detector, and SC3 has two inputs that

connect directly to the instrumentation amplifier. The analog multiplexer is controlled by a

3- to 8-line decoder, which receives control signals from an external microcontroller. The

detectors have a shorting reset switch across the output capacitor, which is controlled by a

separate 3- to 8-line decoder.
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Figure 4. Block diagram depicting RF IC detector functionality and structure.

3.2. PCB Test Bench for RF IC Detector Characterization

Figure 5 shows the interconnection between the RF IC detector and subsequent blocks

for digital control, voltage regulation, bias voltage provision, and output signal amplifica-

tion. Figure 6 shows the physical layout of the detector (top) and control (bottom) boards.

The three interconnected boards (top, middle, and bottom) use a PCIe connector. The top

board houses the RF IC detector connected to MCX RF connectors via PCB tracks.

 

Figure 5. Concise block diagram of the PCB test bench setup.
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Figure 6. (Left) The integrated PCB test bench with interconnected PCBs for a comprehensive system

evaluation. (right) The assembled test setup featuring the radiated PCB at the top.

As shown in Figure 6, the middle board serves as a connector between the top and

bottom control boards, facilitating communication and data transfer via the PCIe connector.

The bottom control board is centered around an Arduino Nano [24] microcontroller, a

dual 12-bit digital-to-analog converter (DAC) providing adjustable bias voltages, and a

programmable gain amplifier with an 8-channel input multiplexer that allows the Arduino

to measure the detector IC channel outputs and other critical bias and operating voltages,

along with a voltage regulator and other utility components.

3.3. Radiated Susceptibility of the PCB Test Bench

Radiated immunity measurements were performed within a reverberation chamber

at the UoY, where the radiated board was positioned at the top of the test bench. The

entire test bench, including the bottom control board, middle board, and the bottom side of

the radiated board, is shielded. Only the top side of the radiated board is exposed to the

reverberant environment. The ground planes of the top PCB are connected to the metal

enclosure by a conductive gasket, as shown in Figures 6 and 7, to ensure that the middle

and bottom boards are shielded.

  

Figure 7. To ensure proper grounding for the shielding, a grounded conducting path in a rectangular

configuration is incorporated on the underside of the top board.

The top side of the radiated board consists of the RF IC detector and RF PCB tracks,

which have a characteristic impedance of 115 Ω and are connected to each inputs SC0±SC3

of C1 and C2 of the detector IC. A 65 Ω resistor is inserted between each track end and an

MCX connector, so a standard 50 Ω load or instrument can be used to provide a matched

termination for each track when required. A track impedance of 115 Ω was chosen, as
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it is a reasonable value representative of typical circuits, both in cases where matching

is not used and in many where it is. Table 1 provides an overview of the radiated board

PCB parameters.

3.4. Calibration of the RF IC Detector Test Bench for Radiated Measurements

Figure 8 presents calibration curves for SC0 of C1. A separate conducted test board

with standard 50 Ω PCB traces connected between the MCX connectors and the package

pins was built to develop the calibration map for radiated measurements. After calibrating a

Rhode & Schwarz vector network analyzer (VNA) from UoY to place the reference plane at

the detector pin, by using a custom-built Through-Reflect-Line/Match (TRL/M) calibration

board, we injected various known forward power levels at the package pin across the

operating frequency band. This procedure facilitated the creation of a calibration map for

radiated measurements using the RF IC detector. Integrating these calibration curves from

all sub-channels into python software (2.7.16) during the radiated measurements enabled

the determination of the coupled forward power at the package pin from the detector

output voltage.

Figure 8. Calibration curve that displays the relationship between input forward power at the

package pin and detector output voltage for C1 SC0 at different frequency points.

4. Experimental Validation of Stochastic EM-Field Coupling into
PCB Traces

The validation process involved conducting radiated coupling measurements within a

reverberation chamber (Figure 9), utilizing the RF IC detector test bench described above.

4.1. Measurement Setup

The measurements are conducted for 100 stirrer positions from 200 MHz to 2 GHz

with a 20 MHz step. A power signal generator drives a broadband antenna to generate the

field in the chamber, which is monitored by measuring the power received by a second

broadband antenna. Coupling to each detector channel is measured by the test bench and

transmitted to the instrument controller by the USB interface of the Arduino board.
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From the received power, averaged over a number of stirrer positions, ⟨Pr⟩, we can

deduce the chamber total field:

E2
0 =

8πZo

λ2
⟨Pr⟩ =

8πZo

λ2

PPM

|Tc|2
(

1 − |Γa|2
)

η2

(13)

where Zo =
√

µO/εO represents the free space impedance, λ is the free space wavelength,

PPM represents the received power measured by the power meter at the receiving antenna,

Tc denotes the transmission coefficient of the cable connected between the receiving antenna

and the power meter, η2 is the antenna efficiency of the receiving antenna, and Γa represents

the reflection voltage coefficient of the receiving antenna at the respective stirrer position.

The total E-field (E0) level inside the reverberation chamber for a forward power of 29 dBm

at the transmitting antenna is shown in Figure 10.

 

  

Figure 9. Measurement setup and images of the reverberation chamber with a test bench.

To test the immunity characteristics of the RF IC detector, we conducted measurements

with and without shielding over the IC package. This showed only a small difference in

the detected power and demonstrated that coupling via the IC package was negligible

compared to coupling via the PCB trace.
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Figure 10. Shows the total E-field inside the reverberation chamber for 100 stirrer positions when

29 dBm of forward power is given to the transmitting antenna of the chamber.

4.2. Coupled Forward Power at the Package Pin

For the results in this paper, the terminating ends of the PCB track that connect to

all sub-channels of the RF IC detector are left open. This results in an increase in the

coupled forward power at the package pin compared to a matched load, which improves

the sensitivity of the measurement.

At each stirrer position and frequency point, the coupled forward power at the package

pin is detected by SC0 to SC2 of C1 and C2 of the RF IC detector.

Average Coupled Forward Power at the Package Pin

The average coupled forward power at the package pins for SC2 of C1 and C2 is

shown in Figure 11 with solid lines for a forward power of 29 dBm at the transmitting

antenna. The minimum forward power level required for the RF IC detector to detect at

least a 10 mV output voltage is shown by dashed lines.

Figure 11. Coupled average forward power at the package pin with open tracks when 29 dBm of

forward power is supplied to the transmitting antenna of the chamber.

We validate the Monte Carlo method discussed in Section 2.1 by comparing our results

with the numerical model based on the Monte Carlo method. In the numerical model, we

incorporated the input impedance of the respective sub-channel at the IC end. At the other
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end of the track, we applied an impedance of 10 GΩ to resemble the open circuit scenario

of the test bench. Additionally, we integrated all the dielectric properties of the radiated

board from Table 1 into the numerical model to derive the curve.

The numerical model curve (black dashed line in Figure 11) closely matches the

measurement results from 380 MHz to 700 MHz. We postulate that, below 380 MHz, the

measurement results for coupled forward power are at the minimum detection threshold

but do not surpass it entirely. Above 700 MHz, the deviation may be attributed to cross-

coupling between the traces and package pins, as well as parasitic effects introduced within

the dielectric. Additionally, the numerical model assumes an infinite ground plane, which

differs from the physical model, potentially contributing to the observed deviation.

4.3. Coupled Forward Power Distribution at the Package Pin

In Section 2.1, we determined that the distribution of the coupled forward power at

the package is expected to be exponential (Figure 2).

In this section, we compare the numerically estimated data with the measurement

results of one of the sub-channels (C1SC2) in Figure 12. The measurement results align well

with the numerically estimated data.

 

Figure 12. Distribution of coupled forward power at the package pin (C1 SC2, 700 MHz): Over

100 stirrer positions are analyzed, depicting variations in power coupling at the package pin in

measurement and numerically estimated data.

5. Correlating Prediction Models with Practical Applications

5.1. Correlating with Test Specifications of EMC Limits for Automotive ICs

In this section, we aim to bridge the gap between theoretical insights and practical

applications by establishing a correlation between the test specifications of EMC limits for

automotive ICs and our prediction models.

The EMC limits for automotive ICs, pertaining to conducted immunity (direct power

injection (DPI)) and radiated immunity (GTEM and IC stripline), are outlined in Section

11.2 of [25] and are also mentioned in [26]. In cases where the coupled forward power to

the IC surpasses certain thresholds specified in the EMC limits for DPI, as detailed in the

test specifications provided in Table 44 of [25], the IC is prone to malfunction and may meet

one of the predefined failure criteria. To establish a connection between the EMC limits
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for automotive ICs in test specifications and our prediction models, we make use of the

general immunity limit classes from these test specifications.

Conducting radiated immunity tests in a reverberation chamber offers a more realistic

approximation of complex real-world electromagnetic environments than conventional

methods such as GTEM cells or IC stripline setups, which are typically limited to fixed

directions and polarizations. In contrast, a reverberation chamber generates a statistically

isotropic, randomly polarized field, simulating the multipath and spatial variability often

encountered in practical EMI scenarios. Because the energy is incident on the DUT from all

directions and with all polarizations, the chamber enables the identification of worst-case

coupling conditions. Hence, we increase the E-field in the numerical model in such a way

that all the DPI limit lines from [25] fall within the estimated distribution range of the

coupled forward power at the local IC package pin, and then, we plot the analytically

estimated probability of IC failure curve calculated using Equation (12) with respect to the

numerically estimated coupled forward power, as demonstrated in Figure 13. This gives us

the visual representation of the probability of IC failure when the IC under testing belongs

to Class I, II, or III, as detailed in Table 2.

Figure 13. Predicting the probability of IC failure with respect to numerically estimated coupled

forward power at local IC pin (C1SC2) for 400 V/m E-field at 700 MHz. From the DPI limit line set

for the local pin, we can determine the probability of IC failure if the IC under test belongs to Class I,

II or III.

Table 2. The probability of IC failure if the IC under testing belongs to Class I, II, or III for the given

E-Field at 700 MHz.

Local Pin C1SC2 at 700 MHz for 400 V/m

If the IC Under Testing Belongs to the Class Then the Probability of IC Failure Is

Class Limit Lines

I 0 dBm 88.00%

II 6 dBm 59.97%

III 12 dBm 12.96%
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5.2. Correlating with Everyday Electronic Appliances

Let us assume we have a DUT connected to a PCB track with known dielectric prop-

erties and track parameters, categorized as a Class B digital device according to standard

FCC 47 CFR Part 15 [27], which includes DUTs from personal computers, calculators, and

similar electronic devices. If the DUT has a failure level of −20 dBm, it will exhibit a 99.98%

probability of failure when exposed to an 80 V/m E-field in a reverberant environment, as

shown in Figure 14.

Figure 14. Predicting the probability of IC failure with respect to numerically estimated coupled

forward power at the DUT for 80 V/m E-field at 700 MHz for B = 10,000 samples.

To achieve an acceptable probability of failure, i.e., 0.02% (2 in 10,000 samples), we

need nearly 13 times less E-field (6 V/m) around the DUT compared to the E-field required

for a 99.98% probability of failure, as illustrated in Figure 15. This type of estimation

is straightforward using our prediction models, as performing real measurements with

10,000 stirrer positions in a reverberation chamber is challenging and time-consuming.

Figure 15. Predicting the probability of IC failure with respect to numerically estimated coupled

forward power at the DUT for 6 V/m E-field at 700 MHz for B = 10,000 samples.



Electronics 2025, 14, 2187 15 of 18

6. Discussion

The method presented in this work demonstrates a practical approach to predicting

the susceptibility of PCB-mounted components to EMI in reverberant environments. By

combining a known susceptibility threshold (e.g., per IEC 62132-4) with the statistical

behavior of coupled forward power, a probability of failure for the device under test (DUT)

can be quantitatively estimated.

The experiments conducted using the custom RF IC detector validated the numerical

predictions well, highlighting the relevance of the model even with practical PCB designs.

The consistency between the measured and predicted forward power distributions provides

confidence in applying the method for early-stage EMC risk assessments without relying

solely on extensive testing. Furthermore, the flexibility of the approach suggests that it

could be extended beyond ICs to other sensitive PCB sub-circuits or discrete components,

as long as their susceptibility thresholds are known.

A key assumption made in this work is that the reverberant field can approximate

realistic EMI conditions. As discussed earlier, although real-world environments involve

both deterministic and stochastic components, studies have shown that properly stirred

reverberation chambers provide statistically representative fields comparable to many

practical EMI scenarios, particularly for immunity and susceptibility testing. Thus, the

results from such controlled environments can be reasonably extrapolated to real-world

conditions, provided the incident field statistics are well characterized [5]. The prediction

methodology presented here thus lays a strong foundation for extending the concept to

realistic EMI exposure.

7. Conclusions and Future Work

In this paper, the proposed susceptibility prediction method provides a probability of

failure value when the component failure level is within the distribution range of coupled

forward power for any PCB component attached to a PCB track. We have presented and,

through experiments, we have validated a model to predict the forward power coupled by

an exposed PCB track into an IC pin in a reverberant environment. The known coupling

statistics of reverberation chambers allow us to therefore estimate the probability of failure

of a component, subjected to a known mean field strength if we know the forward power

level at which the device is susceptible, as measured according to the IEC 62132-4 standard

or similar method. We believe this concept is also applicable to real-world applications

where single or multiple interfering sources may illuminate an equipment.

Furthermore, we established a correlation between the practical applications and our

prediction models where we estimated the acceptable E-field around the DUT to obtain

an acceptable probability of DUT failure. The proposed methodology for estimating the

probability of susceptibility of ICs (DUTs) in this paper holds significant value for the EMC

community, providing a more accurate estimation of the probability of the susceptibility

of ICs.

Incorporating PCB losses into the numerical model results in a difference of less

than 0.6 dB throughout the operating frequency range, as shown in Figure 16. However,

we believe that the losses might become significant above 3 GHz, where our updated

numerical model, which accounts for losses, could provide further insights. This could

be explored in future works. Additionally, enhancing the numerical model to estimate

stochastic EM coupling into PCB traces, considering cross-couplings, and studying closely

spaced PCB tracks and their average absorption cross-section (AACS) are potential areas

for future exploration.
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Figure 16. Shows the difference between the numerically estimated coupled average forward power

at the package pin (C1-SC0) via lossless and lossy PCB traces.
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Abbreviations

The following abbreviations are used in this manuscript:

AACS Average Absorption Cross-Section

BLT Baum±Liu±Tesche

CDF Cumulative Distribution Function

C1SC2 Channel 1 Sub-channel 2

DAC Digital-to-Analog Converter

DPI Direct Power Injection

DUT Device Under Test

EM Electromagnetic

EMC Electromagnetic Compatibility

EMI Electromagnetic Interference
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EUT Equipment Under Test

GTEM Gigahertz Transverse Electromagnetic

IC Integrated Circuits

MC Monte Carlo

PCB Printed Circuit Board

RF IC Radio Frequency Integrated Circuit

TE Transverse Electric

TM Transverse Magnetic

TRL/M Through-Reflect-Line/Match

UoY University of York

VNA Vector Network Analyzer
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