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High Risk Regional Load Attacks in Smart Grid 
Min Du, Member, IEEE, Xin Zhang, Senior Member, IEEE, Junbo Zhao, Senior Member, IEEE

Abstract—This letter develops a high-risk regional load 

attack mechanism in a smart grid with incomplete network 

information. Different from previous research, the 

proposed attack mechanism enables an attacker to launch a 

regional load attack with network information limited to an 

attack region, while minimising the deviation in corrupted 

data to enhance the stealth of this attack. The attack 

corrupts only a limited number of loads while still 

overloading multiple lines within the targeted attack region, 

thereby causing significant impacts on smart grid operation. 

Case studies conducted on two modified IEEE test systems 

validate the effectiveness of the proposed attack mechanism 

and pave the foundation for the future development of 

practical defensive strategies. 

Index Terms—Smart grid, deviation of corrupted data, 

line overloads, regional load attacks, high risk. 

I. INTRODUCTION 

OWADAYS, the smart grid is increasingly vulnerable to 
cyberattacks due to the widespread use of advanced devices 

and technologies. Cyberattacks can cause serious disruptions to 
the smart grid, such as the Ukrainian grid blackout, which 
directly affected over 220,000 customers for several hours [1]. 
Therefore, it is urgent to study the mechanisms and impacts of 
cyberattacks, as this research can provide essential insights into 
designing more practical defensive strategies. 

As a special type of cyberattack, false data injection (FDI) 
attacks, such as load redistribution (LR) attacks, can inject false 
load data to have impacts on the smart grid [2]. More 
specifically, an attacker can inject false load data to manipulate 
the readings of load meters in the power grid, resulting in load 
shedding, line overloads, or even cascading failures of the 
power grid [3]. In [4], the authors further proved that a skilled 
adversary could construct a load attack vector, resulting in the 
power grid to the state of uneconomic operation. However, a 
smart attacker would prefer to overload lines rather than cause 
uneconomic operation of a smart grid, since overloading lines 
can impose more significant potential impacts on the grid. In 
this context, Tan et al. in [5] revealed that a skilled attacker can 
inject false load data to induce multiple line overloads while 
invading the minimum number of loads. However, the stealth 
of cyberattacks also needs to be considered. This is because 
traditional false load data generally deviate significantly from 
normal data and are easily identified as outliers by state-of-the-
art detection methods. 

In practice, an intelligent attacker prefers to design high-
stealth false data to compromise the power grid, ensuring that 
the corrupted data can effectively escape detection by various 
anomaly detection methods. To achieve this goal, the authors in 

[6] ensured that the corrupted data were close to all normal data 
to enhance the stealth of false data, where the corrupted data 
was hidden among normal measurements to avoid being 
detected as outliers, but the computational efficiency was 
compromised. The authors in [7] proposed a bilevel cyberattack 
model based on pre- and post-dispatch to improve the stealth of 
false data. That is, the attack could bring the system to an 
uneconomic and insecure operation state after the dispatch 
process. Nevertheless, these works have an impractical 
assumption that an attacker could achieve complete network 
information of a smart grid. In practice, such network 
information is usually kept confidential within control centers, 
making it almost impossible for any attacker to obtain 
completely. Subsequently, the authors in [8] successfully 
designed a local LR attack with limited grid information, while 
ignoring its high-impact on overloading multiple lines in the 
power grid. The stealth of such an attack was often ignored, 
making the corrupted data easily identifiable as an outlier.  

To address the above-mentioned issues, this letter proposes a 
high-risk regional load attack mechanism, in which an attacker 
can overload multiple lines by corrupting regional load data 
using only the network information of an attack region in a 
smart grid, while corrupting fewer loads to achieve significant 
attack impacts. As an additional high-risk feature, the deviation 
of the corrupted data is minimised to hide such false data among 
normal ones, thereby enhancing the stealth of the regional load 
attack. In addition, the total number of overloaded lines can be 
dynamically adjusted to control the line overloads inflicted on 
the grid. The revealed high-risk regional load attack mechanism 
is crucial to evaluating the risks in the smart grid security 
operation, thereby motivating further research investigation 
into relevant defensive strategies. 

II. HIGH RISK REGIONAL LOAD ATTACK  

A. FDI Attacks Induced Line Overload Mechanism 

DC power flow model is well-suited for analysing line 
overloads in real-time smart grid scenarios, which can provide 
sufficient accuracy in steady-state analysis and avoid the 
infeasibility in the AC flow solution methods [9]. Based on DC 
state estimation, the relationship between state variable 𝒙 and 
measurement 𝒁  can be formulated as 𝒁 = 𝑯𝒙 + 𝒆 . Here, 𝑯 
indicates the Jacobian matrix, and 𝒆 is the error measurement. 
When ∆𝒁 = 𝑯∆𝒙 , an undetectable attack is launched. As a 
practical application of the FDI attack, load measurement can 
be corrupted by attackers in LR attacks, and the mechanism of 
LR attacks can be detailed as: 

T 0 =1 D                (1) 

 −   D D D       0< 1       (2) 
where constraint (1) enforces the load attack vector to sum to 
zero. Constraint (2) indicates the upper and lower limits of the 
load attack vector. Note here that the injected load vector ∆𝑫 
can mislead the incorrect dispatch decision of the system 
operator in a way that can induce line overloads. The injected 
load data which can induce overloads is detailed as follows.  

We define the corrupted load data as 𝑫′, i.e., 𝑫′ = 𝑫 + ∆𝑫, 
where 𝑫 indicates the normal load measurement. When normal 
load measurements are corrupted by an attacker injecting false 
load data ∆𝑫, the power flow will be impacted which can be 
described as: 
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𝑭′ = 𝐒𝐅 ∙ (𝐊𝐏 ∙ 𝑷 − 𝐊𝐃 ∙ 𝑫′)        (3) −𝑭max ≤ 𝑭′ ≤ 𝑭max           (4) 

where SF is the shift factor matrix. KP and KD represent bus-
unit, bus-load incidence matrices, respectively. 𝑭′ indicates the 
corrupted power flow, and 𝑭max denotes the power flow limit. 𝑷 is the generation of units. Considering 𝑫′ = 𝑫 + ∆𝑫, the true 
power flow can be further derived as follows: 𝑭 = 𝐒𝐅 ∙ (𝐊𝐏 ∙ 𝑷 − 𝐊𝐃 ∙ (𝑫′ − ∆𝑫))    (5) 

Then, based on constraints (3)-(5), we can derive: 𝑭 = 𝑭′ + 𝐒𝐅 ∙ 𝐊𝐃 ∙ ∆𝑫         (6) −𝑭max + 𝐒𝐅 ∙ 𝐊𝐃 ∙ ∆𝑫 ≤ 𝑭 ≤ 𝑭max + 𝐒𝐅 ∙ 𝐊𝐃 ∙ ∆𝑫  (7) 
It can be observed from constraint (7) that the designed load 

attack vector can induce line overloads with magnitudes of up 
to |𝐒𝐅 ∙ 𝐊𝐃 ∙ ∆𝑫|, which means the power flow deviation. An 
attacker can design false load data to induce line overloads 
using complete network information of a smart grid, acquiring 
such complete information is typically challenges in practice. 

B. High-risk Regional Load Attack Model 

Thus, the main challenge addressed in this letter is how to 
design an effective attack mechanism that achieves high-risk 
cyberattacks on a smart grid with only incomplete network 
information. In this context, we propose a high-risk regional 
load attack mechanism characterised by high-region 
concentration, high-stealth, and high-impact, as defined below: 
1) Concept of high-regional concentration: An attacker can 
design attacks to corrupt regional loads using only the network 
information of the attack region within a smart grid, 
eliminating the need for the complete network information of 
the entire smart grid. 
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Fig. 1. Theoretical framework of regional load attacks. 

As shown in Fig. 1, an entire grid is divided into two regions, 
namely attack region A and non-attack region N. For regional 
load attacks, the bus voltage angle variation is the same for all 
boundary buses in attack region A, ensuring that no additional 
power flow deviation out of attack region A. This requirement 
can be mathematically modeled as (8)-(12). Such a regional 
attack can reduce the required attack resources and network 
information needed by the attacker. 𝟏T∆𝑫𝐴 = 0                (8) − 𝜏1−𝜏 𝑫𝐴′ ≤ ∆𝑫𝐴 ≤ 𝜏1+𝜏 𝑫𝐴′   0 ≤ 𝜏 ≤ 1    (9) ∆𝑭𝐴 = −𝑿𝐴−1𝐊𝐋𝐴T∆𝜽𝐴          (10) 𝑩𝐴 ∙ ∆𝜽𝐴 = 𝐊𝐃𝐴 ∙ ∆𝑫𝐴         (11) ∆𝜃𝑏 = 𝛽         ∀𝑏 ∈ Ω𝐵𝐴   (12) 

where ∆𝑫𝐴  and ∆𝑭𝐴  indicate the injected false load data and 
flow data in attack region A, respectively. 𝑫𝐴′  is the corrupted 
load data in attack region A. 𝜏  is the regional load attack 
magnitude (p.u.), and 𝑏  is the bus index. 𝑿𝐴  is the line 
reactance matrix in attack region A. ∆𝜽𝐴 is the incremental bus 
voltage angle in attack region A. 𝐊𝐋𝐴 and 𝐊𝐃𝐴 are bus-load and 

bus-line incidence matrices in attack region A, respectively. 𝑩𝐴 
is the bus susceptance matrix in attack region A excluding tie 
lines. ∆𝜃𝑏  is the incremental bus voltage angle at bus b, and Ω𝐵𝐴 is the set of boundary buses in attack region A. 𝛽 is a given 
value for incremental bus voltage angle. Constraints (8)-(10) 
represent a typical LR attack, and constraints (11)-(12) ensure 
that this attack only occurs in a local region of a grid. When the 
injected false data [∆𝑫𝐴 ∆𝑭𝐴]T follows constraints (8)-(12), a 
regional load attack is successfully launched by the attacker, 
causing a high-regional concentration of corrupted load data 
that confines the power flow deviation within the attack region. 
2) Concept of high-stealth: Corrupted data is hidden among 
normal data to enhance stealth, and the spatial distribution of 
corrupted data is close to that of normal data. 

To achieve the above goal, corrupted data (i.e., 𝒁′ = 𝒁 + ∆𝒁) 
should be moved from outside regions to areas adjacent to 
normal data. Thus, the deviation of corrupted data should be 
minimised to enhance stealth. The corrupted data should satisfy 
the following constraint (13) under ideal conditions to launch a 
concealed attack that minimises the spatial distance between 
corrupted data and normal data. 𝟏T‖𝒁′ − 𝒁0‖1 → 0          (13) 
where ∆𝒁 = [∆𝑫𝐴 ∆𝑭𝐴]T . 𝒁0  represents the centroid of the 
normal data, and these normal data are generated using the 
Monte Carlo method based on the original normal data 𝒁 . 
Additionally, we define an edge distance that represents the 
largest distance between each point in the normal data and the 
centroid of the normal data, formulated as follows: max1≤𝑖≤𝐼‖𝒁′ − 𝒁0‖1         (14) 
where I is the total number of generated normal data, and t is 
the index of normal data. To improve the stealth of corrupted 
data, the spatial distance between corrupted data points must be 
less than the edge distance max1≤𝑖≤𝐼‖𝒁′ − 𝒁0‖1 . When this 
spatial distance is less than the edge distance, the corrupted data 
can be considered hidden among normal data, making it 
difficult to detect. Thus, the problem of ensuring high-stealth 
for corrupted data can be summarised as follows: min 𝟏T𝑺                  (15) 𝑺 ≥ 𝒁′ − 𝒁0            (16) 𝑺 ≥ −(𝒁′ − 𝒁0)           (17) 𝟏T𝑺 ≤ max1≤𝑖≤𝐼‖𝒁′ − 𝒁0‖1      (18) 

where (15)-(17) are employed to quantify ‖𝒁′ − 𝒁0‖1 → 0 in 
order to enhance the stealth of corrupted data (i.e., minimising 
the spatial distance of corrupted data), and constraint (18) 
ensures this spatial distance is less than or equal to the edge 
distance, so that the corrupted data is hidden among normal data. 
In addition, S is an auxiliary variable vector. 
3) Concept of high-impact: Let the power flow of targeted line 𝑙 exceed its power flow limit by  times. Meanwhile, multiple 
line overloads in attack region A cause an increased operation 
cost. 

To overload targeted line l in attack region A, its power flow 
is required to be no less than Γ𝐹𝐴,𝑙max , thus the following 

constraints (19)-(23) should be satisfied: 𝑷′ − (𝑫′ − ∆�̂�) = 𝑩𝜽        (19) 𝑭 = 𝑿−1𝐊𝐋T𝜽            (20) |𝐹𝐴,𝑙| ≥ 𝜆𝑙 ∙ Γ𝐹𝐴,𝑙max    𝑙 ∈ Ω𝐴    (21) ∑ 𝜆𝑙𝑙∈𝐴 = 𝑘       𝜆𝑙 ∈ {0,1}  (22) −𝐹𝑁,𝑙max ≤ 𝐹𝑁,𝑙 ≤ 𝐹𝑁,𝑙max  𝑙 ∈ Ω𝑁    (23) 



 

where 𝜽 and 𝑭 are the bus voltage angle and the power flow in 
an entire grid, respectively. 𝐹𝐴,𝑙  and 𝐹𝐴,𝑙maxrepresent the power 
flow and its limit of line l within attack region A, respectively. Ω𝐴 and Ω𝑁 indicate the set of lines in attack region A and non-
attack region N, respectively. 𝐹𝑁,𝑙  and 𝐹𝑁,𝑙max  represent the 
power flow and its limit of line l within non-attack region N, 
respectively. 𝑷′  is the generation of units under the normal 
scenario. ∆�̂� is the injected false load data, with only region A 
being attacked, i.e., ∆�̂� = [∆𝑫𝐴 𝟎𝑁]T . 𝑫′  is the load data 
vector, with only the load data in region A being corrupted. 
Constraint (19) represents the power balance in attack region A. 
Constraint (20) calculates the power flow. Constraint (21) 
requires the power flow of targeted line l (i.e., targeted line l 
located in attack region A) to exceed its power flow limit by Γ 
times, which can be linearised by the method in ref. [5]. 
Constraint (22) indicates that the attacker selects k lines from 
attack region A to overload by launching regional load attacks. 
Constraint (23) secures the power flow in non-attack region N. 
Notably, 𝜆𝑙 represents a binary variable that is equal to 1 if line 
l is attacked, and 0 otherwise. 

To sum up, a high-risk regional load attack can be designed 
based on a single level model, and this model is summarized by 
the objective function in (15) with constraints (8)-(12) and 
(16)-(23). This single-level model can be solved directly using 
a commercial solver. 

III. CASE STUDIES  

In this section, case studies are conducted on modified 
IEEE 24- and 118-bus test systems. We set the line overload 
threshold Γ to 1.20 p.u. Our proposed model is solved using 
GUROBI 10.03 in MATLAB 2019b on a PC with an Intel i7-
8700 (3.2 GHz) and 16 GB RAM. 

A. IEEE 24-bus Test System 

We first use the modified IEEE 24-bus test system to validate 
the superiority of our proposed approach. This system consists 
of 10 thermal units, 38 lines, and 17 load buses, which is 
divided into attack region A and non-attack region N. If the 
attack region A contains p non-boundary buses and α boundary 
buses, and at most p−1 bus injection measurements are not 
attackable, then a feasible non-zero attacking vector exists. 
Based on this principle, we select the set of buses [1, 2, 3, 4, 5, 
6, 7, 8, 9, 10] as attack region A, which includes 10 buses and 
12 lines, and the remaining part is the non-attack region N. 
Specifically, boundary buses are 3, 9, and 10 in attack region A, 
which are set to have the same bus voltage angle variation. 

1) From the high-impact perspective: Table I compares our 
proposed approach with methods developed in [2, 5, 6, 8]. We 
can observe that an attacker can launch the regional load attack 
using our proposed approach to increase the operation costs. 
Here, the attacker can optimally select multiple targeted lines to 
overload, and the number of overloaded lines can be flexibly 
adjusted to achieve controllable impacts on a smart grid. For 
example, when the total number of targeted overload lines is 
k=3, the regional load attack designed based on our method 
increases the operation cost to $84,179.92 while overloading 
lines 3, 10, and 11. Compared to the designed attacks in [5, 6, 
8], their operation costs are always lower than those achieved 
by our proposed approach. Although the operation cost in [2] 
reaches the highest value of $97,984.92, only one line is 
overloaded with an overloading ratio 1.21 p.u., showing less 
attack impacts on the number of overloaded lines. When k=4, 
the power flow of the targeted line 12 exceeds its power flow 
limit by an overloading ratio of 1.37, causing a significant 

increase in the operation cost. In [5], although the targeted line 
11 is overloaded by 1.49 times its power flow limit, this 
approach ignores the stealth of corrupted data, which can be 
easily identified as an outlier (as analysed in a later section). 
Also, comparable approaches in [6, 8] cannot cause serious 
line overloads with less increase in power flows. The 
comparison analysis verifies that our designed regional load 
attack can impose higher impact on the smart grid compared 
to other methods.  

TABLE I.   
SIMULATION RESULTS BASED ON VARIOUS LOAD ATTACK METHODS  

Cases Targeted lines Overloading ratio (p.u.) Operation cost ($) 

Our 
proposed 
approach 

k=2 
Line 10 1.20 

80058.94 
Line 11 1.20 

k=3 
Line   3 1.20 

84179.92 Line 10 1.20 
Line 11 1.20 

k=4 

Line 10 1.20 

90437.10 
Line 11 1.20 
Line 12 1.37 
Line 13 1.20 

Ref.[2] Line 17 1.21 97984.92 

Ref.[5] 
Line 10 1.29 

81146.84 
Line 11 1.49 

Ref.[6] Line 28 1.03 77695.18 
Ref.[8] Line 10 1.04 76342.63 

† The shaded area represents the largest per-unit flow of line l. The overload rate is defined as the ratio 
between the power flow of the targeted line and its capacity. 

2) From the high-stealth perspective: To compare the stealth 
of various load attack methods, Table II shows the total number 
of corrupted loads, the spatial distance of corrupted data, and 
the spatial distance ratio of corrupted data as three stealth 
indicators. Based on our designed regional load attacks, when 
k=2 to overload two lines, the total number of corrupted loads 
is only required to be five to successfully launch this attack, 
while it increases to 10 corrupted loads if k=4. However, the 
required total number of corrupted loads is much less than other 
methods in [2, 6, 8]. For example, the designed regional load 
attack in [2] requires 15 out of 17 loads to be manipulated in the 
smart grid. This verifies that our approach can significantly 
reduce the complexity and resources needed for executing the 
load attacks, while still achieving substantial disruptions with a 
small number of corrupted loads. Also, we can observe that, 
except for [6], the spatial distances of corrupted data designed 
in [2, 5, 8] are all greater than the edge distance calculated as 
1,223.43. However, the spatial distance of our corrupted data is 
significantly less than the edge distance, thereby the 
corresponding spatial distance ratio is always less than 1.0 p.u. 
This indicates that the corrupted data is hidden among the 
normal data within the edge distance, enabling it to escape 
detection. In [6], although the spatial distance of corrupted data 
is less than the edge distance, such corrupted data is designed 
by invading all loads of the grid, compromising the stealth of 
the attack with larger number of corrupted loads. Moreover, this 
designed attack in [6] cannot cause serious overloads (as 
clarified earlier). To sum up, compared to these load attack 
methods in [2, 5, 6, 8], our proposed approach require fewer 
load data manipulation to enhance the stealth of corrupted data, 
which can hide among normal data to be undetectable, and still 
maintains its high-impact overloads. 

TABLE II.   
STEALTH COMPARISON OF VARIOUS LOAD ATTACK METHODS BASED ON 

DIFFERENT STEALTH INDICATORS 

Cases Total 
corrupted loads 

Spatial  
distance 

Spatial 
distance ratio 

Our 
proposed 

k=2 5 167.05 0.137 

k=3 8 461.59 0.377 



 

approach k=4 10 814.11 0.665 

Ref.[2] 15 3363.75 2.749 

Ref.[5] 7 1476.24 1.207 

Ref.[6] 17 392.16 0.321 

Ref.[8] 10 1379.74 1.128 
† The spatial distance ratio is the ratio of the spatial distance and the edge distance (i.e., 1223.43). 

3) From the high-regional concentration perspective: To 
verify the effectiveness of our proposed approach in the 
targeted attack region, Fig. 2 shows the load deviation ratio 
obtained using our proposed approach, in comparison with the 
methods presented in [2, 5, 6, 8]. The load deviation ratio is 
defined as the ratio between the injected load data and normal 
load data at each bus. It is clear that the total load deviation ratio 
achieved by our proposed approach is the lowest at 2.39% when 
k=2. This means that our designed attack is more insidious and 
difficult to detect. Meanwhile, only five loads are corrupted, 
located at buses 2, 6, 7, 8, and 10 within the attack region. By 
focusing on a specific attack region with high-regional 
concentration of load manipulation, the attacker can effectively 
launch the attack with incomplete network information, by only 
knowing the regional network information within the attack 
region. For local LR attacks  in [8], this attack designed in [8] 
only increases the total load deviation ratio (i.e., 21.55%) and 
the total number of corrupted loads (i.e., 10 loads) without 
significantly affecting the power flow and the operation cost, as 
discussed earlier. This indicates that our approach strategically 
focuses on a regional attack with limited network information 
while still inducing multiple line overloads and maintaining 
high-stealth performance. 
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Fig. 2. Load deviation ratio obtained by various load attack approaches.  

B. Larger-scale Test System 

In this section, additional case studies are conducted on the 
modified 118-bus test system to further validate the feasibility 
of high-risk regional load attacks. Fig. 3 shows the topological 
diagram of the attack region. Note here that the number of 
targeted lines is set to k=4.  

TABLE III.   
COMPARATIVE RESULTS ON THE MODIFIED IEEE 118-BUS TEST SYSTEM 

Cases Targeted  
lines 

Overloading 
ratio (p.u.) 

Operation  
cost ($) 

Total corrupted 
loads  

Spatial  
distance 

Our 
proposed 
approach 

(k=4) 

Line   78 1.20 

108445.03 13 482.76 
Line 103 1.20 
Line 121 1.33 
Line 125 1.20 

Ref.[2] 
Line 129 1.32 

104575.84 52 6099.49 
Line 167 1.20 

Ref.[6] Line 104 1.20 95748.32 91 779.08 
† The edge distance is 1491.04 in the modified IEEE 118-bus test system. 

Compared with results in Table III, the designed attack in [2] 
can overload lines 129 and 167 by manipulating 52 loads, but 
the corrupted data deviates from normal data by almost four 
times of edge distance, thereby compromising the stealth of 
this attack. Although the corrupted data in [6] is close to the 
centroid of normal data within the edge distance, this designed 
attack can only overload line 104 by corrupting all 91 loads in 
the power grid. In addition, the operation cost resulting from 

this attack is only $95,748.32, which is lower than that of our 
proposed approach, showing a reduced attack impact. More 
specifically, our designed attack manipulates 13 loads to 
simultaneously overload lines 78, 103, 121, and 125, resulting 
in a significantly higher operation cost of $108,445.03 and a 
greater attack impact. Meanwhile, the spatial distance of 
corrupted data is only 482.76 which is significantly less than 
the edge distance of 1,491.04. This means that such corrupted 
data is sufficiently close to the centroid of normal data 
compared with those of [2, 6], making it harder to detect. To 
sum up, this comparative analysis effectively verifies the 
superiority of our proposed attack mechanism. In addition, Fig. 
3 shows the locations of the corrupted loads and targeted lines, 
providing guidance for the defender to determine protection 
strategies that enhance system resilience. 

IV. CONCLUSION 

This letter develops high-risk regional load attacks using 
only incomplete network information limited to the attack 
region within a smart grid. Extensive case studies validate that 
such attacks are capable of overloading multiple lines within 
this attack region by only corrupting a limited number of loads 
in a stealth manner. In future work, we will further explore the 
design of practical detection and mitigation methods against 
such high-risk regional load attacks. 
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Fig. 3. Topological diagram of the attack region in the 118-bus test system. 


