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Abstract

The integration of Industrial Internet of Things (IIoT) sensors and
devices into traditional manufacturing environments offers signifi-
cant benefits in terms of efficiency, adaptability, and data-driven
decision-making. However, the transition from traditional manu-
facturing systems to smart manufacturing systems, often achieved
through retrofitting legacy systems, introduces new security risks
that must be carefully addressed to ensure operational resilience.
This paper explores the vulnerabilities and threats associated with
retrofitting legacy systems with modern Industrial IoT technologies.
By examining recent case studies and industry incidents, critical se-
curity gaps that emerge from the coexistence of legacy systems and
contemporary IoT solutions are identified. These gaps include unau-
thorized access, data breaches, system manipulation. The research
emphasizes the necessity of adopting a proactive cybersecurity ap-
proach that is well-suited to the specific vulnerabilities and risks as-
sociated with retrofitting traditional manufacturing systems. These
measures include updated security protocols, enhanced device man-
agement practices, secure software updates, and ongoing system
monitoring. By implementing these strategies, manufacturers can
mitigate risks, protect their intellectual property, and maintain op-
erational continuity. Outcome of the paper provide manufacturers
with strategic insights and practical recommendations to safeguard
the integrity and reliability of their smart manufacturing environ-
ments against evolving cyber threats. By addressing these security
challenges proactively, organizations can realize the full potential
of IIoT technologies while minimizing risks to their operations.
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1 Introduction

Manufacturing serves as a key pillar of the economy, with over
230,000 companies employing more than 27 million individuals.
These industries collectively contribute around €1.3 trillion in added
value across Europe [20]. Prior to the rise of digital manufacturing,
traditional manufacturing systems were predominantly driven by
manual labour and mechanical operations. These systems depended
significantly on human involvement for both production tasks and
decision-making processes. Factories followed a linear workflow,
with machines operating independently, while data collection was
carried out manually or with minimal automation. Digital manufac-
turing is a modern approach that integrates advanced technologies
such as the Industrial Internet of Things (IIoT), cloud computing,
artificial intelligence, machine learning, and robotics. Its primary
goal is to boost productivity and reduce costs by automating pro-
cesses and enhancing data-driven decision-making throughout the
production cycle [6, 15, 21]. Digital manufacturing is a key com-
ponent of Industry 4.0, which enables the establishment of smart
factories characterized by the seamless collaboration of machines,
systems, and humans. The Internet of Things (IoT) plays a crucial
role in enhancing the value of digital manufacturing. The primary
function of IoT devices is to provide accurate, real-time information
from various machines, equipment, and processes. This capability
facilitates new analytical opportunities and enables rapid dissem-
ination of results, thereby supporting decision-making processes
effectively [8]. In contrast to large corporations that have made sig-
nificant progress in adopting smart manufacturing practices, small
and medium-sized enterprises (SMEs) face challenges in embracing
these advancements [16]. Many SMEs struggle with limited budgets,
expertise, and access to necessary tools to effectively implement
such technologies [23].

A common challenge faced by many manufacturing companies
is their reliance on legacy machines and equipment that are not
equipped for digital manufacturing. As these companies seek to
enhance digital connectivity within their production lines, they
must decide whether to substitute their outdated machinery with
new models or retrofit their existing assets to meet modern require-
ments [3, 17]. While modernizing machinery can offer immediate
digital advantages, the financial burden and potential conflict with
sustainable production are significant considerations [11, 14]. By
utilizing low-cost industrial IoT sensors and devices, manufactur-
ers, particularly small and medium-sized enterprises (SMEs), can
transform their legacy machinery into monitored and manageable
assets. This integration allows for enhanced visibility and control
over operations, improving overall efficiency and decision-making.
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Cybersecurity focuses on protecting the availability, privacy, confi-
dentiality, and integrity of digital information, whether it is stored
or transmitted in various formats. With the rise of sophisticated
cyberattacks, individuals, businesses, and governments must prior-
itize protection measures such as firewalls and intrusion detection
systems (IDS) [4]. However, as technology advances and becomes
more interconnected, the risk of security vulnerabilities also in-
creases [9].

In digital manufacturing, cybersecurity ensures that product
information, manufacturing processes, and resource data are pro-
tected from unauthorized access or tampering. This safeguards the
integrity and confidentiality of operations, building trust and collab-
oration among stakeholders [22]. The Industrial Internet of Things
presents distinct security challenges, particularly in safeguarding
critical industry control systems [1, 5], due to its differences from
the Internet of Things. While IIoT enhances traditional industrial
systems with improved connectivity, scalability, and real-time in-
telligence, it simultaneously introduces new vulnerabilities. For
instance, traditional Operational Technology (OT) systems were
initially designed to be isolated from enterprise IT networks and
were not built with cybersecurity in mind. The growing intercon-
nectivity among networks and devices significantly increases the
number of entry points into OT systems, heightening their suscep-
tibility to cyber threats. This evolving landscape necessitates the
implementation of new security designs and practices to effectively
mitigate these risks [24]. In this research paper, we examine the se-
curity vulnerabilities, threats, and corresponding countermeasures
related to retrofitted legacy machines integrated with Industrial
IoT and devices that inherently possess Industrial IoT technology.

2 Traditional Security Outlook

Research done by Kolla et al. in [12] focuses on retrofitting legacy
machines in SMEs to enable data gathering capacity, thereby facili-
tating their transition to Industry 4.0 (I 4.0). A highlevel overview of
this can be seen in Figure 1. Through a structured literature survey,
the study identified retrofitting technology as a crucial initial step.
This involves analysing various variables for measurement, such as
sensor types, manufacturers, communication interfaces, and mount-
ing points, while leveraging existing electronics to minimize costs.
A general architecture for integrating legacy machines with report-
ing and analytical systems, categorized into physical and cyber
layers, was developed. The process involves retrofitting intelligent
sensors, actuators, and IoT devices onto existing machinery to es-
tablish connectivity with digital networks. Incorporating IoT nodes
such as microcontrollers or PLCs facilitates the extraction of data
from sensors and enables internet connectivity, thereby setting the
groundwork for subsequent stages of the project.

The implementation of an IIoT gateway serves as an intermediary
layer to guarantee secure communication between the physical and
cyber elements. Utilizing standardized communication protocols fa-
cilitates efficient and precise data transmission to IIoT middleware,
thereby improving interoperability and maintaining data integrity.
The gathered data is stored within databases and then forwarded
for analysis through either web-based applications or local edge
computing devices. This crucial step enables SMEs to engage in
real-time monitoring, analysis, and decision-making processes, all

Figure 1: General architecture of IIoT in the context of

retrofitting [12].

Figure 2: The traditional defense-in-depth strategy is based

on the structure of the automation pyramid, where distinct

zones are created, each with specific access control points at

their intersections [19], including considerations for possible

attack vectors (in red) [18].

of which are essential for a successful transition into the Industry
4.0 [12]. Security in retrofitted automation systems is often imple-
mented through multiple layers to address vulnerabilities inherent
in older technologies [10]. This strategy, originally proposed in the
early 2000s, has since evolved into the best standard for modern
security architectures [19].

The traditional approach to securing industrial control systems
(ICS) has recognized the inherent limitations of OT systems, such
as their lack of built-in security and limited computing resources.
To address security risks, a layered security architecture is utilized,
which divides the system into zones with different security lev-
els, ensuring rigorous access controls at the boundaries to prevent
unauthorized access. The upper layers of the ICS architecture in
Figure 2, referred to as IT systems, implement standard IT security
practices to manage tasks like data storage and analysis. The lower
layers, referred to as the OT domain, are dedicated to field-level de-
vices and their related technologies. The Purdue model has recently
evolved to enhance the layered security approach by introducing
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Figure 3: Purdue model of OT and IT system by Dragos TM.

a Demilitarized Zone (DMZ) at the top, which serves to protect
systems that require external accessibility while maintaining a sep-
aration from the core network. The Purdue model has also served
as the foundation for the IEC 62443 standard, which is a compre-
hensive set of international standards designed to secure industrial
automation systems [13]. As shown in Figure 3, the Purdue Model
for ICS (Industrial Control Systems) security architecture consists
of six layers [18, 19].

• Level 0: Process Level: This is the lowest level, directly
interacting with physical processes (e.g., sensors, actuators).

• Level 1: Basic Process Control: This level includes de-
vices like programmable logic controllers (PLCs) that control
individual processes.

• Level 2: Supervisory Control: This level oversees multi-
ple processes and provides a centralized view of operations.

• Level 3: Plant/Unit Management: This level manages
entire plants or units, including production planning and
scheduling.

• Level 4: Enterprise Management: This level integrates
plant-level data with corporate-wide information systems
for business decision-making.

This model covers a wide range of cybersecurity aspects, in-
cluding asset ownership, system integration, component supply,
communication networks, management systems, and the overall
security lifecycle. By adhering to IEC 62443, organizations can sig-
nificantly enhance their security posture, reduce risks, comply with
regulations, and improve their resilience against cyber threats in
industrial environments.

3 Security Challenges of IIoT Sensors and
Devices

With the advent of Industry 4.0, the Internet of Things has evolved
beyond consumer devices to encompass Industrial IoT, which con-
nects advanced embedded hardware in industrial environments.
This shift, leading to the concept of smart factories, optimizes com-
plex production processes, enhancing productivity while reducing

costs. Unlike IoT, IIoT focuses on more secure, large-scale data pro-
cessing and industrial applications. Despite its advanced nature,
IIoT shares common security challenges with IoT but IIoT security
challenges are generally not as relevant or critical in IoT [24]. In
digital manufacturing, devices integrated with IIoT technology are
now sold as ready-to-use systems, while companies with legacy
machines aim to make cost-effective use of digital retrofitting. This
process involves equipping older, non-connected devices with IoT
sensors and IIoT capabilities to match the functionality of modern
IIoT-enabled machines. Data-driven decision-making has acceler-
ated production processes through this approach. However, retro-
fitted systems face security challenges due to the lack of embedded
security features in older machines. Designed without modern secu-
rity concerns, these legacy devices lack built-in security protocols
and network segmentation, making them more vulnerable to cy-
ber threats. Adapting them to incorporate secure communication
protocols, access control, and network isolation is a major chal-
lenge. Conversely, systems built with integrated IIoT technology
have inherent security features like encrypted communication and
authentication measures. Despite this, scaling security for vast net-
works of connected devices, ensuring data integrity, and addressing
new threats like advanced persistent attacks remain challenging.
Both approaches demand robust defense strategies, but retrofitted
systems often face more foundational challenges, while integrated
IIoT systems require maintaining advanced protections against
evolving cyber threats. The security challenges with built-in IIoT-
enabled devices and digital retrofitting with IIoT devices are as
follows:

3.1 Default/Inadequate Security Configurations

• Built-in IIoT Devices: Default credentials, poor access
control mechanisms, and outdated protocols make these
devices vulnerable.

• Digital Retrofitting: Incompatible security standards
and failure to apply strong security measures during inte-
gration can lead to similar vulnerabilities.

3.2 Vulnerabilities Due to Lack of Updates

• Built-in IIoT Devices: Firmware vulnerabilities that are
not patched or updated can expose devices to attacks.

• Digital Retrofitting: Legacy systems often lack the abil-
ity to receive updates or don’t adhere to modern security
practices, creating security gaps.

3.3 Increased Attack Surface

• Built-in IIoT Devices: Insufficient encryption and in-
secure communication protocols make these devices easier
targets for attackers.

• Digital Retrofitting: Adding new devices to legacy sys-
tems increases the attack surface, providing more entry
points for cyber threats.

3.4 Data Security and Privacy

• Built-in IIoT Devices: Lack of encryption for data in
transit and at rest can lead to data interception.
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• Digital Retrofitting: Retrofitting systems without prop-
erly managing data flows increases the risk of data leakage.

3.5 Inadequate Monitoring

• Built-in IIoT Devices: Poor user access controls may
result in unnoticed changes to device settings or security
breaches.

• Digital Retrofitting: Legacy systems often lack robust
monitoring, making it hard to detect anomalies or breaches.

3.6 Insufficient Pyhsical Access

• Built-in IIoT Devices & Digital Retrofitting: Lack
of proper protective measures to physically secure IIoT de-
vices and infrastructure from unauthorized access, tamper-
ing, theft, or damage. IIoT devices are often deployed in
remote or industrial locations where physical security can
be overlooked. When devices are left exposed, attackers can
gain direct access to hardware, bypass software security
controls, alter configurations, or install malicious software,
posing significant risks to the overall system.

4 Protective Approaches to IIoT Device Security

Security challenges for IoT sensors and devices result in the follow-
ing common attack scenarios [18]:

• breach of the legitimate access (Secs. 3.1,3.5) and confiden-
tiality of data (Sec. 3.4)

• man-in-the-middle attacks (Scs. 3.2 and 3.3)
• network segmentation violation attacks (Secs. 3.1 and 3.3)
• insertion of rogue nodes or modification of node functional-
ity (Secs. 3.1 and 3.5)

These attack scenarios are depicted in Figure 2. The following
sections will discuss countermeasures with examples [18].

4.1 Breach of the Legitimate Access and
Confidentiality of Data

The integration of Industrial Internet of Things systems in manu-
facturing and industrial sectors has greatly enhanced operational
efficiency but also revealed key vulnerabilities, particularly regard-
ing breaches of legitimate access and data confidentiality. Attackers
often exploit weak security mechanisms, gaining unauthorized ac-
cess to control systems and confidential information, potentially
compromising operational integrity. One of the key vulnerabilities
is the absence of robust authentication mechanisms, which can
allow unauthorized users to manipulate system parameters or steal
critical data.

Encryption plays a crucial role in addressing these vulnerabilities
by protecting data confidentiality. Through encrypting data both
in transit and at rest, organizations can ensure that even if data
is intercepted, it remains unreadable without the proper decryp-
tion keys. For example, encrypted communications between IIoT
devices and servers can protect sensitive production data, making
it significantly harder for attackers to exploit any intercepted in-
formation. In 2017, the Triton malware attack targeted industrial
safety systems, allowing hackers to compromise safety protocols
and highlighting the need for stronger security measures [7]. One

effective defense is the Multi-Factor Authentication (MFA), which
requires additional verification beyond passwords to access critical
systems, significantly reducing the risk of unauthorized access.

4.2 Man-in-the-Middle Attacks

Man-in-the-Middle (MitM) attacks present considerable security
risks to Industrial Internet of Things systems by intercepting and
manipulating data exchanged between devices and control sys-
tems [2]. This attack enables adversaries to eavesdrop on sensitive
communications, inject malicious content, or alter data, causing
disruptions that could severely impact industrial operations. For
example, in a manufacturing plant, a MitM attack could intercept
commands between robotic arms and control systems, leading to
malfunctions or even physical damage. To defend against cyber
threats, encryption protocols like Transport Layer Security (TLS)
are critical in safeguarding IIoT communications by encrypting data
exchanges, making intercepted information unreadable without
the proper decryption keys. Intrusion Detection Systems comple-
ment encryption by monitoring network traffic for unusual activity
that may indicate a man-in-the-middle attack, enabling quick in-
tervention. By implementing both encryption and IDS, industries
can significantly enhance the security of IIoT systems, protecting
critical operations from unauthorized access or tampering.

4.3 Network Segmentation Violation Attacks

Network segmentation violations can seriously threaten the secu-
rity of IIoT systems by enabling unauthorized access to sensitive
data and critical assets. Segmentation helps isolate different parts of
the network, limiting the potential damage from a breach. However,
if attackers bypass segmentation, they can move laterally through
the system, potentially accessing the OT network from the IT net-
work, which could disrupt industrial processes. To mitigate this
risk, strong firewall policies can enforce communication controls,
restricting traffic between IT and OT networks. Virtual Local Area
Networks (VLANs) add another layer of protection by isolating
different sections of the network into separate domains. Further-
more, Access Control Lists (ACLs) can regulate inter-VLAN traffic,
preventing attackers from easily moving across the network. Con-
tinuous monitoring with intrusion detection systems is essential
for detecting abnormal behaviors that may signal network segmen-
tation violations. These systems can identify unauthorized access
attempts and unusual traffic patterns, enabling security teams to
react swiftly, especially in industrial environments where communi-
cation between IT systems and OT devices may indicate a potential
breach. To prevent such violations in IIoT settings, organizations
should implement robust firewall rules, utilize VLAN-based seg-
mentation, and maintain ongoing monitoring to protect sensitive
operations and ensure network integrity.

4.4 Insertion of Rogue Nodes or Modification of
Node Functionality

The use of digital certificates and Public Key Infrastructure (PKI)
is essential for authenticating devices within IIoT systems, as it
prevents unauthorized devices from entering the network and com-
promising security. Rogue nodes, which are unauthorized devices
that can disrupt operations or steal data, pose significant threats,
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especially when they alter the functionality of legitimate nodes.
Countermeasures such as strong device authentication through PKI
and continuous monitoring with intrusion detection systems are
crucial to detecting andmitigating these risks. By ensuring that only
verified devices can communicate and continuously monitoring net-
work activity, organizations can significantly enhance the security
of their IIoT networks and protect their industrial operations.

5 Conclusion

The transition from traditional manufacturing systems to digital
manufacturing environments presents both significant opportuni-
ties and formidable security challenges. Industries are stepping into
the smart manufacturing process by integrating various IIoT sen-
sors and devices into outdated machinery, thereby enabling these
machines to utilize IIoT technology while adopting a cost-focused
approach. Although machines that inherently incorporate IIoT tech-
nology and those retrofitted to gain certain IIoT capabilities possess
specific security vulnerabilities and countermeasures, it should not
be overlooked that devices designed with integrated IIoT technol-
ogy by manufacturers contain advanced security systems. However,
IIoT sensors and devices used in outdated machinery, where digital
modernization has been applied, are easily accessible in the market
and consist of components that lack basic security measures and
users can customize.

This research highlights critical security challenges and vulnera-
bilities in both retrofitted and advanced systems, recommending
countermeasures such as robust encryption, continuous network
monitoring, and improved network segmentation. It also reviews
the IEC 62443 standardś "defense-in-depth" strategy and empha-
sizes the need for developing standardized security frameworks
tailored to IIoT-enabled digital manufacturing systems that account
for the unique characteristics of OT networks rather than relying
solely on IT frameworks. Research into advanced threat detection
mechanisms, machine learning-based anomaly detection, and re-
silient design strategies for retrofitted systems will be crucial in
beforehand addressing emerging security threats. By proactively
engaging with these challenges, the manufacturing sector can lever-
age the benefits of digital technologies while securing itself against
the inherent risks of digital transformation.
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