. eprints@whiterose.ac.uk
Whlte Rose https://eprints.whiterose.ac.uk

N
(@) Rresearch onii
N’ esearc niine Universities of Leeds, Sheffield and York

Deposited via The University of York.

White Rose Research Online URL for this paper:
https://eprints.whiterose.ac.uk/id/eprint/225430/

Version: Published Version

Article:

Papanastasiou, Panagiotis, Ottaviani, Carlo, Pirandola, Stefano et al. (2026) Continuous-
Variable Quantum Key Distribution with Composable Security and Tight Error Correction
Bound for Constrained Devices. Physical Review A. 022611. ISSN: 1094-1622

https://doi.org/10.1103/2s9n-s2br

Reuse

This article is distributed under the terms of the Creative Commons Attribution (CC BY) licence. This licence
allows you to distribute, remix, tweak, and build upon the work, even commercially, as long as you credit the
authors for the original work. More information and the full terms of the licence here:
https://creativecommons.org/licenses/

Takedown

If you consider content in White Rose Research Online to be in breach of UK law, please notify us by
emailing eprints@whiterose.ac.uk including the URL of the record and the reason for the withdrawal request.

ﬁ 32, | University of P UNIVERSITY

UNIVERSITY OF LEEDS %~ Sheffield NS W



mailto:eprints@whiterose.ac.uk
https://doi.org/10.1103/2s9n-s2br
https://eprints.whiterose.ac.uk/id/eprint/225430/
https://eprints.whiterose.ac.uk/

PHYSICAL REVIEW A 114, 022611 (2026)

Continuous-variable quantum key distribution with composable security and tight

error-correction bound towards constrained-device implementations

Panagiotis Papanastasiou ,1-3 Carlo Ottaviani ®,%3 Stefano Pirandola®,? Poonam Yadav,? and Marco Lucamarini

1School of Physics, Engineering & Technology, University of York, York YO10 5FT, United Kingdom
2Department of Computer Science, University of York, York YO10 5GH, United Kingdom
3York Centre for Quantum Technologies, University of York, York YO10 5FT, United Kingdom

® (Received 8 April 2025; accepted 13 July 2026; published 11 August 2026)

Constrained devices, such as smart sensors, wearable devices, and Internet of Things nodes, are increasingly
prevalent in society and rely on secure communications to function properly. These devices often operate
autonomously, exchanging sensitive data or commands over short distances, such as within a room, house, or
warehouse. In this context, continuous-variable quantum key distribution (CV-QKD) offers the highest secure
key rate and the greatest versatility for integration into existing infrastructure. A key challenge in this setting,
where devices have limited storage and processing capacity, is obtaining a realistic and tight estimate of the
CV-QKD secure key rate within a composable security framework, with error correction (EC) consuming most of
the storage and computational power. To address this, we focus on low-density parity-check codes with nonbinary
alphabets, which optimize mutual information and are particularly suited for short-distance communications. We
develop a security framework to derive finite-size secret keys near the optimal EC leakage limit and model the
related memory requirements for the encoding process in one-way error correction. This analysis facilitates the
practical deployment of CV-QKD, particularly in constrained devices with limited storage and computational

1,3

resources.

DOI: 10.1103/2s9n-s2br

I. INTRODUCTION

Quantum key distribution (QKD) [1] allows two parties
to establish a common secret key, which can later be used
in symmetric cryptographic primitives. Its security relies on
the fundamental principles of quantum physics rather than
computational complexity conjectures [2-5] and constitutes,
along with postquantum cryptography (PQC) [6], the leading
candidate for countering quantum threats, such as an eaves-
dropper equipped with a quantum computer.

Initially, QKD was developed for discrete-variable (DV)
systems, which use discrete degrees of freedom, such as
the polarization of the electromagnetic field. Later, protocols
based on continuous degrees of freedom, such as the quadra-
tures of the electromagnetic field, i.e., continuous-variable
(CV) systems [7], emerged, offering high performance in the
asymptotic regime and over short distances, as well as com-
patibility with existing technological infrastructure. Recent
studies have advanced both the security [8,9] and the exper-
imental performance [10,11] of CV-QKD, bringing it close to
the repeaterless PLOB bound [12] and making it comparable
to DV-QKD.

The most common and earliest CV-QKD protocols employ
Gaussian modulation of coherent states (GMCS), utilizing

Published by the American Physical Society under the terms of the
Creative Commons Attribution 4.0 International license. Further
distribution of this work must maintain attribution to the author(s)
and the published article’s title, journal citation, and DOL

2469-9926/2026/114(2)/022611(14)

022611-1

homodyne detection [13] or heterodyne detection [14] in di-
rect or reverse reconciliation (RR) [15]. CV-QKD has also
been extended to protocols using different frequencies (ther-
mal states), two-way communication [16-20], and network
settings [21-32]. Schemes employing postselection [33-35]
and discrete modulation [36—41] have also been considered.

Recent demonstrations of continuous-variable quantum
key distribution (CV-QKD) [42—46] have used integrated
photonic systems [47], paving the way for deploying QKD
protocols on constrained devices such as drones, vehicles,
Internet of Things (IoT) devices, and wearables. As these
devices become ubiquitous in industrial, healthcare, and
consumer networks, it is nearly impossible at design time
to predict which endpoints will eventually handle mission-
critical or privacy-sensitive data [48]. Moreover, untrusted
edge nodes often represent the weakest link in a defense-in-
depth architecture, potentially creating backdoors into deeper
network layers [49].

PQC remains the most mature “plug-and-play” solu-
tion for providing quantum-resistant security and is al-
ready under benchmarking for constrained-device scenar-
ios [50]. It requires a smooth integration of standard-
ized algorithms into existing stacks [51]. However, it
still relies on unproven hardness assumptions and can-
not match the information-theoretic security (ITS) of
QKD [4,52].

Recognizing this trade-off, one can view cryptographic
security solutions as spanning a spectrum from classical
cryptography through PQC to QKD, with each step re-
quiring greater implementation effort but delivering stronger

Published by the American Physical Society
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secrecy. Rather than relying on any single approach, emerging
best practices advocate hybrid PQC and QKD schemes that
combine the strengths of both methods [53-55]. Therefore,
beyond the challenges imposed by their small form factor, it
is essential to identify the data postprocessing limitations of
such devices to predict the implementation performance of
CV-QKD protocols given a specific level of security.

In this study, we focus on the GMCS protocol, which
is particularly effective in short- to moderate-loss regimes,
and quantify the postprocessing requirements, especially error
correction (EC), which can significantly impact the protocol’s
performance [56-63]. Inspired by the analysis of Ref. [9],
which imposes strict bounds on the secret-key length, we
quantify the protocol’s performance under composable secu-
rity with finite-size effects.

Furthermore, we adapt the tight one-way EC bound from
Ref. [64] to nonbinary low-density parity-check (LDPC)
codes [65-67] to compute secret key rates with near-optimal
performance. This allows us to estimate the storage require-
ments of the encoder during EC. Although this represents
only half of the complete EC procedure, it provides valu-
able insight in scenarios where there is a strong asymmetry
in computational resources between the CV-QKD transmitter
and receiver. Specifically, the transmitter, which performs the
encoding, can be lightweight and agile, while the receiver,
responsible for decoding, may be bulkier and better suited for
computationally intensive tasks.

This scenario arises, for example, in networks of small
sensors transmitting to a central processing unit, as seen in
smart home sensors, wearable devices, [oT systems [68-73],
drones [74], or free-space implementations [75,76]. These
devices play a crucial role in modern society, supporting
the technological infrastructure by enabling automation, real-
time monitoring, and critical decision making. As they
become increasingly integrated into daily life, cyber threats
targeting them pose significant risks to public safety. We sug-
gest feasible cases where CV-QKD can be used to safeguard
against these threats.

In Sec. IT A, we introduce the composable secret-key length
bound. In Sec. II B, we derive the information leakage in one-
way EC for nonbinary LDPC codes. In Sec. II C, we present
the final formula for the secret-key rate, and in Sec. III, we
introduce one-way EC with nonbinary LDPC codes. Finally,
we link these results to an estimate of the storage required
for the encoding of the EC procedure to achieve near-optimal
performance. Section IV presents our numerical results and
Sec. V concludes our work.

II. COMPOSABLE SECURITY RATE WITH TIGHT
LEAKAGE BOUND

To provide an accurate and richer description of the se-
curity aspects of GMCS protocols, our analysis takes into
consideration finite-size effects along with data postpro-
cessing contributions, which are also relevant to assess the
implementation and various performance trade-offs. We adopt
the security proof of Ref. [9] that contains parameters such as
the failure probability of EC, the reconciliation efficiency, or
the residual probability of EC, which are connected to the EC
leakage needed by the parties to reconcile their raw key.

These parameters can be calculated by applying an EC pro-
cedure after running simulations [61,62], predicting accurate
results for the performance of the system. However, theoret-
ical works can predict the performance of the EC procedure
assuming specific techniques. In particular, Ref. [64] provides
bounds for the near-optimal (but achievable) performance
of EC based on (binary) LDPC codes assuming finite-size
effects.

In this section, we extend the previous analysis to the
nonbinary LDPC codes connecting the EC performance and
security parameters of the secret-key rate formula from
Ref. [9], a useful tool for benchmarking the behavior of the
CV-QKD protocols in different settings. As we will discuss
in the next section, we can connect this result to the storage
requirements for EC encoding.

A. Secret-key length with composable terms

Before identifying the relevant parameters for EC perfor-
mance connected to the nonbinary LDPC codes, we present
and summarize results from Ref. [9] about the secret-key rate
in a composable framework.

The secret-key length is upper-bounded by the following
expression (see also Ref. [[9], Eq. (36)]):

st ate CnRoo — /g, (h) + 6. (1)

When one considers collective Gaussian attacks assuming that
the protocol did not abort, the extracted key is correct, with
probability larger than 1 — €., and secret with probability
larger than 1 — €5.. The parameter €5 = €5 + €, Where ¢
is the smoothing parameter and ¢, is the probability of failure
of privacy amplification (PA). The asymptotic key rate R, in
Eq. (1) is given by

Roo = H(K) — x(k : E) — leakec, 2)

where the secret-key variable K takes values from the alphabet
K =1{0,1,...,2" — 1} for d-bit digitization of the normal-
ized quadrature results [9,61,62]. The quantity A%, given by
the expression

Ay = 4logs (V27 +2) flogs (2/e2). 3)

accounts for the penalty due to finite-size effects, while
0 = log, (2€;€cor) “4)

is the penalty paid for nonideal verification and privacy ampli-
fication, while # is the block size of the raw key after channel
parameter estimation (PE) and leak. is the error-correction
(EC) leakage.

The quantity H (K), in Eq. (2), is the Shannon entropy of the
key variable kK and x (K : E) is Eve’s Holevo information. In
this description, the dummy variable 7 = {1, 2} distinguishes
between homodyne (4 = 1) and heterodyne (& = 2) detection.
More specifically, for the heterodyne protocol, the digitized
outcomes are in the vectorial form (k,, k), which can be
concatenated as

k = k,2¢ + k,, Q)

without loss of any information because the mapping
(kq, k,) <> K is one-to-one, and with Shannon entropies re-
lated by the following mathematical expression: H(K) =

022611-2
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2H (k) (see Appendix A for details). For error correction,
the parties may now decide to use the vectorial form
{k;l), k[(}), k((f), kgz), cees kf]"), k;,”)}.

From here, we apply the procedure given in Ref. [[9],
Eq. (48)], to write Eq. (2) as

Ro = hH (k) — x(x : E) — leake, (6)

where the variable x is the continuous-variable version of K.
Note that for the homodyne protocol, k and K are equivalent
forms of the key variable. The steps to obtain the Holevo
bound for the reverse-reconciliation (RR) protocol have been
detailed in Ref. [9], hence, we give only the final expression
for the covariance matrix (CM) for the direct reconciliation
(DR) protocol in Appendix B.

We can now calculate the secret-key rate after channel
PE, replacing in the Holevo bound the channel parameters,
excess noise & and transmissivity 7, with their worst-case
scenario values 7% and &% [77], respectively, given in
Ref. [[9], Egs. (85) and (86)]. These values are dependent on
the efficiency 7,4, the electronic noise i of the detection, and
the number of signals. We then obtain the expression

Ry = hH (k) — leakee — x (x : E)|gee g, (7)

encapsulating the finite-size dependence of the secret-key rate
due to PE, and replace R, in Eq. (1).

B. Theoretical estimation of EC leakage

In the following discussion, we bound the leakage term
of the previous formula adopting the approach of Ref. [64]
after considering the nonbinary LDPC case. Then we connect
it to EC-performance and security parameters such as the
reconciliation efficiency, successful verification probability,
and EC failure probability.

In the case of one-way reconciliation, where low-density
parity-check (LDPC) codes [65,66] are used (see, also,
Sec. III), the EC leakage term can be upper-bounded by the
number of syndrome bits, given by

leakee < n'log, M|, (8)

where M is the alphabet of the syndrome strings. One may
calculate the size of the alphabet | M| via EC simulations,
as done in Ref. [60] for asymptotic security analysis and in
Refs. [28,61,62] for composable security analysis.

However, in a complete theoretical analysis, one may use
the asymptotic bound (Slepian-Wolf coding [81]), stating that

log, |M| — nhH (k|y) = 0, €))

where H (k|y) is the conditional Shannon entropy of k con-
ditioned on the continuous variable y of the other party. In
fact, when considering finite-size effects, one can use a more
rigorous bound [64] providing a tighter estimate of the perfor-
mance of information reconciliation. Such a bound is given
by

llog, | M| — nhH (kly) — v/nA%&, ()| < 8(m),  (10)
where
AL (1) = VRV (K[Y)D (1 — €ee), (11)

wiEh @ the cumulativg normal distribution and €. a bound for
P[k" = k"], where k™, k™" are the strings of the parties after
EC. The right-hand side of Eq. (10) is given by

8(n) = 3 log, hn + O(1), (12)

while the conditional entropy and the conditional entropy
variance are given by

H(kly) = E[~ log, p(k|y)], V(kly) = Var[— log, p(k|y)].
(13)

We now extend the calculation of Eq. (10) to nonbinary
alphabets (i.e., d > 1) using the expression of p(k|y) given
in Eq. (68) of Ref. [61]. That allows the parties to achieve
higher mutual information at short distances because, when
d increases, the entropy of the digitized variables approaches
that of their continuous-variable counterparts.

To minimize the probability of errors in the final key string,
the parties apply the verification step: one party sends the syn-
drome and a hash of the raw key k" with collision probability
€cor- The other party will compare this with the hash of the
guessed string k" and, if they match, then the protocol can
continue with probability p.. (we denote this event with T),
otherwise they will abort (L). In this case, the conditional
probability of error is bounded by Pl # k" T] < €cor/ Pecs
which abides with the security definition in Refs. [9,82] about
the joint probability,

PIE"™ # K" AT = pecPIK™ # K™ T1 < €cor. (14

To be more specific, in an honest implementation for Eve, the
parameter estimation step completely defines and bounds the
channel parameters t and & prior to error correction. Based
on these estimations, the parties decide the probability of
successful verification p.. along with the collision probability
€cor- Through them, they can decide the largest probability
of failure that their EC LDPC scheme can tolerate given the
previous parameters. Therefore, we need to calculate an upper
bound for the marginal probability connected to Eq. (11),

PLE"™ # K"™] = PIR"™ # K" A T1+ PIK™ # k"™ A L)
< €cor + (1 — pec)P[l%h" 75 khnH_]
< €cor + (1 - pec)

=1- (pec - ecor) 1= €ec- (15)
Therefore, from Eq. (10), we have that
log, IM| < nhH (k|y) + ﬁAfg;k(h) + 8(n), (16)

to be used in Eq. (8) and subsequently in Eq. (7). We then
obtain

e ec €ec 8(”)
Ry = hH (k) — hH (kly) — ~'n= A%, (h) — —
— X1 Bl g (17)
= hl(k :y) — X (X : E)ae g — Nn=TAS (B),  (18)

where we omitted terms O(*%2") in our calculations, and I (k :

y) = H(k) — H(k|y) is the mﬁtual information between k and
y. This is the rate that includes finite-size effects connected
only to PE and the performance of EC.

022611-3
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We can also group the mutual information and Af%, term

in Eq. (18), to define the quantities
Geakhl (k : y) i= hI(k : y) — A, (B)//n 19)

and

Saigie := hl(k : y)/I(x 1 y), (20)
where the mutual information /(x : y) refers to the Gaussian

variables as described in Ref. [[9], Eq. (83)]. Using Egs. (19)
and (20) into Eq. (18), we can rewrite the rate as follows:

R =l y) — (01 E)lree e, 1)
where

¢ = CaigitGleak- (22)

C. Secret-key rate with tight estimation of EC performance

Before we make the connection with the storage require-
ments for EC encoding, we present the main result of our
previous discussion (see, also, Appendix B).

Replacing Ry of Eq. (7) with Rfl"eﬂ“ from either Eq. (18)
or (21), we obtain
AG,(h) 6

7 + o Ollog,(n)/n].
(23)

This gives the highest number of bits per signal that can be
extracted with security parameter € and a tight estimate of EC
leakage, and it can be used to compute the final (expected)
secret-key rate,

€ € .__ €pe T€ec
s,/n<r, = R, -

R:= pec(nﬂv)rE

n’

(24)

where N is the total number of signals in the block. Here, the
choice of p.. entails a trade-off: a higher target p.. requires
higher leakage and, as a result, a smaller key.

III. LDPC CODES FOR NONBINARY VARIABLES
AND STORAGE REQUIREMENTS

Here, we describe the EC encoding procedure with LDPC
codes connecting it to its storage requirements. We further
use the bound of the previous section to quantify numerically
the leakage and the storage needed for a specific secret-key
rate performance. We consider an EC scheme, where the
encoder obtains a string k" and computes the syndrome
Hi" = 5", where H is a r x hn parity-check matrix. In gen-
eral, every element of the matrix belongs to the Galois field
ke GF={0,1,...,2¢ — 1}. More specifically, the matrix
is a representation of a Tanner graph [61], with An mes-
sage nodes and r parity-check nodes. When a message i =
1,...,hn is included in a parity-check j=1,...,r, there
is an edge between the corresponding message node and
parity-check node, while the entry H; of the associated parity-
check matrix in this intersection is chosen randomly from
k=1,...,2¢ - 1.

One then may calculate the corresponding code rate,

hn —r

Reode = =1- Rsynd, (25)

with Rgyng being the syndrome rate. The code is usually
designed by assuming that each message participates in dy
(column weight) checks and every check contains d. (row
weight) messages. Then the number of edges must fol-
low hnd, = rd. (for sparse matrices, i.e., dy < d. K r < hn).
Therefore, by replacing r := hn% in Eq. (25), we obtain
another equivalent expression, ’

Reoge = 1 — Z_Zs (26)
where we usually set dy = 2 as it gives the best performance
in decoding [61]. This means that the rates for regular LDPCs
are given by

Reode = 0.333,0.5, 0.6, 0.666,0.714, 0.75, . . .,
0.777,0.8.....

On the other hand, irregular LDPC codes can be designed
where the column and row weights are not constant. Through
the probability distributions of the weights, one defines their
means d. and d,, respectively. Therefore, we have
Reode = 1 4
code — cf

C

, 27)

which allows for more flexible values than before. Note that
Eq. (26) allows us to generalize the notion of Ry to the ir-
regular code case. However, the performance of these codes is
not particularly stable, i.e., different structures with the same
Rcode can behave very differently at different signal-to-noise
ratios (SNRs) or in terms of probability of successful EC.
Then, from Eq. (8), we have that

leakee < n'log, M| =n"'dr = hdRgyna.  (28)

One then may define a tight approximation for the optimal
Rqyna by Eq. (16), where

Riyng = H(K[y)/d + Az (0)/(dha/n) + 8(n)/(dhn). (29)

Then, one may find values for the R4 that perform closely to
the previous tight bound in terms of leakage (the correspond-
ing structure of the codes needs to be optimized to achieve
a certain probability of successful EC for a specific SNR).
These are given through Eq. (25) by

R, =1—R:

code synd>

(30)
where, by n — 0o, we arrive at the asymptotic expression,
Rioielnsco =1 = d " H(K]y).

Then, we can calculate the required memory to store the
parity-check matrix H as

Meoge = hn x log, |IM| = hndr = n*h*dRyna.  (31)

For example, for a protocol using homodyne detection, with a
block size of the raw key equal to n = 10° and dR,q =4 X
0.667, we obtain the parity-check matrix storage to be around
3.34 GB, while for a protocol using heterodyne detection, it
will be four times larger.

In the compressed row storage (CRS) format [[63],
Sec. 6.3], one will need d, x hn x d bits for storing
the nonzero elements of the parity-check matrix, d, x

hn x [log,(hn)] bits for storing the column indices, and
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TABLE 1. We have chosen block sizes 1-4 x 10° and found the
associated R7 4, and Mg, .. from Fig. 3. Then with the associated
parameters, we have created parity-check matrices in the CRS format
in Python with Reoqe & R 4., using regular nonbinary LDPC codes.
We finally calculated the actual storage needed for these cases and
listed the results under the My, column. These points have been
depicted in red in the bottom panel of Fig. 3 following the predicted

performance.

N(10°)  n(10%) Ride  MiueMB)  Reote  Mipurse(MB)
1 0.676 0.78 0.389 0.777 0.464
2 1.6 0.78 0.95 0.777 1.1
4 3.2 0.7949 2 0.8 23

(logzdM + 1) x [log,(d,hn)] bits for the row pointers. Gath-
ering all these terms, one may calculate the sparse matrix
representation storage as

Msparse = Civhnd + d_v hn flogz(hnﬂ

+ (hnRsynd + 1)|—10g2(czvhn)-| . (32)

For a protocol using homodyne detection with d, = 2,
nRgyng = 0.667 x 10°, d = 4, and n = 10°, we have that the
sparse matrix storage is approximately 0.67 MB, while for
a protocol using heterodyne detection, it will be two times
larger.

Note here that Eqs. (31) and (32) calculate the practical
storage associated with the parity-check matrix of a code with
rate Reoge = 1 — Rgyna. Theoretically, one may compute tight
bounds for these quantities through Eq. (10) and obtain an
approximate prediction for them. Thus, we may write

Mioge = (hn)?dR (33)
M:parse = szhn(d + |—10g2(hl’l)—|)
+ (hnR’s"ynd + D)[log,(dyhn)]. (34)

The most accurate estimation for these quantities is to simu-
late the results, i.e., create parity-check matrices for different
block sizes (see Table I) with similar parameters and store
them in CRS format. We have done this using the EC encoding
script developed in the simulation library for the GMCS pro-
tocol with heterodyne detection [83]. This may give different
results due to a particular choice of the type of variables in
the script or other software parameters used to describe the
parity-check matrix in the specific format that may add an
overhead, which is not included in Eq. (34). Although this
formula cannot give very accurate results, it is quite simple
and can provide key insights for the encoding function. Notice
that Eq. (34) through Eq. (29) associates the secret-key rate
performance [see Eq. (24)] to the required storage when both
are calculated using the same parameter values.

IV. RESULTS

In this section, we connect the preceding theoretical re-
sults to the practical implications for the protocol operations
and especially the data postprocessing part. We focus on the

100

10—2 ]

1074~

Secret Key Rate (bits/use)

00 01 02 03 04 05 0.6

00 01 02 03 04 05 06

00 01 02 03 04 05 06
Loss (dB)

FIG. 1. In the top panel, we plot the secret-key rate of Eq. (24)
(black line) of the Gaussian modulation protocol with coherent states
and homodyne detection in direct reconciliation against the loss
in dB. We have optimized the secret-key rate over the Gaussian
modulation variance V (gray thin line) and the PE ratio of sacrificed
channel uses. We have assumed N = 2 x 10°,d = 4, and p.. = 0.9.
The rest of the parameters are given in Table II. We also plot the
corresponding SNR (gray dash-dotted line) by replacing the optimal
V in the formula given by Ref. [[62], Eq. (33)]. In the second panel,
we plot the corresponding values of the reconciliation efficiency ¢
(black line), which follow the same pattern as the Gaussian modula-
tion variance values. However, we can see that for a constant value
of V, the reconciliation efficiency increases linearly with the loss in
dB. Subsequently, we plot the associated R} ,. (black dash-dotted
line). In the third panel, we plot the corresponding block size (gray
dashed line) after optimizing the number of sacrificed channel uses
during PE. We also plot the associated leakage (black line), i.e.,
log, | M| from Eq. (16). In the bottom panel, we plot Eq. (34) for
the corresponding values of the secret-key rate and loss in dB.

protocol with homodyne detection. In Fig. 1, we plot the
secret-key rate of Eq. (24) against the loss in dB, where we
have optimized over V and the PE ratio 1 — (n/N). We also
plot the changes in terms of ¢ or leakage and the associated

022611-5
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TABLE II. The common parameters used to plot the secret-key
rate of Eq. (24) in all figures.

& Excess noise 0.01
Na Detection efficiency 0.8
Uel Electronic noise 0.01
T Channel transmissivity 1079B/10
€ Failure of privacy amplification 2732
€cor Correctness 2732
€pe Failure of parameter estimation 2732
€ Smoothing parameter 2732

SNR for the optimized rate value. These correspond to the
values of V and n presented in the same figure. Furthermore,
using the same parameters for every point in the plot of the
secret-key rate, we have plotted the corresponding points for
M parse in Eq. (32). The rest of the parameters used for this plot
are summarized in Table II.

In Fig. 2, we plot the corresponding RR secret-key rate,
where it is clear that the performance has increased in terms of
loss tolerance. This is expected due to the 3 dB loss limit of the
direct reconciliation protocol in the asymptotic regime, which
degrades when one assumes finite-size effects. Clearly, the RR
protocol is robust against higher losses (see Fig. 11), espe-
cially when one uses a large block size. This is not achievable
by the DR protocol. We also include plots for the correspond-
ing RY .. that is needed to achieve the specific performance
for the given SNR and, similarly, the corresponding Mg, ..

By contrast, in Figs. 3 and 4, we plot the secret-key rates for
the DR and RR protocols, respectively, against the block size.
We set the loss to 0.02 dB and choose the other parameters
in the same way. We mainly observe that the DR protocol is
advantageous in this regime of losses: we can achieve high
rates by using smaller block size. Here, we consider a mod-
erate block size of the order of 10°—10°. This is because we
would like to investigate regimes of operation where the high-
rate performance over long distances is not a priority. These
regimes are described by fast sharing of small keys assuming
the smallest requirements of hardware equipment, either be-
cause of space constraints or cost-effective implementations.
For example, this can be described by QKD implementations
over networks of small sensor devices, IoT nodes, wearable
devices, or drones operating inside a building, outside, con-
nected with fiber, or with free-space links [75,76].

Apart from the limitations due to the communication links
such as the noise and the losses, one should take into account
as a priority the hardware requirements of the classical data
postprocessing. This can be done effectively, in the finite-size
regime, using composable terms connected to every perfor-
mance aspect. Therefore, we combine tools developed in
previous studies to characterize the requirements in storage
during one-way EC and especially the encoding part, which
is executed by one of the parties. Note that the DR protocol
is advantageous in this regime because it can give higher
rates for smaller block size. In fact, it can support lightweight
and agile transmitters responsible for the EC encoding, while
the bulkier receivers can be better suited for computationally
intensive tasks such as the EC decoding in an asymmetric
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FIG. 2. In the top panel, we plot the secret-key rate of Eq. (24)
(black line) of the Gaussian modulation protocol with coherent states
and homodyne detection in RR against the loss in dB. The rest of
the parameters and settings have been considered the same as in
Fig. 1. Here we observe a better performance in terms of tolerable
loss compared with the direct reconciliation protocol in Fig. 1 (see,
also, Fig. 12). This is expected due to the known 3 dB loss limit
of the DR protocol in the ideal asymptotic regime, which decreases
even more when one considers finite-size effects and channel noise.

scenario: for example, a network of small sensors transmitting
to a central processing unit.

The syndrome creation, i.e., encoding process, is the less
difficult part of the one-way EC with LDPC codes. In con-
trast, the decoding process is rather demanding and can be
effectively handled by larger stations rather than a constrained
device. In such an asymmetric scenario in terms of compu-
tational power, for an appropriate loss tolerance, the party
operating through the constrained device is the transmitter
and also the encoder during EC. This describes the DR pro-
tocol. In this setting, one can exploit the trade-off between
limitations in robustness against losses with the mitigation of
computational-power requirements.
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FIG. 3. In the top panel, we plot the secret-key rate of Eq. (24)
(black line) for the Gaussian modulation protocol with coherent
states and homodyne detection in direct reconciliation against N. We
set the loss to 0.02 dB. We have optimized over V and n/N. The rest
of the parameters, settings, and lines are the same as in Fig. 1. We
plot in red the points included in Table I of the corresponding Mpqre,
i.e., the actual storage needed for these sparse matrices after creating
them in CRS format using the GMCS simulation library in [83].

Then, one still needs to check compatibility with the stor-
age requirements for the parity-check matrix as the main
aspect of the EC encoding procedure. In particular, the amount
of leakage calculated through Eq. (10) that achieves a specific
performance in terms of secret-key rate in Eq. (24) can be
mapped to the associated LDPC code rate in Eq. (30) and, in
turn, to the dimensions of the related parity-check matrices
that give the associated leakage. Then we can predict the
related storage requirements by Eq. (34).

In Fig. 3, we can see the behavior of M{, .. against the
block size. For specific block sizes, we have created the
parity-check matrices for the corresponding encoding process
in EC and stored them in sparse form. The details of these
parity-check matrices are presented in Table I while, for the

100
)
)
>
E 10_2 ] K
é
3
2 10—4_
> I
¥
JCI_,J 10—6_
S
(]
5]
1078 T
10° 106
0.9
%
*0 E - — A
K08 e —
5
N 0.7 A
:|.05 106
__0.10
[a]
= /
S 0.05 -
C(; ___,——«—-‘4“"-/
o°
0.00 =— ‘ ‘
10° 10°
6
)
= 4
g
(£ 27
0-== T
10° 106
N

FIG. 4. In the top panel, we plot the secret-key rate of Eq. (24)
(black line) for the Gaussian modulation protocol with coherent
states and homodyne detection in RR against N. We have set the
loss to 0.02 dB. The rest of the parameters, settings, and lines are
the same as in Fig. 1. We observe here that we need a larger block
size in order to obtain a secret-key rate compared to the DR protocol
in Fig. 3 (see, also, Fig. 13). This is because the DR protocol offers
higher rates than the RR protocol in the low-loss regime.

sake of comparison, the storage for each matrix is described
by the red points in the bottom panel. We see that the results
are very close to the predicted values for Mpyse. Finally, in
Appendix C, we examine the behavior of the protocols in
terms of losses when one considers different values for block
size, successful EC probability, and digitization.

Based on this analysis, short-range networks of devices
with a constrained EC encoding memory may support CV-
QKD connections. This is a good starting point which, with
further refinements and support from technological advances,
can lead to constrained-device networks such as IoT, drones,
and wearable devices to fully support CV-QKD connections.
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V. CONCLUSION

Small device detectors and IoT device networks play a
crucial role in modern society, enabling real-time monitoring,
automation, and seamless connectivity across various sectors,
including healthcare, smart cities, industrial automation, and
environmental monitoring. Their ability to collect and pro-
cess vast amounts of data enhances efficiency, reduces human
intervention, and supports decision making in critical appli-
cations. However, as these devices become deeply integrated
into daily life, their security is of paramount importance.
Cyber threats targeting IoT networks can lead to privacy
breaches, unauthorized surveillance, or even large-scale dis-
ruptions in infrastructure, posing risks to public safety and
economic stability.

Robust protection against cyber threats is therefore es-
sential for these devices; QKD is one candidate, offering
an information-theoretic security advantage. Since these de-
vices operate at short distances, such as within a room, a
house, or a warehouse, CV-QKD, which has an advantage
in this regime and especially the GMCS protocols, can pro-
vide higher secret-key rates. In particular, by using nonbinary
LDPC codes in a practical implementation of such a protocol,
the parties exploit the high mutual information between their
continuous variables.

However, this is quite challenging due to the increased re-
quirements of the data postprocessing stage in computational
power or storage, not to mention implementing a QKD proto-
col on such constrained devices in the first place. Therefore,
in order to investigate the performance under those circum-
stances, one needs to develop rigorous theoretical tools. Here
we have combined a composable security proof taking into
account the main stages of the data postprocessing of a QKD
protocol with a tight bound for EC adapting it to the nonbinary
LDPC regime.

This allows us to predict optimal secret-key performance
in terms of reconciliation efficiency and leakage and match
this performance to operational code rates for given signal-to-
noise ratios and error-correction success probabilities. Based
on this, we developed a tool that models the encoding storage
requirements for a nonbinary LDPC EC associated with the
given secret-key rate performance.

We combined a composable security framework for the
secret-key rate of the GMCS protocols with a tight finite-size
bound on one-way EC leakage of nonbinary LDPC dependent
on the given SNR and successful EC probability. Through this
tool, one can theoretically calculate the code rate for near-
optimal performance and the dimensions of the associated
parity-check matrix. In turn, one may calculate the storage
requirements of the EC encoding process, which is crucial,
for example, for the implementation of CV-QKD with con-
strained devices. Note here that optimal leakage corresponds
to minimal storage use.
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FIG. 6. We present similar plots to Fig. 2. All the parameters are
the same, apart from p.. = 0.4. We observe similar behavior for the
rate as in Fig. 5.

on nodes of the Viking High Performance Computing cluster
[85] at the University of York, equipped with a 2-core AMD
EPYC3 7643 processor and 12 GB of memory. All reposito-
ries are released under the Apache License 2.0 and include
documentation to support reproducibility.

APPENDIX A: VIRTUAL CONCATENATION

Before digitization, the parties may apply classical data
postprocessing procedures such as rotations and rescaling,
which bring the CM in its normal form, i.e., cross-quadrature
correlation terms vanish. After digitization, one may apply the
concatenation step useful only on the protocols using hetero-
dyne detection. This is a virtual step that results in a common
description of the GMCS protocols using either homodyne or
heterodyne detection. This is summarized by

k=k (A1)
for the case of homodyne detection and
k= k2" +k, (A2)
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FIG. 7. We present similar plots to Fig. 1. All the parameters
are the same, apart from assuming a doubled value for block size
N =4 x 10°. We observe that the secret-key rate takes higher values
and the achievable loss has been significantly increased. The leakage
level and n have been increased in the same manner (almost doubled)
and, similarly, Mg, ... The other parameters have remained at similar
levels as before.

for the case of heterodyne detection. We observe that
p(K) = plky. ky) = plkg)p(ky). ky = kp = k

= p(ky) = p(kp). (A3)
Therefore,
H(K) = H(ky, ky) = = Y _ p(ky. kp)log, plky. ky)
kygokp
= — Y plhg. kp)log, plkg) = Y~ plky, ky)log, p(ky)
qukp kqvkﬁ

= — Y plky)log, ptky) — Y p(ky)log, p(ky)
k‘I

ky

=" pklog, ptk) — Y plk) log, p(k) = 2H (k).
k k

(A4)
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FIG. 8. We present similar plots to Fig. 2. All the parameters are
the same, apart from assuming a doubled value for block size N =
4 x 10°. We observe similar behavior for the rate as in Fig. 7.

APPENDIX B: SECRET-KEY RATE SUMMARY

Here we write, in a more concise way, the final equation of
the secret-key rate used for the calculations of the previous
results. By combining Eq. (21) with Eq. (23) and multiplying
with the term § connected with the PE ratio and the probabil-
ity of remaining blocks p., we obtain

R:= pec]%{[s“l(x 1Y) = Xt EDeae gee ]

A6 } B

N + Pl O[é(n)/n]

where ¢ is given by Eq. (22), 8 is given by Eq. (4), and
Aggp(h) is given by Eq. (3). For RR, the mutual information
I(x :y) and the Holevo information x(x: E) are given in
Refs. [61,62]. For DR, one uses the same rationale as in
Refs. [61,62], but using the following conditional CMs: for
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FIG. 9. We present similar plots to Fig. 1. All the parameters are
the same, apart from assuming a digitization of d = 6. We observe
that the secret-key rate takes higher values and the achievable loss has
been significantly increased. The improvement is better compared to
increasing the block size, as in the case of Fig. 7. By increasing the
digitization, we allow the choice for larger optimal values for the
Gaussian modulation variance which leads to higher SNRs and very
high reconciliation efficiency.

heterodyne detection,

™
and for homodyne detection,
(B
with
$o =t + (1 —7), (B4)
=10+ (1 —-1)V +1), (BS)
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FIG. 10. We present similar plots to Fig. 2. All the parameters are
the same, apart from assuming a digitization of d = 6. We observe
similar behavior for the rate as in Fig. 9.

V=Vt -1,

where w is Eve’s noise variance, V is the Gaussian classical
modulation, and t is the transmissivity of the channel. Note
that the latter are not dependent on the detection efficiency
and/or the electronic noise at Bob’s laboratory.

(B6)

APPENDIX C: OTHER RESULTS

We now investigate the behavior of the protocols, in terms
of the secret-key rate against losses, assuming either a dif-
ferent successful EC probability, block size, or digitization
parameter. For example, we see that changing the p.. from
0.9 to 0.4 affects the performance of both reconciliation di-
rections: in Figs. 5 and 6, we see a considerable drop in
terms of the rate, but a minimal improvement in loss tolerance
compared to Figs. 1 and 2, respectively.

In Figs. 7 and 8, we doubled the block size to 4 x 10°
compared to Figs. 1 and 2, respectively. Here we see an
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FIG. 11. We present similar plots to Fig. 4. All the parameters
are the same, apart from setting the losses to 2 dB. We observe that
the RR protocol can operate at higher losses given an increased block
size above 4 x 10°.
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FIG. 12. We plot the secret-key rates from Figs. 1 and 2 in
the same panel for clarity. The RR secret-key rate (black line) can
surpass the DR one (gray line) in terms of tolerable losses.
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FIG. 13. We plot the secret-key rates from Fig. 3 and 4 in the
same frame for a clear comparison. The RR secret-key rate (black
line) needs a larger block size compared to the DR one (gray line).

improvement in the performance and loss tolerance: we obtain
rates almost in the 3/2 amount or more of loss in both cases
compared to Figs. 1 and 2, respectively. However, the amount
of M, required is almost doubled as expected by the linear
dependence of Mg, .. on block size.

When one increases the digitization parameter (here, from
d =4 to 6), the performance also increases along with the
loss tolerance. We show this tendency in Figs. 9 and 10 for
both protocols, respectively. In particular, the tolerable loss is
larger than the double in Figs. 1 and 2. In addition, the leakage
and Mg, .. increase slightly. This means that by increasing
the digitization parameter, we can obtain similar perfor-
mance as by increasing the block size, avoiding large storage
requirements.

Increasing the digitization means that {g;gi approaches 1. In
other words, the parties can exploit almost the whole amount
of the CV mutual information available to them. This is
why CV degrees of freedom are advantageous, especially for
small loss. However, the terms A% and Az, (also expressed
through ¢je.x) increase with larger digitization parameters.
This will lead to a saturation point for the secret-key rate
performance and loss tolerance.

In Fig. 11, we plot the secret-key rate for the RR protocol
against the block size for dB = 2. We observe that the RR
protocol can tolerate higher losses. Finally, in Fig. 12, we have
plotted together the secret-key rate plots from Figs. 1 and 2
for a clearer comparison. We have done the same for Figs. 3
and 4 in Fig. 13.
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