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Abstract. Microgrid security has become a critical concern due to the
increasing reliance on communication technologies and a rising incidence
of cyber-threats. While various attack detection and resilient control
mechanisms have been developed to fortify microgrid defenses, most
research still focuses on simplistic attack scenarios, often ignoring the
complex interactions between multiple distributed generators within mi-
crogrids. To bridge this gap, this paper proposes a resilient secure control
framework capable of addressing cyber-threats across multiple locations
within a microgrid. The framework integrates state observations, robust
control strategies, and time-varying graph theory to construct a robust
defense mechanism. Simulation results are presented to validate the prac-
ticality and effectiveness of this approach, confirming its potential to
enhance security for future microgrid against cyber-attacks.

Keywords: Cyber-security - Microgrid - Secure framework.

1 Introduction

Microgrids are increasingly recognized as pivotal in ensuring resilient and sus-
tainable energy services to communities, particularly for critical infrastructure
such as hospitals, residential areas, and emergency services. These infrastructures
heavily rely on consistent and reliable power, especially critical in the context
of natural disasters. Recent years have witnessed a substantial influx of research
focused on cyber-security within microgrids, prompted by the growing threat of
cyber-physical attacks [1]. Such cyber-attacks have the potential to disrupt not
only microgrid operations but also broader macrogrid services, thereby impact-
ing the resilience and sustainability of entire communities, which can result in
significant energy disruptions, financial losses, and damage to infrastructure [2].

To address security challenges in microgrids, sophisticated attack detection
and resilient control techniques have been developed [3]. These systems first
detect potential cyber-threats by monitoring for abnormal behavior within the
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grid. Upon detecting a cyber-threat, an alarm notifies operators, and resilient
control methods are activated to either compensate for or isolate the affected
components [4].

The detection of cyber-attacks in microgrids can be categorized based on
their reliance on microgrid parameters and models into three primary methods:
signal-based, model-based, and data-based. Signal-based detection methods an-
alyze the features of transmitted data to identify anomalies [5]. Model-based
detection makes use of microgrid models to analyze input-output behaviors,
utilizing techniques like state estimation and observers [6]. Finally, data-based
detection focuses on recognizing patterns and making predictions using a vari-
ety of learning-based methods [7]. The primary objective of resilient control in
microgrids is to guarantee stable operation even in the presence of cyber-attacks
using adaptive control, robust optimizations, virtual microgrid model (auxiliary
variables) and etc. For example, a switching control is developed in [8], where
the controller gains are adaptive to the combined error of grid voltage and cur-
rent. To minimize the damage from attacks and prevent load shedding, a robust
optimization approach is formulated in [9] to facilitate autonomous battery man-
agement during an ongoing cyber-attack. Furthermore, a virtual microgrid model
is introduced in [10] to ensure the frequencies synchronization and restoration
of distributed generations.

However, current research on microgrid security exhibits two main gaps.
Firstly, the studies primarily focus on scenarios where cyber-attacks target indi-
vidual local distributed generations (DGs), often overlooking the need for coor-
dination among various generation sources within the microgrid. Secondly, ex-
isting studies typically concentrate on attacks at a single location, disregarding
the potential for attacks at multiple points within the microgrid. Consequently,
strategies developed to counteract attacks at one specific location may prove
ineffective in different scenarios. To address these shortcomings, this paper pro-
poses a resilient secure control framework for microgrids, specifically designed
to manage cyber-attacks across all potential locations within the grid.

2 Cyber-physical DC Microgrid and Attacks

2.1 Microgrid Dymanics

The microgrid is conceptualized as a network comprising multiple DGs intercon-
nected with each other. A distributed control system, consisting of secondary
and primary control layers, is adopted to facilitate power sharing and voltage
regulation across the network. Fig. 1(a) illustrates the control diagram and the
structure of the microgrid, with the model described as below:

dv; Vi V-V,
Ci i L, . ) +7 )+ j i
(e s (Y
dl;
Li— =-Vi-Rl;+ Vg

dt T
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(a) Microgrid structure. (b) Proposed secure control.

Fig. 1: Proposed resilient control framework for microgrids.

where I; and V; represent the filter current and voltage, respectively; The elec-
trical parameters of the LC filter are denoted by R;, L; and C;; V;; represents
the control input of i-th converter; Additionally, V; denotes the voltage at the
point of common coupling (PCC) of each neighboring DGs, where j € A; with
N; representing the set of neighbors of DG i; The resistance of the DC power
line is represented by R;;.

2.2 State-space Model

The dynamics of microgrid can then be further described by state-space model
as follows:
{ @i(t) = Aizi(t) + Bi(ui(t) + ai,a(t)) + Eidi(t) @)
yi(t) = Ciwi(t) + a; (t)

where x;(t) = [V;, ;)T € R? and y;(t) € R? denote the system state variables
and output, receptively; u;(t) = Vi = f(yi(t),z;(t)) € R is the distributed
controller of DG i. d;(t) = ZjeNi(VJR:;/i) - (RVLii + Ir;) € R! represents the
unknown disturbances affecting DG i; a; s(t) € R? and a; ,(t) € R! are the cyber-
attack on the sensors and actuators, receptively. Furthermore, the neighboring
information could also be tampered with resulting in z;(t) = Z;(t) + a; (),
where 7, (t) is the real value of neighboring states, a; .(t) € R? represents the link
attacks. The corresponding matrices are represented by A; = [0, Ci, —L%, —%’],
B; = [0; Li], C;=1, and E; = [—C%;O], where I, is the identity matrix.

Observed from Fig. 1(a), the microgrid is vulnerable to cyber-attacks that
can target the data flowing through sensors, actuators, and communication links
between neighboring units. This susceptibility leads to three primary types of
cyber-threats: sensor attacks, where data captured by sensors is tampered with
or falsified; actuator attacks, where the commands to actuators are intercepted
or modified; and link attacks, where the communication links between different
units are disrupted or corrupted.

3 Proposed Secure Control Framework

To address the vulnerabilities associated with sensor, actuator, and link attacks,
a resilient secure control framework is proposed, integrating state observations,
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robust control mechanisms, and time-varying graph theory, as depicted in Fig.
1(b). The microgrid operates under the assumption that an effective attack de-
tection system is incorporated within the control system. Typically, distributed
control methods are employed for hourly or day-to-day operations. However,
upon detection of any abnormal behavior indicative of a cyber-attack, the con-
trol system transitions to the proposed secure control to ensure the uninterrupted
and stable operation, effectively mitigating the potential disruptions caused by
cyber-threats.

3.1 State Observations against Sensor Attacks

Different from the traditional state estimation used in power systems, the state
observations of microgrids require correctly observing state variables among a
limited number of erroneous measurements. Given the presence of unknown dis-
turbances (load variations, voltage perturbation, etc), accurate state observation
may only be achieved through the use of a full-order observer capable of han-
dling these disturbances. To estimate the microgrid states z;(¢t) = [I;,V;], an
unknown input observer (UIO) is adopted. When a suspicious signal is detected
on sensors, the observed states #;(t) derived from the UIO will be utilized as a
substitute to feed the controller.

3.2 Robust Control against Actuator Attacks

To combat actuator attacks, a robust controller capable of compensating for the
impact of such attacks is employed, as detailed in [4]. The controller is designed to
ensure the microgrid maintain accurate current sharing and voltage regulation,
despite the presence of cyber-threats. Notably, the effectiveness of this controller
allows the microgrid to perform reliably both under normal operating conditions
and in scenarios where actuator attacks are occurring.

3.3 Time-varying Graph-based Control against Link Attacks

To address cyber-attacks on communication links between neighboring units
within the microgrid, time-varying graph-based secondary control is adopted, as
in Fig. 1(b). This approach begins with the design of a confidence score system
that evaluates the reliability of data received from neighboring units x;(t) and
quantifies their trustworthiness using a trust-based methodology. Subsequently,
based on these confidence scores C;;(t), the weights w;;(¢) in the consensus con-
trol are dynamically adjusted. Finally, the data deemed less reliable, as indicated
by lower confidence scores, are assigned reduced influence in the consensus con-
trol. This strategic adjustment ensures that compromised data exert minimal
impact on control decisions, effectively mitigating the effects of cyber-threats
and preventing the propagation of attacks throughout the microgrid. Readers
can refer to [11] for more details.



A Resilient Control Framework for Enhancing Cyber-Security in Microgrids 5

Table 1: Electrical setup parameters.

Modules Parameters Values

Nominal voltage | 48 V

DC microgrid
Control frequency|10 kHz

Bus capacitance [2.2 mF
LC filter Inductance 1.8 mH
Resistance 0.2 2

4 Simulation Results

The effectiveness of the proposed security control method is verified by simu-
lation results in PLECS, where the test model is comprised by four DGs with
a ring topology, as shown in Fig. 1(a) and the parameters of tested microgrid
is shown in Tab. 1. At the beginning, four DGs are interconnected to form a
microgrid. To verify the robustness against unknown disturbances, the loads are
changed at 1s and 2s. Following this, a cyber-attack is imposed at ¢t = T}, on the
voltage sensors, actuators, and link connections, respectively. Figs. 2 to 4 show
the comparison of system dynamics under traditional control versus proposed
secure control, where the security control is initiated at ¢ = T and the impact
of the cyber-attacks on the microgrid is highlighted.

It can be observed from Fig. 2 that sensor attacks can deviate the grid volt-
ages and impose small variations in the current dynamics, whereas the observer-
based approach is able to compensate for the voltage deviation and bring the
system back to its normal dynamics. It can be noticed from Fig. 3 that a steady
state error in the grid voltages appears under the actuator attack and the robust
control is capable of eliminating the error. Furthermore, as can be seen in Fig. 4,
the grid voltages and currents diverge in the event of a link attack, because the
local DG is given the erroneous measurements from the neighbors, which in turn
generates faulty control commands. The time-varying graph-based control al-
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= e
46 | \ \ {\ Attack impacts 46 (\ :'\1\
“ Load changes | 44 Load changes | |~ Attack impacts
3 MG current (A) 3 MG current (A)
T T
| DG ! 1™~ secure control DG 4
2 e : DG 3 2 : : DG 3
1 — | DG / 1 7F_r: (] DG |
/ YT
X = T DG \ A T DG 2
0 Load changes : Attack impacts 0 Load changes : : Attack impacts <
0 2 T, 4 6 8 10 2 LT 4, 6 8 10
Time (s) Time (s)
(a) With traditional control (b) With secure control

Fig. 2: Microgrid dynamics under sensor attacks.
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Fig. 4: Microgrid dynamics under link attacks.

lows for a quick removal of the compromised link connections, thus restoring the
system to a normal state. To summarize, the proposed secure control is capable
of addressing all potential cyber-attacks that may appear on microgrids.

5 Conclusions

The digitization of microgrids has improved operational efficiency while also
making them more susceptible to cyber-attacks. However, current research tends
to investigate attacks on a singular location only. For this reason, this paper aims
to propose a secure control framework against multi-location cyber-attacks tar-
geting microgrids, and provides a benchmark for enhancing security for future
microgrids. The proposed resilient control eliminates the effects of sensor, actua-
tor, and link attacks through state observation, robust control, and time-varying
graph-based control, which can improve the microgrid security. Simulation re-
sults validate the feasibility of the proposed control framework under multiple
scenarios.
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