
eprints@whiterose.ac.uk
https://eprints.whiterose.ac.uk

Universities of Leeds, Sheffield and York

Deposited via The University of Sheffield.

White Rose Research Online URL for this paper:
https://eprints.whiterose.ac.uk/id/eprint/219562/

Version: Accepted Version

Article:

Dowling, B. and Wimalasiri, B. (2025) Quantum-secure hybrid communication for aviation 
infrastructures. IEEE Transactions on Dependable and Secure Computing, 22 (3). pp. 
2283-2294. ISSN: 1545-5971 

https://doi.org/10.1109/tdsc.2024.3483448

© 2024 The Authors. Except as otherwise noted, this author-accepted version of a journal 
article published in IEEE Transactions on Dependable and Secure Computing is made 
available via the University of Sheffield Research Publications and Copyright Policy under 
the terms of the Creative Commons Attribution 4.0 International License (CC-BY 4.0), 
which permits unrestricted use, distribution and reproduction in any medium, provided the 
original work is properly cited. To view a copy of this licence, visit 
http://creativecommons.org/licenses/by/4.0/

Reuse 

This article is distributed under the terms of the Creative Commons Attribution (CC BY) licence. This licence 
allows you to distribute, remix, tweak, and build upon the work, even commercially, as long as you credit the 
authors for the original work. More information and the full terms of the licence here: 
https://creativecommons.org/licenses/ 

Takedown 

If you consider content in White Rose Research Online to be in breach of UK law, please notify us by 
emailing eprints@whiterose.ac.uk including the URL of the record and the reason for the withdrawal request. 

mailto:eprints@whiterose.ac.uk
https://doi.org/10.1109/tdsc.2024.3483448
https://eprints.whiterose.ac.uk/id/eprint/219562/
https://eprints.whiterose.ac.uk/


◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r

❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡

❇❡♥❥❛♠✐♥ ❉♦✇❧✐♥❣1 ❛♥❞ ❇❤❛❣②❛ ❲✐♠❛❧❛s✐r✐1

❉❡♣❛rt♠❡♥t ♦❢ ❈♦♠♣✉t❡r ❙❝✐❡♥❝❡✱ ❚❤❡ ❯♥✐✈❡rs✐t② ♦❢ ❙❤❡✣❡❧❞✳
b.dowling@sheffield.ac.uk✱ b.m.wimalasiri@sheffield.ac.uk

❆❜str❛❝t✳ ❚❤❡ r❛♣✐❞ ❞✐❣✐t✐③❛t✐♦♥ ♦❢ ❛✈✐❛t✐♦♥ ❝♦♠♠✉♥✐❝❛t✐♦♥ ❛♥❞ ✐ts ❞❡✲
♣❡♥❞❡♥t ❝r✐t✐❝❛❧ ♦♣❡r❛t✐♦♥s ❞❡♠❛♥❞ s❡❝✉r❡ ♣r♦t♦❝♦❧s t❤❛t ❛❞❞r❡ss ❞♦♠❛✐♥✲
s♣❡❝✐✜❝ s❡❝✉r✐t② r❡q✉✐r❡♠❡♥ts ✇✐t❤✐♥ t❤❡ ✉♥✐q✉❡ ❢✉♥❝t✐♦♥❛❧ ❝♦♥str❛✐♥ts ♦❢
t❤❡ ❛✈✐❛t✐♦♥ ✐♥❞✉str②✳ ❚❤❡s❡ s❡❝✉r❡ ♣r♦t♦❝♦❧s ♠✉st ♣r♦✈✐❞❡ s✉✣❝✐❡♥t s❡❝✉✲
r✐t② ❛❣❛✐♥st ❝✉rr❡♥t ❛♥❞ ♣♦ss✐❜❧❡ ❢✉t✉r❡ ❛tt❛❝❦❡rs✱ ❣✐✈❡♥ t❤❡ ✐♥❤❡r❡♥t ♥❛✲
t✉r❡ ♦❢ t❤❡ ❛✈✐❛t✐♦♥ ❝♦♠♠✉♥✐t②✱ t❤❛t ✐s ❤✐❣❤❧② ❝♦♠♣❧❡① ❛♥❞ ❛✈❡rs❡ t♦ ❢r❡✲
q✉❡♥t ✉♣❣r❛❞❡s ❛s ✇❡❧❧ ❛s ✐ts ❤✐❣❤ s❛❢❡t② ❛♥❞ ❝♦st ❝♦♥s✐❞❡r❛t✐♦♥s✳ ■♥ t❤✐s
✇♦r❦ ✇❡ ♣r♦♣♦s❡ ❛ ♣❛✐r ♦❢ q✉❛♥t✉♠✲s❡❝✉r❡ ❤②❜r✐❞ ❦❡② ❡①❝❤❛♥❣❡ ♣r♦t♦❝♦❧s
✭PQAG-KEM ❛♥❞ PQAG-SIG✮ t♦ s❡❝✉r❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ❜❡t✇❡❡♥ ❛✐r❝r❛❢ts
✐♥✲✢✐❣❤t ❛♥❞ ❣r♦✉♥❞ st❛t✐♦♥s✳ PQAG-KEM ❧❡✈❡r❛❣❡s ♣♦st✲q✉❛♥t✉♠ ❛♥❞
❝❧❛ss✐❝❛❧ ❑❡② ❊♥❝❛♣s✉❧❛t✐♦♥ ▼❡❝❤❛♥✐s♠s ✭KEMs✮ t♦ ❡♥s✉r❡ t❤❡ ❤②❜r✐❞
s❡❝✉r✐t② ♦❢ t❤❡ ♣r♦t♦❝♦❧ ❛❣❛✐♥st ❝❧❛ss✐❝❛❧ ❛s ✇❡❧❧ ❛s ❢✉t✉r❡ q✉❛♥t✉♠ ❛❞✲
✈❡rs❛r✐❡s✳ PQAG-SIG✱ ❛❧t❡r♥❛t✐✈❡❧②✱ ✉s❡s q✉❛♥t✉♠✲s❛❢❡ ❞✐❣✐t❛❧ s✐❣♥❛t✉r❡s
t♦ ❛❝❤✐❡✈❡ ❛✉t❤❡♥t✐❝❛t✐♦♥ s❡❝✉r✐t②✳ ❲❡ ♣r♦✈✐❞❡ ❛♥ ✐♠♣❧❡♠❡♥t❛t✐♦♥ ♦❢ ❜♦t❤
PQAG-KEM ❛♥❞ PQAG-SIG✱ ❛♥❞ ❝♦♠♣❛r❡ ❢❛✈♦✉r❛❜❧② ✇✐t❤ ❝✉rr❡♥t st❛t❡✲
♦❢✲t❤❡✲❛rt s❡❝✉r❡ ❛✈✐♦♥✐❝ ♣r♦t♦❝♦❧s✳ ❋✐♥❛❧❧②✱ ✇❡ ♣r♦✈✐❞❡ ❛ ❢♦r♠❛❧ ❛♥❛❧②s✐s
♦❢ ♦✉r ♥❡✇ PQAG ♣r♦t♦❝♦❧s ✐♥ ❛ str♦♥❣ ❤②❜r✐❞ ❦❡② ❡①❝❤❛♥❣❡ ❢r❛♠❡✇♦r❦✳

❑❡②✇♦r❞s✿ ❆✉t❤❡♥t✐❝❛t❡❞ ❦❡② ❡①❝❤❛♥❣❡✱ ❤②❜r✐❞ ❦❡② ❡①❝❤❛♥❣❡✱ ♣r♦✈❛❜❧❡ s❡❝✉✲
r✐t②✱ ♣r♦t♦❝♦❧ ❛♥❛❧②s✐s✱ ❛✈✐♦♥✐❝s

✶ ■♥tr♦❞✉❝t✐♦♥

❚❤❡ st❛t❡ ♦❢ t❤❡ ❛✈✐❛t✐♦♥ ❝♦♠♠✉♥✐❝❛t✐♦♥s ✭❛✈✐♦♥✐❝s✮ ✐♥ t❤❡ ✶✾✽✵s ✇❛s ❝❤❛r❛❝✲
t❡r✐s❡❞ ❜② ❝❤❛♥♥❡❧ ✐s♦❧❛t✐♦♥✱ ❛♥❞ ♦♣❡r❛t❡❞ t❤r♦✉❣❤ t❤❡ ✉s❡ ♦❢ ❛♥❛❧♦❣ ❛♥❞ ❧❡❣❛❝②
✐♥❢r❛str✉❝t✉r❡s ♦❢ ♠✐❧✐t❛r② ♦r✐❣✐♥✳ ❖✈❡r t✐♠❡ t❤✐s ❤❛s ❣r❛❞✉❛❧❧② s❤✐❢t❡❞ t♦✇❛r❞s
❝♦♠♠❡r❝✐❛❧ ❛♥❞ ❞✐❣✐t❛❧ ❝♦♠♠✉♥✐❝❛t✐♦♥ t❡❝❤♥♦❧♦❣✐❡s✳ ❚❤✐s s❤✐❢t ❤❛s ❜❡❡♥ ❢❛✐r❧②
s❧♦✇ ♦✇✐♥❣ t♦ t❤❡ ❧❡♥❣t❤② st❛♥❞❛r❞✐③❛t✐♦♥ ♣r♦❝❡ss❡s✱ ❜✉t ❛t t❤❡ t✐♠❡ ♦❢ ✇r✐t✐♥❣
♠✉❧t✐♣❧❡ st❛t❡ ♦r❣❛♥✐③❛t✐♦♥s ✐♥ ❊✉r♦♣❡ ✭❊❯❘❖❈❖◆❚❘❖▲✮ ❛♥❞ t❤❡ ❯❙ ✭❋❡❞✲
❡r❛❧ ❆✈✐❛t✐♦♥ ❆❞♠✐♥✐str❛t✐♦♥✲❋❆❆✮ ❛r❡ ❛❝t✐✈❡❧② ✐♥✈♦❧✈❡❞ ✐♥ t❤❡ st❛♥❞❛r❞✐s❛t✐♦♥
❛♥❞ str✉❝t✉r✐♥❣ ♦❢ ❢✉t✉r❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✐♥❢r❛str✉❝t✉r❡s ✭❋❈■✮ ❢♦r t❤❡ ❛✈✐❛t✐♦♥
✐♥❞✉str② ✇✐t❤ ❞✐❣✐t❛❧ ❝♦♠♠✉♥✐❝❛t✐♦♥ ❛s ✐ts ❝❡♥tr❛❧ ❝♦♠♣♦♥❡♥t✳ ❚❤✐s tr❛♥s❢♦r✲
♠❛t✐♦♥ ✐s ✐♥ ♣❛rt ❞✉❡ t♦ ❞r❛st✐❝ ✐♥❝r❡❛s❡s ✐♥ ❛✐r✲tr❛✣❝ ❧♦❛❞✱ ❣❧♦❜❛❧ ❆❚❈ st❛✛
s❤♦rt❛❣❡s✱ ❛❞✈❡rs❡ ❡♥✈✐r♦♥♠❡♥t❛❧ ❡✛❡❝ts ♦❢ t❤❡ ❛✈✐❛t✐♦♥ ✐♥❞✉str②✱ ❝♦st ❡✛❡❝t✐✈❡✲
♥❡ss ❛♥❞ ❛❞✈❛♥❝❡❞ s✉r✈❡✐❧❧❛♥❝❡ ❛♥❞ s❛❢❡t② ❝❛♣❛❜✐❧✐t✐❡s✳ ❍♦✇❡✈❡r✱ ❜② r❡♣❧❛❝✐♥❣



✷ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

❧❡❣❛❝② ♠✐❧✐t❛r②✲❣r❛❞❡ ✐♥❢r❛str✉❝t✉r❡s ✇✐t❤ ❞✐❣✐t❛❧ ♣r♦❞✉❝ts ✕ ❜♦t❤ ♦♥❜♦❛r❞ ❛✐r✲
❝r❛❢ts ✭❆❈s✮ ❛s ✇❡❧❧ ❛s ✐♥ ❣r♦✉♥❞ s②st❡♠s ✭●❙s✮ ✕ t❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ♦❢ t❤❡
❛✈✐❛t✐♦♥ ✐♥❞✉str② ✐s ♥♦ ❧♦♥❣❡r ✐s♦❧❛t❡❞✱ ❛♥❞ t❤✉s t❤❡ t❤r❡❛t ♦❢ ❛♥ ❡❛✈❡s❞r♦♣♣❡r
♦r ❡✈❡♥ ❛♥ ❛❝t✐✈❡ ❛tt❛❝❦❡r ✐s ♥♦ ❧♦♥❣❡r ✉♥r❡❛❧✐st✐❝✳ ❚❤✉s✱ ✐♥t❡❣r❛t✐♥❣ ❞✐❣✐t❛❧ t❡❝❤✲
♥♦❧♦❣✐❡s ✐♥t♦ ❝r✐t✐❝❛❧ ❝♦♠♠✉♥✐❝❛t✐♦♥s ✇✐t❤♦✉t ❝❛r❡❢✉❧❧② ❝♦♥s✐❞❡r✐♥❣ t❤❡✐r s❡❝✉r✐t②
✇✐❧❧ ❞r❛st✐❝❛❧❧② ✉♥❞❡r♠✐♥❡ t❤❡ s❛❢❡t② ♦❢ s✉❝❤ ❛✈✐♦♥✐❝s✳ ❋✉rt❤❡r ❡①❛❝❡r❜❛t✐♥❣ t❤❡
s✐t✉❛t✐♦♥ ✐s t❤❡ ❤✐❣❤❧②✲❞❡♣❡♥❞❡♥t ♥❛t✉r❡ ♦❢ t❤❡ ❛✈✐❛t✐♦♥ ✐♥❞✉str②✿ ❛tt❛❝❦s ♦♥
❛ s✐♥❣❧❡ ❝♦♠♣♦♥❡♥t ♠❛② ❝❛s❝❛❞❡ ❛♥❞ ❝r✐♣♣❧❡ ✐ts ❡♥t✐r❡ ✐♥❢r❛str✉❝t✉r❡✱ ❡♥❞✐♥❣ ✐♥
❝❛t❛str♦♣❤✐❝ ❢❛✐❧✉r❡s✳ ❙✉❝❤ ❛tt❛❝❦s ❛r❡ ♥♦t ✉♥r❡❛❧✐st✐❝✿ ❊❯❘❖❈❖◆❚❘❖▲ r❡♣♦rts
t❤❛t s✉❝❤ ❝②❜❡r❛tt❛❝❦s ❛❣❛✐♥st ❛✈✐❛t✐♦♥ s②st❡♠s ❛r❡ ♦♥ t❤❡ r✐s❡ ❬✽❪✳

❈♦♥tr♦❧❧❡r✲P✐❧♦t ❉❛t❛ ▲✐♥❦ ❈♦♠♠✉♥✐❝❛t✐♦♥s ✭❈P❉▲❈✮ ✐s ❛ ♣r♦t♦❝♦❧ t❤❛t ❢❛✲
❝✐❧✐t❛t❡s ❝♦♠♠✉♥✐❝❛t✐♦♥ ❜❡t✇❡❡♥ t❤❡ ❆✐r ❚r❛✣❝ ❈♦♥tr♦❧ ✭❆❚❈✮ st❛t✐♦♥s ❛♥❞ ❆❈s
♦✈❡r ❛ ❞❛t❛❧✐♥❦ ♠❡❞✐✉♠✳ ❈P❉▲❈ ✇❛s ❞❡s✐❣♥❡❞ t♦ r❡❞✉❝❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ❧♦❛❞s
♦♥ t❤❡ ❱❡r② ❍✐❣❤ ❋r❡q✉❡♥❝② ✭❱❍❋✮ ❜❛♥❞✱ ✐♥ ♦r❞❡r t♦ ❤❛♥❞❧❡ ❧❛r❣❡ ♥✉♠❜❡rs ♦❢
❆❈s ❝♦♠♠✉♥✐❝❛t✐♥❣ ✇✐t❤ ❆❚❈s s✐♠✉❧t❛♥❡♦✉s❧② ✐♥ ❝♦♥❣❡st❡❞ ❛✐r tr❛✣❝ ③♦♥❡s✳
❈P❉▲❈ ❝♦♠♠✉♥✐❝❛t✐♦♥ ❤❛s ♠✉❧t✐♣❧❡ ❛♣♣❧✐❝❛t✐♦♥s✱ r❛♥❣✐♥❣ ❢r♦♠ r♦✉t❡ ❝❤❛♥❣❡
❛♥❞ ❝❧❡❛r❛♥❝❡s t♦ ❧❡✈❡❧ ❛ss✐❣♥♠❡♥ts ❛♥❞ ❝r♦ss✐♥❣ ❝♦♥str❛✐♥ts ❬✶✵❪✳ ❆t ♣r❡s❡♥t ❛❧❧
❈P❉▲❈ ❝♦♠♠✉♥✐❝❛t✐♦♥s ❛r❡ ❝❛rr✐❡❞ ♦✉t ♦✈❡r ✉♥❡♥❝r②♣t❡❞ ❛♥❞ ✉♥❛✉t❤❡♥t✐❝❛t❡❞
❞❛t❛❧✐♥❦s✳ ❚❤✉s✱ t❤❡r❡ ✐s ❛ ♥❡❡❞ t♦ ❞❡✈❡❧♦♣ ❛ ❢✉t✉r❡✲♣r♦♦❢ s❡❝✉r❡ ❝♦♠♠✉♥✐❝❛t✐♦♥
♣r♦t♦❝♦❧ t❤❛t ❜♦t❤ ❡♥s✉r❡s ❝♦♥✜❞❡♥t✐❛❧✐t② ❛♥❞ ❛✉t❤❡♥t✐❝✐t② ♦❢ ❝♦♠♠✉♥✐❝❛t✐♦♥✱
✇❤✐❧❡ ✇✐t❤st❛♥❞✐♥❣ t❤❡ ❡✈♦❧✈✐♥❣ t❤r❡❛t ❧❛♥❞s❝❛♣❡✳

❆t t❤❡ t✐♠❡ ♦❢ ✇r✐t✐♥❣✱ ◆■❙❚✬s P♦st ◗✉❛♥t✉♠ ❈r②♣t♦❣r❛♣❤② ✭P◗❈✮ ❙t❛♥✲
❞❛r❞✐③❛t✐♦♥ Pr♦❝❡ss ❤❛s ❝♦♥❝❧✉❞❡❞ ❛♥❞ ❝❤♦s❡♥ ✐ts ✇✐♥♥❡rs ❢♦r ❦❡② ❡♥❝❛♣s✉❧❛t✐♦♥
❛♥❞ ❞✐❣✐t❛❧ s✐❣♥❛t✉r❡s ❝❛t❡❣♦r✐❡s✳ ❚❤✐s ♣r♦❝❡ss st❛♥❞❛r❞✐③❡s ♣♦st✲q✉❛♥t✉♠ ♣✉❜❧✐❝
❦❡② ❝r②♣t♦❣r❛♣❤✐❝ ♣r✐♠✐t✐✈❡s t♦ ♣♦t❡♥t✐❛❧❧② r❡♣❧❛❝❡ ❡①✐st✐♥❣ q✉❛♥t✉♠✲✈✉❧♥❡r❛❜❧❡
♣r✐♠✐t✐✈❡s ❝✉rr❡♥t❧② ✐♥ ✇✐❞❡s♣r❡❛❞ ✉s❡✳ ■♥ ❛❞❞✐t✐♦♥✱ t❤❡ ❲❤✐t❡ ❍♦✉s❡ r❡❝❡♥t❧②
♣✉❜❧✐s❤❡❞ ❛ ♠❡♠♦r❛♥❞✉♠ ❬✷✺❪✱ ✐♥tr♦❞✉❝✐♥❣ ❛ ♣❧❛♥ t♦ ✐♥❝r❡❛s❡ r❡s♦✉r❝❡s ❛♥❞ ❝♦❧✲
❧❛❜♦r❛t✐✈❡ ❡✛♦rts ❢♦r t❤❡ ♠✉❧t✐✲②❡❛r ♣r♦❝❡ss ♦❢ ♠✐❣r❛t✐♥❣ ✈✉❧♥❡r❛❜❧❡ ❝♦♠♣✉t❡r
s②st❡♠s t♦ q✉❛♥t✉♠✲r❡s✐st❛♥t ❝r②♣t♦❣r❛♣❤②✳

❍♦✇❡✈❡r✱ ❛❧♠♦st ❛❧❧ P◗❈ ✐♥❝r❡❛s❡s ❝♦♠♣✉t❛t✐♦♥ ❛♥❞ ❦❡② s✐③❡s ❝♦♠♣❛r❡❞ t♦
q✉❛♥t✉♠✲✈✉❧♥❡r❛❜❧❡ ❝♦✉♥t❡r♣❛rts✱ ❝♦♠♣❧✐❝❛t✐♥❣ t❤❡✐r ♣r❛❝t✐❝❛❧ ❛❞♦♣t✐♦♥✱ ❡s♣❡✲
❝✐❛❧❧② ✐♥ r❡s♦✉r❝❡✲❝♦♥str❛✐♥❡❞ ❡♥✈✐r♦♥♠❡♥ts✳ ❋♦r ✐♥st❛♥❝❡✱ t❤❡ ♥♦✈❡❧ ▲❉❆❈❙ ♠❡✲
❞✐❛ ❢♦r ●❙✲t♦✲❆❈ ❝♦♠♠✉♥✐❝❛t✐♦♥ ♣r♦✈✐❞❡s ❛ t❤r♦✉❣❤♣✉t ♦❢ ✸✵✸✳✸✸ ❦❜♣s ✭❢♦r✇❛r❞✲
❧✐♥❦✮ ❛♥❞ ✶✾✾✳✼✸ ❦❜♣s ✭r❡✈❡rs❡✲❧✐♥❦✮ ❬✷❪✱ ❛♥❞ t❤❡ ❛✈❡r❛❣❡ t❤r♦✉❣❤♣✉t ♦❢ ❞❛t❛✲❧✐♥❦s
✉s❡❞ ✐♥ ❛✈✐♦♥✐❝ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✐s ✸✶✳✺❦❜♣s ❛❝r♦ss t❤❡ ❣❧♦❜❡✳ ▼♦r❡♦✈❡r✱ s❡❝✉r✐t②
❛♥❛❧②s✐s ♦❢ P◗❈ ✐s r❡❧❛t✐✈❡❧② ✐♠♠❛t✉r❡ ❛♥❞ ❝♦♥st❛♥t❧② ❡✈♦❧✈✐♥❣ ❝♦♠♣❛r❡❞ t♦
t❤❡✐r ❝❧❛ss✐❝❛❧ ❝♦✉♥t❡r♣❛rts ❬✼❪✖❝♦rr♦❜♦r❛t❡❞ ❜② r❡❝❡♥t ❛tt❛❝❦s ✉♥❞❡r♠✐♥✐♥❣ t❤❡
s❡❝✉r✐t② ♦❢ ❞✐❣✐t❛❧ s✐❣♥❛t✉r❡ s❝❤❡♠❡ ❘❛✐♥❜♦✇ ❬✸❪ ❛♥❞ t❤❡ ❑❊▼ ❙■❑❊ ❬✹❪✖❜♦t❤
❝❛♥❞✐❞❛t❡s ♣r❡✈✐♦✉s❧② s❤♦rt❧✐st❡❞ ❛s ◆■❙❚ P◗❈ ✜♥❛❧✐sts✳ ❲✐t❤✐♥ t❤✐s ❝♦♥t❡①t✱
❛❞♦♣t✐♥❣ ❛ ❤②❜r✐❞ ❛♣♣r♦❛❝❤ ❬✼❪ ❝♦♠❜✐♥✐♥❣ ❝❧❛ss✐❝❛❧ ❛♥❞ P◗❈ ♣r✐♠✐t✐✈❡s ♣r❡s❡♥ts
❛ r❡❛❧✐st✐❝ ❡q✉✐❧✐❜r✐✉♠✱ ♣r♦✈✐❞✐♥❣ s❡❝✉r✐t② ❣✉❛r❛♥t❡❡s ❛❣❛✐♥st ♣♦t❡♥t✐❛❧❧② ✉♥❞✐s✲
❝♦✈❡r❡❞ ✈✉❧♥❡r❛❜✐❧✐t✐❡s ✭❜♦t❤ ❛❧❣♦r✐t❤♠✐❝ ❛♥❞ ✐♥✲❝♦❞❡✮ ✐♥ ♥♦✈❡❧ P◗❈ ❛♥❞ s❡❝✉r✐t②
❛❣❛✐♥st ❢✉t✉r❡ q✉❛♥t✉♠ ❛❞✈❡rs❛r✐❡s✳

■♥ t❤✐s ♣❛♣❡r ✇❡ ♣r♦♣♦s❡ t✇♦ ❤②❜r✐❞ ❦❡② ❡①❝❤❛♥❣❡ ♣r♦t♦❝♦❧s t♦ s❡❝✉r❡ ❈P❉▲❈
❝♦♠♠✉♥✐❝❛t✐♦♥ ❜❡t✇❡❡♥ ❣r♦✉♥❞ st❛t✐♦♥s ✭●❙✮ ❛♥❞ ❛✐r❝r❛❢ts ✭❆❈✮✳ ❲❡ ♣r♦✈✐❞❡ ❛



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✸

❢♦r♠❛❧ ♣r♦♦❢ ♦❢ s❡❝✉r✐t② ❢♦r t❤❡ ♣r♦♣♦s❡❞ ♣r♦t♦❝♦❧s ❛❣❛✐♥st ❜♦t❤ q✉❛♥t✉♠ ❛♥❞
❝❧❛ss✐❝❛❧ ❛❞✈❡rs❛r✐❡s✳ ❲❡ ✐♥st❛♥t✐❛t❡ ♦✉r ♣r♦♣♦s❡❞ ♣r♦t♦❝♦❧s ✇✐t❤ ❞✐✛❡r❡♥t ♣♦st✲
q✉❛♥t✉♠ ❛❧❣♦r✐t❤♠s t♦ ✉♥❞❡rst❛♥❞ t❤❡ r❡❛❧✲✇♦r❧❞ ❛♣♣❧✐❝❛❜✐❧✐t② ♦❢ ♦✉r ♣r♦t♦❝♦❧s
t♦ t❤❡ r❡s♦✉r❝❡✲❝♦♥str❛✐♥❡❞ ❡❝♦s②st❡♠ ♦❢ ❛✈✐♦♥✐❝ ❝♦♠♠✉♥✐❝❛t✐♦♥✳ ❲❡ ❝♦♠♣❛r❡
♦✉r ♣r♦♣♦s❛❧s t♦ ❡①✐st✐♥❣ ✇♦r❦ ❛♥❞ ❞❡♠♦♥str❛t❡ t❤❛t ✇❡ ♣r♦✈✐❞❡ s❛t✐s❢❛❝t♦r②
♣❡r❢♦r♠❛♥❝❡ ✇✐t❤ t❤❡ ❛❞❞❡❞ ❜❡♥❡✜t ♦❢ ❤❡✐❣❤t❡♥❡❞ ✭❤②❜r✐❞✮ s❡❝✉r✐t②✳
❖r❣❛♥✐s❛t✐♦♥✿ ■♥ ❙❡❝t✐♦♥ ✸ ✇❡ ❞❡s❝r✐❜❡ ♦✉r ♣r♦t♦❝♦❧s✱ ❢♦❧❧♦✇❡❞ ❜② ❞❡t❛✐❧s ♦❢
✐♠♣❧❡♠❡♥t❛t✐♦♥ ✐♥ ❙❡❝t✐♦♥ ✹✳ ❙❡❝t✐♦♥s ✺ ❛♥❞ ✻ ❡①♣❧❛✐♥ ♦✉r s❡❝✉r✐t② ❢r❛♠❡✇♦r❦ ✐♥
❞❡t❛✐❧ ❛♥❞ ❢♦r♠❛❧❧② ♣r♦✈❡ ♦✉r ♣r♦t♦❝♦❧s✬ s❡❝✉r✐t②✱ r❡s♣❡❝t✐✈❡❧②✳ ❚❤❡ ♣❛♣❡r ❝❧♦s❡s
✇✐t❤ ❝♦♥❝❧✉s✐♦♥s ❛♥❞ ❞✐r❡❝t✐♦♥s ❢♦r ❢✉t✉r❡ ✇♦r❦ ✐♥ ❙❡❝t✐♦♥ ✼✳

✷ ❘❡❧❛t❡❞ ❲♦r❦

❍❡r❡ ✇❡ ❞✐s❝✉ss ♣r❡✲❡①✐st✐♥❣ ❧✐t❡r❛t✉r❡ r❡❧❛t❡❞ t♦ ❝❧❛ss✐❝❛❧ ❛♥❞ ♣♦st✲q✉❛♥t✉♠
❛✈✐♦♥✐❝ ❝♦♠♠✉♥✐❝❛t✐♦♥ ♣r♦t♦❝♦❧s✳

❚❤❡ ❆✉t♦♠❛t✐❝ ❉❡♣❡♥❞❡♥t ❙✉r✈❡✐❧❧❛♥❝❡✲❇r♦❛❞❝❛st ✐s ❛ ♠❛♥❞❛t♦r② ❜r♦❛❞❝❛st
s②st❡♠ ❢♦r ❛❧❧ ❛✐r❝r❛❢ts✱ ✇❤❡r❡ ❛♥ ❛✐r❝r❛❢t ♣❡r✐♦❞✐❝❛❧❧② ❜r♦❛❞❝❛sts ✐ts ♣♦s✐t✐♦♥✱
❛❧❧♦✇✐♥❣ ✐t t♦ ❜❡ tr❛❝❦❡❞✳ ❲❡ss♦♥ ❡t✳ ❛❧✳ ❬✷✼❪ ❞✐s❝✉ss t❤❡ s❡❝✉r✐t② ♦❢ t❤❡ ❆❉❙✲❇
♣r♦t♦❝♦❧ ❛♥❞ ❧❛②s ♦✉t s♣❡❝✐✜❝ ❝♦♥s✐❞❡r❛t✐♦♥s r❡q✉✐r❡❞ ✇❤❡♥ ❞❡s✐❣♥✐♥❣ t❤❡ s❡❝✉✲
r✐t② ♦❢ ❛✈✐❛t✐♦♥ ❝♦♠♠✉♥✐❝❛t✐♦♥❀ ✐♥t❡r♦♣❡r❛❜✐❧✐t② ✇✐t❤ ❡①✐st✐♥❣ ♣♦❧✐❝✐❡s ❛♥❞ ❧❛✇s✱
❜❛♥❞✇✐❞t❤ ❛♥❞ ✐♥t❡r❢❡r❡♥❝❡ ❝♦♥str❛✐♥ts ❛♥❞ ❤♦✇ ❆❉❙✲❇ ♦♣❡r❛t❡s ✐♥ ❛ ❝r②♣t♦✲
❣r❛♣❤✐❝❛❧❧② ✉♥tr✉st❡❞ ❡♥✈✐r♦♥♠❡♥t✳ ❚❤❡✐r ✇♦r❦ ♣r✐♠❛r✐❧② ❡✈❛❧✉❛t❡s s②♠♠❡tr✐❝
❛♥❞ ❛s②♠♠❡tr✐❝ s❡tt✐♥❣s✱ ❝♦♥❝❧✉❞✐♥❣ t❤❛t ♠❛✐♥t❛✐♥✐♥❣ t❤❡ s❡❝r❡❝② ♦❢ s②♠♠❡tr✐❝
❦❡②s ❛❝r♦ss ♠✉❧t✐♣❧❡ ✉♥tr✉st❡❞ ❣❧♦❜❛❧ ❞♦♠❛✐♥s ✐s ✉♥s✉✐t❛❜❧❡ ❢♦r t❤❡ ♣✉r♣♦s❡ ♦❢
s❡❝✉r❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✐♥ ❛✈✐❛t✐♦♥✳

●✐✈❡♥ t❤❡ s❛❢❡t②✲❝r✐t✐❝❛❧ ♥❛t✉r❡ ♦❢ t❤❡ ❛✈✐❛t✐♦♥ ✐♥❞✉str②✱ ❝♦♠♣❧❡t❡ ❡♥❝r②♣t✐♦♥
♦❢ ❝r✐t✐❝❛❧ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✐s ♣r♦❜❧❡♠❛t✐❝✱ ❞✉❡ t♦ t❤❡ ♥♦♥✲♥❡❣❧✐❣✐❜❧❡ ❧✐❦❡❧✐❤♦♦❞ ♦❢
s②st❡♠ ♦r ❤✉♠❛♥ ❡rr♦r r❡s✉❧t✐♥❣ ✐♥ ❞❡❝r②♣t✐♦♥ ❢❛✐❧✉r❡s ✐♥ ❛ ♣r♦♠♣t r❡❛❧✲t✐♠❡
❝❛♣❛❝✐t②✳ ■♥ ❢❛❝t✱ t❤❡ ❢❡❞❡r❛❧ ❛✈✐❛t✐♦♥ ❛❞♠✐♥✐str❛t✐♦♥ ✭❋❆❆✮ ❤❛s str♦♥❣❧② r❡❝✲
♦♠♠❡♥❞❡❞ ♠❛✐♥t❛✐♥✐♥❣ ❝❧❡❛r ❞❛t❛❧✐♥❦s ❢♦r ❛✈✐❛t✐♦♥ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✐♥ ♦r❞❡r t♦
❦❡❡♣ ❝r✐t✐❝❛❧ s✉r✈❡✐❧❧❛♥❝❡ ❞❛t❛✱ s✉❝❤ ❛s ♣♦s✐t✐♦♥❛❧ ✐♥❢♦r♠❛t✐♦♥ ♦❢ ❛✐r❝r❛❢t✱ ♦♣❡♥❧②
❛❝❝❡ss✐❜❧❡ ❬✷✽❪✳ ▼♦r❡♦✈❡r✱ t❤❡ ✉s❡ ♦❢ s❤❛r❡❞ ❦❡②s ❛❧s♦ ❝♦♠♣❧✐❝❛t❡s ❦❡② r❡✈♦❝❛t✐♦♥
s❝❡♥❛r✐♦s ✐♥ t❤❡ ❡✈❡♥t ♦❢ ❦❡② ❝♦♠♣r♦♠✐s❡✱ s✐♥❝❡ ✐t r❡q✉✐r❡s r❡♣❧❛❝✐♥❣ ❦❡②s ❛❝r♦ss
❛❧❧ ♣❛rt✐❡s ✐♥✈♦❧✈❡❞✳ ❚❤❡ ♥♦✈❡❧ ❆❉❙✲❇ ♣r♦♣♦s❛❧ ❬✷✽❪ ✐s ❜❛s❡❞ ♦♥ s②♠♠❡tr✐❝✲❦❡②
♣r✐♠✐t✐✈❡s✱ s♣❡❝✐✜❝❛❧❧② ❋♦r♠❛t✲Pr❡s❡r✈✐♥❣ ❊♥❝r②♣t✐♦♥ ❢♦r ♦❜s❝✉r✐♥❣ ✢✐❣❤t ✐❞❡♥✲
t✐t② ❛♥❞ t❤❡ ❚❊❙▲❆ ♣r♦t♦❝♦❧ ❬✶✼❪ ❢♦r ❛✉t❤❡♥t✐❝❛t✐♦♥✳ ❲❤✐❧❡ ❧❡ss ❝♦♠♣✉t❛t✐♦♥✲
❛❧❧② ❡①♣❡♥s✐✈❡✱ ❛s ♣r❡✈✐♦✉s❧② ❞✐s❝✉ss❡❞ ✐t ✐s ♥♦t ❛ s❝❛❧❛❜❧❡ s♦❧✉t✐♦♥ ✐♥ t❤❡ ❣❧♦❜❛❧
❛✐rs♣❛❝❡✳ ■♥ ❛❞❞✐t✐♦♥✱ t❤❡✐r ✇♦r❦ ❤❡❛✈✐❧② r❡❧✐❡s ♦♥ ❛ ❚r✉st❡❞ ❚❤✐r❞ P❛rt② ❢♦r
❦❡② ♠❛♥❛❣❡♠❡♥t ❛♥❞ ❞✐str✐❜✉t✐♦♥ ♦♥ ❛ ❢r❡q✉❡♥t ❜❛s✐s✳ ❋✉rt❤❡r♠♦r❡✱ t❤❡ ✉s❡ ♦❢
❚❊❙▲❆ ♣r♦t♦❝♦❧ ✐♥tr♦❞✉❝❡s ❛❞❞✐t✐♦♥❛❧ ❧❛t❡♥❝② t♦ t❤❡ s❝❤❡♠❡ ❣✐✈❡♥ ❤♦✇ ❞❡❝r②♣✲
t✐♦♥ ❦❡②s ❛r❡ s❡♥t ❛❢t❡r s❡♥❞✐♥❣ t❤❡ ❡♥❝r②♣t❡❞ ♠❡ss❛❣❡s✳ ❖✉r ♣r♦t♦❝♦❧s ✭♣r❡s❡♥t❡❞
✐♥ ❙❡❝t✐♦♥ ✸✮ ❛✈♦✐❞ t❤❡s❡ ✐ss✉❡s✱ ❛s t❤❡② ❛r❡ ❝♦♥str✉❝t❡❞ ❢r♦♠ ❛s②♠♠❡tr✐❝✲❦❡②
♣r✐♠✐t✐✈❡s✱ r❡q✉✐r❡ ♦♥❧② ❛ s✐♥❣❧❡ r♦✉♥❞ ❢♦r ❦❡② ❡st❛❜❧✐s❤♠❡♥t✱ ❛♥❞ s❡❝✉r❡ ❈P❉▲❈
❝♦♠♠✉♥✐❝❛t✐♦♥s s♣❡❝✐✜❝❛❧❧②✱ ♥♦t ❛❞❞r❡ss✐♥❣ ❆❉❙✲❇✳



✹ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

❖t❤❡r ❛♣♣r♦❛❝❤❡s t♦ s❡❝✉r✐♥❣ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✐♥ ❛✈✐❛t✐♦♥ r❡❧② ♦♥ ❛s②♠♠❡t✲
r✐❝ ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡s✱ ✐♥tr♦❞✉❝✐♥❣ ❝♦♠♠✉♥✐❝❛t✐♦♥ ♦✈❡r❤❡❛❞ ❝♦♠♣❛r❡❞ t♦ s②♠✲
♠❡tr✐❝ ❡♥❝r②♣t✐♦♥✱ ❞✉❡ t♦ ❧❛r❣❡ ♣✉❜❧✐❝✲❦❡② ❛♥❞ ❝✐♣❤❡rt❡①t s✐③❡s✳ ❋♦r ✐♥st❛♥❝❡✱ t♦
❛❝❤✐❡✈❡ t❤❡ s②♠♠❡tr✐❝✲❦❡② ❡q✉✐✈❛❧❡♥t str❡♥❣t❤ ♦❢ ✶✶✷ ❜✐ts ✭❆❉❙✲❇ ♣❛❝❦❡t s✐③❡✮✱
✇❤✐❝❤ ◆■❙❚ ❝❧❛✐♠s ✐s ❝r②♣t♦❣r❛♣❤✐❝❛❧❧② s❡❝✉r❡ ✉♥t✐❧ ✷✵✸✵✱ t❤❡ ❊❈❉❙❆ s✐❣♥❛t✉r❡
❧❡♥❣t❤ ✐s ✹✹✽ ❜✐ts✱ ❢♦✉r t✐♠❡s ❣r❡❛t❡r t❤❛♥ ❛♥ ❆❉❙✲❇ ♠❡ss❛❣❡ ❬✷✼❪✳ ❙✐♥❝❡ ❊❈❉❙❆
❣❡♥❡r❛t❡s t❤❡ s❤♦rt❡st s✐❣♥❛t✉r❡ ❢♦r ❛ ❣✐✈❡♥ ❦❡② ❧❡♥❣t❤ ✐t ❤❛s ❜❡❡♥ ♣r♦♣♦s❡❞ ❛s ❛
s✉✐t❛❜❧❡ s❝❤❡♠❡ ❢♦r s❡❝✉r✐♥❣ ❆❈❆❘❙ ♠❡ss❛❣❡s ❜② t❤❡ ❆❈❆❘❙ ♠❡ss❛❣❡ s❡❝✉r✐t②
st❛♥❞❛r❞ ❬✶❪ ❜✉t ✐s r❛r❡❧② ❛❞♦♣t❡❞ ❜② ❛♥② ♠❛❥♦r ❛✐r❧✐♥❡s✳

❑❤❛♥ ❡t✳ ❛❧✳ ❬✶✵❪ ♣r♦♣♦s❡ ❛ ❧✐❣❤t✇❡✐❣❤t ♣r♦t♦❝♦❧ ❢♦r s❡❝✉r✐♥❣ ❈P❉▲❈ ✉s✲
✐♥❣ ❡❧❧✐♣t✐❝✲❝✉r✈❡ ❝r②♣t♦❣r❛♣❤② ❛♥❞ ❙❝❤♥♦rr s✐❣♥❛t✉r❡ s❝❤❡♠❡s✳ ❚❤❡✐r ♠❡t❤♦❞
♣r♦✈✐❞❡s ❛✉t❤❡♥t✐❝❛t❡❞ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✇❤✐❧❡ ♣r❡s❡r✈✐♥❣ ❝♦♥✜❞❡♥t✐❛❧✐t② ❛♥❞ ♥♦♥✲
r❡♣✉❞✐❛t✐♦♥ ♣r♦♣❡rt✐❡s ❛❣❛✐♥st ❛ ❝❧❛ss✐❝❛❧ ❛❞✈❡rs❛r②✱ ❜✉t ❢❛✐❧s t♦ ❛❝❤✐❡✈❡ s❡❝✉✲
r✐t② ❛❣❛✐♥st ❛ q✉❛♥t✉♠ ❛❞✈❡rs❛r②✳ ▼ä✉r❡r ❡t✳ ❛❧✳ ❬✶✺❪ ❛❧s♦ ♣r♦♣♦s❡ ❛♥ ❛❧t❡r✲
♥❛t✐✈❡ t♦ ❈P❉▲❈✱ ❛♥ ▲❉❆❈❙✲❜❛s❡❞ ♣r♦t♦❝♦❧ ✉s✐♥❣ ❞✐✛❡r❡♥t ✢❛✈♦✉rs ♦❢ ❉✐✣❡✲
❍❡❧❧♠❛♥ ❦❡② ❡①❝❤❛♥❣❡ ✭❉❍❑❊✮ t♦ ❡st❛❜❧✐s❤ ❦❡②s✱ ❛♥❞ ❡✈❛❧✉❛t❡ t❤❡ ♣r❛❝t✐❝❛❧✐t②
♦❢ t❤❡✐r ♣r♦♣♦s❛❧s✳ ❚❤❡② ♠♦❞✐❢② t❤❡ ❙t❛t✐♦♥✲t♦✲❙t❛t✐♦♥ ✭❙❚❙✮ ♣r♦t♦❝♦❧ ✇✐t❤ ❞✐s✲
t✐♥❝t ❉❍❑❊ ✐♥st❛♥t✐❛t✐♦♥s✱ ❝♦♠♣❛r✐♥❣ ❊❧❧✐♣t✐❝ ❈✉r✈❡ ❉❍❑❊ ✭❊❈❉❍✮ ❛♥❞ ❙✉✲
♣❡rs✐♥❣✉❧❛r ■s♦❣❡♥② ❉❍❑❊ ✭❙■❉❍✮ ❛s t❤❡ ✉♥❞❡r❧②✐♥❣ ❦❡② ❡①❝❤❛♥❣❡✳ ❚❤❡✐r ✇♦r❦
❝♦♥❝❧✉❞❡s ✇❤✐❧❡ ❙❚❙✲❊❈❉❍ ♣r♦✈✐❞❡s t❤❡ ♠♦st r❡s♦✉r❝❡ ❡✣❝✐❡♥t ♣❡r❢♦r♠❛♥❝❡✱
❙❚❙✲❙■❉❍ ✭❜❡❧✐❡✈❡❞ ❛t t❤❡ t✐♠❡ t♦ ♣r♦✈✐❞❡ ♣♦st✲q✉❛♥t✉♠ s❡❝✉r✐t②✮ ✇❛s t❤❡ ❜❡t✲
t❡r ♦♣t✐♦♥ ❢♦r ❧♦♥❣✲t❡r♠ s❡❝✉r✐t②✳ ❲❡ ✐♠♣❧❡♠❡♥t ♦✉r s♦❧✉t✐♦♥ ✐♥ ❙❡❝t✐♦♥ ✹✱ ❛♥❞
❝♦♠♣❛r❡ ✇✐t❤ ▼ä✉r❡r ❡t✳ ❛❧✳✬s ❙❚❙✲✭❈✮❙■❉❍ ♣r♦t♦❝♦❧ ❬✶✺❪✱ ❞❡♠♦♥str❛t✐♥❣ ♦✉r
♣r♦t♦❝♦❧✬s r❡❧❛t✐✈❡ ♣r❛❝t✐❝❛❧✐t② ✇❤✐❧❡ ❛❧s♦ ❛❝❤✐❡✈✐♥❣ str♦♥❣❡r ♥♦t✐♦♥s ♦❢ s❡❝✉r✐t②✳

❋✐♥❛❧❧②✱ ❇❡❧❧✐❞♦✲▼❛♥❣❡♥❡❧❧ ❡t✳ ❛❧✳ ❬✷❪ ❛♥❞ ▼✐❡❧❦❡ ❡t✳ ❛❧✳ ❬✶✻❪ ♣r♦♣♦s❡ ❛ s❡❝✉r❡
♣r♦t♦❝♦❧ ❢♦r ❈P❉▲❈ ♦✈❡r t❤❡ ▲❉❆❈❙ ♠❡❞✐✉♠✱ ❛♥❞ s✐♠✉❧❛t❡ t❤❡✐r ♣r♦t♦❝♦❧✬s
❝♦♠♠✉♥✐❝❛t✐♦♥ ❜❡t✇❡❡♥ ❛✐r❝r❛❢ts ❛♥❞ ❣r♦✉♥❞ st❛t✐♦♥s✳ ❚❤❡✐r ♣r♦♣♦s❛❧ ❝♦♠❜✐♥❡s
❛♥ ❛s②♠♠❡tr✐❝ ♣♦st✲q✉❛♥t✉♠ ♣✉❜❧✐❝✲❦❡② ❡♥❝r②♣t✐♦♥ s❝❤❡♠❡ ✭▼❝❊❧✐❡❝❡✱ ✉s✐♥❣
❝♦❞❡✲❜❛s❡❞ ❝r②♣t♦❣r❛♣❤②✮ ❛♥❞ s②♠♠❡tr✐❝ ❡♥❝r②♣t✐♦♥ ✭❆❊❙✲✷✺✻✲●❈▼✮✳ ❚❤❡ ❛✉✲
t❤♦rs ❬✶✻❪ ❤✐❣❤❧✐❣❤t t❤❛t t❤❡ ♣r♦t♦❝♦❧ ❞♦❡s ♥♦t ❣✉❛r❛♥t❡❡ s❡❝✉r✐t② ❛❣❛✐♥st ♣♦t❡♥✲
t✐❛❧ ♠❛♥✲✐♥✲t❤❡✲♠✐❞❞❧❡ ❛tt❛❝❦❡rs s✐♥❝❡ t❤❡ ❡①❝❤❛♥❣❡❞ ✭❡♣❤❡♠❡r❛❧✮ ♣✉❜❧✐❝ ❦❡②s
❛r❡ ♥♦t ❛✉t❤❡♥t✐❝❛t❡❞✳ ❋✐♥❛❧❧②✱ ♥❡✐t❤❡r ♣r♦✈✐❞❡ ❛♥② ❢♦r♠❛❧ ♣r♦♦❢ ♦❢ s❡❝✉r✐t②✳

✷✳✶ ❑❊▼❚▲❙

KEMTLS ❬✷✶❪ ✐s ❛ ❦❡② ❡①❝❤❛♥❣❡ ♣r♦t♦❝♦❧✱ ♣r♦♣♦s❡❞ t♦ tr❛♥s✐t✐♦♥ TLS 1.3 ❤❛♥❞✲
s❤❛❦❡s t♦ ❛ ♣♦st✲q✉❛♥t✉♠ s❡tt✐♥❣✳ KEMTLS ♣r♦♣♦s❡s t❤❡ ✉s❡ ♦❢ ❑❊▼s ✐♥st❡❛❞
♦❢ ❞✐❣✐t❛❧ s✐❣♥❛t✉r❡s ❢♦r s❡r✈❡r ❛✉t❤❡♥t✐❝❛t✐♦♥✱ ❛s ♣♦st✲q✉❛♥t✉♠ s✐❣♥❛t✉r❡ ♣✉❜✲
❧✐❝ ❦❡②s ❛♥❞ s✐❣♥❛t✉r❡s t❡♥❞ t♦ ❜❡ ❧❛r❣❡r t❤❛♥ t❤❡✐r ♣♦st✲q✉❛♥t✉♠ ❑❊▼ ❝♦✉♥✲
t❡r♣❛rts✳ ❲❤✐❧❡ TLS 1.3 ❝♦♠♠♦♥❧② r✉♥s ✐♥ ✉♥✐❧❛t❡r❛❧ ✭s❡r✈❡r✲♦♥❧②✮ ❛✉t❤❡♥t✐❝❛✲
t✐♦♥✱ t❤❡r❡ ❛r❡ ♠❛♥② s❝❡♥❛r✐♦s ✇❤✐❝❤ r❡q✉✐r❡ ♠✉t✉❛❧ ❝❧✐❡♥t✲s❡r✈❡r ❛✉t❤❡♥t✐❝❛t✐♦♥✱
✇❤✐❝❤ ✐♥❝❧✉❞❡s ♦✉r ❛✐r✲t♦✲❣r♦✉♥❞ ❝♦♠♠✉♥✐❝❛t✐♦♥ s❡tt✐♥❣✳ ❙❝❤✇❛❜❡ ❡t ❛❧✳❬✷✷❪ ♣r♦✲
♣♦s❡ ❛ ♠✉t✉❛❧❧②✲❛✉t❤❡♥t✐❝❛t❡❞ ✈❛r✐❛♥t ♦❢ KEMTLS✱ ❝❛❧❧❡❞ KEMTLS-PDK✱ r❡❧②✐♥❣
♦♥ ♣r❡✲❞✐str✐❜✉t❡❞ s❡r✈❡r ♣✉❜❧✐❝ ❦❡②s ♣r✐♦r t♦ t❤❡ ♣r♦t♦❝♦❧ ✐♥✐t✐❛t✐♦♥✳

❲❤✐❧❡ TLS 1.3✬s s❡tt✐♥❣ ❛♥❞ r❡q✉✐r❡♠❡♥ts ❛r❡ s✐♠✐❧❛r t♦ ♦✉r ♦✇♥✱ t❤❡ ❛✈✐♦♥✐❝
❝♦♠♠✉♥✐❝❛t✐♦♥ ♠❡❞✐❛ ♣❧❛❝❡s s✐❣♥✐✜❝❛♥t r❡str❛✐♥ts ♦♥ ❜♦t❤ ❜❛♥❞✇✐❞t❤ ❛♥❞ ❝♦♠✲



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✺

♣✉t❛t✐♦♥✱ ❛s ✐t ❛❜❤♦rs ❝♦♥❣❡st✐♦♥ ❛♥❞ ❝♦♠♠✉♥✐❝❛t✐♦♥ ♠✉st ❝♦♠♣❧❡t❡ ✇✐t❤✐♥ ❛ r❡✲
str✐❝t❡❞ t✐♠❡❢r❛♠❡✱ ♥❡❝❡ss✐t❛t✐♥❣ t❤❡ ✐♥tr♦❞✉❝t✐♦♥ ♦❢ ❛ ❝✉st♦♠ ♣r♦t♦❝♦❧✳ ❖✉r t✇♦
♣r♦♣♦s❡❞ ♣r♦t♦❝♦❧s✱ PQAG-SIG ❛♥❞ PQAG-KEM✱ s✉♣❡r✜❝✐❛❧❧② r❡s❡♠❜❧❡ TLS 1.3
❛♥❞ KEMTLS-PDK r❡s♣❡❝t✐✈❡❧②✱ ❜✉t ♦✉r ❞❡s✐❣♥ ❤❛s ❜❡❡♥ s♣❡❝✐✜❝❛❧❧② t❛✐❧♦r❡❞ t♦
t❤❡ ❞♦♠❛✐♥ ❝♦♥str❛✐♥ts ♦❢ ❛✈✐♦♥✐❝ ❝♦♠♠✉♥✐❝❛t✐♦♥✳ ❖✉r ❦❡② s❝❤❡❞✉❧❡ ✐s s✐❣♥✐✜✲
❝❛♥t❧② s✐♠♣❧✐✜❡❞✱ ❛✈♦✐❞✐♥❣ t❤❡ ❝♦♠♣❧❡①✐t② ✐♥tr♦❞✉❝❡❞ ✐♥ TLS 1.3✳ ■♥ ❛❞❞✐t✐♦♥✱ ✇❡
❛❝❤✐❡✈❡ ✶✳✺ r♦✉♥❞✲tr✐♣ t✐♠❡s ❢♦r ❜♦t❤ ✈❛r✐❛♥ts✳ ❚❤❡ PQAG-SIG ♣r♦t♦❝♦❧✱ ✐♥tr♦✲
❞✉❝❡❞ t♦ t❛❦❡ ❛❞✈❛♥t❛❣❡ ♦❢ ❡①✐st✐♥❣ ❝❡rt✐✜❝❛t❡✲❜❛s❡❞ ✐♥❢r❛str✉❝t✉r❡s✱ ♠✉t✉❛❧❧②
❛✉t❤❡♥t✐❝❛t❡s ❛✐r❝r❛❢ts ❛♥❞ ❣r♦✉♥❞✲❝♦♥tr♦❧ st❛t✐♦♥s ✉s✐♥❣ ❝❡rt✐✜❝❛t❡s ✭❝❧❛ss✐❝❛❧
♦r ♣♦st✲q✉❛♥t✉♠✮ ❛♥❞ ❞❡r✐✈❡s ❛ ♣♦st✲q✉❛♥t✉♠ ❤②❜r✐❞ s❤❛r❡❞ ❦❡②✳ ❈♦♥❝✉rr❡♥t❧②✱
t❤❡ PQAG-KEM ✈❛r✐❛♥t ♦❢ ♦✉r ♣r♦t♦❝♦❧ ♣r♦✈✐❞❡s ♣♦st✲q✉❛♥t✉♠ ❤②❜r✐❞ ✐♠♣❧✐❝✐t
♠✉t✉❛❧ ❛✉t❤❡♥t✐❝❛t✐♦♥ ❛♥❞ ❞❡r✐✈❡s ❛ ♣♦st✲q✉❛♥t✉♠ ❤②❜r✐❞ s❤❛r❡❞ ❦❡②✳

✸ P◗❆● ❑❡② ❊①❝❤❛♥❣❡ Pr♦t♦❝♦❧s

■♥ t❤✐s s❡❝t✐♦♥ ✇❡ ❞❡s❝r✐❜❡ t✇♦ ✈❛r✐❛♥ts ♦❢ ♦✉r ♣r♦♣♦s❡❞ ♣♦st✲q✉❛♥t✉♠ ❛✐r✲t♦✲
❣r♦✉♥❞ ❝♦♠♠✉♥✐❝❛t✐♦♥s ♣r♦t♦❝♦❧ PQAG✱ PQAG-KEM ❛♥❞ PQAG-SIG✱ ❡①❡❝✉t❡❞
❜❡t✇❡❡♥ ❛♥ ❆✐r❝r❛❢t A ❛♥❞ ❛ ●r♦✉♥❞ ❙t❛t✐♦♥ G✳ ❲❡ ❣✐✈❡ t❤❡ ❞❡t❛✐❧❡❞ ❝r②♣t♦✲
❣r❛♣❤✐❝ ♦♣❡r❛t✐♦♥s ✐♥ ❋✐❣✉r❡s ✶ ❛♥❞ ✷✳ ◆♦t❡ t❤❛t PQAG-KEM ❛♥❞ PQAG-SIG
❤❛✈❡ s❧✐❣❤t❧② ❞✐✛❡r❡♥t ✐♥❢r❛str✉❝t✉r❡ r❡q✉✐r❡♠❡♥ts✱ ❛s ✇❡❧❧ ❛s ❞✐✛❡r❡♥t ❝♦♠♠✉♥✐✲
❝❛t✐♦♥ ❛♥❞ ❝♦♠♣✉t❛t✐♦♥❛❧ ♦✈❡r❤❡❛❞s✳ ■♥ PQAG-SIG✱ ✇❡ r❡q✉✐r❡ ♥♦ ♣r❡❞✐str✐❜✉t✐♦♥
♦❢ ♣✉❜❧✐❝ ❦❡②s✱ ❜✉t ✐♠♣♦s❡s ❤✐❣❤❡r ❝♦♠♠✉♥✐❝❛t✐♦♥ ❝♦sts ❞✉❡ t♦ ❧❛r❣❡ ♣✉❜❧✐❝✲❦❡②
s✐③❡s✳ ❖✈❡r❤❡❛❞s ❛❞❞❡❞ ❜② PQAG-SIG ❛r❡ ♣❛rt✐❝✉❧❛r❧② ❤✐❣❤ ✐❢ t❤❡ ✐♠♣❧❡♠❡♥t❛✲
t✐♦♥ ✉t✐❧✐③❡s ♣♦st✲q✉❛♥t✉♠ ❞✐❣✐t❛❧ s✐❣♥❛t✉r❡s ✭s❡❡ ❚❛❜❧❡s ✻ ❛♥❞ ✺✮✳ ■♥ PQAG-KEM✱
✇❡ ❛ss✉♠❡ t❤❛t A ❛❧r❡❛❞② ❦♥♦✇s G✬s ♣✉❜❧✐❝ ❦❡②s✱ r❡❞✉❝✐♥❣ ❝♦♠♠✉♥✐❝❛t✐♦♥ ❛♥❞
❝♦♠♣✉t❛t✐♦♥❛❧ ♦✈❡r❤❡❛❞✱ ❜✉t ♠❛② ❜❡ ❛ r❡❛❧✐st✐❝ ✭❛♥❞ s❝❛❧❛❜❧❡✮ ❛ss✉♠♣t✐♦♥ ✐♥
❛✈✐♦♥✐❝s✱ ✇❤❡r❡ tr❛✈❡❧ ♣❛t❤s ✭❛♥❞ t❤✉s✱ G ♣❛rt♥❡rs✮ ❝❛♥ ❜❡ ❦♥♦✇♥ ❛❤❡❛❞ ♦❢ t✐♠❡✳

✸✳✶ PQAG-KEM

❇r♦❛❞❧②✱ PQAG-KEM ❡①❡❝✉t❡s ❛ s❡r✐❡s ♦❢ ♣♦st✲q✉❛♥t✉♠ ❛♥❞ ❝❧❛ss✐❝❛❧ ❑❊▼s ❜❡✲
t✇❡❡♥ A ❛♥❞ G✱ ❝♦♠❜✐♥✐♥❣ t❤❡ ♦✉t♣✉ts ✐♥t♦ s②♠♠❡tr✐❝ ❦❡②s mk ❛♥❞ k✳ A ❛♥❞ G

♠❛✐♥t❛✐♥ t✇♦ ❧♦♥❣✲t❡r♠ ❑❊▼ ❦❡② ♣❛✐rs✱ ♦♥❡ ❝❧❛ss✐❝❛❧ ❛♥❞ ♦♥❡ ♣♦st✲q✉❛♥t✉♠✳ ❲❡
❛ss✉♠❡ t❤❛t G ❤❛s ♣r❡✲❞✐str✐❜✉t❡❞ t❤❡✐r ♣✉❜❧✐❝ ❑❊▼ ❦❡② ♣❛✐rs t♦ A ♣r✐♦r t♦ t❤❡
♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥✱ ❛♥❞ t❤❛t ♣✉❜❧✐❝ ❦❡②s ❝❛♥ ❜❡ ✈❛❧✐❞❛t❡❞ ❜② s♦♠❡ P❑■✱ ♦✉ts✐❞❡
t❤❡ s❝♦♣❡ ♦❢ ♦✉r ♣r♦t♦❝♦❧✳ ❚❤❡ ▼❆❈ t❛❣s✱ ❝♦♠♣✉t❡❞ ✉s✐♥❣ mk ✭✐ts❡❧❢ ❝♦♠♣✉t❡❞
✉s✐♥❣ ♦✉t♣✉ts ♦❢ t❤❡ ❧♦♥❣✲t❡r♠ ❑❊▼s✮✱ ♣r♦✈✐❞❡ ♠✉t✉❛❧ ❛✉t❤❡♥t✐❝❛t✐♦♥✱ ❛♥❞ t❤❡
❡♣❤❡♠❡r❛❧ ❑❊▼s ♣r♦✈✐❞❡ ❢♦r✇❛r❞ s❡❝r❡❝② ❢♦r t❤❡ ❞❡r✐✈❡❞ s❡ss✐♦♥ ❦❡② k✳

A ❜❡❣✐♥s ❜② ❣❡♥❡r❛t✐♥❣ ♣♦st✲q✉❛♥t✉♠ ❛♥❞ ❝❧❛ss✐❝❛❧ KEM ❡♣❤❡♠❡r❛❧ ♣✉❜❧✐❝
❦❡②s ✭pqpkE, cpkE r❡s♣❡❝t✐✈❡❧②✮ ❛♥❞ ❛ r❛♥❞♦♠ ♥♦♥❝❡ rA✳ ◆❡①t✱ A ❡♥❝❛♣s✉❧❛t❡s s❡✲
❝r❡ts ✉♥❞❡r t❤❡ ❧♦♥❣✲t❡r♠ ❦❡② ♣❛✐rs ♦❢ G ✭cpkG ❛♥❞ pqpkG✮✱ ❝♦♠♣✉t✐♥❣ ❝✐♣❤❡rt❡①ts
cctxtG ❛♥❞ pqctxtG✳ ❆❢t❡r✇❛r❞s✱ A ❢♦r♠s ❛ ♠❡ss❛❣❡ m0 ❜② ❝♦♥❝❛t❡♥❛t✐♥❣ s♦♠❡
✭❛r❜✐tr❛r②✮ ❤❡❛❞❡r ✐♥❢♦r♠❛t✐♦♥ headerA, ✇✐t❤ rA✱ idA✱ cctxtG✱ pqctxtG✱cpkE, pqpkE

❛♥❞ t❤❡ ❧♦♥❣✲t❡r♠ ♣✉❜❧✐❝✲❦❡②s ♦❢ A cpkA, pqpkA✱ s❡♥❞✐♥❣ m0 t♦ G✳



✻ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

❆✐r❝r❛❢t ❆❈ ●r♦✉♥❞ ❙t❛t✐♦♥ ●❙

st❛t✐❝ CKEMA : (cpkA, cskA) st❛t✐❝ CKEMG : (cpkG, cskG)

st❛t✐❝ PQKEMA : (pqpkA, pqskA) st❛t✐❝ PQKEMG : (pqpkG, pqskG)

❑♥♦✇s cpkG, pqpkG

rA
$
← {0, 1}256

(cpkE, cskE)
$
← CKEM.KGen()

(pqpkE, pqskE)
$
← PQKEM.KGen()

(cctxtG, ckG)
$
← CKEM.Encaps(cpkG)

(pqctxtG, pqkG)
$
← PQKEM.Encaps(pqpkG)

m0 ← {headerA, rA, idA, cctxtG, pqctxtG, cpkA, pqpkA, cpkE, pqpkE}

m0

rG
$
← {0, 1}256

ckG ← CKEM.Decaps(cctxtG, cskG)

pqkG ← PQKEM.Decaps(pqctxtG, pqskG)

(cctxtA, ckA)
$
← CKEM.Encaps(cpkA)

(pqctxtA, pqkA)
$
← PQKEM.Encaps(pqpkA)

(cctxtE, ckE)
$
← CKEM.Encaps(cpkE)

(pqctxtE, pqkE)
$
← PQKEM.Encaps(pqpkE)

ms← HKDF.ChainExtract(ckG∥pqkG∥ckA∥pqkA∥ckE∥pqkE)

m1 ← {headerG, rG, idG, cctxtE, pqctxtE, cctxtA, pqctxtA}

mk, k ← HKDF.Expand(ms,H(m0∥m1), “PQAGKEM
′′✮

τ ← MAC(mk,m0∥m1)
m1, τ

ckE ← CKEM.Decaps(cctxtE, cskE)

pqkE ← PQKEM.Decaps(pqctxtE, pqskE)

ckA ← CKEM.Decaps(cctxtA, cskA)

pqkA ← PQKEM.Decaps(pqctxtA, pqskA)

ms← HKDF.ChainExtract(ckG∥pqkG∥ckA∥pqkA∥ckE∥pqkE)

mk, k ← HKDF.Expand(ms,H(m0∥m1), “PQAGKEM
′′✮

❛❜♦rt ✐❢ MAC(mk,m0∥m1) ̸= τ

τ ′ ← MAC(mk,m0∥m1∥τ)

τ ′✱ ❆✉t❤❡♥t✐❝❛t❡❞P❛②❧♦❛❞

❛❜♦rt ✐❢ MAC(mk,m0∥m1∥τ) ̸= τ ′

❋✐❣✳ ✶✿ ❚❤❡ PQAG-KEM ❦❡② ❡①❝❤❛♥❣❡ ♣r♦t♦❝♦❧✳ ◆♦t❡ t❤❛t HKDF.ChainExtract
(a∥b∥ . . . ∥n) = HKDF.Extract(. . .HKDF.Extract(HKDF.Extract(a, 0), b) . . . , n)✳

❆✐r❝r❛❢t A ●r♦✉♥❞ ❙t❛t✐♦♥ G

rA
$
← {0, 1}256

(cpkE, cskE)
$
← CKEM.KGen()

(pqpkE, pqskE)
$
← PQKEM.KGen()

m0 ← {headerA, cpkE, pqpkE, rA, idA}

σ0 ← Sign(skA,m0) ❛❜♦rt ✐❢ 1 ̸= SIG.Vfy(pkA,m0, σ0)
m0, σ0

rG
$
← {0, 1}256

(cctxtE, ckE)
$
← CKEM.Encaps(cpkE)

(pqctxtE, pqkE)
$
← PQKEM.Encaps(pqpkE)

c← (cctxtE, pqctxtE)

m1 ← {headerG, c, rG, idG}

ms← HKDF.Extract(ckE, pqkE)

mk, k ← HKDF.Expand(ms, ϵ)

σ1 ← Sign(skG,m0||m1)❛❜♦rt ✐❢ 1 ̸= SIG.Vfy(pkG,m0∥m1, σ1)

m1, σ1

ckE ← CKEM.Decaps(cskE, cctxtE)

pqkE ← PQKEM.Decaps(pqskE, pqctxtE)

ms← HKDF.Extract(ckE, pqkE)

mk, k ← HKDF.Expand(ms, ϵ)

τ ← MAC(mk,m0∥m1)

τ ✱ ❆✉t❤❡♥t✐❝❛t❡❞P❛②❧♦❛❞

❋✐❣✳ ✷✿ ❚❤❡ PQAG-SIG ❦❡② ❡①❝❤❛♥❣❡ ♣r♦t♦❝♦❧✳



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✼

❯♣♦♥ r❡❝❡✐✈✐♥❣ m0✱ G ❞❡❝❛♣s✉❧❛t❡s ♣♦st✲q✉❛♥t✉♠ ❛♥❞ ❝❧❛ss✐❝❛❧ ❝✐♣❤❡r✲
t❡①ts pqctxtG ❛♥❞ cctxtG✱ ❞❡r✐✈✐♥❣ ❦❡②s pqkG ❛♥❞ ckG✳ ◆❡①t✱ G ❡♥❝❛♣s✉❧❛t❡s
s❡❝r❡ts ✉♥❞❡r t❤❡ ❡♣❤❡♠❡r❛❧ ♣✉❜❧✐❝ ❦❡②s cpkE, pqpkE✱ ❣❡♥❡r❛t✐♥❣ cctxtE ❛♥❞
pqctxtE r❡s♣❡❝t✐✈❡❧②✳ G ❢✉rt❤❡r ❡♥❝❛♣s✉❧❛t❡s s❡❝r❡ts ✉♥❞❡r A✬s ❧♦♥❣✲t❡r♠ ♣✉❜✲
❧✐❝ ❦❡②s cpkA, pqpkA✱ ❣❡♥❡r❛t✐♥❣ cctxtA ❛♥❞ pqctxtA✳ ❚❤❡ ❦❡② ♦✉t♣✉ts ♦❢ ❑❊▼
❡♥❝❛♣s✉❧❛t✐♦♥s ❛♥❞ ❞❡❝❛♣s✉❧❛t✐♦♥s ❛r❡ ✉s❡❞ t♦ ❞❡r✐✈❡ ❛ ♠❛st❡r ❦❡② ms =
HKDF.ChainExtract(ckG∥pqkG∥ckA∥pqkA∥ckE∥pqkE)✳ G ❢♦r♠s ♠❡ss❛❣❡ m1 ❜②
❝♦♥❝❛t❡♥❛t✐♥❣ s♦♠❡ ✭❛r❜t✐tr❛r②✮ ❤❡❛❞❡r headerG✱ ✇✐t❤ rG✱ idG✱ cctxtE✱ pqctxtE✱
cctxtA ✇✐t❤ pqctxtA✳ G ❞❡r✐✈❡s ❛ ✜♥❛❧ s❡ss✐♦♥ ❦❡② k ❛♥❞ ▼❆❈ ❦❡② mk ❜② ❝♦♠♣✉t✲
✐♥❣ mk, k = HKDF.Expand(ms,H(m0∥m1), “PQAGKEM

′′)✳ ❚❤❡ G ❢✉rt❤❡r ❝♦♠♣✉t❡s
τ ← MAC(mk,m0∥m1)✱ s❡♥❞✐♥❣ m1 ❛♥❞ τ t♦ A✳

A ❞❡❝❛♣s✉❧❛t❡s cctxtE✱ pqctxtE✱ cctxtA ❛♥❞ pqctxtA ❛♥❞ ❞❡r✐✈❡s t❤❡ s❤❛r❡❞
❦❡②s mk, k✳ ◆❡①t✱ A ✈❡r✐✜❡s τ ✉♥❞❡r mk ❛❜♦rts t❤❡ s❡ss✐♦♥ ✐❢ ✐t ❢❛✐❧s✳ ❋✐♥❛❧❧②✱ A
❝♦♠♣✉t❡s τ ′ ← MAC(mk,m0∥m1∥τ) ❛♥❞ r❡t✉r♥s τ ′ t♦ G ❢♦r ❛✉t❤❡♥t✐❝❛t✐♦♥✱ ❛♥❞
❝❛♥ ✐♠♠❡❞✐❛t❡❧② ✉s❡ k ❡st❛❜❧✐s❤ s❡❝✉r❡ ❝♦♠♠✉♥✐❝❛t✐♦♥s ✇✐t❤ G✳ G ✜♥❛❧❧② ✈❡r✐✜❡s
τ ′✱ ❛❜♦rt✐♥❣ t❤❡ s❡ss✐♦♥ ✐❢ ✐t ❢❛✐❧s✳

✸✳✷ PQAG-SIG

PQAG-SIG ♣r♦❝❡❡❞s s✐♠✐❧❛r❧② t♦ PQAG-KEM ❜② ❝♦♠❜✐♥✐♥❣ ❡♣❤❡♠❡r❛❧ ♣♦st✲
q✉❛♥t✉♠ ❛♥❞ ❝❧❛ss✐❝❛❧ KEM ♦✉t♣✉ts ✐♥t♦ ❛ s✐♥❣❧❡ s❡ss✐♦♥ ❦❡② k✱ ❛❝❤✐❡✈✐♥❣ ❢♦r✇❛r❞
s❡❝r❡❝②✳ ❍♦✇❡✈❡r✱ ❛✉t❤❡♥t✐❝❛t✐♦♥ ✐s ❛❝❤✐❡✈❡❞ ❜② ♣♦st✲q✉❛♥t✉♠ s✐❣♥❛t✉r❡ s❝❤❡♠❡s
SIG✳ ❯♥❧✐❦❡ PQAG-KEM✱ ✇❡ ❞♦ ♥♦t ❛ss✉♠❡ ❛♥② ♣r❡✲❞✐str✐❜✉t✐♦♥ ♦❢ ♣✉❜❧✐❝ ❦❡②s✱
❜✉t s✐♠✐❧❛r❧② ❛ss✉♠❡ t❤❛t ❧♦♥❣✲t❡r♠ ♣✉❜❧✐❝ ❦❡②s ❝❛♥ ❜❡ ✈❛❧✐❞❛t❡❞ t❤r♦✉❣❤ s♦♠❡
P❑■ ♦✉ts✐❞❡ t❤❡ s❝♦♣❡ ♦❢ ♦✉r ♣r♦t♦❝♦❧✳

A ❜❡❣✐♥s ❜② ❣❡♥❡r❛t✐♥❣ ♣♦st✲q✉❛♥t✉♠ ❛♥❞ ❝❧❛ss✐❝❛❧ KEM ♣✉❜❧✐❝ ❦❡②s
cpkE, pqpkE r❡s♣❡❝t✐✈❡❧② ❛♥❞ ❛ r❛♥❞♦♠ ♥♦♥❝❡ rA✳ A str❛✐❣❤t❢♦r✇❛r❞❧② ❝♦♠♣✉t❡s
❛ ♠❡ss❛❣❡ m0 ❜② ❝♦♥❝❛t❡♥❛t✐♥❣ ❤❡❛❞❡r ✐♥❢♦r♠❛t✐♦♥ headerA, cpkE✱ pqpkE✱ rA ❛♥❞
✐ts ✉♥✐q✉❡ ✐❞❡♥t✐✜❡r idA✳ A s✐❣♥sm0 ✉s✐♥❣ ✐ts ❧♦♥❣✲t❡r♠ s❡❝r❡t ❦❡② skA ✭♦✉t♣✉tt✐♥❣
σ0✮✱ s❡♥❞✐♥❣ m0 ❛♥❞ σ0 t♦ G✳

G ✈❡r✐✜❡s σ0✱ ❛❜♦rt✐♥❣ t❤❡ s❡ss✐♦♥ ✐❢ ✐t ❢❛✐❧s✳ G t❤❡♥ ❡♥❝❛♣s✉❧❛t❡s ♣♦st✲q✉❛♥t✉♠
❛♥❞ ❝❧❛ss✐❝❛❧ s❡❝r❡ts ✉♥❞❡r pqpkE, cpkE✱ ♦✉t♣✉tt✐♥❣ pqctxtE ❛♥❞ cctxtE r❡s♣❡❝✲
t✐✈❡❧②✱ ✇❤✐❝❤ ❛r❡ ❝♦♥❝❛t❡♥❛t❡❞ ✐♥t♦ c✳ G ❢♦r♠s ♠❡ss❛❣❡ m1 ❜② ❝♦♥❝❛t❡♥❛t✐♥❣
headerB , ❝✐♣❤❡rt❡①t c✱ r❛♥❞♦♠ ♥♦♥❝❡ rG ❛♥❞ ✐ts ✉♥✐q✉❡ ✐❞❡♥t✐✜❡r idG✳ G ❞❡r✐✈❡s
❛♥ ✐♥t❡r♠❡❞✐❛t❡ ✈❛❧✉❡ ms = HKDF.Extract(ck , pqk)✱ ❛♥❞ ❞❡r✐✈❡s t❤❡ s❡ss✐♦♥ ❦❡②
k ❛♥❞ ▼❆❈ ❦❡② mk ❜② ❝♦♠♣✉t✐♥❣ mk, k = HKDF.Expand(ms, ϵ)✳ G ❣❡♥❡r❛t❡s
✐ts ♦✇♥ s✐❣♥❛t✉r❡ σ1 ← Sign(skG,m0∥m1) s❡♥❞✐♥❣ σ1 ❛♥❞ m1 t♦ A✳

A ✈❡r✐✜❡s σ1 ✉s✐♥❣ G✬s ❧♦♥❣✲t❡r♠ ♣✉❜❧✐❝ ❦❡② skG✱ ❛♥❞ ✉♣♦♥ ❢❛✐❧✉r❡ ✇✐❧❧ ❛❜♦rt
t❤❡ s❡ss✐♦♥✳ A t❤❡♥ ❞❡❝❛♣s✉❧❛t❡s cctxtE ❛♥❞ pqctxtE✱ ❛♥❞ ❞❡r✐✈❡s t❤❡ s❤❛r❡❞ ❦❡②s
mk, k✳ ❋✐♥❛❧❧②✱ A ❝♦♠♣✉t❡s τ ← MAC(mk,m0∥m1) ❛♥❞ r❡t✉r♥s τ t♦ G✱ ✐♠♠❡❞✐✲
❛t❡❧② ✉s✐♥❣ k t♦ ❝♦♠♠✉♥✐❝❛t❡ s❡❝✉r❡❧② ✇✐t❤ G✳

✳



✽ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

✹ ■♠♣❧❡♠❡♥t❛t✐♦♥ ♦❢ P◗❆●

■♥ t❤✐s s❡❝t✐♦♥ ✇❡ ❞✐s❝✉ss ♦✉r ✐♥st❛♥t✐❛t✐♦♥ ❛♥❞ r❡❢❡r❡♥❝❡ ✐♠♣❧❡♠❡♥t❛t✐♦♥ ♦❢
t❤❡ PQAG ♣r♦t♦❝♦❧s✳ ❲❡ ✐♠♣❧❡♠❡♥t PQAG-KEM ❛♥❞ PQAG-SIG ✐♥ P②t❤♦♥✱ ❛♥❞
❜❡♥❝❤♠❛r❦❡❞ t❤❡✐r ♣❡r❢♦r♠❛♥❝❡ ♦♥ ❛ ❘❛s♣❜❡rr② P✐ t♦ ❞❡♠♦♥str❛t❡ ♣r❛❝t✐❝❛❧✐t②
♦♥ ❝♦♥str❛✐♥❡❞ ❞❡✈✐❝❡s ✭❛♥❞ ❢♦r ✉♥✐❢♦r♠ ❝♦♠♣❛r✐s♦♥s ✇✐t❤ ♣r❡✈✐♦✉s❧② ❡①✐st✐♥❣
♣r♦t♦❝♦❧s✮✱ ❛♥❞ ❛ st❛♥❞❛r❞ ❞❡s❦t♦♣ s②st❡♠✳ ❲❡ ❝♦♠♣❛r❡ ♦✉r r❡s✉❧ts ✇✐t❤ ❡①✲
✐st✐♥❣ ✇♦r❦s ❬✷✱✶✺❪✳ ❲❡ ♠♦❞✐✜❡❞ t❤❡ ❙❚❙✲❙■❉❍ ♣r♦t♦❝♦❧ ❬✶✺❪ ✇✐t❤ ❈❙■❉❍✱ ❞✉❡
t♦ ❙■❉❍ ✇❡❛❦♥❡ss❡s ❬✹❪✱ ✉s✐♥❣ t❤❡ ♣♦st✲q✉❛♥t✉♠ sibc ❧✐❜r❛r② ❢♦r ❈❙■❉❍ ❬✷✵❪
❛♥❞ ❊❞✷✺✺✶✾ ❢♦r ❞✐❣✐t❛❧ s✐❣♥❛t✉r❡s✳ ■t ♠✉st ❜❡ ♥♦t❡❞ t❤❛t ❬✷❪ ❞♦❡s ♥♦t ♣r♦✈✐❞❡
♣❡r❢♦r♠❛♥❝❡ ♠❡tr✐❝s✱ ♦♥❧② ♥❡t✇♦r❦ ♣❡r❢♦r♠❛♥❝❡ r❡s✉❧ts✳ ❲❡ ❜❡❣✐♥ ❜② ❞✐s❝✉ss✐♥❣
♦✉r ❝❤♦✐❝❡s ♦❢ ✐♥st❛♥t✐❛t✐♦♥s ❢♦r ❝r②♣t♦❣r❛♣❤✐❝ ♣r✐♠✐t✐✈❡s✳

■♥st❛♥t✐❛t✐♦♥ PQAG ❛✐♠s ❢♦r ✶✷✽✲❜✐t ♣♦st✲q✉❛♥t✉♠ s❡❝✉r✐t② ❛❣❛✐♥st ❛
q✉❛♥t✉♠✲❡q✉✐♣♣❡❞ ❛tt❛❝❦❡r✳ ❚❤❡ ❡✣❝✐❡♥❝② ♦❢ PQAG ✇✐t❤✐♥ r❡s♦✉r❝❡✲❝♦♥str❛✐♥❡❞
❡♥✈✐r♦♥♠❡♥ts ✇❛s ❛ ❝r✐t✐❝❛❧ ❝♦♥s✐❞❡r❛t✐♦♥ ❞✉r✐♥❣ ✐♥st❛♥t✐❛t✐♦♥✳ ❲❡ ✐♥st❛♥t✐❛t❡
PQAG-SIG ✇✐t❤ ❑②❜❡r ❛s t❤❡ ♣♦st✲q✉❛♥t✉♠ KEM ❛♥❞ ❉✐❧✐t❤✐✉♠ ❛s t❤❡ ❞✐❣✐t❛❧
s✐❣♥❛t✉r❡ ✭✇❤✐❝❤ ✇❡ ❞❡♥♦t❡ PQAG-SIG-Ky-Di✮✳ ❚♦ ❝♦♠♣❛r❡ ✇✐t❤ ❝❧❛ss✐❝❛❧ s✐❣♥❛✲
t✉r❡s✱ ✇❡ ✐♥st❛♥t✐❛t❡ PQAG-SIG ✇✐t❤ ❡✐t❤❡r ▼❝❊❧✐❡❝❡ ✭PQAG-SIG-Mc✮ ♦r ❑②❜❡r
✭PQAG-SIG-Ky✮ ❛s t❤❡ ✉♥❞❡r❧②✐♥❣ ♣♦st✲q✉❛♥t✉♠ KEM✱ ❜✉t ✇✐t❤ ❝❧❛ss✐❝❛❧ s✐❣♥❛✲
t✉r❡ s❝❤❡♠❡ ✭❊❈✮❉❙❆✳ ❋♦r ❛❧❧ t❤r❡❡ ✈❛r✐❛♥ts✱ t❤❡ ✜♥❛❧ ❞❡r✐✈❡❞ s❤❛r❡❞ ❦❡②s ✇❡r❡
✷✺✻✲❜✐ts ❧♦♥❣✳ ❚❤✉s ♦✉r ❝❤♦✐❝❡s ♦❢ ❝r②♣t♦❣r❛♣❤✐❝ ❛❧❣♦r✐t❤♠s ❢♦r PQAG-SIG ❛r❡✿

✕ ❈❧❛ss✐❝ CKEM✿ ❊❧❧✐♣t✐❝✲❝✉r✈❡ ❉❍ ❦❡② ❡①❝❤❛♥❣❡ ✉s✐♥❣ ❝✉r✈❡ P✸✽✹ ❬✾❪✳
✕ P♦st✲◗✉❛♥t✉♠ PQKEM✿ ▼❝❊❧✐❡❝❡ ✇✐t❤ ♣❛r❛♠❡t❡r s❡t ✸✹✽✽✻✹❢ ❬✷✹❪ ❛♥❞
❑②❜❡r✲✺✶✷ ❬✷✹❪✱ ❜♦t❤ ❛❝❤✐❡✈✐♥❣ ✶✷✽✲❜✐t q✉❛♥t✉♠ s❡❝✉r✐t②✳

✕ SIG✿ ❊❞❉❙❆ ✉s✐♥❣ ❝✉r✈❡ P✲✸✽✹ ❬✾❪ ❋♦r PQAG-SIG-Ky-Di ✇✐t❤ ◆■❙❚ ❧❡✈❡❧ ✷
s❡❝✉r✐t② ❝❧❛✐♠❡❞ ❬✶✽✱✷✻❪✳

✕ MAC✿ HMAC-SHA-256 ❬✶✷❪ ✉s✐♥❣ ✷✺✻✲❜✐t ❦❡②s✳
✕ KDF✿ HKDF-SHA-256 ❬✶✶❪ ✉s✐♥❣ ✷✺✻✲❜✐t ❦❡②s✳

❲❡ ✐♥st❛♥t✐❛t❡ PQAG-KEM ✇✐t❤ ❑②❜❡r ❛s t❤❡ ♣♦st✲q✉❛♥t✉♠ KEM ✭✇❤✐❝❤
✇❡ ❞❡♥♦t❡ PQAG-KEM-Hy✮✳ ❚♦ ❝❤❡❝❦ ❤♦✇ ♠✉❝❤ ♦✉r ❤②❜r✐❞ ❛♣♣r♦❛❝❤ ✐♠♣❛❝ts
♣❡r❢♦r♠s✱ ✇❡ ❛❧s♦ ✐♠♣❧❡♠❡♥t❡❞ ❛ ✈❛r✐❛♥t ♦❢ PQAG-KEM t❤❛t ❞♦❡s ♥♦t ✐♥❝❧✉❞❡
❛♥② ♦❢ t❤❡ CKEM ♦♣❡r❛t✐♦♥s✱ ✐♥st❡❛❞ s✐♠♣❧② ♣❡r❢♦r♠✐♥❣ PQKEM st❡♣s✱ ✇❤✐❝❤
✇❡ ❞❡♥♦t❡ PQAG-KEM-FQ✳ ❋♦r ❜♦t❤ ✈❛r✐❛♥ts✱ t❤❡ ✜♥❛❧ ❞❡r✐✈❡❞ s❤❛r❡❞ ❦❡②s ✇❡r❡
✷✺✻✲❜✐ts ❧♦♥❣✳ ❚❤✉s ♦✉r ❝❤♦✐❝❡s ♦❢ ❝r②♣t♦❣r❛♣❤✐❝ ❛❧❣♦r✐t❤♠s ❢♦r PQAG-KEM ❛r❡✿

✕ ❈❧❛ss✐❝ CKEM✿ ❊❧❧✐♣t✐❝✲❝✉r✈❡ ❉❍ ❦❡② ❡①❝❤❛♥❣❡ ✉s✐♥❣ ❝✉r✈❡ P✸✽✹ ❬✾❪✳
✕ P♦st✲◗✉❛♥t✉♠ PQKEM✿ ❑②❜❡r✲✺✶✷ ❬✷✹❪✱ ❛❝❤✐❡✈✐♥❣ ✶✷✽✲❜✐t q✉❛♥t✉♠ s❡❝✉r✐t②✳
✕ MAC✿ HMAC-SHA-256 ❬✶✷❪ ✉s✐♥❣ ✷✺✻✲❜✐t ❦❡②s✳
✕ KDF✿ HKDF-SHA-256 ❬✶✶❪ ✉s✐♥❣ ✷✺✻✲❜✐t ❦❡②s✳

■♠♣❧❡♠❡♥t❛t✐♦♥ ❲❡ r❡q✉✐r❡ t❤❡ ✉s❡ ♦❢ t❤❡ P②t❤♦♥ cryptography ❧✐❜r❛r②
❬✷✹❪ ❢♦r ✐♠♣❧❡♠❡♥t✐♥❣ CKEM ❛♥❞ KDF✱ ❛♥❞ PyNaCl ❬✷✸❪ ❧✐❜r❛r✐❡s ❢♦r SIG ❝r②♣✲
t♦❣r❛♣❤✐❝ ♣r✐♠✐t✐✈❡s✳ ❋♦r PQAG-SIG-Ky✱ PQAG-SIG-Mc ❛♥❞ PQAG-SIG-Ky-Di ✇❡
r❡q✉✐r❡ t❤❡ ✉s❡ ♦❢ t❤❡ P②t❤♦♥ pqcrypto ❬✶✽❪ ❧✐❜r❛r②✳



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✾

✹✳✶ PQAG-SIG ❈♦♠♣✉t❛t✐♦♥❛❧ ❈♦sts

❲❡ ♥♦✇ ♣r♦✜❧❡ t❤❡ ♣❡r❢♦r♠❛♥❝❡ ♦❢ t❤❡ ✉♥❞❡r❧②✐♥❣ ❝r②♣t♦❣r❛♣❤✐❝ ❢✉♥❝t✐♦♥s ✐♥
t❡r♠s ♦❢ ❛✈❡r❛❣❡ ❡①❡❝✉t✐♦♥ t✐♠❡s ✭❢♦r ✶✵✵ ✐t❡r❛t✐♦♥s ♣❡r ❝r②♣t♦❣r❛♣❤✐❝ ❢✉♥❝✲
t✐♦♥s✮✳ ❖✉r ❜❡♥❝❤♠❛r❦✐♥❣ ❡①♣❡r✐♠❡♥ts ❛r❡ ❞❡s✐❣♥❡❞ t♦ ♣r♦✈✐❞❡ ❛ ❝♦♠♣❛r❛t✐✈❡
❡✈❛❧✉❛t✐♦♥ ♦❢ t❤❡ PQAG ♣r♦t♦❝♦❧s ❛♠♦♥❣ t❤❡✐r ❞✐✛❡r❡♥t ✐♥✐t✐❛t✐♦♥s ❛s ✇❡❧❧ ❛s
❡①✐st✐♥❣ ❧✐t❡r❛t✉r❡✱ ❛♥❞ ❛❧s♦ ❡✈❛❧✉❛t❡ t❤❡ ❝♦st ♦❢ ❞✐✛❡r❡♥t ♣♦st✲q✉❛♥t✉♠ ❛❧❣♦✲
r✐t❤♠s ✉s❡❞ ✐♥ PQAG-SIG ❛♥❞ PQAG-KEM r❡s♣❡❝t✐✈❡❧②✳ ❚❛❜❧❡ ✶ ❝♦♠♣❛r❡s t❤❡
♣❡r❢♦r♠❛♥❝❡ ♦❢ t❤❡ ❝r②♣t♦❣r❛♣❤✐❝ ❝♦♠♣♦♥❡♥ts ♦❢ PQAG-SIG-Mc✱ PQAG-SIG-Ky
❛♥❞ PQAG-SIG-Ky-Di ✇❤❡♥ r✉♥ ♦♥ t✇♦ s❡♣❛r❛t❡ t❡st❜❡❞s✳ ❖✉r ❡①♣❡r✐♠❡♥ts ✇❡r❡
♣❡r❢♦r♠❡❞ ♦♥ ❛ ❘❛s♣❜❡rr② P✐ ✸ ❇✰ r✉♥♥✐♥❣ ❘❛s♣❜❡rr② P✐ ❖❙ ✇✐t❤ ❛ ✶✳✹●❍③
q✉❛❞ ❝♦r❡ ❛♥❞ ✶●❇ ❘❆▼❀ ❛♥❞ ❛♥ ■♥t❡❧ ❈♦r❡ ✶✳✽✵●❍③ ✐✼✲✶✵✺✶✵❯ ❈P❯ ✇✐t❤
✶✻●❇ ❘❆▼✱ r✉♥♥✐♥❣ ❲✐♥❞♦✇s ✶✵ ❍♦♠❡✳

❖♣❡r❛t✐♦♥ ✭A✮
PQAG

McE

P✐

PQAG

Ky

P✐

PQAG

Di

P✐

PQAG

McE

■♥t❡❧

PQAG

Ky

■♥t❡❧

PQAG

Di

■♥t❡❧

PQKEM.KGen ✶✳✶✺✸✵ ✵✳✵✵✶✺ ✵✳✵✵✵✼ ✵✳✷✽✶✹ ✵✳✵✵✵✻ ✵✳✵✵✵✷

CKEM.KGen ✵✳✵✶✼✽ ✵✳✵✷✻✽ ✵✳✵✷✵✶ ✵✳✵✵✸✻ ✵✳✵✵✷✼ ✵✳✵✵✶✶

SIG.Sign ✵✳✵✵✺✶ ✵✳✵✵✷✹ ✵✳✵✵✼✷ ✵✳✵✵✷✵ ✵✳✵✵✵✸ ✵✳✵✵✵✸

SIG.Vfy ✵✳✵✵✺✽ ✵✳✵✵✶✹ ✵✳✵✵✶✺ ✵✳✵✵✷✶ ✵✳✵✵✵✸ ✵✳✵✵✵✶

KEM.Decaps ✵✳✵✷✶✻ ✵✳✵✶✾✶ ✵✳✵✶✾✵ ✵✳✵✵✹✹ ✵✳✵✵✷✽ ✵✳✵✵✶✷

MAC ✵✳✵✵✺✸ ✵✳✵✵✵✶ ✵✳✵✵✵✷ ✵✳✵✵✶✸ ✵✳✵✵✵✶ ✵✳✵✵✵✶

❖♣❡r❛t✐♦♥ ✭G✮
PQAG

McE

P✐

PQAG

Ky

P✐

PQAG

Di

P✐

PQAG

McE

■♥t❡❧

PQAG

Ky

■♥t❡❧

PQAG

Di

■♥t❡❧

CKEM.KGen ✵✳✵✶✼✼ ✵✳✵✷✵✺ ✵✳✵✶✾✹ ✵✳✵✵✸✺ ✵✳✵✵✷✼ ✵✳✵✵✹✵

SIG.Sign ✵✳✵✵✺✻ ✵✳✵✵✶✶ ✵✳✵✵✺✻ ✵✳✵✵✷✷ ✵✳✵✵✵✸ ✵✳✵✵✶✶

SIG.Vfy ✵✳✵✵✺✹ ✵✳✵✵✶✾ ✵✳✵✵✶✻ ✵✳✵✵✷✷ ✵✳✵✵✵✸ ✵✳✵✵✵✹

KEM.Encaps ✵✳✵✶✾✹ ✵✳✵✶✾✸ ✵✳✵✶✾✷ ✵✳✵✵✹✻ ✵✳✵✵✸✶ ✵✳✵✵✹✼

MAC ✵✳✵✵✹✼ ✵✳✵✵✵✷ ✵✳✵✵✵✷ ✵✳✵✵✶✸ ✵✳✵✵✵✶ ✵✳✵✵✵✶

❚❛❜❧❡ ✶✿ P❡r❢♦r♠❛♥❝❡ ❡✈❛❧✉❛t✐♦♥ ❢♦r ❝r②♣t♦❣r❛♣❤✐❝ ♣r✐♠✐t✐✈❡s ✭✐♥ s❡❝♦♥❞s✮ ♦♥ ❘❛s♣✲

❜❡rr② P✐ ✸ ❇✰ ✭❧❡❢t✲❤❛♥❞ s✐❞❡✮ ❛♥❞ ♦♥ ■♥t❡❧ ❈♦r❡ ✐✼✲✶✵✺✶✵❯ ❈P❯ ❅ ✶✳✽✵●❍③✳

✭r✐❣❤t✲❤❛♥❞ s✐❞❡✮✳ KEM.Encaps ❛♥❞ KEM.Decaps ❝♦♠❜✐♥❡s PQKEM,CKEM ❛♥❞ KDF

♦♣❡r❛t✐♦♥s ✐♥t♦ ❛ s✐♥❣❧❡ ❢✉♥❝t✐♦♥✳ ◆♦t❡ t❤❛t McE✱ Ky ❛♥❞ Di r❡❢❡r t♦ PQAG-SIG-Mc✱
PQAG-SIG-Ky ❛♥❞ PQAG-SIG-Ky-Di✱ r❡s♣❡❝t✐✈❡❧②✱ ❛♥❞ A ❝♦♥t❛✐♥s r❡s✉❧ts ❢♦r ❛✐r❝r❛❢t
♦♣❡r❛t✐♦♥s ❛♥❞ G r❡s✉❧ts ❢♦r ❣r♦✉♥❞ st❛t✐♦♥s✳

❇♦t❤ PQAG-SIG-Ky ❛♥❞ PQAG-SIG-Ky-Di ❛❝❤✐❡✈❡ s✐❣♥✐✜❝❛♥t❧② ❜❡tt❡r ♣❡r❢♦r✲
♠❛♥❝❡ t❤❛♥ PQAG-SIG-Mc✱ ❛♥❞ ❛s ❡①♣❡❝t❡❞ t❤❡ ❞❡s❦t♦♣ t❡st❜❡❞ ✇❛s ❜❡tt❡r ❢♦r
❛❧❧ ♣❡r❢♦r♠❛♥❝❡ ♠❡tr✐❝s t❤❛♥ t❤❡ ❘❛s♣❜❡rr② P✐ t❡st❜❡❞✳ ■♥ ❣❡♥❡r❛❧✱ t❤❡ ▼❝❊❧✐❡❝❡
❦❡② ❣❡♥❡r❛t✐♦♥ ❤❛❞ t❤❡ ❤✐❣❤❡st ❛✈❡r❛❣❡ t✐♠❡ ♣❡r ♦♣❡r❛t✐♦♥ ❢♦r ❜♦t❤ t❤❡ t❡st
❡♥✈✐r♦♥♠❡♥ts✳ ❑②❜❡r ❦❡② ❣❡♥❡r❛t✐♦♥✱ ♦♥ t❤❡ ♦t❤❡r ❤❛♥❞✱ ✇❛s ❢❛st❡r ❡✈❡♥ ✇❤❡♥



✶✵ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

❝♦♠♣❛r❡❞ t♦ t❤❡ ❝❧❛ss✐❝❛❧ ❊❈❉❍ ❦❡② ❣❡♥❡r❛t✐♦♥✳ ■♥ ❛❞❞✐t✐♦♥✱ t❤❡ SIG.Sign ❛♥❞
SIG.Vfy ♦♣❡r❛t✐♦♥s ♦❢ PQAG-SIG-Ky ♦✉t♣❡r❢♦r♠❡❞ PQAG-SIG-Mc✱ ❞✉❡ t♦ t❤❡
❞r❛st✐❝❛❧❧② s♠❛❧❧❡r ♣✉❜❧✐❝ ❦❡②s✳ ❚❤✐s ❛❧s♦ ❛♣♣❧✐❡s t♦ t❤❡ MAC ❡①❡❝✉t✐♦♥ ♦♥ ❜♦t❤
A ❛♥❞ G✿ ❞✉❡ t♦ t❤❡ s♠❛❧❧❡r ❦❡② s✐③❡s t❤❡MAC ♦♣❡r❛t✐♦♥s ✇❡r❡ s✐❣♥✐✜❝❛♥t❧② ❢❛st❡r
❢♦r PQAG-SIG-Ky✳ ❇❡t✇❡❡♥ PQAG-SIG-Ky✬s SIG.Sign ♦♣❡r❛t✐♦♥s ♣❡r❢♦r♠❡❞ ❢❛st❡r
t❤❛♥ PQAG-SIG-Ky-Di✬s ❞✉❡ t♦ ✐ts s♠❛❧❧❡r ❦❡② s✐③❡s✳ ❍♦✇❡✈❡r✱ ❢♦r ❜♦t❤ t❤❡ ✐♥✲
st❛♥t✐❛t✐♦♥s t❤❡ ❞✐✛❡r❡♥❝❡ ✐♥ SIG.Vfy ♣❡r❢♦r♠❛♥❝❡ ✇❛s ♥❡❣❧✐❣✐❜❧❡✱ ❝♦♥✜r♠✐♥❣ t❤❡
❢❛st❡r ✈❡r✐✜❝❛t✐♦♥ t✐♠❡s ♦❢ Dilithium✳ ❋♦r t❤❡ ❞❡s❦t♦♣ t❡st❜❡❞✱ ❛❧❧ ❝r②♣t♦❣r❛♣❤✐❝
♦♣❡r❛t✐♦♥s ❛✈❡r❛❣❡❞ ✇❡❧❧ ✉♥❞❡r ❛ s✐♥❣❧❡ s❡❝♦♥❞✱ ✇❤❡r❡❛s ✐♥ t❤❡ t❤❡ ❘❛s♣❜❡rr② P✐
✸ ❇✰ t❡st❜❡❞✱ ❛❧❧ ♦♣❡r❛t✐♦♥s ❡①❝❡♣t t❤❡ ▼❝❊❧✐❡❝❡ ❦❡② ❣❡♥❡r❛t✐♦♥ ❛✈❡r❛❣❡❞ ✉♥❞❡r
❛ s❡❝♦♥❞✳ ❚❤❡s❡ r❡s✉❧ts ❛r❡ ♣r♦♠✐s✐♥❣ ❢♦r ♣r❛❝t✐❝❛❧ ✐♥t❡❣r❛t✐♦♥ ♦❢ PQAG-SIG-Ky
✐♥t♦ t❤❡ ❝♦♥str❛✐♥❡❞ ❡♥✈✐r♦♥♠❡♥ts ✉s❡❞ ✐♥ ❛✈✐❛t✐♦♥ ✐♥❢r❛str✉❝t✉r❡✳

❱❛r✐❛♥t
PQAG-SIG-Mc

P✐

PQAG-SIG-Ky
P✐

PQAG-SIG-Mc

■♥t❡❧

PQAG-SIG-Ky
■♥t❡❧

❖♥❧✐♥❡ ✶✳✶✼✺✽✹ ✵✳✵✸✵✼✹ ✵✳✷✽✻✽✽ ✵✳✵✵✸✺✺

❖✤✐♥❡ ✵✳✵✹✺✷✽ ✵✳✵✷✺✺✼ ✵✳✵✵✻✷✹ ✵✳✵✵✷✽✻

❚❛❜❧❡ ✷✿ ❆✐r❝r❛❢t ✇❛❧❧t✐♠❡ ✭✐♥ s❡❝♦♥❞s✮ ✇✐t❤ ♦♥❧✐♥❡ ❛♥❞ ♦✤✐♥❡ ♣♦st✲q✉❛♥t✉♠ ❦❡② ❣❡♥✲
❡r❛t✐♦♥ ♦♥ ❘❛s♣❜❡rr② P✐ ✸ ❇✰ ✭❧❡❢t✲❤❛♥❞ s✐❞❡✮ ❛♥❞ ■♥t❡❧ ❈♦r❡ ✐✼✲✶✵✺✶✵❯ ❈P❯

❅ ✶✳✽✵●❍③ ✭r✐❣❤t✲❤❛♥❞ s✐❞❡✮✳

❲❡ ❛❧s♦ ✐♠♣❧❡♠❡♥t❡❞ ♦♣t✐♠✐s❡❞ ✈❛r✐❛♥ts ♦❢ ❜♦t❤ PQAG-SIG-Ky ❛♥❞
PQAG-SIG-Mc t❤❛t ♣❡r❢♦r♠ s♦♠❡ ♦✤✐♥❡ ❝♦♠♣✉t❛t✐♦♥ t♦ ✐♠♣r♦✈❡ t❤❡ ♦♥❧✐♥❡ r✉♥✲
t✐♠❡ ♦❢ t❤❡ ♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥✳ ❙✐♥❝❡ ❛✐r❝r❛❢ts ✇✐❧❧ ❤❛✈❡ ♦✤✐♥❡ tr❛✈❡❧ t✐♠❡ ❜❡✲
t✇❡❡♥ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✇✐t❤ ❞✐✛❡r❡♥t ❣r♦✉♥❞ st❛t✐♦♥s✱ t❤❡ ♣r♦t♦❝♦❧ ❝❛♥ r❡❞✉❝❡ ♦♥✲
❧✐♥❡ ❦❡② ❣❡♥❡r❛t✐♦♥ ❜② ♣r❡✲❝♦♠♣✉t✐♥❣ ❛♥❞ st♦r✐♥❣ t❤❡ ♣♦st✲q✉❛♥t✉♠ ♣✉❜❧✐❝ ❦❡②s
♣r✐♦r t♦ t❤❡ s❡ss✐♦♥ ✐♥✐t✐❛❧✐s❛t✐♦♥ ❜② A✳ ❋♦r ❜♦t❤ t❤❡ ♦r✐❣✐♥❛❧ ✏r❡❛❧✲t✐♠❡✑ ♣r♦t♦❝♦❧
❛♥❞ t❤❡ ✏♣r❡❝♦♠♣✉t❡❞✑ ♣r♦t♦❝♦❧s ✇❡ ♣r♦✜❧❡❞ t❤❡ ✇❛❧❧✲t✐♠❡ ♣❡r❢♦r♠❛♥❝❡ ♦❢ t❤❡ ❛✈✲
❡r❛❣❡ A ❡①❡❝✉t✐♦♥ t✐♠❡s ✭❢♦r ✶✵✵ ❡①❡❝✉t✐♦♥s ♦❢ PQAG-SIG-Ky ❛♥❞ PQAG-SIG-Mc

r❡s♣❡❝t✐✈❡❧②✮✱ ❛♥❞ ❣✐✈❡ t❤❡ r❡s✉❧ts ✐♥ ❚❛❜❧❡ ✷✳ ❋♦r ❜♦t❤ t❡st ❡♥✈✐r♦♥♠❡♥ts✱ ♦❢✲
✢✐♥❡ ❦❡② ❣❡♥❡r❛t✐♦♥ r❡❞✉❝❡❞ PQAG-SIG-Mc✬s ❛♥❞ PQAG-SIG-Mc✬s ❝♦♠♣✉t❛t✐♦♥❛❧
♦✈❡r❤❡❛❞✱ ❜✉t ✐t s✐❣♥✐✜❝❛♥t❧② ❞❡❝r❡❛s❡❞ t❤❡ t♦t❛❧ ✇❛❧❧t✐♠❡ ♦❢ PQAG-SIG-Mc✳
❚❤✐s ✐s ❜❡❝❛✉s❡ ❦❡② ❣❡♥❡r❛t✐♦♥ ✐♥ ❑②❜❡r ✐s s✐❣♥✐✜❝❛♥t❧② ❢❛st❡r t❤❛♥ ▼❝❊❧✐❡❝❡✱
s♦ t❤❡ ✐♠♣❛❝t ✐s ♥♦t q✉✐t❡ ❛s ❤✐❣❤✳ ❲❡ ❞✐❞ ♥♦t ✐♠♣❧❡♠❡♥t ❛♥ ♦✤✐♥❡ ✈❡rs✐♦♥ ♦❢
PQAG-SIG-Ky-Di s✐♥❝❡ ✐t ✇♦✉❧❞ ♥♦t ❤❛✈❡ ✐♠♣❛❝t❡❞ t❤❡ s✐❣♥✐♥❣ ♦♣❡r❛t✐♦♥s✳

✹✳✷ PQAG-KEM ❈♦♠♣✉t❛t✐♦♥❛❧ ❈♦sts

❚❛❜❧❡s ✸ ❝♦♠♣❛r❡s t❤❡ ❝♦♠♣✉t❛t✐♦♥❛❧ ♦✈❡r❤❡❛❞ ♦❢ ❡❛❝❤ ❝r②♣t♦❣r❛♣❤✐❝ ♣r✐♠✐t✐✈❡
♦❢ PQAG-KEM-Hy✱ PQAG-KEM-FQ ✇❤❡♥ r✉♥ ♦♥ ♦✉r t✇♦ t❡st❜❡❞s✳

❚❤❡ ♣❡r❢♦r♠❛♥❝❡ r❡s✉❧ts ♦❢ PQAG-KEM-Hy ❛♥❞ PQAG-KEM-FQ ❛r❡ s❤♦✇♥
✐♥ ❚❛❜❧❡ ✸✳ ■t ✐s ❝❧❡❛r t❤❛t PQAG-KEM-Hy ❤❛s ❤✐❣❤❡r ❝♦♠♣✉t❛t✐♦♥❛❧ ♦✈❡r❤❡❛❞✱
❞✉❡ t♦ t❤❡ ❛❞❞✐t✐♦♥❛❧ CKEM ♦♣❡r❛t✐♦♥s ❛♥❞ ❦❡② ❞❡r✐✈❛t✐♦♥ st❡♣s✳ ❍♦✇❡✈❡r✱ ✐t ✐s



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✶✶

❖♣❡r❛t✐♦♥ ✭A✮
PQAG

Hy

P✐

PQAG

FQ

P✐

PQAG

Hy

■♥t❡❧

PQAG

FQ

■♥t❡❧

PQKEM.KGenE ✵✳✵✵✵✾✵ ✵✳✵✵✶✶✺ ✵✳✵✵✵✷✽ ✵✳✵✵✵✷✽

CKEM.KGenE ✵✳✵✵✸✵✶ ◆❆ ✵✳✵✵✵✻✽ ◆❆

PQKEM.EncapsG ✵✳✵✵✶✷✼ ✵✳✵✵✷✹✸ ✵✳✵✵✵✻✹ ✵✳✵✵✵✷✾

CKEM.EncapsG ✵✳✵✵✸✶✸ ◆❆ ✵✳✵✵✵✽✷ ◆❆

CKEM.DecapsE ✵✳✵✵✷✾✷ ◆❆ ✵✳✵✵✵✻✻ ◆❆

PQKEM.DecapsA ✵✳✵✵✶✸✸ ✵✳✵✵✶✻✵ ✵✳✵✵✵✷✶ ✵✳✵✵✵✵✾✷

PQKEM.DecapsE ✵✳✵✵✷✼✵ ✵✳✵✵✶✸✺ ✵✳✵✵✵✺✽ ✵✳✵✵✵✶✶

MAC ✵✳✵✵✵✵✸ ✵✳✵✵✵✵✻✶ ✵✳✵✵✵✵✽ 0.00007

❖♣❡r❛t✐♦♥ ✭G✮
PQAG

Hy

P✐

PQAG

FQ

P✐

PQAG

Hy

■♥t❡❧

PQAG

FQ

■♥t❡❧

CKEM.EncapsE ✵✳✵✵✺✼✾ ◆❆ ✵✳✵✵✶✷✾ ◆❆

PQKEM.EncapsE ✵✳✵✵✶✹✹ ✵✳✵✵✵✾✵ ✵✳✵✵✵✻✾ ✵✳✵✵✵✶✾

CKEM.DecapsG ✵✳✵✵✷✾✸ ◆❆ ✵✳✵✵✵✻✽ ◆❆

PQKEM.EncapsA ✵✳✵✵✶✷✹ ✵✳✵✵✵✽✾ ✵✳✵✵✵✻✺ ✵✳✵✵✵✶✽

PQKEM.DecapsG ✵✳✵✵✸✷✶ ✵✳✵✵✶✾✵ ✵✳✵✵✵✻✾ ✵✳✵✵✵✶✼

MAC ✵✳✵✵✵✵✸ ✵✳✵✵✵✵✻✶ ✵✳✵✵✵✶✵ 0.00007

❚❛❜❧❡ ✸✿ P❡r❢♦r♠❛♥❝❡ ❡✈❛❧✉❛t✐♦♥ ❢♦r ❝r②♣t♦❣r❛♣❤✐❝ ♣r✐♠✐t✐✈❡s ✉s❡❞ ✐♥ PQAG-SIG ✈❛r✐✲
❛♥ts ✭✐♥ s❡❝♦♥❞s✮ ♦♥❘❛s♣❜❡rr② P✐ ✸ ❇✰ ✭❧❡❢t✲❤❛♥❞ s✐❞❡✮ ❛♥❞ ■♥t❡❧ ❈♦r❡ ✐✼✲✶✵✺✶✵❯
❈P❯ ❅ ✶✳✽✵●❍③ ✭r✐❣❤t✲❤❛♥❞ s✐❞❡✮✳ ◆♦t❡ t❤❛t Hy ❛♥❞ FQ r❡❢❡rs t♦ t❤❡ ✭❤②❜r✐❞ s❡✲
❝✉r❡✮ PQAG-SIG-Ky✱ ❛♥❞ ✭♣✉r❡❧② ♣♦st✲q✉❛♥t✉♠✮ PQAG-KEM-FQ✱ r❡s♣❡❝t✐✈❡❧②✱ ❛♥❞ A

❝♦♥t❛✐♥s r❡s✉❧ts ❢♦r ❛✐r❝r❛❢t ♦♣❡r❛t✐♦♥s ❛♥❞ G r❡s✉❧ts ❢♦r ❣r♦✉♥❞ st❛t✐♦♥s✳

❝❧❡❛r t❤❛t t❤❡ ❝♦♠♣✉t❛t✐♦♥❛❧ ♣❡r❢♦r♠❛♥❝❡ ♦❢ t❤❡ t✇♦ ✐♥st❛♥t✐❛t✐♦♥s ✐s ♥❡❣❧✐❣✐❜❧②
❞✐✛❡r❡♥t✱ ❛♥❞ ✇❡ ❛r❣✉❡ t❤❛t t❤❡ ❛❞❞❡❞ ❤②❜r✐❞ ❧❛②❡r ♦❢ s❡❝✉r✐t② ✐♥ PQAG-KEM-Hy
❥✉st✐✜❡s t❤❡ s❧✐❣❤t ✐♥❝r❡❛s❡ ✐♥ ❝♦♠♣✉t❛t✐♦♥ t✐♠❡✳

■♥ ❚❛❜❧❡ ✹ ✇❡ ❝♦♠♣❛r❡ t❤❡ ♣❡r❢♦r♠❛♥❝❡ ♦❢ ❛❧❧ ✐♥st❛♥t✐❛t✐♦♥s ♦❢ PQAG ❛❣❛✐♥st
STS-SIDH ❬✶✺❪✳ ❋♦r ❛❧❧ ♣r♦t♦❝♦❧s ✇❡ ♣r♦✜❧❡❞ t❤❡ ✇❛❧❧t✐♠❡ ♣❡r❢♦r♠❛♥❝❡ ♦❢ t❤❡
❡♥t✐r❡ ❆❈ ❛♥❞ ●❙ ❡①❡❝✉t✐♦♥ ✭❢♦r ✶✵✵ ❡①❡❝✉t✐♦♥s ♦❢ PQAG-KEM✱ PQAG-SIG ❛♥❞
STS-SIDH✮✳ ❇♦t❤ t❤❡ ❆❈ ❛♥❞ t❤❡ ●❙ ❛r❡ r✉♥♥✐♥❣ ♦♥ t❤❡ s❛♠❡ ♠❛❝❤✐♥❡✱ ❛♥❞
❝♦♠♠✉♥✐❝❛t✐♦♥ ✐s ❡①❝❤❛♥❣❡❞ ✈✐❛ localhost✳

■♥ ❣❡♥❡r❛❧ STS-CSIDH ♣r♦✈❡❞ ❝♦♠♣✉t❛t✐♦♥❛❧❧② ♠♦st ❡①♣❡♥s✐✈❡✱ ❛✈❡r❛❣✐♥❣ ❛t
s✐❣♥✐✜❝❛♥t❧② ❤✐❣❤❡r ♣❡r❢♦r♠❛♥❝❡ t✐♠❡s ✐♥ ❜♦t❤ t❡st❜❡❞s✳ P❛rt✐❝✉❧❛r❧②✱ ✇✐t❤✐♥ t❤❡
❘❛s♣❜❡rr② P✐ t❡st❜❡❞ STS-CSIDH str✉❣❣❧❡❞ t♦ ♣❡r❢♦r♠✱ ❛♥❞ ✇✐t❤ ♦❝❝❛s✐♦♥❛❧❧②
❧❡♥❣t❤② ✏❤❛♥❣✧ t✐♠❡s ❜❡t✇❡❡♥ s✉❜s❡q✉❡♥t ♦♣❡r❛t✐♦♥s ❛♥❞ ♣❡r✐♦❞✐❝ r❡st❛rts✳ ❚❤❡
♦r✐❣✐♥❛❧ STS-SIDH ❬✶✺❪ ✐s ✐♥st❛♥t✐❛t❡❞ ✇✐t❤ SIDH ✇❤✐❝❤ ✐s ❛r♦✉♥❞ ✶✵① t✐♠❡s
❢❛st❡r ❝♦♠♣❛r❡❞ t♦ CSIDH✳ ❍♦✇❡✈❡r✱ s✐♥❝❡ t❤❡ ♣✉❜❧✐❝❛t✐♦♥ ♦❢ ❬✶✺❪✱ SIDH ❤❛s
❜❡❡♥ ♣r♦✈❡♥ ✐♥s❡❝✉r❡ ❬✹❪ ❛♥❞ t❤✉s ✇❡ ✐♥st❛♥t✐❛t❡❞ STS-CSIDH ❬✶✺❪ ✇✐t❤ CSIDH

t♦ ❣✉❛r❛♥t❡❡ ✐ts ♣♦st✲q✉❛♥t✉♠ s❡❝✉r✐t② ✇❤✐❧❡ ♠❛✐♥t❛✐♥✐♥❣ ✐ts SIDH ❜❛s✐s✳ ❋✉r✲



✶✷ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

❚❡st❜❡❞
STS

CSIDH

PQAG

KEM

FQ

PQAG

KEM

Hy

PQAG

SIG

McE

PQAG

SIG

Ky

PQAG

SIG

Di

P✐ ✸✶✷✳✽✸✶✷ ✵✳✵✶✵✸ ✵✳✵✸✵✵ ✶✳✷✺✶✸ ✵✳✵✶✻✾ ✵✳✵✾✹✼

■♥t❡❧ ✺✼✳✺✺✼✻ ✵✳✵✵✶✸ ✵✳✵✵✽✼ ✵✳✸✵✺✾ ✵✳✵✵✷✹ ✵✳✵✶✸✸

❚❛❜❧❡ ✹✿ ❈♦♠♣❛r✐s♦♥ ♦❢ ✇❛❧❧t✐♠❡ ❡①❡❝✉t✐♦♥s ✭✐♥ s❡❝♦♥❞s✮✳

t❤❡r♠♦r❡✱ STS-CSIDH r❡q✉✐r❡s ❛♥ ❛❞❞✐t✐♦♥❛❧ ♠❡ss❛❣❡ ❢r♦♠ t❤❡ ❣r♦✉♥❞ st❛t✐♦♥
t♦ t❤❡ ❛✐r❝r❛❢t✱ ❛❞❞✐♥❣ t♦ ❝♦♠♠✉♥✐❝❛t✐♦♥ ❧❛t❡♥❝②✳ ■♥ ❝♦♠♣❛r✐s♦♥ PQAG-SIG-Mc

❢❛r❡❞ s✐❣♥✐✜❝❛♥t❧② ❜❡tt❡r ✐♥ ❜♦t❤ t❡st❜❡❞s✱ ❡✈❡♥ ✇❤❡♥ ♣❡r❢♦r♠❛♥❝❡ ✐s ❛✛❡❝t❡❞
❜② t❤❡ ❧❛r❣❡ ❑❊▼ ♣✉❜❧✐❝ ❦❡②s✳ ❖✈❡r❛❧❧✱ ❛♠♦♥❣ ❛❧❧ t❤❡ PQAG-SIG ✐♥st❛♥t✐❛t✐♦♥s✱
PQAG-SIG-Ky ♦✛❡r❡❞ t❤❡ ♠♦st ❝♦♠♣❡t✐t✐✈❡ ♣❡r❢♦r♠❛♥❝❡ ✐♥ t❤❡ ❝♦♥str❛✐♥❡❞ ❘❛s♣✲
❜❡rr② P✐ t❡st❜❡❞✳ ❇❡t✇❡❡♥ PQAG-SIG-Ky ❛♥❞ PQAG-SIG-Ky-Di✱ PQAG-SIG-Ky
♣❡r❢♦r♠❡❞ ❜❡tt❡r ❞✉❡ t♦ t❤❡ ❢❛st❡r s✐❣♥✐♥❣ ♦♣❡r❛t✐♦♥s ❛♥❞ s♠❛❧❧❡r s✐❣♥❛t✉r❡ s✐③❡s
♦❢ ❊❈❉❙❆ ❝♦♠♣❛r❡❞ t♦ Dilithium✳

❇❡t✇❡❡♥ t❤❡ t✇♦ ✐♠♣❧❡♠❡♥t❛t✐♦♥s ♦❢ PQAG-KEM✱ PQAG-KEM-FQ ❤❛❞ ❛
s❧✐❣❤t ❡❞❣❡ ✐♥ ♣❡r❢♦r♠❛♥❝❡✱ ❝♦♠♣❛r❡❞ t♦ PQAG-KEM-Hy✳ ❚❤✐s ✇❛s ❞✉❡ t♦ t❤❡
❢❛❝t t❤❛t PQAG-KEM-FQ ♦♥❧② ✉s❡s ♣♦st✲q✉❛♥t✉♠ ❑②❜❡r ❢♦r ❛❧❧ ❑❊▼s✱ ✇❤❡r❡❛s
❢♦r PQAG-KEM-Hy ✇❡ ✉s❡ ❤②❜r✐❞ ❑❊▼s✱ ❝♦♠❜✐♥✐♥❣ Kyber ✇✐t❤ ECDH t♦ ♣r♦✲
✈✐❞❡ ❤②❜r✐❞ s❡❝✉r✐t②✳ ❲❡ ❝♦♥❝❧✉❞❡ t❤❛t t❤❡ ♥❡❣❧✐❣✐❜❧❡ ✐♥❝r❡❛s❡ ✐♥ t❤❡ ❝♦♠♣✉t❛t✐♦♥
t✐♠❡s ♦❢ PQAG-KEM-Hy ✐s ♦✛s❡t ❜② t❤❡ ❛❞❞✐t✐♦♥❛❧ ❧❛②❡r ♦❢ s❡❝✉r✐t②✳

❉❛t❛❧✐♥❦

Pr♦t♦❝♦❧ STS

CSIDH
PQAG-KEM-FQ PQAG-KEM-Hy

VDLm2/31.5kbps ✵✳✻✻✵✰∆ ✵✳✾✾✽✰∆ ✶✳✶✼✵✰∆

AeroMACS/1.8− 9.2Mbps ✵✳✵✵✶✲✵✳✵✵✵✷✰∆ ✵✳✵✶✽✲✵✳✵✵✸✰∆ ✵✳✵✷✵✶✲✵✳✵✵✹✰∆

LDACS/0.6− 2.8Mbps ✵✳✵✵✸✲✵✳✵✵✵✼✰∆ ✵✳✵✺✷✲✵✳✵✶✶✰∆ ✵✳✵✻✷✲✵✳✵✶✸✰∆

InmarsatSB/432kbps ✵✳✵✵✺✰∆ ✵✳✵✼✷✰∆ ✵✳✵✽✺✰∆

IridiusmCertus/22− 704kbps ✵✳✵✾✹✲✵✳✵✵✸✰∆ ✶✳✹✷✲✵✳✵✹✹✰∆ ✶✳✻✻✺✲✵✳✵✺✷✶✰∆

❉❛t❛❧✐♥❦

Pr♦t♦❝♦❧
PQAG-SIG-Mc PQAG-SIG-Ky PQAG-SIG-Ky-Di

VDLm2/31.5kbps ✻✻✳✾✹✵✰∆ ✵✳✺✻✵✰∆ ✶✳✺✺✹✰∆

AeroMACS/1.8− 9.2Mbps ✶✳✶✻✹✲✵✳✷✷✼✹✰∆ ✵✳✵✶✲✵✳✵✵✶✾✰∆ ✵✳✵✷✽✲✵✳✵✵✻✰∆

LDACS/0.6− 2.8Mbps ✸✳✹✾✷✲✵✳✼✹✽✸✰∆ ✵✳✵✷✾✲✵✳✵✵✻✷✰∆ ✵✳✵✽✷✲✵✳✵✶✽✰∆

InmarsatSB/432kbps ✹✳✽✺✰∆ ✵✳✵✹✶✰∆ ✵✳✶✶✸✰∆

IridiusmCertus/22− 704kbps ✾✺✳✷✸✼✲✷✳✾✼✻✰∆ ✵✳✼✾✼✲✵✳✵✷✺✰∆ ✷✳✷✷✺✲✵✳✵✼✰∆

❚❛❜❧❡ ✺✿ ❈♦♠♣❛r✐s♦♥ ♦❢ tr❛♥s♠✐ss✐♦♥ t✐♠❡s ✭✐♥ s❡❝♦♥❞s✮ ♣❡r r♦✉♥❞✲tr✐♣✳

❈♦♠♠✉♥✐❝❛t✐♦♥ ❈♦st ❋♦r ❛❧❧ ♦✉r ✐♥st❛♥t✐❛t✐♦♥s✱ ❚❛❜❧❡ ✺ ❝♦♠♣❛r❡s t❤❡ tr❛♥s✲
♠✐ss✐♦♥ t✐♠❡s ♣❡r r♦✉♥❞✲tr✐♣✱ ❢♦r ❛❧❧ ❢r❡q✉❡♥t❧② ✉s❡❞ ❞❛t❛✲❧✐♥❦s ✐♥ ❣r♦✉♥❞✲t♦✲❛✐r



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✶✸

■♠♣❧❡♠❡♥t❛t✐♦♥ ❍❡❧❧♦ ❘❡s♣♦♥s❡

STS-CSIDH ✶✷✽ ✶✷✽

PQAG-KEM-FQ ✷✸✽✹ ✶✺✷✵

PQAG-KEM-Hy ✷✼✹✵ ✶✽✹✹

PQAG-SIG-Mc ✷✻✶✹✹✼ ✹✺✺

PQAG-SIG-Ky ✶✵✾✵ ✶✵✷✻

PQAG-SIG-Ky-Di ✸✵✼✺ ✸✵✹✸

❚❛❜❧❡ ✻✿ ❍❡❧❧♦ ❛♥❞ ❘❡s♣♦♥s❡ ♠❡ss❛❣❡ s✐③❡s ✭✐♥ ❜②t❡s✮ ❢♦r ❡❛❝❤ ✐♠♣❧❡♠❡♥t❛t✐♦♥✳

❛✈✐♦♥✐❝ ❝♦♠♠✉♥✐❝❛t✐♦♥✳ ❚❤✐s ✇❛s ❝❛❧❝✉❧❛t❡❞ ❜② ❞✐✈✐❞✐♥❣ t❤❡ ♣❛❝❦❡t s✐③❡ ♦❢ ❡❛❝❤
✐♥st❛♥t✐❛t✐♦♥ ✭❚❛❜❧❡ ✻✮ ❜② t❤❡ ❡①♣❡❝t❡❞ ❜❛♥❞✇✐❞t❤ ❢♦r ❡❛❝❤ ♠❡❞✐✉♠✳ ❋♦r ❡❛❝❤
❝❛❧❝✉❧❛t❡❞ tr❛♥s♠✐ss✐♦♥ t✐♠❡ ✇❡ ❤❛✈❡ ❛♥ ❛❞❞✐t✐♦♥❛❧ ∆ ✈❛❧✉❡ t♦ ❛❝❝♦✉♥t ❢♦r ✈❛r✲
✐♦✉s ❢❛❝t♦rs ❛✛❡❝t✐♥❣ t❤❡ r♦✉♥❞✲tr✐♣ t✐♠❡✱ s✉❝❤ ❛s ❧❛t❡♥❝②✳ ❚❤✐s ∆ ✈❛❧✉❡ ✐s ❝♦♥✲
tr♦❧❧❡❞ ❜② t❤❡ s♣❡❝✐✜❝s ❝♦♥str❛✐♥ts ♦❢ t❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ❧✐♥❦s ❛♥❞ t❤❡ s❡tt✐♥❣
✐♥ ✇❤✐❝❤ ✐ts ✉s❡❞✳ ❋♦r ✐♥st❛♥❝❡✱ t❤❡ ❡①♣❡❝t❡❞ ∆ ♦❢ STS-CSIDH ✐s ❡①tr❡♠❡❧② ❤✐❣❤
❞✉❡ t♦ t❤❡ ❧♦♥❣ ❝♦♠♣✉t❛t✐♦♥❛❧ t✐♠❡s ✭✶✵× s❧♦✇❡r t❤❛♥ t❤❡ ♥♦✇ ❞❡❢✉♥❝t SIDH✮✳
❋♦r PQAG-McEliece✱ t❤❡ ∆ ✉♥❛❝❝❡♣t❛❜❧② ✐♥❝r❡❛s❡s ❞✉❡ t♦ t❤❡ ❧❛r❣❡ ♣✉❜❧✐❝ ❦❡②s
✭✷✻✶✱✶✷✵ ❜②t❡s✮✳ ❙❛t❡❧❧✐t❡ ❞❛t❛✲❧✐♥❦s ❤❛✈❡ ❛ ❧♦♥❣❡r ❘❚❚ ❞✉❡ t♦ t❤❡ ❞✐st❛♥❝❡ ❜❡✲
t✇❡❡♥ ♥♦❞❡s✱ ✇❤✐❝❤ ✐♥ t✉r♥ ✇✐❧❧ ❛✛❡❝t t❤❡ ∆✳

❈♦♠♣♦♥❡♥t
PQAG-SIG

McE

PQAG-SIG
Ky

PQAG-SIG
Di

PQAG-KEM
FQ

PQAG-KEM
Ky

PQKEM pqpk ✷✻✶✶✷✵ ✽✵✵ ✽✵✵ ✽✵✵ ✽✵✵

PQKEM pqctxt ✶✶✷ ✼✸✻ ✼✸✻ ✼✸✻ ✼✸✻

CKEM cpk ✷✶✺ ✷✶✺ ✷✶✺ ◆✴❆ ✷✶✺

SIG σ ✾✻ ✾✻ ✷✵✹✹ ◆✴❆ ◆✴❆

MAC τ ✸✷ ✸✷ ✸✷ ✸✷ ✸✷

❚❛❜❧❡ ✼✿ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❝♦st ♦❢ t❤❡ ✉♥❞❡r❧②✐♥❣ ❝r②♣t♦❣r❛♣❤✐❝ ❝♦♠♣♦♥❡♥ts ♦❢
PQAG-KEM ❛♥❞ PQAG-KEM r❡s♣❡❝t✐✈❡❧② ✭✐♥ ❜②t❡s✮✳

❚❛❜❧❡ ✼ ❝♦♠♣❛r❡s t❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ❝♦♠♣❧❡①✐t② ♦❢ ❛❧❧ ♦✉r PQAG ✐♥st❛♥t✐✲
❛t✐♦♥s✳ ❲❡ ❝♦♥s✐❞❡r t❤❡ ❧❡♥❣t❤ ♦❢ t❤❡ ❝r②♣t♦❣r❛♣❤✐❝ ❝♦♠♣♦♥❡♥ts ♦❢ ❡❛❝❤ ♠❡s✲
s❛❣❡✱ ✐♥ ♣❛rt✐❝✉❧❛r ✇❡ ❞♦ ♥♦t ❝❛♣t✉r❡ header s✐③❡s✱ ♥♦r ♥♦♥❝❡ ♦r id ✈❛❧✉❡s✱ ❛s
t❤❡② ❛r❡ ❡✐t❤❡r ❝♦♥st❛♥t ♦r s❡tt✐♥❣✲s♣❡❝✐✜❝✳ ❚❤❡ ▼❝❊❧✐❡❝❡ ♣✉❜❧✐❝ ❦❡② ✐s t❤❡
♠♦st ❜❛♥❞✇✐❞t❤✲❝♦♥s✉♠✐♥❣ ❝♦♠♣♦♥❡♥t ♦❢ PQAG-SIG-Mc ❛t ✷✻✶❑❜✳ ❍♦✇❡✈❡r✱
t❤❡ PQKEM ❝✐♣❤❡rt❡①t s✐③❡ ♦❢ ▼❝❊❧✐❡❝❡ ✇❛s s♠❛❧❧❡r t❤❛♥ t❤❛t ♦❢ ❑②❜❡r✱ ✇❤✐❝❤
♠❛② ♣r♦✈❡ ❛❞✈❛♥t❛❣❡♦✉s ✐♥ ❝❡rt❛✐♥ ❝✐r❝✉♠st❛♥❝❡s✱ s✉❝❤ ❛s ✐♥ t❤❡ ❝❛s❡ ♦❢ ❞❛t❛✲
❧✐♥❦s ✇✐t❤ ❛s②♠♠❡tr✐❝ ❜❛♥❞✇✐❞t❤s ❢♦r ❢♦r✇❛r❞✲❛♥❞✲r❡t✉r♥ ❧✐♥❦s✳ ▼♦r❡♦✈❡r✱ t❤❡
s✐❣♥❛t✉r❡ s✐③❡ ♦❢ Dilithium ✭✷✵✹✹❇✮ ✐s s✐❣♥✐✜❝❛♥t❧② ❧❛r❣❡r ❝♦♠♣❛r❡❞ t♦ t❤❡ ❝❧❛s✲
s✐❝❛❧ ❝♦✉♥t❡r♣❛rt EdDSA ✭96❇✮✱ ✇❤✐❝❤ ✇✐❧❧ ❛❞❞ t♦ t❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ♦✈❡r❤❡❛❞✳



✶✹ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

❆❞❞✐t✐♦♥❛❧❧②✱ ✐t ♠✉st ❜❡ ♥♦t❡❞ t❤❛t ❛❧t❤♦✉❣❤ t❤❡ ♦✉t♣✉t ♦❢ ECC-P384R1 ✐s 384✲
❜✐ts✱ ❞✉❡ t♦ ❛❞❞✐t✐♦♥❛❧ ❡♥❝♦❞✐♥❣s ♦❢ t❤❡ P②t❤♦♥ ❧✐❜r❛r② ✉s❡❞✱ t❤❡ r❡s✉❧t✐♥❣ ✜♥❛❧
♦✉t♣✉t ♣r♦❞✉❝❡s ❊❈❈ ❦❡②s t❤❛t ❛r❡ 215✲❜②t❡s ❧♦♥❣✱ ✇❤✐❝❤ ❝❛♥ ❜❡ ♦♣t✐♠✐s❡❞✳

✺ ❍②❜r✐❞ ❙❡❝✉r✐t② ❋r❛♠❡✇♦r❦

■♥ t❤✐s s❡❝t✐♦♥ ✇❡ ❞❡t❛✐❧ t❤❡ ❤②❜r✐❞ ❛✉t❤❡♥t✐❝❛t❡❞ ❦❡② ❡①❝❤❛♥❣❡ ✭❍❆❑❊✮ s❡❝✉✲
r✐t② ❢r❛♠❡✇♦r❦ HAKE ✭♠♦st❧② ✈❡r❜❛t✐♠ ❬✼❪✮ ❢♦r t❤❡ ❛♥❛❧②s✐s ♦❢ t❤❡ PQAG ❦❡②
❡①❝❤❛♥❣❡ ♣r♦t♦❝♦❧s✳ ❆s ✐♥ t❤❡ ♦r✐❣✐♥❛❧ ♠♦❞❡❧ ❬✼❪✱ t❤❡ ♠♦❞✐✜❡❞ HAKE ♠♦❞❡❧
✐s ❜❛s❡❞ ♦♥ ❇❡❧❧❛r❡✲❘♦❣❛✇❛②✲❜❛s❡❞ ❆❑❊ ♠♦❞❡❧s✱ ❛♥❞ ❝❛♣t✉r❡s ❛❞✈❡rs❛r✐❡s ♦❢
❞✐✛❡r✐♥❣ str❡♥❣t❤ ✭q✉❛♥t✉♠ ❛♥❞ ❝❧❛ss✐❝❛❧✮ ✈✐❛ ❛ ❞❡t❛✐❧❡❞ ❦❡② ❝♦♠♣r♦♠✐s❡ ✐♥✲
t❡r❢❛❝❡✳ ❙♣❡❝✐✜❝❛❧❧②✱ ✇❡ ♠♦❞❡❧ q✉❛♥t✉♠ ❛❞✈❡rs❛r✐❡s ❜② ❛❧❧♦✇✐♥❣ t❤❡♠ t♦ ❝♦♠✲
♣r♦♠✐s❡ ♥♦♥✲♣♦st✲q✉❛♥t✉♠ ❦❡② ❡st❛❜❧✐s❤♠❡♥t ♣r✐♠✐t✐✈❡s ✭❢♦r ✐♥st❛♥❝❡✱ ❡❧❧✐♣t✐❝
❝✉r✈❡✲❜❛s❡❞ ❛❧❣♦r✐t❤♠s t♦ ❡st❛❜❧✐s❤ ❛ s❤❛r❡❞ s❡❝r❡t ❦❡②✮✳ ❚❤❡ ♠❛❥♦r✐t② ♦❢ ♦✉r
♠♦❞✐✜❝❛t✐♦♥s ❢r♦♠ t❤❡ ♦r✐❣✐♥❛❧ HAKE ♠♦❞❡❧ ❛r❡ s✐♠♣❧✐✜❝❛t✐♦♥s ✕ s✐♥❝❡ HAKE

❡①♣❧✐❝✐t❧② ❝❛♣t✉r❡s t❤❡ ✉s❡ ♦❢ ♣r❡s❤❛r❡❞ s②♠♠❡tr✐❝ ❦❡②s✱ ♥♦t ✉s❡❞ ✇✐t❤✐♥ ♦✉r
♥❡✇ PQAG ♣r♦t♦❝♦❧s✳ ❲❡ ❣✐✈❡ ❛ ❤✐❣❤✲❧❡✈❡❧ ❞❡s❝r✐♣t✐♦♥ ♦❢ t❤❡ ♠♦❞✐✜❡❞ HAKE

❢r❛♠❡✇♦r❦ ✐♥ ❙❡❝t✐♦♥ ✺✳✷ ✭❛♥❞ ❞❡t❛✐❧ t❤❡ ❞✐✛❡r❡♥❝❡s ❜❡t✇❡❡♥ ♦✉r ✈❛r✐❛♥t ❛♥❞ t❤❡
♦r✐❣✐♥❛❧ HAKE ❢r❛♠❡✇♦r❦✮✳ ❲❡ t❤❡♥ ❞❡s❝r✐❜❡ ❝❧❡❛♥♥❡ss ❛♥❞ ♣❛rt♥❡r✐♥❣ ❞❡✜♥✐✲
t✐♦♥s ✐♥ ❙❡❝t✐♦♥ ✺✳✹ ❛s ✇❡❧❧ ❛s ❙❡❝t✐♦♥ ✺✳✺✳

✺✳✶ ❙❡❝r❡t ❑❡② ●❡♥❡r❛t✐♦♥

❘❡❝❛❧❧ t❤❛t HAKE ❛❞❞r❡ss❡s s❡❝r❡t ❦❡② ❣❡♥❡r❛t✐♦♥ ✭t❤❡ ♦✉t♣✉t ♦❢ ❛ ✏KGen✑ ❛❧✲
❣♦r✐t❤♠✮ ♦❢ ✐♥❞✐✈✐❞✉❛❧ ❦❡② ❡st❛❜❧✐s❤♠❡♥t ♣r✐♠✐t✐✈❡s ❡①♣❧✐❝✐t❧②✱ ❛♥❞ ❝❛t❡❣♦r✐s❡s
t❤❡♠ ✐♥t♦ ❧♦♥❣✲t❡r♠ ✭✐✳❡✳ ❣❡♥❡r❛t❡❞ ♦♥❝❡ ❛♥❞ ✉s❡❞ ✐♥ ❡✈❡r② ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ ♣r♦✲
t♦❝♦❧✮✱ ❛♥❞ ❡♣❤❡♠❡r❛❧ ✭✐✳❡✳ ❣❡♥❡r❛t❡❞ ♦♥ ❛ ♣❡r✲st❛❣❡ ❜❛s✐s✮ s❡❝r❡t ❣❡♥❡r❛t✐♦♥✳ ❲❡
s✐♠♣❧✐❢② t❤❡ HAKE ♠♦❞❡❧ ❜② ♦♥❧② ✐♥❝❧✉❞✐♥❣ t❤❡ ❢♦❧❧♦✇✐♥❣ s✉❜✲❝❛t❡❣♦r✐❡s✿

✕ P♦st✲q✉❛♥t✉♠ ❛s②♠♠❡tr✐❝ s❡❝r❡t ❣❡♥❡r❛t✐♦♥ ✕ ❧♦♥❣✲t❡r♠ ♣♦st✲q✉❛♥t✉♠
❛s②♠♠❡tr✐❝ s❡❝r❡ts ✭❢♦r ❡①❛♠♣❧❡✱ s✐❣♥❛t✉r❡ s❡❝r❡t ❦❡②s✮✱ ❛r❡ ❣❡♥❡r❛t❡❞ ❜②
LQKeyGen✱ ✇❤❡r❡❛s ❡♣❤❡♠❡r❛❧ ♣♦st✲q✉❛♥t✉♠ ❛s②♠♠❡tr✐❝ s❡❝r❡ts ✭s✉❝❤ ❛s
KEM s❡❝r❡t ❦❡②s✮ ❛r❡ ❣❡♥❡r❛t❡❞ ❜② EQKeyGen✳

✕ ❈❧❛ss✐❝❛❧ ❛s②♠♠❡tr✐❝ s❡❝r❡ts ✕ ❧♦♥❣✲t❡r♠ ❝❧❛ss✐❝❛❧ ❛s②♠♠❡tr✐❝ s❡❝r❡ts ✭❢♦r ❡①✲
❛♠♣❧❡✱ ❊❈❉❙❆ s❡❝r❡t ❦❡②s✮ ❛r❡ ❣❡♥❡r❛t❡❞ ❜② LCKeyGen✱ ✇❤❡r❡❛s ❡♣❤❡♠❡r❛❧
❝❧❛ss✐❝❛❧ ❛s②♠♠❡tr✐❝ s❡❝r❡ts ✭❢♦r ❡①❛♠♣❧❡✱ ❊❈❉❍ s❡❝r❡t ❦❡②s✮ ❛r❡ ❣❡♥❡r❛t❡❞
❜② ECKeyGen✳

■♥ ❛❞❞✐t✐♦♥✱ ♦✉r ♣r♦♣♦s❡❞ PQAG ♣r♦t♦❝♦❧s ❛r❡ ♥♦t ❛ ♠✉❧t✐✲st❛❣❡ ❦❡② ❡①❝❤❛♥❣❡
♣r♦t♦❝♦❧s✱ ✇❤✐❝❤ ❡st❛❜❧✐s❤❡s ♠✉❧t✐♣❧❡ ❦❡②s t❤r♦✉❣❤♦✉t ♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥✳ ❚❤✉s✱
✇❡ r❡♠♦✈❡ ❛❧❧ ♠✉❧t✐✲st❛❣❡ s♣❡❝✐✜❝ st❛t❡ ❛♥❞ ✐♥❞❡①✐♥❣ ✐♥ t❤❡ HAKE ❡①❡❝✉t✐♦♥
❡♥✈✐r♦♥♠❡♥t✳ ❲✐t❤ t❤✐s ❝♦♥t❡①t✱ ✇❡ ♥♦✇ ❢♦r♠❛❧❧② ❞❡✜♥❡ t❤❡ HAKE ❡①❡❝✉t✐♦♥
❡♥✈✐r♦♥♠❡♥t✱ ❝❛♣t✉r✐♥❣ ❤♦✇ ❛♥ ❛❞✈❡rs❛r② ❝❛♥ ✐♥t❡r❛❝t ✇✐t❤ ❛ ❤②❜r✐❞ ❆❑❊ ♣r♦✲
t♦❝♦❧✳



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✶✺

✺✳✷ ❊①❡❝✉t✐♦♥ ❊♥✈✐r♦♥♠❡♥t

❈♦♥s✐❞❡r ❛♥ ❡①♣❡r✐♠❡♥t Exp
HAKE,clean,A
Π,nP ,nS

(λ) ♣❧❛②❡❞ ❜❡t✇❡❡♥ ❛ ❝❤❛❧❧❡♥❣❡r C ❛♥❞
❛♥ ❛❞✈❡rs❛r② A✳ C ♠❛✐♥t❛✐♥s ❛ s❡t ♦❢ nP ♣❛rt✐❡s P1, . . . , PnP

✭r❡♣r❡s❡♥t✐♥❣ ✉s❡rs
✐♥t❡r❛❝t✐♥❣ ✇✐t❤ ❡❛❝❤ ♦t❤❡r ✐♥ ♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥s✮✱ ❡❛❝❤ ❝❛♣❛❜❧❡ ♦❢ r✉♥♥✐♥❣ ✉♣
t♦ ✭♣♦t❡♥t✐❛❧❧② ♣❛r❛❧❧❡❧✮ nS s❡ss✐♦♥s ♦❢ ❛ ♣r♦❜❛❜✐❧✐st✐❝ ❦❡② ❡①❝❤❛♥❣❡ ♣r♦t♦❝♦❧ Π✳
❊❛❝❤ s❡ss✐♦♥ ✐s ❛♥ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ ❦❡② ❡①❝❤❛♥❣❡ ♣r♦t♦❝♦❧ Π✱ r❡♣r❡s❡♥t❡❞ ❛s ❛
t✉♣❧❡ ♦❢ ❛❧❣♦r✐t❤♠s Π = (f,EQKeyGen,ECKeyGen, LQKeyGen, LCKeyGen)✳ ❲❡
✉s❡ πs

i t♦ r❡❢❡r t♦ ❜♦t❤ t❤❡ ✐❞❡♥t✐✜❡r ♦❢ t❤❡ s✲t❤ ✐♥st❛♥❝❡ ♦❢ t❤❡ Π ❜❡✐♥❣ r✉♥
❜② ♣❛rt② Pi ❛♥❞ t❤❡ ❝♦❧❧❡❝t✐♦♥ ♦❢ ♣❡r✲s❡ss✐♦♥ ✈❛r✐❛❜❧❡s ♠❛✐♥t❛✐♥❡❞ ❢♦r t❤❡ s✲t❤
✐♥st❛♥❝❡ ♦❢ Π r✉♥ ❜② Pi✱ ❛♥❞ f ✐s ❛ ❛❧❣♦r✐t❤♠ ❝❛♣t✉r✐♥❣ t❤❡ ❤♦♥❡st ❡①❡❝✉t✐♦♥ ♦❢
t❤❡ ♣r♦t♦❝♦❧Π ❜② ♣r♦t♦❝♦❧ ♣❛rt✐❝✐♣❛♥ts✳ ❲❡ ❞❡s❝r✐❜❡ ❣❡♥❡r✐❝❛❧❧② t❤❡s❡ ❛❧❣♦r✐t❤♠s
❜❡❧♦✇✿

Π.f(λ, p⃗ki, s⃗ki,
⃗pskidi,

⃗pski, π,m)
$
→ (m′, π′) ✐s ❛ ✭♣♦t❡♥t✐❛❧❧②✮ ♣r♦❜❛❜✐❧✐st✐❝

❛❧❣♦r✐t❤♠ t❤❛t t❛❦❡s ❛ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ✱ t❤❡ s❡t ♦❢ ❧♦♥❣✲t❡r♠ ❛s②♠♠❡tr✐❝
❦❡② ♣❛✐rs p⃗ki, s⃗ki ♦❢ t❤❡ ♣❛rt② Pi✱ ❛ ❝♦❧❧❡❝t✐♦♥ ♦❢ ♣❡r✲s❡ss✐♦♥ ✈❛r✐❛❜❧❡s π ❛♥❞ ❛♥
❛r❜✐tr❛r② ❜✐t str✐♥❣m ∈ {0, 1}∗∪{∅}✳ f ♦✉t♣✉ts ❛ r❡s♣♦♥s❡m′ ∈ {0, 1}∗∪{∅} ❛♥❞
❛♥ ✉♣❞❛t❡❞ ♣❡r✲s❡ss✐♦♥ st❛t❡ π′✱ ❜❡❤❛✈✐♥❣ ❛s ❛♥ ❤♦♥❡st ♣r♦t♦❝♦❧ ✐♠♣❧❡♠❡♥t❛t✐♦♥✳

❲❡ ❞❡s❝r✐❜❡ ❛ s❡t ♦❢ ❛❧❣♦r✐t❤♠s Π.XYKGen(λ)
$
→ (pk, sk)✱ ✇❤❡r❡ X ∈ {E, L}

❛♥❞ Y ∈ {C,Q}✳ Π.XYKGen ✐s ❛ ♣r♦❜❛❜✐❧✐st✐❝ ♣♦st✲q✉❛♥t✉♠ ❡♣❤❡♠❡r❛❧ ✭✐❢ XY =
EQ✮✱ ♣♦st✲q✉❛♥t✉♠ ❧♦♥❣✲t❡r♠ ✭✐❢ XY = LQ✮✱ ❝❧❛ss✐❝ ❡♣❤❡♠❡r❛❧ ✭✐❢ XY = EC✮✱ ♦r
❝❧❛ss✐❝ ❧♦♥❣✲t❡r♠ ✭✐❢ XY = LC✮ ❛s②♠♠❡tr✐❝ ❦❡② ❣❡♥❡r❛t✐♦♥ ❛❧❣♦r✐t❤♠s✱ t❛❦✐♥❣ ❛
s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ ❛♥❞ ♦✉t♣✉tt✐♥❣ ❛ ♣✉❜❧✐❝✲❦❡②✴s❡❝r❡t✲❦❡② ♣❛✐r (pk, sk)✳
C r✉♥s Π.LQKeyGen(λ) ❛♥❞ Π.LCKeyGen(λ) nP t✐♠❡s t♦ ❣❡♥❡r❛t❡ ❧♦♥❣✲t❡r♠

♣♦st✲q✉❛♥t✉♠ ❛♥❞ ❧♦♥❣✲t❡r♠ ❝❧❛ss✐❝❛❧ ❛s②♠♠❡tr✐❝ ❦❡② ♣❛✐rs ✭✇❤✐❝❤ ✇❡ ❞❡♥♦t❡

✇✐t❤ p⃗ki, s⃗ki✮ ❢♦r ❡❛❝❤ ♣❛rt② Pi ∈ {P1, . . . , PnP
}✱ ❛♥❞ ❞❡❧✐✈❡rs ❛❧❧ ♣✉❜❧✐❝✲❦❡②s p⃗ki

❢♦r i ∈ {1, . . . , nP } t♦A✳ ❚❤❡ ❝❤❛❧❧❡♥❣❡r C t❤❡♥ r❛♥❞♦♠❧② s❛♠♣❧❡s ❛ ❜✐t b
$
← {0, 1}

❛♥❞ ✐♥t❡r❛❝ts ✇✐t❤ A ✈✐❛ t❤❡ q✉❡r✐❡s ❧✐st❡❞ ✐♥ ❙❡❝t✐♦♥ ✺✳✸✱ ❛❧s♦ ♠❛✐♥t❛✐♥✐♥❣ ❛ s❡t
♦❢ ❝♦rr✉♣t✐♦♥ r❡❣✐st❡rs✱ r❡♣r❡s❡♥t✐♥❣ ❛ ❧✐st ♦❢ ❡♣❤❡♠❡r❛❧ ❛♥❞ ❧♦♥❣✲t❡r♠ s❡❝r❡ts
t❤❛t ❤❛✈❡ ❜❡❡♥ ❝♦♠♣r♦♠✐s❡❞ ❜② A ✈✐❛ Reveal✱ Corrupt ❛♥❞ Compromise q✉❡r✐❡s✳
❊✈❡♥t✉❛❧❧②✱ A ✐ss✉❡s ❛ Test q✉❡r②✱ t♦ ✇❤✐❝❤ C r❡s♣♦♥❞s ✇✐t❤ kb✱ ❡✐t❤❡r t❤❡ r❡❛❧
s❡ss✐♦♥ ❦❡② ❣❡♥❡r❛t❡❞ ❜② t❤❡ Test s❡ss✐♦♥ ✭✇❤❡♥ b = 0✮✱ ♦r ❛ r❛♥❞♦♠ ❦❡② ❢r♦♠
t❤❡ s❛♠❡ ❞✐str✐❜✉t✐♦♥ ✭✇❤❡♥ b = 1✮✳ C ♥♦✇ ✐♥t❡r❛❝ts ✇✐t❤ A ✈✐❛ t❤❡ q✉❡r✐❡s
❧✐st❡❞ ✐♥ ❙❡❝t✐♦♥ ✺✳✸ ✭❡①❝❡♣t t❤❡ Test q✉❡r②✮✱ ❛♥❞ ❡✈❡♥t✉❛❧❧② t❡r♠✐♥❛t❡s ❛♥❞
♦✉t♣✉ts ❛ ❣✉❡ss d ♦❢ t❤❡ ❝❤❛❧❧❡♥❣❡r ❜✐t b✳ ❚❤❡ ❛❞✈❡rs❛r② A ✇✐♥s t❤❡ HAKE ❦❡②✲
✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❡①♣❡r✐♠❡♥t ✐❢ d = b✱ ❛♥❞ ❛❞❞✐t✐♦♥❛❧❧② ✐❢ t❤❡ t❡st s❡ss✐♦♥ π
s❛t✐s✜❡s ❛ ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ clean✱ ✇❤✐❝❤ ✇❡ ❞✐s❝✉ss ✐♥ ♠♦r❡ ❞❡t❛✐❧ ✐♥ ❙❡❝t✐♦♥
✺✳✺✳ ❲❡ ❣✐✈❡ ❛♥ ❛❧❣♦r✐t❤♠✐❝ ❞❡s❝r✐♣t✐♦♥ ♦❢ t❤✐s ❡①♣❡r✐♠❡♥t ✐♥ ❋✐❣✉r❡ ✸ ✐♥ ❙❡❝t✐♦♥
❇✳ ❊❛❝❤ s❡ss✐♦♥ ♠❛✐♥t❛✐♥s ❛ s❡t ♦❢ ♣❡r✲s❡ss✐♦♥ ✈❛r✐❛❜❧❡s✿

ρ ∈ {init, resp}✿ ❚❤❡ r♦❧❡ ♦❢ t❤❡ ♣❛rt② ✐♥ t❤❡ ❝✉rr❡♥t s❡ss✐♦♥✳ ◆♦t❡ t❤❛t ♣❛rt✐❡s
❝❛♥ ❜❡ ❞✐r❡❝t❡❞ t♦ ❛❝t ❛s init ♦r resp ✐♥ ❝♦♥❝✉rr❡♥t ♦r s✉❜s❡q✉❡♥t s❡ss✐♦♥s✳

pid ∈ {1, . . . , nP , ⋆}✿ ❚❤❡ ✐♥t❡♥❞❡❞ ❝♦♠♠✉♥✐❝❛t✐♦♥ ♣❛rt♥❡r✱ r❡♣r❡s❡♥t❡❞ ✇✐t❤ ⋆
✐❢ ✉♥s♣❡❝✐✜❡❞✳ ◆♦t❡ t❤❛t t❤❡ ✐❞❡♥t✐t② ♦❢ t❤❡ ♣❛rt♥❡r s❡ss✐♦♥ ♠❛② ❜❡ s❡t ❞✉r✐♥❣
t❤❡ ♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥✱ ✐♥ ✇❤✐❝❤ ❝❛s❡ pid ❝❛♥ ❜❡ ✉♣❞❛t❡❞ ♦♥❝❡✳

α ∈ {active, accept, reject,⊥}✿ ❚❤❡ st❛t✉s ♦❢ t❤❡ s❡ss✐♦♥✱ ✐♥✐t✐❛❧✐s❡❞ ✇✐t❤ ⊥✳



✶✻ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

mi ∈ {0, 1}
∗ ∪ {⊥}✱ where i ∈ {s, r}✿ ❚❤❡ ❝♦♥❝❛t❡♥❛t✐♦♥ ♦❢ ♠❡ss❛❣❡s s❡♥t ✭✐❢

i = s✮ ♦r r❡❝❡✐✈❡❞ ✭✐❢ i = r✮ ❜② t❤❡ s❡ss✐♦♥ ✐♥ ❡❛❝❤ st❛❣❡✱ ✐♥✐t✐❛❧✐s❡❞ ❜②
⊥✳

k ∈ {0, 1}∗ ∪ {⊥}✿ ❚❤❡ s❡ss✐♦♥ ❦❡②✱ ♦r ⊥ ✐❢ ♥♦ s❡ss✐♦♥ ❦❡② ❤❛s ②❡t ❜❡❡♥ ❝♦♠♣✉t❡❞✳
exk ∈ {0, 1}∗ ∪ {⊥}✱ ✇❤❡r❡ x ∈ {q, c}✿ ❚❤❡ ♣♦st✲q✉❛♥t✉♠ ❡♣❤❡♠❡r❛❧ ❛s②♠✲

♠❡tr✐❝ ✭✐❢ x = q✮✱ ♦r ❝❧❛ss✐❝ ❡♣❤❡♠❡r❛❧ ❛s②♠♠❡tr✐❝ ✭✐❢ x = c✮ s❡❝r❡t ❦❡②
❣❡♥❡r❛t❡❞ ❜② t❤❡ s❡ss✐♦♥✱ ✐♥✐t✐❛❧✐s❡❞ ❜② ⊥✳

st ∈ {0, 1}∗✿ ❆♥② ❛❞❞✐t✐♦♥❛❧ st❛t❡ ✉s❡❞ ❜② t❤❡ s❡ss✐♦♥ ✐♥ ❡❛❝❤ st❛❣❡✳

✺✳✸ ❆❞✈❡rs❛r✐❛❧ ■♥t❡r❛❝t✐♦♥

❖✉r HAKE ❢r❛♠❡✇♦r❦ ❝♦♥s✐❞❡rs ❛ tr❛❞✐t✐♦♥❛❧ ❆❑❊ ❛❞✈❡rs❛r②✱ ✐♥ ❝♦♠♣❧❡t❡ ❝♦♥tr♦❧
♦❢ t❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ♥❡t✇♦r❦✱ ❛❜❧❡ t♦ ♠♦❞✐❢②✱ ✐♥❥❡❝t✱ ❞❡❧❡t❡ ♦r ❞❡❧❛② ♠❡ss❛❣❡s✳
❚❤❡② ❛r❡ ❛❜❧❡ t♦ ❝♦♠♣r♦♠✐s❡ s❡✈❡r❛❧ ❧❛②❡rs ♦❢ s❡❝r❡ts✿ ✭❛✮ ❧♦♥❣✲t❡r♠ ♣r✐✈❛t❡ ❦❡②s✱
❛❧❧♦✇✐♥❣ ♦✉r ♠♦❞❡❧ t♦ ❝❛♣t✉r❡ ❢♦r✇❛r❞✲s❡❝r❡❝② ♥♦t✐♦♥s ❛♥❞ q✉❛♥t✉♠ ❛❞✈❡rs❛r✐❡s✳
✭❜✮ ❡♣❤❡♠❡r❛❧ ♣r✐✈❛t❡ ❦❡②s✱ ♠♦❞❡❧❧✐♥❣ t❤❡ ❧❡❛❦❛❣❡ ♦❢ s❡❝r❡ts ❞✉❡ t♦ t❤❡ ✉s❡ ♦❢ ❜❛❞
r❛♥❞♦♠♥❡ss ❣❡♥❡r❛t♦rs✱ ♦r ♣♦t❡♥t✐❛❧❧② ❜❛❞ ❝r②♣t♦❣r❛♣❤✐❝ ♣r✐♠✐t✐✈❡s ♦r q✉❛♥t✉♠
❛❞✈❡rs❛r✐❡s✳ ✭❝✮ s❡ss✐♦♥ ❦❡②s✱ ♠♦❞❡❧❧✐♥❣ t❤❡ ❧❡❛❦❛❣❡ ♦❢ ❦❡②s ❜② t❤❡✐r ✉s❡ ✐♥ ❜❛❞
❝r②♣t♦❣r❛♣❤✐❝ ❛❧❣♦r✐t❤♠s✳ ❚❤❡ ❛❞✈❡rs❛r② ✐♥t❡r❛❝ts ✇✐t❤ t❤❡ ❝❤❛❧❧❡♥❣❡r C ✈✐❛ t❤❡
q✉❡r✐❡s ❜❡❧♦✇✿

Create(i, j, role)→ {(s),⊥}✿ ❆❧❧♦✇s t❤❡ ❛❞✈❡rs❛r② A t♦ ✐♥✐t✐❛❧✐s❡ ❛ ♥❡✇ s❡ss✐♦♥
♦✇♥❡❞ ❜② ♣❛rt② Pi✱ ✇❤❡r❡ t❤❡ r♦❧❡ ♦❢ t❤❡ ♥❡✇ s❡ss✐♦♥ ✐s role✱ ❛♥❞ ✐♥t❡♥❞❡❞
❝♦♠♠✉♥✐❝❛t✐♦♥ ♣❛rt♥❡r ♣❛rt② Pj ✳ ■❢ ❛ s❡ss✐♦♥ πs

i ❤❛s ❛❧r❡❛❞② ❜❡❡♥ ❝r❡❛t❡❞✱
C r❡t✉r♥s ⊥✳ ❖t❤❡r✇✐s❡✱ C r❡t✉r♥s (s) t♦ A✳

Send(i, s,m)→ {m′,⊥}✿ ❆❧❧♦✇s A t♦ s❡♥❞ ♠❡ss❛❣❡s t♦ s❡ss✐♦♥s ❢♦r ♣r♦t♦❝♦❧ ❡①✲
❡❝✉t✐♦♥ ❛♥❞ r❡❝❡✐✈❡ t❤❡ ♦✉t♣✉t✳ ■❢ t❤❡ s❡ss✐♦♥ πs

i .α ̸= active✱ t❤❡♥ C r❡✲

t✉r♥s ⊥ t♦ A✳ ❖t❤❡r✇✐s❡✱ C ❝♦♠♣✉t❡s Π.f(λ, p⃗ki, s⃗ki, π
s
i ,m) → (m′, πs

i
′)✱

s❡ts πs
i ← πs

i
′✱ ✉♣❞❛t❡s tr❛♥s❝r✐♣ts πs

i .mr✱ π
s
i .ms ❛♥❞ r❡t✉r♥s m′ t♦ A/Q✳

Reveal(i, s)✿ ❆❧❧♦✇s A ❛❝❝❡ss t♦ t❤❡ s❡ss✐♦♥ ❦❡②s ❝♦♠♣✉t❡❞ ❜② ❛ s❡ss✐♦♥✳ C ❝❤❡❝❦s
✐❢ πs

i .α = accept ❛♥❞ ✐❢ s♦✱ r❡t✉r♥s πs
i .k t♦ A✳ ■♥ ❛❞❞✐t✐♦♥✱ t❤❡ ❝❤❛❧❧❡♥❣❡r

❝❤❡❝❦s ✐❢ t❤❡r❡ ❡①✐sts ❛♥♦t❤❡r s❡ss✐♦♥ πt
j t❤❛t ♠❛t❝❤❡s ✇✐t❤ πs

i ✱ ❛♥❞ ❛❧s♦ s❡ts
⃗SKr

j ← corrupt✳ ❖t❤❡r✇✐s❡✱ C r❡t✉r♥s ⊥ t♦ A✳
Test(i, s)→ {kb,⊥}✿ ❆❧❧♦✇s A ❛❝❝❡ss t♦ ❛ r❡❛❧✲♦r✲r❛♥❞♦♠ s❡ss✐♦♥ ❦❡② kb ✉s❡❞

✐♥ ❞❡t❡r♠✐♥✐♥❣ t❤❡ s✉❝❝❡ss ♦❢ A ✐♥ t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❣❛♠❡✳ ■❢ ❛
s❡ss✐♦♥ πs

i ❡①✐sts s✉❝❤ t❤❛t πs
i .α = accept✱ t❤❡♥ t❤❡ ❝❤❛❧❧❡♥❣❡r C s❛♠♣❧❡s ❛

❦❡② k0
$
← D ✇❤❡r❡D ✐s t❤❡ ❞✐str✐❜✉t✐♦♥ ♦❢ t❤❡ s❡ss✐♦♥ ❦❡②✱ ❛♥❞ s❡ts k1 ← πs

i .k✳
C t❤❡♥ r❡t✉r♥s kb ✭✇❤❡r❡ b ✐s t❤❡ r❛♥❞♦♠ ❜✐t s❛♠♣❧❡❞ ❞✉r✐♥❣ s❡t✲✉♣✮ t♦ A✳
❖t❤❡r✇✐s❡ C r❡t✉r♥s ⊥ t♦ A✳

CorruptXK({i, j})→ {ki,⊥}✿ ❆❧❧♦✇s A ❛❝❝❡ss t♦ t❤❡ s❡❝r❡t ♣♦st✲q✉❛♥t✉♠ ❧♦♥❣✲
t❡r♠ ❦❡② pqsk i ✭✐❢ X = Q) ♦r t❤❡ s❡❝r❡t ❝❧❛ss✐❝❛❧ ❧♦♥❣✲t❡r♠ ❦❡② csk i ✭✐❢ X = C)✱
❣❡♥❡r❛t❡❞ ❢♦r t❤❡ ♣❛rt② Pi ✭❛♥❞ Pj ✱ ✐♥ t❤❡ ♣r❡s❤❛r❡❞ ❝❛s❡✮ ♣r✐♦r t♦ ♣r♦t♦❝♦❧
❡①❡❝✉t✐♦♥✳ ■❢ t❤❡ s❡❝r❡t ❧♦♥❣✲t❡r♠ ❦❡② ❤❛s ❛❧r❡❛❞② ❜❡❡♥ ❝♦rr✉♣t❡❞ ♣r❡✈✐♦✉s❧②✱
t❤❡♥ C r❡t✉r♥s ⊥ t♦ A✳

CompromiseYK(i, s)→ {eqk, eck,⊥}✿ ❆❧❧♦✇s A ❛❝❝❡ss t♦ t❤❡ s❡❝r❡t ❡♣❤❡♠❡r❛❧
♣♦st✲q✉❛♥t✉♠ ❦❡② πs

i .eqk ✭✐❢ Y = Q✮✱ ♦r t❤❡ s❡❝r❡t ❡♣❤❡♠❡r❛❧ ❝❧❛ss✐❝❛❧ ❦❡②



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✶✼

πs
i .eck ✭✐❢ Y = C) ❣❡♥❡r❛t❡❞ ❢♦r t❤❡ s❡ss✐♦♥ πs

i ♣r✐♦r t♦ ♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥✳ ■❢
πs
i .eqk/π

s
i .eck ❤❛s ❛❧r❡❛❞② ❜❡❡♥ ❝♦rr✉♣t❡❞ ♣r❡✈✐♦✉s❧②✱ t❤❡♥ C r❡t✉r♥s ⊥ t♦

A✳

✺✳✹ P❛rt♥❡r✐♥❣ ❉❡✜♥✐t✐♦♥

❚♦ ❞❡t❡r♠✐♥❡ ✇❤✐❝❤ s❡❝r❡ts A ❝❛♥ r❡✈❡❛❧ ✇✐t❤♦✉t tr✐✈✐❛❧❧② ❜r❡❛❦✐♥❣ t❤❡ s❡❝✉r✐t②
♦❢ ❛ ❣✐✈❡♥ s❡ss✐♦♥✱ ♦✉r ♠♦❞❡❧ ♠✉st ❞❡✜♥❡ ❤♦✇ s❡ss✐♦♥s ❛r❡ ♣❛rt♥❡r❡❞✳ ■♥ ♦✉r
✇♦r❦✱ ✇❡ ✉s❡ t❤❡ ♥♦t✐♦♥ ♦❢ ♠❛t❝❤✐♥❣ s❡ss✐♦♥s ❬✶✸❪✱ ❛♥❞ ♦r✐❣✐♥ s❡ss✐♦♥s ❬✻❪✳ ❖♥
❛ ❤✐❣❤ ❧❡✈❡❧✱ πs

i ✐s ❛♥ ♦r✐❣✐♥ s❡ss✐♦♥ ♦❢ πt
j ✐❢ πs

i ❤❛s r❡❝❡✐✈❡❞ t❤❡ ♠❡ss❛❣❡s t❤❛t
πt
j s❡♥t ✇✐t❤♦✉t ♠♦❞✐✜❝❛t✐♦♥✱ ❡✈❡♥ ✐❢ t❤❡ r❡♣❧② t❤❛t πs

i s❡♥t ❜❛❝❦ ❤❛s ♥♦t ❜❡❡♥
r❡❝❡✐✈❡❞ ❜② πt

j ✳ ■❢ ❛❧❧ ♠❡ss❛❣❡s s❡♥t ❛♥❞ r❡❝❡✐✈❡❞ ❜② πs
i ❛♥❞ πt

j ❛r❡ ✐❞❡♥t✐❝❛❧✱
t❤❡♥ t❤❡ s❡ss✐♦♥s ♠❛t❝❤✳ ❲❡ ❣✐✈❡ ❞❡t❛✐❧❡❞ ❞❡✜♥✐t✐♦♥s ❛♥❞ ❛ ♣r❡❝✐s❡ ♣s❡✉❞♦❝♦❞❡
❞❡s❝r✐♣t✐♦♥ ♦❢ t❤❡s❡ ❢✉♥❝t✐♦♥s ✐♥ ❆♣♣❡♥❞✐① ❇✳ ❲❡ ❣✐✈❡ ❞❡t❛✐❧❡❞ ❞❡✜♥✐t✐♦♥s ❛♥❞ ❛
♣r❡❝✐s❡ ♣s❡✉❞♦❝♦❞❡ ❞❡s❝r✐♣t✐♦♥ ♦❢ t❤❡s❡ ❢✉♥❝t✐♦♥s ✐♥ ❆♣♣❡♥❞✐① ❇✳

✺✳✺ ❈❧❡❛♥♥❡ss Pr❡❞✐❝❛t❡s

❈❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡s ✐♥ ❛✉t❤❡♥t✐❝❛t❡❞ ❦❡② ❡①❝❤❛♥❣❡ ♣r♦t♦❝♦❧s ❞❡t❛✐❧ t❤❡ ❡①❛❝t
r❡str✐❝t✐♦♥s ♦♥ ❛❞✈❡rs❛r✐❛❧ ♣♦✇❡rs✳ ❋♦r ✐♥st❛♥❝❡✱ ✐♥ ♣r♦t♦❝♦❧s t❤❛t ❛r❡ ♥♦t ♣♦st✲
❝♦♠♣r♦♠✐s❡ s❡❝✉r❡✱ t❤❡ ❧❡❛❦❛❣❡ ♦❢ t❤❡ ❧♦♥❣✲t❡r♠ ❦❡② ♦❢ ❛ ♣❛rt② tr✐✈✐❛❧❧② ❛❧❧♦✇s
t❤❡ ❛❞✈❡rs❛r② t♦ ✐♠♣❡rs♦♥❛t❡ t❤❛t ♣❛rt②✳ ❚❤✉s✱ ✐t ❢♦❧❧♦✇s t❤❛t s❡ss✐♦♥s ❡st❛❜✲
❧✐s❤❡❞ ❛❢t❡r t❤❛t ❝♦rr✉♣t✐♦♥ ✭✇✐t❤ t❤❛t ♣❛rt② ❛s t❤❡ ❝♦♠♠✉♥✐❝❛t✐♥❣ ♣❡❡r✮ ❝❛♥♥♦t
❜❡ s❡❝✉r❡✳ ❲❡ ♥♦t❡ t❤❛t t❤❡ ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡s ❞❡✜♥❡❞ ❜❡❧♦✇ ❛r❡ s♣❡❝✐✜❝ t♦
PQAG-KEM ❛♥❞ PQAG-SIG✳

❚❤❡ PQAG ♣r♦t♦❝♦❧s ❞❡❢❡♥❞ ❛❣❛✐♥st ❛ q✉❛♥t✉♠ ❛❞✈❡rs❛r②✳ ❚❤✉s✱ ❛ s✉❝❝❡ss❢✉❧
❛❞✈❡rs❛r② ✐s ❛❧❧♦✇❡❞ t♦ ❝♦♠♣r♦♠✐s❡ t❤❡ ❧♦♥❣✲t❡r♠ ❛♥❞ ❡♣❤❡♠❡r❛❧ ❝❧❛ss✐❝❛❧ ❛s②♠✲
♠❡tr✐❝ s❡❝r❡ts ✭✈✐❛ CorruptCK ❛♥❞ CompromiseCK✱ r❡s♣❡❝t✐✈❡❧②✮ ✇✐t❤♦✉t ♣❡♥❛❧t②✳
❙✐♥❝❡ t❤❡ PQAG ♣r♦t♦❝♦❧s ❛✉t❤❡♥t✐❝❛t❡ ✇✐t❤ ♣♦st✲q✉❛♥t✉♠ ♣r✐♠✐t✐✈❡s✱ ❛♥❞ ❛✐♠
t♦ ❛❝❤✐❡✈❡ ♣❡r❢❡❝t ❢♦r✇❛r❞ s❡❝r❡❝②✱ ✇❡ ❛❧❧♦✇ ❛ s✉❝❝❡ss❢✉❧ ❛❞✈❡rs❛r② t♦ ✐ss✉❡ ❛
CorruptQK(j) q✉❡r② ✭✇❤❡r❡ t❤❡ πs

i .pid = j ❛♥❞ Test(i, s) ✇❛s q✉❡r✐❡❞✮✱ ❛s ❧♦♥❣
❛s πs

i ✇❛s ❝♦♠♣❧❡t❡❞ ❜❡❢♦r❡ t❤❡ CorruptQK(j) q✉❡r② ✇❛s ✐ss✉❡❞✳
❚❤✉s✱ ❛ ✏❝❧❡❛♥✑ s❡ss✐♦♥ ❤❛s ♥♦t ❤❛❞ A ❝♦♠♣r♦♠✐s❡✿ ✭❛✮ t❤❡ ❡♣❤❡♠❡r❛❧

♣♦st✲q✉❛♥t✉♠ s❡❝r❡ts ♦❢ t❤❡ Test s❡ss✐♦♥ ❛♥❞ ✐ts ♠❛t❝❤✐♥❣ ♣❛rt♥❡r ✐♥ t❤❡ t❡st❡❞
st❛❣❡✱ ✭❜✮ t❤❡ ❧♦♥❣✲t❡r♠ ♣♦st✲q✉❛♥t✉♠ s❡❝r❡ts ♦❢ t❤❡ Test s❡ss✐♦♥✬s ♣❛rt♥❡r ❜❡❢♦r❡
t❤❡ Test s❡ss✐♦♥ ❝♦♠♣❧❡t❡s✳ ❲❡ ❢♦r♠❛❧✐s❡ t❤✐s ✐♥t✉✐t✐♦♥ ❛s cleanPQAG ✐♥ ❉❡✜♥✐t✐♦♥
✽✱ ✐♥ ❆♣♣❡♥❞✐① ❇✳

■t ♠❛② ❛❧s♦ ❜❡ ❞❡s✐r❛❜❧❡ t♦ ❞❡t❡r♠✐♥❡ t❤❡ s❡❝✉r✐t② ❣✉❛r❛♥t❡❡s t❤❛t PQAG ♣r♦✲
✈✐❞❡s ❛❣❛✐♥st ❝❧❛ss✐❝❛❧ ❛❞✈❡rs❛r✐❡s ✐♥ t❤❡ ❡✈❡♥t ♦❢ ❛ ♥❡✇ ✈✉❧♥❡r❛❜✐❧✐t② ❞✐s❝♦✈❡r❡❞
✐♥ t❤❡ ✉♥❞❡r❧②✐♥❣ ♣♦st✲q✉❛♥t✉♠ ❦❡② ❡st❛❜❧✐s❤♠❡♥t ♣r✐♠✐t✐✈❡✱ ❛s ❞❡♠♦♥str❛t❡❞
❜② t❤❡ r❡❝❡♥t ❛tt❛❝❦s ❛❣❛✐♥st ❘❛✐♥❜♦✇ ❬✸❪✱ ♦r ❙■❉❍ ❬✺✱✶✹✱✶✾❪✳

■♥ s✉❝❤ ❛ ❝❛s❡✱ ❛ ✏❝❧❡❛♥✑ s❡ss✐♦♥ ❤❛s ♥♦t ❤❛❞ t❤❡ ❛❞✈❡rs❛r② ❝♦♠♣r♦♠✐s❡✿
❚❤✉s✱ ❛ ✏❝❧❡❛♥✑ s❡ss✐♦♥ ❤❛s ♥♦t ❤❛❞ A ❝♦♠♣r♦♠✐s❡✿ ✭❛✮ ❡✐t❤❡r t❤❡ ❡♣❤❡♠❡r❛❧
❝❧❛ss✐❝ s❡❝r❡ts ♦❢ t❤❡ Test s❡ss✐♦♥ ❛♥❞ ✐ts ♠❛t❝❤✐♥❣ ♣❛rt♥❡r ✐♥ t❤❡ t❡st❡❞ st❛❣❡✱
♦r ✭❜✮ t❤❡ ❡♣❤❡♠❡r❛❧ ♣♦st✲q✉❛♥t✉♠ s❡❝r❡ts ♦❢ t❤❡ Test s❡ss✐♦♥ ❛♥❞ ✐ts ♠❛t❝❤✐♥❣
♣❛rt♥❡r ✐♥ t❤❡ t❡st❡❞ st❛❣❡✱ ❛♥❞ ✭❝✮ t❤❡ ❧♦♥❣✲t❡r♠ ♣♦st✲q✉❛♥t✉♠ s❡❝r❡ts ♦❢ t❤❡



✶✽ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

Test s❡ss✐♦♥✬s ♣❛rt♥❡r ❜❡❢♦r❡ t❤❡ Test s❡ss✐♦♥ ❝♦♠♣❧❡t❡s✳ ■♥ ♦r❞❡r t♦ ❝❛♣t✉r❡ t❤✐s
s❝❡♥❛r✐♦✱ ✇❡ ❢♦r♠❛❧✐s❡ t❤✐s ✐♥t✉✐t✐♦♥ ❛s cleancHAKE ✐♥ ❉❡✜♥✐t✐♦♥ ✽✱ ✐♥ ❆♣♣❡♥❞✐①
❇✱ ❛♥❞ ♣r♦✈✐❞❡ ❛ s❡❝♦♥❞ ❛♥❛❧②s✐s ❛❣❛✐♥st ❛ PP❚ ❛❞✈❡rs❛r② A✳

❋✐♥❛❧❧②✱ ✇❡ ❢♦r♠❛❧✐s❡ t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ ❛♥ ❛❞✈❡rs❛r② A ✐♥ ✇✐♥♥✐♥❣ t❤❡ HAKE

❦❡② ✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❡①♣❡r✐♠❡♥t ✐♥ t❤❡ ❢♦❧❧♦✇✐♥❣ ✇❛②✿

❉❡✜♥✐t✐♦♥ ✶ ✭HAKE ❑❡② ■♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t②✮✳ ▲❡t Π ❜❡ ❛ ❦❡②✲❡①❝❤❛♥❣❡
♣r♦t♦❝♦❧✱ ❛♥❞ nP ✱ nS ∈ N✳ ❋♦r ❛ ♣❛rt✐❝✉❧❛r ❣✐✈❡♥ ♣r❡❞✐❝❛t❡ clean✱ ❛ ◗P❚ ❛❧❣♦✲
r✐t❤♠ A✱ ✇❡ ❞❡✜♥❡ t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ A ✐♥ t❤❡ HAKE ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❣❛♠❡

t♦ ❜❡ Adv
HAKE,clean,A
Π,nP ,nS

(λ) = 2 ·
∣∣∣Pr

[
Exp

HAKE,clean,A
Π,nP ,nS

(λ) = 1
]
− 1

2

∣∣∣✳ ❲❡ s❛② t❤❛t Π ✐s

♣♦st✲q✉❛♥t✉♠ HAKE✲s❡❝✉r❡ ✐❢✱ ❢♦r ❛❧❧ ◗P❚ ❛❧❣♦r✐t❤♠s A✱ AdvHAKE,clean,AΠ,nP ,nS
(λ) ✐s

♥❡❣❧✐❣✐❜❧❡ ✐♥ t❤❡ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ✳ ❲❡ s❛② t❤❛t Π ✐s ❝❧❛ss✐❝❛❧❧② HAKE✲s❡❝✉r❡
✐❢✱ ❢♦r ❛❧❧ PP❚ ❛❧❣♦r✐t❤♠s A✱ AdvHAKE,clean,AΠ,nP ,nS

(λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✐♥ t❤❡ s❡❝✉r✐t② ♣❛✲
r❛♠❡t❡r λ✳

✻ ❙❡❝✉r✐t② ❆♥❛❧②s✐s

■♥ t❤✐s s❡❝t✐♦♥ ✇❡ ❛♥❛❧②s❡ ♦✉r ♣r♦♣♦s❡❞ PQAG-SIG ❛♥❞ PQAG-KEM ♣r♦t♦❝♦❧s✱
❜② ✉t✐❧✐s✐♥❣ t❤❡ s✐♠♣❧✐✜❡❞ HAKE ♠♦❞❡❧ ♣r❡s❡♥t❡❞ ✐♥ ❙❡❝t✐♦♥ ✺✳ ❲❡ ❜❡❣✐♥ ❜②
♣r❡s❡♥t✐♥❣ ♦✉r ✜rst r❡s✉❧t✱ t❤❡ s❡❝✉r✐t② ♦❢ PQAG-SIG✱ ✐♥ ❚❤❡♦r❡♠ ✶✳

❚❤❡♦r❡♠ ✶ ✭PQAG-SIG ❙❡❝✉r✐t②✮✳ ❚❤❡ PQAG-SIG ♣r♦t♦❝♦❧ ♣r❡s❡♥t❡❞ ✐♥ ❙❡❝✲
t✐♦♥ ✸ ✐s ♣♦st✲q✉❛♥t✉♠ s❡❝✉r❡ ✉♥❞❡r ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ cleanqHAKE ✭❝❛♣t✉r✐♥❣
♣❡r❢❡❝t ❢♦r✇❛r❞ s❡❝✉r✐t② ❛♥❞ r❡s✐❧✐❡♥❝❡ t♦ ❑❈■ ❛tt❛❝❦s ❛❣❛✐♥st A✮✳ ❚❤❛t ✐s✱ ❢♦r
❛♥② ◗P❚ ❛❧❣♦r✐t❤♠ A ❛❣❛✐♥st t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❣❛♠❡ ✭❞❡✜♥❡❞ ✐♥ ❋✐❣✲

✉r❡ ✸✮✱ Adv
HAKE,cleanqHAKE,A
PQAG-SIG,nP ,nS

(λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✉♥❞❡r t❤❡ prf✱ dual-prf✱ ind-cpa✱ eufcma

❛♥❞ eufcma s❡❝✉r✐t② ♦❢ t❤❡ PRF✱ PRF✱ KEM✱ MAC ❛♥❞ SIG ♣r✐♠✐t✐✈❡s r❡s♣❡❝t✐✈❡❧②✳

Pr♦♦❢✳ ❲❡ ♥♦✇ t✉r♥ t♦ ♣r♦✈✐♥❣ ♦✉r r❡s✉❧t✳ ❲❡ s♣❧✐t ♦✉r ❛♥❛❧②s✐s ✐♥t♦ t❤r❡❡
♠✉t✉❛❧❧②✲❡①❝❧✉s✐✈❡ ❝❛s❡s✿

✶✳ ❈❛s❡ ✶ ❛ss✉♠❡s t❤❛t t❤❡ t❡st s❡ss✐♦♥ πs
i ✭s✉❝❤ t❤❛t A ✐ss✉❡❞ Test(i, s)✮ ✐s ❛♥

initiator s❡ss✐♦♥✱ ❛♥❞ t❤❛t πs
i ❤❛s ♥♦ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r ✭❛s ✐♥ ❋✐❣✉r❡ ✹✮✳ ❲❡

❞❡✜♥❡ t❤❡ ◗P❚ ❛❧❣♦r✐t❤♠ A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❈❛s❡ ✶ ❛s AdvHAKE,clean,A,C1

PQAG-SIG,nP ,nS
(λ)✳

✷✳ ❈❛s❡ ✷ ❛ss✉♠❡s t❤❛t t❤❡ t❡st s❡ss✐♦♥ πs
i ✐s ❛ responder ✱ ❛♥❞ t❤❛t

πs
i ❤❛s ♥♦ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r✳ ❲❡ ❞❡✜♥❡ A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❈❛s❡ ✷ ❛s

Adv
HAKE,clean,A,C2

PQAG-SIG,nP ,nS
(λ)✳

✸✳ ❈❛s❡ ✸ ❛ss✉♠❡s t❤❛t t❤❡ t❡st s❡ss✐♦♥ πs
i ❤❛s ❛ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r✳ ❲❡ ❞❡✜♥❡

A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❈❛s❡ ✸ ❛s AdvHAKE,clean,A,C3

PQAG-SIG,nP ,nS
(λ)✳

■t ✐s ❝❧❡❛r t❤❛t✿ Adv
HAKE,clean,A
PQAG-SIG,nP ,nS

(λ) ≤ Adv
HAKE,clean,A,C1

PQAG-SIG,nP ,nS
(λ) +

Adv
HAKE,clean,A,C2

PQAG-SIG,nP ,nS
(λ) + Adv

HAKE,clean,A,C3

PQAG-SIG,nP ,nS
(λ)✱ t❤✉s ✇❡ ❜♦✉♥❞ A✬s ❛❞✈❛♥t❛❣❡ ✐♥

❡❛❝❤ ❝❛s❡ s❡♣❛r❛t❡❧②✳
■♥ ❈❛s❡ ✶ ❛♥❞ ❈❛s❡ ✷ ✇❡ s❤♦✇ t❤❛t A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❝❛✉s✐♥❣ t❤❡ t❡st

s❡ss✐♦♥ πs
i t♦ ❛❝❝❡♣t ✇✐t❤♦✉t ❛ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r ✐s ♥❡❣❧✐❣✐❜❧❡✱ ❛♥❞ t❤✉s t❤❡ A✬s



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✶✾

❛❞✈❛♥t❛❣❡ ✐♥ ✇✐♥♥✐♥❣ t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❣❛♠❡ ✐s ♥❡❣❧✐❣✐❜❧❡ ✭s✐♥❝❡ t❤❡
❡①♣❡r✐♠❡♥t ❞♦❡s ♥♦t ❞✐✛❡r ❜❛s❡❞ ♦♥ t❤❡ ❝❤❛❧❧❡♥❣❡ ❜✐t b✱ ❛s t❤❡ πs

i ❞♦❡s ♥♦t
❝♦♠♣✉t❡ ❛ r❡❛❧✲♦r✲r❛♥❞♦♠ s❡ss✐♦♥ ❦❡②✮✳

■♥ ❈❛s❡ ✸ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ r❡❛❧ s❡ss✐♦♥ ❦❡② ❜② t❤❡ t❡st
s❡ss✐♦♥ πs

i ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❦❡②✳ ❚❤✉s✱ t❤❡ ❞✐str✐❜✉t✐♦♥ ♦❢ t❤❡ ❦❡②s
r❡t✉r♥❡❞ ❜② πs

i ❛r❡ ✐❞❡♥t✐❝❛❧✱ r❡❣❛r❞❧❡ss ♦❢ t❤❡ ✈❛❧✉❡ ♦❢ t❤❡ ❝❤❛❧❧❡♥❣❡ ❜✐t b✱ ❛♥❞
✇❡ ❝❛♥ s❤♦✇ t❤❛t A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ✇✐♥♥✐♥❣ t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❣❛♠❡ ✐s
♥❡❣❧✐❣✐❜❧❡✳ ❲❡ ♥♦✇ ❜❡❣✐♥ ✇✐t❤ t❤❡ ✜rst ❝❛s❡✳

❈❛s❡ ✶✿ ❚❡st init s❡ss✐♦♥ ✇✐t❤♦✉t ♦r✐❣✐♥ s❡ss✐♦♥ ❲❡ ❜❡❣✐♥ ❜② s❤♦✇✐♥❣
t❤❛t A ❤❛s ♥❡❣❧✐❣✐❜❧❡ ❝❤❛♥❣❡ ✐♥ ❝❛✉s✐♥❣ πs

i t♦ r❡❛❝❤ ❛♥ accept st❛t❡ ✇✐t❤♦✉t ❛
♠❛t❝❤✐♥❣ s❡ss✐♦♥✳ ❲❡ ❞♦ s♦ ✈✐❛ t❤❡ ❢♦❧❧♦✇✐♥❣ s❡q✉❡♥❝❡ ♦❢ ❣❛♠❡ ❤♦♣s✿

●❛♠❡ ✵ ❚❤✐s ✐s t❤❡ HAKE s❡❝✉r✐t② ❣❛♠❡ ❛♥❞ Adv
HAKE,cleanqHAKE,A,C1

PQAG-SIG,nP ,nS
(λ) =

Pr(break0).
●❛♠❡ ✶ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ ❣✉❡ss t❤❡ ✐♥❞❡① (i, s) ❛♥❞ t❤❡ ✐♥t❡♥❞❡❞ ♣❛rt♥❡r j

❛♥❞ ❛❜♦rt ✐❢✱ ❞✉r✐♥❣ t❤❡ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ ❡①♣❡r✐♠❡♥t✱ ❛ q✉❡r② Test(i′, s′) ✐s
r❡❝❡✐✈❡❞ t♦ ❛ s❡ss✐♦♥ πs′

i′ s✉❝❤ t❤❛t πs′

i′ .pid = j′ ❛♥❞ (i, s, j) ̸= (i′, s′, j′)✳ ❚❤✉s✿
Pr(break0) ≤ nP

2 · nS · Pr(break1).
●❛♠❡ ✷ ■♥ t❤✐s ❣❛♠❡ ✇❡ ❛❜♦rt ✐❢ t❤❡ t❡st s❡ss✐♦♥ πs

i s❡ts t❤❡ st❛t✉s πs
i .α ←

reject✳ ◆♦t❡ t❤❛t ❜② t❤❡ ♣r❡✈✐♦✉s ❣❛♠❡ ✇❡ ❛❜♦rt ✐❢ t❤❡ Test q✉❡r② ✐s ✐ss✉❡❞
t♦ ❛ s❡ss✐♦♥ t❤❛t ✐s ♥♦t πs

i ✱ ❛♥❞ ✐❢ πs
i .pid ̸= j✳ ■❢ t❤❡ s❡ss✐♦♥ πs

i ❡✈❡r r❡❛❝❤❡s
t❤❡ st❛t✉s πs

i .α← reject✱ t❤❡♥ t❤❡ ❝❤❛❧❧❡♥❣❡r ✇✐❧❧ r❡s♣♦♥❞ t♦ t❤❡ Test(i, s)
q✉❡r② ✇✐t❤ ⊥✱ ❛♥❞ t❤✉s t❤❡ ❞✐✛❡r❡♥❝❡ ✐♥ A✬s ❛❞✈❛♥t❛❣❡ ❜❡t✇❡❡♥ Game 2
❛♥❞ Game 3 ✐s ✵✳ ❚❤✉s✿ Pr(break1) ≤ Pr(break2).

●❛♠❡ ✸ ■♥ t❤✐s ❣❛♠❡ ✇❡ ❞❡✜♥❡ ❛♥ ❛❜♦rt ❡✈❡♥t abortα t❤❛t tr✐❣❣❡rs ✐❢ t❤❡
t❡st s❡ss✐♦♥ πs

i s❡ts t❤❡ st❛t✉s πs
i .α← accept✳ ❲❡ ♥♦t❡ t❤❛t t❤❡ r❡s♣♦♥s❡ t♦

Test(i, s) ✐ss✉❡❞ ❜② A ✐s ❛❧✇❛②s ⊥✱ ✭s✐♥❝❡ t❤❡ ❝❤❛❧❧❡♥❣❡r ❛❜♦rts t❤❡ ❣❛♠❡ ✐❢ πs
i

❛❝❝❡♣ts✱ ❛♥❞ Test(i, s) = ⊥ ✇❤❡♥ πs
i r❡❥❡❝ts t❤❡ ♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥✮✱ ❛♥❞ t❤✉s

Pr(break3) = 0✳ ■♥ Game 4 ❛♥❞●❛♠❡ ✺ ✇❡ ♣r♦✈❡ t❤❛t t❤❡ ♣r♦❜❛❜✐❧✐t② ♦❢ A
✐♥ ❝❛✉s✐♥❣ abortα t♦ tr✐❣❣❡r ✐s ♥❡❣❧✐❣✐❜❧❡✳ ❚❤✉s✿ Pr(break2) ≤ Pr(abortα).

●❛♠❡ ✹ ■♥ t❤✐s ❣❛♠❡ ✇❡ ❛❜♦rt ✐❢ t❤❡ t❡st s❡ss✐♦♥ πs
i r❡❝❡✐✈❡s ❛ s✐❣♥❛t✉r❡ σ1

✭s✐❣♥❡❞ ♦✈❡r m0∥m1✮ t❤❛t ✈❡r✐✜❡s ❝♦rr❡❝t❧② ❜✉t t❤❡r❡ ❡①✐sts ♥♦ ❤♦♥❡st s❡ss✐♦♥
πt
j t❤❛t ❤❛s ♦✉t♣✉t σ1✳ ❙♣❡❝✐✜❝❛❧❧②✱ ✐♥ Game 4 ✇❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥ B1

❛❣❛✐♥st t❤❡ eufcma s❡❝✉r✐t② ♦❢ t❤❡ s✐❣♥❛t✉r❡ s❝❤❡♠❡ SIG✳ ❆t t❤❡ ❜❡❣✐♥♥✐♥❣ ♦❢
t❤❡ ❡①♣❡r✐♠❡♥t✱ ✇❤❡♥ B1 r❡❝❡✐✈❡s t❤❡ ❧✐st ♦❢ ♣✉❜❧✐❝✲❦❡②s (pk1, . . . , pknP

) ❢r♦♠
C✱ B1 ✐♥✐t✐❛❧✐s❡s ❛ eufcma ❝❤❛❧❧❡♥❣❡r Ceufcma✱ ❛♥❞ r❡♣❧❛❝❡s pkj ✇✐t❤ pk ♦✉t♣✉t
❜② Ceufcma✳ ❲❤❡♥❡✈❡r A ✐♥✐t✐❛❧✐s❡s ❛ s❡ss✐♦♥ ♦✇♥❡❞ ❜② Pj ✱ t❤❡♥ B1 ❣❡♥❡r❛t❡s
m0 ❛s ✉s✉❛❧✱ ❜✉t q✉❡r✐❡s Ceufcma ✇✐t❤ m0 t♦ ❣❡t ❛ s✐❣♥❛t✉r❡ σ0 ♦✈❡r m0✳
❙✐♠✐❧❛r❧②✱ ✇❤❡♥❡✈❡r A ✐ss✉❡s Send(j, t,m) t♦ ❛ s❡ss✐♦♥ πt

j ♦✇♥❡❞ ❜② Pj ✱ t❤❡♥
B1 ✈❡r✐✜❡s m ❛♥❞ ❝♦♠♣✉t❡s m1 ❛s ✉s✉❛❧✱ ❜✉t q✉❡r✐❡s Ceufcma ✇✐t❤ m∥m1 t♦
r❡❝❡✐✈❡ σ1 ♦✈❡r m∥m1✳ ❚❤❡s❡ ❝❤❛♥❣❡s ❛r❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ t♦ A✱ ❛s Ceufcma

❣❡♥❡r❛t❡s ♣✉❜❧✐❝✲❦❡②s ❛♥❞ s✐❣♥❛t✉r❡s ✐❞❡♥t✐❝❛❧❧② t♦ C✱ s♦ A ❝❛♥♥♦t ❞❡t❡❝t
t❤✐s r❡♣❧❛❝❡♠❡♥t✳ ◆♦t❡ t❤❛t ✐❢ A ❤❛s ✐ss✉❡❞ ❛ CorruptQK(j) q✉❡r② ❜❡❢♦r❡

πs
i r❡❝❡✐✈❡s σ1✱ t❤❡♥ cleanqHAKE = false ❢♦r πs

i ✱ ❛♥❞ C r❡t✉r♥s b∗
$
← {0, 1}



✷✵ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

r❡❣❛r❞❧❡ss ♦❢ t❤❡ ❝❤❛❧❧❡♥❣❡ ❜✐t b✳ ❚❤✉s✱ ❛♥② A ✇✐t❤ ♥♦♥✲♥❡❣❧✐❣✐❜❧❡ ❛❞✈❛♥t❛❣❡
♠✉st ♥♦t ②❡t ❤❛✈❡ ✐ss✉❡❞ CorruptQK(j)✳ ❆❧s♦✱ ❛s t❤❡ r❡s✉❧t ♦❢ Game 2 ❛♥❞
Game 3✱ t❤❡ ❣❛♠❡ ❛❜♦rts ❛❢t❡r πs

i r❡❝❡✐✈❡s m1, σ1✱ s♦ A ❝❛♥♥♦t ❧❛t❡r ✐ss✉❡
❛ CorruptQK(j) q✉❡r②✳
❇② t❤❡ ❞❡✜♥✐t✐♦♥ ♦❢ ❈❛s❡ ✶✱ πs

i s❡ts t❤❡ st❛t✉s πs
i .α← accept ❞❡s♣✐t❡ t❤❡r❡

❜❡✐♥❣ ♥♦ ❤♦♥❡st s❡ss✐♦♥ t❤❛t ♦✉t♣✉ts m1, σ1✳ ❚❤✉s✱ B1 ♥❡✈❡r q✉❡r✐❡❞ m0∥m1

t♦ Ceufcma✱ ❛♥❞ ✐t ❢♦❧❧♦✇s t❤❛t m1, σ1 ✐s ❛ ❢♦r❣❡❞ ♠❡ss❛❣❡✳ ❚❤✉s✱ ✐❢ πs
i r❡❝❡✐✈❡s

❛ s✐❣♥❛t✉r❡ σ1 ✭s✐❣♥❡❞ ♦✈❡r m0∥m1✮ t❤❛t ✈❡r✐✜❡s ❝♦rr❡❝t❧② ❜✉t t❤❡r❡ ❡①✐sts
♥♦ ❤♦♥❡st s❡ss✐♦♥ πt

j t❤❛t ❤❛s ♦✉t♣✉t σ1✱ t❤❡♥ B1 ✇✐♥s t❤❡ eufcma s❡❝✉r✐t②

❣❛♠❡ ❛❣❛✐♥st t❤❡ s✐❣♥❛t✉r❡ s❝❤❡♠❡ SIG✱ ❛♥❞ Pr(abortα) = Adveufcma
SIG,B1

(λ).
❙✐♥❝❡ πs

i ♥♦✇ ❛❜♦rts ✇❤❡♥ ✈❡r✐❢②✐♥❣ σ1✱ ✐t ❝❛♥♥♦t tr✐❣❣❡r abortα ❛♥❞ t❤✉s

✇❡ ❤❛✈❡✿ Adv
HAKE,cleanqHAKE,A,C1

PQAG-SIG,nP ,nS
(λ) ≤ nP

2nS · Adv
eufcma
SIG,B1

(λ).

❈❛s❡ ✷✿ ❚❡st responder s❡ss✐♦♥ ✇✐t❤♦✉t ♦r✐❣✐♥ s❡ss✐♦♥ ❲❡ ♥♦✇ s❤♦✇ t❤❛t
A ❤❛s ♥❡❣❧✐❣✐❜❧❡ ❝❤❛♥❣❡ ✐♥ ❝❛✉s✐♥❣ πs

i ✭✇✐t❤ πs
i .ρ = responder✮ t♦ r❡❛❝❤ ❛♥ accept

st❛t❡ ✇✐t❤♦✉t ❛♥ ♦r✐❣✐♥ s❡ss✐♦♥✳ ❆s t❤❡ ♣r♦♦❢ ♦❢ ❈❛s❡ ✷ ❢♦❧❧♦✇s ❛♥❛❧♦❣♦✉s❧② t♦
❈❛s❡ ✶ ✇✐t❤ ❛ ♠✐♥♦r ❝❤❛♥❣❡ ✐♥ ♥♦t❛t✐♦♥ ✉♣ t♦ Game 3✱ ✇❡ ♦♠✐t t❤❡s❡ ❣❛♠❡
❤♦♣s ❛♥❞ ♣r♦❝❡❡❞ ❢r♦♠ Game 5✳

●❛♠❡ ✹ ■♥ t❤✐s ❣❛♠❡ ✇❡ ❛❜♦rt ✐❢ t❤❡ t❡st s❡ss✐♦♥ πs
i r❡❝❡✐✈❡s ❛ s✐❣♥❛t✉r❡ σ0

✭s✐❣♥❡❞ ♦✈❡r m0✮ t❤❛t ✈❡r✐✜❡s ❝♦rr❡❝t❧② ❜✉t t❤❡r❡ ❡①✐sts ♥♦ ❤♦♥❡st s❡ss✐♦♥
πt
j t❤❛t ❤❛s ♦✉t♣✉t σ0✳ ❙♣❡❝✐✜❝❛❧❧②✱ ✐♥ Game 4 ✇❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥ B2

❛❣❛✐♥st t❤❡ eufcma s❡❝✉r✐t② ♦❢ t❤❡ s✐❣♥❛t✉r❡ s❝❤❡♠❡ SIG✳ ❆t t❤❡ ❜❡❣✐♥♥✐♥❣ ♦❢
t❤❡ ❡①♣❡r✐♠❡♥t✱ ✇❤❡♥ B2 r❡❝❡✐✈❡s t❤❡ ❧✐st ♦❢ ♣✉❜❧✐❝✲❦❡②s (pk1, . . . , pknP

) ❢r♦♠
C✱ B1 ✐♥✐t✐❛❧✐s❡s ❛ eufcma ❝❤❛❧❧❡♥❣❡r Ceufcma✱ ❛♥❞ r❡♣❧❛❝❡s pkj ✇✐t❤ pk ♦✉t♣✉t
❜② Ceufcma✳ ❲❤❡♥❡✈❡r A ✐♥✐t✐❛❧✐s❡s ❛ s❡ss✐♦♥ ♦✇♥❡❞ ❜② Pj ✱ t❤❡♥ B2 ❣❡♥❡r❛t❡s
m0 ❛s ✉s✉❛❧✱ ❜✉t q✉❡r✐❡s Ceufcma ✇✐t❤ m0 t♦ ❣❡t ❛ s✐❣♥❛t✉r❡ σ0 ♦✈❡r m0✳
❙✐♠✐❧❛r❧②✱ ✇❤❡♥❡✈❡r A ✐ss✉❡s Send(j, t,m) t♦ ❛ s❡ss✐♦♥ πt

j ♦✇♥❡❞ ❜② Pj ✱ t❤❡♥
B2 ✈❡r✐✜❡s m ❛♥❞ ❝♦♠♣✉t❡s m1 ❛s ✉s✉❛❧✱ ❜✉t q✉❡r✐❡s Ceufcma ✇✐t❤ m∥m1 t♦
r❡❝❡✐✈❡ σ1 ♦✈❡r m∥m1✳ ❚❤❡s❡ ❝❤❛♥❣❡s ❛r❡ ✐♥❞✐st✐♥❣✉✐s❤❛❜❧❡ t♦ A✱ ❛s Ceufcma

❣❡♥❡r❛t❡s ♣✉❜❧✐❝✲❦❡②s ❛♥❞ s✐❣♥❛t✉r❡s ✐❞❡♥t✐❝❛❧❧② t♦ C✱ s♦ A ❝❛♥♥♦t ❞❡t❡❝t
t❤✐s r❡♣❧❛❝❡♠❡♥t✳ ◆♦t❡ t❤❛t ✐❢ A ❤❛s ✐ss✉❡❞ ❛ CorruptQK(j) q✉❡r② ❜❡❢♦r❡

πs
i r❡❝❡✐✈❡s σ0✱ t❤❡♥ cleanqHAKE = false ❢♦r πs

i ✱ ❛♥❞ C r❡t✉r♥s b∗
$
← {0, 1}

r❡❣❛r❞❧❡ss ♦❢ t❤❡ ❝❤❛❧❧❡♥❣❡ ❜✐t b✳ ❚❤✉s✱ ❛♥② A ✇✐t❤ ♥♦♥✲♥❡❣❧✐❣✐❜❧❡ ❛❞✈❛♥t❛❣❡
♠✉st ♥♦t ②❡t ❤❛✈❡ ✐ss✉❡❞ CorruptQK(j)✳ ❆❧s♦✱ ❛s t❤❡ r❡s✉❧t ♦❢ Game 2 ❛♥❞
Game 3✱ t❤❡ ❣❛♠❡ ❛❜♦rts ❛❢t❡r πs

i r❡❝❡✐✈❡s τ ✱ s♦ A ❝❛♥♥♦t ❧❛t❡r ✐ss✉❡ ❛
CorruptQK(j) q✉❡r②✳
❇② t❤❡ ❞❡✜♥✐t✐♦♥ ♦❢ t❤❡ ❛❜♦rt ❡✈❡♥t✱ B2 ♥❡✈❡r q✉❡r✐❡❞ m0 t♦ Ceufcma✱ ❛♥❞ ✐t
❢♦❧❧♦✇s t❤❛t m0, σ0 ✐s ❛ ❢♦r❣❡❞ ♠❡ss❛❣❡✳ ❚❤✉s✱ ✐❢ πs

i r❡❝❡✐✈❡s ❛ s✐❣♥❛t✉r❡ σ0

t❤❛t ✈❡r✐✜❡s ❝♦rr❡❝t❧② ❜✉t t❤❡r❡ ❡①✐sts ♥♦ ❤♦♥❡st s❡ss✐♦♥ πt
j t❤❛t ❤❛s ♦✉t♣✉t

σ0✱ t❤❡♥ B2 ✇✐♥s t❤❡ eufcma s❡❝✉r✐t② ❣❛♠❡ ❛❣❛✐♥st t❤❡ s✐❣♥❛t✉r❡ s❝❤❡♠❡ SIG✱
❛♥❞ Pr(abortα) = Adveufcma

SIG,B2
(λ) + Pr(break4).

●❛♠❡ ✺ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ r❡♣❧❛❝❡ t❤❡ ❦❡② pqkE ❞❡r✐✈❡❞ ✐♥ t❤❡ t❡st s❡ss✐♦♥ πs
i

✇✐t❤ t❤❡ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡ p̃qk ✳ ❲❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥
B3 t❤❛t ✐♥t❡r❛❝ts ✇✐t❤ ❛ ind-cpa ❑❊▼ ❝❤❛❧❧❡♥❣❡r ✭❛s ❞❡s❝r✐❜❡❞ ✐♥ ❉❡✜♥✐t✐♦♥



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✷✶

✹✮ ❛♥❞ r❡♣❧❛❝❡s t❤❡ pqpkE ✈❛❧✉❡ s❡♥t ✐♥ m0✱ ❛♥❞ t❤❡ ❝✐♣❤❡rt❡①t pqctxtE s❡♥t
✐♥ m1 ✇✐t❤ t❤❡ ♣✉❜❧✐❝✲❦❡② pk ❛♥❞ t❤❡ ❝✐♣❤❡rt❡①t c r❡❝❡✐✈❡❞ ❢r♦♠ t❤❡ ind-cpa
❑❊▼ ❝❤❛❧❧❡♥❣❡r✳ ❇② Game 4✱ ✇❡ ❦♥♦✇ t❤❛t pqpkE s❡♥t ✐♥ m0 ♠✉st ❤❛✈❡
❜❡❡♥ s❡♥t ❢r♦♠ ❛♥ ❤♦♥❡st s❡ss✐♦♥ πt

j ♦✇♥❡❞ ❜② Pj ✇✐t❤♦✉t ♠♦❞✐✜❝❛t✐♦♥✳ ❆♥②
❛❞✈❡rs❛r② t❤❛t ❝❛♥ ❞❡t❡❝t t❤❡ r❡♣❧❛❝❡♠❡♥t ♦❢ pqkE ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠

✈❛❧✉❡ p̃qk ✐♠♣❧✐❡s ❛♥ ❡✣❝✐❡♥t ❞✐st✐♥❣✉✐s❤✐♥❣ ❛❧❣♦r✐t❤♠ B3 ❛❣❛✐♥st t❤❡ ind-cpa
s❡❝✉r✐t② ♦❢ KEM✳ ❚❤✉s✿ Pr(break4) ≤ Adv

ind-cpa
KEM,B3

(λ) + Pr(break5).
●❛♠❡ ✻ ■♥ t❤✐s ❣❛♠❡ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ ❡①tr❛❝t❡❞ ❦❡②

ms = PRF(ckE, p̃qk) ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡

m̃s
$
← {0, 1}PRF ✭✇❤❡r❡ {0, 1}PRF ✐s t❤❡ ♦✉t♣✉t s♣❛❝❡ ♦❢ t❤❡ PRF✮ ✉s❡❞ ✐♥

t❤❡ ♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ t❡st s❡ss✐♦♥ πs
i ✱ ❛♥❞ ✭♣♦t❡♥t✐❛❧❧②✮ ✐ts ♠❛t❝❤✐♥❣

s❡ss✐♦♥ πt
j ✳ ❲❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥ B4 t❤❛t ✐♥✐t✐❛❧✐s❡s ❛ dual-prf ❝❤❛❧❧❡♥❣❡r

Cdual-prf ✇❤❡♥ πs
i ♥❡❡❞s t♦ ❝♦♠♣✉t❡ PRF(ckE, p̃qk) ❛♥❞ ✐♥st❡❛❞ q✉❡r✐❡s ckE

t♦ Cdual-prf ✳ B4 ✉s❡s t❤❡ ♦✉t♣✉t ♦❢ t❤❡ q✉❡r② m̃s t♦ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛✲

t✐♦♥ ♦❢ ms✳ ❙✐♥❝❡ p̃qk ✐s ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ❜② Game 5✱
❛♥❞ A ❝❛♥♥♦t ✐ss✉❡ CompromiseQK(i, s) ♦r CompromiseQK(j, t) ✭s✐♥❝❡ t❤❡
❝♦♠♠✉♥✐❝❛t✐♥❣ ♣❛rt♥❡r ❤❛s s❡♥t ❛ ♠❡ss❛❣❡ m0 t❤❛t ✇❛s r❡❝❡✐✈❡❞ ✇✐t❤♦✉t
♠♦❞✐✜❝❛t✐♦♥ ❜② A✮✱ t❤✐s ✐s ❛ s♦✉♥❞ r❡♣❧❛❝❡♠❡♥t✳ ■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜②

Cdual-prf ✐s ✵✱ t❤❡♥ m̃s = PRF(ckE, p̃qk) ❛♥❞ ✇❡ ❛r❡ ✐♥ Game 5✳ ■❢ t❤❡ t❡st

❜✐t s❛♠♣❧❡❞ ❜② Cdual-prf ✐s ✶✱ t❤❡♥ m̃s
$
← {0, 1}PRF ❛♥❞ ✇❡ ❛r❡ ✐♥ Game 6✳

❚❤✉s ❛♥② ❛❞✈❡rs❛r② A ❝❛♣❛❜❧❡ ♦❢ ❞✐st✐♥❣✉✐s❤✐♥❣ t❤✐s ❝❤❛♥❣❡ ❝❛♥ ❜❡ t✉r♥❡❞
✐♥t♦ ❛ s✉❝❝❡ss❢✉❧ ❛❞✈❡rs❛r② B4 ❛❣❛✐♥st t❤❡ dual-prf s❡❝✉r✐t② ♦❢ PRF✱ ❛♥❞ ✇❡
✜♥❞✿ Pr(break5) ≤ Adv

dual-prf
PRF,B4

(λ) + Pr(break6).
●❛♠❡ ✼ ■♥ t❤✐s ❣❛♠❡ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ ❡①♣❛♥❞❡❞ ❦❡②s

mk, k = PRF(m̃s, ϵ) ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡s

m̃k, k̃
$
← {0, 1}PRF ✭✇❤❡r❡ {0, 1}PRF ✐s t❤❡ ♦✉t♣✉t s♣❛❝❡ ♦❢ t❤❡ PRF✮ ✉s❡❞

✐♥ t❤❡ ♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ t❡st s❡ss✐♦♥ πs
i ✱ ❛♥❞ ✭♣♦t❡♥t✐❛❧❧②✮ ✐ts ♠❛t❝❤✲

✐♥❣ s❡ss✐♦♥ πt
j ✳ ❲❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥ B5 t❤❛t ✐♥✐t✐❛❧✐s❡s ❛ prf ❝❤❛❧❧❡♥❣❡r Cprf

✇❤❡♥ πs
i ♥❡❡❞s t♦ ❝♦♠♣✉t❡ PRF(m̃s, ϵ) ❛♥❞ ✐♥st❡❛❞ q✉❡r✐❡s ϵ t♦ Cprf ✳ B5 ✉s❡s

t❤❡ ♦✉t♣✉t m̃k, k̃ t♦ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ mk, k✳ ❙✐♥❝❡ m̃s ✐s ❛❧r❡❛❞②
✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ❜②Game 6✱ t❤✐s ✐s ❛ s♦✉♥❞ r❡♣❧❛❝❡♠❡♥t✳

■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cprf ✐s ✵✱ t❤❡♥ m̃k, k̃ = PRF(m̃s, ϵ) ❛♥❞ ✇❡ ❛r❡ ✐♥

Game 6✳ ■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cprf ✐s ✶✱ t❤❡♥ m̃k, k̃
$
← {0, 1}PRF ❛♥❞ ✇❡

❛r❡ ✐♥ Game 7✳ ❚❤✉s ❛♥② ❛❞✈❡rs❛r② A ❝❛♣❛❜❧❡ ♦❢ ❞✐st✐♥❣✉✐s❤✐♥❣ t❤✐s ❝❤❛♥❣❡
❝❛♥ ❜❡ t✉r♥❡❞ ✐♥t♦ ❛ s✉❝❝❡ss❢✉❧ ❞✐st✐♥❣✉✐s❤✐♥❣ ❛❞✈❡rs❛r② B5 ❛❣❛✐♥st t❤❡ prf

s❡❝✉r✐t② ♦❢ PRF✱ ❛♥❞ ✇❡ ✜♥❞ Pr(break6) ≤ Adv
prf
PRF,B5

(λ) + Pr(break7).
●❛♠❡ ✽ ■♥ t❤✐s ❣❛♠❡ ✇❡ ❛❜♦rt ✐❢ t❤❡ t❡st s❡ss✐♦♥ πs

i r❡❝❡✐✈❡s ❛ ♠❡ss❛❣❡ τ
✭❝♦♠♣✉t❡❞ ♦✈❡r m0∥m1✮ t❤❛t ✈❡r✐✜❡s ❝♦rr❡❝t❧② ❜✉t t❤❡r❡ ❡①✐sts ♥♦ ❤♦♥❡st
s❡ss✐♦♥ πt

j t❤❛t ❤❛s ♦✉t♣✉t τ ✳ ❙♣❡❝✐✜❝❛❧❧②✱ ✐♥ Game 8 ✇❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥
B6 ❛❣❛✐♥st t❤❡ eufcma s❡❝✉r✐t② ♦❢ t❤❡ ▼❡ss❛❣❡ ❆✉t❤❡♥t✐❝❛t✐♦♥ ❈♦❞❡ MAC✳

❲❤❡♥ B6 ♥❡❡❞s t♦ ❝♦♠♣✉t❡ ❛ ▼❆❈ ♦✈❡r m0∥m1 ✉s✐♥❣ m̃k✱ B6 ❝♦♠♣✉t❡s t❤❡
▼❆❈ ❜② ✐♥✐t✐❛❧✐s✐♥❣ ❛ eufcma ❝❤❛❧❧❡♥❣❡r Ceufcma ❛♥❞ q✉❡r②✐♥❣ m0∥m1✳ ◆♦
❝❤❛♥❣❡s t♦ t❤❡ ❡①♣❡r✐♠❡♥t ♦❝❝✉r✱ ❛s Ceufcma ❝♦♠♣✉t❡s ▼❆❈s ✐❞❡♥t✐❝❛❧❧② t♦



✷✷ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

C✱ s♦ A ❝❛♥♥♦t ❞❡t❡❝t t❤✐s r❡♣❧❛❝❡♠❡♥t✳ ❆❧s♦✱ ❛s t❤❡ r❡s✉❧t ♦❢ Game 7✱ m̃k
✐s ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡✱ s♦ t❤✐s r❡♣❧❛❝❡♠❡♥t ✐s s♦✉♥❞✳
❇② t❤❡ ❞❡✜♥✐t✐♦♥ ♦❢ ❈❛s❡ ✷✱ πs

i s❡ts t❤❡ st❛t✉s πs
i .α← accept ❞❡s♣✐t❡ t❤❡r❡

❜❡✐♥❣ ♥♦ ❤♦♥❡st s❡ss✐♦♥ t❤❛t ♠❛t❝❤❡s πs
i ✳ ❚❤✉s✱ B6 ♥❡✈❡r q✉❡r✐❡❞ m0∥m1 t♦

Ceufcma✱ ❛♥❞ ✐t ❢♦❧❧♦✇s t❤❛t τ ✐s ❛ ❢♦r❣❡❞ ♠❡ss❛❣❡✳ ❚❤✉s✱ ✐❢ πs
i r❡❝❡✐✈❡s ❛ ▼❆❈

t❛❣ τ ✭♦✈❡r m0∥m1✮ t❤❛t ✈❡r✐✜❡s ❝♦rr❡❝t❧② ❜✉t t❤❡r❡ ❡①✐sts ♥♦ ❤♦♥❡st s❡ss✐♦♥
πt
j t❤❛t ♠❛t❝❤❡s πs

i ✱ t❤❡♥ (m0∥m1, τ) r❡♣r❡s❡♥ts ❛ ✈❛❧✐❞ ❢♦r❣❡r② ❛♥❞ B6 ✇✐♥s

t❤❡ eufcma s❡❝✉r✐t② ❣❛♠❡ ❛❣❛✐♥st MAC✱ ❛♥❞ Pr(break8) = Adveufcma
MAC,B6

(λ).
❙✐♥❝❡ πs

i ♥♦✇ ❛❜♦rts ✇❤❡♥ ✈❡r✐❢②✐♥❣ τ ✱ ✐t ❝❛♥♥♦t tr✐❣❣❡r abortα ❛♥❞ t❤✉s✿

Adv
HAKE,clean,A,C2

PQAG-SIG,nP ,nS
(λ) ≤ nP

2nS ·
(
Adveufcma

SIG,B2
(λ) + Adv

ind-cpa
KEM,B3

(λ) + Adv
dual-prf
PRF,B4

(λ)

+ Adv
prf
PRF,B5

(λ) + Adveufcma
MAC,B6

(λ)
)
.

❲❡ ♥♦✇ ❝♦♠♣❧❡t❡ ♦✉r ♣r♦♦❢ ❜② ❜♦✉♥❞✐♥❣ A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❈❛s❡ ✸✳

❈❛s❡ ✸✿ ❚❡st s❡ss✐♦♥ ✇✐t❤ ♠❛t❝❤✐♥❣ s❡ss✐♦♥

■♥ ❈❛s❡ ✸✱ ✇❡ s❤♦✇ t❤❛t ✐❢ A t❤❛t ❤❛s ✐ss✉❡❞ ❛ Test(i, s) q✉❡r② t♦ ❛ ❝❧❡❛♥ s❡ss✐♦♥
πs
i ✱ t❤❡♥ A ❤❛s ♥❡❣❧✐❣✐❜❧❡ ❛❞✈❛♥t❛❣❡ ✐♥ ❣✉❡ss✐♥❣ t❤❡ t❡st ❜✐t b✳ ■♥ ✇❤❛t ❢♦❧❧♦✇s✱

✇❡ ♥♦t❡ t❤❛t ❢♦r t❤❡ ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ cleanqHAKE t♦ ❜❡ ✉♣❤❡❧❞ ❜② πs
i ✱ t❤❡♥

CompromiseQK(i, s)✱ CompromiseQK(j, t) ❝❛♥♥♦t ❜❡ q✉❡r✐❡❞ ✭✇❤❡r❡ πt
j ♠❛t❝❤❡s

πs
i ✮✳ ❚❤✉s✱ ✇❡ ❝❛♥ ❛ss✉♠❡ ✐♥ ✇❤❛t ❢♦❧❧♦✇s t❤❛t A ❤❛s ♥♦t ❝♦♠♣r♦♠✐s❡❞ t❤❡ ♣♦st✲

q✉❛♥t✉♠ ❡♣❤❡♠❡r❛❧ ❑❊▼ s❡❝r❡ts✳ ❲❡ ♥♦✇ s❤♦✇ t❤❛t A ❤❛s ♥❡❣❧✐❣✐❜❧❡ ❛❞✈❛♥t❛❣❡
✐♥ ❣✉❡ss✐♥❣ t❤❡ t❡st ❜✐t b✱ ✈✐❛ t❤❡ ❢♦❧❧♦✇✐♥❣ s❡r✐❡s ♦❢ ❣❛♠❡ ❤♦♣s✿

●❛♠❡ ✵ ❚❤✐s ✐s t❤❡ HAKE s❡❝✉r✐t② ❣❛♠❡✱ ❛♥❞ Adv
HAKE,cleanqHAKE,A,C3

PQAG-SIG,nP ,nS
(λ) =

Pr(break0).
●❛♠❡ ✶ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ ❣✉❡ss t❤❡ ✐♥❞❡① (i, s) ❛♥❞ t❤❡ ♠❛t❝❤✐♥❣ s❡ss✐♦♥ (j, t)

❛♥❞ ❛❜♦rt ✐❢✱ ❞✉r✐♥❣ t❤❡ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ ❡①♣❡r✐♠❡♥t✱ ❛ q✉❡r② Test(i′, s′)

✐s r❡❝❡✐✈❡❞ t♦ ❛ s❡ss✐♦♥ πs′

i′ s✉❝❤ t❤❛t πj′

t′ ♠❛t❝❤❡s πs′

i′ ❛♥❞ (i, s), (j, t) ̸=
(i′, s′), (j′, t′)✳ ❚❤✉s Pr(break0) ≤ n2

P · n
2
S · Pr(break1).

●❛♠❡ ✷ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ r❡♣❧❛❝❡ t❤❡ ❦❡② pqkE ❞❡r✐✈❡❞ ✐♥ t❤❡ t❡st s❡ss✐♦♥ πs
i

✇✐t❤ t❤❡ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡ p̃qk ✳ ❲❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥
B7 t❤❛t ✐♥t❡r❛❝ts ✇✐t❤ ❛ ind-cpa❑❊▼ ❝❤❛❧❧❡♥❣❡r ✭❛s ❞❡s❝r✐❜❡❞ ✐♥ ❉❡✜♥✐t✐♦♥ ✹✮
❛♥❞ r❡♣❧❛❝❡s t❤❡ pqpkE ✈❛❧✉❡ s❡♥t ✐♥m0✱ ❛♥❞ t❤❡ ❝✐♣❤❡rt❡①t pqctxtE s❡♥t ✐♥m1

✇✐t❤ t❤❡ ♣✉❜❧✐❝✲❦❡② pk ❛♥❞ t❤❡ ❝✐♣❤❡rt❡①t c r❡❝❡✐✈❡❞ ❢r♦♠ t❤❡ ind-cpa ❑❊▼
❝❤❛❧❧❡♥❣❡r✳ ❇② t❤❡ ❞❡✜♥✐t✐♦♥ ♦❢ ❈❛s❡ ✸✱ ✇❡ ❦♥♦✇ t❤❛t pqpkE ✭♦r pqctxtE✱
r❡s♣❡❝t✐✈❡❧②✮ s❡♥t ✐♥ m0 ✭r❡s♣✳ m1✮ ♠✉st ❤❛✈❡ ❜❡❡♥ s❡♥t ❢r♦♠ ❛♥ ❤♦♥❡st
s❡ss✐♦♥ πt

j ♦✇♥❡❞ ❜② Pj ✇✐t❤♦✉t ♠♦❞✐✜❝❛t✐♦♥ ✐❢ πs
i .ρ = resp ✭r❡s♣✳ init✮✳

❆♥② ❛❞✈❡rs❛r② t❤❛t ❝❛♥ ❞❡t❡❝t t❤❡ r❡♣❧❛❝❡♠❡♥t ♦❢ pqkE ✇✐t❤ ❛ ✉♥✐❢♦r♠❧②

r❛♥❞♦♠ ✈❛❧✉❡ p̃qk ✐♠♣❧✐❡s ❛♥ ❡✣❝✐❡♥t ❞✐st✐♥❣✉✐s❤✐♥❣ ❛❧❣♦r✐t❤♠ B7 ❛❣❛✐♥st t❤❡
ind-cpa s❡❝✉r✐t② ♦❢ KEM✳ ❚❤✉s✿ Pr(break1) ≤ Adv

ind-cpa
KEM,B7

(λ) + Pr(break2).
●❛♠❡ ✸ ■♥ t❤✐s ❣❛♠❡ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ ❡①tr❛❝t❡❞ ❦❡②

ms = PRF(ckE, p̃qk) ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡

m̃s
$
← {0, 1}PRF ✭✇❤❡r❡ {0, 1}PRF ✐s t❤❡ ♦✉t♣✉t s♣❛❝❡ ♦❢ t❤❡ PRF✮ ✉s❡❞ ✐♥ t❤❡



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✷✸

♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ t❡st s❡ss✐♦♥ πs
i ✱ ❛♥❞ ✭♣♦t❡♥t✐❛❧❧②✮ ✐ts ♠❛t❝❤✐♥❣ s❡s✲

s✐♦♥ πt
j ✳ ❲❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥ B8 t❤❛t ✐♥✐t✐❛❧✐s❡s ❛ dual-prf ❝❤❛❧❧❡♥❣❡r Cdual-prf

✇❤❡♥ πs
i ♥❡❡❞s t♦ ❝♦♠♣✉t❡ PRF(ckE, p̃qk) ❛♥❞ ✐♥st❡❛❞ q✉❡r✐❡s ckE t♦ Cdual-prf ✳

B8 ✉s❡s t❤❡ ♦✉t♣✉t ♦❢ t❤❡ q✉❡r② m̃s t♦ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ ms✳ ❙✐♥❝❡

p̃qk ✐s ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ❜② Game 2✱ ❛♥❞ A ❝❛♥♥♦t ✐ss✉❡
CompromiseQK(i, s) ♦r CompromiseQK(j, t)✱ t❤✐s ✐s ❛ s♦✉♥❞ r❡♣❧❛❝❡♠❡♥t✳ ■❢

t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cdual-prf ✐s ✵✱ t❤❡♥ m̃s = PRF(ckE, p̃qk) ❛♥❞ ✇❡ ❛r❡ ✐♥

Game 2✳ ■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cdual-prf ✐s ✶✱ t❤❡♥ m̃s
$
← {0, 1}PRF ❛♥❞ ✇❡

❛r❡ ✐♥ Game 3✳ ❚❤✉s ❛♥② ❛❞✈❡rs❛r② A ❝❛♣❛❜❧❡ ♦❢ ❞✐st✐♥❣✉✐s❤✐♥❣ t❤✐s ❝❤❛♥❣❡
❝❛♥ ❜❡ t✉r♥❡❞ ✐♥t♦ ❛ s✉❝❝❡ss❢✉❧ ❛❞✈❡rs❛r② B8 ❛❣❛✐♥st t❤❡ dual-prf s❡❝✉r✐t② ♦❢
PRF✱ ❛♥❞ ✇❡ ✜♥❞✿ Pr(break2) ≤ Adv

dual-prf
PRF,B8

(λ) + Pr(break3).
●❛♠❡ ✹ ■♥ t❤✐s ❣❛♠❡ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ ❡①♣❛♥❞❡❞ ❦❡②s

mk, k = PRF(m̃s, ϵ) ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡s

m̃k, k̃
$
← {0, 1}PRF ✭✇❤❡r❡ {0, 1}PRF ✐s t❤❡ ♦✉t♣✉t s♣❛❝❡ ♦❢ t❤❡ PRF✮ ✉s❡❞

✐♥ t❤❡ ♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ t❡st s❡ss✐♦♥ πs
i ✱ ❛♥❞ ✐ts ♠❛t❝❤✐♥❣ s❡ss✐♦♥ πt

j ✳
❲❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥ B9 t❤❛t ✐♥✐t✐❛❧✐s❡s ❛ prf ❝❤❛❧❧❡♥❣❡r Cprf ✇❤❡♥ πs

i ♥❡❡❞s
t♦ ❝♦♠♣✉t❡ PRF(m̃s, ϵ) ❛♥❞ ✐♥st❡❛❞ q✉❡r✐❡s ϵ t♦ Cprf ✳ B9 ✉s❡s t❤❡ ♦✉t♣✉t

m̃k, k̃ t♦ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ mk, k✳ ❙✐♥❝❡ m̃s ✐s ❛❧r❡❛❞② ✉♥✐❢♦r♠❧②
r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ❜② Game 3✱ t❤✐s ✐s ❛ s♦✉♥❞ r❡♣❧❛❝❡♠❡♥t✳ ■❢ t❤❡ t❡st

❜✐t s❛♠♣❧❡❞ ❜② Cprf ✐s ✵✱ t❤❡♥ m̃k, k̃ = PRF(m̃s, ϵ) ❛♥❞ ✇❡ ❛r❡ ✐♥ Game 3✳

■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cprf ✐s ✶✱ t❤❡♥ m̃k, k̃
$
← {0, 1}PRF ❛♥❞ ✇❡ ❛r❡ ✐♥

Game 4✳ ❚❤✉s ❛♥② ❛❞✈❡rs❛r② A ❝❛♣❛❜❧❡ ♦❢ ❞✐st✐♥❣✉✐s❤✐♥❣ t❤✐s ❝❤❛♥❣❡ ❝❛♥ ❜❡
t✉r♥❡❞ ✐♥t♦ ❛ s✉❝❝❡ss❢✉❧ ❞✐st✐♥❣✉✐s❤✐♥❣ ❛❞✈❡rs❛r② B9 ❛❣❛✐♥st t❤❡ prf s❡❝✉r✐t②
♦❢ PRF✱ ❛♥❞ ✇❡ ✜♥❞ Pr(break3) ≤ Adv

prf
PRF,B9

(λ)+Pr(break4). ❙✐♥❝❡ k̃ ✐s ♥♦✇
✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ♦❢ t❤❡ ♣r♦t♦❝♦❧ ✢♦✇ r❡❣❛r❞❧❡ss ♦❢ t❤❡ t❡st
❜✐t b✱ A ❤❛s ♥♦ ❛❞✈❛♥t❛❣❡ ✐♥ ❣✉❡ss✐♥❣ t❤❡ t❡st ❜✐t ❛♥❞ t❤✉s✿

Adv
HAKE,cleanqHAKE,A,C3

PQAG-SIG,nP ,nS
(λ) ≤ nP

2nS
2 ·

(
Adv

ind-cpa
KEM,B7

(λ) + Adv
dual-prf
PRF,B8

(λ) +

Adv
prf
PRF,B9

(λ)
)
.

◆❡①t ✇❡ ♣r❡s❡♥t t❤❡ s❡❝✉r✐t② ♦❢ PQAG-SIG ❛❣❛✐♥st ♣✉r❡❧② ❝❧❛ss✐❝❛❧ ❛❞✈❡rs❛r✐❡s✱
✐✳❡✳ A ✐s ❛ PP❚ ❛❧❣♦r✐t❤♠✱ ✇✐t❤ ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ cleancHAKE ✐♥ ❚❤❡♦r❡♠ ✷✳

❚❤❡♦r❡♠ ✷ ✭PQAG-SIG ❈❧❛ss✐❝❛❧ ❙❡❝✉r✐t②✮✳ ❚❤❡ PQAG-SIG ♣r♦t♦❝♦❧ ♣r❡✲
s❡♥t❡❞ ✐♥ ❙❡❝t✐♦♥ ✸ ✐s s❡❝✉r❡ ✉♥❞❡r ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ cleancHAKE ✭❝❛♣t✉r✐♥❣
♣❡r❢❡❝t ❢♦r✇❛r❞ s❡❝✉r✐t② ❛♥❞ r❡s✐❧✐❡♥❝❡ t♦ ❑❈■ ❛tt❛❝❦s ❛❣❛✐♥st ❛ ❝❧❛ss✐❝❛❧ ❛❞✈❡r✲
s❛r② A✮✳ ❚❤❛t ✐s✱ ❢♦r ❛♥② PP❚ ❛❧❣♦r✐t❤♠ A ❛❣❛✐♥st t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t②

❣❛♠❡ ✭❞❡✜♥❡❞ ✐♥ ❋✐❣✉r❡ ✸✮✱ AdvHAKE,cleancHAKE,APQAG-SIG,nP ,nS
(λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✉♥❞❡r t❤❡ dual-prf✱

prf✱ ind-cpa✱ eufcma ❛♥❞ eufcma s❡❝✉r✐t② ♦❢ t❤❡ PRF✱ PRF✱ KEM✱ MAC ❛♥❞ SIG

♣r✐♠✐t✐✈❡s r❡s♣❡❝t✐✈❡❧②✳

❉✉❡ t♦ s♣❛❝❡ r❡str✐❝t✐♦♥s✱ ✇❡ ♣r♦✈✐❞❡ t❤❡ ❢✉❧❧ ♣r♦♦❢ ✭✇❤✐❝❤ ❝❧♦s❡❧② ❢♦❧❧♦✇s t❤❡
♣r♦♦❢ ♦❢ ❚❤❡♦r❡♠ ✶✮ ✐♥ ❆♣♣❡♥❞✐① ❈✳

◆♦✇ ✇❡ t✉r♥ t♦ ♣r♦✈✐♥❣ t❤❡ s❡❝✉r✐t② ♦❢ PQAG-KEM✳ ❲❡ ♥♦t❡ t❤❛t t❤❡ ♣r♦♦❢
♦❢ PQAG-KEM ❢♦❧❧♦✇s ❝❧♦s❡❧② t❤❡ ♣r♦♦❢ ♦❢ ❚❤❡♦r❡♠ ✶✱ ✇✐t❤ ♠✐♥♦r ❝❤❛♥❣❡s ✐♥
❈❛s❡ ✶ ❛♥❞ ❈❛s❡ ✷✱ ✇❤❡r❡ ✇❡ ❞❡♠♦♥str❛t❡ t❤❛t ❛ s❡ss✐♦♥ ✇✐❧❧ ♥♦t ❛❝❝❡♣t ✇✐t❤♦✉t



✷✹ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

❛ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r ❞✉❡ t♦ t❤❡ ✉s❡ ♦❢ ♣♦st✲q✉❛♥t✉♠ ❑❊▼s✳ ❆s s✉❝❤✱ ✇❡ ♠❛✐♥❧②
❞❡t❛✐❧ t❤❡ ♣r♦♦❢ ♦❢ ❈❛s❡ ✶✱ ❛♥❞ ❧❡❛✈❡ t❤❡ ❢✉❧❧ ♣r♦♦❢ ❞❡t❛✐❧s t♦ t❤❡ ❛♣♣❡♥❞✐①✳

❚❤❡♦r❡♠ ✸ ✭PQAG-KEM ❙❡❝✉r✐t②✮✳ ❚❤❡ PQAG-KEM ♣r♦t♦❝♦❧ ♣r❡s❡♥t❡❞ ✐♥
❙❡❝t✐♦♥ ✸ ✐s ♣♦st✲q✉❛♥t✉♠ s❡❝✉r❡ ✉♥❞❡r ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ cleanqHAKE ✭❝❛♣t✉r✐♥❣
♣❡r❢❡❝t ❢♦r✇❛r❞ s❡❝✉r✐t② ❛♥❞ r❡s✐❧✐❡♥❝❡ t♦ ❑❈■ ❛tt❛❝❦s ❛❣❛✐♥st A✮✳ ❚❤❛t ✐s✱ ❢♦r ❛♥②
◗P❚ ❛❧❣♦r✐t❤♠ A ❛❣❛✐♥st t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❣❛♠❡ ✭❞❡✜♥❡❞ ✐♥ ❋✐❣✉r❡ ✸✮✱

Adv
HAKE,cleanqHAKE,A
PQAG-KEM,nP ,nS

(λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✉♥❞❡r t❤❡ dual-prf✱ prf✱ ind-cpa✱ ind-cca ❛♥❞
eufcma s❡❝✉r✐t② ♦❢ t❤❡ PRF✱ PRF✱ KEM✱ KEM ❛♥❞ MAC ♣r✐♠✐t✐✈❡s r❡s♣❡❝t✐✈❡❧②✳

Pr♦♦❢✳ ❲❡ ♥♦✇ t✉r♥ t♦ ♣r♦✈✐♥❣ ♦✉r r❡s✉❧t✳ ❲❡ s♣❧✐t ♦✉r ❛♥❛❧②s✐s ✐♥t♦ t❤r❡❡
♠✉t✉❛❧❧②✲❡①❝❧✉s✐✈❡ ❝❛s❡s✿

✶✳ ❈❛s❡ ✶ ❛ss✉♠❡s t❤❛t t❤❡ t❡st s❡ss✐♦♥ πs
i ✭s✉❝❤ t❤❛t A ✐ss✉❡❞ Test(i, s)✮ ✐s ❛♥

initiator s❡ss✐♦♥✱ ❛♥❞ t❤❛t πs
i ❤❛s ♥♦ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r ✭❛s ✐♥ ❋✐❣✉r❡ ✹✮✳ ❲❡

❞❡✜♥❡ t❤❡ ◗P❚ ❛❧❣♦r✐t❤♠A✬s ❛❞✈❛♥t❛❣❡ ✐♥❈❛s❡ ✶ ❛s AdvHAKE,clean,A,C1

PQAG-KEM,nP ,nS
(λ)✳

✷✳ ❈❛s❡ ✷ ❛ss✉♠❡s t❤❛t t❤❡ t❡st s❡ss✐♦♥ πs
i ✐s ❛ responder ✱ ❛♥❞ t❤❛t

πs
i ❤❛s ♥♦ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r✳ ❲❡ ❞❡✜♥❡ A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❈❛s❡ ✷ ❛s

Adv
HAKE,clean,A,C2

PQAG-KEM,nP ,nS
(λ)✳

✸✳ ❈❛s❡ ✸ ❛ss✉♠❡s t❤❛t t❤❡ t❡st s❡ss✐♦♥ πs
i ❤❛s ❛ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r✳ ❲❡ ❞❡✜♥❡

A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❈❛s❡ ✸ ❛s AdvHAKE,clean,A,C3

PQAG-KEM,nP ,nS
(λ)✳

■t ✐s ❝❧❡❛r t❤❛t✿ Adv
HAKE,clean,A
PQAG-KEM,nP ,nS

(λ) ≤ Adv
HAKE,clean,A,C1

PQAG-KEM,nP ,nS
(λ) +

Adv
HAKE,clean,A,C2

PQAG-KEM,nP ,nS
(λ) + Adv

HAKE,clean,A,C3

PQAG-KEM,nP ,nS
(λ)✱ t❤✉s ✇❡ ❜♦✉♥❞ A✬s ❛❞✈❛♥t❛❣❡

✐♥ ❡❛❝❤ ❝❛s❡ s❡♣❛r❛t❡❧②✳
■♥ ❈❛s❡ ✶ ❛♥❞ ❈❛s❡ ✷ ✇❡ s❤♦✇ t❤❛t A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❝❛✉s✐♥❣ t❤❡ t❡st

s❡ss✐♦♥ πs
i t♦ ❛❝❝❡♣t ✇✐t❤♦✉t ❛ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r ✐s ♥❡❣❧✐❣✐❜❧❡✱ ❛♥❞ t❤✉s t❤❡ A✬s

❛❞✈❛♥t❛❣❡ ✐♥ ✇✐♥♥✐♥❣ t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❣❛♠❡ ✐s ♥❡❣❧✐❣✐❜❧❡ ✭s✐♥❝❡ t❤❡
❡①♣❡r✐♠❡♥t ❞♦❡s ♥♦t ❞✐✛❡r ❜❛s❡❞ ♦♥ t❤❡ ❝❤❛❧❧❡♥❣❡ ❜✐t b✱ ❛s t❤❡ πs

i ❞♦❡s ♥♦t
❝♦♠♣✉t❡ ❛ r❡❛❧✲♦r✲r❛♥❞♦♠ s❡ss✐♦♥ ❦❡②✮✳

■♥ ❈❛s❡ ✸ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ r❡❛❧ s❡ss✐♦♥ ❦❡② ❜② t❤❡ t❡st
s❡ss✐♦♥ πs

i ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❦❡②✳ ❚❤✉s✱ t❤❡ ❞✐str✐❜✉t✐♦♥ ♦❢ t❤❡ ❦❡②s
r❡t✉r♥❡❞ ❜② πs

i ❛r❡ ✐❞❡♥t✐❝❛❧✱ r❡❣❛r❞❧❡ss ♦❢ t❤❡ ✈❛❧✉❡ ♦❢ t❤❡ ❝❤❛❧❧❡♥❣❡ ❜✐t b✱ ❛♥❞
✇❡ ❝❛♥ s❤♦✇ t❤❛t A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ✇✐♥♥✐♥❣ t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❣❛♠❡ ✐s
♥❡❣❧✐❣✐❜❧❡✳ ❲❡ ♥♦✇ ❜❡❣✐♥ ✇✐t❤ t❤❡ ✜rst ❝❛s❡✳

❈❛s❡ ✶✿ ❚❡st init s❡ss✐♦♥ ✇✐t❤♦✉t ♦r✐❣✐♥ s❡ss✐♦♥ ❲❡ ❜❡❣✐♥ ❜② s❤♦✇✐♥❣
t❤❛t A ❤❛s ♥❡❣❧✐❣✐❜❧❡ ❛❞✈❛♥t❛❣❡ ✐♥ ❝❛✉s✐♥❣ πs

i t♦ r❡❛❝❤ ❛♥ accept st❛t❡ ✇✐t❤♦✉t
❛ ♠❛t❝❤✐♥❣ s❡ss✐♦♥✳ ❲❡ ❞♦ s♦ ✈✐❛ t❤❡ ❢♦❧❧♦✇✐♥❣ s❡q✉❡♥❝❡ ♦❢ ❣❛♠❡ ❤♦♣s✿

●❛♠❡ ✵ ❚❤✐s ✐s t❤❡ HAKE s❡❝✉r✐t② ❣❛♠❡ ❛♥❞ Adv
HAKE,cleanqHAKE,A,C1

PQAG-KEM,nP ,nS
(λ) =

Pr(break0).
●❛♠❡ ✶ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ ❣✉❡ss t❤❡ ✐♥❞❡① (i, s) ❛♥❞ t❤❡ ✐♥t❡♥❞❡❞ ♣❛rt♥❡r j

❛♥❞ ❛❜♦rt ✐❢✱ ❞✉r✐♥❣ t❤❡ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ ❡①♣❡r✐♠❡♥t✱ ❛ q✉❡r② Test(i′, s′) ✐s
r❡❝❡✐✈❡❞ t♦ ❛ s❡ss✐♦♥ πs′

i′ s✉❝❤ t❤❛t πs′

i′ .pid = j′ ❛♥❞ (i, s, j) ̸= (i′, s′, j′)✳ ❚❤✉s✿
Pr(break0) ≤ nP

2 · nS · Pr(break1).



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✷✺

●❛♠❡ ✷ ■♥ t❤✐s ❣❛♠❡ ✇❡ ❛❜♦rt ✐❢ t❤❡ t❡st s❡ss✐♦♥ πs
i s❡ts t❤❡ st❛t✉s πs

i .α ←
reject✳ ◆♦t❡ t❤❛t ❜② t❤❡ ♣r❡✈✐♦✉s ❣❛♠❡ ✇❡ ❛❜♦rt ✐❢ t❤❡ Test q✉❡r② ✐s ✐ss✉❡❞
t♦ ❛ s❡ss✐♦♥ t❤❛t ✐s ♥♦t πs

i ✱ ❛♥❞ ✐❢ πs
i .pid ̸= j✳ ■❢ t❤❡ s❡ss✐♦♥ πs

i ❡✈❡r r❡❛❝❤❡s
t❤❡ st❛t✉s πs

i .α← reject✱ t❤❡♥ t❤❡ ❝❤❛❧❧❡♥❣❡r ✇✐❧❧ r❡s♣♦♥❞ t♦ t❤❡ Test(i, s)
q✉❡r② ✇✐t❤ ⊥✱ ❛♥❞ t❤✉s t❤❡ ❞✐✛❡r❡♥❝❡ ✐♥ A✬s ❛❞✈❛♥t❛❣❡ ❜❡t✇❡❡♥ Game 2
❛♥❞ Game 3 ✐s ✵✳ ❚❤✉s✿ Pr(break1) ≤ Pr(break2).

●❛♠❡ ✸ ■♥ t❤✐s ❣❛♠❡ ✇❡ ❞❡✜♥❡ ❛♥ ❛❜♦rt ❡✈❡♥t abortα t❤❛t tr✐❣❣❡rs ✐❢ t❤❡
t❡st s❡ss✐♦♥ πs

i s❡ts t❤❡ st❛t✉s πs
i .α← accept✳ ❲❡ ♥♦t❡ t❤❛t t❤❡ r❡s♣♦♥s❡ t♦

Test(i, s) ✐ss✉❡❞ ❜② A ✐s ❛❧✇❛②s ⊥✱ ✭s✐♥❝❡ t❤❡ ❝❤❛❧❧❡♥❣❡r ❛❜♦rts t❤❡ ❣❛♠❡ ✐❢ πs
i

❛❝❝❡♣ts✱ ❛♥❞ Test(i, s) = ⊥ ✇❤❡♥ πs
i r❡❥❡❝ts t❤❡ ♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥✮✱ ❛♥❞ t❤✉s

Pr(break3) = 0✳ ■♥ Game 4 ❛♥❞●❛♠❡ ✺ ✇❡ ♣r♦✈❡ t❤❛t t❤❡ ♣r♦❜❛❜✐❧✐t② ♦❢ A
✐♥ ❝❛✉s✐♥❣ abortα t♦ tr✐❣❣❡r ✐s ♥❡❣❧✐❣✐❜❧❡✳ ❚❤✉s✿ Pr(break2) ≤ Pr(abortα).

●❛♠❡ ✹ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ r❡♣❧❛❝❡ t❤❡ ❦❡② pqkG ❞❡r✐✈❡❞ ✐♥ t❤❡ t❡st s❡ss✐♦♥

πs
i ✇✐t❤ t❤❡ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡ p̃qkG✳ ❲❡ ❞❡✜♥❡ ❛

r❡❞✉❝t✐♦♥ B1 t❤❛t ✐♥t❡r❛❝ts ✇✐t❤ ❛ ♣♦st✲q✉❛♥t✉♠ ind-cca ❑❊▼ ❝❤❛❧❧❡♥❣❡r
Cind-cca ✭❛s ❞❡s❝r✐❜❡❞ ✐♥ ❉❡✜♥✐t✐♦♥ ✹✮✱ ❛♥❞ r❡♣❧❛❝❡s G✬s ❧♦♥❣✲t❡r♠ KEM ♣✉❜❧✐❝
❦❡② pqpkG ✇✐t❤ t❤❡ ♣✉❜❧✐❝ ❦❡② ♦✉t♣✉t ❢r♦♠ Cind-cca✳ ◆♦t❡ t❤❛t B1 ❝❛♥ ❞♦ s♦
❛t t❤❡ ❜❡❣✐♥♥✐♥❣ ♦❢ t❤❡ ❣❛♠❡✱ ❜② ❣✉❡ss✐♥❣ t❤❡ ✐❞❡♥t✐t② ♦❢ t❤❡ ♣❛rt♥❡r s❡ss✐♦♥
♦❢ Test ✐♥ Game 2✱ A ❦♥♦✇s pqpkG ♣r✐♦r t♦ ♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥✳ ❲❤❡♥ πs

i

s❤♦✉❧❞ ❝♦♠♣✉t❡ pqctxtG✱ B1 ✐♥st❡❛❞ r❡♣❧❛❝❡s t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ pqctxtG ❛♥❞

pqkG ✇✐t❤ t❤❡ ♦✉t♣✉ts ♦❢ Cind-cca✱ p̃qctxt ❛♥❞ p̃qk r❡s♣❡❝t✐✈❡❧② ✭❛♥❞ s✐♠✐❧❛r❧②
❢♦r t❤❡ ✭♣♦t❡♥t✐❛❧✮ ♣❛rt♥❡r s❡ss✐♦♥ πt

j✮✳ ❲❤❡♥❡✈❡r ♣❛rt② j r❡q✉✐r❡s t❤❡ ✉s❡

♦❢ t❤❡ s❡❝r❡t ❦❡② t♦ ❞❡❝❛♣s✉❧❛t❡ ❛ ❝✐♣❤❡rt❡①t pqctxt ′ ̸= p̃qctxt ✱ B1 s✐♠♣❧②
q✉❡r✐❡s pqctxt ′ t♦ Cind-cca✱ ❛♥❞ r❡♣❧❛❝❡s t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ pqk

′ ✇✐t❤ t❤❡
♦✉t♣✉t ♦❢ Cind-cca✳ ❉❡t❡❝t✐♥❣ t❤❡ r❡♣❧❛❝❡♠❡♥t ♦❢ pqkG ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠

✈❛❧✉❡ p̃qk ✐♠♣❧✐❡s ❛♥ ❡✣❝✐❡♥t ❞✐st✐♥❣✉✐s❤✐♥❣ ◗P❚ ❛❧❣♦r✐t❤♠ B1 ❛❣❛✐♥st t❤❡
♣♦st✲q✉❛♥t✉♠ ind-cca s❡❝✉r✐t② ♦❢ KEM✳ ❚❤✉s✿ Pr(abortα) ≤ Advind-ccaKEM,B1

(λ)+
Pr(break4).

●❛♠❡ ✺✲✾ ❉✉❡ t♦ s♣❛❝❡ ❝♦♥str❛✐♥ts✱ ✇❡ ❝♦♥s♦❧✐❞❛t❡ ♠❛♥② PRF r❡♣❧❛❝❡♠❡♥t
❤♦♣s ✐♥t♦ ❛ s✐♥❣❧❡ ❣❛♠❡✳ ■♥ t❤✐s ❣❛♠❡ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ ✐♥t❡r♠❡✲

❞✐❛t❡ ms ✈❛❧✉❡s ms1 = PRF(ms0, p̃qk) ✭✇❤❡r❡ ms0 = HKDF.Extract(ckE, ϵ)✮✱
ms2 = PRF(m̃s1, ckA)✱ ms3 = PRF(m̃s2, pqkA)✱ ms4 = PRF(m̃s3, ckE)✱
ms5 = PRF(m̃s4, pqkE) ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡s

m̃s1, m̃s2, m̃s3, m̃s4, m̃s5
$
← {0, 1}PRF ✭✇❤❡r❡ {0, 1}PRF ✐s t❤❡ ♦✉t♣✉t s♣❛❝❡

♦❢ t❤❡ PRF✮ ✉s❡❞ ✐♥ t❤❡ ♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ t❡st s❡ss✐♦♥ πs
i ✱ ❛♥❞ ✭♣♦✲

t❡♥t✐❛❧❧②✮ ✐ts ♠❛t❝❤✐♥❣ s❡ss✐♦♥ πt
j ✳ ❲❡ ❞❡✜♥❡ r❡❞✉❝t✐♦♥s B2,B3,B4,B5,B6

t❤❛t ✐♥✐t✐❛❧✐s❡s ❛ dual-prf/prf ❝❤❛❧❧❡♥❣❡r Cdual-prf/prf ✇❤❡♥ πs
i ♥❡❡❞s t♦ ❝♦♠✲

♣✉t❡ PRF(m̃si, kX) ❛♥❞ ✐♥st❡❛❞ q✉❡r✐❡s kX t♦ Cdual-prf/prf ✳ Bi ✉s❡s t❤❡ ♦✉t✲

♣✉t ♦❢ t❤❡ q✉❡r② m̃si t♦ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ msi✳ ❙✐♥❝❡ m̃si−1

✐s ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ❜② Game 4✱ ❛♥❞ A ❝❛♥♥♦t ✐ss✉❡
CompromiseQK(i, s) ♦r CompromiseQK(j, t)✱ t❤✐s ✐s ❛ s♦✉♥❞ r❡♣❧❛❝❡♠❡♥t✳
■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cdual-prf/prf ✐s ✵✱ t❤❡♥ m̃si = PRF(m̃si−1, kX)
❛♥❞ ✇❡ ❛r❡ ✐♥ Game 4✳ ■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cdual-prf/prf ✐s ✶✱ t❤❡♥

m̃si
$
← {0, 1}PRF ❛♥❞ ✇❡ ❛r❡ ✐♥ Game 4+ i✳ ❚❤✉s ❛♥② ❛❞✈❡rs❛r② A ❝❛✲



✷✻ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

♣❛❜❧❡ ♦❢ ❞✐st✐♥❣✉✐s❤✐♥❣ t❤✐s ❝❤❛♥❣❡ ❝❛♥ ❜❡ t✉r♥❡❞ ✐♥t♦ ❛ s✉❝❝❡ss❢✉❧ ❛❞✈❡r✲
s❛r② Bi ❛❣❛✐♥st t❤❡ dual-prf/prf s❡❝✉r✐t② ♦❢ PRF✱ ❛♥❞ ✇❡ ✜♥❞✿ Pr(break4) ≤

Adv
dual-prf
PRF,B2

(λ) + Adv
prf
PRF,B3,B4,B5,B6

(λ) + Pr(break9).
●❛♠❡ ✶✵ ■♥ t❤✐s ❣❛♠❡ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ ▼❆❈ ❛♥❞ s❡ss✐♦♥

❦❡② mk, k = HKDF.Expand(m̃s5,H(m0∥m1), “PQAGKEM
′′) ✇✐t❤ ❛ ✉♥✐❢♦r♠❧②

r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡ m̃k, k̃
$
← {0, 1}PRF ✉s❡❞ ✐♥ t❤❡ ♣r♦t♦❝♦❧ ❡①❡✲

❝✉t✐♦♥ ♦❢ t❤❡ t❡st s❡ss✐♦♥ πs
i ✱ ❛♥❞ ✭♣♦t❡♥t✐❛❧❧②✮ ✐ts ♠❛t❝❤✐♥❣ s❡ss✐♦♥ πt

j ✳ ❲❡
❞♦ s♦ ❜② ✐♥✐t✐❛❧✐s✐♥❣ ❛ prf ❝❤❛❧❧❡♥❣❡r ❛♥❞ q✉❡r②✐♥❣ t❤❡ ❤❛s❤ ✈❛❧✉❡ H(m0∥m1)✱

❛♥❞ ✉s❡ t❤❡ ♦✉t♣✉t m̃k, k̃ ❢r♦♠ t❤❡ prf ❝❤❛❧❧❡♥❣❡r t♦ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥
♦❢ mk, k✳ ❙✐♥❝❡ m̃s5 ✐s ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ❜② Game 9✱ ❛♥❞
A ❝❛♥♥♦t ✐ss✉❡ CompromiseQK(i, s) ♦r CompromiseQK(j, t)✱ t❤✐s ✐s ❛ s♦✉♥❞

r❡♣❧❛❝❡♠❡♥t✳ ■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② t❤❡ prf ❝❤❛❧❧❡♥❣❡r ✐s ✵✱ t❤❡♥ m̃k, k̃ =
HKDF.Expand(m̃s5,H(m0∥m1), “PQAGKEM

′′) ❛♥❞ ✇❡ ❛r❡ ✐♥ Game 9✳ ■❢ t❤❡

t❡st ❜✐t s❛♠♣❧❡❞ ❜② t❤❡ prf ❝❤❛❧❧❡♥❣❡r ✐s ✶✱ t❤❡♥ m̃k, k̃
$
← {0, 1}PRF ❛♥❞ ✇❡

❛r❡ ✐♥Game 10✳ ❚❤✉s ❛♥② ❛❞✈❡rs❛r② A ❝❛♣❛❜❧❡ ♦❢ ❞✐st✐♥❣✉✐s❤✐♥❣ t❤✐s ❝❤❛♥❣❡
❝❛♥ ❜❡ t✉r♥❡❞ ✐♥t♦ ❛ s✉❝❝❡ss❢✉❧ ◗P❚ ❛❞✈❡rs❛r② B7 ❛❣❛✐♥st t❤❡ ♣♦st✲q✉❛♥t✉♠
prf s❡❝✉r✐t② ♦❢ PRF✱ ❛♥❞ ✇❡ ✜♥❞✿ Pr(break9) ≤ Adv

prf
PRF,B7

(λ) + Pr(break10).
●❛♠❡ ✶✶ ■♥ t❤✐s ❣❛♠❡ ✇❡ ❛❜♦rt ✐❢ t❤❡ t❡st s❡ss✐♦♥ πs

i r❡❝❡✐✈❡s ❛ ♠❡ss❛❣❡ τ
✭❝♦♠♣✉t❡❞ ♦✈❡r m0∥m1✮ t❤❛t ✈❡r✐✜❡s ❝♦rr❡❝t❧② ❜✉t t❤❡r❡ ❡①✐sts ♥♦ ❤♦♥❡st
s❡ss✐♦♥ πt

j t❤❛t ❤❛s ♦✉t♣✉t τ ✳ ❙♣❡❝✐✜❝❛❧❧②✱ ✐♥ Game 11 ✇❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥
B8 ❛❣❛✐♥st t❤❡ eufcma s❡❝✉r✐t② ♦❢ t❤❡ ▼❡ss❛❣❡ ❆✉t❤❡♥t✐❝❛t✐♦♥ ❈♦❞❡ MAC✳

❲❤❡♥ B8 ♥❡❡❞s t♦ ❝♦♠♣✉t❡ ❛ ▼❆❈ ♦✈❡r m0∥m1 ✉s✐♥❣ m̃k✱ B8 ❝♦♠♣✉t❡s t❤❡
▼❆❈ ❜② ✐♥✐t✐❛❧✐s✐♥❣ ❛ eufcma ❝❤❛❧❧❡♥❣❡r Ceufcma ❛♥❞ q✉❡r②✐♥❣ m0∥m1✳ ◆♦
❝❤❛♥❣❡s t♦ t❤❡ ❡①♣❡r✐♠❡♥t ♦❝❝✉r✱ ❛s Ceufcma ❝♦♠♣✉t❡s ▼❆❈s ✐❞❡♥t✐❝❛❧❧② t♦ C✱

s♦ A ❝❛♥♥♦t ❞❡t❡❝t t❤✐s r❡♣❧❛❝❡♠❡♥t✳ ■♥ ❛❞❞✐t✐♦♥✱ m̃k ✐s ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠
❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡✱ ❜② Game 10✳
❇② t❤❡ ❞❡✜♥✐t✐♦♥ ♦❢ ❈❛s❡ ✶✱ πs

i s❡ts t❤❡ st❛t✉s πs
i .α← accept ❞❡s♣✐t❡ t❤❡r❡

❜❡✐♥❣ ♥♦ ❤♦♥❡st s❡ss✐♦♥ t❤❛t ♠❛t❝❤❡s πs
i ✳ ❚❤✉s✱ B8 ♥❡✈❡r q✉❡r✐❡❞ m0∥m1 t♦

Ceufcma✱ ❛♥❞ ✐t ❢♦❧❧♦✇s t❤❛t τ ✐s ❛ ❢♦r❣❡❞ ♠❡ss❛❣❡✳ ❚❤✉s✱ ✐❢ πs
i r❡❝❡✐✈❡s ❛ ▼❆❈

t❛❣ τ ✭♦✈❡r m0∥m1✮ t❤❛t ✈❡r✐✜❡s ❝♦rr❡❝t❧② ❜✉t t❤❡r❡ ❡①✐sts ♥♦ ❤♦♥❡st s❡ss✐♦♥
πt
j t❤❛t ♠❛t❝❤❡s πs

i ✱ t❤❡♥ (m0∥m1, τ) r❡♣r❡s❡♥ts ❛ ✈❛❧✐❞ ❢♦r❣❡r② ❛♥❞ B8 ✇✐♥s

t❤❡ eufcma s❡❝✉r✐t② ❣❛♠❡ ❛❣❛✐♥st MAC✱ ❛♥❞ Pr(break10) = Adveufcma
MAC,B8

(λ).
❙✐♥❝❡ πs

i ♥♦✇ ❛❜♦rts ✇❤❡♥ ✈❡r✐❢②✐♥❣ τ ✱ ✐t ❝❛♥♥♦t tr✐❣❣❡r abortα ❛♥❞ t❤✉s ✇❡

❤❛✈❡✿ Adv
HAKE,cleanqHAKE,A,C1

PQAG-KEM,nP ,nS
(λ) ≤ nP

2nS ·
(
Advind-ccaKEM,B1

(λ) + Adv
dual-prf
PRF,B2

(λ) +

5 · AdvprfPRF,B3,B4,B5,B6,B7
(λ) + Adveufcma

MAC,B8
(λ) +

)
.

❈❛s❡ ✷✿ ❚❡st responder s❡ss✐♦♥ ✇✐t❤♦✉t ♦r✐❣✐♥ s❡ss✐♦♥ ❲❡ ♥♦✇ s❤♦✇ t❤❛t A
❤❛s ♥❡❣❧✐❣✐❜❧❡ ❝❤❛♥❣❡ ✐♥ ❝❛✉s✐♥❣ πs

i ✭✇✐t❤ πs
i .ρ = responder✮ t♦ r❡❛❝❤ ❛♥ accept

st❛t❡ ✇✐t❤♦✉t ❛♥ ♦r✐❣✐♥ s❡ss✐♦♥✳ ❆s t❤❡ ♣r♦♦❢ ♦❢ ❈❛s❡ ✷ ❢♦❧❧♦✇s ❛♥❛❧♦❣♦✉s❧②
t♦ ❈❛s❡ ✶ ✇✐t❤ ♠✐♥♦r ❝❤❛♥❣❡s ✭♥♦t❛t✐♦♥ t♦ ❛❝❝♦✉♥t ❢♦r ❝❤❛♥❣❡s ✐♥ r♦❧❡✱ ❛♥❞
♠✐♥♦r ❝❤❛♥❣❡s ✐♥ Game 11 t♦ ❛❝❝♦✉♥t ❢♦r ❛✉t❤❡♥t✐❝❛t✐♥❣ m0∥m1∥τ) ✐♥st❡❛❞ ♦❢
m0∥m1✮✱ ✇❡ ♦♠✐t t❤❡s❡ ❣❛♠❡ ❤♦♣s ❛♥❞ ♣r♦❝❡❡❞ t♦ ❈❛s❡ ✸✳



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✷✼

❈❛s❡ ✸✿ ❚❡st s❡ss✐♦♥ ✇✐t❤ ♠❛t❝❤✐♥❣ s❡ss✐♦♥

■♥ ❈❛s❡ ✸✱ ✇❡ s❤♦✇ t❤❛t ✐❢ A t❤❛t ❤❛s ✐ss✉❡❞ ❛ Test(i, s) q✉❡r② t♦ ❛ ❝❧❡❛♥ s❡ss✐♦♥
πs
i ✱ t❤❡♥ A ❤❛s ♥❡❣❧✐❣✐❜❧❡ ❛❞✈❛♥t❛❣❡ ✐♥ ❣✉❡ss✐♥❣ t❤❡ t❡st ❜✐t b✳ ■♥ ✇❤❛t ❢♦❧❧♦✇s✱

✇❡ ♥♦t❡ t❤❛t ❢♦r t❤❡ ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ cleanqHAKE t♦ ❜❡ ✉♣❤❡❧❞ ❜② πs
i ✱ t❤❡♥

CompromiseQK(i, s)✱ CompromiseQK(j, t) ❝❛♥♥♦t ❜❡ q✉❡r✐❡❞ ✭✇❤❡r❡ πt
j ♠❛t❝❤❡s

πs
i ✮✳ ❚❤✉s✱ ✇❡ ❝❛♥ ❛ss✉♠❡ ✐♥ ✇❤❛t ❢♦❧❧♦✇s t❤❛t A ❤❛s ♥♦t ❝♦♠♣r♦♠✐s❡❞ t❤❡ ♣♦st✲

q✉❛♥t✉♠ ❡♣❤❡♠❡r❛❧ ❑❊▼ s❡❝r❡ts✳ ❲❡ ♥♦✇ s❤♦✇ t❤❛t A ❤❛s ♥❡❣❧✐❣✐❜❧❡ ❛❞✈❛♥t❛❣❡
✐♥ ❣✉❡ss✐♥❣ t❤❡ t❡st ❜✐t b✱ ✈✐❛ t❤❡ ❢♦❧❧♦✇✐♥❣ s❡r✐❡s ♦❢ ❣❛♠❡ ❤♦♣s✿

●❛♠❡ ✵ ❚❤✐s ✐s t❤❡ HAKE s❡❝✉r✐t② ❣❛♠❡✱ ❛♥❞ Adv
HAKE,cleanqHAKE,A,C3

PQAG-KEM,nP ,nS
(λ) =

Pr(break0).
●❛♠❡ ✶ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ ❣✉❡ss t❤❡ ✐♥❞❡① (i, s) ❛♥❞ t❤❡ ♠❛t❝❤✐♥❣ s❡ss✐♦♥ (j, t)

❛♥❞ ❛❜♦rt ✐❢✱ ❞✉r✐♥❣ t❤❡ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ ❡①♣❡r✐♠❡♥t✱ ❛ q✉❡r② Test(i′, s′)

✐s r❡❝❡✐✈❡❞ t♦ ❛ s❡ss✐♦♥ πs′

i′ s✉❝❤ t❤❛t πj′

t′ ♠❛t❝❤❡s πs′

i′ ❛♥❞ (i, s), (j, t) ̸=
(i′, s′), (j′, t′)✳ ❚❤✉s Pr(break0) ≤ n2

P · n
2
S · Pr(break1).

●❛♠❡ ✷ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ r❡♣❧❛❝❡ t❤❡ ❦❡② pqkE ❞❡r✐✈❡❞ ✐♥ t❤❡ t❡st s❡ss✐♦♥

πs
i ✇✐t❤ t❤❡ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡ p̃qk ✳ ❲❡ ❞♦ s♦ ❜②

✐♥t❡r❛❝t✐♥❣ ✇✐t❤ ❛ ♣♦st✲q✉❛♥t✉♠ ind-cpa ❑❊▼ ❝❤❛❧❧❡♥❣❡r ✭❛s ❞❡s❝r✐❜❡❞ ✐♥
❉❡✜♥✐t✐♦♥ ✹✮ ❛♥❞ r❡♣❧❛❝❡ t❤❡ pqpkE ✈❛❧✉❡ s❡♥t ✐♥ m0✱ ❛♥❞ t❤❡ ❝✐♣❤❡rt❡①t

pqctxt s❡♥t ✐♥ m1 ✇✐t❤ t❤❡ ♣✉❜❧✐❝✲❦❡② p̃qpk ❛♥❞ t❤❡ ❝✐♣❤❡rt❡①t p̃qctxt r❡❝❡✐✈❡❞
❢r♦♠ t❤❡ ♣♦st✲q✉❛♥t✉♠ ind-cpa ❑❊▼ ❝❤❛❧❧❡♥❣❡r✳ ❙✐♥❝❡ πs

i ♠❛t❝❤❡s πt
j ✱ ✇❡

❦♥♦✇ t❤❛t t❤❡ ♣✉❜❧✐❝✲❦❡② ❛♥❞ ❝✐♣❤❡rt❡①t s❡♥t ✐♥m0 ❛♥❞m1 r❡s♣❡❝t✐✈❡❧② ✇❡r❡
r❡❝❡✐✈❡❞ ❜② t❤❡ s❡ss✐♦♥s ✇✐t❤♦✉t ♠♦❞✐✜❝❛t✐♦♥✳ ❉❡t❡❝t✐♥❣ t❤❡ r❡♣❧❛❝❡♠❡♥t ♦❢

pqkE ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ✈❛❧✉❡ p̃qk ✐♠♣❧✐❡s ❛♥ ❡✣❝✐❡♥t ❞✐st✐♥❣✉✐s❤✐♥❣
◗P❚ ❛❧❣♦r✐t❤♠ B9 ❛❣❛✐♥st t❤❡ ♣♦st✲q✉❛♥t✉♠ ind-cpa s❡❝✉r✐t② ♦❢ KEM✳ ❚❤✉s✿
Pr(break1) ≤ Adv

ind-cpa
KEM,B9

(λ) + Pr(break2).
●❛♠❡ ✸ ■♥ t❤✐s ❣❛♠❡ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ ✐♥t❡r♠❡❞✐❛t❡ ms ms5 =

PRF(ms4, p̃qk) ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡ m̃s5
$
←

{0, 1}PRF ✭✇❤❡r❡ {0, 1}PRF ✐s t❤❡ ♦✉t♣✉t s♣❛❝❡ ♦❢ t❤❡ PRF✮ ✉s❡❞ ✐♥ t❤❡ ♣r♦t♦✲
❝♦❧ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ t❡st s❡ss✐♦♥ πs

i ✱ ❛♥❞ ✭♣♦t❡♥t✐❛❧❧②✮ ✐ts ♠❛t❝❤✐♥❣ s❡ss✐♦♥ πt
j ✳

❲❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥ B10 t❤❛t ✐♥✐t✐❛❧✐s❡s ❛ dual-prf ❝❤❛❧❧❡♥❣❡r Cdual-prf ✇❤❡♥

πs
i ♥❡❡❞s t♦ ❝♦♠♣✉t❡ PRF(ms4, p̃qk) ❛♥❞ ✐♥st❡❛❞ q✉❡r✐❡s ms4 t♦ Cdual-prf ✳ B10

✉s❡s t❤❡ ♦✉t♣✉t ♦❢ t❤❡ q✉❡r② m̃s5 t♦ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ ms5✳ ❙✐♥❝❡

p̃qk ✐s ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ❜② Game 2✱ ❛♥❞ A ❝❛♥♥♦t ✐ss✉❡
CompromiseQK(i, s) ♦r CompromiseQK(j, t)✱ t❤✐s ✐s ❛ s♦✉♥❞ r❡♣❧❛❝❡♠❡♥t✳ ■❢

t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cdual-prf ✐s ✵✱ t❤❡♥ m̃s5 = PRF(ms4, p̃qk) ❛♥❞ ✇❡ ❛r❡

✐♥ Game 2✳ ■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cdual-prf ✐s ✶✱ t❤❡♥ m̃s5
$
← {0, 1}PRF

❛♥❞ ✇❡ ❛r❡ ✐♥ Game 3✳ ❚❤✉s ❛♥② ❛❞✈❡rs❛r② A ❝❛♣❛❜❧❡ ♦❢ ❞✐st✐♥❣✉✐s❤✐♥❣ t❤✐s
❝❤❛♥❣❡ ❝❛♥ ❜❡ t✉r♥❡❞ ✐♥t♦ ❛ s✉❝❝❡ss❢✉❧ ❛❞✈❡rs❛r② B10 ❛❣❛✐♥st t❤❡ dual-prf
s❡❝✉r✐t② ♦❢ PRF✱ ❛♥❞ ✇❡ ✜♥❞✿ Pr(break2) ≤ Adv

dual-prf
PRF,B10

(λ) + Pr(break3).
●❛♠❡ ✹ ■♥ t❤✐s ❣❛♠❡ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ ▼❆❈ ❛♥❞ s❡ss✐♦♥

❦❡② mk, k = HKDF.Expand(m̃s5,H(m0∥m1), “PQAGKEM
′′) ✇✐t❤ ❛ ✉♥✐❢♦r♠❧②

r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡ m̃k, k̃
$
← {0, 1}PRF ✉s❡❞ ✐♥ t❤❡ ♣r♦t♦❝♦❧ ❡①❡✲

❝✉t✐♦♥ ♦❢ t❤❡ t❡st s❡ss✐♦♥ πs
i ✱ ❛♥❞ ✭♣♦t❡♥t✐❛❧❧②✮ ✐ts ♠❛t❝❤✐♥❣ s❡ss✐♦♥ πt

j ✳ ❲❡



✷✽ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

❞♦ s♦ ❜② ✐♥✐t✐❛❧✐s✐♥❣ ❛ prf ❝❤❛❧❧❡♥❣❡r ❛♥❞ q✉❡r②✐♥❣ t❤❡ ❤❛s❤ ✈❛❧✉❡ H(m0∥m1)✱

❛♥❞ ✉s❡ t❤❡ ♦✉t♣✉t m̃k, k̃ ❢r♦♠ t❤❡ prf ❝❤❛❧❧❡♥❣❡r t♦ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥
♦❢ mk, k✳ ❙✐♥❝❡ m̃s5 ✐s ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ❜② Game 3✱ ❛♥❞
A ❝❛♥♥♦t ✐ss✉❡ CompromiseQK(i, s) ♦r CompromiseQK(j, t)✱ t❤✐s ✐s ❛ s♦✉♥❞

r❡♣❧❛❝❡♠❡♥t✳ ■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② t❤❡ prf ❝❤❛❧❧❡♥❣❡r ✐s ✵✱ t❤❡♥ m̃k, k̃ =
HKDF.Expand(m̃s5,H(m0∥m1), “PQAGKEM

′′) ❛♥❞ ✇❡ ❛r❡ ✐♥ Game 3✳ ■❢ t❤❡

t❡st ❜✐t s❛♠♣❧❡❞ ❜② t❤❡ prf ❝❤❛❧❧❡♥❣❡r ✐s ✶✱ t❤❡♥ m̃k, k̃
$
← {0, 1}PRF ❛♥❞ ✇❡

❛r❡ ✐♥ Game 4✳ ❚❤✉s ❛♥② ❛❞✈❡rs❛r② A ❝❛♣❛❜❧❡ ♦❢ ❞✐st✐♥❣✉✐s❤✐♥❣ t❤✐s ❝❤❛♥❣❡
❝❛♥ ❜❡ t✉r♥❡❞ ✐♥t♦ ❛ s✉❝❝❡ss❢✉❧ ◗P❚ ❛❞✈❡rs❛r② B11 ❛❣❛✐♥st t❤❡ ♣♦st✲q✉❛♥t✉♠
prf s❡❝✉r✐t② ♦❢ PRF✱ ❛♥❞ ✇❡ ✜♥❞✿ Pr(break3) ≤ Adv

prf
PRF,B11

(λ) + Pr(break4).

❙✐♥❝❡ k̃ ✐s ♥♦✇ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡ ♦❢ t❤❡ ♣r♦t♦❝♦❧ ✢♦✇
r❡❣❛r❞❧❡ss ♦❢ t❤❡ ✈❛❧✉❡ ♦❢ t❤❡ t❡st ❜✐t b✱ A ❤❛s ♥♦ ❛❞✈❛♥t❛❣❡ ✐♥ ❣✉❡ss✐♥❣ t❤❡
t❡st ❜✐t ❛♥❞ t❤✉s✿
Adv

HAKE,cleanqHAKE,A,C3

PQAG-KEM,nP ,nS
(λ) ≤ nP

2nS
2 ·

(
Adv

ind-cpa
KEM,B9

(λ) + Adv
dual-prf
PRF,B10

(λ) +

Adv
prf
PRF,B11

(λ)
)
.

◆❡①t ✇❡ ♣r❡s❡♥t t❤❡ s❡❝✉r✐t② ♦❢ PQAG-KEM ❛❣❛✐♥st ♣✉r❡❧② ❝❧❛ss✐❝❛❧ ❛❞✈❡r✲
s❛r✐❡s✱ ✐✳❡✳ A ✐s ❛ ♣r♦❜❛❜✐❧✐st✐❝ ♣♦❧②♥♦♠✐❛❧✲t✐♠❡ ❛❧❣♦r✐t❤♠✱ ✐♥ ❚❤❡♦r❡♠ ✹✳

❚❤❡♦r❡♠ ✹ ✭PQAG-KEM ❈❧❛ss✐❝❛❧ ❙❡❝✉r✐t②✮✳ ❚❤❡ PQAG-KEM ♣r♦t♦❝♦❧ ♣r❡✲
s❡♥t❡❞ ✐♥ ❙❡❝t✐♦♥ ✸ ✐s s❡❝✉r❡ ✉♥❞❡r ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ cleancHAKE ✭❝❛♣t✉r✐♥❣
♣❡r❢❡❝t ❢♦r✇❛r❞ s❡❝✉r✐t② ❛♥❞ r❡s✐❧✐❡♥❝❡ t♦ ❑❈■ ❛tt❛❝❦s ❛❣❛✐♥st ❝❧❛ss✐❝❛❧ ❛❞✈❡r✲
s❛r✐❡s✮✳ ❚❤❛t ✐s✱ ❢♦r ❛♥② PP❚ ❛❧❣♦r✐t❤♠ A ❛❣❛✐♥st t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t②

❣❛♠❡ ✭❞❡✜♥❡❞ ✐♥ ❋✐❣✉r❡ ✸✮✱ AdvHAKE,cleancHAKE,APQAG-KEM,nP ,nS
(λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✉♥❞❡r t❤❡ dual-prf✱

prf✱ ind-cpa✱ ind-cca ❛♥❞ eufcma s❡❝✉r✐t② ♦❢ t❤❡ PRF✱ PRF✱ KEM✱ KEM✱ ❛♥❞ MAC

♣r✐♠✐t✐✈❡s r❡s♣❡❝t✐✈❡❧②✳

❉✉❡ t♦ s♣❛❝❡ r❡str✐❝t✐♦♥s✱ ✇❡ ♣r♦✈✐❞❡ t❤❡ ❢✉❧❧ ♣r♦♦❢ ✭✇❤✐❝❤ ❝❧♦s❡❧② ❢♦❧❧♦✇s t❤❡
♣r♦♦❢ ♦❢ ❚❤❡♦r❡♠ ✸✮ ✐♥ t❤❡ ❙✉♣♣❧❡♠❡♥t❛r② ▼❛t❡r✐❛❧s✳

✼ ❈♦♥❝❧✉s✐♦♥ ❛♥❞ ❋✉t✉r❡ ❲♦r❦

■♥ t❤✐s ✇♦r❦ ✇❡ ❤❛✈❡ ♣r♦♣♦s❡❞ ❛ ♣❛✐r ♦❢ q✉❛♥t✉♠✲s❡❝✉r❡ ❤②❜r✐❞ ❦❡② ❡①❝❤❛♥❣❡
♣r♦t♦❝♦❧s PQAG-KEM ❛♥❞ PQAG-SIG ❢♦r s❡❝✉r✐♥❣ ❝♦♠♠✉♥✐❝❛t✐♦♥ ✐♥ ❛✈✐♦♥✐❝ ✐♥✲
❢r❛str✉❝t✉r❡✳ ❲❡ ❢♦r♠❛❧❧② ✈❡r✐❢② t❤❡ s❡❝✉r✐t② ♦❢ ❜♦t❤ ♣r♦t♦❝♦❧s ❛❣❛✐♥st ❢✉t✉r❡✲
q✉❛♥t✉♠ ❛s ✇❡❧❧ ❛s ❝❧❛ss✐❝❛❧ ❛tt❛❝❦❡rs✱ ❤✐❣❤❧✐❣❤t✐♥❣ ✐ts s✉✐t❛❜✐❧✐t② t♦ ♣r♦✈✐❞❡
❧♦♥❣✲t❡r♠ s❡❝✉r✐t② ✇✐t❤✐♥ ❝r✐t✐❝❛❧ ♥❛t✐♦♥❛❧ ✐♥❢r❛str✉❝t✉r❡s✳ ❲❡ ❜❡♥❝❤♠❛r❦❡❞ ♦✉r
♣r♦t♦❝♦❧s ✇✐t❤ ❞✐✛❡r❡♥t ♣♦st✲q✉❛♥t✉♠ ❛❧❣♦r✐t❤♠s ❛♥❞ ❝♦♠♣❛r❡❞ t❤❡✐r ♣❡r❢♦r✲
♠❛♥❝❡ ❛❣❛✐♥st ♦t❤❡r st❛t❡✲♦❢✲t❤❡✲❛rt ❛✈✐♦♥✐❝ ❝♦♠♠✉♥✐❝❛t✐♦♥ ♣r♦t♦❝♦❧s ❛♥❞ ✐❧❧✉s✲
tr❛t❡❞ t❤❛t ♦✉r ♣r♦t♦❝♦❧s ❝♦♠❜✐♥❡s t✐❣❤t s❡❝✉r✐t② ✇✐t❤ ❢❛st ♣❡r❢♦r♠❛♥❝❡ ❡✈❡♥
✇✐t❤✐♥ r❡s♦✉r❝❡✲❝♦♥str❛✐♥❡❞ ❡♥✈✐r♦♥♠❡♥ts✳

PQAG ♦♣❡♥s ✉♣ ♠❛♥② ❛✈❡♥✉❡s ❢♦r ❢✉t✉r❡ ✇♦r❦✳ ❋✐rst✱ ✐♥st❛♥t✐❛t✐♥❣ PQAG

✇✐t❤ ♦t❤❡r ♣♦st✲q✉❛♥t✉♠ ❛♥❞ ❝❧❛ss✐❝❛❧ ❝r②♣t♦❣r❛♣❤✐❝ s❝❤❡♠❡s t♦ ❡①♣❧♦r❡ ❡✈❡♥
♠♦r❡ ❡✣❝✐❡♥t ❝♦♠❜✐♥❛t✐♦♥s s✉✐t❛❜❧❡ ❢♦r r❡s♦✉r❝❡✲❝♦♥str❛✐♥❡❞ r❡❛❧✲✇♦r❧❞ ❛♣♣❧✐✲
❝❛t✐♦♥✳ ❋♦r ✐♥st❛♥❝❡✱ ❝♦♠❜✐♥✐♥❣ ❑②❜❡r ✇✐t❤ ❣❛♣✲❉✐✣❡✲❍❡❧❧♠❛♥ ✐s ❧✐❦❡❧② t♦ ♣r♦✲
❞✉❝❡ s✐❣♥✐✜❝❛♥t❧② ❢❛st❡r ♣❡r❢♦r♠❛♥❝❡ ❡✈❡♥ ✇✐t❤ r❡❛❧✲t✐♠❡ ❦❡② ❣❡♥❡r❛t✐♦♥✳ ❚❤✐s



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✷✾

❝♦♠❜✐♥❛t✐♦♥ ✇✐❧❧ ❛❧s♦ ❛✐❞ ✐♥ r❡❞✉❝✐♥❣ t❤❡ ❝♦♠♠✉♥✐❝❛t✐♦♥ ❝♦st ❜② ❢✉rt❤❡r s❤♦rt✲
❡♥✐♥❣ t❤❡ s✐③❡ ♦❢ t❤❡ ❝❧❛ss✐❝❛❧ ❦❡② ❡①❝❤❛♥❣❡ ❝♦♠♣♦♥❡♥ts✳ ▼♦r❡♦✈❡r✱ ❝♦♠♣❛r✐♥❣
PQAG-KEM ❛♥❞ PQAG-SIG ✇✐t❤ STS-SIDH ❜② s✐♠✉❧❛t✐♥❣ ❛❧❧ ♣r♦t♦❝♦❧s ✇✐t❤✐♥ ❛
r❡❛❧✐st✐❝ ♥❡t✇♦r❦ ❡♥✈✐r♦♥♠❡♥t✱ ❝❛♣t✉r✐♥❣ t❤❡ ❝♦♥str❛✐♥ts ♦❢ ❞❛t❛ ❧✐♥❦s ❞❡♣❧♦②❡❞
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♣r❡✲❞✐str✐❜✉t❡❞ ♣✉❜❧✐❝ ❦❡②s✳ ■♥ ❊✉r♦♣❡❛♥ ❙②♠♣♦s✐✉♠ ♦♥ ❘❡s❡❛r❝❤ ✐♥ ❈♦♠♣✉t❡r
❙❡❝✉r✐t②✱ ♣❛❣❡s ✸✕✷✷✳ ❙♣r✐♥❣❡r✱ ✷✵✷✶✳

✷✸✳ ❚❤❡ P②◆❛❈❧ ❞❡✈❡❧♦♣❡rs✳ P②◆❛❈❧ ✶✳✺✳✵✱ ✷✵✷✷✳ https://pypi.org/project/

PyNaCl/✳
✷✹✳ ❚❤❡ P②t❤♦♥ ❈r②♣t♦❣r❛♣❤✐❝ ❆✉t❤♦r✐t②✳ ❝r②♣t♦❣r❛♣❤② ✸✼✳✵✳✷✳ ✷✵✷✷✳ https://

pypi.org/project/cryptography/✳
✷✺✳ ❚❤❡ ❲❤✐t❡ ❍♦✉s❡✳ ◆❛t✐♦♥❛❧ s❡❝✉r✐t② ♠❡♠♦r❛♥❞✉♠ ♦♥ ♣r♦♠♦t✲

✐♥❣ ✉♥✐t❡❞ st❛t❡s ❧❡❛❞❡rs❤✐♣ ✐♥ q✉❛♥t✉♠ ❝♦♠♣✉t✐♥❣ ✇❤✐❧❡ ♠✐t✐❣❛t✐♥❣
r✐s❦s t♦ ✈✉❧♥❡r❛❜❧❡ ❝r②♣t♦❣r❛♣❤✐❝ s②st❡♠s✳ ✷✵✷✷✳ https://www.

whitehouse.gov/briefing-room/statements-releases/2022/05/

04/national-security-memorandum-on-promoting-united-states-\

leadership-in-quantum-computing-while-mitigating-risks-to-\

vulnerable-cryptographic-systems/✳
✷✻✳ ▲✳ ❉✳ ❊✳ ❑✳ ❚✳ ▲✳ P✳ ❙✳ ●✳ ❙✳ ❉✳ ❙✳ ❱❛❞✐♠ ▲②✉❜❛s❤❡✈s❦②✱ ❙❤✐ ❇❛✐✳ ❈r②st❛❧s✲

❞✐❧✐t❤✐✉♠✳ ✷✵✷✷✳ https://openquantumsafe.org/liboqs/algorithms/

sig/dilithium✳
✷✼✳ ❑✳ ❉✳ ❲❡ss♦♥✱ ❚✳ ❊✳ ❍✉♠♣❤r❡②s✱ ❛♥❞ ❇✳ ▲✳ ❊✈❛♥s✳ ❈❛♥ ❈r②♣t♦❣r❛♣❤② ❙❡❝✉r❡ ◆❡①t

●❡♥❡r❛t✐♦♥ ❆✐r ❚r❛✣❝ ❙✉r✈❡✐❧❧❛♥❝❡✳ ■❊❊❊ ❙❡❝✉r✐t② ✫ Pr✐✈❛❝②✱ ✷✵✶✹✳
✷✽✳ ❍✳ ❨❛♥❣✱ ◗✳ ❩❤♦✉✱ ▼✳ ❨❛♦✱ ❘✳ ▲✉✱ ❍✳ ▲✐✱ ❛♥❞ ❳✳ ❩❤❛♥❣✳ ❆ ♣r❛❝t✐❝❛❧ ❛♥❞ ❝♦♠♣❛t✐❜❧❡

❝r②♣t♦❣r❛♣❤✐❝ s♦❧✉t✐♦♥ t♦ ❆❉❙✲❇ s❡❝✉r✐t②✳ ■❊❊❊ ■♥t❡r♥❡t ♦❢ ❚❤✐♥❣s ❏♦✉r♥❛❧✱ ✷✵✶✾✳

https://pypi.org/project/pqcrypto/
https://pypi.org/project/pqcrypto/
https://pypi.org/project/PyNaCl/
https://pypi.org/project/PyNaCl/
https://pypi.org/project/cryptography/
https://pypi.org/project/cryptography/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-\leadership-in-quantum-computing-while-mitigating-risks-to-\vulnerable-cryptographic-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-\leadership-in-quantum-computing-while-mitigating-risks-to-\vulnerable-cryptographic-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-\leadership-in-quantum-computing-while-mitigating-risks-to-\vulnerable-cryptographic-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-\leadership-in-quantum-computing-while-mitigating-risks-to-\vulnerable-cryptographic-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/05/04/national-security-memorandum-on-promoting-united-states-\leadership-in-quantum-computing-while-mitigating-risks-to-\vulnerable-cryptographic-systems/
https://openquantumsafe.org/liboqs/algorithms/sig/dilithium
https://openquantumsafe.org/liboqs/algorithms/sig/dilithium


◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✸✶

❙✉♣♣❧❡♠❡♥t❛r② ▼❛t❡r✐❛❧s

❆ Pr❡❧✐♠✐♥❛r✐❡s

■♥ t❤✐s s❡❝t✐♦♥ ✇❡ ✐♥tr♦❞✉❝❡ t❤❡ ❝r②♣t♦❣r❛♣❤✐❝ ♣r✐♠✐t✐✈❡s ❛♥❞ ❛ss✉♠♣t✐♦♥s t❤❛t
✇❡ ✉s❡❞ t♦ ❜✉✐❧❞ ♦✉r PQAG ❝♦♥str✉❝t✐♦♥ ❛♥❞ ♣r♦✈❡ ✐ts s❡❝✉r✐t②✱ r❡s♣❡❝t✐✈❡❧②✳
❲❡ ❞❡s❝r✐❜❡ ❛ ♣s❡✉❞♦r❛♥❞♦♠ ❢✉♥❝t✐♦♥ ❛♥❞ ✐ts prf s❡❝✉r✐t② ❣❛♠❡ ❛s ✇❡❧❧ ❛s t❤❡
dual-prf s❡❝✉r✐t② ❣❛♠❡ ❛❣❛✐♥st ❜♦t❤ ❝❧❛ss✐❝❛❧ ❛♥❞ ♣♦st✲q✉❛♥t✉♠ ❛❧❣♦r✐t❤♠s✳ ◆❡①t✱
✇❡ ❞✐s❝✉ss ❞✐❣✐t❛❧ s✐❣♥❛t✉r❡s ❛♥❞ eufcma ♥♦t✐♦♥s ♦❢ s❡❝✉r✐t②✱ ❛s ✇❡❧❧ ❛s ❦❡② ❡♥✲
❝❛♣s✉❧❛t✐♦♥ ♠❡❝❤❛♥✐s♠s ❛♥❞ ind-cpa ♥♦t✐♦♥s ♦❢ s❡❝✉r✐t②✳ ❋✐♥❛❧❧②✱ ✇❡ ❞❡t❛✐❧ ❦❡②
❞❡r✐✈❛t✐♦♥ ❢✉♥❝t✐♦♥s ❛♥❞ kdf s❡❝✉r✐t②✳ ❲❡ ❜❡❣✐♥ ❜② ✐♥tr♦❞✉❝✐♥❣ PRF ❛♥❞ prf

s❡❝✉r✐t②✳

❉❡✜♥✐t✐♦♥ ✷ ✭prf ❙❡❝✉r✐t②✮✳ ❆ ♣s❡✉❞♦✲r❛♥❞♦♠ ❢✉♥❝t✐♦♥ ❢❛♠✐❧② ✐s ❛ ❝♦❧❧❡❝t✐♦♥
♦❢ ❞❡t❡r♠✐♥✐st✐❝ ❢✉♥❝t✐♦♥s PRF = {PRFλ : K × I → O : λ ∈ N}✱ ♦♥❡ ❢✉♥❝t✐♦♥
❢♦r ❡❛❝❤ ✈❛❧✉❡ ♦❢ λ✳ ❍❡r❡✱ K✱ I✱ O ❛❧❧ ❞❡♣❡♥❞ ♦♥ λ✱ ❜✉t ✇❡ s✉♣♣r❡ss t❤✐s ❢♦r ❡❛s❡
♦❢ ♥♦t❛t✐♦♥✳ ●✐✈❡♥ ❛ ❦❡② k ✐♥ t❤❡ ❦❡②s♣❛❝❡ K ❛♥❞ ❛ ❜✐t str✐♥❣ m ∈ M✱ PRFλ

♦✉t♣✉ts ❛ ✈❛❧✉❡ y ✐♥ t❤❡ ♦✉t♣✉t s♣❛❝❡ O = {0, 1}λ✳ ❲❡ ❞❡✜♥❡ t❤❡ s❡❝✉r✐t② ♦❢
❛ ♣s❡✉❞♦✲r❛♥❞♦♠ ❢✉♥❝t✐♦♥ ❢❛♠✐❧② ✐♥ t❤❡ ❢♦❧❧♦✇✐♥❣ ❣❛♠❡ ❜❡t✇❡❡♥ ❛ ❝❤❛❧❧❡♥❣❡r C
❛♥❞ ❛ PP❚ ❛❞✈❡rs❛r② A✱ ✇✐t❤ λ ❛s ❛♥ ✐♠♣❧✐❝✐t ✐♥♣✉t t♦ ❜♦t❤ ❛❧❣♦r✐t❤♠s✿

✶✳ C s❛♠♣❧❡s ❛ ❦❡② k
$
← K ❛♥❞ ❛ ❜✐t b ✉♥✐❢♦r♠❧② ❛t r❛♥❞♦♠✳

✷✳ A ❝❛♥ ♥♦✇ q✉❡r② C ✇✐t❤ ♣♦❧②♥♦♠✐❛❧❧②✲♠❛♥② ❞✐st✐♥❝t mi ✈❛❧✉❡s✱ ❛♥❞ r❡❝❡✐✈❡s

❡✐t❤❡r t❤❡ ♦✉t♣✉t yi ← PRFλ(k,mi) ✭✇❤❡♥ b = 0✮ ♦r yi
$
← {0, 1}λ ✭✇❤❡♥

b = 1✮✳
✸✳ A t❡r♠✐♥❛t❡s ❛♥❞ ♦✉t♣✉ts ❛ ❜✐t b′✳

❲❡ s❛② t❤❛t A ✇✐♥s t❤❡ PRF s❡❝✉r✐t② ❣❛♠❡ ✐❢ b′ = b ❛♥❞ ❞❡✜♥❡ t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢
❛ ❛❧❣♦r✐t❤♠ A ✐♥ ❜r❡❛❦✐♥❣ t❤❡ ♣s❡✉❞♦✲r❛♥❞♦♠ ❢✉♥❝t✐♦♥ s❡❝✉r✐t② ♦❢ ❛ P❘❋ ❢❛♠✐❧②
PRF ❛s Adv

prf
PRF,A(λ) = |2 · Pr(b′ = b) − 1|✳ ❲❡ s❛② t❤❛t PRF ✐s ♣♦st✲q✉❛♥t✉♠

prf✲s❡❝✉r❡ ✐❢ ❢♦r ❛❧❧ ◗P❚ ❛❧❣♦r✐t❤♠s A✱ AdvprfPRF,A(λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✐♥ t❤❡ s❡❝✉r✐t②

♣❛r❛♠❡t❡r λ✳ ❲❡ s❛② t❤❛t PRF ✐s s❡❝✉r❡ ✐❢ ❢♦r ❛❧❧ PP❚ ❛❧❣♦r✐t❤♠s A✱ AdvprfPRF,A(λ)
✐s ♥❡❣❧✐❣✐❜❧❡ ✐♥ t❤❡ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ✳

❲❡ ♥♦✇ t✉r♥ t♦ ❞❡s❝r✐❜❡ dual-prf s❡❝✉r✐t② ❢♦r ♣s❡✉❞♦r❛♥❞♦♠ ❢✉♥❝t✐♦♥s✳ ❖♥
❛ ❤✐❣❤✲❧❡✈❡❧✱ ❛ PRF ❛❝❤✐❡✈❡s dual-prf s❡❝✉r✐t② ✐❢ t❤❡ PRF r❡t❛✐♥s ✐ts prf s❡❝✉r✐t②
✇❤❡♥ ❦❡②❡❞ ✇✐t❤ ❡✐t❤❡r t❤❡ k ✐♥♣✉t ♦r t❤❡ m✳

❉❡✜♥✐t✐♦♥ ✸ ✭dual-prf ❙❡❝✉r✐t②✮✳ ▲❡t PRF ❜❡ ❛ P❘❋ ❢❛♠✐❧②✳ ❲❡ ❞❡✜♥❡ ❛
s❡❝♦♥❞ P❘❋ ❢❛♠✐❧② PRFdual = {PRFdual

λ : I × K → O : λ ∈ N} ❜② s❡tt✐♥❣
PRFdual

λ (m, k) = PRFλ(k,m)✳ ❲❡ ❞❡✜♥❡ t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ A ✐♥ ❜r❡❛❦✐♥❣ t❤❡

dual-prf s❡❝✉r✐t② ♦❢ PRF ❛s Adv
dual-prf
PRF,A (λ) = max{AdvprfPRF,A(λ),Adv

prf

PRFdual,A
(λ)}✳

❲❡ s❛② t❤❛t PRF ✐s ♣♦st✲q✉❛♥t✉♠ dual-prf✲s❡❝✉r❡ P❘❋ ❢❛♠✐❧② ✐❢✱ ❢♦r ❛❧❧ ◗P❚
❛❧❣♦r✐t❤♠s A✱ Advdual-prfPRF,A (λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✐♥ t❤❡ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ✱ ❛♥❞ PRF ✐s

dual-prf✲s❡❝✉r❡ P❘❋ ❢❛♠✐❧② ✐❢✱ ❢♦r ❛❧❧ PP❚ ❛❧❣♦r✐t❤♠s A✱ Advdual-prfPRF,A (λ) ✐s ♥❡❣❧✐✲
❣✐❜❧❡ ✐♥ t❤❡ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ✳



✸✷ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

◆❡①t ✇❡ ❞❡✜♥❡ ❦❡② ❡♥❝❛♣s✉❧❛t✐♦♥ ♠❡❝❤❛♥✐s♠s ❛♥❞ ind-cpa✲s❡❝✉r✐t② ❛❣❛✐♥st
❜♦t❤ ❝❧❛ss✐❝❛❧ ❛♥❞ ♣♦st✲q✉❛♥t✉♠ ❛❧❣♦r✐t❤♠s✳

❉❡✜♥✐t✐♦♥ ✹ ✭❑❡② ❊♥❝❛♣s✉❧❛t✐♦♥ ▼❡❝❤❛♥✐s♠✮✳ ❆ ❦❡② ❡♥❝❛♣s✉❧❛t✐♦♥ ♠❡❝❤✲
❛♥✐s♠ ✭❑❊▼✮ ✐s ❛ tr✐♣❧❡ ♦❢ ❛❧❣♦r✐t❤♠s KEM = {KGen,Encaps,Decaps} ✇✐t❤ ❛♥
❛ss♦❝✐❛t❡❞ ❦❡②s♣❛❝❡ K✳ ❲❡ ❞❡s❝r✐❜❡ t❤❡ ❛❧❣♦r✐t❤♠s ❜❡❧♦✇✿

✕ KGen(λ)
$
→ (pk, sk) : KGen ✐s ❛ ♣r♦❜❛❜✐❧✐st✐❝ ❛❧❣♦r✐t❤♠ t❤❛t t❛❦❡s ❛s ✐♥♣✉t

t❤❡ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ ❛♥❞ r❡t✉r♥s ❛ ♣✉❜❧✐❝✴s❡❝r❡t ❦❡② ♣❛✐r (pk, sk)✳

✕ Encaps(pk)
$
→ (c, k) : Encaps ✐s ❛ ♣r♦❜❛❜✐❧✐st✐❝ ❛❧❣♦r✐t❤♠ t❤❛t t❛❦❡s ❛s ✐♥♣✉t

❛ ♣✉❜❧✐❝ ❦❡② pk ❛♥❞ ♦✉t♣✉ts ❛ ❝✐♣❤❡rt❡①t c ❛s ✇❡❧❧ ❛s ❛ ❦❡② k ∈ K✳
✕ Decaps(sk, c)→ (k) : Decaps ✐s ❛ ❞❡t❡r♠✐♥✐st✐❝ ❛❧❣♦r✐t❤♠ t❤❛t t❛❦❡s ❛s ✐♥♣✉t
❛ s❡❝r❡t ❦❡② sk ❛♥❞ ❛ ❝✐♣❤❡rt❡①t c ❛♥❞ ♦✉t♣✉ts ❛ ❦❡② k ∈ K✱ ♦r ❛ ❢❛✐❧✉r❡
s②♠❜♦❧ ⊥✳

KEM ✐s ❝♦rr❡❝t ✐❢ ∀(pk, sk) s✉❝❤ t❤❛t KGen(λ)
$
→ (pk, sk), ❛♥❞ (c, k) s✉❝❤

t❤❛t Encaps(pk)
$
→ (c, k)✱ ✐t ❤♦❧❞s t❤❛t Decaps(sk, c) = k✳ ❲❡ ❞❡✜♥❡ t❤❡ ind-cpa

s❡❝✉r✐t② ♦❢ ❛ ❦❡② ❡♥❝❛♣s✉❧❛t✐♦♥ ♠❡❝❤❛♥✐s♠ ✐♥ t❤❡ ❢♦❧❧♦✇✐♥❣ ❣❛♠❡ ♣❧❛②❡❞ ❜❡t✇❡❡♥
❛ ❝❤❛❧❧❡♥❣❡r C ❛♥❞ ❛♥ ❛❞✈❡rs❛r② A✳

✶✳ C ❣❡♥❡r❛t❡s ❛ ♣✉❜❧✐❝✲❦❡② ♣❛✐r KGen(λ)
$
→ (pk, sk)

✷✳ C ❣❡♥❡r❛t❡s ❛ ❝✐♣❤❡rt❡①t ❛♥❞ ❦❡② Encaps(pk)
$
→ (c, k0)

✸✳ C s❛♠♣❧❡s ❛ ❦❡② k1
$
← K ❛♥❞ ❛ ❜✐t b ✉♥✐❢♦r♠❧② ❛t r❛♥❞♦♠✳

✹✳ A ✐s ❣✐✈❡♥ (pk, c, kb) ❛♥❞ ♦✉t♣✉ts ❛ ❣✉❡ss ❜✐t b′

❲❡ s❛② t❤❛t A ✇✐♥s t❤❡ ind-cpa s❡❝✉r✐t② ❣❛♠❡ ✐❢ b′ = b ❛♥❞ ❞❡✜♥❡ t❤❡ ❛❞✈❛♥✲
t❛❣❡ ♦❢ ❛♥ ❛❧❣♦r✐t❤♠ A ✐♥ ❜r❡❛❦✐♥❣ t❤❡ ind-cpa s❡❝✉r✐t② ♦❢ ❛ ❦❡② ❡♥❝❛♣s✉❧❛t✐♦♥
♠❡❝❤❛♥✐s♠ KEM ❛s Advind-cpaKEM,A(λ) = |2 ·Pr(b

′ = b)−1|✳ ❲❡ s❛② t❤❛t KEM ✐s ♣♦st✲

q✉❛♥t✉♠ ind-cpa✲s❡❝✉r❡ ✐❢ ❢♦r ❛❧❧ ◗P❚ ❛❧❣♦r✐t❤♠s A✱ Advind-cpaKEM,A(λ) ✐s ♥❡❣❧✐❣✐❜❧❡
✐♥ t❤❡ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ✳ ❲❡ s❛② t❤❛t KEM ✐s ind-cpa✲s❡❝✉r❡ ✐❢ ❢♦r ❛❧❧ PP❚
❛❧❣♦r✐t❤♠s A✱ Advind-cpaKEM,A(λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✐♥ t❤❡ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ✳

◆♦✇ ✇❡ str❡♥❣t❤❡♥ ♦✉r ❛ss✉♠♣t✐♦♥s ❜② ❞❡✜♥✐♥❣ ind-cca s❡❝✉r✐t② ❢♦r KEM❛✿

❉❡✜♥✐t✐♦♥ ✺ ✭❑❡② ❊♥❝❛♣s✉❧❛t✐♦♥ ▼❡❝❤❛♥✐s♠✮✳ ❆ ❦❡② ❡♥❝❛♣s✉❧❛t✐♦♥ ♠❡❝❤✲
❛♥✐s♠ ✭❑❊▼✮ ✐s ❛ tr✐♣❧❡ ♦❢ ❛❧❣♦r✐t❤♠s KEM = {KGen,Encaps,Decaps} ✇✐t❤ ❛♥
❛ss♦❝✐❛t❡❞ ❦❡②s♣❛❝❡ K✱ ❛s ❞❡s❝r✐❜❡❞ ❛❜♦✈❡✳

❲❡ ❞❡✜♥❡ t❤❡ ind-cca s❡❝✉r✐t② ♦❢ ❛ ❦❡② ❡♥❝❛♣s✉❧❛t✐♦♥ ♠❡❝❤❛♥✐s♠ ✐♥ t❤❡ ❢♦❧✲
❧♦✇✐♥❣ ❣❛♠❡ ♣❧❛②❡❞ ❜❡t✇❡❡♥ ❛ ❝❤❛❧❧❡♥❣❡r C ❛♥❞ ❛♥ ❛❞✈❡rs❛r② A✳

✶✳ C ❣❡♥❡r❛t❡s ❛ ♣✉❜❧✐❝✲❦❡② ♣❛✐r KGen(λ)
$
→ (pk, sk)

✷✳ C ❣❡♥❡r❛t❡s ❛ ❝✐♣❤❡rt❡①t ❛♥❞ ❦❡② Encaps(pk)
$
→ (c, k0)

✸✳ C s❛♠♣❧❡s ❛ ❦❡② k1
$
← K ❛♥❞ ❛ ❜✐t b ✉♥✐❢♦r♠❧② ❛t r❛♥❞♦♠✳

✹✳ A ✐s ❣✐✈❡♥ (pk, c, kb)
✺✳ ❚❤❡ ❛❞✈❡rs❛r② ♠❛② ❛❞❛♣t✐✈❡❧② q✉❡r② t❤❡ ❝❤❛❧❧❡♥❣❡r❀ ❢♦r ❡❛❝❤ q✉❡r② ✈❛❧✉❡

ctxti t❤❡ ❝❤❛❧❧❡♥❣❡r r❡s♣♦♥❞s ✇✐t❤ ki = Decaps(sk, ctxti)



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✸✸

✻✳ ❚❤❡ ❛❞✈❡rs❛r② ♦✉t♣✉ts ❛ ❣✉❡ss ❜✐t b′

❲❡ s❛② t❤❛t A ✇✐♥s t❤❡ ind-cca s❡❝✉r✐t② ❣❛♠❡ ✐❢ b′ = b ❛♥❞ ❞❡✜♥❡ t❤❡ ❛❞✈❛♥✲
t❛❣❡ ♦❢ ❛♥ ❛❧❣♦r✐t❤♠ A ✐♥ ❜r❡❛❦✐♥❣ t❤❡ ind-cca s❡❝✉r✐t② ♦❢ ❛ ❦❡② ❡♥❝❛♣s✉❧❛t✐♦♥
♠❡❝❤❛♥✐s♠ KEM ❛s Advind-ccaKEM,A(λ) = |2 ·Pr(b

′ = b)−1|✳ ❲❡ s❛② t❤❛t KEM ✐s ♣♦st✲

q✉❛♥t✉♠ ind-cca✲s❡❝✉r❡ ✐❢ ❢♦r ❛❧❧ ◗P❚ ❛❧❣♦r✐t❤♠s A✱ Advind-ccaKEM,A(λ) ✐s ♥❡❣❧✐❣✐❜❧❡
✐♥ t❤❡ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ✳ ❲❡ s❛② t❤❛t KEM ✐s ❝❧❛ss✐❝❛❧❧② ind-cca✲s❡❝✉r❡ ✐❢ ❢♦r
❛❧❧ PP❚ ❛❧❣♦r✐t❤♠s A✱ Advind-ccaKEM,A(λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✐♥ t❤❡ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ✳

◆❡①t✱ ✇❡ t✉r♥ t♦ ❞❡✜♥✐♥❣ ❝❧❛ss✐❝❛❧ ❛♥❞ ♣♦st✲q✉❛♥t✉♠ eufcma s❡❝✉r✐t② ❢♦r
♠❡ss❛❣❡ ❛✉t❤❡♥t✐❝❛t✐♦♥ ❝♦❞❡s ✭▼❆❈s✮✳

❉❡✜♥✐t✐♦♥ ✻ ✭▼❡ss❛❣❡ ❆✉t❤❡♥t✐❝❛t✐♦♥ ❈♦❞❡ ✭▼❆❈✮ s❡❝✉r✐t②✮✳ ❆ ♠❡s✲
s❛❣❡ ❛✉t❤❡♥t✐❝❛t✐♦♥ ❝♦❞❡ ✭MAC✮ s❝❤❡♠❡ ✐s ❛ t✉♣❧❡ ♦❢ ❛❧❣♦r✐t❤♠s MAC =
{KGen,Tag} ✇❤❡r❡✿

✕ KGen ✐s ❛ ♣r♦❜❛❜✐❧✐st✐❝ ❦❡② ❣❡♥❡r❛t✐♦♥ ❛❧❣♦r✐t❤♠ t❛❦✐♥❣ ✐♥♣✉t ❛ s❡❝✉r✐t② ♣❛✲
r❛♠❡t❡r λ ❛♥❞ r❡t✉r♥✐♥❣ ❛ s②♠♠❡tr✐❝ ❦❡② k✳

✕ Tag ✐s ❛ ❞❡t❡r♠✐♥✐st✐❝ ❛❧❣♦r✐t❤♠ t❤❛t t❛❦❡s ❛s ✐♥♣✉t ❛ s②♠♠❡tr✐❝ ❦❡② k ❛♥❞
❛♥ ❛r❜✐tr❛r② ♠❡ss❛❣❡ m ❢r♦♠ t❤❡ ♠❡ss❛❣❡ s♣❛❝❡M ❛♥❞ r❡t✉r♥s ❛ t❛❣ τ ✳

❙❡❝✉r✐t② ✐s ❢♦r♠✉❧❛t❡❞ ✈✐❛ t❤❡ ❢♦❧❧♦✇✐♥❣ ❣❛♠❡ t❤❛t ✐s ♣❧❛②❡❞ ❜❡t✇❡❡♥ ❛ ❝❤❛❧❧❡♥❣❡r
C ❛♥❞ ❛♥ ❛❧❣♦r✐t❤♠ A✿

✶✳ ❚❤❡ ❝❤❛❧❧❡♥❣❡r s❛♠♣❧❡s k
$
← K

✷✳ ❚❤❡ ❛❞✈❡rs❛r② ♠❛② ❛❞❛♣t✐✈❡❧② q✉❡r② t❤❡ ❝❤❛❧❧❡♥❣❡r❀ ❢♦r ❡❛❝❤ q✉❡r② ✈❛❧✉❡ mi

t❤❡ ❝❤❛❧❧❡♥❣❡r r❡s♣♦♥❞s ✇✐t❤ τi = Tag(k,mi)
✸✳ ❚❤❡ ❛❞✈❡rs❛r② ♦✉t♣✉ts ❛ ♣❛✐r ♦❢ ✈❛❧✉❡s (m∗, τ∗) s✉❝❤ t❤❛t (m∗, τ∗) /∈
{(m0, σ0), . . . (mi, σi)}

❚❤❡ ❛❞✈❡rs❛r② A ✇✐♥s t❤❡ ❣❛♠❡ ✐❢ Tag(k,m∗) = τ∗✱ ♣r♦❞✉❝✐♥❣ ❛ t❛❣ ❢♦r❣❡r②✳ ❲❡
❞❡✜♥❡ t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ A ✐♥ ❜r❡❛❦✐♥❣ t❤❡ ❡①✐st❡♥t✐❛❧ ✉♥❢♦r❣❡❛❜✐❧✐t② ♣r♦♣❡rt② ♦❢ ❛
▼❆❈ MAC ✉♥❞❡r ❝❤♦s❡♥✲♠❡ss❛❣❡ ❛tt❛❝❦ t♦ ❜❡✿

Adveufcma
MAC,A(λ) = Pr (Tag (k,m∗) = τ∗)

❲❡ s❛② t❤❛t MAC ✐s ♣♦st✲q✉❛♥t✉♠ eufcma✲s❡❝✉r❡ ✐❢✱ ❢♦r ❛❧❧ ◗P❚ ❛❧❣♦r✐t❤♠s A✱
Adveufcma

MAC,A(λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✐♥ t❤❡ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ✱ ❛♥❞ ✐s ❝❧❛ss✐❝❛❧❧② eufcma✲

s❡❝✉r❡ ✐❢✱ ❢♦r ❛❧❧ PP❚ ❛❧❣♦r✐t❤♠s A✱ Adveufcma
MAC,A(λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✐♥ t❤❡ s❡❝✉r✐t②

♣❛r❛♠❡t❡r λ✳

❋✐♥❛❧❧②✱ ✇❡ t✉r♥ t♦ ❞❡✜♥✐♥❣ ❝❧❛ss✐❝❛❧ ❛♥❞ ♣♦st✲q✉❛♥t✉♠ eufcma s❡❝✉r✐t② ❢♦r
❞✐❣✐t❛❧ s✐❣♥❛t✉r❡s✳

❉❡✜♥✐t✐♦♥ ✼ ✭❉✐❣✐t❛❧ ❙✐❣♥❛t✉r❡ eufcma✲s✐❣♥❛t✉r❡✮✳ ❆ ❞✐❣✐t❛❧ s✐❣♥❛t✉r❡
✭SIG✮ s❝❤❡♠❡ ✐s ❛ t✉♣❧❡ ♦❢ ❛❧❣♦r✐t❤♠s SIG = {KGen, Sign,Vfy} ✇❤❡r❡✿

✕ KGen ✐s ❛ ♣r♦❜❛❜✐❧✐st✐❝ ❦❡② ❣❡♥❡r❛t✐♦♥ ❛❧❣♦r✐t❤♠ t❛❦✐♥❣ ✐♥♣✉t ❛ s❡❝✉r✐t② ♣❛✲
r❛♠❡t❡r λ ❛♥❞ r❡t✉r♥✐♥❣ ❛ ♣✉❜❧✐❝ ❦❡② pk ❛♥❞ ❛ s❡❝r❡t ❦❡② sk✳



✸✹ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

✕ Sign ✐s ❛ ♣r♦❜❛❜✐❧✐st✐❝ ❛❧❣♦r✐t❤♠ t❤❛t t❛❦❡s ❛s ✐♥♣✉t ❛ s❡❝r❡t ❦❡② sk ❛♥❞ ❛♥
❛r❜✐tr❛r② ♠❡ss❛❣❡ m ❢r♦♠ t❤❡ ♠❡ss❛❣❡ s♣❛❝❡M ❛♥❞ r❡t✉r♥s ❛ s✐❣♥❛t✉r❡ σ✳

✕ Vfy ✐s ❛ ❞❡t❡r♠✐♥✐st✐❝ ❛❧❣♦r✐t❤♠ t❤❛t t❛❦❡s ❛s ✐♥♣✉t ❛ ♣✉❜❧✐❝ ❦❡② pk✱ ❛♥
♠❡ss❛❣❡ m ❛♥❞ ❛ s✐❣♥❛t✉r❡ σ ❛♥❞ r❡t✉r♥s ❜✐t b ∈ {0, 1}✳

❲❡ r❡q✉✐r❡ ❝♦rr❡❝t♥❡ss ♦❢ ❛ ❞✐❣✐t❛❧ s✐❣♥❛t✉r❡ s❝❤❡♠❡ SIG✳ ❙♣❡❝✐✜❝❛❧❧②✱ ❢♦r ❛❧❧

(pk, sk)
$
← SIG.KGen✱ ✇❡ ❤❛✈❡ SIG.Vfy(pk,m, SIG.Sign(sk,m)) = 1✳ ❙❡❝✉r✐t② ✐s

❢♦r♠✉❧❛t❡❞ ✈✐❛ t❤❡ ❢♦❧❧♦✇✐♥❣ ❣❛♠❡ t❤❛t ✐s ♣❧❛②❡❞ ❜❡t✇❡❡♥ ❛ ❝❤❛❧❧❡♥❣❡r C ❛♥❞ ❛♥
❛❧❣♦r✐t❤♠ A✿

✶✳ ❚❤❡ ❝❤❛❧❧❡♥❣❡r s❛♠♣❧❡s pk, sk
$
← K

✷✳ ❚❤❡ ❛❞✈❡rs❛r② ♠❛② ❛❞❛♣t✐✈❡❧② q✉❡r② t❤❡ ❝❤❛❧❧❡♥❣❡r❀ ❢♦r ❡❛❝❤ q✉❡r② ✈❛❧✉❡ mi

t❤❡ ❝❤❛❧❧❡♥❣❡r r❡s♣♦♥❞s ✇✐t❤ σi = Sign(sk,mi)
✸✳ ❚❤❡ ❛❞✈❡rs❛r② ♦✉t♣✉ts ❛ ♣❛✐r ♦❢ ✈❛❧✉❡s (m∗, σ∗) s✉❝❤ t❤❛t (m∗, σ∗) /∈
{(m0, σ0), . . . (mi, σi)}

❚❤❡ ❛❞✈❡rs❛r② A ✇✐♥s t❤❡ ❣❛♠❡ ✐❢ Vfy(pk,m∗, σ) = 1✱ ♣r♦❞✉❝✐♥❣ ❛ s✐❣♥❛t✉r❡
❢♦r❣❡r②✳ ❲❡ ❞❡✜♥❡ t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ A ✐♥ ❜r❡❛❦✐♥❣ t❤❡ ❡①✐st❡♥t✐❛❧ ✉♥❢♦r❣❡❛❜✐❧✐t②
♣r♦♣❡rt② ♦❢ ❛ ❞✐❣✐t❛❧ s✐❣♥❛t✉r❡ s❝❤❡♠❡ SIG ✉♥❞❡r ❝❤♦s❡♥✲♠❡ss❛❣❡ ❛tt❛❝❦ t♦ ❜❡✿

Adveufcma
SIG,A (λ) = Pr (Vfy (pk,m∗, σ∗) = 1)

❲❡ s❛② t❤❛t SIG ✐s ♣♦st✲q✉❛♥t✉♠ eufcma✲s❡❝✉r❡ ✐❢✱ ❢♦r ❛❧❧ ◗P❚ ❛❧❣♦r✐t❤♠s A✱
Adveufcma

SIG,A (λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✐♥ t❤❡ s❡❝✉r✐t② ♣❛r❛♠❡t❡r λ✱ ❛♥❞ ✐s eufcma✲s❡❝✉r❡ ✐❢✱

❢♦r ❛❧❧ PP❚ ❛❧❣♦r✐t❤♠s A✱ Adveufcma
MAC,A(λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✐♥ t❤❡ s❡❝✉r✐t② ♣❛r❛♠❡t❡r

λ✳

❇ ❉❡t❛✐❧❡❞ HAKE ❙❡❝✉r✐t② ❊①♣❡r✐♠❡♥t

■♥ t❤✐s s❡❝t✐♦♥ ✇❡ ❣✐✈❡ t❤❡ ❛❧❣♦r✐t❤♠✐❝ ❞❡s❝r✐♣t✐♦♥ ♦❢ t❤❡ HAKE s❡❝✉r✐t② ❡①♣❡r✲
✐♠❡♥t✳ ❲❡ ❛❧s♦ ♣r♦✈✐❞❡ ❛♥ ❡①❛❝t ♣s❡✉❞♦❝♦❞❡ ❞❡✜♥✐t✐♦♥ ❢♦r ♠❛t❝❤✐♥❣ s❡ss✐♦♥s
❬✶✸❪ ❛♥❞ ♦r✐❣✐♥ s❡ss✐♦♥s ❬✻❪✱ ❛s ✇❡❧❧ ❛s ♦✉r ❢✉t✉r❡✲q✉❛♥t✉♠ ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡
cleanqHAKE ❛♥❞ ❝❧❛ss✐❝❛❧ ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ cleancHAKE✳

❋✐♥❛❧❧②✱ ✇❡ ♣r♦✈✐❞❡ ♦✉r ❢♦r♠❛❧ ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ ❛❣❛✐♥st ❢✉t✉r❡ q✉❛♥t✉♠
❛❞✈❡rs❛r✐❡s ✐♥ ❉❡✜♥✐t✐♦♥ ✽✱ ❛♥❞ ♦✉r ❢♦r♠❛❧ ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ ❛❣❛✐♥st ❝❧❛ss✐❝❛❧
❛❞✈❡rs❛r✐❡s ✐♥ ❉❡✜♥✐t✐♦♥ ✾✳

❉❡✜♥✐t✐♦♥ ✽ ✭cleanqHAKE✮✳ ❆ s❡ss✐♦♥ πs
i s✉❝❤ t❤❛t πs

i .α = accept ❛♥❞ πs
i .pid =

j ✐♥ t❤❡ s❡❝✉r✐t② ❡①♣❡r✐♠❡♥t ❞❡✜♥❡❞ ✐♥ ❋✐❣✉r❡ ✸ ✐s cleanqHAKE ✐❢ ❛❧❧ ♦❢ t❤❡ ❢♦❧❧♦✇✐♥❣
❝♦♥❞✐t✐♦♥s ❤♦❧❞✿

✶✳ ❚❤❡ q✉❡r② Reveal(i, s) ❤❛s ♥♦t ❜❡❡♥ ✐ss✉❡❞✳
✷✳ ❋♦r ❛❧❧ (j, t) ∈ nP × nS s✉❝❤ t❤❛t πs

i ♠❛t❝❤❡s πt
j✱ t❤❡ q✉❡r② Reveal(j, t) ❤❛s

♥♦t ❜❡❡♥ ✐ss✉❡❞✳
✸✳ ■❢ t❤❡r❡ ❡①✐sts ❛ s❡ss✐♦♥ πt

j s✉❝❤ t❤❛t πt
j ♠❛t❝❤❡s πs

i ✱ t❤❡♥ t❤❡ ❢♦❧❧♦✇✐♥❣ s❡ts
♦❢ q✉❡r✐❡s ❤❛s ♥♦t ❜❡❡♥ ✐ss✉❡❞✿



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✸✺

Exp
HAKE,clean,A-Q

Π,nP ,nS
(λ)✿

✶✿ b
$
← {0, 1}

✷✿ Π.LQKeyGen(λ)
$
→ pqpk i, pqsk i ∀i ∈ [nP ]

✸✿ Π.LCKeyGen(λ)
$
→ cpk i, csk i ∀i ∈ [nP ]

✹✿ p⃗ki ← (pqpk i, cpk i)
✺✿ LQKi, LCKi ← clean ∀i ∈ [nP ], j ∈ [nP ]

✻✿ ⃗EQKs
i , ⃗ECKs

i ← clean ∀i ∈ [nP ], s ∈ [nS ]
✼✿ ctr ← 0
✽✿ d

$
← A(p⃗k)Send,Create⋆,Corrupt⋆,Compromise⋆,Reveal

✾✿ ✐❢ clean(πb) t❤❡♥
✶✵✿ r❡t✉r♥ (d = b)
✶✶✿ ❡❧s❡

✶✷✿ r❡t✉r♥ d
$
← {0, 1}

✶✸✿ ❡♥❞ ✐❢

Send(i, s,m)✿

✶✿ ✐❢ πs
i .α ̸= active t❤❡♥

✷✿ r❡t✉r♥ ⊥
✸✿ ❡♥❞ ✐❢

✹✿ Π.f(λ, p⃗ki, s⃗ki, π
s
i ,m)→ (πs

i ,m
′)

✺✿ ✐❢ πs
i .α = reject t❤❡♥

✻✿ r❡t✉r♥ ⊥
✼✿ ❡♥❞ ✐❢

✽✿ πs
i .mr ← πs

i .mr∥m
✾✿ πs

i .ms ← πs
i .ms∥m

′

✶✵✿ r❡t✉r♥ m′

Reveal(i, s)✿

✶✿ ✐❢ πs
i .α ̸= accept t❤❡♥

✷✿ r❡t✉r♥ ⊥
✸✿ ❡♥❞ ✐❢

✹✿ ⃗SKs
i ← corrupt

✺✿ ✐❢ ∃(j, t) s✳t✳ match(πs
i , π

t
j)

t❤❡♥

✻✿ ⃗SKt
j ← corrupt

✼✿ ❡♥❞ ✐❢

✽✿ r❡t✉r♥ πs
i .k

Test(i, s)✿

✶✿ ✐❢ πb ̸= ⊥ t❤❡♥

✷✿ r❡t✉r♥ ⊥
✸✿ ❡♥❞ ✐❢

✹✿ ✐❢ πs
i .α ̸= accept t❤❡♥

✺✿ r❡t✉r♥ ⊥
✻✿ ❡♥❞ ✐❢

✼✿ k0
$
← D✱ k1 ← πs

i .k
✽✿ ⃗SKs

i ← tested

✾✿ πb ← πs
i

✶✵✿ r❡t✉r♥ kb

Create(i, j, t, role)✿

✶✿ ❧❡t s = min{s : πs
i .ρ = ⊥}

✷✿ πs
i .ρ = role

✸✿ πs
i .pid = j

✹✿ Π.EQKeyGen(λ)→ pqpk , pqsk
✺✿ Π.ECKeyGen(λ)→ cpk , csk
✻✿ πs

i .eqk← pqsk , πs
i .eck← pqsk

✼✿ r❡t✉r♥ s

CorruptCK(i)✿

✶✿ ✐❢ LCKi = corrupt

t❤❡♥

✷✿ r❡t✉r♥ ⊥
✸✿ ❡♥❞ ✐❢

✹✿ LCKi ← corrupt

✺✿ r❡t✉r♥ csk i

CorruptQK(i)✿

✶✿ ✐❢ LQKi = corrupt

t❤❡♥

✷✿ r❡t✉r♥ ⊥
✸✿ ❡♥❞ ✐❢

✹✿ LQKi ← corrupt

✺✿ r❡t✉r♥ pqsk i

CompromiseQK(i, s)✿

✶✿ ✐❢ ⃗EQKs
i = corrupt

t❤❡♥

✷✿ r❡t✉r♥ ⊥
✸✿ ❡♥❞ ✐❢

✹✿ ⃗EQKs
i ← corrupt

✺✿ r❡t✉r♥ πs
i .eqk

CompromiseCK(i, s)✿

✶✿ ✐❢ ⃗ECKs
i = corrupt

t❤❡♥

✷✿ r❡t✉r♥ ⊥
✸✿ ❡♥❞ ✐❢

✹✿ ⃗ECKs
i ← corrupt

✺✿ r❡t✉r♥ πs
i .eck

❋✐❣✳ ✸✿ HAKE ❡①♣❡r✐♠❡♥t ❢♦r ❛♥ ❛❞✈❡rs❛r② A ❛❣❛✐♥st t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② s❡❝✉✲
r✐t② ♦❢ ♣r♦t♦❝♦❧ Π✳ ◆♦t❡ t❤❛t t❤❡ ✈❛❧✉❡s p⃗k ❣✐✈❡♥ ❛s ✐♥♣✉t t♦ A ❛♥❞ Q r❡♣r❡s❡♥t t❤❡
✈❡❝t♦r p⃗ki ❢♦r ❛❧❧ nP ♣❛rt✐❡s✳ ❚❤❡ ❢✉♥❝t✐♦♥ match t❛❦❡s ❛s ✐♥♣✉t t✇♦ s❡ss✐♦♥s πs

i ❛♥❞
πt
j ❛♥❞ ❞❡t❡r♠✐♥❡s ✐❢ t❤❡② ❛r❡ ♠❛t❝❤✐♥❣ ❛❝❝♦r❞✐♥❣ t♦ s♦♠❡ ♠❛t❝❤✐♥❣ ❞❡✜♥✐t✐♦♥✳ ❋♦r t❤❡

❞❡✜♥✐t✐♦♥ ♦❢ t❤❡ ♠❛t❝❤✐♥❣ s❡ss✐♦♥s ❢✉♥❝t✐♦♥ ✉s❡❞ ✐♥ ♦✉r HAKE ❡①♣❡r✐♠❡♥t✱ s❡❡ ❙❡❝t✐♦♥
✺✳✹✳

✕ CompromiseQK(i, s)✱ CompromiseQK(j, t) ❤❛✈❡ ♥♦t ❜❡❡♥ ✐ss✉❡❞✱ ✇❤❡r❡ πt
j

♠❛t❝❤❡s πs
i ✳

✹✳ ■❢ t❤❡r❡ ❡①✐sts ♥♦ (j, t) ∈ nP × nS s✉❝❤ t❤❛t πt
j ✐s ❛♥ ♦r✐❣✐♥ s❡ss✐♦♥ ♦❢ πs

i ✱
t❤❡♥ CorruptQK(j) ❤❛s ♥♦t ❜❡❡♥ ✐ss✉❡❞ ❜❡❢♦r❡ πs

i .α← accept✳

❉❡✜♥✐t✐♦♥ ✾ ✭cleancHAKE✮✳ ❆ s❡ss✐♦♥ πs
i s✉❝❤ t❤❛t πs

i .α = accept ❛♥❞ πs
i .pid =

j ✐♥ t❤❡ s❡❝✉r✐t② ❡①♣❡r✐♠❡♥t ❞❡✜♥❡❞ ✐♥ ❋✐❣✉r❡ ✸ ✐s cleanqHAKE ✐❢ ❛❧❧ ♦❢ t❤❡ ❢♦❧❧♦✇✐♥❣
❝♦♥❞✐t✐♦♥s ❤♦❧❞✿

✶✳ ❚❤❡ q✉❡r② Reveal(i, s) ❤❛s ♥♦t ❜❡❡♥ ✐ss✉❡❞✳
✷✳ ❋♦r ❛❧❧ (j, t) ∈ nP × nS s✉❝❤ t❤❛t πs

i ♠❛t❝❤❡s πt
j✱ t❤❡ q✉❡r② Reveal(j, t) ❤❛s

♥♦t ❜❡❡♥ ✐ss✉❡❞✳
✸✳ ■❢ t❤❡r❡ ❡①✐sts ❛ s❡ss✐♦♥ πt

j s✉❝❤ t❤❛t πt
j ♠❛t❝❤❡s πs

i ✱ t❤❡♥ ❛t ❧❡❛st ♦♥❡ ♦❢ t❤❡
❢♦❧❧♦✇✐♥❣ s❡ts ♦❢ q✉❡r✐❡s ❤❛s ♥♦t ❜❡❡♥ ✐ss✉❡❞✿



✸✻ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

match(πs
i , π

t
j)→ {0, 1}✿

✶✿ ✐❢ (πs
i .ms ̸= πt

j .mr)
∨(πs

i .mr ̸= πt
j .ms)

∨(πs
i .ρ = πt

j .ρ) ∨(π
s
i .pid ̸=

j)
∨(πt

j .pid ̸= i) t❤❡♥
✷✿ r❡t✉r♥ 0
✸✿ ❡♥❞ ✐❢

✹✿ r❡t✉r♥ 1

origin(πs
i , π

t
j)→ {0, 1}✿

✶✿ ✐❢ (πs
i .mr ̸= πt

j .ms)∨
(πs

i .m
′
r ̸= πt

j .ms : πs
i .m

′
r

= trunc(πs
i .mr, |π

t
j .ms|)

t❤❡♥

✷✿ r❡t✉r♥ 0
✸✿ ❡♥❞ ✐❢

✹✿ r❡t✉r♥ 1

❋✐❣✳ ✹✿ ❆ ♣s❡✉❞♦❝♦❞❡ ❞❡s❝r✐♣t✐♦♥ ♦❢ t❤❡ ♠❛t❝❤✐♥❣ s❡ss✐♦♥ ❛♥❞ ♦r✐❣✐♥ s❡ss✐♦♥ ❢✉♥❝t✐♦♥s✳

✕ CompromiseQK(i, s)✱ CompromiseQK(j, t) ❤❛✈❡ ♥♦t ❜❡❡♥ ✐ss✉❡❞✱ ✇❤❡r❡ πt
j

♠❛t❝❤❡s πs
i ✳

✕ CompromiseCK(i, s)✱ CompromiseCK(j, t) ❤❛✈❡ ♥♦t ❜❡❡♥ ✐ss✉❡❞✱ ✇❤❡r❡ πt
j

♠❛t❝❤❡s πs
i ✳

✹✳ ■❢ t❤❡r❡ ❡①✐sts ♥♦ (j, t) ∈ nP × nS s✉❝❤ t❤❛t πt
j ✐s ❛♥ ♦r✐❣✐♥ s❡ss✐♦♥ ♦❢ πs

i ✱
t❤❡♥ CorruptQK(j) ❤❛s ♥♦t ❜❡❡♥ ✐ss✉❡❞ ❜❡❢♦r❡ πs

i .α← accept✳

❈ ❋✉❧❧ ❈❧❛ss✐❝❛❧ Pr♦♦❢s

◆❡①t ✇❡ ♣r♦✈❡ t❤❡ s❡❝✉r✐t② ♦❢ PQAG-SIG ❛❣❛✐♥st ♣✉r❡❧② ❝❧❛ss✐❝❛❧ ❛❞✈❡rs❛r✐❡s✱ ✐✳❡✳
A ✐s ❛ PP❚ ❛❧❣♦r✐t❤♠✳

❚❤❡♦r❡♠ ✺ ✭PQAG-SIG ❈❧❛ss✐❝❛❧ ❙❡❝✉r✐t②✮✳ ❚❤❡ PQAG-SIG ♣r♦t♦❝♦❧ ♣r❡✲
s❡♥t❡❞ ✐♥ ❙❡❝t✐♦♥ ✸ ✐s s❡❝✉r❡ ✉♥❞❡r ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ cleancHAKE ✭❝❛♣t✉r✐♥❣
♣❡r❢❡❝t ❢♦r✇❛r❞ s❡❝✉r✐t② ❛♥❞ r❡s✐❧✐❡♥❝❡ t♦ ❑❈■ ❛tt❛❝❦s ❛❣❛✐♥st ❛ ❝❧❛ss✐❝❛❧ ❛❞✈❡r✲
s❛r② A✮✳ ❚❤❛t ✐s✱ ❢♦r ❛♥② PP❚ ❛❧❣♦r✐t❤♠ A ❛❣❛✐♥st t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t②

❣❛♠❡ ✭❞❡✜♥❡❞ ✐♥ ❋✐❣✉r❡ ✸✮✱ AdvHAKE,cleancHAKE,APQAG-SIG,nP ,nS
(λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✉♥❞❡r t❤❡ dual-prf✱

prf✱ ind-cpa✱ eufcma ❛♥❞ eufcma s❡❝✉r✐t② ♦❢ t❤❡ PRF✱ PRF✱ KEM✱ MAC ❛♥❞ SIG

♣r✐♠✐t✐✈❡s r❡s♣❡❝t✐✈❡❧②✳

Pr♦♦❢✳ ❲❡ ♥♦✇ t✉r♥ t♦ ♣r♦✈✐♥❣ ♦✉r r❡s✉❧t✳ ❲❡ s♣❧✐t ♦✉r ❛♥❛❧②s✐s ✐♥t♦ t❤r❡❡
♠✉t✉❛❧❧②✲❡①❝❧✉s✐✈❡ ❝❛s❡s✿



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✸✼

✶✳ ❈❛s❡ ✶ ❛ss✉♠❡s t❤❛t t❤❡ t❡st s❡ss✐♦♥ πs
i ✭s✉❝❤ t❤❛t A ✐ss✉❡❞ Test(i, s)✮

✐s ❛♥ initiator s❡ss✐♦♥✱ ❛♥❞ t❤❛t πs
i ❤❛s ♥♦ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r ✭❛s ✐♥ ❋✐❣✲

✉r❡ ✹✮✳ ❲❡ ❞❡✜♥❡ t❤❡ PP❚ ❛❧❣♦r✐t❤♠ A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❈❛s❡ ✶ ❛s

Adv
HAKE,cleancHAKE,A,C1

PQAG-SIG,nP ,nS
(λ)✳

✷✳ ❈❛s❡ ✷ ❛ss✉♠❡s t❤❛t t❤❡ t❡st s❡ss✐♦♥ πs
i ✐s ❛ responder ✱ ❛♥❞ t❤❛t

πs
i ❤❛s ♥♦ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r✳ ❲❡ ❞❡✜♥❡ A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❈❛s❡ ✷ ❛s

Adv
HAKE,cleancHAKE,A,C2

PQAG-SIG,nP ,nS
(λ)✳

✸✳ ❈❛s❡ ✸ ❛ss✉♠❡s t❤❛t t❤❡ t❡st s❡ss✐♦♥ πs
i ❤❛s ❛ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r✳ ❲❡ ❞❡✜♥❡

t❤❡ PP❚ ❛❧❣♦r✐t❤♠ A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❈❛s❡ ✸ ❛s AdvHAKE,cleancHAKE,A,C3

PQAG-SIG,nP ,nS
(λ)✳

■t ✐s ❝❧❡❛r t❤❛t✿ AdvHAKE,cleancHAKE,AΠ,nP ,nS
(λ) ≤ Adv

HAKE,cleancHAKE,A,C1

PQAG-SIG,nP ,nS
(λ)+

Adv
HAKE,cleancHAKE,A,C2

PQAG-SIG,nP ,nS
(λ)+Adv

HAKE,cleancHAKE,A,C3

PQAG-SIG,nP ,nS
(λ)✱ t❤✉s ✇❡ ❜♦✉♥❞ A✬s ❛❞✈❛♥✲

t❛❣❡ ✐♥ ❡❛❝❤ ❝❛s❡ s❡♣❛r❛t❡❧②✳
■♥ ❈❛s❡ ✶ ❛♥❞ ❈❛s❡ ✷ ✇❡ s❤♦✇ t❤❛t A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❝❛✉s✐♥❣ t❤❡ t❡st

s❡ss✐♦♥ πs
i t♦ ❛❝❝❡♣t ✇✐t❤♦✉t ❛ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r ✐s ♥❡❣❧✐❣✐❜❧❡✱ ❛♥❞ t❤✉s t❤❡ A✬s

❛❞✈❛♥t❛❣❡ ✐♥ ✇✐♥♥✐♥❣ t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❣❛♠❡ ✐s ♥❡❣❧✐❣✐❜❧❡ ✭s✐♥❝❡ t❤❡
❡①♣❡r✐♠❡♥t ❞♦❡s ♥♦t ❞✐✛❡r ❜❛s❡❞ ♦♥ t❤❡ ❝❤❛❧❧❡♥❣❡ ❜✐t b✱ ❛s t❤❡ πs

i ❞♦❡s ♥♦t
❝♦♠♣✉t❡ ❛ r❡❛❧✲♦r✲r❛♥❞♦♠ s❡ss✐♦♥ ❦❡②✮✳ ❆s t❤❡ ❛♥❛❧②s✐s ♦❢ ❈❛s❡ ✶ ❛♥❞ ❈❛s❡ ✷
❢♦❧❧♦✇s ✐❞❡♥t✐❝❛❧❧② t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ❛♥❛❧②s✐s ♦❢ ❚❤❡♦r❡♠ ✶✱ ✇❡ ♦♠✐t t❤❡ ❞❡t❛✐❧s
❤❡r❡✱ ❛♥❞ ♣♦✐♥t t❤❡ r❡❛❞❡r t♦ ❙❡❝t✐♦♥ ✻✳

■♥ ❈❛s❡ ✸ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ r❡❛❧ s❡ss✐♦♥ ❦❡② ❜② t❤❡ t❡st
s❡ss✐♦♥ πs

i ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❦❡②✳ ❚❤✉s✱ t❤❡ ❞✐str✐❜✉t✐♦♥ ♦❢ t❤❡ ❦❡②s
r❡t✉r♥❡❞ ❜② πs

i ❛r❡ ✐❞❡♥t✐❝❛❧✱ r❡❣❛r❞❧❡ss ♦❢ t❤❡ ✈❛❧✉❡ ♦❢ t❤❡ ❝❤❛❧❧❡♥❣❡ ❜✐t b✱ ❛♥❞
✇❡ ❝❛♥ s❤♦✇ t❤❛t A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ✇✐♥♥✐♥❣ t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❣❛♠❡ ✐s
♥❡❣❧✐❣✐❜❧❡✳ ❲❡ ♥♦✇ ❜❡❣✐♥ ✇✐t❤ t❤❡ t❤✐r❞ ❝❛s❡✳

❈❛s❡ ✸✿ ❚❡st s❡ss✐♦♥ ✇✐t❤ ♠❛t❝❤✐♥❣ s❡ss✐♦♥ ■♥ ❈❛s❡ ✸✱ ✇❡ s❤♦✇ t❤❛t ✐❢
A t❤❛t ❤❛s ✐ss✉❡❞ ❛ Test(i, s) q✉❡r② t♦ ❛ ❝❧❡❛♥ s❡ss✐♦♥ πs

i ✱ t❤❡♥ A ❤❛s ♥❡❣❧✐❣✐❜❧❡
❛❞✈❛♥t❛❣❡ ✐♥ ❣✉❡ss✐♥❣ t❤❡ t❡st ❜✐t b✳ ■♥ ✇❤❛t ❢♦❧❧♦✇s✱ ✇❡ s♣❧✐t ♦✉r ❛♥❛❧②s✐s ♦❢ ❈❛s❡
✸ ✐♥t♦ t❤❡ ❢♦❧❧♦✇✐♥❣ s✉❜✲❝❛s❡s✱ ❡❛❝❤ ❝♦rr❡s♣♦♥❞✐♥❣ t♦ ❛ ❝♦♥❞✐t✐♦♥ ♥❡❝❡ss❛r② ❢♦r
t❤❡ ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ cleancHAKE t♦ ❜❡ ✉♣❤❡❧❞ ❜② πs

i ✳ ❚❤❡s❡ ❛r❡ t❤❡ s✉❜❝❛s❡s
✭✇❤❡r❡ πt

j ♠❛t❝❤❡s πs
i ✮✿

✕ ❙✉❜❝❛s❡ ✸✳✶✿ CompromiseQK(i, s)✱ CompromiseQK(j, t) ✇❡r❡ ♥♦t q✉❡r✐❡❞✳
✕ ❙✉❜❝❛s❡ ✸✳✷✿ CompromiseCK(i, s)✱ CompromiseCK(j, t) ✇❡r❡ ♥♦t q✉❡r✐❡❞✳

■t ✐s str❛✐❣❤t❢♦r✇❛r❞ t♦ s❡❡ t❤❛t t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ A ✐♥ ❈❛s❡ ✸ ✐s ❜♦✉♥❞ ❜②
t❤❡ s✉♠ ♦❢ t❤❡ ❛❞✈❛♥t❛❣❡s ♦❢ A ✐♥ ❛❧❧ s✉❜❝❛s❡s✳ ■t ✐s ❛❧s♦ str❛✐❣❤t❢♦r✇❛r❞ t♦ s❡❡
t❤❛t t❤❡ ♣r♦♦❢ ♦❢ ❙✉❜❝❛s❡ ✸✳✶ ❢♦❧❧♦✇s ✐❞❡♥t✐❝❛❧❧② t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ❛♥❛❧②s✐s ♦❢
❈❛s❡ ✸ ♦❢ ❚❤❡♦r❡♠ ✶✱ ❛♥❞ s♦ ✇❡ ♦♠✐t t❤❡ ❞❡t❛✐❧s ❤❡r❡✱ ❛♥❞ ♣♦✐♥t t❤❡ r❡❛❞❡r t♦
❙❡❝t✐♦♥ ✻✳ ❲❡ ♥♦✇ tr❡❛t t❤❡ s❡❝♦♥❞ s✉❜❝❛s❡ ✭❙✉❜❝❛s❡ ✸✳✷✮✱ ✇❤❡r❡ A ❤❛s ♥♦t
❝♦♠♣r♦♠✐s❡❞ t❤❡ ❝❧❛ss✐❝ ❡♣❤❡♠❡r❛❧ ❑❊▼ s❡❝r❡ts✳

✸✳✷✿ CompromiseCK(i, s)✱ CompromiseCK(j, t) ❤❛✈❡ ♥♦t ❜❡❡♥ ✐ss✉❡❞✱
✇❤❡r❡ πt

j ♠❛t❝❤❡s πs
i ✳



✸✽ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

●❛♠❡ ✵ ❚❤✐s ✐s t❤❡ HAKE s❡❝✉r✐t② ❣❛♠❡✱ ❛♥❞ Adv
HAKE,cleancHAKE,A,C3.2
PQAG-SIG,nP ,nS

(λ) =
Pr(break0).

●❛♠❡ ✶ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ ❣✉❡ss t❤❡ ✐♥❞❡① (i, s) ❛♥❞ t❤❡ ♠❛t❝❤✐♥❣ s❡ss✐♦♥ (j, t)
❛♥❞ ❛❜♦rt ✐❢✱ ❞✉r✐♥❣ t❤❡ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ ❡①♣❡r✐♠❡♥t✱ ❛ q✉❡r② Test(i′, s′)

✐s r❡❝❡✐✈❡❞ t♦ ❛ s❡ss✐♦♥ πs′

i′ s✉❝❤ t❤❛t πj′

t′ ♠❛t❝❤❡s πs′

i′ ❛♥❞ (i, s), (j, t) ̸=
(i′, s′), (j′, t′)✳ ❚❤✉s Pr(break0) ≤ n2

P · n
2
S · Pr(break1).

●❛♠❡ ✷ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ r❡♣❧❛❝❡ t❤❡ ❦❡② ckE ❞❡r✐✈❡❞ ✐♥ t❤❡ t❡st s❡ss✐♦♥ πs
i

✇✐t❤ t❤❡ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡ c̃k ✳ ❲❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥
B10 t❤❛t ✐♥t❡r❛❝ts ✇✐t❤ ❛ ind-cpa ❑❊▼ ❝❤❛❧❧❡♥❣❡r ✭❛s ❞❡s❝r✐❜❡❞ ✐♥ ❉❡✜♥✐t✐♦♥
✹✮ ❛♥❞ r❡♣❧❛❝❡s t❤❡ cpkE ✈❛❧✉❡ s❡♥t ✐♥ m0✱ ❛♥❞ t❤❡ ❝✐♣❤❡rt❡①t cctxtE s❡♥t
✐♥ m1 ✇✐t❤ t❤❡ ♣✉❜❧✐❝✲❦❡② pk ❛♥❞ t❤❡ ❝✐♣❤❡rt❡①t c r❡❝❡✐✈❡❞ ❢r♦♠ t❤❡ ind-cpa
❑❊▼ ❝❤❛❧❧❡♥❣❡r✳ ❇② t❤❡ ❞❡✜♥✐t✐♦♥ ♦❢ ❈❛s❡ ✸✱ ✇❡ ❦♥♦✇ t❤❛t cpkE ✭♦r cctxtE✱
r❡s♣❡❝t✐✈❡❧②✮ s❡♥t ✐♥ m0 ✭r❡s♣✳ m1✮ ♠✉st ❤❛✈❡ ❜❡❡♥ s❡♥t ❢r♦♠ ❛♥ ❤♦♥❡st
s❡ss✐♦♥ πt

j ♦✇♥❡❞ ❜② Pj ✇✐t❤♦✉t ♠♦❞✐✜❝❛t✐♦♥ ✐❢ πs
i .ρ = resp ✭r❡s♣✳ init✮✳ ❆♥②

❛❞✈❡rs❛r② t❤❛t ❝❛♥ ❞❡t❡❝t t❤❡ r❡♣❧❛❝❡♠❡♥t ♦❢ ckE ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠

✈❛❧✉❡ c̃k ✐♠♣❧✐❡s ❛♥ ❡✣❝✐❡♥t ❞✐st✐♥❣✉✐s❤✐♥❣ ❛❧❣♦r✐t❤♠ B10 ❛❣❛✐♥st t❤❡ ind-cpa
s❡❝✉r✐t② ♦❢ KEM✳ ❚❤✉s✿ Pr(break1) ≤ Adv

ind-cpa
KEM,B10

(λ) + Pr(break2).
●❛♠❡ ✸ ■♥ t❤✐s ❣❛♠❡ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ ❡①tr❛❝t❡❞ ❦❡②

ms = PRF(c̃k , pqkE) ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡

m̃s
$
← {0, 1}PRF ✭✇❤❡r❡ {0, 1}PRF ✐s t❤❡ ♦✉t♣✉t s♣❛❝❡ ♦❢ t❤❡ PRF✮ ✉s❡❞ ✐♥

t❤❡ ♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ t❡st s❡ss✐♦♥ πs
i ✱ ❛♥❞ ✭♣♦t❡♥t✐❛❧❧②✮ ✐ts ♠❛t❝❤✐♥❣

s❡ss✐♦♥ πt
j ✳ ❲❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥ B11 t❤❛t ✐♥✐t✐❛❧✐s❡s ❛ prf ❝❤❛❧❧❡♥❣❡r Cprf

✇❤❡♥ πs
i ♥❡❡❞s t♦ ❝♦♠♣✉t❡ PRF(c̃k , pqkE) ❛♥❞ ✐♥st❡❛❞ q✉❡r✐❡s pqkE t♦ Cprf ✳

B11 ✉s❡s t❤❡ ♦✉t♣✉t ♦❢ t❤❡ q✉❡r② m̃s t♦ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ ms✳ ❙✐♥❝❡

c̃k ✐s ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ❜② Game 2✱ ❛♥❞ A ❝❛♥♥♦t ✐ss✉❡
CompromiseCK(i, s) ♦r CompromiseCK(j, t)✱ t❤✐s ✐s ❛ s♦✉♥❞ r❡♣❧❛❝❡♠❡♥t✳ ■❢

t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cprf ✐s ✵✱ t❤❡♥ m̃s = PRF(c̃k , pqkEP ) ❛♥❞ ✇❡ ❛r❡ ✐♥

Game 2✳ ■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cprf ✐s ✶✱ t❤❡♥ m̃s
$
← {0, 1}PRF ❛♥❞ ✇❡

❛r❡ ✐♥ Game 3✳ ❚❤✉s ❛♥② ❛❞✈❡rs❛r② A ❝❛♣❛❜❧❡ ♦❢ ❞✐st✐♥❣✉✐s❤✐♥❣ t❤✐s ❝❤❛♥❣❡
❝❛♥ ❜❡ t✉r♥❡❞ ✐♥t♦ ❛ s✉❝❝❡ss❢✉❧ ❛❞✈❡rs❛r② B11 ❛❣❛✐♥st t❤❡ prf s❡❝✉r✐t② ♦❢ PRF✱
❛♥❞ ✇❡ ✜♥❞✿ Pr(break2) ≤ Adv

prf
PRF,B11

(λ) + Pr(break3).
●❛♠❡ ✹ ■♥ t❤✐s ❣❛♠❡ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ ❡①♣❛♥❞❡❞ ❦❡②s

mk, k = PRF(m̃s, ϵ) ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡s

m̃k, k̃
$
← {0, 1}PRF ✭✇❤❡r❡ {0, 1}PRF ✐s t❤❡ ♦✉t♣✉t s♣❛❝❡ ♦❢ t❤❡ PRF✮ ✉s❡❞

✐♥ t❤❡ ♣r♦t♦❝♦❧ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ t❡st s❡ss✐♦♥ πs
i ✱ ❛♥❞ ✐ts ♠❛t❝❤✐♥❣ s❡ss✐♦♥ πt

j ✳
❲❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥ B12 t❤❛t ✐♥✐t✐❛❧✐s❡s ❛ prf ❝❤❛❧❧❡♥❣❡r Cprf ✇❤❡♥ πs

i ♥❡❡❞s
t♦ ❝♦♠♣✉t❡ PRF(m̃s, ϵ) ❛♥❞ ✐♥st❡❛❞ q✉❡r✐❡s ϵ t♦ Cprf ✳ B12 ✉s❡s t❤❡ ♦✉t♣✉t

m̃k, k̃ t♦ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ mk, k✳ ❙✐♥❝❡ m̃s ✐s ❛❧r❡❛❞② ✉♥✐❢♦r♠❧②
r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ❜② Game 3✱ t❤✐s ✐s ❛ s♦✉♥❞ r❡♣❧❛❝❡♠❡♥t✳ ■❢ t❤❡ t❡st

❜✐t s❛♠♣❧❡❞ ❜② Cprf ✐s ✵✱ t❤❡♥ m̃k, k̃ = PRF(m̃s, ϵ) ❛♥❞ ✇❡ ❛r❡ ✐♥ Game 3✳

■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cprf ✐s ✶✱ t❤❡♥ m̃k, k̃
$
← {0, 1}PRF ❛♥❞ ✇❡ ❛r❡ ✐♥

Game 4✳ ❚❤✉s ❛♥② ❛❞✈❡rs❛r② A ❝❛♣❛❜❧❡ ♦❢ ❞✐st✐♥❣✉✐s❤✐♥❣ t❤✐s ❝❤❛♥❣❡ ❝❛♥ ❜❡
t✉r♥❡❞ ✐♥t♦ ❛ s✉❝❝❡ss❢✉❧ ❞✐st✐♥❣✉✐s❤✐♥❣ ❛❞✈❡rs❛r② B12 ❛❣❛✐♥st t❤❡ prf s❡❝✉r✐t②



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✸✾

♦❢ PRF✱ ❛♥❞ ✇❡ ✜♥❞ Pr(break3) ≤ Adv
prf
PRF,B12

(λ) + Pr(break4). ❙✐♥❝❡ k̃ ✐s
♥♦✇ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ♦❢ t❤❡ ♣r♦t♦❝♦❧ ✢♦✇ r❡❣❛r❞❧❡ss ♦❢
t❤❡ t❡st ❜✐t b✱ A ❤❛s ♥♦ ❛❞✈❛♥t❛❣❡ ✐♥ ❣✉❡ss✐♥❣ t❤❡ t❡st ❜✐t ❛♥❞ t❤✉s✿
Adv

HAKE,cleancHAKE,A,C3.2
PQAG-SIG,nP ,nS

(λ) ≤ nP
2nS

2 ·
(
Adv

ind-cpa
KEM,B10

(λ) + Adv
prf
PRF,B11

(λ) +

Adv
prf
PRF,B12

(λ)
)
.

❚❤❡♦r❡♠ ✻ ✭PQAG-KEM ❈❧❛ss✐❝❛❧ ❙❡❝✉r✐t②✮✳ ❚❤❡ PQAG-KEM ♣r♦t♦❝♦❧ ♣r❡✲
s❡♥t❡❞ ✐♥ ❙❡❝t✐♦♥ ✸ ✐s s❡❝✉r❡ ✉♥❞❡r ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ cleancHAKE ✭❝❛♣t✉r✐♥❣
♣❡r❢❡❝t ❢♦r✇❛r❞ s❡❝✉r✐t② ❛♥❞ r❡s✐❧✐❡♥❝❡ t♦ ❑❈■ ❛tt❛❝❦s ❛❣❛✐♥st ❝❧❛ss✐❝❛❧ ❛❞✈❡r✲
s❛r✐❡s✮✳ ❚❤❛t ✐s✱ ❢♦r ❛♥② PP❚ ❛❧❣♦r✐t❤♠ A ❛❣❛✐♥st t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t②

❣❛♠❡ ✭❞❡✜♥❡❞ ✐♥ ❋✐❣✉r❡ ✸✮✱ Adv
HAKE,cleancHAKE,A
PQAG-KEM,nP ,nS

(λ) ✐s ♥❡❣❧✐❣✐❜❧❡ ✉♥❞❡r t❤❡ prf✱
ind-cpa✱ ind-cca ❛♥❞ eufcma s❡❝✉r✐t② ♦❢ t❤❡ PRF✱ KEM✱ KEM✱ ❛♥❞ MAC ♣r✐♠✐✲
t✐✈❡s r❡s♣❡❝t✐✈❡❧②✳

Pr♦♦❢✳ ❲❡ ♥♦✇ t✉r♥ t♦ ♣r♦✈✐♥❣ ♦✉r r❡s✉❧t✳ ❲❡ s♣❧✐t ♦✉r ❛♥❛❧②s✐s ✐♥t♦ t❤r❡❡
♠✉t✉❛❧❧②✲❡①❝❧✉s✐✈❡ ❝❛s❡s✿

✶✳ ❈❛s❡ ✶ ❛ss✉♠❡s t❤❛t t❤❡ t❡st s❡ss✐♦♥ πs
i ✭s✉❝❤ t❤❛t A ✐ss✉❡❞ Test(i, s)✮

✐s ❛♥ initiator s❡ss✐♦♥✱ ❛♥❞ t❤❛t πs
i ❤❛s ♥♦ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r ✭❛s ✐♥ ❋✐❣✲

✉r❡ ✹✮✳ ❲❡ ❞❡✜♥❡ t❤❡ PP❚ ❛❧❣♦r✐t❤♠ A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❈❛s❡ ✶ ❛s

Adv
HAKE,cleancHAKE,A,C1

PQAG-KEM,nP ,nS
(λ)✳

✷✳ ❈❛s❡ ✷ ❛ss✉♠❡s t❤❛t t❤❡ t❡st s❡ss✐♦♥ πs
i ✐s ❛ responder ✱ ❛♥❞ t❤❛t

πs
i ❤❛s ♥♦ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r✳ ❲❡ ❞❡✜♥❡ A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❈❛s❡ ✷ ❛s

Adv
HAKE,cleancHAKE,A,C2

PQAG-KEM,nP ,nS
(λ)✳

✸✳ ❈❛s❡ ✸ ❛ss✉♠❡s t❤❛t t❤❡ t❡st s❡ss✐♦♥ πs
i ❤❛s ❛ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r✳ ❲❡ ❞❡✜♥❡

t❤❡ PP❚ ❛❧❣♦r✐t❤♠ A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❈❛s❡ ✸ ❛s AdvHAKE,cleancHAKE,A,C3

PQAG-KEM,nP ,nS
(λ)✳

■t ✐s ❝❧❡❛r t❤❛t✿ AdvHAKE,cleancHAKE,APQAG-KEM,nP ,nS
(λ) ≤ Adv

HAKE,cleancHAKE,A,C1

PQAG-KEM,nP ,nS
(λ)+

Adv
HAKE,cleancHAKE,A,C2

PQAG-KEM,nP ,nS
(λ)+Adv

HAKE,cleancHAKE,A,C3

PQAG-KEM,nP ,nS
(λ)✱ t❤✉s ✇❡ ❜♦✉♥❞ A✬s ❛❞✈❛♥✲

t❛❣❡ ✐♥ ❡❛❝❤ ❝❛s❡ s❡♣❛r❛t❡❧②✳
■♥ ❈❛s❡ ✶ ❛♥❞ ❈❛s❡ ✷ ✇❡ s❤♦✇ t❤❛t A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ❝❛✉s✐♥❣ t❤❡ t❡st

s❡ss✐♦♥ πs
i t♦ ❛❝❝❡♣t ✇✐t❤♦✉t ❛ ♠❛t❝❤✐♥❣ ♣❛rt♥❡r ✐s ♥❡❣❧✐❣✐❜❧❡✱ ❛♥❞ t❤✉s t❤❡ A✬s

❛❞✈❛♥t❛❣❡ ✐♥ ✇✐♥♥✐♥❣ t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❣❛♠❡ ✐s ♥❡❣❧✐❣✐❜❧❡ ✭s✐♥❝❡ t❤❡
❡①♣❡r✐♠❡♥t ❞♦❡s ♥♦t ❞✐✛❡r ❜❛s❡❞ ♦♥ t❤❡ ❝❤❛❧❧❡♥❣❡ ❜✐t b✱ ❛s t❤❡ πs

i ❞♦❡s ♥♦t
❝♦♠♣✉t❡ ❛ r❡❛❧✲♦r✲r❛♥❞♦♠ s❡ss✐♦♥ ❦❡②✮✳ ❆s t❤❡ ❛♥❛❧②s✐s ♦❢ ❈❛s❡ ✶ ❛♥❞ ❈❛s❡ ✷
❢♦❧❧♦✇s ✐❞❡♥t✐❝❛❧❧② t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ❛♥❛❧②s✐s ♦❢ ❚❤❡♦r❡♠ ✸✱ ✇❡ ♦♠✐t t❤❡ ❞❡t❛✐❧s
❤❡r❡✱ ❛♥❞ ♣♦✐♥t t❤❡ r❡❛❞❡r t♦ ❙❡❝t✐♦♥ ✻✳

■♥ ❈❛s❡ ✸ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ r❡❛❧ s❡ss✐♦♥ ❦❡② ❜② t❤❡ t❡st
s❡ss✐♦♥ πs

i ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❦❡②✳ ❚❤✉s✱ t❤❡ ❞✐str✐❜✉t✐♦♥ ♦❢ t❤❡ ❦❡②s
r❡t✉r♥❡❞ ❜② πs

i ❛r❡ ✐❞❡♥t✐❝❛❧✱ r❡❣❛r❞❧❡ss ♦❢ t❤❡ ✈❛❧✉❡ ♦❢ t❤❡ ❝❤❛❧❧❡♥❣❡ ❜✐t b✱ ❛♥❞
✇❡ ❝❛♥ s❤♦✇ t❤❛t A✬s ❛❞✈❛♥t❛❣❡ ✐♥ ✇✐♥♥✐♥❣ t❤❡ ❦❡②✲✐♥❞✐st✐♥❣✉✐s❤❛❜✐❧✐t② ❣❛♠❡ ✐s
♥❡❣❧✐❣✐❜❧❡✳ ❲❡ ♥♦✇ ❜❡❣✐♥ ✇✐t❤ t❤❡ t❤✐r❞ ❝❛s❡✳

❈❛s❡ ✸✿ ❚❡st s❡ss✐♦♥ ✇✐t❤ ♠❛t❝❤✐♥❣ s❡ss✐♦♥ ■♥ ❈❛s❡ ✸✱ ✇❡ s❤♦✇ t❤❛t ✐❢
A t❤❛t ❤❛s ✐ss✉❡❞ ❛ Test(i, s) q✉❡r② t♦ ❛ ❝❧❡❛♥ s❡ss✐♦♥ πs

i ✱ t❤❡♥ A ❤❛s ♥❡❣❧✐❣✐❜❧❡



✹✵ ❆♥♦♥②♠✐s❡❞ ❙✉❜♠✐ss✐♦♥

❛❞✈❛♥t❛❣❡ ✐♥ ❣✉❡ss✐♥❣ t❤❡ t❡st ❜✐t b✳ ■♥ ✇❤❛t ❢♦❧❧♦✇s✱ ✇❡ s♣❧✐t ♦✉r ❛♥❛❧②s✐s ♦❢ ❈❛s❡
✸ ✐♥t♦ t❤❡ ❢♦❧❧♦✇✐♥❣ s✉❜✲❝❛s❡s✱ ❡❛❝❤ ❝♦rr❡s♣♦♥❞✐♥❣ t♦ ❛ ❝♦♥❞✐t✐♦♥ ♥❡❝❡ss❛r② ❢♦r
t❤❡ ❝❧❡❛♥♥❡ss ♣r❡❞✐❝❛t❡ cleancHAKE t♦ ❜❡ ✉♣❤❡❧❞ ❜② πs

i ✳ ❚❤❡s❡ ❛r❡ t❤❡ s✉❜❝❛s❡s
✭✇❤❡r❡ πt

j ♠❛t❝❤❡s πs
i ✮✿

✕ CompromiseQK(i, s)✱ CompromiseQK(j, t) ✇❡r❡ ♥♦t q✉❡r✐❡❞✳
✕ CompromiseCK(i, s)✱ CompromiseCK(j, t) ✇❡r❡ ♥♦t q✉❡r✐❡❞✳

■t ✐s str❛✐❣❤t❢♦r✇❛r❞ t♦ s❡❡ t❤❛t t❤❡ ❛❞✈❛♥t❛❣❡ ♦❢ A ✐♥ ❈❛s❡ ✸ ✐s ❜♦✉♥❞ ❜②
t❤❡ s✉♠ ♦❢ t❤❡ ❛❞✈❛♥t❛❣❡s ♦❢ A ✐♥ ❛❧❧ s✉❜❝❛s❡s✳ ■t ✐s ❛❧s♦ str❛✐❣❤t❢♦r✇❛r❞ t♦ s❡❡
t❤❛t t❤❡ ♣r♦♦❢ ♦❢ ❙✉❜❝❛s❡ ✸✳✶ ❢♦❧❧♦✇s ✐❞❡♥t✐❝❛❧❧② t❤❡ ❝♦rr❡s♣♦♥❞✐♥❣ ❛♥❛❧②s✐s ♦❢
❈❛s❡ ✸ ♦❢ ❚❤❡♦r❡♠ ✸✱ ❛♥❞ s♦ ✇❡ ♦♠✐t t❤❡ ❞❡t❛✐❧s ❤❡r❡✱ ❛♥❞ ♣♦✐♥t t❤❡ r❡❛❞❡r t♦
❙❡❝t✐♦♥ ✻✳ ❲❡ ♥♦✇ tr❡❛t t❤❡ s❡❝♦♥❞ s✉❜❝❛s❡ ✭❙✉❜❝❛s❡ ✸✳✷✮✱ ✇❤❡r❡ A ❤❛s ♥♦t
❝♦♠♣r♦♠✐s❡❞ t❤❡ ❝❧❛ss✐❝ ❡♣❤❡♠❡r❛❧ ❑❊▼ s❡❝r❡ts✳

✸✳✷✿ CompromiseCK(i, s)✱ CompromiseCK(j, t) ❤❛✈❡ ♥♦t ❜❡❡♥ ✐ss✉❡❞✱
✇❤❡r❡ πt

j ♠❛t❝❤❡s πs
i ✳

●❛♠❡ ✵ ❚❤✐s ✐s t❤❡ HAKE s❡❝✉r✐t② ❣❛♠❡✱ ❛♥❞ Adv
HAKE,cleancHAKE,A,C3.2
PQAG-KEM,nP ,nS

(λ) =
Pr(break0).

●❛♠❡ ✶ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ ❣✉❡ss t❤❡ ✐♥❞❡① (i, s) ❛♥❞ t❤❡ ♠❛t❝❤✐♥❣ s❡ss✐♦♥ (j, t)
❛♥❞ ❛❜♦rt ✐❢✱ ❞✉r✐♥❣ t❤❡ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ ❡①♣❡r✐♠❡♥t✱ ❛ q✉❡r② Test(i′, s′)

✐s r❡❝❡✐✈❡❞ t♦ ❛ s❡ss✐♦♥ πs′

i′ s✉❝❤ t❤❛t πj′

t′ ♠❛t❝❤❡s πs′

i′ ❛♥❞ (i, s), (j, t) ̸=
(i′, s′), (j′, t′)✳ ❚❤✉s Pr(break0) ≤ n2

P · n
2
S · Pr(break1).

●❛♠❡ ✷ ■♥ t❤✐s ❣❛♠❡✱ ✇❡ r❡♣❧❛❝❡ t❤❡ ❦❡② ckE ❞❡r✐✈❡❞ ✐♥ t❤❡ t❡st s❡ss✐♦♥ πs
i

✇✐t❤ t❤❡ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡ c̃k ✳ ❲❡ ❞♦ s♦ ❜② ✐♥✲
t❡r❛❝t✐♥❣ ✇✐t❤ ❛ ❝❧❛ss✐❝❛❧ ind-cpa ❑❊▼ ❝❤❛❧❧❡♥❣❡r ✭❛s ❞❡s❝r✐❜❡❞ ✐♥ ❉❡✜♥✐✲
t✐♦♥ ✹✮ ❛♥❞ r❡♣❧❛❝❡ t❤❡ cpkE ✈❛❧✉❡ s❡♥t ✐♥ m0✱ ❛♥❞ t❤❡ ❝✐♣❤❡rt❡①t cctxt

s❡♥t ✐♥ m1 ✇✐t❤ t❤❡ ♣✉❜❧✐❝✲❦❡② c̃pk ❛♥❞ t❤❡ ❝✐♣❤❡rt❡①t c̃ctxt r❡❝❡✐✈❡❞ ❢r♦♠
t❤❡ ❝❧❛ss✐❝❛❧ ind-cpa ❑❊▼ ❝❤❛❧❧❡♥❣❡r✳ ❙✐♥❝❡ πs

i ♠❛t❝❤❡s πt
j ✱ ✇❡ ❦♥♦✇ t❤❛t

t❤❡ ♣✉❜❧✐❝✲❦❡② ❛♥❞ ❝✐♣❤❡rt❡①t s❡♥t ✐♥ m0 ❛♥❞ m1 r❡s♣❡❝t✐✈❡❧② ✇❡r❡ r❡✲
❝❡✐✈❡❞ ❜② t❤❡ s❡ss✐♦♥s ✇✐t❤♦✉t ♠♦❞✐✜❝❛t✐♦♥✳ ❉❡t❡❝t✐♥❣ t❤❡ r❡♣❧❛❝❡♠❡♥t ♦❢

ckE ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ✈❛❧✉❡ c̃k ✐♠♣❧✐❡s ❛♥ ❡✣❝✐❡♥t ❞✐st✐♥❣✉✐s❤✐♥❣
PP❚ ❛❧❣♦r✐t❤♠ B12 ❛❣❛✐♥st t❤❡ ❝❧❛ss✐❝❛❧ ind-cpa s❡❝✉r✐t② ♦❢ KEM✳ ❚❤✉s✿
Pr(break1) ≤ Adv

ind-cpa
KEM,B12

(λ) + Pr(break2).
●❛♠❡ ✸ ■♥ t❤✐s ❣❛♠❡ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ ✐♥t❡r♠❡❞✐❛t❡ ms ms4 =

PRF(ms3, c̃k) ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡ m̃s4
$
←

{0, 1}PRF ✭✇❤❡r❡ {0, 1}PRF ✐s t❤❡ ♦✉t♣✉t s♣❛❝❡ ♦❢ t❤❡ PRF✮ ✉s❡❞ ✐♥ t❤❡ ♣r♦t♦✲
❝♦❧ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ t❡st s❡ss✐♦♥ πs

i ✱ ❛♥❞ ✭♣♦t❡♥t✐❛❧❧②✮ ✐ts ♠❛t❝❤✐♥❣ s❡ss✐♦♥ πt
j ✳

❲❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥ B13 t❤❛t ✐♥✐t✐❛❧✐s❡s ❛ dual-prf ❝❤❛❧❧❡♥❣❡r Cdual-prf ✇❤❡♥

πs
i ♥❡❡❞s t♦ ❝♦♠♣✉t❡ PRF(ms3, c̃k) ❛♥❞ ✐♥st❡❛❞ q✉❡r✐❡s ms3 t♦ Cdual-prf ✳ B13

✉s❡s t❤❡ ♦✉t♣✉t ♦❢ t❤❡ q✉❡r② m̃s4 t♦ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ ms4✳ ❙✐♥❝❡

c̃k ✐s ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ❜② Game 2✱ ❛♥❞ A ❝❛♥♥♦t ✐ss✉❡
CompromiseCK(i, s) ♦r CompromiseCK(j, t)✱ t❤✐s ✐s ❛ s♦✉♥❞ r❡♣❧❛❝❡♠❡♥t✳ ■❢

t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cdual-prf ✐s ✵✱ t❤❡♥ m̃s4 = PRF(ms3, c̃k) ❛♥❞ ✇❡ ❛r❡



◗✉❛♥t✉♠✲❙❡❝✉r❡ ❍②❜r✐❞ ❈♦♠♠✉♥✐❝❛t✐♦♥ ❢♦r ❆✈✐❛t✐♦♥ ■♥❢r❛str✉❝t✉r❡ ✹✶

✐♥ Game 2✳ ■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cdual-prf ✐s ✶✱ t❤❡♥ m̃s4
$
← {0, 1}PRF

❛♥❞ ✇❡ ❛r❡ ✐♥ Game 3✳ ❚❤✉s ❛♥② ❛❞✈❡rs❛r② A ❝❛♣❛❜❧❡ ♦❢ ❞✐st✐♥❣✉✐s❤✐♥❣ t❤✐s
❝❤❛♥❣❡ ❝❛♥ ❜❡ t✉r♥❡❞ ✐♥t♦ ❛ s✉❝❝❡ss❢✉❧ ❛❞✈❡rs❛r② B13 ❛❣❛✐♥st t❤❡ dual-prf
s❡❝✉r✐t② ♦❢ PRF✱ ❛♥❞ ✇❡ ✜♥❞✿ Pr(break2) ≤ Adv

dual-prf
PRF,B13

(λ) + Pr(break3).
●❛♠❡ ✹ ■♥ t❤✐s ❣❛♠❡ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ ✐♥t❡r♠❡❞✐❛t❡ ms ms5 =

PRF(m̃s4, pqkE) ✇✐t❤ ❛ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡ m̃s5
$
←

{0, 1}PRF ✭✇❤❡r❡ {0, 1}PRF ✐s t❤❡ ♦✉t♣✉t s♣❛❝❡ ♦❢ t❤❡ PRF✮ ✉s❡❞ ✐♥ t❤❡ ♣r♦✲
t♦❝♦❧ ❡①❡❝✉t✐♦♥ ♦❢ t❤❡ t❡st s❡ss✐♦♥ πs

i ✱ ❛♥❞ ✭♣♦t❡♥t✐❛❧❧②✮ ✐ts ♠❛t❝❤✐♥❣ s❡ss✐♦♥
πt
j ✳ ❲❡ ❞❡✜♥❡ ❛ r❡❞✉❝t✐♦♥ B14 t❤❛t ✐♥✐t✐❛❧✐s❡s ❛ prf ❝❤❛❧❧❡♥❣❡r Cprf ✇❤❡♥ πs

i

♥❡❡❞s t♦ ❝♦♠♣✉t❡ PRF(m̃s4, pqkE) ❛♥❞ ✐♥st❡❛❞ q✉❡r✐❡s pqkE t♦ Cprf ✳ B14 ✉s❡s
t❤❡ ♦✉t♣✉t ♦❢ t❤❡ q✉❡r② m̃s5 t♦ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ ms5✳ ❙✐♥❝❡ m̃s4
✐s ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ❜② Game 3✱ t❤✐s ✐s ❛ s♦✉♥❞ r❡♣❧❛❝❡✲
♠❡♥t✳ ■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cprf ✐s ✵✱ t❤❡♥ m̃s5 = PRF(m̃s4, pqkE) ❛♥❞

✇❡ ❛r❡ ✐♥ Game 3✳ ■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② Cprf ✐s ✶✱ t❤❡♥ m̃s5
$
← {0, 1}PRF

❛♥❞ ✇❡ ❛r❡ ✐♥ Game 4✳ ❚❤✉s ❛♥② ❛❞✈❡rs❛r② A ❝❛♣❛❜❧❡ ♦❢ ❞✐st✐♥❣✉✐s❤✐♥❣ t❤✐s
❝❤❛♥❣❡ ❝❛♥ ❜❡ t✉r♥❡❞ ✐♥t♦ ❛ s✉❝❝❡ss❢✉❧ ❛❞✈❡rs❛r② B14 ❛❣❛✐♥st t❤❡ prf s❡❝✉r✐t②
♦❢ PRF✱ ❛♥❞ ✇❡ ✜♥❞✿ Pr(break3) ≤ Adv

prf
PRF,B14

(λ) + Pr(break4).
●❛♠❡ ✺ ■♥ t❤✐s ❣❛♠❡ ✇❡ r❡♣❧❛❝❡ t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ t❤❡ ▼❆❈ ❛♥❞ s❡ss✐♦♥

❦❡② mk, k = HKDF.Expand(m̃s5,H(m0∥m1), “PQAGKEM
′′) ✇✐t❤ ❛ ✉♥✐❢♦r♠❧②

r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡ m̃k, k̃
$
← {0, 1}PRF ✉s❡❞ ✐♥ t❤❡ ♣r♦t♦❝♦❧

❡①❡❝✉t✐♦♥ ♦❢ t❤❡ t❡st s❡ss✐♦♥ πs
i ✱ ❛♥❞ ✭♣♦t❡♥t✐❛❧❧②✮ ✐ts ♠❛t❝❤✐♥❣ s❡ss✐♦♥

πt
j ✳ ❲❡ ❞♦ s♦ ❜② ✐♥✐t✐❛❧✐s✐♥❣ ❛ prf ❝❤❛❧❧❡♥❣❡r ❛♥❞ q✉❡r②✐♥❣ t❤❡ ❤❛s❤ ✈❛❧✉❡

H(m0∥m1)✱ ❛♥❞ ✉s❡ t❤❡ ♦✉t♣✉t m̃k, k̃ ❢r♦♠ t❤❡ prf ❝❤❛❧❧❡♥❣❡r t♦ r❡♣❧❛❝❡
t❤❡ ❝♦♠♣✉t❛t✐♦♥ ♦❢ mk, k✳ ❙✐♥❝❡ m̃s5 ✐s ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t
❜② Game 4✱ t❤✐s ✐s ❛ s♦✉♥❞ r❡♣❧❛❝❡♠❡♥t✳ ■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② t❤❡

prf ❝❤❛❧❧❡♥❣❡r ✐s ✵✱ t❤❡♥ m̃k, k̃ = HKDF.Expand(m̃s5,H(m0∥m1), “PQAGKEM
′′)

❛♥❞ ✇❡ ❛r❡ ✐♥ Game 4✳ ■❢ t❤❡ t❡st ❜✐t s❛♠♣❧❡❞ ❜② t❤❡ prf ❝❤❛❧❧❡♥❣❡r ✐s

✶✱ t❤❡♥ m̃k, k̃
$
← {0, 1}PRF ❛♥❞ ✇❡ ❛r❡ ✐♥ Game 5✳ ❚❤✉s ❛♥② ❛❞✈❡rs❛r② A

❝❛♣❛❜❧❡ ♦❢ ❞✐st✐♥❣✉✐s❤✐♥❣ t❤✐s ❝❤❛♥❣❡ ❝❛♥ ❜❡ t✉r♥❡❞ ✐♥t♦ ❛ s✉❝❝❡ss❢✉❧ PP❚
❛❞✈❡rs❛r② B15 ❛❣❛✐♥st t❤❡ ♣♦st✲q✉❛♥t✉♠ prf s❡❝✉r✐t② ♦❢ PRF✱ ❛♥❞ ✇❡ ✜♥❞✿
Pr(break4) ≤ Adv

prf
PRF,B15

(λ) + Pr(break5).

❙✐♥❝❡ k̃ ✐s ♥♦✇ ✉♥✐❢♦r♠❧② r❛♥❞♦♠ ❛♥❞ ✐♥❞❡♣❡♥❞❡♥t ✈❛❧✉❡ ♦❢ t❤❡ ♣r♦t♦❝♦❧ ✢♦✇
r❡❣❛r❞❧❡ss ♦❢ t❤❡ ✈❛❧✉❡ ♦❢ t❤❡ t❡st ❜✐t b✱ A ❤❛s ♥♦ ❛❞✈❛♥t❛❣❡ ✐♥ ❣✉❡ss✐♥❣ t❤❡
t❡st ❜✐t ❛♥❞ t❤✉s✿
Adv

HAKE,cleancHAKE,A,C3.2
PQAG-KEM,nP ,nS

(λ) ≤ nP
2nS

2 ·
(
Adv

ind-cpa
KEM,B12

(λ) + Adv
dual-prf
PRF,B13

(λ) + 2 ·

Adv
prf
PRF,B14,B15

(λ)
)
.


	Quantum-Secure Hybrid Communication for Aviation Infrastructure

