
This is a repository copy of Detection-triggered recursive impact mitigation against 
secondary false data injection attacks in cyber-physical microgrids.

White Rose Research Online URL for this paper:
https://eprints.whiterose.ac.uk/219419/

Version: Accepted Version

Article:

Liu, M. orcid.org/0000-0002-2663-4787, Zhang, X. orcid.org/0000-0002-6063-959X, 
Zhang, R. et al. (3 more authors) (2025) Detection-triggered recursive impact mitigation 
against secondary false data injection attacks in cyber-physical microgrids. IEEE 
Transactions on Smart Grid, 16 (2). pp. 1744-1761. ISSN 1949-3053 

https://doi.org/10.1109/tsg.2024.3493754

© 2024 The Authors. Except as otherwise noted, this author-accepted version of a journal 
article published in IEEE Transactions on Smart Grid is made available via the University 
of Sheffield Research Publications and Copyright Policy under the terms of the Creative 
Commons Attribution 4.0 International License (CC-BY 4.0), which permits unrestricted 
use, distribution and reproduction in any medium, provided the original work is properly 
cited. To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/

eprints@whiterose.ac.uk
https://eprints.whiterose.ac.uk/

Reuse 

This article is distributed under the terms of the Creative Commons Attribution (CC BY) licence. This licence 
allows you to distribute, remix, tweak, and build upon the work, even commercially, as long as you credit the 
authors for the original work. More information and the full terms of the licence here: 
https://creativecommons.org/licenses/ 

Takedown 

If you consider content in White Rose Research Online to be in breach of UK law, please notify us by 
emailing eprints@whiterose.ac.uk including the URL of the record and the reason for the withdrawal request. 



1

Detection-Triggered Recursive Impact Mitigation

against Secondary False Data Injection Attacks in

Cyber-Physical Microgrids
Mengxiang Liu, Xin Zhang, Rui Zhang, Zhuoran Zhou, Zhenyong Zhang, and Ruilong Deng

Abstract—The cybersecurity of microgrid has received
widespread attentions due to the frequently reported attack ac-
cidents against distributed energy resource (DER) manufactures.
Numerous impact mitigation schemes have been proposed to
reduce or eliminate the impacts of false data injection attacks
(FDIAs). Nevertheless, the existing methods either requires at
least one neighboring trustworthy agent or may bring in unac-
ceptable cost burdens. This paper aims to propose a detection-
triggered recursive impact mitigation scheme that can timely
and precisely counter the secondary FDIAs (SFDIAs) against
the communication links among DERs. Once triggering attack
alarms, the power line current readings will be utilised to observe
the voltage bias injections through the physical interconnections
among DERs, based on which the current bias injections can
be recursively reconstructed from the residuals generated by
unknown input observers (UIOs). The attack impacts are elim-
inated by subtracting the reconstructed bias from the incoming
compromised data. The proposed mitigation method can work
even in the worst case where all communication links are
under SFDIAs and only require extra current sensors. The
bias reconstruction performance under initial errors and system
noises is theoretically analysed and the reconstruction error is
proved to be bounded regardless of the electrical parameters.
To avoid deploying current sensors on all power lines, a cost-
effective deployment strategy is presented to secure a spanning
tree set of communication links that can guarantee the secondary
control performance. Extensive validation studies are conducted
in MATLAB/SIMULINK and cyber-physical microgrid testbeds
to validate the proposed method’s effectiveness against sin-
gle/multiple and continuous/discrete SFDIAs.

Index Terms—False data injection attack, cyber-physical mi-
crogrid, recursive impact mitigation, bias injection reconstruc-
tion, unknown input observer

I. INTRODUCTION

The recent cyberattack accidents against distributed energy

resource (DER) manufactures like Vestas [1] and EnerCon

[2] imply that the widely penetrated DERs have been fre-

quently targeted by adversaries. The information forensics of
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these accidents further verified that the adversary’s attempt is

shifting from stealing sensitive data for ransom to interrupting

DERs’ normal operations. As one of the widely adopted forms

that integrate DERs in the power grid, the cyber-physical

microgrid has integrated massive advanced information and

communications technologies like TCP/IP communication and

CAN/Profinet to meet DERs’ control and dispatch require-

ments. It is thus vital to foresee the potential cybersecurity

issues in microgrids and take necessary cybersecurity enhance-

ment strategies [3].

According to the hierarchical control framework of cyber-

physical microgrid as shown in Fig. 1, where the primary

controller regulates the local DER states and the secondary

controller coordinates DERs to achieve global objectives like

load sharing [4], five typical false data injection attacks

(FDIAs) against the two controllers by exploiting protocol

vulnerabilities [5], firmware rootkit [6], and sensor spoofing

tools [7] can be identified. These secondary and primary

FDIAs (SFDIA and PFDIA) can disrupt the normal behaviours

of DERs, initiate protective actions, and potentially lead to

cascading failures. As a result, it is necessary to make ap-

propriate cyber-resilient prevention, detection, mitigation, and

recovery strategies [8]–[10]. This paper mainly focuses on the

during-attack impact mitigation phase that is used to reduce

or eliminate the attack impacts with sufficient time to make

the cyber recovery plan.

Fig. 1: This figure illustrates the locations of five typical FDIAs against
primary and secondary controllers in the cyber-physical microgrid.

Numerous literature has emerged in the topic of designing

cyber-resilient impact mitigation strategies for the microgrid

under FDIAs, which can be generally classified as model-

based and data-driven according to the principles of adopted

methods. Focusing on the SFDIA on control commands (②),

Zuo et al. [11] proposed a resilient cooperative secondary

controller that can mitigate the impacts of bounded and
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unbounded bias injections in an adaptive manner. Given the

SFDIAs (②) in energy storage dominated micorgrids [12]

and networked AC/DC microgrids [13], Wang and Deng

et al. designed distributed resilient secondary controllers by

introducing adaptive techniques to maintain the overall control

objectives. To infer the bias injected into the communication

links, Jin et al. [14] aimed to analyse the impacts of SFDIAs

(①) on voltages to obtain the exact bias expression. But this

method has limitations in handling the case where multiple

SFDIAs with general bias types exist. In response to the SF-

DIAs on communication links (①) and control commands (②),

Sahoo et al. proposed to reconstruct an detection-triggered

secondary control error signal using the trustworthy agents’

information [15], [16]. This mitigation strategy requires that at

least one of the neighboring links/agents should be trustworthy

to guarantee the credibility of reconstructed signals.

Considering the PFDIA on the control command (④), Sad-

abadi et al. [17] introduced a resilient voltage tracking and

current sharing primary controller to mitigate the potential

adverse impacts. When the secondary communication links

(①), control commands (②), and measurements (③) are all

subject to unbounded FDIAs, Zuo et al. [18] introduced a

hidden secure communication network where the transmitted

data was immune to malicious modifications to correct the

hazardous control actions. With the provision of an internet-of-

things (IoT) based digital twin that interacts with the microgrid

control system, Saad et al. [19] developed practical resilient

control algorithms by replacing the malicious data with those

received from the Luenberger observer based IoT shadow. The

hidden network and digital twin based mitigation strategies

can effectively maintain the microgrid control performance

even under hybrid SFDIAs (①, ③) and PFDIAs (⑤), but the

associated extra costs may be unacceptable for the system

operator.

The data-driven methods in mitigating FDIAs’ impacts

within microgrids have been investigated recently. By training

an artificial neural network (ANN) with the inputs of DC-DC

converters’ output voltages and currents, Habibi et al. [20]

proposed a novel data-driven method to mitigate the impacts

of the SFDIA compromising the parallel converters’ point

of common coupling (PCC) voltage readings (③). To enable

its decentralized implementation, Habibi et al. [21] success-

fully designed an ANN to recover the converter’s legitimate

output current under FDIAs using the inputs of renewable

source’s output current and primary voltage control signal.

To alleviate the necessity of multiple training processes for

a well-tuned deep neural network based estimator, which was

used to recover the sum of communicated signals using the

local measurements, Xia et al. [22] designed a representation

subspace distance based transfer learning model.

A tabulated illustration of the reviewed impact mitigation

methods against SFDIAs is provided in TABLE I. First of all,

the investigation of the impact mitigation schemes [11]–[13]

against the SFDIA on control commands (②) has been well

developed. Nevertheless, existing impact mitigation schemes

against the SFDIA on communication links (①) either have

assumptions on the number of compromised links [14]–[16] or

may bring in unacceptable cost burdens for the system operator

TABLE I: Comparisons between the proposed impact mitiga-

tion method and the existing ones against SFDIAs

Category Literature
SFDIA Types
① ② ③

Extra Cost

Model-
based

[11]–[13] ✗ ✓ ✗ No
[14] ✓

◦
✗ ✗ No

[15], [16] ✓
∗

✓ ✗ Blockchain
[18] ✓ ✓ ✓ Hidden layer
[19] ✓ ✗ ✓ Digital twin

Data-
driven

[20], [21] ✗ ✗ ✓ No
[22] ✓ ✗ ✗ No

Model-based Our work ✓ ✗ ✗ Current sensor

◦ The number of SFDIA is limited by 1.
* There should be at least one trustworthy neighboring agent.

[18], [19]. While the data-driven mitigation methods [20]–[22]

have not incorporated the physical knowledge, under which the

reconstructed data may not comply with the underlying phys-

ical dynamics and thus the reconstructed data can oppositely

exacerbate the attack impacts.

Towards this end, this paper aims to design an effective

and cost-efficient impact mitigation scheme against the SFDIA

on communication links (①) based on the unknown input

observer (UIO), which has been proved effective in detecting

random [23] and stealthy [24]–[26] FDIAs. As shown in Fig.

2, the impact mitigation scheme will only be activated after

UIOs have perceived anomalous behaviours. We propose a

novel idea to firstly observe the voltage bias injection through

incorporating the physical interconnection among DERs, i.e.,

utilising the power line current to observe the voltage of

interconnected DER. Based on the observed voltage bias

injection, the current bias injections could then be recursively

reconstructed from the UIO’s detection residuals. Finally, the

reconstructed biases are subtracted from the compromised

communicated data to mitigate the attack impacts. The main

contributions of this paper are:

• We propose an innovative detection-triggered recursive

impact mitigation scheme against the SFDIA on com-

munication links (①), which is effective even when all

communication links are compromised, and this scheme

only requires to install additional current sensors on

power lines.

• We derive the explicit relations between UIO residuals

and bias injections, based on which a recursive bias re-

construction scheme is intuitively established. Moreover,

we prove that the reconstruction error is bounded by a

term related solely to the system noise bounds.

• We present a cost-effective deployment strategy for cur-

rent sensors based on existing measuring infrastructure,

securing a spanning tree set of communication links that

can guarantee the secondary control performance.

• We conduct extensive validation studies in MAT-

LAB/SIMULINK and cyber-physical microgrid testbeds

to illustrate the proposed method’s effectiveness against

various SFDIAs in the presence of load variations, DERs

plugging-in, and voltage fluctuations.
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Fig. 2: The left part depicts the architecture of cyber-physical microgrid, the middle part illustrates the specific cyber-physical couplings and exposed attack
surfaces to SFDIAs, and the right part details the detection-triggered recursive bias reconstruction and impact mitigation schemes and their integration with
the original secondary controller.

II. CYBER-PHYSICAL MICROGRID SYSTEM MODEL

As shown in Fig. 2, we consider an isolated DC microgrid

consisting of N ≥ 2 DERs, where renewable energy resources

(RESs) including photovoltaic (PV) cells are operated with

sufficient storage units to eliminate the intermittent power gen-

eration resulting from weather variations and therefore can be

simplified as a constant voltage source [27], [28]. The DC-DC

converter is commanded to supply the local ZIP load through

an RLC filter. The electrical network that physically connects

the DERs is denoted by a weighted cyber bi-directional graph

Gel = {A, Eel}, where the set A collects all the DER nodes

and the set Eel includes the power lines that connect the DERs

with the set of weights as the corresponding line conductance,

that is, 1
Rij

, ∀(i, j) ∈ Eel.
1 The set that contains the physical

neighbours of the DER i ∈ A in graph Gel is represented by

N el
i . The communication network that transmits data between

DERs is also indicated by a weighted bidirectional graph

Gc = {A, Ec}, where the set Ec gathers all communication

links with the weights designed as acij , ∀(i, j) ∈ Ec. The cyber

neighbors of DER i ∈ A in graph Gc are collected in the set

N c
i . We assume that the electrical and communication cyber-

physical graphs share the same topology are both connected,

which establish the sufficient conditions for achieving stable

control [29].

Since the microgrid is operated close to the nominal ref-

erence point of common coupling (PCC) voltage Vref,i, the

constant power load (CPL) PCPL,i is linearised around this

nominal operating point as

ICPL,i = −
PCPL,i

V 2
ref,i

Vi + 2
PCPL,i

Vref,i

, (1)

where the former part is a negative impedance related to

the actual PCC voltage Vi and the latter part is a constant

1The inductive part, i.e., Lij as shown in Fig. 2, is omitted as it is usually
far smaller than the resistive part.

current. Under linearisation (1), the original ZIP load can be

characterised by the equivalent constant impedance (ZLi) and

current (ILi) loads as follows:

1

ZLi

=
1

Zi

−
PCPL,i

V 2
ref,i

, (2)

ILi = ICCL,i + 2
PCPL,i

Vref,i

, (3)

where Zi and ICCL,i denote the original constant impedance
and current parts of the ZIP load, respectively. Based on the
linearised ZIP load (2)-(3), the dynamics of the RLC filter
inside DER i can be obtained after utilising the Kirchhoff
voltage and current laws and incorporating the quasi-stationary
line approximation (Lij ≈ 0), i.e.,



















dVi

dt
=

1

Cti

Iti+
∑

j∈Nel
i

1

CtiRij

(Vj − Vi)−
1

Cti

(ILi +
Vi

ZLi

)

dIti

dt
= −

1

Lti

Vi −
Rti

Lti

Iti +
1

Lti

Vti

, (4)

where Vti denotes the converter’s output voltage, Iti represents

the output current from the renewable source, and Rti, Lti, and

Cti are the RLC filter parameters. Denote the system state by

xi = [Vi, Iti]
T, the system dynamics (4) can be rewritten as

ẋi(t) = Aiixi(t) + biui(t) +midi(t), (5)

where ẋi is the updated system state, and Aii, bi, and mi

denote the system matrix, primary input vector, and unknown

input vector, respectively, as detailed in Appendix A. The

primary input ui(t) = Vti(t) represents the voltage regulation

command to the DC-DC converter and the unknown input

di(t) = ILi +
∑

j∈N el
i
− 1

Rij
Vj(t) includes the current load

as well as the physical couplings with neighboring DERs.

To be compatible with the digital signal based processor, the

dynamical model (5) is discretized with sampling time Tsamp

and is blended with fully measured system states along with

bounded process and measurement noises as the following
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state-space model:
{

xi(k + 1) = Ad
iixi(k) + b

d
i ui(k) +m

d
i di(k) + ωi(k)

yi(k) = xi(k) + ρi(k)
,

(6)

where system parameters Ad
ii, b

d
i , and md

i are derived from

the original parameters in (5) with sampling time Tsamp and

their relations are detailed in appendix A. The system states

are fully measured as local output vector yi(k), and bounded

process and measurement noises satisfy |ωi(k)| ≤ ω̄i and

|ρi(k)| ≤ ρ̄i, respectively.
To achieve the reference PCC voltage tracking, the pri-

mary control input ui(k) is calculated based on the general
Proportion-Integral control algorithm as follows

ui(k) =
(

g
P
i

)

T
y
p
i (k) + g

I
i

k
∑

l=0

(

Vref,i + αi(l)− κ
T
y
p
i (l)

)

, (7)

where gPi and gIi contain proportional and integral control

gains, respectively, y
p
i (k) is the local outputs available to

the primary controller that will be equal to yi(k) in the

normal case, and αi(k) denotes the secondary control input

that is computed utilising the data transmitted over the com-

munication network. To satisfy the hard real-time requirement

of primary control, field-level communication protocols like

CAN and Profinet are usually adopted to establish the sensor

channel. Constant vector κ = [1, 0]T is used to extract the

PCC voltage information for the calculation of accumulated

voltage tracking errors.

The distributed secondary controller is deployed on top

of the primary controller to regulate the voltage tracking

objective in a coordinated manner to achieve the overall

control objectives in the microgrid including voltage balancing

and current sharing. TCP Modbus communication protocol

is recommended to accomplish the data exchange between

DERs. In the essential principle of consensus control, the

secondary control input is calculated as

αi(k) = ι
T

k∑

l=0

∑

j∈N c
i

acij(
ys
i,j(l)

Istj
−
y
p
i (l)

Isti
), (8)

where ys
i,j(k) denotes the output vector of DER j ∈ N c

i

transmitted over link (i, j) ∈ Ec that will be equal to y
p
j (k) in

the normal case, Istj > 0 and Isti > 0 are the rated output

currents corresponding to DERs j and i, respectively, and

constant vector ι = [0, 1]T is applied to obtain the accumulated

current sharing errors.

Fig. 3: This figure illustrates a practical attack path consisting of four key
steps for launching the SFDIA in microgrids.

A. Cyber Attack Model

For the data interaction required by secondary control,

the TCP Modbus communication protocol has been widely

recommended owing to its open standard and easy-to-use

characteristic that facilitate the interoperability among devices

from different manufacturers [10]. The insufficient security

mechanisms of Modbus in data encryption, node authenti-

cation, and key management have exposed the secondary

communication network to various cyber attacks like FDIAs

[26], which can be launched through the well-known man-in-

the-middle attack scheme once the adversary gains access to

the network [30]. According to the recently disclosed attack

incident against solar power facilities in Japan, the malicious

adversary hijacked 800 SolarView Compact remote monitoring

devices by exploiting a known flaw that was not patched to

engage in bank account thefts [31]. Utilising the hijacked re-

mote monitoring device as a springboard, the adversary could

further infiltrate into the control system and severely affect the

operation of solar facilities. Inspired by this, a practical attack

path which demonstrats the steps of launching the SFDIA in

microgrids is shown in Fig. 3. The first step is to hijack remote

monitoring devices by exploiting zero-day or disclosed flaws.

By conducting infiltration from hijacked remote monitoring

devices into the control system, the adversary makes lateral

movements to the monitoring host of DER in step 2, after

which the adversary would be able to access the secondary

control’s communication network in step 3. Finally, in step

4, the adversary can launch SFDIAs through the man-in-the-

middle scheme, where the malicious entity is inserted between

the two legal communication DERs to modify the transmitted

data packets while deceiving the two DERs via ARP spoofing

[30].

In DER i, the SFDIA that target at its secondary commu-

nication links is modelled as

SFDIA : ys
i,j(k) = y

p
j (k) + φ

sy
i,j(k), (9)

where φ
sy
i,j denotes the bias vector injected into neighboring

DER j’s transmitted output vector. The design of φ
sy
i,j , ∀i, j ∈

A against multiple communication links can be implemented

in the either independent or conspiring manner to incur

hazardous consequences including voltage instability [32] and

economic loss [26]. Moreover, we consider the worst case

where the adversary’s resources are not restricted and arbitrary

number of communication links can be compromised.

B. Unknown Input Observer based Attack Detection

The UIO is originally designed to estimate system states in
the presence of the unknown inputs resulted from uncertain
system parameters and unexpected component failures, under
which performance guaranteed controllers can be designed to
tolerate these uncertainties [33]. Recently, the potential appli-
cation of UIO to detecting FDIAs in large-scale interconnected
systems like microgrids has been well investigated [23]. The
basic idea is to use the estimated system states to measure if
the trajectory of received data satisfy DER system dynamics
(6). Specifically, the UIOs

i,j designed for the DER j’s data
communicated through the communication link is represented
as

UIOs
i,j :

{

z
s
i,j(k + 1) = F

s
j z

s
i,j(k) + T

s
j b

d
ju

s
i,j(k) + K̂

s
jy

s
i,j(k)

x̂
s
i,j(k) = z

s
i,j(k) +H

s
j y

s
i,j(k)

, (10)
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where zsi,j is UIOs
i,j’s internal state vector, x̂s

i,j is the estimated

DER j’s state vector, and us
i,j = uj is the communicated DER

j’s control command. The UIO matrix F s
j is designed to be

stable, i.e., the real parts of its eigenvalues need to satisfy

|λre
l (F s

j )| < 1, ∀l ∈ {1, 2}, to converge the state estimation

error and matrix T s
j is designed according to T s

jm
d
j = 0

2×1

to eliminate the impacts of unknown inputs. The principles of

choosing UIO matrices F s
j , T

s
j , K̂

s
j , H

s
j should satisfy

T s
j = I2 −Hs

j (11)

T s
jm

d
j = 0

2×1 (12)

K̂s
j = Ks

j1 +Ks
j2 (13)

F s
j = T s

j A
d
jj −Ks

j1 (14)

Ks
j2 = F s

j H
s
j (15)

to eliminate the impact of unknown inputs and initial esti-

mation errors on the state estimation accuracy. The detection

residual is derived by comparing the estimated state vector

with the actual measurement output vector as

rsi,j(k) = y
s
i,j(k)− x̂

s
i,j(k) (16)

and in the normal operation its analytical expression can be

obtained considering (6) and (10):

rsi,j(k) = (F s
j )

k
(
rsi,j(0)− T s

j ρj(0)
)
+ T s

j ρj(k)

k−1∑

l=0

(
F s
j

)k−1−l(
T s
j ωj(l)− K̂s

jρj(l)
)
, (17)

where rsi,j(0) is the initial residual vector and will be equal

to zero after strategically choosing the initial UIO state vector

as zsi,j(0) = T s
j y

s
i,j(0). Given the bounded system noises, the

upper bounded of |rsi,j | can be thus calculated as

|rsi,j(k)| ≤r̄
s
i,j(k) = νsj (ς

s
j )

k
∣
∣T s

j

∣
∣ρ̄j + |T s

j |ρ̄j
k−1∑

l=0

νsj (ς
s
j )

k−1−l
(
|T s

j |ω̄j + |K̂s
j |ρ̄j

)
, (18)

where positive scalars νsj and 0 < ςsj < 1 are chosen such that

||(F s
j )

k|| ≤ νsj (ς
s
j )

k.

Once either of the following conditions is satisfied, attack

alarms will be triggered for the corresponding voltage or

current data

rs,Vi,j (k) > r̄s,Vi,j (k) or rs,Ii,j (k) > r̄s,Ii,j (k), (19)

where rsi,j = [rs,Vi,j , rs,Ii,j ]
T and r̄si,j = [r̄s,Vi,j , r̄s,Ii,j ]

T. The attack

alarm ϱsi,j = 1 indicate that the neighboring communicated

measurement output ys
i,j are encountering SFDIAs.

III. MOTIVATING EXAMPLE AND PROBLEM FORMULATION

It is far from sufficient for the cyber-resilient operation

of microgrids to perceive the existence, type, and location

of unpredictable attack events. It is equivalently important to

adopt appropriate countermeasure actions to mitigate and even

eliminate the adversarial impacts of attacks after successfully

detecting them. The detectability of UIOs against both the

random [23] and stealthy [24]–[26] FDIAs in microgrids has

been thoroughly investigated. It has been well known to

utilise the residuals generated by UIOs (17) to validate the

adherence of the received signal’s trajectory to the underlying

DER dynamics. However, a hidden and usually ignored fact

underlying the generated residuals is that they also synthesize

the bias injection information. Hence, in addition to attack

detection, another functionality of UIOs’ residuals can be

explored to reconstruct the injected biases, which will be then

used to recover the legitimate data for the mitigation of attack

impacts.

To intuitively reflect the relations between UIOs’ resid-

uals and the SFDIA biases, three motivating examples are

provided. The four-node DC microgrid with the cyber and

physical typologies shown in Fig. 2 is established, where

the communication link between DERs 1 and 2 is subject

to SFDIAs and three representative types of bias injections

(Step, Ramp, and Sine) into the neighboring output vector,

i.e., φ
sy
2,1 = [ϕsy

2,1,V , ϕ
sy
2,1,I ]

T, are considered. When picturing

the bias injections and corresponding residuals in Fig. 4, an

intuitive observation is that the residual trajectory can reflect

many features of the injected biases like their steady-state

values and changing patterns. Specifically, under the step bias

injection case in sub-figure (a), the steady-state bias injections

will result in steady-state increment on the corresponding

residuals. Moreover, when the bias injections possess changing

patterns like ramp and sine signals in sub-figures (b) and (c),

the same patterns can be observed from the resulted residuals.

In addition to that, there are explicit theoretical links between

residuals and the associated biases as reflected in (6) and (10),

which provide theory basis for the forthcoming reconstruction

of SFDIA biases.

Therefore, based on the attack alarms triggered by UIOs,

this paper aims to propose a post-detection bias injection

reconstruction and impact mitigation scheme based on the

residuals generated by UIOs. Three essential problems need

to be sorted out: 1) Investigation of the analytical relations

between residuals and the corresponding bias injections, based

on which an computation-friendly and cost-efficient bias in-

jection reconstruction scheme will be designed. 2) Analysis of

the impact of initially estimated inaccurate bias injections on

the subsequently reconstructed bias injections since it is hard

to know the exact bias injections at the alarm flagging time. 3)

Performance analysis of proposed bias reconstruction scheme

in the presence of bounded system noises as small fluctuations

can still significantly diverge the reconstructed biases from real

ones. 4) Cost-effective deployment of current sensors that can

ensure the secondary control performance under SFDIAs with

minimal number of required sensors.

IV. DETECTION-TRIGGERED BIAS RECONSTRUCTION AND

IMPACT MITIGATION

This section introduces the theoretical links between UIO

residuals and SFDIA bias injections, based on which the

bias reconstruction and impact mitigation scheme are detailed

along with rigorous performance analysis. The working flow

of the proposed scheme is shown in Fig. 5, where the attack

alarming trigger generated by (19) will activate the voltage

bias observation action (25) and current bias reconstruction
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Fig. 4: Motivating examples indicating the relations of UIOs’ residuals and Step, Ramp, and Sine bias injections.

Fig. 5: This figure elaborates the working flow of the detection-triggered bias
reconstruction and impact mitigation scheme.

function (24). Then, the reconstructed bias SFDIA vector

φ
sy,re
i,j will be fed back to the impact mitigation scheme (29)

to eliminate the attack impact on the secondary controller (8).

A. Explicit Relations between Residuals and SFDIA Biases

The explicit relations between residual rsai,j and bias injec-

tion φ
sy
i,j can be derived from the DER dynamics (6), SFDIA

model (9), and UIO dynamics (10). According to the bias

injection forms (9) and UIOs
i,j (10), the residual under attacks

rsai,j(k + 1) can be calculated:

rsai,j(k + 1) = ys
i,j(k + 1)− x̂s

i,j(k + 1) (20)

= T s
j y

s
i,j(k + 1)− zsi,j(k + 1)

= T s
j A

d
jjyj(k + 1)− F s

j z
s
i,j(k)+

− T s
j b

d
ju

s
i,j(k)− K̂s

jy
s
i,j(k) + T s

j φ
sy
i,j(k + 1).

The DER j’s dynamics similar as (6) can be used to expand

yj(k + 1) and along with (12), the above expression (20) is

transformed to

rsai,j(k + 1) = T s
j A

d
jjxj(k) + (F s

j H
s
j − K̂s

j )y
s
i,j(k)+ (21)

− F s
j x̂

s
i,j(k) + T s

j φ
sy
i,j(k + 1)+

+ T s
j ρj(k + 1) + T s

j ωj(k).

Bearing in mind that the aim is to express rsai,j(k+1) in terms

of its previous form rsai,j(k), the forthcoming step is to equalise

xj(k) as

xj(k) = y
s
i,j(k)− φ

sy
i,j(k)− ρj(k). (22)

Substituting (22) into (21) and considering the dependencies

of UIO parameters (13)-(15), we have

rsai,j(k + 1) = F s
j r

sa
i,j(k) + T s

j φ
sy
i,j(k + 1)+ (23)

− T s
j A

d
jjφ

sy
i,j(k) + χ

s
i,j(k),

where χs
i,j(k) = T s

j ρj(k + 1) − T s
j A

d
jjρj(k) + T s

j ωj(k)
collects the noise related term. Equation (23) implies that the

residual under SFDIAs is related to the previous residual, plus

the difference of SFDIA bias injection between the existing

and previous states observed with the UIO internal parameters.

These explicit relations would be the basis of inferring bias

vector φs
i,j from detection residuals. Another observation from

(23) is that, in ideal cases, it can determine only one bias entry

of φs
i,j as matrix T s

j does not possess full-column rank. Thus,

extra legitimate information is necessary for the bias injection

reconstruction.

B. Physical-Interconnection-Aware Bias Reconstruction

After detecting the SFDIA (9) through UIO alarming con-

ditions (19) at time instant ksai,j , the bias injected into the

neighboring current measurement, i.e., ϕsy,re
i,j,I (k+1), k ≥ ksai,j ,

can be reconstructed through the residual rsai,j and observed

voltage bias injection ϕsy,ob
i,j,V as

ϕsy,re
i,j,I (k + 1) = (t̃sj2)

T
(

T s
j A

d
jjφ

sy,re
i,j (k)− tsj1ϕ

sy,ob
i,j,V (k + 1)+

+ψsa
i,j(k)

)

, k ≥ ksai,j , (24)

where φ
sy,re
i,j (k) = [ϕsy,ob

i,j,V (k), ϕsy,re
i,j,I (k)]T includes the previ-

ous reconstructed current bias injection, ψsa
i,j(k) = rsai,j(k +

1)−F s
j r

sa
i,j(k) represents the residual discrepancy term under

attacks, T s
j = [tsj1, t

s
j2], and t̃sj2 =

t
s
j2

(ts
j2

)Tt
s
j2

.

The voltage injection bias ϕsy
i,j,V is hard to be inferred

through the information obtained from existing measuring

facilities, but can be observed from extra sensor readings based

on the physical couplings between DERs. This idea is made

feasible as the electrical and communication graphs share the

same topology, and thus the electrical coupling between DERs

can be utilised to observe the legitimate voltage information

transmitted through the corresponding communication link.

After installing current sensors on the power lines intercon-

necting DERs, from which the power line current is securely
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measured as Iseij , the voltage bias injection can be accurately

observed when DER i’s local sensor channels are free from

attacks, i.e.,

ϕsy,ob
i,j,V (k) = κTys

i,j(k)−
(
κTy

p
i (k)−RijI

se
ij (k)

)

︸ ︷︷ ︸

V ob
i,j

(k)

≈ ϕsy
i,j,V (k), k ≥ ksai,j , (25)

because the inductive part of DC power line is negligible,

i.e., Lij ≈ 0, where V ob
i,j is the DER j’s PCC voltage

observed by DER i through the power line coupling. The

observation ϕsy,ob
i,j,V (k) can be available at the alarming time

instant ksai,j as only local information is required, but the

reconstruction scheme (24) will be activated in the next time

instant kai,j+1 to make the reconstructed bias accurate enough,

because the scheme needs to incorporate the bias information

at the previous time instant. Benefiting from the development

of non-contact measuring technologies like the hall effect

current sensor, which operates through generating hall voltage

proportional to the current and magnetic field and has been

widely adopted in commercial solar inverters [34], [35], the

power line current can be measured without breaking the

original circuit connection.

C. Theoretical Performance Analysis

Although the reconstruction scheme (24) is derived from

the theoretical links between residuals and bias injections (23),

the accuracy of reconstructed bias can be still affected by the

initial reconstruction error and system noise. It is necessary

to theoretically analyse the reconstruction performance when

suffering from these unknown disturbances.

Proposition 1: Under the bias reconstruction scheme (24),

when the bias observations are accurate as claimed in (25),

the steady-state current bias reconstruction error, denoted by

φsy
i,j,I(k) = ϕsy

i,j,I(k)− ϕsy,re
i,j,I (k), will be bounded by

|φsy
i,j,I(∞)| ≤

(|t̃sj2|)
Tχ̄s

i,j

1− ηsj
, (26)

if the eigenvalue of the reconstruction dynamics (24), i.e., ηsj ,

satisfies

|ηsj | = |(t̃sj2)
TT s

j A
d
jjι| < 1, (27)

where |χs
i,j(k)| ≤ χ̄s

i,j =
(
|T s

j |ρ̄j + |T s
j A

d
jj |ρ̄j + |T s

j |ω̄j

)

denotes the bound of the noise-related term in (23).

The proof of Proposition 1 is conducted in a straightforward

manner through calculating the expressions of φsy
i,j,I consid-

ering initial reconstruction errors and system noises, whose

details are provided in Appendix B. The establishment of (27)

is critical in obtaining an accurate enough bias reconstruction

result, under which the steady-state bounded reconstruction

error (26) determined by the system noises’ bounds can be

guaranteed. Specifically, the impact of initial error on the

steady-state bias reconstruction’s accuracy can be eliminated

by the stable eigenvalue ηsj as the associated reconstruction

error term will decay asymptotically to zero with time. While

the system noises can persistently affect the reconstruction ac-

curacy, the accumulated reconstruction error by system noises

is proved to be bounded by a known threshold under stable

eigenvalue ηsj . In the forthcoming part, we will analytically

analyse the establishment of (27) under different RLC filter

parameters by adopting appropriate approximations.

Proposition 2: When the products of sampling time Tsamp

and matrix Ajj’s entries, denoted by arcjj , ∀r, c ∈ {1, 2}, satisfy

|arcjjTsamp| < 1, then ηsj can be approximated as

ηsj ≈ ηs,apprj = 1 + a22jjTsamp, (28)

under which (27) will definitely hold since a22jj < 0.

The proof of Proposition 2 is proceed with the Taylor

expansion of matrix exponential eAjjTsamp and the condition

|arcjjTsamp| < 1, ∀r, c ∈ {1, 2}, whose details are elaborated

in Appendix C. Equation (28) means that the eigenvalue ηsj
is mainly determined by Ajj’s entry a22jj and the sampling

time Tsamp, while it is weakly associated with Ajj’s other

entries and is irrelevant with the UIO matrix T s
j . Moreover, the

assumption of |arcjjTsamp| < 1 is reasonable because setting

Tsamp the same as the switching frequency of converters, e.g.,

1kHz, can easily make it hold. Since numerous approximations

have been adopted in the proof, the accuracy of approximation

(28) and the establishment of condition (27) under various

RLC filter parameters are validated through extensive numer-

ical results in Section VI.

1) Impact Mitigation: The reconstructed bias vector φ
sy,re
i,j

is subtracted from the received compromised data ys
i,j , i.e.,

y
s,co
i,j (k) = ys

i,j(k)− φ
sy,re
i,j (k), k ≥ ksai,j + 1, (29)

which is then used as corrected data to calculate the legitimate

secondary control input as in (8). Since the reconstructed

bias φ
sy,re
i,j can approach the actual bias φ

sy
i,j with a bounded

error which is determined by the bounds of system noises,

the adverse attack impact can be effectively eliminated by the

mitigation action (29).

The implementation details of the proposed detection-

triggered impact mitigation scheme is provided in Algorithm

1. In steps 1-8, the detection residual rsi,j and residual bound

ri,j are calculated to check the establishment of conditions

(19). The alarm signal ϱsi,j will be flagged to trigger the bias

reconstruction phase once any anomaly is perceived. Steps

9-20 elaborate the bias reconstruction process and impact

mitigation action. If ϱsi,j is flagged and there exists current

sensor on power line (i, j), the power line current will first

be utilised to observe the voltage bias injection ϕsy,ob
i,j,V through

(25). Then, the current bias injection ϕsy,re
i,j,I can be accurately

reconstructed from the residuals under attacks rsai,j and ϕsy,ob
i,j,V

according to (24). If there exits no current sensor within DER

i for power line (i, j), then the reconstructed bias will be

set as φ
sy,re
i,j = ys

i,j − yi such that the data received from

DER j is unused. Finally, ϕsy,re
i,j,I will be subtracted from the

compromised data ys
i,j to eliminate the attack impacts on the

secondary controller. Under the activated mitigation action,

the safety criteria that implies the completion of attack impact
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elimination is

α̃i(k) =
∑

j∈N c
i

∣
∣
∣

y
s,co
i,j (k)

Istj
−
y
p
i (k)

Isti

∣
∣
∣ ≤ τ, (30)

where threshold τ > 0 is used to judge the accomplishment

of load sharing from DER i’s view. The satisfaction of (30)

does not mean that the mitigation actions can be deactivated

as the SFDIA will exist all the time, and thus appropriate

cyber recovery schedule should be made to remove the intruder

from the communication network [36], which still requires

substantial efforts and are as our future works.

Algorithm 1 Detection-Triggered Impact Mitigation under φ
sy
i,j

Input: DER parameters Ad
jj ,m

d
j , and bdj ; UIOs

i,j parame-

ters F s
j , T

s
j , H

s
j , K̂

s
j ; Communicated DER j’s output ys

i,j

and converter command us
i,j ; Residual bound parameters

νsj , ς
s
j ; Secure power line current measurements Iseij .

Output: Detection residual rsi,j and corresponding bound

r̄si,j ; Attack alarm flag ϱsi,j ; Reconstructed current bias

injection ϕsy,re
i,j,I .

1: Detection Phase

2: Calculate the detection residual rsi,j according to (10)-(16)

3: Calculate the residual bound r̄si,j according to (18)

4: if Either of (19) is satisfied then

5: Flag the alarm signal ϱsi,j = 1
6: else

7: Reset the alarm signal ϱsi,j = 0
8: end if

9: Bias Reconstruction and Impact Mitigation Phase

10: if The alarm signal ϱsi,j is flagged then

11: if Current sensor has been deployed in DER i for

power line (i, j) then

12: Observe the voltage bias injection through (25)

13: Reconstruct the current bias injection through (24)

14: else

15: Set φ
sy,re
i,j = ys

i,j − yi; ▷ Discard the data

received from DER j
16: end if

17: else

18: Reset the current bias injection as zero

19: end if

20: Eliminate the SFDIA’s impacts on secondary controllers

through (29)

V. COST-EFFECTIVE CURRENT SENSOR DEPLOYMENT

Given the high budget of deploying local current sensors on

all power lines, a cost-effective deployment strategy is neces-

sary to facilitate the proposed method’s practical application.

This section will first introduce a useful method that utilises

the output current Iti and PCC voltage Vi to estimate the

sum of power line currents outputted from DER i, denoted by

Isumi,se =
∑

j∈N el
i
Iseij , which can help avoid the deployment

of redundant current sensors. Based on this, a cost-effective

sensor deployment scheme will be then presented to keep only

the necessary current sensors required by the secondary control

performance.

A. Estimation of Power Line Current Sum

According to the circuit of DER i, the relationships between
the original measurements for primary control, i.e., Iti, Vi, and
Isumi,se can be written as

I
sum
i,se (k) = Iti(k)−

Cti

Tsamp

(

Vi(k)− Vi(k − 1)
)

− Î
sum
Li (k), (31)

where ÎsumLi denotes the sum estimation of currents flowing

over the ZIP load obtained either from historical load data

[37], [38] or via load forecasting methods [39], [40]. In the

ideal case, the estimated sum of load currents should satisfy

ÎsumLi = ILi+
Vi

ZLi
. Although there can be some errors between

the sum estimation and actual one due to the elusive load usage

behaviours, these load estimation errors can be kept below a

certain threshold from the long term such that the resulted

mitigation actions would still be able to significantly decrease

the attack impact as validated in Section VI-B.

The utilisation of (31) can decrease the number of extra

current sensors required by the proposed mitigation scheme.

In particular, since the sum of currents outputted from DER

i is known, it is not necessary to measure all power line

currents and one redundant current sensor can be removed.

For example, if DER i has only one power line connecting it

to other DERs, then the estimated current sum can be directly

regarded as its power line current.

B. Cost-Effective Deployment Strategy of Current Sensors

Besides integrating the estimated sum of power line currents

(31), the deep analysis of secondary control’s objective can

further decrease the number of deployed current sensors.

The secondary controller (8) is designed to achieve load

sharing among DERs through an essential consensus principle,

and one of its sufficient condition is to have a connected

communication graph [29]. However, in practice, more dense

communication network may be developed to guarantee the

efficient and robust collaboration of DERs in microgrids. The

dense communication network means that the corresponding

graph would be still connected even though one or more

edges are removed, under which load sharing can be still

achieved, but in a slower convergence rate. Therefore, from

a cost-effective perspective, the extra current sensors can

be strategically deployed on the power lines that makes

the “secured” communication links form a spanning tree,

i.e., a connected sub-graph possessing the least number of

edges. Here, the “secured” communication link means that

the legitimate data transmitted over it can be reconstructed by

the proposed scheme. A cost-effective deployment strategy of

current sensors will be presented in the subsequent part.

The deployment of current sensors consists of two phases

as shown in Algorithm 2. Phase I: Selecting a spanning tree

sub-graph G′
c = {A, E ′

c} of Gc that connects DER nodes with

the least number of edges and forms no circle. The selection

is started from removing edges from the original edge set Ec,

where the removed edges and associated nodes are collected

in Erm
c and Arm, respectively. The removed edge should

be a part of a cycle that is found though depth-first-search

based function, i.e., findcycle, which has linear time and space

complexity with respect to the size of searched graph. In step
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Fig. 6: This figure demonstrates the cost-effective deployment of current sensors on power lines under electrical and communication graphs with various size
and density. It is clear that as the increase of network size and density, the number of deployed sensors will grow accordingly.

3, the edge set returned by findcycle is recorded as Ecy
c . In steps

5-11, for each edge (i, j) in Ecy
c , it will be used to update Erm

c

and Arm if nodes i or j has been covered by the removed node

sets. Otherwise, through steps 12-16, the edge of Ecy
c covering

the highest connectivity node will be chosen to update Erm
c

and Arm. Then, the spanning tree sub-graph can be obtained as

{A, Ec/E
rm
c } as in step 17. The reason for removing the edge

within cycle Ecy
c that has overlap with the removed node set

Arm is to keep the size of Arm as small as possible. Since the

electrical and communication graphs have the same topology,

the resulted spanning tree edge set Ec/E
rm
c can be mapped into

the electrical graph equally. Therefore, the smaller Arm means

that the mapped spanning tree sub-graph can cover more DER

nodes that have complete adjacent physical couplings, under

which more redundant current sensors can be removed based

on the estimated sum of power line currents (31) in the next

phase. Moreover, when there exists no overlap between Ecy
c

and Arm, the edge covering the highest connectivity node will

be used to update the removed edge and node sets, which

can maximise the overlap possibility in the subsequent cycle

traversal.

Phase II: Deploying current sensors on power lines based

on the obtained spanning tree edge set Ec/E
rm
c and (31). In

step 21, the sensor deployment positions, which are recorded

as directed edges since the current sensor is deployed by

each local DER and its readings will not be shared with

the neighbouring DER, are initialised as E ′
el that contains

all spanning tree edges in Ec/E
rm
c . Through steps 22-26, if

all adjacent physical couplings of DER i are included in

E ′
el, then there is one redundant sensor deployment according

to (31) and one arbitrary adjacent edge can be removed. In

general, the number of deployed current sensors is calculated

as |A| + |Arm| − 2, which is proportional to the network

size and density since |Arm| will increase as the number of

included circles.

Demonstrative examples are given in Fig. 6 to illustrate

the results of Algorithm 2. For a 4-DER microgird with 1

circle, 4 current sensors are needed to ensure load sharing

under worst-case SFDIAs. When the number of circles grows

to 3, one more current sensor is needed to maintain the

control performance. Under the same number of circles, if the

number of nodes increases to 6, two more current sensors are

required to cover the extended network size. Therefore, when

the electrical and communication networks’ size and density

grow, the required security investment will also increase with

a linear rate. Moreover, it is noted that Algorithm 2 may

output multiple sensor deployment solutions, implying that

other considerations like the criticality of communication link

and DER node can be incorporated to further optimise the

result. Future efforts are still needed to conduct insightful

analysis towards this direction.

Compared with the hidden secure network [18] and digital

twin [19], the proposed bias reconstruction scheme (24) does

not need to run the extra hardware along with the origi-

nal system. Moreover, the cost of installing current sensors,

whose number grows linearly with respect to the network

size and density, would be much cheaper than developing a

standalone communication network or digital system. While

the detection-triggered bias reconstruction scheme (24) can

also avoid the limitation of requiring at least one trustworthy

communication link between DERs to guarantee the resilient

control performance as in [15]. Hence, the primary difference

of the proposed detection-triggered bias reconstruction and

impact mitigation scheme from existing literature is that it

can effectively improve the impact mitigation performance in

a cost-efficient manner.

It has great importance to discuss the adaptability of the

proposed mitigation method to other types of FDIAs besides

① as demonstrated by Fig. 1. Since this paper focuses on

reconstructing the bias injections on the interaction links

between DERs, a natural consideration is to apply it to the

cases with corrupted local measurements. When the local mea-

surements sent to secondary controller are compromised under

SFDIA ③, the proposed bias reconstruction scheme can be

seamlessly used to reconstruct the legacy current measurement

once one of its neighboring DERs can accurately estimate

its PCC voltage through the physical interconnection. For the

scenario where the local measurements received by primary
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Algorithm 2 Cost-Effective Current Sensor Deployment

Input: Electrical graph Gel, Communication graph Gc

Output: Spanning tree edge set Ec/E
rm
c , Current sensor

positions E ′
el

1: Phase I: Select Spanning Tree Edge Set

2: Set empty removed edge and node sets Erm
c ,Arm;

3: Ecy
c = findcycle({A, Ec});

4: while Ecy
c is not empty do

5: for Edge (i, j) ∈ Ecy
c do

6: if i ∈ Arm or j ∈ Arm then

7: Update removed edge set Erm
c = Erm

c ∪ (i, j);
8: Update removed node set Arm = Arm∪{i, j};

9: Break;

10: end if

11: end for

12: if There is no overlap between Ecy
c and Arm then

13: Choose (i, j) ∈ Ecy
c that covers the highest con-

nectivity node;

14: Update removed edge set Erm
c = Erm

c ∪ (i, j);
15: Update removed node set Arm = Arm ∪ {i, j};

16: end if

17: Ecy
c = findcycle({A, Ec/E

rm
c });

18: end while

19: Obtain the spanning tree sub-graph {A, Ec/E
rm
c };

20: Phase II: Deploy Current Sensors on Power Lines

21: Let E ′
el cover all spanning tree edge set Ec/E

rm
c ;

22: for i ∈ A do

23: if All adjutant edges of node i are included in E ′
el then

24: Remove one arbitrary adjacent edge from E ′
el;

25: end if

26: end for

controller are corrupted by PFDIA ⑤, the voltage estimation

transmitted through the secondary communication network

may not satisfy the primary control’s real-time requirement.

The proposed reconstruction scheme will be thus not able to

reconstruct the legacy current and voltage measurements from

the residual of one UIO due to the insufficient observability.

Further improvements are required to make the bias injections

on both current and voltage measurements observable from

the UIO residuals. Moreover, the investigation of mitigation

strategies under corrupted control commands, i.e., FDIAs ②

and ④, has been well addressed by existing literature [11]–

[13], [17]. But they all require the sensor channels to be free

from attacks, and thus the reconstructed legal measurement

from the proposed method can be a useful complement for

them when both actuator and sensor channels are subject to

bias injections.

VI. SIMULATION STUDIES AND EXPERIMENTAL

VALIDATIONS

This section first verifies the reconstruction stability under

varying electrical parameters, and then validates the pro-

posed detection-triggered impact scheme’s effectivess in Mat-

lab/Simulink and cyber-physical microgrid testbeds. Specifi-

cally, a 16-DER microrgid is established in Matlab/Simulink

to demonstrate the proposed method’s applicability to large-

scale systems considering load variations, DERs plugging-in,

and security budget limitation. Based on OPAL-RT simula-

tor, raspberry pis, and EXata network modeling software, a

cyber-physical 6-DER microgrid is setup to test the proposed

method’s performance in the presence of practical communi-

cation protocols and realistic attack events.

A. Reconstruction Stability under Varying Parameters

As claimed in Propositions 1-2, the stability of bias re-

construction scheme (24) is determined by the reconstruction

dynamics’ eigenvalue ηsj , which can be approximated as

ηs,apprj that is mainly related to the RLC resistive (Rti) and

inductive (Lti) parameters as well as sampling time Tsamp.

Inspired by this, we first show that |ηsj | under varying RLC

capacitive parameter Cti can be regarded as constant and is

less than 1. Then, the variation of |ηsj | < 1 under varying

Rti, Lti, and Tsamp is demonstrated and explained with the

approximation (28) from Proposition 2.

1) Constant and Stable ηsj under Varying Cti: : By keeping

Rti, Lti, and Tsamp invariant as 0.2, 1e − 3, and 5e − 4,

respectively, and perturbing Cti within [1e− 3, 10e− 3]F, the

values of ηsj and ηs,apprj are shown in the left part of Fig. 7.

Clearly, ηsj changes slowly around 0.9 < 1 and the variation

range is smaller than 2e − 3. Moreover, the corresponding

approximation error |ηsj − ηs,apprj | is bounded by 5e − 3,

indicating that the approximation (28) is accurate enough.

2) Stable ηsj under Varying Rti, Lti, and Tsamp: The

results of ηsj and ηs,apprj when varying Rti and Lti within

[0.1, 1]Ω and [1e − 3, 10e − 3]H, choosing Tsamp from

{2.5e − 4, 5e − 4, 1e − 3}s, and keeping Cti as 2.2e − 3 are

pictured in the right part of Fig. 7. The first observation is

that |ηsj | is always smaller than 1 regardless of the changes of

Rti, Lti, and Tsamp, indicating that the reconstruction scheme

(24) is always stable under initial errors and system noises.

Moreover, the approximation error |ηsj − ηs,apprj | is positively

associated with Lti and Tsamp while is negatively related to

Rti. This phenomenon matches the description of Proposition

2, where the approximation can be more accurate with smaller

|arcjjTsamp| that can be caused by the decrease of Lti, Tsamp

and increase of Rti. The unacceptable approximation error

usually occurs with large Lti and small Rti, under which

the |ηsj | will be far smaller than 1. Hence, the stability of

the reconstruction scheme (24) is verified through theoretical

analysis and numerical results.

B. Applicability to the 16-DER Microgrid in Matlab/Simulink

This subsection demonstrates the reconstruction accuracy

and mitigation performance when all communication links are

affected by SFDIAs (9) in the 16-DER microgrid with a mesh

topology as shown in Fig. 8. The RLC filter parameters are

set as Rti = 0.2Ω, Lti = 1e − 3H, and Cti = 0.5e − 3F, the

equivalent resistive loads are ZLi = 10Ω, ∀i ∈ {1, · · · , 16},

and the power lines’ impedance are Rij = 1.5Ω, Lij =
1.8e − 6H, ∀(i, j) ∈ Eel. The reference PCC voltages of

DERs are set around 40V such that their average is equal

to it. The communication network topology is considered to
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Fig. 7: In this figure, the left part shows that the ηsj under varying Cti is stable and can be regarded as constant, under which the approximation error

|ηsj − η
s,appr
j | is negligible. The right part verifies that ηsj < 1 is always stable under varying Rti, Lti, and Tsamp, and that the approximation η

s,appr
j is

accurate at most of the time except when ηsj is far away from 1.

Fig. 8: This figure shows the original electrical network of the 16-DER
microgrid, and then the secured spanning tree sub-network after deploying
26 sensors on power lines, where dashed lines represent the removed edges
that do not require to deploy sensors.

be the same as the electrical network topology. The sampling

time is Tsamp = 1e− 3s, under which the stability condition

(27) is satisfied. The event timeline is summarised as follows:

a) The primary controllers are activated at t = 0s, where

DERs 10 and 14 are not physically connected to other

DERs.

b) The secondary controllers are started at t = 1s, after

which the UIO-based detectors are activated at t = 1.5s.

c) DERs 10 and 14 are plugged into the microgrid to obtain

the topology as shown in Fig. 8 at t = 3s.

d) Variations occur on the equivalent current loads of DERs

1, 2, 5, 6, 9, 10, 13, 14 at t = 5s.

e) SFDIAs that have continuous and discrete bias injections

in the form of sine and triangle signals against all

communication links are launched at t = 7s.

1) Bias Reconstruction Accuracy: The detection-triggered

bias reconstruction results are shown in Fig. 9. We choose

to demonstrate the bias reconstruction accuracy for the SF-

DIAs on communication links (2, 1), (6, 7), (10, 11), (14, 15)
since they include the four types of bias injections and their

reconstruction processes need to utilise the estimated sum of

power line currents (31). According to the pictured results,

it is clear that daily operations before t = 7s including

load variation and DERs plugging-in will not falsely flag the

attack alarm and trigger the bias reconstruction scheme. When

the SFDIAs are launched at t = 7s, the bias reconstruction

scheme can be immediately triggered to accurately reconstruct

both continuous and discrete bias injections with the steady-

state reconstruction error smaller than 0.05 under 1% load

estimation error. Due to the injected bias’s sudden change

at t = 7s, there will be a non-trivial initial reconstruction

error that can reach 0.5. Under stable eigenvalue ηsj , the initial

reconstruction error will decay asymptotically to zero as time

and eventually the reconstruction error can be bounded by a

threshold determined by system noises and load estimation er-

rors. For the discrete bias injections on links (10, 11), (14, 15),
the detection residual can be occasionally lower than the

threshold when the bias injections are small, which can result

in unexpected missed alarms. To avoid this issue, the flagged

attack alarm will be kept until the received data is validated

as normal for Natt = 10 sampling times.

When the load estimation error is increased from 1% to

10% and 20%, respectively, the bias reconstructed accuracy

will be affected accordingly. The intuitive observation is the

larger load estimation error can result in higher bias recon-

struction error. Moreover, the same level of load estimation

error may affect the reconstruction error differently when the

DER’s physical coupling varies. For example, the 10% load

estimation error in DER 2 can increase the reconstruction

close to 0.5, while the same level of load estimation error

in DERs 6, 10, 14 will only make the reconstruction error

close to 0.2. It can be observed from Fig. 8 that DER 1 has 4

physical neighbors while DERs 6, 10, 14 only have 2 physical

neighbors. It is noted that the load estimation error’s impact

on reconstruction error is very similar to that of system noise,

and therefore deeper theoretical analysis can be conducted

following the procedure in Proposition 1, which are left as

our future works.

2) Mitigation Performance: The impact mitigation perfor-

mance of utilising the reconstructed biases from the previous

part under different levels of load estimation errors are demon-

strated in Fig. 10. In the absence of mitigation strategies, the

voltage and current states will be significantly affected by the

injected SFDIA biases, under which the load sharing objective

can never be achieved. To secure a spanning tree sub-network

of the original communication network, 26 current sensors
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Fig. 9: This figure shows the detection and bias reconstruction results for the SFDIAs on links (2, 1), (6, 7), (10, 11), (14, 15), which includes both continuous
and discrete bias injections in the forms of sine and triangle signals. Moreover, the demonstrated reconstruction processes all rely on the estimated load profile
since there are reduced sensors deployed on the corresponding power lines as shown in Fig. 8. Hence, the impacts of different levels of load estimation errors
on the reconstruction error are also showcased.

Fig. 10: This figure shows the voltage and current states of the 16-DER microgrid without and with impact mitigation strategies when all communication
links are subject to SFDIAs. Moreover, the impact mitigation performance under different levels of load estimation errors are also validated.

should be deployed on power lines and Fig. 8 shows one

feasible solution. According to Algorithm 1, if the detector

perceives anomaly on the communication link and the corre-

sponding power line’s current cannot be sensed or estimated,

then the communication link will be switched off. Otherwise,

the bias reconstruction and impact mitigation scheme will be

triggered. The results indicate that the reconstructed biases

can effectively eliminate the attack impacts and reestablish

the load sharing objective under 1% load estimation error. As

the increase of load estimation error from 1% to 10%, 20%,

there will appear obvious fluctuations on voltages and currents.

For example, the steady-state currents will deviate from the

expected sharing value with the error bounded by 0.5A.

Although the mitigation performance can be slightly affected

by the load estimation error, it is still able to significantly

decrease the attack impact from 5A load sharing error to 0.5A

load sharing error.

When the number of current sensors is too limited to form a

spanning tree sub-graph for the 16-DER microgrid, the original

microgrid can be partitioned into smaller clusters such that

load sharing can be still achieved within these clusters under

the worst-case SFDIA case. As shown in Fig. 11, if the 16-

DER microgrid is partitioned into 4 clusters, then the number

of sensors required for securing each cluster would only be 7,

5, 5, 3. After detecting SFDIAs, the power lines without cur-

rent sensors including (4, 5), (8, 9), (12, 13), (13, 16), (15, 16)
will be proactively cut off. The mitigation results indicate that

load sharing objective can be successfully achieved within

clusters based on the proposed method. The system operator

needs to design appropriate partition mechanisms for micro-

grids to achieve the maximum social profit subject to the

security budget for current sensors, which still requires future

efforts and is as one of our future works.

C. Experimental Validations in a cyber-physical 6-DER Mi-

crogrid Testbed

This subsection validates the proposed method’s robustness

against load variations and RES voltage fluctuations, the

proposed method’s superiority compared with the most related

slope-based bias reconstruction method [14], and the proposed

method’s effectiveness against multiple discrete SFDIAs as

well as its lightweight computation burden in a cyber-physical

microgrid testbed that is setup in the Control and Power

Systems (CAPS) Laboratory at the University of Sheffield.

Before showcasing the results, we will briefly introduce the

cyber-physical microgrid testbed. As shown in Fig. 12, the

testbed includes three key components, i.e., OPAL-RT OP5600
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Fig. 11: This figure showcases a feasible partition scheme for the 16-DER
microgrid to achieve the load sharing objective within partitioned clusters after
proactively cutting off power lines (4, 5), (8, 9), (12, 13), (13, 16), (15, 16)
when the number of current sensors is extremely limited.

simulator, raspberry Pis, and EXata network modelling soft-

ware. The 6-DER microgrid with the topology as shown in the

last column of Fig. 6 is established and simulated in OPAL-RT

OP5600 simulator, where the electrical parameters are set the

same as in [26] and additional current sensors are deployed

following the cost-effective strategy presented in Algorithm

2. Besides simulating the power circuit, OP5600 also imple-

ments primary controllers and half of secondary controllers.

The remaining secondary controllers and proposed detection-

triggered mitigation method are embedded into 3 raspberry

Pis, which interact with OP5600 through TCP Modbus every

10ms. Two UDP data flows between raspberry pis are mapped

into EXata via external node emulation mode, and realistic

data modification events can be introduced against mapped

data flows utilising the advanced cyber library provided by

EXata. Three upper hosts are needed to run in parallel with the

testbed to monitor and record the real-time data from OP5600

and raspberry Pis through Ethernet cables. In the experiments

conducted within the cyber-physical microgrid testbed, the

secondary controllers are activated at t = 2s, followed by

the initialisation of UIO-based detectors at t = 4s.

1) Robustness under Load Variation and RES Voltage Fluc-

tuation: Two daily events including current load increase

within all DERs and 10% RES voltage fluctuations in DER 2

are introduced within t ∈ [6, 8]s and t ∈ [10, 14]s, respectively.

As shown in Fig. 13, the introduced events will result in

changes on PCC voltages and output currents, and slightly alter

the residuals of three UIOs deployed in raspberry pis, denoted

by rs1,2, r
s
3,1, r

s
2,1, which are still bounded by the appropriately

chosen detection thresholds.

2) Superiority compared with the Slope-based Bias Recon-

struction Method [14]: The slope-based method [14] was

proposed to reconstruct the injected bias by observing the

(a) Overview of cyber-physical microgrid testbed

(b) Illustration of cyber-physical components and connections in the
testbed

(c) Demonstration of SFDIA implementation in EXata

Fig. 12: Sub-figures (a) and (b) show the setup of a cyber-physical 6-DER
microgrid in CAPS lab, where the microgrid circuit, primary controllers, and
three secondary controllers are implemented in OPAL-RT OP5600 simulator,
the remaining three secondary controllers and proposed detection-triggered
mitigation schemes are run in raspberry Pis, and the data interaction between
raspberry Pis are accomplished in EXata network modeling software. Sub-
figure (c) demonstrates the SFDIA implementation in EXata. In particular,
by interfacing operational nodes, i.e., raspberry Pis, with EXata nodes, the
real-time data flows between operational nodes will be mapped into EXata.
Through utilising the data modification function provided by EXata’s cyber
libraries, arbitrary bias injections can be introduced into DER’s current
measurements.
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Fig. 13: This figure demonstrates the robustness of UIO residuals under load
variations and RES voltage fluctuations.

resulted voltage changing slope, which was designed to be

effective only for single constant injection. Therefore, this

study chooses to compare the reconstruction and mitigation

performance of our and slope-based methods when communi-

cation link (2, 1) is subject to step and sine bias injections

at t = 10s. The time window during which the voltage

changing slope is observed is selected as 50 time steps to

eliminate the impacts of voltage harmonics. According to

the first two rows’ results of Fig. 14, in the presence of

step bias injection, the slope-based method can accurately

reconstruct the constant bias injection after approximately 5s’

observation, with the reconstruction error smaller than 0.2.

After integrating the reconstructed bias, load sharing can be

reestablished among DERs but the PCC voltages will have

about 2V deviations from normal values. For the same step

bias injection, our method is able to accurately reconstruct the

bias injection immediately when attack alarm is flagged, with

almost the same level of steady-state reconstruction error. The

induced attack impact can be completely eliminated. Hence,

our method can accurately reconstruct the constant bias injec-

tion much quicker than the slope-based method, and therefore

achieve more comprehensive mitigation performance. Under

sine bias injection, the slope-based method is not able to

accurately reconstruct the injected bias as the resulted voltage

changing slope varies too fast, and the adopted imprecise

bias reconstruction is likely to destabilise the microgrid. On

the contrary, our method can accurately reconstruct the time-

varying sine bias injection and thoroughly eliminate the attack

impact. Therefore, our method effectively supplements the

slope-based method’s limitation in addressing the non-constant

bias injection and thus has wider application scenarios.

3) Effectiveness against Multiple Discrete SFDIAs and

Lightweight Computation Burden: Besides the single contin-

uous bias injection, the effectiveness of the proposed method

against multiple discrete bias injections are also validated

as shown in the last row of Fig. 14. When discrete sine

and rectangle biases are injected into links (2, 1) and (3, 1),
respectively, they can be reconstructed timely and accurately

from the residuals generated by UIOs
2,1 and UIOs

3,1 that are

deployed in raspberry pis 2 and 3. The discrete bias injection

will not affect the reconstruction accuracy and the steady-

state reconstruction errors can be always bounded by 0.3.

Moreover, the computation time of the proposed detection-

triggered mitigation scheme in 3 raspberry Pis are recorded

and shown in Fig. 15. In most cases, the computation time after

activating UIOs will not exceed 0.005ms, and the computation

time can increase to 0.1ms rarely, which, however, is still far

smaller than the communication time step 10ms and thus is

negligible. In light of these results, it is reasonable to claim that

the proposed detection-triggered impact mitigation scheme

is lightweight enough to run in parallel with the secondary

controllers.

VII. CONCLUSION

This paper proposed a novel detection-triggered recursive

impact mitigation scheme against the SFDIA on communica-

tion links in cyber-physical microgrids, which overcomes the

limitation of SFDIA detection and mitigation which requires

at least one trustworthy neighboring link and only needs to

install extra current sensors. With awareness of the physical

interconnections among DERs, the voltage bias injection is

observed from the power line current readings, based on which

a recursive bias reconstruction scheme can be established

to accurately obtain the current bias injection. The attack

impact is eliminated by subtracting the reconstructed bias from

the compromised communication data. To reduce the cost of

deploying current sensors on power lines, a cost-effective de-

ployment strategy is presented to secure a spanning tree subset

of communication links that guarantees the secondary control

performance. Extensive simulation studies and experimental

validations were conducted to verify the correctness of the

derived theoretical results, and to validate the effectiveness

of the proposed method against single/multiple and continu-

ous/discrete SFDIAs in the presence of load variations, DERs

plugging-in, and RES voltage fluctuations. Future works in-

clude investigating the optimal current sensor deployment con-

sidering economic dispatch [41], [42], applying the proposed

defence method to load frequency [43] and wind turbine [44]

control, and integrating with advanced data-driven methods

[45] to be prepared for wider cyber contingencies such as time

delay and denial-of-service.
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APPENDIX

A. DER System Parameters

Aii =





− 1

ZLiCti
−

∑

j∈Nel
i

1

CtiRij

1

Cti

− 1

Lti
−Rti

Lti



 , bi =

[

0
1

Lti

]

mi =

[

− 1

Cti

0

]

(32)

A
d
ii = e

AiiTsamp , Y
d
ii = (Aii)

−1(Ad
ii − I2),

b
d
i = Y

d
iibi,m

d
i = Y

d
iimi. (33)
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Fig. 14: The figure demonstrates the superiority of the proposed method compared with the slope-based bias reconstruction method from [14] (the first two
rows) and its effectiveness against multiple discrete SFDIAs (the last row) based on the cyber-physical microgrid testbed.

Fig. 15: This figure shows the computation time of the proposed detection-
triggered impact mitigatin scheme in raspberry pis.

B. Proof of Proposition 1

Proof: Rewriting the reconstruction dynamics (24) for k ≥
ksai,j utilising its eigenvalue ηsj as

ϕsy,re
i,j,I (k + 1) = ηsjϕ

sy,re
i,j,I (k) + (t̃sj2)

TT s
j A

d
jjκϕ

sy,ob
i,j,V (k)+

+ (t̃sj2)
T
(

− tsj1ϕ
sy,ob
i,j,V (k + 1) +ψsa

i,j(k)
)

. (34)

Following the same procedure, the original residual dynamics

(23) for k ≥ ksai,j can be reformulated as

ϕsy
i,j,I(k + 1) = ηsjϕ

sy
i,j,I(k) + (t̃sj2)

TT s
j A

d
jjκϕ

sy
i,j,V (k)+

+ (t̃sj2)
T
(

− tsj1ϕ
sy
i,j,V (k + 1) +ψsa

i,j(k) + χ
s
i,j(k)

)

. (35)

Thus, the dynamics of reconstruction error for k > ksai,j can

be obtained by subtracting (34) from (35) as

φsy
i,j,I(k + 1) = ηsjφ

sy
i,j,I(k) + (t̃sj2)

TT s
j A

d
jjκϕ̂

sy,err
i,j,V (k)+

+ (t̃sj2)
T
(

− tsj1ϕ̂
sy,err
i,j,V (k + 1) + χs

i,j(k)
)

(36)

where the voltage bias’s estimation error ϕ̂sy,err
i,j,V (k) =

ϕsy
i,j,V (k)−ϕsy,ob

i,j,V (k) can be approximated as zero for k ≥ ksai,j
Thus, by direct calculation, the steady-state current bias recon-
struction error after setting the initial bias injection values as

zeros can be obtained as

ϕ
sy
i,j,I(∞) = (ηs

j )
∞
(

φ
sy
i,j,I(k

sa
i,j)

)

+

+

∞
∑

l=0

(ηs
j )

l(t̃sj2)
T
χ

s
i,j(l + k

sa
i,j). (37)

Since |ηsj | < 1 and |χs
i,j(k)| ≤ χ̄

s
i,j , the bound of |φsy

i,j,I(∞)|
can be calculated as

|ϕsy
i,j,I(∞)| ≤

∞
∑

l=0

(ηs
j )

l(|t̃sj2|)
T
χ̄

s
i,j =

(|t̃sj2|)
Tχ̄s

i,j

1− ηs
j

, (38)

which completes the proof.

C. Proof of Proposition 2

Proof: According to (12), we know that tsj1 = ζmd
j tsj2, where

ζmd
j = −

md
j2

md
j1

with md
j = [md

j1,m
d
j2]

T. Thus, we have

ηsj = (t̃sj2)
TT s

j A
d
jjι = [(t̃sj2)

Ttsj1, 1]A
d
jjι

= [ζmd
j , 1]Ad

jjι, (39)

which implies that ηsj is irrelevant with the UIO matrix T s
j

but is entirely determined by discrete-time system parameters

Ad
jj and md

j . According to (33), the derivation of Ad
jj and md

j

from Ajj and mj is closely related to the intractable matrix

exponential term eAjjTsamp . To obtain the insight behind (39),

the second-degree Taylor expansion for the approximation of

eAjjTsamp is used for the subsequent analysis, i.e.,

eAjjTsamp =
∞∑

l=0

1

l!
(AjjTsamp)

l ≈ I +AjjTsamp +
1

2
(AjjTsamp)

2,

(40)

where the higher-degree Taylor expansion term
∑∞

l=3
1
l! (AjjTsamp)

l is sufficiently small since
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|arcjjTsamp| < 1, ∀r, c ∈ {1, 2}. Based on (33) and (40),

(39) can be approximated as

ηsj ≈ 1 + a22jjTsamp +
1

2

(
(a22jj )

2 + a12jja
21
jj

)
T 2
samp+

−
a12jja

21
jjT

2
samp

(
2 + (a11jj + a22jj )Tsamp

)

2(2 + a11jjTsamp)
. (41)

Since a11jj ≈ a22jj , we have

(
2+(a11

jj+a22

jj )Tsamp

)

2+a11

jj
Tsamp

≈ 1, under

which (41) can be further approximated as

ηsj ≈ 1 + a22jjTsamp +
1

2
(a22jjTsamp)

2. (42)

The last term in (42) is significantly smaller than the previous

term due to |a22jjTsamp| ≪ 1, and thus (28) can be obtained

after ignoring the last term. With a22jj < 0, it can be easily

inferred that (27) always holds, which completes the proof.
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