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Resilient-by-Design Control for in Situ Primary
Controller of Grid-Following Inverter-Based
Resources by A Novel State Augmentation to
Tolerate False Data Injection Cyberattacks

Mahmood Jamali, Mahdieh S. Sadabadi, Senior Member, IEEE, Masoud Davari*, Senior Member, IEEE,
Subham Sahoo, Senior Member, IEEE, and Frede Blaabjerg, Fellow, IEEE

Abstract—With the increasing number of three-phase grid-
following (GFL) inverter-based resources (IBRs) in modern
power grids deploying cyber-physical systems, they are required
to possess more intelligence with diverse functionality and com-
munication capabilities. However, the cyber threats of smart
inverters are omnipresent due to the immense usage of data and
communication devices. This paper proposes a novel resilient
vector current control strategy for GFL IBRs to alleviate the
destructive impacts of false data injection (FDI) attacks while
ensuring the stability and desired performance of GFL IBRs.
Even with proper upper-layer control mechanisms in place,
attackers can exploit vulnerabilities in GFL IBR’s primary
control, specifically ‘“inverter output controller”’ In such cases,
FDI attacks can manipulate the control commands sent to the
pulse width modulator, thereby adversely impacting the quality
of the output power. To this end, auxiliary control states are
augmented and incorporated into the state feedback controller
of GFL IBRs, thus enhancing resilient performance against
FDI attacks. Theoretical analysis using Lyapunov theory and
matrix properties rigorously supports the proof of stability and
extends control design considerations. Comparative simulations
and experimental results illustrate the resilience and effective
functionality of the proposed control scheme.
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I. INTRODUCTION

D ue to the ever-increasing demand for electrical energy,
concerns regarding global warming, and the depletion
of traditional energy sources such as fossil fuels, conventional
power networks are transitioning towards modern power grids.
This transition involves the integration of distributed genera-
tion units, renewable energy resources, battery storage sys-
tems, and plug-in electric vehicles [1]. Grid-following (GFL)
inverter-based resources (IBRs) play a vital role in facilitating
this transition, as they are employed to be an interface between
new power generation technologies and electrical power grids.
Smart three-phase GFL IBRs (hereinafter called GFL IBRs for
ease of reference) make the overall power systems more flex-
ible and provide additional capabilities such as power quality
improvement [2]. Hence, sophisticated control mechanisms are
imperative in modern power grids to enhance the resilience of
operation, efficiency, and effective control of GFL IBRs that
are “smarter.” Integrating traditional power systems, acting
as the central entity with information technologies, leads to
utilizing cyber-physical systems (CPSs) [3].

The efficient operation of CPS-based microgrids and mod-
ern grids hugely relies on the collection, processing, and
transmission of information. Although the accumulation of
information and communication technologies is expected to
enhance the resilience of electrical power systems against
contingencies, it also exposes the entire system, including
individual devices like smart IBRs, to be highly vulnerable to
any cyber threat, including network attacks and device-level at-
tacks. This paper concentrates on attacks arising from firmware
updates through the CPS. These updates are a critical compo-
nent of communication technologies, as they play a substantial
role in maintaining the security, functionality, and performance
of various devices and systems [4], [5]. Adversaries exploit
this by attempting to maliciously manipulate power system
operations, potentially causing blackouts, equipment damage,
cascaded failure, and so forth. One notable example of cyber-
attacks in power systems was carried out by the Sandworm



attack group in Ukraine, which paralyzed the power supply
for thousands of consumers [6].

Recent studies have pointed out some resilient-related issues
and attack identification challenges in CPS-based microgrids
and modern grids; see [5], [7]-[10] and references therein.
The authors of [11] suggest a detection method based on
dynamic watermarking for a grid-tied inverter to identify
any cyber-attack targeting sensor measurements. Similarly,
the research in [12] proposes an active defensive mechanism
for grid-tied photovoltaic systems. Therein, the watermarking
technique is employed to detect any adversarial manipulation
of voltage/current sensor readings.

However, these detection methods may not be efficacious
if the intelligent adversary is capable of avoiding detection
from the attack identification tools. This matter inevitably
necessitates investigating mitigation control schemes for smart
inverters in CPS-based microgrids and modern grids. From
a control perspective, the development of resilient control
techniques for GFL IBRs in CPS-based microgrids and mod-
ern grids is demanding since their response must be quick—
typically within a time duration ranging from 0.5 to 5 ms—
which is provided by IEEE Std 1547.P10-2018 [13]. This
matter means that actions to cyber-attacks must be swift to
avert undesirable effects and unpredictable consequences.

The leading research on modern power networks’ cyber-
resilient control and mitigation strategies centers around is-
landed microgrids. The reader is referred to the latest research
and studies discussing this subject in [14], [15]. In these
papers, the ultimate control objective is to design a system-
level resilient controller in the secondary control layer of the
islanded microgrids to mitigate the adverse consequences of
cyber-attacks, particularly false data injection (FDI).

In the domain of CPSs, FDI attacks can appear in various
locations within closed-loop control systems, including sensors
and actuators. Control input attacks, which intentionally ma-
nipulate control signals away from their intended values, are
able to disrupt the control law potentially [16]. Although such
attacks may seem commonplace, they involve a scenario where
an attacker stealthy infuses some false data into the control
input channels to render the control commands incorrect
[17]. Detecting FDI attacks can be challenging, especially
if attackers manipulate data subtly. As already witnessed
in numerous real-world examples, the occurrence of FDI
attacks in modern power grids poses a critical threat since
it can potentially trigger broad-scale blackouts, and lead to
substantial economic losses, all of which can have far-reaching
consequences [18]. In general, lessons learned from real-world
cyber-attack-made incidents in the power grid domain show
that firmware malware attacks can directly target inverters.

As discussed in [5], [19], [20], different devices’ primary
controls in both operation modes of CPS-based microgrids
and modern grids are still in danger of being targeted by
malicious adversaries through firmware updates. Some of
these layers are more vulnerable and can be easily attacked
by cyber threats. Considering this matter, it is essential to
recognize that even with upper-layer modifications, the control
commands and/or measurements at the device level of GFL
IBRs may still be scrutinized or scanned by the attackers

through firmware updates. Intelligent attackers may choose to
either physically perform to disrupt the operation of hardware
components such as digital signal processors (DSPs) and cause
false readings or engage in firmware replacement to alter the
device configuration [21].

Furthermore, devices installed in the field may require
regular updates to address bugs and/or introduce new features.
Typically, updating the firmware of inverters involves using
specialized procedures and protocols designed for the specific
inverter model. The process can vary depending on the manu-
facturer and the type of inverter—e.g., see [22], [23]. Still, here
are some common methods used for firmware updates. Many
modern inverters support remote firmware updates, where new
firmware is downloaded and installed over the internet or
through dedicated communication protocols defined in the
IEEE 1547-2018 standard (e.g., SunSpec Modbus) [13]. This
approach allows for convenient updates without the need for
physical access to the inverter. In some cases, firmware updates
may be delivered and installed automatically through local
cloud-based platforms or even universal serial bus (USB) keys
[24]. In all the ways mentioned above, IBRs become more
interconnected with other components and are often linked
to external networks for firmware updates. This connectivity
increases the attack surface, offering more opportunities to
exploit vulnerabilities.

Cyberattacks targeting the firmware on grid-connected smart
inverters are a genuine concern due to their potential impact
on the stability and security of electrical power grids. These
vulnerabilities could exist due to coding errors, insecure
protocols, or outdated software components. As highlighted
in survey papers [21], [25], [26], malicious actors can inject
malware into the firmware of smart inverters. Attackers could
intercept legitimate firmware updates being sent to smart
inverters and replace them with malicious versions. This mal-
ware can alter not only the acquisition gain of internal sensors
but also control commands and parameters. By tampering with
the firmware, an adversary can utilize various techniques to
extract valuable information, including sensor measurements
and pulse width modulation (PWM) references, and execute
FDI attacks to compromise the integrity of control commands,
as detailed in [27]-[30]. This type of attacker possesses the
capability to modify the data transmitted to microcontroller
units that are programmed in the firmware saved in the external
memory, ultimately resulting in erroneous inverter operation
[21]; see Fig. 1. Therefore, by placing great emphasis on
securing individual devices, the entire power system becomes
less vulnerable to coordinated cyber-attacks.

In the grid-following operation mode, the frequency and the
voltage at the point of common coupling (PCC) are dominantly
dictated by the upstream grid. It is noteworthy that this paper
exclusively focuses on the FDI-resilient-by-design control of
the so-called “inverter output controller” among GFL IBR’s
primary control, which comprises two stages, i.e., power-
sharing controller and inverter output controller, to ensure the
delivery of the power amounts demanded into the PCC; see
[31] and the references therein. In other words, this article
considers the primary control stage that should control and
regulate the output currents consisting of an inner loop for
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Fig. 1. Visualization of cyber-attacks impacting on the primary and
supervisory control layers of an IBR showing microcontroller unit
(MCU), and digital signal processor (DSP).

the current regulation (also known as zero-level or device-
level control) [5], [31]. For ease of reference, that stage is
hereinafter called “primary control.”

As a result, FDI attacks can substantially impact direct-
quadrature (dq)-frame signals on control channels of pulse
width modulators. The accuracy of such control commands
is crucial as any error or corruption of them will mislead into
incorrect switching sequences. Thus, this research presents a
control framework to ensure that the switching and modulation
are performed correctly. To this end, auxiliary control dynam-
ics are augmented to the conventional state feedback controller
for enhancing the resilient feature and ensuring stability in the
presence of data integrity cyber-attacks. While the study in
[5] has addressed the challenges of control design for GFL
IBRs in the presence of faulty sensors, their methodologies
fall short in scenarios where attackers manipulate data coming
from the controller. To the best of the authors’ knowledge, no
resilient and robust controls have been specifically designed
for the primary control of GFL IBRs under FDI attacks. The
key contributions of this paper are summarized as follows.

1) It proposes a novel primary control for GFL IBRs by a
novel state augmentation mechanism introduced in this
research study, ensuring accurate pulse modulation and
switching while maintaining system stability even in the
presence of FDI cyber-attacks.

2) It synthesizes an FDI-resilient-by-design control for GFL
IBR’s primary control in situ. The proposed controller en-
hances the resilient performance of GFL IBRs and brings
forward an acceptable operation despite FDI attack inva-
sion for GFL IBRs in CPS-based microgrids and modern
grids without requiring to rely on attack detection mecha-
nisms and unit elimination processes predominantly. This
contribution distinguishes the proposed control scheme
from existing mitigation approaches in the literature due
to its independence from attack detection protocols. It can
ensure the achievement of control objectives even before
the attack is identified.

3) It delivers a rigorous stability analysis based on Lya-
punov theory that guides engineers through designing
control matrices. It is shown that by employing some
matrix properties, the outputs tracking errors of GFL IBR
equipped with the proposed controller converge to a small
neighborhood of zero.

4) The scenario in which the auxiliary dynamics become
targeted by the attacker is also addressed. This type of
cyber invasion is referred to as “computational attacks”
[16] in the literature, which aims to distort the control law.
Comparative simulations and experimental results certify
the proposed control scheme’s superiority.

The remainder of the paper is organized as follows. Section

II details the mathematical model of a GFL IBR using the LCL
filter in the form of state space expression. Section III outlines
the proposed control scheme and investigates the close-loop
(rigorous) stability. Section IV presents simulation verification,
along with the experiments conducted. Section V concludes
the paper.
Notation: Throughout this paper, 0,, and I,, represent an n xn
matrix of zeros and n x n identity matrix, respectively. ||.||
denotes the standard 2-norm. R+ represents the set of positive
numbers, and R"” indicates the dimension of a vector with a
length of n.

II. MATHEMATICAL MODEL OF GFL IBRS

Referring to Fig. 2, the dynamic model of GFL IBRs
(outfitted) with an LCL filter can be described in the form
of state space equations in the dq reference frame as follows.

& = Ax + Bu
y=Cx

(1a)
(1b)
where © = [i1g i1 G24 G2q Vefd Vepq]l € RO is the state

vector, the input vector is stated as u = [mq mgy|T € R, the
output vector is described as y = [izqg igq]T € R?, and
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According to Fig. 2, iq; and i4; are the dq elements of the
inverter current phasor ¢; indicating 414, %15 and i1.; ¢42 and
i42 are the dq elements of current phasor 7 indicating 42, 92
and iy.; Ve rq and v.yq are the dq elements of RC-filter voltage;
mgq and m, are the modulation indices of the switching for
GFL IBR in the dq framework. The state matrices in (1) are
expressed in (2).

The parameters of the LCL filter in Fig. 2 are required
in (2) and stated as follows: R, = Ry + Ry and Ry, 2

Ry, + Ry, Ly, /Ry, are the inductance/resistance correspond-
ing to the IBR side of the LCL filter; Ly, /Ry, are the



GFL IBR Using the Proposed FDI-Resilient-by-Design Controller

R DC ‘P Current Sensors Pecc & 0%
I . » ? ?
DC Ipc . .
> > : Switching M Ro Ly ha X ¥CCa l
N Y I YR S
T -—CDC.cq} Phase L5 R L ﬁr Lyt i ‘
e’ La 2 Lp b, Y Wcce |
| vsc [—wmy M —
‘ 1 Ry 3Rr iRy faylbyley v !
1 =L =L =L Iabc to dq I I PLL I Proposed Control Scheme
[_Cf FC/ FCI PR v v ’.""(')-if-Line Computation ™,
FDI Cyber-Attack (% :k\ 2d ;29 Ypccd Yoeeq s, byLMIin(28) ..
PN A st v
I b : | Integral Control State Feedback
| u Primary Control and ! - in (10b) in (10a)
| Switching Modulation { | ,‘_’ (, T —— :)
li&rea of the firmware affected by upgrading via CPS ; | uxil 1‘;1[11'); loi;lamlcs

Fig. 2. Detailed block diagram of an LCL-based GFL IBR utilizing the voltage-source converter (indicated as VSC) technology under FDI

cyber-attacks manipulating the control input.

inductance/resistance corresponding to the grid side of the
LCL filter, and C is the shunt capacitance of the LCL filter.

The control input u is employed to guarantee the stability
and ensure fast and smooth reference tracking performance,
ie., i2g — fdogref and ing — dngref at the steady-state.
Here, t2qrer and dpqref are the reference value of iz and
194, respectively. Considering the operation of a GFL IBR
using the current-controlled technique and PWM, the reference
signals, 4yg.ef and ioq.rer, are expressed by iog.rer = %
and iygrer = —%ﬁ;f where Ppccref and Qpcc.ef denote
the desired values for the active power and reactive power
injected into the PCC, respectively, and Vpccq represents the d-
component of the PCC voltage. Note that Ppcc.rer and Qpcc.ref
are given by a higher-level control system.

GFL IBRs must be equipped with well-designed controllers
to meet control objectives, ultimately contributing to grid sta-
bility and power quality. Achieving acceptable power quality
necessitates minimizing the total harmonic distortion (THD)
and keeping the amplitude of three-phase current signals to the
required value. Thus, those THD and current amplitude metrics
are affected when cyber-attacks are launched. Additionally, if
IBRs cannot provide the necessary power, it may result in
voltage and frequency deviations on the grid. These deviations
can affect the power quality and stability of the overall power
grids. Therefore, any instability concerns discussed in this
paper pertain to situations in which GFL IBRs are unable to
deliver the required active power and reactive power with the
standard quality criteria outlined in [13]. Note that this stability
criterion is derived from the power system view rather than the
control theory standpoint, which typically deals with bounded-
input and bounded-output conditions.

A. Data Integrity Cyber-Attack Modeling

Since modern control units are able of remote control
authority and firmware updates, these matters increase the
vulnerability of control architectures that malicious attackers
can exploit. It is worth mentioning that this paper concentrates

on cases in which the attack targets the operational technology
equipment in the GFL IBR units. In this event caused by
such malicious actions, the recovery time can be significantly
prolonged [19].

The control channels of PWM generators in GFL IBRs
may be vulnerable to cyber-attacks. Consequently, this affects
the integrity of the control input v and alters the dynamics
described in (1a). Without loss of generality, the dynamics of
a GFL IBR equipped with an LCL filter in the presence of
FDI attacks on control input channels can be re-expressed as
follows.

&= Az + B(u+90),

y=Cu 3)

where § € R? is the FDI attack vector manipulating modula-
tion indices in the primary control of GFL IBRs.

Any data corruption caused by the attacker to manipulate
the control commands will generate errors in the switching
and modulation process. This interference accordingly hinders
GFL IBRs from operating perfectly. Therefore, incorporating
attack signals into the dynamics of GFL IBRs in (la) and
developing a resilient control scheme to mitigate the effects of
cyber intrusions effectively are crucial. The following section
presents a detailed description of the proposed attack-tolerant
control scheme. It demonstrates the controller’s ability to
achieve zero tracking error and ensure the stability of GFL
IBRs even in the presence of data integrity actuator attacks.

It is worth notifying that any well-designed control scheme
is not entirely resilient against all types of attacks for several
fundamental reasons stated in the following. Cyber threats
constantly evolve, and new vulnerabilities and attack methods
emerge regularly. In other words, cyber attackers tend to
be more agile in adjusting their tactics compared to cyber
defenders [32]. Note that, as emphasized in [21], the device
level of smart inverters is vulnerable to a broad range of
cyberattacks—including firmware attacks, and phase-locked
loop attacks that aim to compromise smart inverter operational



functions. One noticeable and most probable type of attack
through the firmware update is an FDI attack—which can
directly affect the performance of GFL IBRs. Moreover,
considering the finite resources of controllers and systems,
implementing strong security measures often involves trade-
offs between performance and cost. While the challenge of
designing a controller that is resilient to all types of attacks
remains an open question, it is of utmost importance to adopt
resilient controllers and proactive security measures across
multiple layers to enhance resilience in modern power grids.

Considering this perspective, this paper establishes specific
assumptions regarding FDI attacks targeting GFL IBRs. How-
ever, the assumptions are realistic and not restrictive. The
proposed assumptions cover both time-invariant (constant) and
time-varying integrity attack signals that are bounded. How-
ever, this research does not consider the case of unbounded
attack signals due to the following reasons.

1) As intelligent malicious actors strive to remain unde-
tectable and operate in unintended ways, they typically
avoid inserting unbounded signals into control channels
to maintain stealthiness. This presumption aligns more
closely with real-world settings, as appropriately designed
controllers can filter out high-magnitude injections.

2) Additionally, attack identification mechanisms (bad data
detectors) easily detect and decline unbounded FDI at-
tacks. Therefore, the following assumption regarding the
boundedness of FDI attacks is considered.

Assumption 1. This paper assumes that any FDI attacks
injected into the control input channels in (3) are “uniformly
bounded”, i.e., ||0(t)| is finite and that the FDI attacks are
externally inserted and independent of the system’s states in
(la). Also, it assumes that the attacker can change firmware
updates to cause inconspicuous damage.

It is worth mentioning that assuming the boundness of ||6(¢)]]
is without loss of generality as the worst-case cyber-attacks
on actuators lead to actuator amplitude saturation in practice.
Remark 1. Note that conducting stability analysis for un-
bounded cyber-attacks can be mathematically more demanding
than for bounded cases. This complexity arises from the
diverse forms and intensities that unbounded cyber-attacks can
assume. More importantly, sudden and extreme changes in
control signals or device behavior are usually easy to detect—
but bounded attacks are less likely to raise suspicions. In
practical scenarios, attackers often avoid injecting unbounded
signals into control commands, particularly given the slow-
changing nature of the dq framework.

III. RESILIENT-BY-DESIGN CONTROL FRAMEWORK

This section introduces a control scheme designed to en-
hance the resilience of GFL IBRs against FDI attacks, as mod-
eled in Subsection II-A. The proposed control scheme aims to
guarantee stability and achieve a fast-tracking performance of
the output currents. In other words, it ensures i04 — 424.ref and
19q — %2g-ref €VEN in the presence of FDI attacks.

A. Resilient Vector Current Control Scheme Design
A vector current controller in the form of a state feedback
controller with an integrator is developed and integrated into

the control loop system. Given the open-loop state equation
in (1) with state space matrices in (2), the closed-loop system
incorporating the state feedback control law and the integral
component can be expressed as

2= (A—- BK)x — BK,x,
Tg=—Y+r

(4a)
(4b)

where x, € R? represents the state of the integrator, K is
the feedback matrix of size 2 x 6, K, is a 2 x 2 integrator
gain matrix and r € R? is the reference signal vector. The
vector current control scheme in (4) addresses the fast-tracking
requirement but lacks sufficient resilience against FDI attacks
due to its sensitivity to uncertainties. The following rigorous
theoretical analysis demonstrates the limitations of the stan-
dard (conventional) state feedback controller in maintaining
reference tracking when exposed to FDI integrity attacks.

A A
Let us define zy, = [27 2117 and ewe = Taye —
[2°5T 255717, where °° and x3° are the steady-state values

of x and xz,, respectively. The error vector e, represents the
deviation of the state variables from their steady-state values.
The augmented error dynamics of the GFL IBR equipped
with the standard feedback controller expressed by (4) in the
presence of FDI attack § is as follows.

(5a)
(5b)

éaug = Aaeaug + B0
Yaug = Caeaug

where

AGZ{A—BK —BKayBa:{B}?Oa:[C 0.

—C 02 02
(6)

Under the principles of linear control systems theory [33], the
current error signal y,,, can be described as follows.

t
yaug(t) =Gy (eAueaug(O) +/ eAﬂ(t_T)Ba(S(T) dT) )]

0

where eq,,4(0) is the initial value of the error vector eqqgq.
The conventional controller is designed so that A, is a Hurwitz
(stable) matrix. Let Assumption 1 hold. Given A, as a Hurwitz
matrix, there exists an upper bound norm A for the FDI
integrity attack 0(¢) targeting the GFL IBR such that the
following inequality holds [33].

920 (1) <Ca [|e€aug (0)]|

t
/ eAa(t_T)Baé(T) dr

vy
0

®)

t
<C, /eA“(t_T)Baé(T)dT

0

Note that, since A, is a stable matrix, lim o ||e?€4.4(0)|| =
0. Then, according to Assumption 1, one can obtain

t
/ A=) B A dr
0

Tim g8 < G lim \

t
< lim ‘ | certopar ja)
t—o0 0
< |G  Bal| 1A



Consequently, using the standard feedback controller,
|Cada™" By|| || Al remains a non-zero constant, and |[Yaug|l,
which represents the output error, is unable to converge to
zero. As a result, this matter prevents error-free tracking of the
system’s outputs and deficiency of the standard state feedback
controller when facing FDI attacks. In the following, auxiliary
control dynamics are augmented into the controller to over-
come this limitation. This paper shows that such augmentation
ensures system stability and enhances the resilience of GFL
IBRs under FDI attacks.

The following auxiliary dynamics are developed to attenuate
the adverse impacts of cyber-attacks in the stability and current
reference tracking; they include the auxiliary states denoted by
z € R%

t=(A—-BK)x— BK,z, +aBMz (10a)
—_———
A,
Tg=—y+r (10b)
2=—Fz—a(Dixz — Daz,). (10¢)

where (10), M and D = [D; Ds] are interconnection matrices
with sizes of 2 x 2 and 2 X 8§, respectively; F' represents a
2 x 2 symmetric positive definite matrix; and o« € R, is a
control gain to be determined. Note that the auxiliary states
z may be accessible to adversaries. However, simulations
will later show that the proposed control scheme is also
resilient against FDI attacks targeting the dynamics in (10c).
The following result shows that the interconnected system in
(10) in the absence of cyber-attacks is asymptotically stable.
Most importantly, including augmented dynamics does not
compromise the system’s ability to track the reference values
precisely. The dynamics of the closed-loop system in (10) can
be rewritten in a new coordinate as follows.

Caug = AqCaug + B Mz (11a)

2= —Fz— aDey, (11b)

The feedback matrices K and K, are designed by the operator
to ensure the stability of the system described in (10a) and
(10b) using several methods such as LQR and Lyapunov
methods. Consequently, A, is chosen to have the system
stable. Also, as F' is a symmetric positive definite matrix,
thus, —F' is Hurwitz. As a result, according to Lyapunov
theory [34], a symmetric positive definite matrix exists—such
as P; with an appropriate size—in a way that the following
inequalities are held.
T T
AaP1+7I:)1 Aa<0, (12)
F*"+F>0.
To guarantee the stability of the closed-loop dynamics in
(6), considering the following substantial design requirement
for the interconnection matrices introduced in (10) is crucial.

D=M"BTp,. (13)

The reasoning behind the condition on the interconnection
matrices in (13) can be determined by employing Lyapunov
stability analysis. By selecting the quadratic-type Lyapunov

candidate of

V = ozez:lgPleaug +az’z (14)

and taking its time derivative along with the closed-loop
dynamics in (6), one can obtain the following expression.

V=a (éaTugPleaug + egugPléaug +:T2 4 sz")
= gy (AL Py + PrAg)ewg — o2 (FT + F)z
+20”%el (PyB,M — D7)z

aug

15)

By applying the condition stated in (13) and considering the
inequalities in (12), it can be established that the derivative of
the proposed Lyapunov function is negative, i.e.,

V= aeig(Azpl + PiAy)ewg — a2l (FT + F)z < 0.
(16)
Consequently, the origin of the system in (11) is globally
asymptotically stable, thereby implying that output tracks the
current references at the steady state. This analysis confirms
that the proposed control scheme enables the system to track
the desired values in the absence of any cyber intrusions
accurately. The following subsection shows that the output
signals of the GFL IBR (1b) equipped with the proposed
controller in (10) can still track the set-points even in the
existence of FDI attacks.

B. Attack-Resilient Analysis

This subsection analyzes the resilience of the proposed
control framework in (10) for GFL IBRs in the presence of
bounded FDI attacks on the control channel of the PWM
generator. In this regard, the 2-norm of the output error at
steady-state is utilized as a performance index. This index is
denoted as lim; o ||y(t) — r||, and it functions as a measure
of the system’s resilience against data integrity attacks. The
results are presented in the following theorem. But before
delving into the analysis, it is necessary to introduce some
definitions.

Let us express the error term vector as E = [ef,, 27]".
Note that the steady-state value of the augmented state z is
zero. Then, the dynamics of the interconnected system in (11),
along with the FDI attack model on the control input, can be
written as follows.

E = AgFE + Byé
Yl = CClE

(17a)
(17b)

The state matrices in (17) are formed in the following manner.

A, aB,M
Ag = [aD e ] (18a)
Ba= ||, ca=[c 0 0 18b
a= o, | a= 2 2] - (18b)

Theorem 1. Let Assumption I hold, and D is designed based
on the condition specified in (13) regardless of the specific
value assigned to matrix M. As modeled in (1b) and outfitted
with the proposed controller in (10), the GFL IBR output
remains bounded in the presence of bounded FDI attack
0. Moreover, if an adequately large value of « is chosen,



limg o0 (y(t) — 1) = [€q €4]T, where €4 € Ry and ¢, € Ry

are two sufficiently small non-negative scalars.

Proof. Based on the principles of linear control system theory,
the error state F' in equation (17) can be presented as follows.

t
ya(t) = Cy <eA°‘E(0) + / eA“(t_T)Bd&dT), 19)
0

where E(0) is the initial value of the state vector E.

Note that since Ay is a Hurwitz matrix, then
limy o0 [|Cae*E(0)[| = 0. Given Assumption 1 on
the boundedness of the FDI attack ¢, one can find a constant
vector A = supg<, <, [|6(7)|| € R? that fulfills the following
inequality. o

t
ya(t)]| < Ca / e =T) .5 dr
0

(20)
< C'cl

¢
/ eAC'(t_T)BclA dr
0

Therefore, based on the results in [33], the following
inequality can be acquired.

t
i : < li : Aa(t=7) B
lim (D) < lim Hc [ erenmaaard

= HCCIACI_lBCIAH .

Let us define a = (A, — a?B,MF~'D)~!. In accordance

with the Banachiewicz—Schur formula [35], the inverse of Ay

is obtained as follows.
A7l = [ a

o aB,MF
—aF~1Da ’

~F ' - o?F'DaB,MF~!

(22)
By factoring out o and defining B,M F~'D 2 H , the matrix
a can be expressed as follows.

a=—y(H—~A4,)"" (23)

where v = % When « is chosen to have a sufficiently large
value, YA, becomes a bounded and convergent matrix. By
virtue of the Neumann series concept [36], the following result
is achieved for a sufficiently large value of a. Note that the
truncated Neumann series method is utilized to approximate
matrix inversion.

Y(H —vA.) " & ey (24)

where € € R is a sufficiently small scalar.
The multiplication of Ay "'B, and CyAq !By can be ex-
panded as follows.

Ig

—OéFlD:| aBav (25)

_Acl_chl = |:
and

_ I
~CqAa™'Ba=1[02 I, 0, 0, 0] {_an_lD} aB,

€ [02 HQ 02 02] Ba
(26)
Therefore, considering the above inequality and (24), one can
obtain that

lim ||-Cada™ ' Bl ~ €. 27)
a— 00

As a result of (21) and (27), lims oo |lya(?)]| < € which
implies that each element of y () converges to a very small
neighborhood of zero at the steady-state for any sufficiently
large value of a. Consequently, according to (10b), it can
be concluded that lim;_,(y(t) — r) = [eq €,]7. This part
completes the proof. ]

Remark 2. Note that the results given in Theorem 1 are valid
for any possible FDI actuator attack that meets the conditions
outlined in Assumption 1.

Remark 3. In order to guarantee the safe operation of in-
verters, they are equipped with protection systems designed
to safeguard the inverter and connected equipment from po-
tential disruptive events and faults. For instance, over-current
protection is integrated to prevent excessive current from
damaging the inverter or connected devices [37]. However,
FDI cyber-attacks intend to manipulate the control command
of the PWM generator to push the IBR to an undesired
operating condition while maintaining stealth. In this case,
the signals and commands might remain within permissible
limits. Accordingly, the proposed resilient control scheme is
implemented to ensure the output signals of the GFL IBR can
promptly and accurately restore their reference values while
staying connected to the grid and continuing to supply the
required power.

IV. SIMULATIONS AND EXPERIMENTS

This section presents comparative simulations and experi-
mental results of the proposed resilient vector current control
scheme for three scenarios. The first scenario considers FDI
attacks on the control inputs of the GFL IBR. In contrast,
the second scenario involves FDI attacks on both the control
input and computational layer of a GFL IBR. The third
scenario explores a situation where FDI attacks on the control
inputs of GFL IBRs are intensified in both magnitude and
frequency. The fourth one presents the simulation outcomes
when the GFL IBR faces random FDI attacks. To assess
the efficacy of the controller, the simulations are conducted
using MATLAB/Simulink for all scenarios. Moreover, sim-
ulation results of the conventional PI controller for GFL
IBRs are presented, highlighting its ineffectiveness against
FDI attacks. The simulation results for the weak-grid case
are also presented and discussed. Lastly, to demonstrate the
practicality of the proposed control methodology, the final
subsection is dedicated to the experimental results of a GFL
IBR. Based on this section’s simulations and experiments, the
proposed control framework demonstrates the capability to
operate effectively in both normal and attack situations. In
other words, there is no requirement to update the controller
parameters when attacks occur, which prevents unexpected
behavior due to the interruptions for tuning control parameters.

The fundamental frequency of the electric power network
is 60Hz, and the nominal voltage is 208 V. Fig. 2, whose
parameters are provided in Table I, is considered. The bounded
FDI attack, which satisfies Assumption 1, is emulated by
the sinusoidal signals corrupting the control commands trans-
mitted to the PWM generator. The interconnection matrices
of the control protocol presented in (10) are assigned to be
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Fig. 3. Norm of the bound in (24) as a function of the control
parameter c.

TABLE 1
PARAMETERS OF THE GFL IBR UNDER TEST FOR
SIMULATIONS AND EXPERIMENTS IN SECTION IV.

Parameter Value
Sn 10.81 kVA
Ly /Ry, 1.1 mH/0.01 Q
Ly /Ry, 1.1 mH/0.01 O
Cy/Ry 15.4 F/2.08 Q
Vbc 400 V
fsw 8.1 kHz
f grid 60 Hz
VPCComs 208 V
SCCR (or SCR) 10

M = 0.15 x F =15, and o« = 150. It is

10
&1 -1y’
noteworthy that D is selected based on the condition outlined
in (13). To determine the value P; and state feedback matrix
K, it is necessary to solve a linear matrix inequality (LMI)
problem using MATLAB [38]. The formulation of the LMI
problem is provided by

PAT + AP, - KT"BT - B,K + 3P, <0, (28)
= | A Ok .
where A = c 0 and § € R,. The resilience
- 2

feature of the proposed control scheme, as described by
equation (10), hinges upon the resilience parameter o, where
a higher « signifies better resilience against FDI cyberattacks.
However, it is essential to note that a tremendous value of «
may degrade the transient response characteristics, potentially
leading to issues such as overshoot and increased oscillation.
Hence, the o value represents a crucial trade-off between
transient response performance and resilience enhancement.
As presented in Section III, the ultimate error of the output y;
depends on the maximum bound of FDI attacks ||A|| and the
norm || —v(H —~A,) || in (24). Fig. 3 depicts this norm as
a function of the control gain « introduced in (10). Increasing
the value of « results in a more resilient system—thereby
tolerating higher magnitude FDI attacks. In other words, the
proposed control law in (10) with a higher value for o can
withstand a larger magnitude of FDI attacks while accurately
tracking the output current signals to their desired values.

A. Scenario I

This subsection investigates the case in which a mali-
cious actor manipulates the data integrity of the control

signals being sent to the PWM generator. The bounded
FDI attack signal vector, which emulates the behavior of
a possible data integrity attack, is selected to be § =
[2+0.2sin(0.1 wt) 2.5+ 0.1sin(0.1 wt)]T. Note that the
attack is launched at t = 2 s and continues until the end of
the simulation time. The simulation results for the signals of
interest—namely the dq-frame error signals ioq — @24.er and
12q — f2q-ref» three-phase output current 4., active power P,
and reactive power () of GFL IBR—are displayed in Fig. 4.

First, the initial values for the active power and reactive
power are set to be 10 kW and 10 kVAr, respectively. In order
to reach the desired active power and reactive power values,
load changes suddenly happen at t = 0.5 s and t = 1.5 s,
respectively. As shown in Fig. 4, the proposed control scheme
is able to mitigate the negative effect of FDI attacks. Second,
after the attack occurs, the current signal quickly returns to the
desired values within a short period—i.e., less than 0.05 s—
and keeps its sinusoidal shape. Fig. 5 depicts the simulation
results for the GFL IBR equipped with a conventional PI
controller. As observed, the PI controller successfully performs
reference tracking before the FDI attack. However, after the
cyber-attack, the current, active power, and reactive power
signals fail to revert to their nominal values quickly. As
a result, the ability to track the references is lost for a
considerable time-frame, and the error persists after launching
the FDI attack. A notable concern is a significant jump in the
three-phase current signal amplitude, which increases from 1
per unit (pu) peak-to-peak to around 6 pu peak-to-peak. This
considerable rise could adversely impact the power quality and
stability of the overall power grid, potentially leading to the
disconnection of the GFL IBR from the grid as the current
limit might go over the permissible range.

It is noteworthy that the PI controller’s control gains are
chosen under the design procedure outlined in [39]. When
Kp and K; are appropriately designed as presented in (29),
a zero-pole cancellation leads to a first-order transfer function
for the closed-loop system with a time constant of 7—which
is typically selected within the range of 0.5 to 5 ms. The time
constant considered for the comparison case in Scenario I is
1 ms, which is pretty suitable for VSCs, according to [39].

_Ls

Kp (293)
T

K= By (29b)
T

B. Scenario 11

This scenario considers the attacker inserting FDI attacks
not only into the control input channel of the PWM generator
but also in the augmented control layer presented in (10b). The
dynamics of the auxiliary control layer in (11) considering FDI
attacks is modified as

i=—Fz—aDe+§ 30)

where § € R? is the attack vector on the computational
layer. It is demonstrated that the proposed control scheme
is resilient against such types of FDI attacks where the
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Fig. 4. Performance of the proposed resilient control scheme for
Scenario I: (a) error between the real value and reference value of
124 and 424, (b) three-phase current, (c) active power and (d) reactive
power of GFL IBR.
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Fig. 5. Performance of the PI controller for Scenario I: (a) error
between the real value and reference value of i24 and 724, (b) three-
phase current, (c) active power and (d) reactive power of GFL IBR.

attacker aims to alter the control law dictated by the com-
putational layer. The control input channel of GFL IBR is
subjected to FDI attacks similar to the previous scenario.
The computational FDI attack vector is picked out as § =
[3+0.3sin(0.1 wt) 3.75 + 0.15sin(0.1 wt)] .

Fig. 6 depicts the simulation outcomes of Scenario II.
The load change moments are at t = 0.5 s and t = 1 s.
Despite of attack occurring at t = 1.5 s on both the control
input channel and the auxiliary control dynamic, the proposed
control strategy perfectly maintains the stability of GFL IBR.
Furthermore, it successfully tracks the desired values of the
current signals, thereby resulting in the desired active power
and reactive power outputs of GFL IBR.

1 1
—Error of i
- k1rlo1r of iy, E 0.5
= &
1] =]
= -}
©.05 \1
-1 -1
0 1 2 1.45 1.5 1.55
Time (s) Time (s)
(@ (b)

0.8 0.4
2 0.6 E 0.2
5 5 0
2 04 z
& =-0.2

0.2 2
2 £ -0.4
<0 S-06

-0.2 -0.8

0 05 1 15 2 25 0 05 1 15 2 25
Time (s) Time (s)
© (d)

Fig. 6. Performance of the proposed resilient control scheme for
Scenario II: (a) error between the real value and reference value of
124 and 424, (b) three-phase current, (c) active power (d) and reactive
power of GFL IBR.

C. Scenario 111

This scenario considers that a malicious actor launches
a more severe FDI attack, both in terms of magni-
tude and frequency, targeting the control input channel
of the GFL IBR. In order to accomplish this, a poten-
tial data integrity attack is selected, re}r)resented as 0 =
[4+0.5sin(1100 wt) 3+ sin(1000 wt)|" . The moments of
load change and the timing of the attack remain consistent
with Scenario I. Figs. 7 and 8 present the simulation results
of this scenario for both our proposed control scheme and
the conventional PI controller, respectively. As one can ob-
serve, the proposed control scheme successfully mitigates the
negative impact of severe FDI attacks. After the cyberattack,
the signals of interest quickly restore to their nominal values.
However, as depicted in Fig. 8, it is apparent that the GFL
IBR equipped with the conventional PI controller struggles
to recover from severe FDI attacks. This struggle manifests in
highly erratic and chattering signals, thus ultimately losing the
control system’s ability to track reference values accurately.
Furthermore, the three-phase current signal deviates from its
expected sinusoidal waveform.

It is noteworthy that despite the state feedback controller’s
effectiveness in rejecting disturbances, as demonstrated in our
mathematical analysis (see Subsection III-A), it cannot ensure
error-free tracking of the system’s outputs when facing severe
time-varying FDI attacks on the control input. Additionally, as
evident in the simulation results (refer to Fig. 5 and Fig. 8), the
conventional PI controller fails to provide rapid recovery after
cyberattacks, leading to errors and fluctuations for a significant
duration of time.

D. Scenario IV

In this scenario, the GFL IBR integrated with the pro-
posed control scheme is subjected to a bounded but random
FDI signal generated by the ‘“Random Number” block in
MATLAB/Simulink. The random FDI attack is assumed to
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be within the range of -3 to 3. As depicted in Fig. 9, the
simulation results demonstrate that even in the presence of
random false injections, the proposed control scheme main-
tains resilient performance, as evidenced by the error-free
tracking of the signals of interest. We also test and compare
the simulation results for the sliding mode control strategy
inspired by [5]. Although this control strategy effectively
rectifies sensor faults as claimed by the authors, Fig. 10
shows that it cannot guarantee the desired performance in the
presence of FDI attacks on the control command of GFL IBRs.
In other words, the sliding mode controller is unable to provide
error-free tracking and exhibits a more oscillatory response
when the GFL IBR is exposed to FDI attacks on the control
command.
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Fig. 9. Performance of the proposed resilient control scheme for
Scenario 1V: (a) the error between the real value and reference value
of i24 and iz4, (b) three-phase currents, (c) active power, and (d)
reactive power of GFL IBR.
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Fig. 10. Performance of the sliding mode controller for Scenario IV:
(a) the error between the real value and reference value of ioq and
124, (b) three-phase currents, (c) active power, and (d) reactive power
of GFL IBR.

E. Scenario V

This subsection addresses weak-grid scenarios for simu-
lation in which the short-circuit capacity ratios (SCCRs or,
equivalently, SCRs) are 1.5 and 2, respectively. Multiple
factors can influence weak-grid integration, including grid
impedance, the type of grid impedance, and the phase-locked
loop controller [5], [40]-[43]. It is important to note that the
design of a controller for weak-grid integration lies outside
the scope of this paper’s principles. However, the simulation
results are presented to illustrate the performance of the
proposed controller when GLF IBR is integrated into weak
grids. The load change timings and the FDI attacks remain
consistent with Scenario II. As depicted in Fig. 11 and Fig.
12, the proposed control scheme demonstrates its effectiveness
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Fig. 11. Performance of the proposed resilient control scheme for
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Fig. 12. Performance of the proposed resilient control scheme for
Scenario V when SCCR = 2 : (a) error between the real value and
reference value of 24 and 424, (b) three-phase current, (c) active
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even in the condition of weak-grid integration.

F. Experimental Results

The proposed resilient-by-design primary control of GFL
IBRs is implemented on a prototype of a GFL IBR unit.
Its power modules based on insulated gate bipolar transistors
are the Semikron Danfoss ”SKM 50 GB 123 D” intelligent
power modules. The Semikron Danfoss ”SKHI 21A (R)” gate
drives and protection circuitry are employed to enable the
GFL IBR prototype to function. Additionally, the Verivolt
“IsoBlock I-ST-1c¢”/’IsoBlock V-1c¢” current/voltage sensors
are connected to digital inputs to facilitate the measurement of
currents and voltages. The input/output channels of a dSPACE
“MicroLabBox (MLBX)” digital real-time controller interface
the GFL IBR under test with the measurement and drive
circuitry. Furthermore, all the setup parameters employed in
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Fig. 13. Test rig deployed to carry out experiments: (a) the complete
view and all devices, (b) the details of the GFL IBR under test, and
(c) the block diagram of the GFL IBR under test.

the experiments are similar to the simulations, as presented in
Table 1. In this regard, the Spitzenberger & Spies linear power
amplifiers connecting the under-test GFL IBR work as a three-
phase grid whose adjustable impedance makes SCCR = 10;
Fig. 13 illustrates the test rig deployed. Figs. 14—16 depict the
experimental results obtained for Scenario I, Scenario II, and




Scenario III of the GFL IBR using an LCL filter shown in Fig.
2. The experimental outcomes validate the effectiveness of the
proposed control scheme based on the available resources.

G. Discussion on Simulations and Experimental Results

As evident from the results presented in this section, the
GFL IBR equipped with the proposed control scheme demon-
strates a remarkable ability to mitigate the deleterious effects
of FDI cyber-attacks. When such attacks occur, both the three-
phase and dq-frame current signals rapidly return to their
reference values in a very short timeframe, specifically less
than 0.05 seconds. The three-phase current signal effectively
maintains its sinusoidal shape with a THD of less than %0.2—
which is within the permissible range outlined by IEEE Std
1547.P10-2018 [13]. The error deviations of the active and
reactive power from their setpoints are approximately %0.1,
a negligible error compared with the scale of output powers.
While the conventional PI controller performs perfectly well
in terms of reference tracking under normal circumstances, it
fails to swiftly return the signals of interest to their nominal
values in the presence of FDI attacks. In particular, the peak-
to-peak value of the three-phase current signal surges up to 6
pu, impacting the proper functioning of IBRs.

V. CONCLUSION

This paper has proposed a resilient control framework for
in situ primary control of the grid-following inverter-based
resources to mitigate the destructive effects of false data
injection cyber-attacks. The adversary may attempt to insert
malicious data into the control channels of pulse width modu-
lators. The proposed control scheme integrated and augmented
with auxiliary dynamics has ensured stability and output
tracking regardless of the occurrence of a false data injection
cyber-attack. Additionally, the paper has introduced a thorough
stability analysis based on Lyapunov principles and discussed
the factors to consider in designing the control matrices. The
performance and efficacy of the suggested control scheme have
been further validated by comparative MATLAB/Simulink
simulations and tested by experimental results. The future
direction of this study aims to extend the proposed control
scheme to address false data injection attacks on sensors and
even setpoint values in grid-following inverter-based resources
under weak-grid conditions.
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increase with 10.81 kW/div [vertical axis for active power (P)] and
500 ms/div (horizontal axis), (b) the reactive power increase with
5.41 kvar/div [vertical axis for reactive power ()] and 500 ms/div
(horizontal axis), (c) transients shown in Fig. 14 (b) by capturing
its ac component with 540 W/div (vertical axis for P), 216 var/div
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(d) voltage 85 V/div (vertical axis), 30 A/div (vertical axis), and 40
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Fig. 16. Experimental results of Scenario III: (a) the active power
increase with 10.81 kW/div [vertical axis for active power (P)] and
500 ms/div (horizontal axis), (b) the reactive power increase with
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