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Resilience Improving Strategy for Power Systems
With High Wind Power Penetration Against
Uncertain Attacks

Min Du, Member, IEEE, Jinning Zhang, Chenghong Gu, Member, IEEE, Xin Zhang, Senior Member, IEEE

Abstract— This paper aims to produce a practical and
efficient decision for the system operator to harden critical
components in power systems with high wind power
penetration against uncertain attacks. Thus, an adjustable
robust tri-level defender-attacker-defender (ART-DAD)
model is proposed to improve the resilience of power
systems by hardening critical transmission lines. The
proposed ART-DAD model considers both uncertain
attacks and uncertain wind power output, which provides
meaningful insights into the resilience improvement of
power systems that involve uncertainties. More specifically,
the proposed defense model integrates dynamic N-K
criterion for attack budgets and the polyhedral uncertainty
set for wind power output to develop resilient line
hardening strategies. The proposed defense model can be
formulated as a mixed integer tri-level programming
problem that is decoupled into a master and sub-problem.
Then, a constraint-generation based solution algorithm is
proposed to solve the overall ART-DAD model with a
master and sub-problem scheme. Simulation results on
IEEE RTS-79 and RTS-96 systems validate the
effectiveness of the proposed resilience improving strategy.

Index Terms— Line hardening, adjustable robust model,
defender-attacker-defender, power systems, uncertain
attacks, wind power.

NOMENCLATURE
Sets
B Set of buses.
D Set of loads.
G Set of units.
L Set of lines.
w Set of wind farms (WFs).
S Attack budget scenario set.

Indices and Parameters
b Index for system buses.
d Index for loads.
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i Index for units.

/ Index for lines.

w Index for WFs.

X Reactance of line /.

NwW Total number of WFs.

I The uncertainty budget.

Ry The defense resource of the defender.

Ra(s) The specific attack budget in attack budget scenario

A

Q(s) Probability of attack budget scenario s.

P Maximum power output of unit i.

E*  Maximum power consumed of load d.

B Power flow capacity of line /.

6, Maximum phase angle at bus b.

FW)W Forecasted wind power output of WF w.

AR, wy  Maximum wind power output variation of WF w.
oF Marginal cost of hardening line /.

Cai Marginal cost of generation dispatch by unit i.
G Marginal cost of load shedding by load d.
Variables

d Binary variable equal to 1 if line / is defended and

1

hardened, or 0 otherwise.
Binary variable equal to 0 if line / is attacked, or 1
otherwise in attack budget scenario s.

a(s)
Ri(s)
Ry, (5)
ARy/(5)
By(s)
G,(s)

Power output of unit i in attack budget scenario s.
Power output of WF w in attack budget scenario s.
Load shedding of load d in attack budget scenario s.
Power flow of line / in attack budget scenario s.

Phase angle at bus b in attack budget scenario s.

I. INTRODUCTION

N recent years, practical cases of attacks including human

attacks and natural disaster attacks on power systems have
been reported [1-3]. For example, in January 2015, attackers
launched a physical attack on the transmission lines in Pakistan,
which resulted in a nationwide power outage and affected 140
million people for several hours [4]. In December 2015,
Ukraine power system was attacked and the cyber attacker
remotely disabled critical infrastructure components, including
switches and circuit breakers, causing widespread power



outages across multiple regions of Ukraine [5]. In October
2015, Zhanjiang city in China was attacked by a hurricane
named "rainbow" that resulted in a 4.24 million kWh energy
shortage [6]. In November 2023, a severe storm with coastal
flooding in the Black Sea region destroyed transmission lines
and left over half a million people without electricity in
southern Russia and Ukraine [7]. Therefore, it is important to
improve the resilience strategy in order to mitigate the effects
of attacks on power systems.

Researchers have investigated defense strategies to improve
the resilience of power systems against attacks [8]. Resilience
of power systems is defined as the ability to resist, adapt to, and
quickly recover from attacks [9]. At present, line hardening is
regarded as an effective measure to improve the resilience of
power systems, since it can help the defender to protect critical
assets and alleviate the effects of potential attacks on power
systems. Therefore, the authors in [10] proposed an attacker-
defender (AD) model to formulate defense decisions against
attacks based on N-K criterion. However, the authors in [11]
pointed out that the AD model was only effective on obtaining
near-optimal line hardening strategy. This AD model only
considered the bi-level problem to passively defend attacks,
without the formulation of pre-defense strategy in response to
attacks. Then, the authors in [12] extended the AD model into
a tri-level attacker-defender-attacker (DAD) model to
determine the optimal line hardening strategy. In [13], the
authors proposed a coordinated planning method to harden the
lines for improving the resilience of a power system against
attacks. In [4], a tri-level defense method was proposed to
allocate limited defense resources to improve the resilience of
power systems against attacks. In addition, the authors in [14]
developed the network topology optimization model to improve
the resilience of power systems against attacks. Although the
previous research work claimed to improve the resilience of
power systems, the impacts of renewable energy uncertainty on
power system resilience and defense strategy were previously
ignored.

Besides the attacks on power systems, large shares of
renewable energy, such as wind power, may impose significant
disruption on power systems due to its intermittent nature. With
the increasing penetration of wind power into power systems
globally, countries such as Denmark has reached 48% of the
electricity generated by wind energy [15]. Due to the wind
power output uncertainty, wind turbines are vulnerable to
attacks which could be hidden from the wind power uncertainty
to avoid detection. The authors in [16] revealed that an attacker
can launch false data injection attacks on rotor speed values,
which increased the fluctuation of wind power output, reduced
power generation efficiency, and resulted in the equipment
damage. Meanwhile, an adaptive resilient control method was
proposed in [16] to improve the resilience of power systems
against false data injection attacks on variable-speed wind
turbines. The authors in [17] developed a dual-triggered
adaptive torque control strategy for power systems against
denial-of-service attacks. Such attacks on the variable-speed
wind turbines reduced the wind power generation and
introduced the errors between the actual and the expected wind
power output. Time-delay attacks on the rotor speed sensor
measurement of wind turbines could cause large variation of
wind power output, and an adaptive observer-based resilient

control strategy was proposed in [18] to improve the resilience
of power systems against time-delay attacks. In practice, the
corrupted wind power outputs in [16-18] were controlled by
attackers to deliberately not exceed the maximum deviation of
the expected wind power output. Such attacks on wind turbines
usually controlled the wind power output within the certain
range of fluctuations to avoid detection. In addition, these
control mitigation strategies on wind turbine attacks in [16-18]
ignored the impact of wind power output’s inherent uncertainty
on power systems.

Accordingly, system operator is responsible for dealing with
the uncertainty of wind power and improving the resilience
strategies of power systems against attacks. Then, the authors
in [19] proposed a data-driven distributionally robust
optimization model to deal with the wind power uncertainty in
order to improve the resilience of power systems against
attacks. However, this defense model required massive discrete
scenarios to cover certain critical scenarios that compromised
the power system performance. The increase in the number of
discrete scenarios and iterative solutions greatly affected the
solution speed of the distributionally robust defense model, and
even caused the intractable optimization problem. Thus, the
authors in [20] developed a robust line hardening method
against the worst N-K contingencies in distribution systems
with various renewable energy resources. Specifically, this
defense model captured the wind power output uncertainty
based on the stochastic programming approach. This approach
usually required a priori probability distribution function to
characterize the uncertainty realization, which relied on
massive detailed historical information of the random variables.
Meanwhile, massive random scenarios required to be produced
for achieving reliable solutions, so that the computational
performance might be compromised. Accordingly, the authors
in [21] proposed the Wasserstein-metric-based distributionally
robust tri-level defense model to mitigate the effects of attacks.
However, the performance of this defense model relied heavily
on the sample size of wind power output scenarios. The small
sample size would lead to the issue of over-fitting while the
over-sized samples would cause the computational burden [22].
Meanwhile, these resilience improving strategies in [19-21]
ignored the different considerations of conservatism from
various defenders to make adjustable defense decisions. This
fact indicated that the conservatism of these defense models
could not be controlled by the system operator. Furthermore,
these methods did not consider the uncertainty of attacks. That
is to say, the defender determined line hardening decisions
based on the traditional N-K criterion where K as the attack
budget was fixed as a static value.

In reality, the attack uncertainty should also be considered,
as the attack budget is not revealed to the defender before
attacks are launched. This is because a defender is almost
impossible to know the full and accurate attack information.
Thus, it is hard to determine effective defense strategies without
a clear understanding of the post-attack impact, which is
formulated as the total number of lines attacked by an
intelligent attacker. The traditional line hardening strategy
based on a fixed attack budget may not mitigate against
uncertainty of attacks. The authors in [23] pointed out that
attack budgets of the attacker could not be accurately known by
the defender. In this sense, the authors in [23] proposed an



improved tri-level defense model for transmission line
protection considering the uncertainty of attack budgets.
Meanwhile, the authors in [24] developed a robust defense
model to determine the line protection plan against uncertain
attacks. A hybrid robust tri-level defense model was proposed
in [25] to alleviate the effects of uncertain attacks on power
systems. However, these tri-level defense models for line
hardening strategies in [23-25] only considered a single source
of uncertainty from attacks without further consideration of
uncertainty from renewable energy. In practice, the decision-
making strategies for the allocation of limited defense resources
generally involve the multiple uncertainties in power systems.
Notably, this paper focuses on both uncertainties from the
attacks as well as the wind power output. Thus, uncertain
attacks and uncertain wind power output are formulated
together in the defense process to improve the resilience of
power systems.

In this paper, an adjustable robust tri-level defender-attacker-
defender (ART-DAD) model is proposed to improve the
resilience of power systems against uncertain attacks. An
adjustable robust technique is developed that can characterize
the uncertainty of random variables with limited information,
which does not rely on the traditional approach of priori
probability distribution function with massive historical
information of the random variables. The proposed ART-DAD
model can also adjust the conservatism level of system operator
decisions. This adjustable robust technique can characterize the
uncertainties pertaining to random variables in terms of
bounded intervals rather than scenarios, which can effectively
improve the computational performance. In addition, a dynamic
N-K criterion is developed to capture all possible attack budgets,
where attack budgets are formulated as a probabilistic
distribution of the total number of attacked lines. Meanwhile,
the proposed ART-DAD model can be solved by using a
constraint-generation based solution algorithm. Finally, the
proposed ART-DAD model is validated to provide viable
resilience improving strategies for power systems with high
wind power penetration against uncertain attacks. The main
contributions of this paper are summarized as follows:

(1) To the best of the authors’ knowledge, the previous tri-
level defense models do not consider both uncertainties
of attacks and wind power output. To fill this gap, an
adjustable robust tri-level defender-attacker-defender
model is proposed to improve the resilience of power
systems with high wind power penetration against
uncertain attacks.

(2) The proposed ART-DAD model develops a polyhedral
uncertainty set for wind power output and a dynamic N-
K criterion for uncertain attack budgets. The proposed
model can flexibly formulate the probabilities of attack
budgets and adjust the risk-aversion level of the system
operator decision by properly setting the level of
conservatism in the polyhedral uncertainty set.

(3) To obtain the global optimal solution, the overall ART-
DAD model is innovatively decoupled into a master and
sub-problem, which can be solved iteratively by a
constraint-generation based solution algorithm. In
addition, case studies are implemented to verify the
performance of the proposed model that enables a more
flexible and practical decision in the defense process.

The remaining parts of this paper are organized as follows:
Section II provides the mathematical formulation of the
proposed ART-DAD model. Section III decouples the ART-
DAD model into the master and sub-problem with the
constraint-generation based solution algorithm. Section IV
implements case studies to verify the effectiveness of the
proposed ART-DAD model. Finally, conclusion is drawn in
section V.

II. THE ADJUSTABLE ROBUST DEFENDER-ATTACKER-
DEFENDER MODEL

A. The polyhedral uncertainty set for wind power output

The stochastic nature of wind power output can impose a
serious impact on the power system with high wind power
penetration. In practice, a polyhedral uncertainty set is
particularly effective in modeling the uncertainty of random
variables, which does not require a specific probability
distribution of wind power output [26]. Because the probability
information of random variables is difficult to be obtained
accurately, this polyhedral uncertainty set can be considered as
a better approach to characterize the uncertainty of random
variables such as the wind power output [27]. This paper further
extends the polyhedral uncertainty set for wind power output in
which the defender can adjust the conservatism) of the proposed
ART-DAD model. The improved polyhedral uncertainty set for
wind power output is formulated as follows:

4 _
PW,w = PW,w + AI)W,w (Vw - Vw) +

AR, (A-R)(v)-v,)

Z(VJ +v;)=/H\

R = PW w weW (1)
+ — + — + -\ _
v, +v +u +u, <1, Z (l)w +u, ) =1
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where ARy, is set to the largest variation of the expected wind
power output Py, . This is to include more extreme scenarios
of wind power output. The first and second rows in equation (1)
represent the value of the wind power output Py, based on the
forecast and fluctuation levels. The third row in equation (1)
defines the number of extreme points in R. The fourth row in
equation (1) ensures that Py, cannot be at both upper and
lower bounds at the same time. The fifth row in equation (1)
defines the binary variables V), V., U, and Uy, that are
introduced to limit wind power output Py, within the ideal
interval [Py, —APW,W,EW,WJrAPW,W] . II  represents the
uncertainty budget which can adjust the conservatism of
defense model. As T1 increases, the size of the polyhedral
uncertainty set enlarges. This means that the total deviation
from the expected wind power output becomes larger, so that
the defense strategy is considered to be more conservative, and
the system is protected against a higher degree of uncertainty.
Here, IT =0 means that no uncertainty is considered for Ay, ,
while IT =1 indicates that the optimization model only
considers the worse-case scenario for Py, . Notably, A is




introduced as an auxiliary parameter, which can be fractional,
and A is the integer and rounded down value of A .

B. Dynamic N-K criterion for uncertain attacks

The line disruption is often applied to describe the impact of
attacks on power systems. This is formulated as the static N-K
criterion as follows:

M
>1-a)<Rs
=1

where @, is a binary variable, which represents the status of
line /. If @, is equal to O, line / is disrupted due to attacks,
otherwise line / is not attacked. Equation (2) denotes that the
attacker can choose up to Ra number of lines to launch an attack.
R4 also denotes as the attack budget. Notably, Ra in (2) is
generally set to a static value based on historical data.

The system operator is often not able to obtain the accurate
information associated with attack budget Ra, as its value
cannot be accurately known by the defender. This implies that
attack budget Ra should be a dynamic value rather than a static
one. In this paper, the attack budget is innovatively formulated
as a dynamic problem, so that a set of attack budgets is adopted
to describe the uncertainty of attack budgets as follows:

D (1-q,(s) < Ra(s) Va(s)e0,1},s€S (3)

leL

Va, €{0,1} )

where @,(S) is a binary variable for attack decision of line / in
attack budget scenario s. Similarly, if &, (s) equals 0, line / is
under attack in attack budget scenario s, otherwise line /
remains un-attacked in the attack budget scenario s. Ra(s)
represents the total number of lines to be attacked in the attack
budget scenario s, which reflects the uncertainty of attacks. S is
a set of attack budget scenarios. This dynamic formulation
means that the total number of lines attacked is not a fixed value,
but a probabilistic distribution over a set of attack budgets is
used to better model the uncertain attacks. There are four
reasonable assumptions in the dynamic N-K criterion for
uncertain attacks: 1) the defender and the attacker only harden
and attack the power system lines, respectively; 2) the hardened
lines cannot be disrupted by an attacker; 3) the attacked lines
remain out of service; 4) the system operator can reasonably
generate a set of attack budget scenarios based on historical data.

C. The Adjustable Robust Tri-level Defense Model

The proposed ART-DAD model can be defined as a tri-level
defense framework, as shown in Fig. 1. This optimal defense
strategy is achieved by minimizing the total expected costs that
are the sum of the line hardening cost and the expected
operation cost. In the upper-level, the defender makes an
optimal defense decision of line hardening strategy with a
limited defense resource, aiming to minimize the cost of
hardening lines. In the mid-level, the attacker disrupts the
transmission lines in order to maximize the expected operation
cost by considering all possible attack budget scenarios and
their corresponding probabilities, as well as the wind power
output uncertainty. In the lower-level, after each attack, the
system operator takes dispatch actions to mitigate the attack
impacts. This is achieved by optimizing the power flow through
unit dispatch and load shedding to minimize the system

operation cost under each attack budget scenario. The systems
operation cost includes both generation dispatch and load
sheddmg costs.

Upper-level (defender):
Minimize:
r— line hardening cost
Determine:
Line hardening strategy

Optimal line
hardening ﬁtra(egy

The worst case in scenario |
Lower-level (defender):
Minimize:
| Units dispatch and load shedding cost
Determine:
The units dispatch, load shedding and "
power flow, etc. 1

Mid-level (attacker):
Maximize:
Units dispatch and load shedding cost
Determine:
The worst case including line attacking
strategy and wind power output in scenario 1

sou1| papudyaq

! The worst case in scenario s :
1" Mid-level (attacker): Lower-level (defender): |
11| Maximize: Minimize: 1
A.L: Units dispatch and load shedding cost Units dispatch and load shedding cost :
1
1
|
1

| | Determine: Determine:
: The worst case including line attacking The units dispatch, load shedding and
I | strategy and wind power output in scenario s power flow, etc.

Framework of the proposed adjustable robust tri-level defense model.

Fig. 1.

Hence, the mathematical formulation of the proposed ART-
DAD model can be described as follows:
Upper-level:

min ) C,d, 4)
K
subject to:
> d <R vd, €{0,1} )
leL

where d, is a binary variable which represents the status of
line /. If d, =1, line I is hardened by the defender so that the
attacker cannot disrupt this line. Otherwise, d, =0 represents
that line / is not protected and it is vulnerable to a potential
attack. Notably, equation (4) indicates the upper-level objective
function of the proposed ART-DAD model to minimize the cost
of hardening lines.

Mid-level:
BBy (5), AR, (5)) (6)

q (V),Pw‘ ()R

subject to:

F, P+AP

+ _
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leL
where equation (6) defines the mid-level objective function for
the proposed ART-DAD model. Objective (6) maximizes the
expected operation cost. In addition, the uncertainty set (7) is
used to formulate wind power output uncertainty with all
possible extreme scenarios for wind power output. Lines are
assumed as the only assets to be attacked and defended,
respectively. Thus, the constraint corresponding to the line




disruption is formulated as the attack model. Equation (8)
represents the uncertainty set of all possible N-K contingencies,
which is formulated as the attack budget scenarios with their
corresponding probabilities.

Lower-level:

(R, AR, = » {ZC@ i(S)+zCDdAPDd(S):| ©)
G (X)PF’ S, ieG deD
Oy (), ARy (5)
subject to:
ZKLb F(s)+ ZKDb d (R)Zax APDd(S)) =
leL
1
Z Pb,i GI(S)J’_ZK%W Ww(s) VbeB ( 0)
ieG weW
Ry(9)=[1-(1-4))(1-a/(s)) | %"K;,0s)
VieLVbeB,VseS (11)
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where equation (9) indicates the lower-level objective function
of the proposed ART-DAD model. Objective (9) minimizes the
system operation cost for generation dispatch and load shedding
in each attack budget scenario s, which follows the dispatch
actions from the system operator. Equation (10) ensures the
power balance for bus b in each attack budget scenario s.
Equation (11) indicates the power flow for line / in each attack
budget scenario s, which incorporates the impacts of defense
and attack decisions. If d,=1 and ¢ (8)=1, or d,=0 and ¢ (s)
=1, line / is not attacked in the attack budget scenario s. If d,=1
and & (S) =0, line / is hardened so that it cannot be disrupted in
attack budget scenario s. If d,IO and a,(S) =0, line / is not
hardened and attacked in the attack budget scenario s. Equation
(12) is the generation capacity limit constraint for unit i in each
attack budget scenario. Equation (13) represents the load
shedding capacity limit constraint for load d in each attack
budget scenario. Equation (14) denotes the power flow capacity
limit constraint for line / in each attack budget scenario.
Equation (15) indicates the bus voltage angle capacity limit
constraint for bus b in each attack budget scenario s.

Finally, the proposed ART-DAD model can be formulated as
a mixed-integer tri-level programming problem with the
objective (16), which is subject to the constraint (5) in the
upper-level, the constraints (7), (8) in the mid-level, and (10)-
(15) in the lower-level. Then, the mixed-integer tri-level
programming problem can be solved by the constraint-
generation based solution algorithm with a master and sub-
problem scheme, which will be discussed in the following
section.

mmZC d +
@ leL
Bl mx min (SCR0TGAR0] 1
s) a(s). Ry, (S)P(,z((‘;)PF/(S)) ieG ¢ deD

III. SOLUTION METHODOLOGY

In this section, the proposed ART-DAD model is decoupled
into a master and sub-problem, which is then iteratively solved
by the constraint-generation based solution algorithm to obtain
an optimal defense strategy. The detailed formulation of the
master and sub-problem is given in the following subsection.

A. Master Problem Formulation

Given 4, the defender minimizes the total expected costs for
a power system. Note here, 4 contains a set of the worst-case
attack budget scenario and extreme wind power output
scenarios, which are presented as follows:

A=[A,, ... A, .. A, Kk=1,2,...m (17)
where m represents the number of iterations in the solution
process; the sign “” denotes that the value of a variable is given.
In (17), Ay is equal to [Ak(1), ..., Ax(ns),...., A,(Ns)], in
which Ns is the total number of all possible attack budget
scenarios, and ns represents the ns™ attack budget scenario. For
a given A, (ns) in attack budget scenario s, we have A, (ns) =
(@11 (S), P ()] lieLwew - Based on 4, the master problem
can be formulated as follows:
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VieLNVseS,Vk=12,.,m (28)

where M represents a large positive constant; @ is an auxiliary
continuous variable. m represents the number of iterations in
the proposed solution algorithm. For each iteration k, new
constraints (20)-(28) are added into the master problem with
variables Py i (s), APoa s () » Peri (s) 5 054 (s) in attack budget



scenario s respectively. This is to provide an updated line
hardening strategy for each iteration.

B. Sub-problem Formulation

The sub-problem calculates the expected operation cost for
the system by considering all possible attack budgets, which
can be described as follows:

o= (Q(s)0(s))
seS
where o is the expected operation cost for the system in all
possible attack budgets. O(s) denotes the system operation
cost in attack budget scenario s, which is composed of unit
dispatch and load shedding costs. Q(s) defines the probability
of attack budget scenario s.

It should point out that in each attack budget scenario, the
attacker’s objective is to maximize the attack impacts by mean
of system operation cost, while the defender aims to minimize
the system operation cost caused by the attack. Thus, the trade-
off between the attacker and the system operator in each attack
budget scenario can be formulated as a bi-level game problem
as follows:

(29)

O(s) (30)
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a;(5) Ry, ()R

subject to: (7) and (8)

O(s)= min
()= P((S)APW(S)[Z
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VieLNbeB,VseS (33)
0<PR,(s)<P™ (7.(s)) VieG,VseS  (34)
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where 4,(s) , i, (s) , 7;(s) and &, (s) represent dual variables
associated with constraints (32)-(35), respectively; ¢, (s) and
@,(s) are dual variables associated with lower and upper
constraint (36). Since the sub-problem is a max-min problem,
the duality theory is applied to convert this max-min sub-
problem into a single problem. For simplicity but without loss
of generality, the sign (s) that denotes the attack budget scenario
s is omitted. The converted sub-problem is formulated as
follows:

T:maXZ(q_Jl _g)PF[lmx - Z}’TKW wPWn +

/eL_ - _ weWT - (37)
Z%‘E}f +Z(ad +4 K, )R,
ieG deD
subject to:
(7) and (8) (38)

Z[(l d )X KLlh a +dX KL”,,U,] 0 VbeB
leL
(39)
> KL+ 1409 =0 Viel (40)
beB

2 K47, <Gy VieG (41)
beB

ZKITM,//L) +a,<Cy Yd e D (42)
beB

7, 20,a,<0,9, <0, 20 VieG,vdeD,vieL (43)

A, free, yy: free

Based on the dual theory, equation (37) is equal to the
original equation (31). Constraint (38) indicates that the total
number of attacked lines is no more than the attack budget. Dual
constraints (39)-(42) are corresponding to the decision variables
o, , R, , K, and AP, in attack budget scenario s,
respectively. Constraints (43)-(44) confine the dual variables.

There are nonlinear terms in equations (37) and (39).
Specifically, the nonlinear term in (37) is A" K, P, , and the
nonlinear term in (39) is a bilinear term a,y, . Based on (7),
2Ky P, can be transformed into a bilinear term
N[ Py, + APy (V) —V.) +APy ., (A — A) (v} —v.)] , Where 7
isequalto A" K, ., . Note that the bilinear term is defined as the
multiplication of a binary variable and a continuous variable,
which can be linearized by the big-M method. Following this
method, the big-M method is adopted to linearize a,u, as
follows:

Vbe B,VieL (44)

L=au Vel

>—-Ma, VielL
t,<Ma, VilelL (45)
L2 +Ma,-M  VielL
L<p—-Ma+M VieL

Finally, the sub-problem is converted into a mixed-integer
linear programming (MILP) model, which can be directly
solved by a suitable solver. Notably, the appendix A gives the
overall framework of the constraint-generation based solution
algorithm for solving the proposed ART-DAD model.

IV. CASE STUDY

In this section, extensive numerical simulations are carried
out on the proposed ART-DAD model and the constraint-
generation based solution algorithm for two modified IEEE
RTS-79 and RTS-96 systems [28]. The proposed ART-DAD
model in various case studies is solved using CPLEX 12.4
solver on a workstation with an i9-13900KS Processor
(3.2GHz) and 96 GB RAM. Notably, the attack budget
scenarios and probabilities can be rationally assumed by
defender based on historical data, which can be achieved and
demonstrated in [23, 24].

IEEE RTS-79 System: This IEEE RTS-79 system consists
of 24 buses, 17 loads, 38 transmission lines, and 10 generators
with a total generation capacity of 3,405 MW. The total system
load is set at 2,850 MW. In this system, there are 6 wind farms
connected to buses 1, 5, 9, 13, 17 and 21 respectively with a



50% penetration level, which is defined as the installed wind
capacity divided by total load. In addition, the line hardening
cost for each line is set at 400$/meter, and the load loss cost is
150$/MW.

A. Effectiveness Tests of the Proposed ART-DAD Model

Case 1: This case analyzes the effectiveness of the proposed
ART-DAD model comparing with the hybrid robust and robust
defense models on the RTS-79 system. As a typical attack case,
an intelligent cyber-attacker is able to intrude the power system
and exploit the vulnerabilities in the supervisory control and
data acquisition system to disrupt the transmission lines. In
practice, the cyber-attacker may attack on communication links
to induce power outages and increase the system operation cost.
However, it is infeasible for a defender to accurately know the
attack budgets that is launched by an intelligent attacker. Thus,
an uncertain attack is introduced with a set of attack budget
scenarios and probability. In this case study, it is assumed that
historical information on cyber-attacks could enable the system
operator to estimate that an attacker has a 0.6 probability of
disrupting three lines and a 0.4 probability of disrupting five
lines. That is, the possible attack budget set is estimated as S=
(3, 5) with probabilities Q= (0.6, 0.4). In addition, the defense
resource is assumed to be four defended lines, i.e., Ri=4, and
the uncertainty budget IT is set at 0.6. Tables I-II show the
simulation results.

Table I shows the simulation results of the ART-DAD model
to defend the defined uncertain attacks S= (3, 5) with
probabilities Q= (0.6, 0.4). It can be seen that the four hardened
lines are 1, 9, 25, and 28 based on the proposed ART-DAD
model. The total expected costs are 91,272.998, calculated as
the sum of the line hardening cost and the expected operation
cost. Notably, the expected operation cost is equal to the
weighted sum of each operation cost and the corresponding
probability. It can be found that the system operation cost in
certain single attack budget may not achieve the most optimal
solution, but the expected operation costs for all possible attack
budgets reach the minimal value as the global optimal solution
of defense strategy. This is because the proposed ART-DAD
model aims to minimize the total expected costs in all possible
attack budget scenarios.

TABLEI
LINE HARDENING STRATEGY AND COSTS FOR UNCERTAIN ATTACKS WITH
PROBABILITY DISTRIBUTION

This paper RA=3 RA=5
Attacked lines 29,36,37 18,20,21,23,27
Operation cost ($) 69,318.72 120,204.39
Total expected costs ~ 91,272.998=4x400+69,318.72x0.6+120,204.39%0.4

Defended lines 1,9,25,28

Table II presents the comparative simulation results to verify
the advantage of the proposed ART-DAD model, which is over
the hybrid robust defense model and the robust defense model.
In the hybrid robust model, protected lines 1, 3, 25, 28 are
optimally selected by considering all possible attack budgets
with the worst-case wind power output scenario. The total
expected costs are calculated as 91,617.61$, which is more
expensive than 91,272.99§ obtained by the proposed ART-
DAD model. If the robust defense model is applied to determine
the optimal defense strategy, the total expected costs will reach

up to 95,418.9283. This is because the robust defense model only
considers the worst-case scenario, resulting in a high-cost
decision. The comparison of simulation results means that the
proposed ART-DAD model is more effective than other
traditional defense models in terms of total expected costs. This
fact indicates that the line hardening strategy developed by the
proposed ART-DAD model can effectively mitigate the
impacts of uncertain attacks in power systems by considering
the probability distribution of the uncertain attack scenarios.
TABLE Il

COMPARATIVE RESULTS FOR DIFFERENT DEFENSE MODELS WITH LINE
HARDENING STRATEGIES AND COSTS

Defended Operation cost ($) Total expected
Models lines Ra=3 Ra=5 costs (3)
. 69,318.72 120,204.39 91,272.99
This paper  1,9,25,28
91,272.99=4x400+69,318.72x0.6+120,204.39x0.4
69,685.63 120,515.59 91,617.61
Hybrid robust 1,3,25,28
91,617.61=4x400+69,685.63%0.6+120,515.59x0.4
0 93,818.92 95,418.92

Robust model 9,23,31,38
95,418.92=4x400+93,818.92x1

Case 2: This case further verifies the proposed ART-DAD
model can adjust the line hardening strategies against different
attack budget scenarios, so that the proposed model is adaptive
to various uncertain attacks. Besides cyber-attacks which are
able to disrupt transmission lines, physical attacks (e.g., natural
disasters or human-made physical attacks) can also directly
disrupt power system lines, which will lead to significant
financial losses. The system operator may not accurately know
the total number of lines that an intelligent attacker can disrupt.
Here, the attack budget scenarios are evaluated as a set S= (1,
2, 3, 4) with the corresponding probabilities (0.2, 0.3, 0.1, 0.4).
The uncertainty budget IT is set at 0.7. In addition, the defense
resource Ry is set at 3.

TABLE IIT
LINE HARDENING STRATEGIES FOR UNCERTAIN ATTACKS WITH DIFFERENT
ATTACK BUDGET SCENARIOS.

Tyne Defended Attacked lines
yp lines Ri=1 R:=2 R=3 Ra=4
This paper 9,23,28 11 5,10 29,36,37 11,29,36,37
Scenario 1 9,28 11 19,23 29,36,37 21,22,23,27
Scenario 2 9,23,30 11 5,10 29,36,37 11,25,26,28
Scenario 3 1,2,28 11 19,23 29,36,37 21,22,23,27
Scenario 4 9,21,28 11 19,23 29,36,37 19,23,27,29

As shown in Table III, the line hardening strategy is {9, 23,
28} determined by the proposed ART-DAD model, in which
the defender considering all possible attack budget scenarios S=
(1, 2, 3, 4) with the corresponding probabilities (0.2, 0.3, 0.1,
0.4). As a comparison, Table III shows the detailed simulation
results of different defended lines for each specific attack
budget scenario. In summary, it can be found that the defender
can determine different defended lines based on different attack
budgets. The optimal line hardening strategy is {9, 23, 30}
based on the single attack budget scenario 2 (i.e., only
considering attack budget with two lines) while the defended
lines become {9, 28} based on single attack budget scenario 3
(i.e., only considering attack budget with three lines). If the
defender only considers the worst-case attack budget (i.e., only
attacking four lines), the determined line hardening strategy



changes to {9, 21, 28}. Moreover, an interesting observation
from Table III is that the total amount of defended lines is two
based on the single attack budget scenario 1 (i.e., only
considering attack budget with one line), which indicates that
the number of defended lines can be reduced with less attack
budget. Comparative simulation results verify the adaptivity of
line hardening strategy under different attack budget scenarios.
In addition, Fig. 2 shows the total expected costs associated
with different attack budget scenarios. It can be observed that
the total expected costs based on all possible attack budget
scenarios (i.e., the corresponding probabilities are (0.2, 0.3, 0.1,
0.4)) reach the minimal values comparing to other single attack
budget scenarios. The proposed ART-DAD model can
minimize the total expected costs if multiple attack budget
scenarios with probabilities are considered. This means that the
proposed approach has a better performance against uncertain
attacks.

Attack scenario 1
Attack scenario 3
Total expected costs

Attack scenario 2
Attack scenario 4

<1t

T T

The system operation cost ($)
i

070.2,0.3,0.1,04) (1,0,0.0) (0,1,0,0) (0,0,1,0) (0,0,0,1)

Attack budget scenario probabilities
T (Scenario 1: (1,0,0,0); Scenario 2: (0,1,0,0); Scenario 3: (0,0,1,0); Scenario 4: (0,0,0,1))

Fig. 2. System operation costs for different attack budget scenarios.

B. Impact of the Uncertainty Budget

Case 3: This case investigates the impact of the uncertainty
budget IT on the line hardening strategy of the proposed ART-
DAD model. In practice, the uncertainty budget IT defines the
level of conservatism in wind uncertainty, which can regulate
the total number of extreme scenarios for wind power output.
The uncertainty budget IT varies from 0 to 0.9 with step 0.1. If
IT is 0, the value of wind power output is equal to the predicted
value with no uncertainty. When the I1 increases, more
extreme scenarios for wind power output are introduced to
reflect the larger uncertainty with less conservatism level. In
addition, a set of attack budgets is assumed as $= (3, 5) with
probabilities (0.7, 0.3). The defense resource Ry is set at 4 (i.e.,
defended four lines).

Table IV shows the total expected costs and defended lines
for line hardening strategy under different uncertainty budgets
of wind power output. In each uncertainty budget IT, the
system operation cost is calculated under two different attack
budget scenarios (i.e., Ra=3 and Ra=5). It can be found that the
total expected costs raise as the uncertainty budget IT increases.

By increasing the uncertainty budget I1 , more extreme
scenarios are contained in the uncertainty set of wind power
output, resulting in higher total expected costs. However, the
total expected costs are always less than the defense model
considering the worst-case wind power output scenario in [29].
The proposed ART-DAD model is also compatible with the
worst-case wind power output scenario by setting the
uncertainty budget IT to 1. These results effectively verify the
benefits of the proposed ART-DAD model in reducing the total
expected costs, as the proposed model considers the uncertainty
set for wind power output rather than the worst-case scenario.
These results also show the increase trend in the total expected
costs following by the larger uncertainty set of wind power
output which contains more extreme scenarios.

In addition, the uncertainty budget I1 may affect the line
hardening strategy developed by the proposed ART-DAD
model. For instance, the defended lines are {1, 3, 25, 30} with
the total expected costs 85466.46$ when the uncertainty budget
I is set at 0.4, while the defended lines are {1, 3, 26, 28} with
the total expected costs 86,023.828 if the uncertainty budget IT
is 0.5. These results show that the proposed ART-DAD model
is able to determine a dynamic line hardening strategy based on
different setting of uncertainty budget IT. In addition, it can be
observed that the top four defended lines are 1, 3, 26 and 28 in
all uncertainty budgets. Thus, the system operator is advised to
have priority for hardening lines {1, 3, 26, 28}. In practice, the
proposed ART-DAD model can advise the system operator to
determine more flexible defense strategies by considering
different uncertainty budgets of the wind power output.

TABLE IV
LINE HARDENING STRATEGIES AND COSTS UNDER DIFFERENT UNCERTAINTY
BUDGETS OF WIND POWER OUTPUT

- Defended Operation cost ($) Total expected
lines R\=3 R,=5 costs ($)
0 9,25,28,29 56,188.72 111,157.68 74,279.41
0.1 9,25,28,29 56,409.48 113,216.88 75,051.70
0.2 1,3,28,32 68,576.16 115,208.88 84,165.98
0.3 1,3,31,38 68,775.31 117,066.48 84,862.66
0.4 1,3,25,30 68,965.19 118,636.08 85,466.46
0.5 1,3,26,28 69,150.45 120,061.68 86,023.82
0.6 1,3,26,28 69,318.72 120,204.39 86,184.42
0.7 1,3,26,28 69,481.85 120,342.75 86,340.12
0.8 1,9,25,28 69,634.68 120,472.38 86,485.99
0.9 2,3,26,28 69,773.11 120,582.98 86,616.07
Ref[29]  2,3,30,32 69,904.33 120,684.07 86,738.25

C. Impact of the Defense Resource

Case 4: This case analyzes the impact of the defense resource
Ry (i.e., number of defended lines) on the line hardening
strategy of the proposed ART-DAD model. As an example, we
assume attack budgets §= (3, 4, 5) with probabilities (0.3, 0.2,
0.5). The defense resource Ry varies between 4 and 8 lines with
an incremental step of 1 line. The uncertainty budget IT is set
at 0.4. Table V shows the impact of different defense resources
with the line hardening strategy under various attacks. Fig. 3
shows the total expected costs and individual system operation
cost under each defense resource with various attack budget
scenarios.



TABLE V
DIFFERENT DEFENSE RESOURCES WITH LINE HARDENING STRATEGY UNDER
UNCERTAIN ATTACKS

R Defended Attacked lines
- lines RA\=3 Ry=4 RA=5
4 1,9,25,28 29,36,37  7,21,22,23 7,15,17,18,23
5 1,9,23,25,28 29,36,37 11,29,36,37  7,14,16,20,21
6 1,9,23,28,29,33 11,12,13  25,26,30,31  7,15,17,18,19
7 2,9,11,23,26,28,29 5,10,13 7,19,21,22  18,19,20,21,27
8 2,3,17,21,23,25,28,29  11,12,13 4,5,8,10 5,10,11,12,13
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Fig. 3. Impact of defense resource on the total expected and system operation
costs.

Table V and Fig. 3 show that the various available defense
resources Ry can cause different line hardening strategies with
the total expected and system operation costs. In particular, the
total expected costs decrease as the defense resource increases.
This is because additional critical attacked lines will be
defended with the defense resource increase. There are also
correlations between different defense resources on the line
hardening strategies. For example, as given in Table V, line 23
is attacked when the defense resource Ry is 4. Therefore, line
23 is defended in the new line hardening strategy if the defense
resource Ry increases to 5, which allows one additional line 23

to be included in this new line hardening strategy {1, 9, 23, 25,
28}. However, as the defense resource increases, the reduction
on the system operation costs will become less effective. For
example, when the system operator increases the defense
resource from 4 to 8 lines, the system operation costs show a
slower reduction trend for all attack budget scenarios. In
addition, an interesting observation is that the system operation
cost under a specific attack budget may not be effectively
reduced when the system operator raises the defense resource.
This result is observed in attack budget scenario 3, when the
defense resource raises from 7 to 8 lines, the system operation
cost will show an opposite and increasing trend. This is due to
the optimization objective of the proposed ART-DAD model is
to minimize the total expected costs by considering all possible
attack budget scenarios.

D. Impact of the Attack Budget Probabilities

Case 5: This case conducts the sensitivity analysis of
probability distribution amount attack budget scenarios,
analyzing the uncertainty related to attack budget probabilities
and their impacts on the line hardening strategy of the proposed
ART-DAD model. In this case, two possible attack budgets are
assumed with four or five lines, Ra=4 or 5 as a set of $= (4, 5).
Here, the combination of attack budget probabilities is set
between (0.1, 0.9) and (0.9, 0.1) with a step change of 0.1. The
uncertainty budget IT varies between 0 and 0.8. The system
operator has a fixed defense resource to harden four lines, R =4.

As shown in Table VI, different distribution of attack budget
probabilities can cause various total expected costs for a range
of uncertainty budget. Take I1=0.2 as an example, the total
expected costs start from the maximum 88,470.74$ when the
attack budget probability is (0.1, 0.9), continuously decrease
and reach minimum 75,339.00$ for the attack budget
probability (0.9, 0.1). The total expected costs are observed to
continuously decrease as the probability of 4 attacked lines
(Ra=4) outweighs the probability of 5 attacked lines (Ra=5).
For all combinations of attack budget probabilities, the total
expected costs from the proposed ART-DAD model are still
less than that obtained in [29].

TABLE VI
TOTAL EXPECTED COSTS ASSOCIATED WITH VARIOUS DEFENSE STRATEGIES UNDER DIFFERENT ATTACK BUDGET PROBABILITIES
Probabilities 1=0 11=0.2 11=0.4 11=0.6 11=0.8 Ref. [29]
(0.1,0.9) 86,688.39 88,470.74 91,586.74 93,033.58 93,306.36 93,350.34
(0.2,0.8) 85,207.78 86,829.28 89,634.08 90,959.43 91,237.01 91,281.77
(0.3,0.7) 83,727.18 85,187.81 87,681.41 88,885.29 89,167.66 89,396.74
(0.4,0.6) 82,246.58 83,546.34 85,728.74 86,811.14 87,098.32 87,144.62
(0.5,0.5) 80,765.97 81,904.87 83,776.08 84,736.99 85,028.97 85,076.05
(0.6,0.4) 79,285.37 80,263.41 81,823.41 82,662.85 82,959.62 83,007.47
(0.7,0.3) 77,804.76 78,621.94 79,870.74 80,588.71 80,890.27 81,142.53
(0.8,0.2) 76,324.16 76,980.47 77,918.08 78,514.56 78,820.93 78,870.32
(0.9,0.1) 74,843.56 75,339.00 75,965.41 76,440.41 76,751.58 76,801.75

Table VII presents the detailed impact of attack budget
probabilities on the attacked lines and associated line hardening
strategy. These simulation results take the fixed IT =0.4 as an
example. Results show that the attack budget probabilities can
impact both line hardening strategy and selection of attacked
lines. A variation of the attack budget probability could cause

the system operator to determine different line hardening
strategies. For example, hardened lines are determined as {9,
23, 28, 32} when the attack budget probabilities are (0.3, 0.7),
while the hardened lines are {9, 23, 26, 28} if the combination
of attack budget probabilities is changed to (0.4, 0.6). However,
the defended lines do not change when the attack budget



probabilities are ranged between (0.6, 0.4) and (0.9, 0.1). This
is due to the attacked lines which mostly remain the same so
that the line hardening strategy does not change. The overall
results show that the line hardening strategy is less sensitive to
the variation of attack budget probabilities. In practice, the
proposed ART-DAD model derives an optimal defense strategy
that has certain robustness against potential uncertain attacks
with various attack budget probabilities.

TABLE VII
SIMULATION RESULTS UNDER DIFFERENT ATTACK BUDGET PROBABILITIES
Type Defen}(;eg4Lines — fttacked Lin;s — Totca(l) :t);péc)ted
L A A

(0.1,0.9) 9,23,25,28 11,29,36,37  7,14,15,16,17 91,586.74
. 0208 9:23.2833 11293637 ___7.14.162021 _____ 89,034.08 ___
L0307 . 9:23.2832 11293637 __7.14.162021 _____! 87,8141
(0406 9232628 11293637 __7.1517.18,19 ¢ 85,728.74____
______________ 9232628 11293637 __7.151718.19 8377608 ___

(0.6,0.4) 9,23,25,28 11,29.36,37  7,14,15,16,17 81,823.41

(0.7,0.3) 9,23,25,28 11,29,36,37  7,14,15,16,17 79,870.74

(0.8,0.2) 9,23,25,28 11,29.36,37  7,14,15,16,17 77,918.08

(0.9,0.1) 9,23,25,28 11,29.36,37  7,14,15,16,17 75,965.41

E. Validation on Large-Scale Power System

IEEE RTS-96 System: To further verify the effectiveness of
the proposed ART-DAD model, case studies are implemented
on the IEEE RTS-96 system with a total load of 8,550 MW.
This is a larger system containing 51 loads, 36 generators, and
120 transmission lines. Similarly, there are 6 wind farms
located at buses 1, 15, 29, 43,57, and 71, respectively. The total
installed capacity of wind farms accounts for more than 40% of
the total load.

Case 6: In this case study, the attack budget scenarios are
assumed to be a set S= (2, 4) with the corresponding
probabilities (0.7, 0.3). The defense resource is to harden four
lines, i.e., Ri=4. The uncertainty budget is set at IT =0.4. Table
VIII-IX present the simulation results of defense strategies and
costs with different defense models.

TABLE VIIT
SIMULATION RESULTS FOR UNCERTAIN ATTACKS ON THE IEEE RTS-96
SYSTEM
This paper RA=2 Ry=4
Attacked lines 5,10 88,100,102,103
Operation cost ($) 133,663.08 153,892.25

Total expected costs  141,331.83$=4x400+133,663.08x0.7+153,892.25x0.3
Defended lines 25,51,65,104

TABLE IX
COMPARATIVE RESULTS FOR DIFFERENT DEFENSE MODELS ON THE IEEE
RTS-96 SYSTEM

Defended Operation cost ($) Total expected
Models lines Ry=2 Ry=4 costs ($)
X 133,663.08 153,892.25 141,331.83
This paper25,51,65,104
141,331.83=4x400+133,663.08x0.7+153,892.25%0.3
Hybrid 142,595.36 157,057.39  148,533.97
bust 3,25,51,104
robus 148,533.97=4x400+142,595.36x0.7+157,057.39x0.3
Robust 0 157,057.39 158,657.39
model 3,25,51,104

158,657.39=4x400+157,057.39x1

As shown in Table VIII, the optimal line hardening strategy
is {25, 51, 65, 104} based on the proposed ART-DAD model,
and the total expected costs for attacks are 265,457.68$.
Notably, the solution time on this larger IEEE RTS-96 system
is 51.17 minutes and still within one hour time frame. This
implies that the proposed ART-DAD model can be effectively
solved by the constraint-generation based solution algorithm for
the large-scale power system. The operation cost follows the
similar trend as of the previous case studies in the IEEE RTS-
79 system. In addition, Table IX compares the simulation
results between the proposed ART-DAD model and two other
models including the hybrid robust and robust defense models.
The total expected costs are minimized by the proposed ART-
DAD model. This fact indicates that the proposed method is
effective against uncertain attacks in power systems with high
wind power penetration, compared to the conventional
approaches.

Case 7: In this case study, the proposed ART-DAD model is
tested from the cost perspective under different defense
resources and attack budget probabilities.

As shown in Fig. 4, the attack budget scenarios set is S= (2,
3). The total expected costs decrease following the attack
budget probabilities when 2 attacked lines (Ra=2) outweighs
the probability of 3 attacked lines (Ra=3). However, when the
defense resource Ry is within a certain range, the total expected
costs may remain unchanged due to the marginal cost of
hardening line. To investigate the impact of the marginal cost
of hardening line, IT is set at 0.5, and Table X shows defense
strategies under different marginal costs of hardening line (i.e.,
400%/meter and 800$/meter). It can be found that the different
marginal costs of hardening line may also impact the decisions
of defended lines. Notably, the total number of actual hardened
lines may not always vary with the defense resource Rr. For
example, when the marginal cost of hardening line is set to
800%/meter, if the defense resource is greater than 7 lines, total
number of hardened lines will remain to be 7 without further
increase. This is because it may de-motivate the system
operator to further harden much more lines due to the high
marginal cost of hardening lines. In addition, the marginal cost
of hardening line is much higher than the marginal cost of the
system operation, which offsets the benefit of line hardening
strategy to reduce the total expected costs. These results mean
that the proposed ART-DAD model is helpful for the system
operator to make a more objective assessment of the defense
resources, in order to formulate a reasonable defense strategy
by considering the marginal costs and benefits of hardening
lines.

TABLE X
DEFENSE STRATEGIES UNDER DIFFERENT DEFENSE RESOURCES AND
MARGINAL COST OF HARDENING LINE ON THE IEEE RTS-96 SYSTEM

Ri _ Line hardening cost 400$/meter  Line hardening cost 800$/meter

4 3,39,51,118 1,38,51,118
5 3,39,51,118 3,39,51,118
6 1,38,51,61,118 3,39,51,110
7 3,20,39,51,61,104,118 1,25,39,51,61,100,117
8 3,20,31,51,61,71,104,110 1,25,38,51,61,100,110
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Fig. 4. Total expected costs on the IEEE RTS-96 system in different attack
and defense scenarios.
V. CONCLUSION

In this paper, we present an adjustable robust tri-level
defender-attacker-defender (ART-DAD) model against both
uncertainties from power system attacks and high wind power
penetration. The constraint-generation based solution algorithm
is employed to solve the proposed ART-DAD model with a
master and sub-problem scheme. Extensive case studies verify
that the proposed defense model can effectively mitigate the
impacts of uncertain attacks and improve the resilience of
power systems compared to traditional defense models. The
ART-DAD model developed in this paper can provide a
practical method to handle power system uncertainties
including the attack uncertainty and wind power output
uncertainty. In practice, by properly setting the level of
conservatism in the uncertainty set, the proposed model can
optimize the total expected costs of system operation and adopt
new line defense strategies with various attack budget scenarios
and defense resources. In the future work, we will conduct
further research focusing on how to improve the power system
resilience against attacks in the presence of multiple
uncertainties. In addition, we will extend the proposed approach
to protect other network components to further improve the
resilience of power systems.
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APPENDIX

A. Framework of constraint-generation based solution
algorithm

The master and sub-problem are formulated as a compact
form and iteratively solved by the following constraint-
generation based solution algorithm framework. In the
algorithm Isolution steps, the master problem is formulated as
equations (46-49), where (46) represents (18), (47) represents
(19), (48) represents (20), (49) represents (21)-(28) as a
compact form of each equation. The sub-problem is formulated

as equations (50-52), where (50) represents (37), (51)
represents (38), (52) represents (39)-(44) as a compact form of
each equation. Fig. 5 shows the flowchart of the constraint-
generation based algorithm. In this paper, the optimality
tolerance ¢ is set at 0.01 to complete iterations for an optimal
solution.

Algorithm 1: Master and Sub-Problem Solution

Initialization: L < —0 , U < 40 , A« (LW), m<1,
E<—10, and ns <1 . Here, W is the predicted wind

power output.
1. Master problem:

(1) Based on A , solve the master problem:

p= r;]in cd+o (46)

subject to:
Ld<b 47)
= [QAs)PTy, ()] k=1,.,m(48)

se§

I'd+J%a,(s)+U'w,(s)+ Ry (s)<e k=1,..,m(49)

Record the best feasible solution (d,Cz),/A)) found in the k-th
iteration.

(2) Update L « pand m<m-+l.

2. Sub-problem:

(D Given d , solve the dual subproblem:

as)= mx  Cas)+Dws) (s0)

a(s),m(s),w(s)
subject to:
Ba(s)+Y"'w(s)<h (51)
H'x+E"a(s)+ F'n(s) <t (52)

Record the best feasible solution (Qm(s),dm(s), w, (5),7,,(s))

found in the m-th iteration.

@ Update A= AU(a, (s), W, (s)) and ns<—ns+1 until
all possible attack budget scenarios are considered (i.e.,
ns > Ns), otherwise repeat sub-step (1) and (2).

Set U «~min{T,(p— @)+ > [A)0, ()]} .

seS
Optimality test:
Set €=min{&,(U—~L)/ L}, and determine whether &
is less than or equal to 0.01, i.e., €<0.01?

Exploitation: If £<0.01, then terminate and output
the optimal decisions.

Exploration: If &€>0.01, and go back to step 1.

® 0 @




Input parameters

Set m :J,Ij = —o0, s =1
A=1,W) and U = +wx,

Solve the master problem
»  to obtain(d,®, p), and
update L = p and m=m+1

Solve the subproblem based
attack scenario s to obtain

(0, (5),4,,(5), W, (5), 7, (5))

A

Update the combined scenario|

B A t HE
P A= AU, (5), o, (s)

to the master problem

A

’Update U =min{U,(p- &)+ Y_[As)0, (s)]){
eS

v

’Update £= min{g,(U—Z)/Z}‘

Output the optimal
decisions

Fig. 5. Flowchart of the constraint-generation based solution algorithm.
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