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ABSTRACT

This paper studies the fuzzy Hs control of nonlinear DC microgrids subject to
the dynamic event-triggered mechanism (ETM), aperiodic DoS attacks, noises and
mismatching premises. First, using information of DC microgrid’s T-S fuzzy model
and aperiodic DoS attacks, a discrete-time resilient dynamic ETM is proposed, which
can save constrained system resources, as well as actively exclude attack-induced
dropouts and Zeno behavior. Second, a fuzzy switched system model is built, which
provides a unified platform to evaluate effects of all the affecting factors such as
the dynamic ETM and DoS attacks. Third, by constructing a piecewise Lyapunov
functional, criteria for exponential stability with guaranteed Ho, performance are
obtained, and an event-triggered fuzzy injection current controller is further de-
signed. Simulation results confirm that, in presence of aperiodic DoS attacks and
noises, the proposed controller can stabilize the nonlinear DC microgrids, while the
dynamic ETM works well in reducing the triggering rate without dropouts. Trade-
offs can be made between control and communication resources, and the proposed
fuzzy controller achieves shorter settling times and smaller overshoots than robust
controller.

KEYWORDS

DC microgrids; DoS attacks; fuzzy control; event-triggered control; exponential
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1. Introduction

To reduce green-house gas emissions in addressing the climate change challenge, the
microgrids provide viable solution to integrate the distributed renewable energy re-
sources into power systems(Anitha & Suchitra, 2021). Due to the high penetration of
DC power sources (e.g., solar photovoltaics and batteries) and DC loads (e.g., com-
puters and light-emitting diodes), DC microgrids are attracting increasing attention
in the last decade (7). Besides, DC microgrids do not have the problems of reactive
power flow, synchronization and harmonics as the AC counterparts, and thus they
have been widely used in electric vehicles, renewable power plants, data centers, etc.
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In DC microgrids, by tightly regulating power electronics devices, loads can be
modeled as constant power loads (CPLs). However, the negative impedance feature of
the CPLs often results in underdamping or unstable oscillation (7). To this end, passive
damping strategy, such as adding the resistor or capacitor (?), is proposed, which is
effective and simple. However, due to physical constraints, it is often difficult and costly
to implement this method. By changing the control loops to imitate passive elements
such as virtual impedance or virtual resistor, active damping strategy is presented (7).
However, due to the usage of small-signal models, this method only ensures small-signal
stability (7). On the other hand, the T-S fuzzy method can approximate nonlinear
systems well (?), and global stability can be guaranteed, which motivates this paper
to study the fuzzy control of the microgrid with CPLs.

Nowadays, as communication networks are greatly integrated with the microgrids,
they bring distinctive advantages such as high flexibility and low costs. However, they
also expose the microgrids to cyber attacks, which mainly include denial of service
(DoS) attacks and deception attacks such as false data injection (FDI) attacks. DoS
attacks attempt to block communication networks (?), while FDI attacks intend to
inject false data into the original data packets (7). Since DoS attacks can be launched
without knowing system information, they are more likely to appear in power sys-
tems, which have attracted the increasing attention. For instance, considering time-
constrained DoS attacks, by constructing an attack-parameter-dependent time-varying
Lyapunov function, the work (?) obtains the exponential stability criterion for DC mi-
crogrid with CPLs. For interconnected DC microgrids with CPLs under DoS attacks,
the work (?) proposes an extended Kalman filter based intrusion detection and state
estimation method. For islanded DC microgrids with distributed generators under
DoS attacks, by introducing a time-varying sampling period, the work (?) presents
a distributed optimal current sharing control method, and the work (?) proposes a
distributed secondary controller while further considering heterogeneous communica-
tion delays. For multibus DC microgrids under DoS attacks, the work (?) proposes an
aperiodic communication and control method. Considering DC microgrids under both
DoS and FDI attacks, the work (?) presents a switching secondary controller, while
the work (?) proposes a consensus based secondary control method. For wide-area
power systems, based on switching control theory, the work (?) studies the load fre-
quency control considering dynamically changing topologies, and the work (?) presents
a dynamic loop damping method considering detectable attacks such as DoS attacks.

To facilitate system analysis using existing control theories, most works above adopt
periodic or continuous control strategies. When system is running stably, it is often
unnecessary to frequently implement control tasks. To this end, an alternative con-
trol method, called event-triggered control (ETC), is proposed (7). Compared with
periodic or continuous control methods, the ETC only implements control tasks when
system needs attention, which makes it possible to save constrained system resources.
Therefore, the ETC has been introduced in the microgrid control. For instance, us-
ing the load current sharing error and regulation error of voltage observer to design
the ETM, the work (?) presents a distributed event-triggered control strategy for DC
microgrid. Removing the voltage observer in (7) by transforming both of voltage and
current control into an optimization problem, the work (?) uses voltage deviation of
the droop control to design the ETM, and proposes an optimal consensus algorithm
for distributed energy resources. Further considering the economic operation, the work
(?) uses information of the voltage, power and increment cost to design the ETM, and
presents a hierarchical and economic distributed ETC method for hybrid microgrids.

Although the aforementioned works have presented many useful results, there still



exist the following limitations. The works about security control of microgrids seldom
consider limited system resources, while the works using the ETC seldom consider ef-
fects of cyber attacks. Besides, the effects of noises have not drawn enough attention.
Further, when using the T-S fuzzy control method to handle the CPL-induced non-
linear issue, the ETM will result in the premise mismatching problem, which should
be also considered. Thus, it is necessary to study the event-triggered security control
of DC microgrids while considering effects of the noises and premise mismatching.

To address the issues above, this paper investigates the fuzzy H., control of DC
microgrids with the dynamic ETM, while addressing a variety of issues, including the
DoS attacks, noises and premise mismatching. The main contributions are summarized
as follows. Firstly, based on the T-S fuzzy model of DC microgrids, using information
of DC microgrids and DoS attacks, a resilient dynamic ETM (DETM) is proposed,
which can save communication resources, ensure at least one transmission during each
attack-sleeping interval, and actively exclude the attack-induced dropouts and Zeno
behavior. Secondly, a fuzzy switched closed-loop system model is built, which provides
a unified framework to study effects of the DETM, aperiodic DoS attacks, noises and
premise mismatching. Thirdly, by constructing a piecewise Lyapunov-Krasovskii func-
tional, criteria for exponential stability with guaranteed H,, performance are derived.
Further, an event-triggered fuzzy injection current controller is designed, which can
achieve smaller overshoots and shorter settling times than the robust controller in (7).

The paper is organised as follows. The closed-loop system model of the DC microgrid
is built in Section 2, and Section 3 studies the stability and H, performance of the DC
microgrid. Co-design method of the controller and the DETM is provided in Section
4. Section 5 shows case studies, and conclusions are given in Section 6.

Notations. Col and diag indicate the column matrix and diagonal matrix, respec-
tively. I denotes the identity matrix, and He{A} refers to A+ AT. \,,;,{ P} indicates
the minimum eigenvalue of the matrix P. N refer to the natural number set. || - ||
denotes the Euclidean norm. * refers to the symmetric item in a matrix. maz{} and
min{} denote the maximum and minimum functions, respectively.

2. System Modelling for the DC microgrid

2.1. System description

As shown in Figure 1, a DC microgrid contains a DC source, an energy storage system
(ESS) and Q CPLs. The voltage and current information of the DC microgrid is
sampled periodically. The DETM determines whether or not to transmit the sample
data according to the triggering condition. The triggered data are sent to the event-
triggered fuzzy injection current (ETFIC) controller through communication networks.
The control signals are used to adjust the injection current. Communication networks
are affected by aperiodic DoS attacks.

Using Kirchhoff laws (?), and shifting the operating point z( to the origin, the DC
microgrid can be described as

z(t) = AZ(t) — DH(Z(t)) + Besies(t) (1)
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Figure 1. A DC microgrid with Q CPLs.

where i.5(t) is injection current, and
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where ry, ;, C;, Lj and rp, 5, Cs, Ls denote the resistance, capacitance, inductance in
the CPL subsystem and DC source subsystem, respectively. P; is the power of the
Jin CPL, and Vg is the voltage of the DC source. v¢ j, vo,s and ir j, ir s denote the
corresponding capacitor voltages and inductor currents. vc, ; is the operating point of

the voltage v ;.
Considering that a DC microgrid with several CPLs can be transformed into an



equivalent microgrid with one CPL (?7), without loss of generality, a DC microgrid
with one CPL is studied here.

Using the T-S fuzzy method, and considering the effect of noises, the DC microgrid
(1) can be described as

(2)
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2.2. Aperiodic DoS attacks

Consider the aperiodic DoS attacks as

3
Lt € Jopm=["""+b)7,0"),neN ®)

0, t€ Fip=[""10" "+
d(t):{ 1€ T =] +05s7)
of f

where 0 and 1 indicate the sleeping and active statuses of DoS attacks, respectively.
During the attack-sleeping intervals .73 ,, = [t el 4 b;‘;fl), network communica-
tion is allowed. During the attack-active intervals %, = [b"! + bgf_fl, b™), network
communication is denied.

For DC microgrid systems, to avoid undergoing instability, the amount of DoS
attacks can not be arbitrary, and suitable conditions should be imposed on the fre-
quency and duration of DoS attacks. Considering first the attacking frequency, let
Ap =b"+bgsp — (01 +0") denote the time interval between two successive attack
activations, while A indicates the lower bound of sampling intervals. If A, < A, sys-
tem stability will be lost regardless of the used control strategies. To ensure system
stability, the attacking frequency should be small compared to the minimum sampling
frequency. Thus, using concept of average dwell-time (?), the attacking frequency is
assumed to satisfy

#(t) = P2{n e Np" '+ b <t} <&+ g (4)

where scalars & > 0, 0 > A, 2 marks element number, »(t) refers to the number of
attack activations during [0, t].

In addition to the attacking frequency, the attacking duration should also be con-
strained. The attacking duration refers to the time interval over which communica-
tion is denied. For instance, if there is only one attack activation, the assumption
of attacking frequency in (4) is satisfied with & > 1. However, if the attack keeps
being active after activation (i.e., communication is never allowed), system stability
is lost regardless of the designed control strategies. Thus, to constrain the attacking



duration, assume that there exists the maximum attack-active interval b} satisfy-

ing b7 > b" — b1 — b” ! and the minimum attack-sleeping interval b‘o"’f f satisfying
bs bn 1
off <

Remark 1. The above assumptions of the attacking frequency and duration, not
only make the control problem meaningful, but also have practical consideration. In
practice, some technologies can be used to mitigate effects of DoS attacks, such as
the spreading techniques (?7) and high-pass filtering (7). Using these methods, the
successful chance of DoS attacks is decreased, and thus, the frequency and duration
of the communication-denial intervals are limited in practice.

2.3. Restlient dynamic event-triggered mechanism

To save the limited communication resource, a dynamic ETM is proposed as

dk+1jnh = dkjnh + minjeN{jh\% > 0}, dk’nh S %,n

dinh = p1 e Tn (5)
€ = | (Z(dpnh + jh) — T(dh)) |12 — 5(1)| = Z(dyh)||?

3(t) = & — Stanh(gib, + gol|Z(dynh + jh) — F(dyh)|)

where scalars ¢ > 0,91 > 0, g2 > 0, positive definite matrix ® > 0, di ,h(k,n,dj, €
N) indicates the ky, triggering instant in the attack-sleeping interval 73 ,,, and h is
sampling period.

During the attack-sleeping intervals .7 ,,, data are transmitted only when the trig-
gering conditions are satisfied, which makes it possible to save communication re-
sources. After each attack-active interval, an event is triggered (i.e., dy,h = b"71),
which guarantees that at least one transmission exists during each attack-sleeping in-
terval. During the attack-active intervals 5, no event is triggered, which excludes
the attack-induced dropouts phenomenon.

Remark 2. Compared with the continuous-time ETMs (???) which require complex
computation to exclude Zeno behavior (i.e., infinite number of events appear in finite
time interval (7)), the DETM (5) avoids Zeno behavior naturally, since its minimum
triggering interval is sampling period. Unlike the static ETMs (???), the DETM in-
troduces a dynamic threshold parameter 6(t) = § — Stanh(g1b™ + g2||Z(dy nh + jh) —
z(dih)]). If the attacks are serious with a bigger b7, or states ﬂuctuate violently with
a bigger ||Z(dk ,h+jh) —Z(dyh)||, the threshold parameter §(t) becomes smaller, which
helps to transmit more data to improve system performance.

2.4. Closed-loop system modelling

Defining ¢y, ,, = dj+1,n — din — 1, triggering intervals of the DETM (5) can be divided
as

Ekn

[di by dipinh) = | {0300 = [drnh + oknhy dinh + ornh + )} (6)
Ok,n=0



During 1/?3,’::: = d’“ " N P n, define two piecewise functions as
ekn(t) = T(dknh) — T(denh + 0knh); Grn(t) =t — (deph + oknh) (7)

Using (7), the released data of the DETM can be described as
T(dinh) = en(t) +3(t = drnt)), t € VG (8)

As shown in Figure 1, using Z(dj, ) in (8) as controller input, the ETFIC controller
is designed as

zm (i) K = dpn(t) + en(t)], t € P (9)

where 71 (Z(d,nh)) = fﬁ?;f;géiklnh)) and 72(Z(dg nh)) = (w((j; nj;))vjzyc,l'

Remark 3. Since there exist the DETM and communication networks between the
microgrid and controller as shown in Figure 1, this paper considers the premise mis-
matching issue when designing the controller (9), which is more reasonable and com-
plex than the works (??) which assume the same premises in both of the plant and
controller.

Using the DC microgrid model (2) and the controller model (9), the T-S fuzzy
time-delayed closed-loop system model is obtained as

B(t) = Y0y Yo mil{AZ(t) + Bes K; % + Buiw(t)}

2(t) = 0 S nm{ () + HiK; %}, t € T, 10)
2(t) = Yoy m{AiZ(t) + Buiw(t)}

2(t) =0 niFE(t), t€ Fon

where % = Z(t — ¢pn(t)) + €xn(t), ni = 0:(Z(t)) and 7; = 7;(Z(dinh)).

3. System Stability and H., performance

3.1. Exponential stability

Theorem 3.1. For given sampling period h > 0, the DETM parameter 6 > 0, DoS
attacks parameters d0} > 0, df)ff > 0, scalars a1 > 0,a2 > 0, and f; satisfying
n; > Bjni(j = 1,2), if there exist positive definite matrices P;, Q;, R;, Si(i = 1,2), & >

0, symmetric matrices I'!, T2, matrices G;, W;(i = 1,2) satisfying [2’ ; > 0,
(2 (]



S x
|:Wi Si:| > 0 and
B0 T <0, 1<i,j<2,0=2,3 (11)
BB —_TH 4T <0, i=1,2,0=2,3 (12)
BB —TH) 4 B2 —TI) 4T+ T9 <0,1<i<j<2,6=23 (13)
0% <0, i=1,2,0=2,3 (14)
Py < pipPy, Py < 2@ty PLQy < 115Q2, Q2 < 111 @Qa (15)
Ry < paRo, Ry < 1Ry, S1 < p2S2, 82 < 1St
0= (2a1dyss — 2a2dy;, — In(pip2) — 2(ay + a2)h)/o >0 (16)
where
DA * * 0
.. :%Jl = * * . Hzll * *
S e 0 = |10, My % (17)
\:31 =33 * H'L 0 H33
a0 0 Zu 31
with

Elljle == 2CL1JITP1J1 + He{flTpl(Azfl + BesKj(fQ + fg,))}
+ flTQlfl — 6_2a1hf4TQ1f4 — (3 — 9)6_a1h(f1 — fg)TRl(fl — fg)
— (3 — 9)€_a1h(f2 — fg)TRl(fz — fg) — (3 — 9)6_a1hH6((f2 — fg)TGl(fl — fg))
— (3 — 9)6_2a1h(eﬂ3 — f4)T51(f3 — f4) — (9 — 2)6_2a1h(f3 — jg)Tsl(fg — jg)
— (9 — 2)6_2a1h(j2 — f4)T51(f2 — f4) — ((9 — Q)G_QGIhHe((fQ - f4)TW1(j3 — jQ))
(8- 2euh (I — )RS — ) — I,
Ezzjl = 0.5h(Aif1 + BesKj(fQ + f5)), Zog = —Rl_l,
Eéjl = 0.5h(A; 9 + BesKj(fz + 7)), Es3 = _51—17
E’jljl = 50.5(=]2 + j5)> = _q)ilv
I} = —2a9. 9 P71 + He{ I Py(A;.9)} o
+ flTszl_— €2afhf4TQ2<_ﬁ4 — £3 — 0)(f1 — fg)Tﬁg(fl — fz) ~ ~
—(3=0)(S2 — ) ' Ro(SIo — I3) — (3= O)He((S2 — I3)" Go(I1 — S))
— (83— 0)e( Iy — I4) Sy( I — Sy) — (0 — 2)e"" (I3 — So) ' Sy( I — S)
— (9 — 2)6a27h(f27— f4)T52(f2 - f4) — (9 — 2)6a2hH6((f2 — f4)TW2(f3 — fz))
— (0 —=2)(A1 — ) Ro( A1 — S3), .
H%l = 0.5h(Aif1), Il = —R;l, H%’)l = 0.5h(Aif1), II33 = —S;l
Fi=[0...010... O](iZI,...,5),<f;:[O ..0T0...0](i=1,...,4),
i—1 5—1 i—1 4—1q
then, the DC microgrid system (10) under the dynamic ETM, DoS attacks and premise
mismatching is exponentially stable.

Proof. Construct a piecewise Lyapunov-Krasovskii functional (LKF) as

i), te A,
i) = {Vz(t)v te o (18)



where

V() =27 () P.a(t) / T (0) 0. (0)QuE(9)

/ / » () did 9)
/ g/+L Z(9)dIde, s = 1,2

with positive definite matrices P. > 0,Q. > 0, R. > 0, S, > 0, functions ¢1 = €2
and @y = e202(t=7)
When t € 7 5, the derivative of V;(t) is derived as

(9-t)

)<Y {20 Va(t) + 227 (£) Pia(t) + 2127 () P13 (¢)

i=1 j=1
+ 2T (1) QuE(t) — e T (t — h)Quz(t — h)
+0.25R%2T (t)(Ry + S1)Z(t) + G1 + G2}

where G; = —0. 5he_alhft L T()Ryz(1)dr, Go = —0. 5h6_2“1hft T(1)S12(1)de.

When ¢1(t) € [0,0.5h), applylng reciprocally convex method () and Jensen in-
equality (?) to G; and Gs yields

G1 < —e~ WAL Ry A + 5T Ry + He( A5 GioA)) (21)
Go < —e~2a1h(Z(t — 0.5h) — z(t — h))TS1(z(t — 0.5h) — Z(t — h))
where A4 = z(t) — z(t — ¢1(t)) and % = z(t — ¢1(t)) — z(t — 0.5h).
Similarly, when ¢1(t) € [0.5h, h), we have
G < —e~uh(z(t) — z(t — 0.5h))T Ry (Z(t) — Z(t — 0.5R)) (22)
Gy < —e 20 M (T S + A S\ 0 + He(ATW13))
where 73 = Z(t — 0.5h) — Z(t — ¢1(t)) and 4 = z(t — ¢1(t)) — Z(t — h).
Using (21), (22), (5) and Schur complement lemma, it follows from (20) that
Vi(t) < —2a VA (t) + szg )Z90¢1(1),0 = 2,3 (23)

=1 j=1

where (1(t) = col{Z(t), Z(t — ¢1(t)), Z(t — 0.5h),Z(t — h),€(t)}.

To deal with the premise mismatching issue (?), introducing a zero term
Z?Zl Z?:l ni(nj — 0;)¢E (T (t) = 0, and using the conditions 7; > B;1; and (11)



in Theorem 3.1, the following inequality holds

2 2 2 2
SN mi ¢l @) + D0 milng — )¢ (T (2)
i=1 j=1 i=1 j=1
2
< Z 771771C1 {Bz HZZG Fi) + Fi}gl (t) (24)

- Z Z miniCE (0){B;(E9% — %) + B; (7% — 1Y) + T + 1V} (¢)

=1 j>i

Using (12) and (13), it follows from (24) that ZZ 12] i T (HZ90x () < 0.
Thus, one can derive from (23) that Vi (t) < —2a,Vi(t) and

Vl(t) < 6*2(11(75*10")‘/1(;)”)7 Pn = bnfl (25)

Similarly, when t € %5 ,,, the derivative of V5(t) satisfies

Va(t) < 2a2Va(t) +ch2 O (1) (26)

where (a(t) = col{Z(t), z(t — ¢2(t)), Z(t — 0.5h),z(t — h)}.
Using (14), it follows from (26) that Va(t) < 2a9V5(t) and

Valt) < 0PIV, (5), o = b b5 (21)
Using (25) and (27), the LKF (18) satisfies
V(t) < 6*2“1(t*p")V1(,0n), te An
{V (1) < = 0PVa(p,), L€ Tn )
Using (15), the LKF (18) also satisfies
Vilpn) < p2Valpn), Va(pn) < 24 Va(py)) (29)
When t € 7 ,, using (28) and (29), we have
V(t) < e 2@V (py) < e 2 r) 1y Vs () (30)

< #26—2(11(t—pn)€2a2(pn—ﬁn71)V2(I5n71) <...< e%Vl(O)e_Qt

where ¢’ = {(—2a1b;;,; + 2a2bg;, + In(p1p2) + 2(a1 + az)h) and o is shown in (16).
Similarly, when t € %5 ,,, we have

V(t) < 620/2(t_p”)v2(ﬁn) < €2a2(t—,5n)€2(a1+a2)hulvl(ﬁ;) <...< €

10



Using (30), (31) and (18), we have
lz(t)|| < Fre @, Vit>0 (32)

where % = (;%echl(O))Of’, Fo =max{l,1/p2}, F3 = min{ Amin(P1), Amin(P2)} and
0 = 0.50. The proof is thus completed.
O

3.2. H,, performance

Theorem 3.2. For given sampling period h > 0, the DETM parameter § > 0, DoS
attacks parameters dJ)}, > 0, df,ff > (, noise parameter v > 0, scalars a; > 0,a2 > 0,
and (; satisfying 7; > B;n;(j = 1,2), if there exist positive definite matrices
P;,Qi, R;, Si(i = 1,2),® > 0, symmetric matrices T'', T'?, matrices G, W;(i = 1,2)

. . RZ‘ * Si *
satisfying [Gi Ri:| >0, [Wz SJ > 0, (15), (16) and

290 T <0,1<4,j<2,0=2,3 (33)
BB —TH4+T" <0, i=1,2,0=2,3 (34)
Bi(E90 —TH) 4 B2 —T) 4T+ 19 <0,1<i<j<2,6=23 (35)
% <0, i=1,2,06=2,3 (36)
where
=370 7
::;]1 : * * * 12—[1191 § . .
\:21 =99 % * * f[l ﬂ22 " *
Zij0 _ | 21 = 70 — 21 R 37
=51 0 Es3 A i, 0 Iy -« (37)
=41 0 0 =44 * ) (]
g = I, 0 0 Iy
s 0 0 =55
with

:11]19 = 2a1,ﬂ1TP1/1 + He{/lTpl(Aiﬂl -+ BesKj(fg + f5) + Bwifﬁ)}
+ fl 191 — 672a1hf4TQ1f4 — (3 — 9)67a1h(f1 — fQ)TRl(fl — fg)
— (3 — 9)67a1h(f2 — fg)TRl(fg — fg) — (3 — 0)€7a1hH6((f2 — fg)TGl(fl — fg))
— (3 — 9)672a1h(f3 — f4)T51(f3 — f4) — (9 — 2)672a1h(f3 — fQ)Tsl(fg — fQ)
— (9 — 2)672(11}1(%2 — f4)T51(f2 — f4) — (9 — 2)672a1hH€((f2 — f4)TW1 (f3 — fg))
— (9 — 2)67a1h(f1 — f3)TR1(f1 — fg) — fST‘I’f5 — ’)/2f6Tf6,
:;]1 = 0.5h(A; 9 + BESKj(fQ + 7)) + Buwis), éQQ = —Rl_l,
:?1 = 0.5]1(141']1 + BeSKj(fg + fg,) + sz'jﬁ), égg = —Sfl,
541 = h0‘5(ﬂ2 -+ c]5), é44 = —(13_1,
i%l—Ff1+HK(f2+f5), i55 -1,
Hllel = 2(12,% P2j1 + He{fTPQ(A fl + ij5)}
+ f QQ«ﬂl ZQZhJTQQJZL — (3 9)(,ﬂ1 jQ)TRQ(]l ,ﬂ_g)
—(3- W@-%ﬁm%ﬁ@ (3= O)He((S2 — ) Gy A1 — 52)

— (3= 0)e®" (I3 — I4)TGo (I3 — Fu) — (0 — 2)e" (I — So)T9o( I3 — Fo)
— (0 )€a2h(eﬂ2 — f4) SQ(/Q — f4) (9 — ) GQhHe((fQ — f4)TW2(f3 — fg))
— (0 =2)(A1 — ) Ro( A1 — I3) =2 I S,
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MM, = 0.5h(A;S) + Buids), lay = —Ry !,
I} = 0.5h(A; 5 + BuiIs), g3 = =551, 1Y = F.9, Ty = — 1,
Fi=[0...0I10...0](i=1,...,6),%=[0...0I0...0]@Gi=1,...,5),
—_— — =
i—1 6—i i—1 5—i
then, the DC microgrid system (10) under the dynamic ETM, DoS attacks, noises,
and premise mismatching is exponentially stable with guaranteed H,, performance.

Proof. Considering effects of the noise w(t), when t € 7 5, it follows from (23) that
2 2
Vi(t) + 2a1 Vi (¢ Z Z ni;CE (DE01 (1) + Yl (Bw(t) — 2T ()=(t)  (38)

where (1(t) = col{z(t),2(t — ¢1(t)), Z(t — 0. 5h) T(t —h), et
Using (33), (34) and (35), we have Zl 1 Z] L nini¢E ()
this inequality into (38) yields

yw(t)}-
jo

1(t) < 0. Substituting

A .
=7
=0
—

Vi(t) + 201 Vi (8) < 2w’ (Bw(t) — 27 (8)=(t) (39)

Similarly, when t € % ,,, using (26) and (36), we have

{%(t) —2a2V5(t) < S0, milf (NAPGa(t) + 72T (Bw(t) — 27 (1) (1) (40)

= Va(t) — 2a9Va(t) < v2wT (H)w(t) — 27 (t)2(t)

where (o(t) = col{z(t), Z(t — ¢o(t)), T(t — 0.5h), Z(t — h),w(t)}.
When t € 7 ,,, we have

n=2 .ditdi,, ‘
21 = z(:) /d 7 ()[VA() + 201 Vi (1)) de
ditt .
- Z/de 5(1) — 2a2Va (e )]dH—/ L L (O)[VA (L) + 2a1Vi(0)]de

dnfl <41)
—[1 45, 4 o 1 , -
= — e M hrrVi(d' +dypp) — —Vi(d') + Vo dat
Z[Mz i 1) 2 1) 2 )
1 no1 1
Qag(d 1_dt doff)V dz+d e?al(t—d )V 1) — —V4 dn—l
2( off)} i 1(t) o 1(d")

where 7/ (1) = 2= /115 and T2(1) = e2ax(d ! —0)
Using (16) and (29), it follows from (41) that

; ; 1 no1 1
2 Zg D Vild +dhpy) + /792%(75_[1 WVi(t) - /TVl(O) >0 (42)
: 2 2

where & = ¢2md5s; _ 20247, +2(ar1+az2) h+in(pa p2) > 0.
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Similarly, when t € 95, we have

d +doff dit1
,@zzz/ AWV + 20 dL+Z/ Ta(1) — 2a9Va(1)]ds
i=0 /' d+doff
t
s [ R0 - 2000
dr=tdy
= 1
> Vi(d +dlp) + e DVt — —17(0) > 0
le £+ 2(t) i 1(0) =
(43)
Using (39)-(43), we have
t
/ Pyl Ww(t) — 2T 0)2(t)de > 2 >0, Vt € Tpys = 1,2 (44)
0

where 2 = maz{7}(1),72(1)} = maz{e* s /g, 2295}, 4™ v = maz{dy;} refers
to the maximum continuous sleeping interval of attacks. Usmg (44), we have H | <

~Y|lw(t)]|, which guarantees the H., performance. The proof is thus completed.
O

In Theorem 3.2, the gain matrices K;(j = 1,2) of the ETFIC controller (9) are
coupled with the matrix P; of the LKF (18), which makes it difficult to directly
compute K. Thus, Section 4 will provide the controller design method.

4. Co-design of the ETFIC controller and the dynamic ETM

Lemma 4.1. (?) For given matrices © > 0 and W satisfying W7 = W, there exists
€ > 0 such that

—WOIW < 20 — 2eW (45)

Theorem 4.2. For given sampling period h > 0, the DETM parameter 6 > 0, DoS

attacks parameters d;, > 0, ds > (), noise parameter v > 0, scalars a; > 0,a2 > 0,

and f3; Satlsfylng nj = 53773( = 1,2), if there exist positive definite matrices

Xi,Qi, R, Si(i = 1,2),® > 0, symmetric matrices I'', ['2, matrices G;, W;(i = 1,2)
Si

R; *

satisfying [C_} Ri:| >0, |:Wz 5’1} >0, (16) and
BV T <0,1<4,j<2,0=2,3 (46)
BB —TH 4T <0, i=1,2,0=2,3 (47)
Bi(E90 T 4 B2 —T) 4T+ TV <0,1<i<j<2,0=23 (48)
0° <0, i=1,2,0 =23 (49)
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__ _ 2(a1+a2)h
paXo % <0, e X1 o* <0
X2 X X1 —Xo
—MzQQ * <0 —MlQl *
- X e1Q1 -2 X1 |~ | X1 £3Q2 —2e2Xo| — (50)
_M2R2 * <0 —,ulRl * <0
X5 E%Rl —2e3X1| — ’ X1 EZRQ —2e4 X9 —
—H252 * <0 —M151 * <0
L X2 E%gl — 255X1 - X1 8%52 — 2€6X2 o
where
=150 T
_.71'71 _* * * * 1:[2.9 .
:12]1 522 * * * I:P11 1:[ % %
=10 _ | =iy = i — H121 22
— :31 0 —33 * * ) II 1:[731 0 H33 7* (51)
5 S R My, 0 0 Iy
=51 0 0 0 :55_
with

=W = 20197 X1 I + He{ L (A X191 + BesYj(Io + I5) + BuiIs)}

+ f Qlfl —2a1hng1f4 — (3 — G)e_alh(fl — fg)TRl(jl — fg) ~

( )e_al (fg — f3)TR_1(j2 — jg) — (3 — 9)6_a1hH6((,ﬂ2 — jg)_TGl(jl — jz))

— (3= 0)e>uM( Iy — FNTS1(I3 — Fy) — (0 = 2)e MM (I3 — F5)S1( I3 — )

( )6_20“ (fg — f4)TS1(f2 — j4) — (9 — 2)6_2a1hH6((/2 — f4)TW1(j3 — jg))

— (0 — 2) 7a1h(j1 — jg)TRl(fl - fg) — ]g;r(if5 — ’}/2f6Tf6,

E;jl =0. 5h(A‘X1f1 + BeSY‘(fQ + fg,) + Bwifﬁ) 322 = €$R1 — 27X,

:gjl = 0.5h(Ai X191 + BesYj(S2 + I5) + BuiFs), B33 = €551 — 268X,

g = WX (S + I5), Zgq = 20 — 269X,

:?1 Flel—f—HY(fz—l-fg)), _455——1

I = —2ay 9 X0 + He{ I (Ai X291 + B.i95)}

+ jl ngl — €2a2thQ2f4 — (3 (9)(f1 fg)TRg(jl )
—(3-0) (S — ARy (I — A3) — (3—0)He((S — £)TG (_
(3 9) th(,ﬂg - j4)TSQ(f3 - j4) (9 — 2) a2h(f3 — jQ)TS

— (0 — 2) azh(,ﬂg — j4)TS2(j2 — j4) (9 — 2) GQhHe((fQ — j

— (0 —2)(A — fg)TRz(fl Jg) 2% s,

Hzl =0. 5h(A Xo A + Bwﬂ5) Iy = ElORQ — 2e10X2,

Hél =0. 5h(A XQJI + Bwlcﬂ5) H33 = EHSQ - 2811X2, 1:[41 = FXle, H44 I

Qi = X;QiX;, Ri = X;R; X;, S; = X;8:X;, Gi = X;G: X3, Wi = X;W; X,

fi = diag{Xl,Xl,Xl,Xl,Xl,I}Pidiag{Xl,Xl,Xl,Xl,Xl,I}(i = 1,2),

V; =K;X1(j =1,2), ® = X;9X;,

Fi=[0...0I0...0](G=1,...,6),%=[0...010...0]@E=1,...,5),

i—1 6—i i—1 5—i

then, the DC microgrid system (10) under the dynamic ETM, DoS attacks, noises

and premise mismatching is exponentially stable with guaranteed H., performance.

Besides, parameters of the controller (9) and the ETM (5) can be obtained as K; =

Y]-Xl_l(j =1,2) and & = X1_1<T>X1_1, respectively.

- 5))
o( S5 — o)
VIWo (S5 — A2))
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Proof. Define the following matrices

X1 = P1_17$1 = diag{Xl,Xl},ﬂl = dz’ag{Xl,Xl,Xl,Xl,Xl,I, I, I,I,I} (52)
Xy = Py Y % = diag{ Xa, Xo}, Bo = diag{ X2, X2, X9, Xo, [, 1,1, T}
Using (52), transform the conditions in Theorem 3.2 as
R x| o | R * ' .
5 | r S = : .
E =#T(E —_TH <0, 1<i,j<2,0=2,3 (55)
1% :%2TH193%<0, i=1,2,0=2,3 (56)
XoP1 Xo < o XoPo Xy, X1PoyX; < e2atadhy X1 P X,
XoQ1 X2 < o Xo@Q2Xo, X1Q2X1 < 1 X1Q1X, (57)
XoR1 X9 < poXoRo Xo, X1Ro X1 < 1 X1 R1Xy
X251 X2 < 12 X255 X2, X715 X1 < 11 X151X4
where
i -
:;Zl : * * % Hziel . . .
=ij6 =91 =22 K ¥ * -0 114, gy * *
N E BT I I R I
\?41 0 0 544 7* _il O O 1:[44
S0 0 0 s

Applying lemma 4.1 and Schur complement lemma to (57) and (58), the conditions
(50) and (51) can be obtained. The proof is thus completed.
O

Specially, without considering effects of DoS attacks and noises, the closed-loop
system model (10) can be rewritten as

Z Z 77177]{‘4 z + BesK [i‘( - gbk,n(ﬂ) + Ek,n(t)]} (59)
=1 j=1

In this case, the ETM (5) changes into

{dkﬂ,nh = dj, h + minjen{jh|€ > 0} (60)

€ = | @3 (@(dinh + jh) — 2(dh))|* — 6] @3 (dyh)||
Corollary 4.3. For given sampling period h > 0, the ETM parameter § > 0, scalars

a; > 0,a2 > 0, and B; satisfying 7; > B;n;(j = 1,2), if there exist positive definite
matrices X;, Q;, Ri, Si(i = 1,2),® > 0, symmetric matrices I'', T2, matrices G;, W;(i =

15



1,2) satisfying [(—;i Rz] >0, [W 5‘] > 0, and
B0 T <0, 1<i,j<2,0=2,3 (61)
BB —_TH 4T <0, i=1,2,0=2,3 (62)

Bi(E90 —TH + BB —TH 4T 419 <0,1<i<j<2,0=23 (63)

where
:11]19 * * *
=
~ij0 __ | S91 =22 * *
— - | = o
=31 0 =33 ~>I<
4 0 0 Eu
with

2499 — 90y X, .9, + He{ 7T (A X191 + BesY (F2+ 75)}
+ fl Qlfl —e 2a1thQ1f4 — (3 9) (fl fQ)TRl(fl fg) B

(3 9) alh(ﬂg — fg)TR}(fg — fg) (3 0) athe((fg — fngGl(fl — fg))
— (3= 0)e (A — I)TS) (I3 — I4) — (0 = 2)e (I3 — F5)T Sy (I3 — S)
— (9 — 2)672(11}1(]2 — f4)T§1(f2 — f4) — (9 —72)672‘11}1]{6((]2 — f4)TW1 (f3 — fz))
— (9 — 2)€7a1h(f1 — f3)TR1(f1 - fg) — f5T‘I’f5,
:;]1 =0. 5h(A X194 + BeSY (fg + f5)7 :22 = €7R1 — 2e7X1,
:?1 =0. 5h(A X1 9 + BesY (fQ + f5)), =33 =& Sl — 2eg X1,
Eq = RS X1 (Io + I5), Eag = 230 — 259 X1,
F = dzag{Xl, Xl, X1, Xl, Xl}F dzag{Xl, Xl, Xl, X1, Xl}(l = 1, 2),
,ﬂi:[o ...0T10... 0](i:1,...,5),

i—1 5—1

then, the DC microgrid system (59) under the dynamic ETM (60) and premise mis-
matching is exponentially stable.

Proof. The proof is similar as that of Theorem 4.2, which is omitted here.
O

Remark 4. Theorem 4.2 and Corollary 4.3 provide the co-design framework to
compute gain matrices K; = Y;X ! of the ETFIC controller (9) and parameter
® = X '®X~! of the DETM, which is more convenient than the two-step emula-
tion method (?) (i.e., a controller is first designed without considering the ETM, then
the ETM is designed using the given controller).

The work (?) describes the DC microgrid (1) as Lur’e problem, and handles the
CPL-induced nonlinear term H(Z(t)) as disturbances satisfying

HT(z(t)H(z(t)) < a®zT () MT Mz(t) (64)
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where a > 0 is robustness index and the matrix M is given as

My ... 0 0
0 ... Mg 0 01
0 0 0

Considering effects of DoS attacks (3), design a controller under periodic sampling
mechanism as

_ {Ka:(t —ok(t), t € A (66)

tes(t) = 0,te %
) n

where ¢p(t) =t — kh, Z(t — ¢i(t)) refers to T(kh), and K is gain matrix.
Using DC microgrid (1) and controller (66), the closed-loop system model is pre-
sented as

{gfc(t) = jﬂ‘c(t) — DH((t)) + Bes KZ(t — 6k(t)), t € Finn (67

Z(t) - DH(Z(t)), t € T

Theorem 4.4. For given sampling period A > 0, DoS attacks parameters d};, >
0, dgff > 0, scalars a; > 0,a2 > 0, if there exist positive definite matrices

P, Qi, R;, S;(i = 1,2), matrices G;, W;(i = 1,2) satisfying [Ri *} > 0, [Si *} >

Gi RZ‘ VVz Si
0 and
_T% * * x|
Tgl TQQ * * o
o, L <0 =23 (68)
Ty O 0 Yy
_\If% * * x|
\1’21 ‘1122 * * .
v g .| <0 0=23 (69)
Uy O 0 Wy
P < paPy, Py < e2@+a2)hy PLQy < 19Q2, Q2 < p1Qn (70)
R1 < poRo, Ry < iRy, 51 < paSa, S2 < piSh
0= (2a1dys — 2aady,, — In(p1p2) — 2(a1 + ag)h)/o >0 (71)
where

YY) =201 9T P,.S) + He{ I P (AI — DI5 + Bes K 55)}

+ flTQlfl — 6_2a1hng1f4 — (3 — e)e_alh(fl — fg)TR1(f1 — fg)

— (3 — 9)€_a1h(f2 — fg)TRl(jz — jg) — (3 — 9)6_a1hH6((,ﬂ2 — jg)TGl(j1 — jQ))
— (3 — 9)6_2a1h(eﬂ3 — j4)TS1(j3 — j4) — (9 — 2)6_2a1h(<ﬂ3 — fg)Tsl(jg — fg)

— (9 — 2)6_2a1h(,ﬂ2 — j4)TS1(j2 — j4) — (0 — 2)6_2a1hH6((<ﬂ2 — f4)TW1(f3 — fg))
— (0 — 2)€_a1h(<ﬂ1 — fg)TRl(fl — fg) — jgrjf,,

Yo = 0.5h(1‘_1f1 — D75 + BESKfQ), Yoy = —Rl_l,

T3 = 05h(f_1<]1 — D75 + BesKjg), Y33 = _51—1’ Yy =MA, Ty = —a’Q,
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\Illl = 2a2] Pgeﬂl + He{fTPQ(Afl Df5)}
+ f ngl QGthTngzl — (3 9)(ﬂ1 fg)TRQ(fl fg) ~

(3 9)(]2 — f3) RQ(ﬂQ — fg) (3 Q)HG((fQ — fg) Gg(fl fg))

(3 9) azh(ﬂg — cﬂ4) Sg(fg — cﬂ4) (9 — ) a2h(] jg) Sg(fg — jg) ~
— (0 —2)e™" (S — f4)T52(f2 — 1) — (0 = 2)e" He((S2 — I0) " Wa(I5 — S))
— (0 —2)(A — ) Ry(S1 — ),
W91 = 0.5h(AS — DI5), Uay = —Ry ',
U3y = 0. 5h(Af1 D«%) sy =Sy 1, Uy = MA, Uy = —a2,
Fi=[0...010. 0](¢:1,...,5),ji:[0 ..0T0...0](i=1,...,5),

i-1 5 i i-1 5—i

then, the DC microgrid system (67) under DoS attacks is exponentially stable.

Proof. Define the augmented vector as ((t) = col{Z(t), Z(t — ¢x(t)), Z(t — 0.5h),
z(t —h), H(z(t))}. The proof is similar as Theorem 3.1, which is omitted here. O

5. Case studies
5.1. DC microgrid with one CPL

Table 1. DC microgrid with one CPL.

71 1.1 Q2 P 300 W L, 34mH
Ly 34mH  wvg, 1 196.64 V. O 500 puF
Ci1 500 pF Ts 1.1Q Vie 200 V

To verify the proposed method, the DC microgrid with parameters in Table 1 is
introduced. Other parameters are set as: DoS attacks parameters d rp = 0.021s, ay, =
0.03s, the DETM parameters 6, = 0.1, g1 = 0.0001,g» = 0.001, noise parameters
w(t) = 3e~tsin(2w100t), v = 3, premise-mismatching scalars £, = 0.9, 32 = 0.02, sam-
pling period h = 0.5ms, B,; = col{0.1,0.1,0.1,0.1}, F; = ¢0l{0,0.1,0,0}, H; = 0.1,
w1 = pe = 1.01, a; = 0.8, a2 = 0.2, and the initial states o = col{19,—30,19, —30}.

Using Theorem 3.2 and Theorem 4.2, parameters of the ETFIC controller (9) and
the dynamic ETM (5) are obtained as

K = _0.2230 0.0925 0.2483 0.2178
Ko = 10.1805 0.1234 0.1579 0.2165

[1625.2  641.9 1212.3 1300.1
o — 641.9 381.3 6752 7225 (73)
- |1212.3 675.2 2071.3 1403.7

1300.1  722.5 1403.7 1471.2

(72)

As shown in Figure 2, considering effects of the DETM, DoS attacks and noises, the
designed controller (72) with mismatched premises can stabilize the microgrid system,
where the voltage vc 1 and current iz, 1 arrive at their equilibrium points 196.64V" and
1.526 A, respectively. As for the noise effect, the obtained 5 = ||z(¢)||/||w(t)|| = 1.1 sat-
isfies ¥ < v = 3, and thus the H,, performance is guaranteed. The grey bands denote
the attack-active intervals including [0.022s, 0.032s), [0.053s,0.075s), [0.097s,0.112s),
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[0.133s,0.163s), [0.1865,0.194s), [0.216s,0.241s) and [0.262s, 0.275s).

350 T T T T
- 3004 DoS attacks voltage vy 196.64 |
e i
~ 250 . i
&
= 200 A 4 i
150 . L L : .
0 0.05 0.1 0.15 0.2 0.25 0.3
300 T T T T T
DoS attacks voltage ve
250 :
£ 200
150 . L L . .
0 0.05 0.1 0.15 0.2 0.25 0.3
T T T T T
20 DoS attacks current iz, 1.526 A )
— 1
= 10H ! 1
Sl -
10 . L L . .
0 0.05 0.1 0.15 0.2 0.25 0.3
T T T T T
20F DoS attacks current i )
<
— 10r 4
&
ok =
. L L . .
0 0.05 0.1 0.15 0.2 0.25 0.3
Time (s)
Figure 2. State response of the DC microgrid.
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Figure 3. The injection current ies.

As shown in Figure 1, control signals are affected by DoS attacks. Figure 3 presents
the injection current i.s governed by the event-driven controller. During the attack-
sleeping intervals, the injection current holds in each event-triggering interval. During
the attack-active intervals, control signals are blocked and the injection current be-
comes Zero.
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Figure 4. Triggering intervals and triggering instants of the ETM.

Figure 4 shows the triggering intervals and triggering instants of the DETM. The
largest and average triggering intervals are 33.5ms and 1.6ms, respectively, which are
larger than the sampling period 0.5ms. Thus, communication resources can be saved.
The minimum triggering interval equals to the sampling period, which excludes the
Zeno behavior. At the beginning of each attack-sleeping interval (i.e., 0.032s, 0.075s,
0.112s, 0.163s, 0.194s, 0.241s, 0.275s), an event is triggered, which ensures at least
one data transmission during each attack-sleeping interval. During the attack-active
intervals, no event is triggered, and thus the attack-induced dropouts are avoided.

5.2. Comparison with the method in (?)

For the DC microgrid in Table 1 with Ly = Ly = 9mH, without considering effects
of the DETM, DoS attacks and noises, the work (?) presents a fuzzy controller with
gain matrices K; = [20.3262 1.7109 — 0.7600 0.3251] and K2 = [20.3035 1.6932 —
0.7363 0.3241]. On the other hand, considering effects of the DETM, DoS attacks
and noises, the Theorem 3.2 and Theorem 4.2 compute gain matrices of the proposed
controller (9) as

K; =0.0051 0.0033 —0.0120 0.2462
Ky 0.0050 0.0039 —-0.0119 0.2435

(74)

As shown in Figure 5, for the microgrid system affected by the DETM, DoS attacks
and noises, the controller in (?) can not stabilize the system. However, if using the
proposed controller with gain matrices (74), satisfactory system performance can be
achieved.
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Figure 5. State responses of the proposed method and the method in (?).

5.3. Tradeoffs between communication and control performances

To clearly show the tradeoffs between communication and control performance, Corol-
lary 4.3 is used to compute parameters of the controller and the ETM. Using parame-
ters of the DC microgrid in Section 5.1 with § = 0.1 and ¢ = 0.3, gain matrices of the
controller can be respectively obtained as

Ki = 0.5056 0.2140 0.5397 0.1823
Ky =10.3826 0.2394 0.3136 0.1849

K1 = [0.6763 0.3689 0.6805 0.2459
§=0.3, (76)
Ky = [0.6070 0.3771 0.5638 0.2478

As shown in Figure 6, using the triggering threshold parameter § = 0.1, the trigger-
ing rate of the DETM is 39%. If using a larger triggering parameter 6 = 0.3, the trig-
gering rate of the DETM reduces to 23%, which implies more communication resources
can be saved. On the other hand, as shown in Figure 7, compared with the controller
(75) under 6 = 0.1, the controller (76) under 6 = 0.3 achieves larger overshoots and
slower convergence speed. Namely, if using a larger triggering threshold parameter of
the DETM, more communication resources can be saved, but worse control perfor-
mance can be guaranteed. Thus, tradeoffs can be made between communication and
control performances.
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Figure 6. Triggering intervals of the DETM with 6 = 0.1 and § = 0.3.
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Figure 7. State responses under the triggering parameters 6 = 0.1 and § = 0.3.
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5.4. Comparison with the method in (?7)

For the DC microgrid in Table 1 subject to DoS attacks, using Theorem 4.4,
gain matrix K of the robust controller (66) can be obtained as K = 1073 x
[0.0041 0.0201 0.0438 0.2289]. Using Theorem 4.2 while only considering effects of
DoS attacks, gain matrices of the proposed fuzzy controller (9) can be computed as
K =[0.2571 0.0188 0.3344 0.1883], K2 = [0.1252 0.1474 0.0241 0.1952], As shown in
Figure 8 where grey bands denote the active intervals of DoS attacks, compared with
the robust controller in (?), the proposed fuzzy controller can obtain shorter settling
times and smaller overshoots.
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Figure 8. State responses of the proposed method and the method in (7).

6. Conclusion

The paper has investigated the event-triggered Ho, control of nonlinear DC micro-
grids under aperiodic DoS attacks, disturbances and mismatching premises using a
T-S fuzzy method. First, using T-S fuzzy model to describe DC microgrids with CPLs,
and further using information of aperiodic DoS attacks and microgrid plant’s fuzzy
model, a resilient DETM is proposed, which can save system resources such as network
bandwidth, guarantee at least one transmission during each attack-sleeping interval,
as well as actively exclude attack-induced dropouts and Zeno behavior. Then, by vir-
tually dividing the nonuniform triggering intervals of the DETM, a T-S fuzzy switched
closed-loop system model is build, which integrates parameters of the microgrid’s fuzzy
model, the ETFIC controller subject to mismatching premises, aperiodic DoS attacks,
DETM and noises all in one unified framework. Next, sufficient conditions for ex-
ponential stability with guaranteed H,, performance are derived. Further, co-design
conditions are presented to design the ETFIC controller and the DETM, which is more
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convenient than the two-step emulation method. Simulation results confirm that, in
presence of aperiodic DoS attacks and noises, the proposed ETFIC controller can sta-
bilize DC microgrids with guaranteed H,, performance, while the DETM effectively
reduces the data transmission rate without dropouts. By choosing different trigger-
ing thresholds, corresponding controllers can be designed, and tradeoffs can be made
between communication and control performances. Compared with the robust con-
troller in (?), the proposed fuzzy controller achieves shorter settling times and smaller
overshoots.
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