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Abstract

A device-independent randomness expansion (DIRE) protocol aims to take an initial random
string and generate a longer one, where the security of the protocol does not rely on knowing the
inner workings of the devices used to run it. In order to do so, the protocol tests that the devices
violate a Bell inequality and one then needs to bound the amount of extractable randomness in
terms of the observed violation. The entropy accumulation theorem lower bounds the extractable
randomness of a protocol with many rounds in terms of the single-round von Neumann entropy of
any strategy achieving the observed score. Tight bounds on the von Neumann entropy are known
for the one-sided randomness (i.e. where the randomness from only one party is used) when using
the Clauser—Horne—-Shimony—Holt game. Here we investigate the possible improvement that could
be gained using the two-sided randomness. We generate upper bounds on this randomness by
attempting to find the optimal eavesdropping strategy, providing analytic formulae in two cases.
We additionally compute lower bounds that outperform previous ones and can be made arbitrarily
tight (at the expense of more computation time). These bounds get close to our upper bounds, and
hence we conjecture that our upper bounds are tight. We also consider a modified protocol in
which the input randomness is recycled. This modified protocol shows the possibility of rate gains
of several orders of magnitude based on recent experimental parameters, making DIRE
significantly more practical. It also enables the locality loophole to be closed while expanding
randomness in a way that typical spot-checking protocols do not.

1. Introduction

Random numbers have a wide variety of uses. In some applications, only the distribution of the random
numbers matters, while in others it is important that the generated numbers are also private, for instance
when used for cryptography. According to our current understanding of physics, generating fundamentally
random numbers requires quantum processes. While it is easy to come up with a quantum process that can
in theory generate random numbers, given a candidate quantum random number generator, verifying that it
is indeed generating random numbers and at what rate is a difficult task that usually requires detailed
understanding of the physical device. Any mismatch between the model of the device used in the security
proof and the real device could in principle be exploited by an adversary.

Device-independent protocols aim to circumvent the mismatch problem by designing the protocol to
abort unless the devices used are performing sufficiently well, and without needing to know the internal
mechanism by which they operate. In the context of device-independent randomness expansion (DIRE) the
main idea is that the ability to violate a Bell inequality implies that the devices doing so must be generating
randomness [1, 2]. Thus, in a sense, the protocol self-tests [3] the devices during its operation, leading to
enhanced security. Although challenging to accomplish, recently the first experimental demonstrations of
DIRE were performed [4-6], following earlier experiments considering randomness generation [7-9]. On
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the theoretical side, an increasingly sophisticated series of proofs [10—12] led to the current state of the

art [13, 14]. In this work we consider the proofs based on the entropy accumulation theorem [15, 16], which
establishes a lower bound on the amount of randomness after many Bell tests in terms of the von Neumann
entropy of a single round achieving the observed score (see appendix E for a precise statement). Bounds on
the von Neumann entropy will hence be a focus of this work.

In a DIRE protocol, randomly chosen inputs are made to two separated devices in such a way that each
device cannot learn the input chosen by the other. We use X and Y to label the inputs and A and B to label
the outputs, and consider an adversary with side information E. This side information could be quantum,
i.e. the general strategy has an adversary hold the E part of a state p,5/5 where the A’ and B’ systems are held
by the devices. Each input X to the first device corresponds to a measurement on A’ giving outcome A and,
analogously, for each input Y to the other device there is a corresponding measurement on B’ with outcome
B. There are two quantities of interest, both of which depend on the post-measurement state: the first is the
score in some non-local game, which is a function of the conditional distribution p,pxy; the second is the
von Neumann entropy of either one or both of the outputs. More precisely, we want to express the minimum
von Neumann entropy as a function of the score. In this work we study six such von Neumann entropies:
H(AB|X =0,Y = 0,E), H(AB|XYE), H(AB|E), H(A|X = 0,Y = 0, E), H(A|XYE) and H(A|E)."

The difficulty in bounding these stems from the fact that a priori there is no upper bound on the
dimension of the systems A’, B’ and E that need to be considered. For instance, for some Bell inequalities it is
known that the maximum quantum violation cannot be achieved if A’ and B’ are finite dimensional [17],
and there is evidence that this is true even in the case where X and Y are binary and where A and B have three
possible values [18]. However, in the case where A, B, X and Y are all binary, Jordan’s lemma [19] implies
that there is no loss in generality in considering a convex combination of strategies in which A’ and B’ are
two-dimensional. This observation was used to give a tight analytic lower bound on H(A|[X=0,Y=0,E) in
terms of the Clauser—Horne—Shimony—Holt (CHSH) score [20] and is also crucial for the present work. This
analytic bound was also extended to a family of CHSH-like inequalities in [21]. As well as Jordan’s lemma,
such bounds rely on a series of additional simplifications. In cases where such simplifications do not hold,
alternative ways to lower bound the single-round von Neumann entropy are needed. One way is to bound it
using the single-round min entropy, which can be optimized at a particular level of the semi-definite
hierarchy [22]. Although this method can generate numerically certified lower bounds for arbitrary
protocols [23], there is a significant loss in tightness when moving to the single-round min entropy. More
recent methods give tighter computational bounds on the von Neumann entropy [24-26]. Forming more
direct and tighter bounds is a key open problem in the field of device-independence and useful for increasing
the practicality of device-independent tasks.

We discuss when each of the six entropic quantities is of most interest in section 2. In summary, the
one-sided entropies are most-relevant in the context of device independent quantum key distribution
(DIQKD), while using both outputs is useful for DIRE. The quantities that are conditioned on X =0 and
Y =0 are useful for spot-checking protocols in which particular fixed measurements (taken here to be the
X =0and Y =0 measurements) are used to generate randomness/key, and where the other measurements
are used only rarely to check that the devices are behaving honestly. The quantities conditioned on X and Y
are useful for analysing protocols in which the generation rounds involve multiple settings, where the input
randomness is recycled, and can also be used to close the locality loophole in randomness generation. The
remaining quantities, H(AB|E) and H(A|E), tell us something about the fundamental randomness based on
the Bell violation, and the second of these can be useful for DIQKD protocols in which the measurement
settings in the generation rounds are chosen randomly and to which an adversary, Eve, does not have access.

In section 3 we discuss the computation of the von Neumann entropy bounds before giving numerically
generated upper bound curves for each of the six quantities when using the CHSH game as the Bell test in
section 4. For H(A|XYE) and H(AB|XYE) we additionally give conjectured analytic forms for the curves. We
also compute lower bounds in the cases of H(A|XYE) and H(AB|X = 0,Y = 0, E) that are tighter than those
previously known and in principle converge to these quantities by increasing the accuracy of the
computation. We use our bounds with the EAT to show how the potential improvement carries over to finite
statistics. To do so, in section 5 we consider not only the usual spot-checking type protocol, but also modified
protocols. The first modification is to replace the spot-check with a biased random number generator, and
the second is to remove the biasing while recycling the input randomness in order to still enable expansion.
Taking the experimental conditions from [6], using the two sided randomness and randomness recycling
gives a rate increase of several orders of magnitude with our new bounds.

1 In the one sided cases, conditioning on Y is irrelevant, but we keep this for notational symmetry.
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2. The significance of various entropic quantities

In this section we discuss the significance of the six entropic quantities given above in the context of DIRE,
noting that the one-sided quantities are also useful for DIQKD. To do so we first describe the general
structure of the raw randomness generation part of a spot-checking and non-spot-checking DIRE protocol.
A more complete description of the protocols is in section 5.

In a protocol without spot-checking, there are two untrusted devices, and in every round their inputs X;
and Y; are generated according to some distribution pxy. Often two independent random number generators
are used for this, so that pxy = pxpy- The generated numbers are used as inputs to the devices, which return
two outputs A; and B respectively. This is repeated for n rounds generating the raw randomness A, B, where
the bold font denotes the concatenation of all the outputs.

In a spot-checking protocol there is an additional step in which each round is declared to be either a test
round (T; = 1) or a generation round (T; = 0), where test rounds occur with probability ~y, which is
typically small. On test rounds X; and Y; are generated according to some distributions pyy. On generation
rounds, X; and Y; are set according to some other distribution—in this work we use the deterministic
distribution X; = Y; = 0. These are used as inputs to the devices, which return two outputs A; and B;
respectively. The rationale behind using a spot-checking protocol is that randomness is required to perform a
Bell test and it is desirable to be able to run the protocol with a smaller requirement on the amount of input
randomness required. Choosing whether to test or not requires roughly Hy;, () bits of randomness per
round’, so choosing «y small enough leads to an overall saving. Furthermore, protocols often discard the
input randomness, in which case for many Bell tests spot-checking is necessary in order to achieve
expansion. In the CHSH game, for instance, if pxy is chosen uniformly, each test round requires 2 bits of
randomness, but the amount of two-sided randomness output by the quantum strategy with the highest
possible winning probability is only 1 + Hyin (3 (1 + %)) ~ 1.60 bits. However, as we discuss later, the input
randomness need not be discarded.

In the case of small v, almost every round is a generation round and hence an eavesdropper wishes to
guess the outputs for the inputs X =0 and Y = 0. The entropy H(AB|X = 0,Y = 0, E) is thus the relevant
quantity for spot-checking DIRE protocols. The one-sided quantity H(A|X = 0,Y = 0, E) has often been
used instead because of the existing analytic bound for this [20, 21], but, because this ignores one of the
outputs, it is wasteful as an estimate of the generated randomness. For DIQKD protocols, on the other hand,
the one-sided entropy is the relevant quantity, since to make key Alice’s and Bob’s strings should match. We
also remark that these quantities can be useful bounds for protocols without spot-checking if the distribution
Pxy is heavily biased towards X = Y= 0.

The quantities H(AB|XYE) and H(A|XYE) are useful for protocols without spot checking. One might
imagine, for example, using a source of public randomness, such as a randomness beacon to choose the
inputs to the protocol, in which case X and Y become known to the adversary (but are not known before the
devices are prepared). In this case, rather than being interested in randomness expansion, the task is to turn
public randomness into private randomness in a device-independent way. One can also use H(AB|XYE) and
H(A|XYE) in protocols when the input randomness is recycled. In this case we are really interested in
H(ABXY|E), but, because X and Y are chosen independently of E, this can be expanded as
H(XY) + H(AB|XYE). Hence H(AB|XYE) is the relevant quantity in this case as well. The one-sided quantity
H(A|XYE) could also be used for DIQKD without spot-checking.

In addition we consider the quantities H(AB|E) and H(A|E). The second of these could be useful for
QKD protocols in which the key generation rounds do not have a fixed input and where Alice and Bob do
not publicly reveal their measurement choices during the protocol. For instance, the sharing of these choices
could be encrypted using an initial key, analogously to a suggested defence against memory attacks [27].”
H(AB|E) would be a useful quantity for randomness generation in a protocol without spot-checking and in
which X and Y are kept private after running the protocol and not used in the overall output. When such
protocols are based on the CHSH inequality, they cannot allow expansion. These quantities can also be
thought of as quantifying the fundamental amount of randomness obtainable from a given Bell violation.
Although we have computed the graphs for H(AB|E) and H(A|E), existing versions of the EAT cannot be
directly applied to them—see appendix E.

2 Here Hy, denotes the binary entropy.

3 Note that such protocols would only be useful if more key is generated than is required, so the protocol we are thinking of here is really
quantum key expansion. Furthermore, the results presented in figure 1 show that the use of H(A|E) only gives a minor advantage over
H(A|XYE).
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3. Rates for CHSH-based protocols

We calculate various one sided and two sided rates for protocols based on the CHSH game, which involves
trying to violate the CHSH Bell inequality [28]. In this game, each party makes a binary input and receives a
binary output and the game is won if A @ B = XY. We define the CHSH score by

1
1 ZPAB|OO(a7a) + ZPAB|01(61,61) + ZPABUO(aa a) + ZPAB|11(61,61 el |,

which is the probability of winning the CHSH game when the inputs are chosen at random*. Classical

strategies can win this game with probability at most 3/4, while quantum strategies can get as high as

% (1 + %) ~ 0.85. For a fixed CHSH game score, w, we wish to compute the minimum von Neumann

entropy over all strategies achieving that score. In this context a strategy comprises three Hilbert spaces H 4,
Hps and Hg, POVMs {M,}, on Ha/ for both x =0 and x = 1, POVMs { Ny, }, on Hp- for both y =0 and
y=1,and a state py/p-g on Has @ Hps ® Hg. Given a strategy, and a distribution pxy there is an associated
channel NV that acts on A’B’ and takes the state to the post-measurement state, i.e.

Tanxve = (N @ L) (pawe) = pxv(x,y)|a){ala @ [b)(bls @ [x)(x|x @ [) ]y
abxy

@ trap ((Mafx ® Npjy @ Lg) parpe)

where T is the identity channel on E. The entropic quantities we consider all pertain to this state’. Note also
that the score is a function of 7, which we denote S(7)—in particular,
Paplxy(a,b) =tr ((Mu|x ® Np|, ® ﬂE)PA'B'E)-

For each of the six entropic quantities previously discussed we consider the infimum over all strategies
that achieve a given score. We use this to define a set of curves. We write Fup|xys(w, pxy) = inf H(AB|XYE),
where the infimum is over all strategies for which S(7) = w. In the same way we define Fpjz(w, pxy)
Fyxve(w, pxy) and Fyg(w, pxy), replacing the objective function by the corresponding entropy. We also
define Fpjoor(w) and Fyjoor(w) analogously, noting that these are independent of pxy. Furthermore, if we
write Fpxye(w) etc (i.e. leaving out the pxy), we refer to the case where pxy is uniform over X and Y. For a
more precise writing of these optimizations, see (B6).

We also consider a related set of functions Gup)xye(w, pxy), Gap|e(w, pxy) etc that are defined analogously,
but while optimizing over a smaller set of allowed strategies. More precisely, the G functions are defined by
restricting H4- and Hp- to be two dimensional and g to have dimension 4, taking pa /g to be pure with
pa g diagonal in the Bell basis, and taking the POVMs to be projective measurements onto states of the form
cos()|0) + sin(a)|1) (see (C2)).

It turns out that Fp|00r(w) = Gapjoor(w)s Fajoor(w) = Gajoor(w), and that in each of the other four cases
F is formed from G by taking the convex lower bound. The underlying reason for this is that Jordan’s
lemma [19] implies that in the case of Bell inequalities with two inputs and two outputs, any strategy is
equivalent to a convex combination of strategies in which A’ and B’ are qubit systems. This means that if we
solve the qubit case, the general case follows by taking the convex lower bound®. Such an argument was made
in [20] and we give the details in appendix B.

A note on notation: in this work we measure entropies in bits, taking log to represent the logarithm base
2, and In for the natural logarithm where needed.

4. Numerically computing rates

The optimizations that define the G functions can be expressed in terms of 7 real parameters (3 to specify the
state and 4 to choose the measurements). They are hence amenable to numerical optimizations. We note also

4 Note that even if nonuniform distributions of inputs are used when running protocols, in this work the CHSH score is always defined
as here.

> In the cases where we condition on X = 0 and Y = 0, we can project this state onto |0)(0|x ® |0)(0|y and renormalize—see appendix C
for more detail.

6 The convex lower bound is not needed in the cases where we condition on X =0 and Y = 0 because G is already convex in these cases.
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Figure 1. Graphs of the rates for (a) the one-sided and (b) the two-sided randomness with uniformly chosen inputs. Each of these
curves has a non-linear part and the blue curves do not have a linear part.

that except in the cases Gap|g(w, pxy) and Gajp(w, pxy) we can remove an additional parameter. We discuss
simple ways to write the entropic expressions in appendix C.

4.1. Upper bounds

We obtain upper bounds by using numerical solvers that attempt to compute G (these give upper bounds
because the computations are not guaranteed to converge). Our program for computing G runs in N
iterations. In each iteration the program starts by making a random guess for the parameters from within the
valid range. It then uses sequential quadratic programming to minimize H((N ® Zg)(pa+p/g)) subject to the
CHSH score being fixed [here H is a placeholder for one of the entropic quantities of interest]. On each
iteration, the program arrives at a candidate for the minimum value, and we run N =~ 10* iterations to arrive
at the conjectured minimum value for H((N ® Zg)(pa p-g)). The numerical optimization is performed in
Python using the sequential least squares programming solver in SciPy. The curves obtained were found to
match those generated by solving numerically in MATHEMATICA.

Since these optimizations are not guaranteed to converge, the generated curves are upper bounds on the
infima. Some confidence of their tightness comes from the smoothness of the curves, the consistency across
different numerical solvers, and that the generated points match the known analytic tight bound in the case
H(A|X =0,Y = 0,E). They also closely match the numerical lower bounds we computed for G xys and
GaB|x=0,y—o,r discussed in section 4.2.

Gagloor and Gyjgor are convex functions, and hence F = G for these. For the other cases we generate the
graphs in the case where pxy is uniform, observing that each of the G curves starts with a concave part and
switches to convex for larger CHSH scores. Since the minimum entropy is always zero for classical scores,
each of the G curves approach 0 as w approaches 3/4. Each of the F curves can be found from G by finding
the tangent to G that passes through (3/4,0). We call the score at which this tangent is taken w*, defined by
(w* —3/4)G'(w*) = G(w*). We then have

1(, % 3 : *
Flw) = G'w)(w—-13) ifu<w n

G(w) otherwise -

We give estimates for w* for each of the cases below. In essence, what this means is that for w < w* the
optimal strategy for Eve is to either use a deterministic classical strategy with score 3/4 or a strategy that
achieves score w*, mixing these such that the average score is w. Eve can remember which strategy she used,
and hence the entropy from her perspective is also the convex mixture of the entropies of the endpoints.
Figure 1 shows the curves we obtained for the functions F in each of the six cases. Note that, except in the
cases where we condition on X = 0 and Y = 0, the graphs all have linear sections as a result of taking the
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convex lower bound. In appendix A we show the graphs for G together with those for F. The approximate
coordinate of the top of the linear segment for Fypg is (0.8523,1.8735) and for Fy it is (0.8505,0.967).

Note also that 1 + Hy;, (% + ﬁ) ~ 1.908 is the maximum value on the graph Fsp|(w).

By examining the parameters that come out of the numerical optimizations we have the following.

Lemma 1. Consider the curve g (w) = 14 Hyin(w) — 2Hpin(5 + 2“:[;1 ). Fap|xve(w) can be upper bounded in
terms of g as follows

g1(w) WigjxyE S WS 2 (1 + %) .

(2)
81 (wZB|XYE)<w —3/4) 3/4<w< WiAB|XYE

Fapxye(w) <

where W} vy & 0.84403 is the solution to g{(w)(w — 3/4) = g1(w). Note that g1 (w}p yy;) ~ 1.4186 and the
maximum value reached is 1 + Hyin (1/2 +1/(2v/2)) ~ 1.601.

Proof. We first consider an upper bound on Gup|xye(w). In appendix C we give a parameterization of a two-
qubit state (with parameters R, 6 and §) and measurements (with parameters «, o, 59 and [31) before com-
puting an expression for H(AB|XYE) in terms of these (cf (C77)). We also obtain an expression for the CHSH
score (cf (C15)). Choosing R = v/2(2w — 1),0 =0, = R? /4, a9 = 0,y = 70/4, By = 70/8, 1 = —7 /8 we find
a score w, and calculating H(AB|XYE) we obtain H(AB|XYE) = g, (w) and hence Gp|xys(w) < g1(w). Since,
Gap|xve(3/4) = 0, and Fyp)xyg is formed from G,pjxyp by taking the convex lower bound, we establish the
claim. O

Lemma 2. Consider the curve g(w) = 1 — Hyip (% + %) Fajxye(w) is upper bounded by the convex lower

bound of g (w). In other words,

&(w) Wajxye SWS 2 (1"’_%) '

3)
gZ/(wZ|XYE) (w=3/4) 3/4<w< Wi xYE

Fyxye(w) <

where w} vy, ~ 0.846 98 is the solution to g (W)(w—3/4) = g (w). Note that g, (wX‘XYE) ~ 0.923 94.

Proof. The proof is the same as for lemma 1, except that g, is replaced by g,—the choice of state and meas-
urements remains the same. O

4.2. Lower bounds

Lemma 2 gives an upper bound on the one-sided randomness using an explicit strategy. However, for
security proofs a lower bound is needed. We compute such lower bounds for G4|xyg and Gyp|x—o,y—0,c- The
relevant computations can be found in appendices C.2 and C.5.3 (corollary 4 and lemma 32) and are
displayed in figure 2 alongside the upper bounds and a lower bound from [26].

The idea is behind our lower bounds is as follows. We first show that for every fixed value of w the
functions G xyg(w) and Gapjx—o,y—0,r(w) can each be expressed as a minimization over 3 real parameters.
For fixed w we compute the values of the objective function on a grid of points comprising these parameters.
By bounding the derivative of the objective function within the cuboids generated by the grid we establish a
lower bound on the function over the possible parameters. The lower bound we generate can in principle be
made arbitrarily good by decreasing the grid spacing (at the expense of taking more time to evaluate).

Given lower bounds on G |xyg(w) and Gpjx—o,y—o,£(w) for a finite set of values of w, we can get lower
bounds for all values of w by using that the G functions are monotonically increasing in w, so we have
G(w) € G(w — v), where v is the spacing between the finite set of values of w. Hence, we consider forming
lower bounds as above for a set of values W = {w;,w,,...} in the range (3/4, (1/2)(1 + (1/2)'/2)]. We can
then consider the points {(w1,0), (w2, G(w1)), (w3, G(w2)), ...}, i.e. where each is shifted one place. Taking
the convex lower bound of these shifted points gives a convex lower bound for G4 xyg and Gupjx—o,y—0,c- By
taking more points in the set )V tighter lower bounds can be obtained.

Lower bounds generated in this way are shown in figure 2, and can be seen to be close to the upper
bounds. In figure 2(b) we also compare with a lower bound on Gypjx—¢,y—o,¢ from [26]. The lower bounds
from our technique can be improved by refining the partition of the domain at the expense of increasing the
computational time required. As seen in figure 2(b), refining the partition moves the lower bound closer to
the upper bound, leading us to the following conjecture.
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Figure 2. Graphs of the conjectured rates and lower bounds for (a) G,xyg (b) Gapjx=0,y—=0,¢ With uniformly chosen inputs. For
Ga|x=0,y=0,r We also show a lower bound from Brown et al [26]. We also demonstrate that the lower bound for G4p|x—0,y=0,£
can be tightened by refining the partitioning of the domain for a specific point (due to the increased computation time, we did
not do this throughout).

Conjecture 1. The upper bounds in lemmas 1 and 2 are tight.

One technique for generating finite key rates is to use so-called min-tradeoff functions, which are affine
lower bounds on the von Neumann entropy (see appendix E and [15, 16]). Based on an experimental setup,
an affine lower bound on Gp|x—0,y—o,r can be generated at the value of w corresponding to that obtainable
in the experiment, hence a refined partition can be used, based only on values of w close to the experimental
value.

5. Protocols for randomness expansion

In this section we discuss CHSH-based protocols for DIRE of both the spot-checking and non spot-checking
types. We pick specific protocols for concreteness, but there are many possible variations. For instance, the
protocols we discuss condense the observed statistics to a single score, but this is not necessary, and in some
cases and for some sets of experimental conditions it can be advantageous to use multiple scores [23, 29].

Before getting to the protocols, we first describe the setup, assumptions and security definition. Although
DIRE requires no assumptions on how the devices used operate, the setup for DIRE involves a user who
performs the protocol within a secure laboratory, from which information cannot leak. Individual devices
can also be isolated within their own sub-laboratory and the user can ensure that these devices only learn the
information necessary for the protocol (in particular, they cannot learn any inputs given to other devices).
The user has access to a trusted classical computer and an initial source (or sources) of trusted randomness.

The quantum devices used for the protocol are only limited by the laws of quantum theory and may share
arbitrary entanglement with each other and with an adversary. However, they cannot communicate with
each other, or to the adversary after the protocol starts. Furthermore, we assume they are kept isolated after
the protocol (cf the discussion in appendix F).

For security of the protocols, we use a composable security definition. Consider a protocol with output Z
and use € to denote the event that it does not abort. The protocol is (g, €c)-secure if

(1) 1pallpzeo — d%]lz ® pejall1 < €5, where E represents all the systems held by an adversary and dy is the
dimension of system Z; and
(2) There exists a quantum strategy such that po > 1 — ec.

Here € is called the soundness error, and €c is the completeness error.

5.1. CHSH-based spot-checking protocol for randomness expansion

We now describe a spot-checking protocol for randomness expansion. It uses a central biased random
number generator Ry and two other random number generators, R4 and R that are near each of the devices
used to run the protocol.
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Protocol 1 (Spot-checking protocol).
Parameters:

n—number of rounds

~—test probability
wexp—expected CHSH score
d—-confidence width for the score

(1) Seti=1 for the first round, or increase i by 1.

(2) Use Ry to choose T; € {0,1} where T; = 1 occurs with probability .

(3) If T; =1 (test round), Ry is used to choose X; uniformly, which is input to one device giving output A;.
Likewise Rp is used to choose Y; uniformly, which is input to the other device giving output B;. Set U; =1
if A; ® B; = X;Y; and U; = 0 otherwise.

(4) If T; = 0 (generation round), the devices are given inputs X; = Y; = 0, and return the outputs A; and B;.
SetU; = L.

(5) Return to Step 1 unless i =n.

(6) Calculate the number of rounds in which U; = 0 occurred, and abort the protocol if this is larger than
nY(1 — Wexp + ).

(7) Process the concatenation of all the outputs with a quantum-proof strong extractor Ext to yield Ext(AB,R),
where R is a random seed for the extractor. Since a strong extractor is used, the final outcome can be taken
to be the concatenation of R and Ext(AB,R).

There are a few important points to take into account when running the protocol. Firstly, it is crucial that
each device only learns its own input and not the value of the other input, or of T;. If this is not satisfied it is
easy for devices to pass the protocol without generating randomness. Secondly, for implementations in
which devices can fail to record outcomes when they should, it is important to close the detection loophole,
which can be done by assigning an outcome, say 0, when a device fails to make a
detection and otherwise using the same protocol.

In order to run the protocol, some initial randomness is needed to choose which rounds are test rounds,
to choose the inputs in the test rounds and to seed the extractor. Since the extractor randomness forms part
of the final output, it is not consumed in the protocol, so for considering the rate at which the protocol
consumes randomness we can work out the amount of uniform randomness needed to supply the inputs.
Using the rounded interval algorithm [30] to make the biased random number generator,
1(Hpin () + 27) + 3 is the expected amount of input randomness required. To achieve expansion the
number of output bits must be greater than this. We use the entropy accumulation theorem (EAT) to lower
bound the amount of output randomness. Asymptotically the relevant quantity is H{AB|X =0,Y =0, E).
The quantity H(A|X = 0,Y = 0, E) acts as a lower bound for this, and can be used in its place if convenient,
for instance in analyses that are more straightforward with an analytic curve.

5.2. CHSH-based protocols without spot-checking

In this section we discuss two such protocols. Protocol 2 uses two biased local random number generators to
choose the inputs on each round. Protocol 3 eliminates the bias, but also recycles the input randomness.
Recycling the input randomness is necessary when unbiased random number generators are used, since
otherwise more randomness is required to run the protocol than is generated. Protocol 3 gives the highest
randomness generation rate of all the protocols we discuss.

Protocol 2 (Protocol with biased local random number generators).
Parameters:

n—number of rounds

(A—probability of 1 for random number generator R4 (taken to be below 1/2)
¢B—probability of 1 for random number generator Rp (taken to be below 1/2)
Wexp—expected CHSH score.

d0—confidence widths for each score.

(1) Seti=1 for the first round, or increase i by 1.

(2) Use R4 to choose X; € {0,1}, which is input to one of the devices giving output A; € {0,1}. Likewise
use Rp to generate Y; € {0,1}, which is input to the other device giving output B; € {0,1}. Here X; =1
occurs with probability (4 and Y; = 1 occurs with probability (2. Set U; = (X, Y;,1) if A; ® B; = X;Y; and
U; = (X;,Y;,0) otherwise.

(3) Return to Step 1 unless i =n.
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(4) Compute the value

{i: U xy, D}
%j ETHE) (4)

and abort the protocol if w < weyxp — 8. Here px(1) = ¢4, px(0) =1 — ¢4, py(1) = (P and py(0) = 1 — 5.

(5) Process the concatenation of all the outputs with a quantum-proof strong extractor Ext to yield Ext(AB, R),
where R is a random seed for the extractor. Since a strong extractor is used, the final outcome can be taken
to be the concatenation of R and Ext(AB,R).

Note that the quantity |[{i: U; = (x,»,1)}|/(npx(x)py(y)) in (4) is an estimate of the probability of
winning the CHSH game for inputs X =x and Y =y, and hence the w computed in Step (4) is an estimate of
the CHSH value that would be observed if the same setup was used but with X and Y chosen uniformly.

The input randomness required per round in this protocol is roughly Hyi, (¢*) + Hyin (¢8). To quantify
the amount of output randomness (before randomness extraction is performed), in the asymptotic limit
similar to the spot checking protocol, the relevant operational quantity is the von Neumann entropy
H(AB|XYE). Expansion hence cannot be achieved if H(AB|XYE) — Hyin(¢*) — Hpin (¢?) < 0, which places
constraints on the pairs of possible (¢4, (?). For ¢* and ¢® smaller than 1/2, the quantity
H(AB|XYE) — Hyin(C*) — Hpin(¢B) increases as ¢4 and (® decrease, and hence we want to take these to be
small. They only need to be large enough to ensure that X = 1, Y = 1 occurs often enough to give a good
estimate of the empirical score.

Since

H(AB|XYE) = Z pxy(x,y)H(AB|XYE)
> m1nH(AB|X =x,Y=y,E) (5)
X,y

we can use the bounds formed for H(AB|X = 0,Y = 0,E) instead’, albeit with a loss of entropy (this loss of
entropy is small if (4 and (p are small).

One reason for using protocol 2 rather than protocol 1 is that the former enables the locality loophole to
be closed while expanding randomness. In order to perform the Bell tests as part of a device-independent
protocol we need to make inputs to two devices in such a way that neither device knows the input of the
other. One way to ensure this is by using independent random number generators on each side of the
experiment, and ensuring the outcome of each device is given at space-like separation from the production
of the random input to the other. Although space-like separation can provide a guarantee (within the laws of
physics) that each device does not know the input of the other?, in a cryptographic setting it is necessary to
assume a secure laboratory to prevents any unwanted information leaking from inside the lab to an
eavesdropper. The same mechanism by which the lab is shielded from the outside world can be used to shield
devices in the lab from one another and hence can prevent communication between the two devices during
the protocol. However, although unnecessary for cryptographic purposes, it is interesting to consider closing
the locality loophole while expanding randomness.

This is not possible in a typical spot-checking protocol, where a central random number generator is
used to decide whether a round is a test round or not. Considering protocol 1, the locality loophole can be
readily closed during the test rounds, but the use of the central random number generator means that, if one
is worried that hidden communication channels are being exploited, there is a loophole that the devices
could behave differently on test rounds and generation rounds. For instance, measurement devices that know
whether a round is a test or generation round could supply pre-programmed outputs in generation rounds,
while behaving honestly in test rounds. Thus, spot-checking protocols do not enable fully closing the locality
loophole while expanding randomness.

When using protocol 2 with (* = (? = ¢, the main difference to protocol 1 is that the distribution of X
and Yis (1 —¢)%,¢(1—¢),¢(1 —),¢?) rather than (1 — 3~y /4,7v/4,~v/4,7/4). In the analysis this manifests
itself in the statistics, and the much lower probability of X = 1,Y = 1 requires an adjustment of § to achieve
the same error parameters for the protocol. A comparison between the output rates for protocols 1 and 2 is
shown in figures 3 and 4.

7 There is nothing special about the choice X = 0 and Y = 0 when computing the bounds for H(AB|X = 0,Y = 0,E).
8 Provided we have a reasonable way to give a time before which the output of R4 and Ry did not exist.
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Figure 3. Graphs of the net rate of certifiable randomness according to the EAT for (a) the spot checking protocol (protocol 1),
(b) the protocol with recycled input randomness (protocol 3), and (c) the protocol with biased local random number generators
(protocol 2), showing the variation with the number of rounds for three different scores, w. The error parameters used were

€s = 3.09 X 1012 and ec = 10~°. For each point on the curve (a) an optimization over -y was performed to maximize the
randomness; similarly, the values of (4 = ¢® were optimized over to generate the curves in (c).

Protocol 3 (Protocol with recycled input randomness).
Parameters:

n—number of rounds
Wexp—expected CHSH score.
d—confidence width.

(1) Seti=1 for the first round, or increase i by 1.

(2) Use R4 to choose X; € {0,1} uniformly, serving as the input to one of the devices giving output A; € {0,1}.
Likewise use Rp to generate Y; € {0,1} uniformly, which is input to the other device giving output B; €
{0,1}. Set U; = 1if A; ® B; = X;Y; and U; = 0 otherwise.

(3) Return to step 1 unless i = n.

(4) Count the number of rounds for which U; = 0 occurred and abort the protocol if this is above 71(1 — Wexp +
J).

(5) Process the concatenation of all the inputs and outputs with a quantum-proof strong extractor Ext to
yield Ext(ABXY,R), where R is a random seed for the extractor. Since a strong extractor is used, the final
outcome can be taken to be the concatenation of R and Ext(ABXY,R).

An important difference in this protocol compared to protocols 1 and 2 is in the extraction step, which
now extracts randomness from the input strings X and Y as well as the outputs. Without recycling the inputs
expansion would not be possible in protocol 3. With the modification the relevant quantity to decide the
length of the output is H(ABXY|E), and so H(AB|XYE) = H(ABXY|E) — H(XY) = H(ABXY|E) — 2 is the
relevant quantity for calculating the rate of expansion. Note that in order to reuse the input in a composable
way, it also needs to be run through an extractor [2] (for a discussion of why it is important to do so and a
few more composability-related issues, see appendix F).

We could also consider an adaptation of protocol 1 in which the input randomness is recycled, forming
protocol 1/ from protocol 1 by replacing step (7) by

(7') Process the concatenation of all the inputs and outputs with a quantum-proof strong extractor Ext to
yield Ext(ABXY,R), where R is a random seed for the extractor. Since a strong extractor is used, the
final outcome can be taken to be the concatenation of R and Ext(ABXY,R).

In this case, as the number of rounds, #, increases the advantage gained by this modification decreases,
becoming negligible asymptotically. This is because as n increases, the value of y required to give the same
overall security tends to zero, and hence the amount of input randomness required becomes negligible. Note
that recycling the input randomness in protocol 2 in the case where (4 = (8 = 1/2 is equivalent to protocol 3.

Like protocol 2, protocol 3 also allows the locality loophole to be closed if on each round 7, the random
choice X; is space-like separated from the output B; and the random choice Y; is space-like separated from
the output A;.

In each of the protocols, the parameter § should be chosen depending on the desired completeness error.
For the spot-checking protocol, the relation between the two is discussed in [6, Supplementary Information

10
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Figure 4. Graphs of the net rate of certifiable randomness according to the EAT for (a) the spot checking protocol (protocol 1),
(b) the protocol with recycled input randomness (protocol 3), and (c) the protocol with biased local random number generators
(protocol 2), showing the variation with the CHSH score w. The round numbers, 7, are indicated in the legend. The error
parameters used were €5 = 3.09 x 10~!? and ec = 10~°. As in figure 3, the values of 7y (for (a)) and ¢* = ¢® (for (c)) were
optimized over for each point.

I D]. The analysis there can be applied to the protocol with recycled input randomness by setting v = 1 and
the protocol with biased local random number generators is discussed in appendix E.3.2. The chosen
soundness error affects the length of the extractor output, and, if chosen too small the output length becomes
zero (see appendix E for further discussion).

Figures 3 and 4 show how the amount of certifiable randomness varies with the score, w, and round
number, n. Note that in the cases where the rate curves of figure 1 have linear sections, they are linear for
most of their ranges. Extending the linear part to the full range of quantum scores makes it easier to use the
EAT while only resulting in a small drop in rate for scores close to the maximum quantum value. Note that,
as mentioned above, strictly the numerical curves we gave for the von Neumann entropy are upper bounds;
the curves in figures 3 and 4 are generated under the assumption that these upper bounds are tight. [In the
case of the spot-checking protocol (protocol 1) we could use our lower bound instead. This would result in a
small down-shifting of the curves, but mean that the bounds are provably reliable. ]

To demonstrate the increased practicality of the two-sided curves, we use the parameters from a recent
experiment [6] with protocol 1. There a score of just over 0.752 was obtained, for which it would require
about 9 x 10'° rounds to achieve expansion using protocol 1 with v = 3.383 x 107%, e = 3.09 x 10712,
€c = 107% and taking the one-sided randomness [6]. Using protocol 3 instead, and taking the two-sided
randomness for the same score and error parameters (assuming conjecture 1 holds) allows expansion for
n 2> 8 x 107, significantly increasing the practicality. For instance, the main experiment of [6] was based on a
spot-checking protocol and took 19.2 hours; the use of protocol 3 instead would allow the same amount of
expansion in about 60 seconds (this time holds under the assumption that the same repetition rate of the
experiment can be met in the non-spot checking protocol’). Protocol 2, however, produces lower
randomness rates compared to the spot-checking protocol. This is partly because more input randomness is
required, and also because the completeness error has a worse behaviour. Protocol 2 is hence useful when
inputs are not recycled and when closing the locality loophole is desirable.

When discussing randomness expansion we have considered the figure of merit to be the amount of
expansion per entangled pair shared. An alternative figure of merit is the ratio of the final randomness to the
initial randomness, i.e. here we are considering how much randomness we can get from a given amount of
initial randomness. For the latter figure of merit, protocol 3 is no longer optimal, since the amount of
expansion cannot exceed the amount of input randomness. For the other two protocols the ratio of output
randomness to input randomness can be made much higher by taking either « or (*¢® to be small.

6. Discussion
In this paper, we have given numerical bounds on various conditional von Neumann entropies that are

relevant for CHSH-based device-independent protocols and discussed when each can be applied. We have
investigated their implications using explicit protocols, comparing the finite statistics rates using the EAT,

9 In some experiments, the rate at which we can switch between the two measurements is relatively slow, and hence when using protocol 3,
where switching is required on most rounds, the switching rate dominates, slightly increasing the time.

11
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showing use of two-sided randomness has the potential to make a big difference. We also looked at protocols
beyond the usual spot checking type. The first removes the spot checking to allow expansion while closing
the locality loophole, and the second recycles the input randomness, so allowing expansion while performing
a CHSH test on every round.

It remains an open question to find an analytic form for Fap|x—o,y—o,r> Fajr and Fyp|g. Since the curves
Fy g and Fap|g are linear for all but the very highest (experimentally least achievable) scores, in these cases
not much is lost by extending the line to all scores forming a lower bound that tightly covers all of the
experimentally relevant cases. On the other hand Fpx—o,y—0, is a convex curve throughout and hence a
tight analytic form would be particularly useful in this case. Our initial analysis suggests that form of the
parameters achieving the optima for these is sufficiently complicated that any analytic expression would not
be compact. A reasonably tight analytic lower bound for F4p|x—o,y—o,r could also be useful for theoretical
analysis. Note also that the bound Fy g > F4|xyg appears to be fairly tight (see figure 1(a)) so the analytic
form for Fy)xyr can be used to bound Fy g with little loss. Another open problem is to find a concrete
scenario in which Fyp is directly useful.

The use of Jordan’s lemma in this work prevents the techniques used being extended to general protocols,
and finding improved ways to bound the conditional von Neumann entropy numerically in general cases
remains of interest. For example, protocols that use three inputs for one party can allow up to 2 bits of
randomness per entangled pair (see, e.g. [23]), and a way to tightly lower bound the von Neumann entropy
in this case would further ease the experimental burden required to demonstrate DIQKD in the lab.
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Additional note

While completing this work a new paper appeared [31], which also found numerical curves for H(A|XYE)
and used them with some new protocols to generate improved rates for DIQKD.

Appendix A. Additional graphs

Figure 5(a) gives the graphs of F,p|xys(w) and Gp|xye(w), while figure 5(b) shows those for Fy|xyg(w) and
Gajxye(w). In each case the G graphs have a concave and convex part and the F graphs are formed by taking

the convex lower bound. For these cases the points at which the tangents are taken are WXB| xve ~ 0.8440 and
W xyg ~ 0.8470.
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Figure 5. (a) Two-sided and (b) one-sided entropy curves conditioned on X, Y and E with uniform input distribution.

1.0

1554 — Gage — Gag
. — g — Fag 7
1.50 4 // 0.8 /
1.25 4 / S
// 0.6 .

/
1.00 - /
0.75 0.4 4 /
0.25 -/

0.00 T T T T T 0.0 - T T T T
0.76 0.78 0.80 0.82 0.84 0.76 0.78 0.80 0.82 0.84
CHSH score w CHSH score w
(a) (b)

Figure 6. (a) Two-sided and (b) one-sided entropy curves conditioned on E with uniform input distribution.

Figure 6(a) gives the graphs of Fpp(w) and Gypp(w), while figure 6(b) shows those for Fyjxyg(w) and
Gajxve(w). Again, in each case the G graphs have a concave and convex part and the F graphs are formed by
taking the convex lower bound. For these cases the points at which the tangents are taken are wj ; ~ 0.8505
and wjp p ~ 0.8523.

Appendix B. Simplifying the strategy

Given a Hilbert space H, we use P(H) to be the set of positive semi-definite operators on H, and S(H) to be
the set of density operators, i.e. elements of P with trace 1. The pure states on H (elements of S(H) with
rank 1) will be denoted Sp(H). A POVM on H is a set of positive operators {E;}; with E; € P(H ) for all i and
> Ei = 13y, where 14 is the identity operator on . A projective measurement on H is a POVM on H
where E? = E; for all i. We define the Bell states

1

[90) = —= (00) +11) (1)
1) = = (00) ~ |11) (82)
) = = (01) +110)) (3)
2 = —=(|01) — 10)). (B4)

S

2
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and use o1 = |1){(0] + |0)(1], 02 = i|1){0| —i|0)(1| and &3 = |0)}{0| — |1)(1| as the three Pauli operators.
In this section we make a series of simplifications of the form of the optimization. The argument given
broadly follows the logic of [20] (see also [21] for an alternative).

Definition 1. A single-round CHSH measurement strategy is a tuple (Has, Hp’, {Majx }x.a {Np|y }y,0)> where
Ha+ and Hp: are Hilbert spaces, and { M, }, isa POVM on H, for each x € {0,1} and likewise {Ny, }; is a
POVM on Hp: for each y € {0,1}. In the case that all the POVMs are projective we will call this a single-round
CHSH projective measurement strategy.

Definition 2. A single-round CHSH strategy is a single-round CHSH measurement strategy together with a
state pa/p/g € Har @ Hpr @ Hg, where H is an arbitrary Hilbert space.

Note that in a device-independent scenario, such a strategy can be chosen by the adversary.

Definition 3. Given a single-round CHSH measurement strategy and a distribution pyy over the settings X
and Y, the associated CHSH channel is defined by

N:SHa @Hp) = S(HAaQHE@Hx Q@ Hy) 10— ZPXY(xv)’)‘aX‘ﬂ ® |b)(b|

abxy
® ) (x| @ [y)(ytr ((Majx © Najy)o)

where Ha, Hp, Hx and Hy are two dimensional Hilbert spaces. The union of the sets of associated CHSH
channels for all single-round CHSH measurement strategies for some fixed input distribution pyy is denoted
C(pxy)- The union of the sets of associated CHSH channels for all single-round CHSH projective measurement
strategies is denoted Crr(pxy)-

The output of the associated CHSH channel is classical, and H4 ® Hp @ Hx @ Hy stores the outcomes
and the chosen measurements. We will usually apply this channel to the AB part of a tripartite system, giving

W @Zg)(parne) = D pxv(x,y)Pasjo(a,b)la)a] © [b)(b] © [x)(x| © )] @ 7 (BS)
abxy

where Tg’b’x’y € S(Hg) for each a, b, x, y (it is the normalization of try g/ ((Mu‘)C ® Ny, ® ]lE)pA/B/E) ).
Note that the CHSH score, which we denote S((NV ® Zg)(pap-g)) does not depend on the distribution
pxy of input settings.
We will be interested in optimization problems of the form

F(w,pxy) :i%fH((NQ@IE)(pA/BIE)) where (B6)

R ={(WN,papE): N €C(pxy), S(N @ L) (papr)) = w}

where H is an arbitrary Hilbert space and the spaces H4- and Hp- are those from the chosen element of
C(pxy), i.e. the set R(w) runs over all possible dimensions of these spaces, and w is some fixed real number.

Here H can be any one of the following entropic quantities defined on the state (N ® Zg)(pap/e):
H(AB|X = 0,Y = 0, E), H(AB|XYE), H(AB|E), H(A|X = 0,Y = 0,E), H(A|XYE) or H(A|E). We consider the
family of optimizations in this work and many of the arguments that follow are independent of this choice.

B.1. Reduction to projective measurements
In this section, we conclude that there is no loss in generality in assuming that the devices perform projective
measurements. More precisely, we prove the following lemma.

Lemma 3. The sets

T ={(N®@Ze)(parpe) : N € C(pxy), parpe € S(Ha @ Hp @ Hp)} and
T ={(N ®@Zg)(parpe) : N € Cuu(pxy), parpe € S(Ha @ Hpy @ Hp)}

are identical.

This is a corollary of Naimark’s theorem, which we state in the following way.
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Theorem 1 (Naimark’s theorem). Let {E;}; be a POVM on H. There exists a Hilbert space H' and a projective
measurement {I1;}; on H @ H' such that for any p € S(H)

S liiluoB) = 3 NI 2 0)0)).

Proof. We can directly construct this measurement as follows. Consider the isometry V: H — H ® H' given
by V=>",VEi ®]i), and let U be the extension of V to a unitary with the property that U(|¢)) ® |0)) =
> VEi|w) ®1i) for any |4) € H. This construction ensures that the channels

E: p+—>2| i|tr(E;p) and

pHZI ilr (L@ )i Ulpe [0)o])UT)

are identical. The second of these can be rewritten

prr D (o 10)0)).

where we take IT; = Ut (1 ® |i){i|) U, as required. O

Proof of lemma 3. By definition 7, C 7;. For the other direction, consider a state p4/g/g and POVMs
{Max}ax and {Ny), }4,, forming a single-round CHSH strategy in 7;. We use the construction in the proof
of theorem 1 to generate the projectors I14 alx and HE‘ as Naimark extensions of the POVMs. Instead of creat-

ing the state p,/p-g, the state ps/p/g @[0)(0[4/ ®|0)(0|p// is created instead, where the projectors 114 act on

alx
A’A" and Hfl acton B’B’’. Since the latter is a strategy in 7, leading to the same post-measurement state (B5),

we have T; C 7T;, which completes the proof. O

B.2. Reduction to convex combinations of qubit strategies
This is a consequence of Jordan’s lemma [19] and is a special feature that applies only because the Bell
inequality has two inputs and two outputs for each party.

Lemma 4 (Jordan’s lemma). Let A; and A, be two Hermitian operators on H with eigenvalues £1, then we can
decompose H = @@, Ho such that A; and A, preserve the subspaces H, and where each H, has dimension at
most 2.

Corollary 1. Let I1; and I1, be two projections on H. We can decompose H = @, H o such that 11}, 1 —11,,
11, and 1 — 11, preserve the subspaces H,, and where each H,, has dimension at most 2.

Proof. Apply Jordan’s lemma to the Hermitian operators A; = 2II; — 1 and A, = 2II, — 1 with eigenvalues
+1, and consider |1 ) € H,, for some a. By construction A |1 ) € H, from which it follows that IT; |1 ) € H,,
and hence also (1 —II)|¢) € H,. Thus, IT; and 1 — II; preserve the subspace; likewise II, and 1 — II,. [

This implies the following

Lemma 5. Let Cyx2(pxy) be the set of CHSH channels associated with the single-round CHSH projective
measurement strategies where each of the four projectors My, is block diagonal with 2 x 2 blocks, and each of the
four projectors Ny, is block diagonal with 2 x 2 blocks. The sets

={(N ®Zp)(parpe) : N € Cru(pxy), parpe € S(Har @ Hp @ Hg)} and
={(N®Zg)(pape) : N € Caxa(pxy), pape € S(Ha @ Hp @ He) }

are identical.

Proof. This follows by applying corollary 1 to the projectors My, and My, to get the blocks on H 4+ and to the
projectors Npjo and Ny, to get the blocks on H /. Although some of the blocks may be 1 x 1, we can collect
these together and treat them as a 2 x 2 block, or add an extra dimension to the space (on which the state has
no support) to achieve all 2 x 2 blocks. O

We can also make the state only have support on the 2 x 2 blocks.
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Lemma 6. The sets

Ts = {(N @Ze)(parwe) : N € Caxa(pxy), parme € S(Ha @ Hp @ Hg) } and
Ta : ={(N ®Zp)(parpe) : N € Coxa(pxy), parpe € Soxa(Ha @ Hy @ Hp) }

are identical. Here Sy x> (Har ® Hpr @ Hg) is the subset of S(Har ® Hpr @ HE) such that
paB'E € Sox2(Har @ Hpr @ Hg) implies

PA'B'E = Z(ng & Hg/ ® ]lE)pAfB/E(H% ® Hgl & ]15) ,
a,p

where {I1* }, are projectors onto the 2 x 2 diagonal blocks.

Proof. Consider a state p4+p/g and sets of projectors { My, } o, and { Ny, }5,, from the set 75. For brevity, write
11*F =11, ® I15,. Then, since

My ® Nyjy =Y (115 @ T, ) (M) ® Ny, ) (I @ 10,
a,B

we have

trA/B/((Ma|x ®Nb|y ® ]l)pA'B’E) = tI'A/B/ Z(Ha’ﬁ ® ]lE)(Mu‘x ®Nb|y ® ]1)(1—[04,[3 ® ]lE);OA’B’E
a,f

= trap | D (Maje ® Nyjy ® 1) (11 @ 1) pars (17 @ 1)
a,p

= trarp (M) ® Nyjy ® 1)ppe)

where p}/p/p = Za’ﬁ(Haﬁ @ 1g)parpre(1P @ 1g). Thus, if we replace pa/p/g by p} /5. We obtain the same
post-measurement state (B5). Hence 75 C 7Ty, and, since the other inclusion is trivial, 75 = 7. O

Lemma7. Let N € Cyxa(pxy) and parpg € Saxa(Har @ Hp @ Hg). The state (N @ Zg)(papr) can be
formed as a convex combination of states (N ® Ig)(p) 115:+5)» where for each \, the channel N'y is that
associated with a single-round measurement strategy with two 2-dimensional Hilbert spaces and distribution

pxy-

Proof. Since parpg € Sax2(Har ® Hp @ Hg) the 2 x 2 block structure means we can write pa/pp =
Za,ﬁpaﬁpj;g/p where paﬁpzig,E = (II*F @ 1) parpe(II*? @ 1) and tr(pj;/g,E) =1 for all @ and 5.
Likewise, taking Mao‘lx = II§, M, 11§, and Nfly = Hg/Nb‘yHg, we can write M|, = ZQME]X and Ny, =
>5 Nfly‘ In terms of these we have

trarp (Majx ® Ny @ D)parre) = Y pastras (Mg, @ Nf\y 1))
B

We can then associate a value of A with each pair («, ), replace each pz‘;g, £ by a state on A’”/B’'E in which
A" and B” are two-dimensional (the support of pj‘ig, has dimension at most 4), and likewise replace the
projectors by qubit projectors. In terms of these we have

N @) (pame) = Y pANA @ L) (Phrprs) -
A

O

In other words, any post-measurement state (B5) that can be generated in the general case, can also be
generated if Eve sends a convex combination of two qubit states, and where the measurements used by the
separated devices depend on the state sent. Eve could realise such a strategy in practice by using pre-shared
randomness. We can proceed to consider strategies in which qubits are shared between the two devices, and
then consider the mixture of such strategies after doing so.
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B.3. Qubit strategies

In this section we consider the single-round CHSH measurement strategies in which H4, and Hp/ are
two-dimensional and the measurements are rank-1 projectors. Given a distribution pxy we use Cry, »(pxy) to
denote the set of associated CHSH channels. We restrict to rank-1 projectors because if one of the projectors
is identity it is not possible to achieve a non-classical CHSH score, and the non-classical scores are the ones of
interest.

Lemma 8. Consider a single-round CHSH measurement strategy for which one of the POVM elements is
identity and let N be the associated CHSH channel. For any state pa.p+ on which N can act we have
SN (parpr)) < 3/4.

Proof. Suppose the identity element corresponds to My, (the other cases follow symmetrically). The condi-
tional distribution p4p|xy then takes the form

X=0 X=1
A=0 A=1 A=0 A=1
Y=0 B=0 m 0 v n—v
B=1 1—p 0 ¢ 1—p—C¢
Y=1 B=0 v 0 3 7=£
B=1 1—~ 0 v+(—§ I1+{—y—v—(

where we have used the no-signalling conditions. The associated score is

(1420 42y —-2¢).

N

(p+v+(A—p=Q+v+(v=+w+(=8) =

N,

Since every element of the distribution must be between 0 and 1 we have 1 +& —~v — v —( > 0, and hence
14 2v 42y —2& <3 —2( < 3, from which the claim follows. O

We will then consider an optimization of the form (B6), but restricting to Cry, ,, i.e.

h(w) = RiI(lf)I:I((N(X)IE)(pA/B/E)) where (B7)

R(w) ={(N,parpe) : N € Cn, 2(pxy), S(N @ Zg) (parpie)) = w}.

The next step is to show that without loss of generality we can reduce to states that are invariant under
application of o, ® 0, on A’B’.

Lemma9. Let pxy be a distribution, N € CH1,2 (pxy) and PA'B'E € S(HA/ QX Hp' ® HE) be such that
S((N ®@Zg)(parpe)) = w. There exists a state parpgp € S(Har @ Hp @ Hg @ Hp/) such that
»S((N@IEE')(ﬁA'B'EE')) =w, parpregr = (02 ® 02 @ Lggr) parprpsr (02 ® 02 @ Lppr) and

H((N @ Zgp: ) (parpreer)) = H(N @ Zg)(parp/g)) for all six of the entropic functions given earlier.

Note that this implies that p,x and pp|y can be taken to be uniform.
This is a consequence of the following lemmas.

Lemma 10. Let {Ily), 1o} and {Ilo,I1,}, } be two rank-one projective measurements on a two dimensional
Hilbert space 1. There exists a basis {|e;) }7_, such that (e)|IL;;|ex) € R for all i,j,k, L.

Proof. Without loss of generality, we can take Ilyjo = [0)(0| and II;jp = [1){1], and then write Iy, =
|Qo\1><040|1| and I, = |y ){ap|, where |%\1> = cos(A)[0) +eXsin(A)[1) and [ay;) = sin(A)[0) —
eXcos(M)[1). Then, we can re-define |1) — e'X[1) so that |ag|;) = cos(A)|0) +sin(A)[1) and [ay)) =
sin(A)]0) — cos(A)|1), with A € R. O

Lemma 11. Let {Ily), 1o} and {Ily,I1,}, } be two rank-one projective measurements on a two dimensional
Hilbert space ‘H, then, there exists a unitary transformation U such that UH]-“U‘L = jg,); for all i,j.

Proof. Let ITj; = |1 ){c1| for all 7,j. From lemma 10, we can change basis such that |a|o) = [0), |ov)o) =
1), |atg)1) = cos(A)[0) +sin(A)[1) and |ev; ;) = sin(A)[0) — cos(A)[1) for some A € R. Any unitary of the form
U= e?(|0)(1] — [1){0]), with ¢ € R then satisfies the desired relations. O

The following lemma is well-known (it follows straightforwardly from e.g. [32, section 11.3.5])
Lemma 12. For pczger = Y; pipieyp @ |i)(i|p we have H(C|ZEE),, = >°, piH(C|ZE) ;.
We now prove lemma 9.
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Proof of lemma 9. Let Uy and Uj be the unitaries formed by applying lemma 11 to respective measurements
of each device and using the choice of basis specified in the proof of lemma 11 we can take Uy = o, and
Up = 0. Then define p} 5. = (02 ® 02 @ 1) parpre(02 @ 02 @ 1g). The states (N @ Zg)(p45/5) and (N @
TE)(pa-p/E) are related by

N @Zp)(parpg) = (Ixye ® 01 @ 01) (N @ Zg) (parpe) (lxye @ 01 @ 01) .

In other words (N ® Zg) (p4 /5.) is identical to (N ® Zg) (pa-p k), except that the outcomes of each device have
been relabelled. It follows that S((N ® Zg) (p4.55)) = w and H(N @ Zg)(ph.pr)) = H(N @ Zg) (pars/E)).-

Now consider the state pa/prpp = (parpe®[0)(0|g + phipipr @[1)(1|gr)/2. We have (N ®
Zeer)(parsreer) = (N @ Zg) (parsre) @ [0){0lpr + (N @ Zr)(parprpr) @ [1)(1]5/) /2. Since the CHSH score is
linear, we have S((N ® Zgg+ ) (pap/ge’)) = w- By construction, pa:p/g = (02 ® 02 @ 1g)parpe(02 @ 0, @ 15).

Finally, as a consequence of lemma 12, for any of the entropy functions H we have H(p/pgr) = H(pa/p/E).
O

Corollary 2. Any optimization of the form (B7) is equivalent to an optimization of the same form but where
each of the projectors are onto states of the form a|0) + B|1) with a, 8 € R and ppigg= (0, @0, ® 1)
parpre(0r @0y @ 1).

Next we consider the form of the reduced state p4 /- in the Bell basis.

Lemma 13. Let \ be the channel associated with a single-round CHSH strategy in which each POVM element
is a projector of the form cos()|0) + sin()|1) with o € R. The state pt, ;. ; satisfies

(N QZg)(ph 15/5) = (N @Zg)(parprg), where pl 15, is formed from pap:g by taking the partial transpose on
A’B’ in the Bell basis.

Proof. By definition, the partial transpose generates the state

Phoe = (1)) @ Lp)pare (|9 )0 Tj| @ L)

)

Writing the partial trace out in the Bell basis, for any two projectors IT; and II, on H4- and Hps we have

trap (I @ 1L @ Lp)ph pg) = > (W3] (IL @ ) @ L) pl (| ¥3) @ L)
= Z((<\Ili |(IL @ IL) [ W} (Wk|) @ L) parpre(| W)Wkl ¥:) @ Lg)
ijk

= > (W |(I @ L) [W) (3| @ Lp)pa (1) © L) (B8)
ij

When II; and IT, are each projectors onto states of the form cos(a)|0) + sin(c)|1) a short calculation reveals
(V5 (I} @ IT,) | W) = (| (IT; @ II,) | ¥; ). Using this in (B8) we can conclude that

trap (T @ T, @ Tg) phrgg) = trap (T @ T, @ Tg) parpre) ,

from which it follows that (N @ Zg) (o 5/5) = (N @ Zg) (pars/E)- O

Corollary 3. Any optimization of the form (B7) is equivalent to an optimization of the same form but where
each of the projectors are onto states of the form «|0) + 8|1) with ., B € R,

parpre=(02@02@ 1) pargrp(02 @02 @ 1) and parpp = phigp-

Proof. We established the invariance under (0, ® 0, @ 1) in corollary 2. Since (N ® Zg) (o 15.5) = (N @
Tr)(parpg), if Eve uses the state (pa/p/g ® |0)0|g/ + ph p.p ® [1)(1|g/) /2, then, by the same argument used
at the end of the proof of lemma 9, the entropy and scores are unchanged while the state satisfies the required
conditions. O

The next step is to show that the state on A’B’ can be taken to come from the set of density operators that
are diagonal in the Bell basis. We define
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Sp = {A0|¢)0><‘I’0| F A PIH P |+ A2 | Po)(Da| + A3 P3N P3| : 1= A= A3 20,12 X 2 Ay >0,

AO—A3>A1—A2,ZAI~=1}, (BY)

1

where the states {|¢; ) }; are defined by (B1)—(B4).

Lemma 14. Any optimization of the form (B7) is equivalent to an optimization of the same form but where each
of the projectors are onto states of the form cos(a.)|0) + sin(«)|1) with « € R and pp/p: € Sp.

Proof. From corollary 3, we have that ps 5/ can be taken to be invariant under o, ® 0,. Hence we can write

A 0 0 n

. )\ll %) 0

e D VAR
0 0 A

(B10)

where the matrix is expressing the coefficients in the Bell basis. That p4/5- = p1,, then implies that r, and r,
are real. Note that in order that p, 5 is a positive operator we require 17 < Aj\; and 13 < A\ \J.

Let Uy = cos(6/2)|0){(0] + sin(6/2)|0){1] — sin(6/2)|1){0] + cos(0/2)|1)(1], so that Uy preserves the set
{cos()|0) +sin(a)|1) : @ € R}. We proceed to show that for any state of the form (B10) with r; and r, real,
there exist values of 84 and 63 such that

Pay = (Us, @ Uy, ) pars (U}, ® U}))

is diagonal in the Bell basis. We can compute the form of p},, in the Bell basis. This has the same form
as (B10), but with r; replaced by r cos(64 — 05) + M2 sin(64 — 0p) and r, replaced by r, cos(04 + 05) +

2
17 7 . /_ \2
X 5 A sin(f4 + 0p). To make these zero we need to choose 4 and 6 such that cos?(6,4 — ) = %

and cos*(04 + 0p) = (AE/A_{;%-

RV RV
¢ =cos™! Ao — X5 , ¢y =cos ! M X ,
(A — A3)? +4ry (N] = A)? + 473

CA:¢1JZF¢2 and CB=¢1;¢2

If we write

then we can express the four solutions

(04,08) = (Ca,C8), (Ca+7/2,¢p —7/2), (Ca+7/2,(g+7/2), (Ca+,(B).

Each of these brings the state into the form pa:g = Ag|Po)(Po| + A1[P1)(P1]| + A2 | P2)(P2| 4+ A3|P3)(P3|. The
difference between the first two of these is an exchange of A\¢ with A3, the difference between the first and the
third is an exchange of A\; with A, and the difference between the first and the fourth is an exchange of Ag
with A; and of A; with A,. It follows that we can ensure Ay > A3 and A; > A,. Finally, if \g — A3 < A; — A, we
can apply 03 ® 1 to the resulting state, which simultaneously switches Ay with A; and A, with A3, while again
preserving the set {cos(«)|0) + sin(@)|1) : « € R}.

O

The culmination of this section is the following.

Lemma 15. For given pxy, let

Ri(w) :={(WN,parpg) : N €Cr, 2(Pxy), parpe € S(Har @ Hy @ Hg), S(N @ Zp) (parpp)) =w}  and
Ro(w) :={(WN,parpg) : N €Crm, 2(pxy), parpe € S(Ha @ Hp @ HE), parpr € S, S(N @ Lg)(parpg)) = w}-

We have infg, .,y H(N ® Zg)(parp/e)) = infg, (o) H(N @ Zg)(pa ) for any of the six entropy functions H.
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B.4. Reduction to pure states
Here we show that it is sufficient to restrict any of the optimizations we are interested in to pure states.

Lemma 16. For given pxy let R,(w) be as in lemma 15 and consider
R3(w) :={(N,parpg) : N €Cr, 2(pxy), parpe € Sp(Har ® Hp @ HE), parp € Sp, S(N @ Zg) (parpp)) = w}.

We have infr, () H(N ® Zg)(pase)) = infr, ) H(N @ Zg)(pa+s:£)) for any of the six entropy functions H.

Proof. Since R3 C R;, we have infr, () H(N ®Zg)(paspis)) > infr, ) H(N @ Zg)(pasE)). For the
other direction, consider a state p4+p/p from the set R, and let p4/p/ge/ be its purification. Using the strong
subadditivity of the von-Neumann entropy, H(C|ZEE') < H(C|ZE), a new strategy in which the only change
is that Eve holds a purification of p4p-5 cannot increase any of the entropic quantities of interest and makes
no change to the score. Thus, inf, (., H((N ®Zg)(parpe)) < infr, (o) H((N ®Zg)(parpE))- O

Note that this also means that we can restrict Hg to be 4 dimensional.
Appendix C. Simplifications of qubit strategies for specific entropic quantities

In this section, we compute expressions for each of the entropies of interest, based on the simplifications
from the previous section. In other words, we are considering the optimizations

G(w, pxy) == min H(N ® Zg)(pa’s'k)) (C1)

Har =Hp = (CZ Hg = (C4 parge €Sp(Har @ Hpgr @ HE), parp € Sp
N o= 3 per(x,y)laal @ [B)(6] @ (x| @ [n)lte (168,006 @ 166, )61 ) o)

abxy
|¢2‘x> = cos(g|x)|0) + sin(ay,)[1)  and |¢Ely> = cos(Bp|y)|0) + sin( By, )[1) (C2)
ay=7/2+ g and By =m/24 By (C3)
S((N ®@Zg)(parpE)) = w- (C4)

For convenience we sometimes use o, = a|x and By = By|x-
Let

TapxvE = (N ®Zg)(pa'pE)
= ZPXY(-XJ’)‘Qxa' & |b><b| & |X><X| ® |)/><}/‘ X trasps (<|¢a|x>< u\x| ® |¢b|y><¢b|y| & ]]-E) pA/B/E)

abxy

=" pxv(x,9)Pasiy (. b)|a)al ® [b)(b] @ [x)(x| ® [y)(y| @ 7™, (C5)
abxy

abx; .
where {7 '} are normalized.
‘We make a few initial observations.

. b . .
Consider ppjx,(a,b)7p * = trarp: ((|¢>a|x>< Sl @ 103,85, ® 115) pA/B/E). Since pap/E 1s pure, we
can use the Schmidt decomposition to write ps 575 = |® (P |4+5/g, where

e =Y _V/AW) @]i)
where {]i)} is an orthonormal basis for . We have
s (0.0)75"7 = 3\ A0y (tatl @ (08, 1) 193 (168 @168,0) 1] = IC™ )™,

where

Cabx}’ Zf u|x b\y )“1/1>|1> and pAB\xy a, b Z/\ ‘ a\x| ® ¢b\y|)|\p > . (C6)
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Hence Tghxy is pure for each a, b, x, y. Note also that

(160 68 ) = =) ()
(160 68y o) = =L (©®)
(160 68 1) = TPz 2 (©)
(60 68y ) = =0, €10)

Because T apxyg is formed from p4- /g without acting on E, we have H(E), = H(E),,, and because pa/p/g
is pure, H(E), = H(A'B'), = H({Xo, A1, A2, A3 })."" For the same reason, Y, pag(a, b)Tgbxy = 7g for all x, y.

Lemma 17. For oaxg = Y, pax(a,x)|a){a| ® |x)(x| ® o™, we have

H(A|XE) = H(A[X) + ) _ pax(a,x)H(oy™) = > px(x)H (ZPA|x(a)Ug’x> :
Proof. We have

H(A|XE) = H(AXE) — H(XE) = H(AX) + > _ pax(a,x)H(E|A = ,X = x) Z px(x)H(E|X = x)

ax

- St (-1 S )).

ax

O
We can parameterize the Bell diagonal state in the following way:
1  Rcos(#
No= Ly Reos®) s (C11)
4 2
1 Rsin(0)
Al=- -0 12
1= + > (C12)
1 Rsin(0)
A=-— -4 C13
2= 5 (C13)
1 Rcos(#
Ao = “’;( ) 15 (C14)

4
where 0 SR 1,0< 0 < m/4if R< 1/v/2,0r0< 0 < 7/4—cos™'(1/(Rv2)) if R> 1/+/2 and
—1/4+Rcos(0)/2 < § < 1/4—Rsin(0)/2.

Lemma 18. For R > 1/+/2, maxs H({\o, \1, A2, A3 }) is achieved when § = 6* := w.

Proof. One can compute the derivative of H({\o, A1, A2, A3}) with respect to ¢ to see that it is 0 only for

x . Rcos(20)
§=16 7“’;(

We next check that §* is in the valid range of §. The condition 6* < 1/4 — Rsin(#)/2 rearranges to
2R?sin®(#) — 2Rsin(#) + 1 — R> > 0. The roots of the quadratic equation 2R?x> — 2Rx + 1 — R? are at x =
s=(1+v2R*—1). For R > % the roots are real''. Our condition on 6 implies that 0 < sin(6) < 55(1 —

2R? — 1), hence taking x = sin(f) we are always to the left of the first root and so 6* < 1/4 — Rsin(f)/2.
A similar argument shows 6* > —1/4 + Rcos(6)/2.
We can then compute the double derivative of H({ g, A1, A2, A3 }) with respect to § and evaluate it at §*.
This gives — 1n(2)(2—4R2—&-31§4+R4 os(10))’ which can be shown to be negative for R > 1/1/2 and any valid # using
a similar argument to that above. O

10 We use H for both the von Neumann and Shannon entropies; if a list of probabilities is given as the argument to H it signifies the
Shannon entropy.
HIfR < % there are no real roots and the condition always holds.
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Using this state and the specified measurements, the probability table for the observed distribution has
the form given in the table below (whose entries correspond to ppxy):

X=0 X=1
A=0 A=1 A=0 A=l
Y=0 B=0 €00 1 — €0 €10 7€
B=1 3~ €00 €00 1€ €10
Yy=1 B=0 €o1 5 —eon y—en €1l
B=1 3 —en €o1 €1l 3 en
where
1 .
€0 = (14 Rcos(6) cos(2(c — Bo)) + Rsin(0) cos(2(ap + o))
1 .
=7 (14 Rcos(0)cos(2(cg — B1)) + Rsin(0) cos(2(cvg + £1)))
1
€0 =7 (14 Rcos(#) cos(2(cry — Bo)) + Rsin(#) cos(2(cor + Bo)))
1
=g (1 —Rcos(#)cos(2(cr; — f1)) — Rsin(B) cos(2(c + f1))) -
Note that

S(TaBxy) = (€00 + €01 + €10 + €11) /2

_ % N RC"SS(") (cos(2(a0 — fio)) + cos(2(ao — 1)) + cos(2(a — Bo)) — cos(2(cu — B1))
+ Rsin(6) (cos(2(ao + Bo)) 4 cos(2(ao + B1)) 4 cos(2(ar + Bo)) — cos(2(ar + B1))), (C15)

which is independent of 4.

C.1. H(A|X =0,Y =0,E)
This case was already covered in [20] where it was solved analytically (see also [21] for a slight generalization).

Lemma19. For3/4<w < i(1+ %) the solution to the optimization problem (C1) when
H=H(A|X=0,Y=0,E) is 1 — Hyn (%(1 +/160(w 1) +3)).

For completeness we give a proof here as well. We first show that the maximum CHSH score for a Bell
diagonal state depends only on R.

Lemma 20. Given a state pa g with pa.p/ parameterized as in (C11)—(C14), if N satisfies the requirements of
the optimization problem (C1), then Tapxyr = (N ® Zg)(pa-pk) satisfies S(Tapxyr) < % + %, and there exists
a channel N achieving equality.

Proof. Consider the score function (C15). Collecting all the terms involving oy and a; and some manipulation

gives

S(Tapxye) = % + ZR;\/E cos(Bo — B1) {sin(Zao) sin(By + B1) cos (% + 0) + cos(2ay) cos(By + 1) sin (% + 9)}

+ % sin(Bo — B1) [sin(Zal) cos(fBy + B1) cos (% + 9) — cos(2a) sin(By + B1) sin (g + 9)] )
(C16)

where we have used cos(f) + sin(f) = V2sin(/4 4 6) and cos(#) — sin(6) = /2 cos(w /4 + 0). For brevity
we write § = T 4 0. We then use that for r,¢,¢ € R we have rcos(¢) + tsin(¢) < v/r? + £ with equality if ¢ is
chosen such that rcos(¢) + tsin(¢) > 0 and rsin(¢) = rcos(¢). This allows us to form the bound

22



10P Publishing

New J. Phys. 25 (2023) 093035 R Bhavsar et al

S(Tapxve) < % + 2}% (| cos(fBy — 61)|\/sin2(ﬂ0 + B1) cos?(6) + cos?(By + By ) sin’(6)
+]sin(By — B1)|\/ cos?(Bo + B1) cos?(A) + sin®(By + 1) sin2(9)> (C17)
1 R
<=4 ——. C18
NG (C18)
Choosing cg =0, oy = /4, By = 5= g, pr=—-%+ g achieves equality (for instance). O

It follows that w > 3/4 is only possible if R > 1/1/2.
We now turn to the entropy. In this case we trace out B from the state 7/ in section C.5 to give
TAp =, Pajpo(a)|a)al @ 3= Prjao (b) TE, so that H(A|X = 0,Y =0,E), = H(A|E),. Using lemma 17 we

have
H(A|E)7—/ = H(A)q—/ + ZPA|00(61)H (ZPBI“OO(IJ)TEWO) —H (ZPABMO(EL b)Tgb()O)
! b ab
1 a
=1+ Z EH (ZPBlaOO(b)TEb()O) —H(E)p
a b
1
=142 5H (ZszBOO<a, b)TEW’) —H(B),,
a b

where we have used the fact that p4jo9(a) = 1/2 for a = 0, 1. The eigenvalues of Y, 2pap|o0(a, b) 72" turn
out to be

% (1 + \/Z(Ao — )\3)()\1 - )\2)C0$(40&0) + (Ao — )\3)2 + (/\1 - )\2)2) y

independently of a. Hence, we can write H(A|E), - in terms of the Bell diagonal state using

> %H <Z 2p4pjoo(a; b)TghO()) = Hbin (% (1 +1/2(X0 = A3) (A1 — A2) cos(4a) + (Ao — A3)* + (A1 — AZ)Z))
a b
H(E)p = H({Xo, A1, A2, A3}).

Having established this, we show the following.

Lemma 21. Let py/p/g be pure with Har = Hpr = C?, and let py g+ be a Bell diagonal state parameterized
by (C11)—(C14) with R > l/ﬂ Let 7 be the state defined by (C5), then

1
H(A|X=0,Y=0,E), > 1+ Hyp, (2 (1 + V2R~ 1)>

where equality is achievable for ag = 0.

Proof. We note that

; %H (; ZPABOO(avb)Tgb()O) 2 Hyin (; (1 V200 = A) (A = Aa) + (Ao — A3)2 + (A1 — )\2)2)>

= Hbin()\O + )\1) )
with equality for oy = 0. Hence
H(A‘E)T/ >1 +Hbin(>\0 + )\1) — H({)\(),)\l,>\2,>\3}) . (C19)

Using the parameterization of (C11)—(C14) we have Ao+ A; = 1/2(1 + R(cos(8) + sin(6))). Thus, the
minimum of H(A|E),+ over ¢ is achieved for § = §* (as in the case H(AB|X = 0,Y =0, E)). Taking ¢ = ¢*
and differentiating the resulting expression with respect to 6 yields

1 — Rcos(f) + Rsin(6) >
1+ Rcos(f) — Rsin(6) /

g(cos(ﬁ) +sin(#))log <

Since cos(6) + sin(0) = v/2sin(7 /4 + ), the leading factor is always positive over our range of 6. The logar-
ithm term is always negative, except for 6 = /4 where it reaches zero. Thus, the minimum over 6 is always
obtained at the largest possible 6, i.e. = /4 —cos™' (1/(RV2)).
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With this substitution the right hand side of (C19) reduces to
1
1+ Hypn (2 (1 +V2R — 1)) ,

establishing the claim. O
Lemma 19 is then a corollary of lemmas 20 and 21.

Proof of lemma 19. From lemma 21 we have
1
H(A|JX=0,Y=0,E), > 1+ Hyn (2 (1 V2R = 1)) .

However, lemma 20 then implies
1
H(A[X=0,Y=0,E); > 1+ Hpin (2 (1 +v4(2w—1)2 — 1))
1
= 1+ Hyn (2 (1 +/16w(w—1) —|—3))> ,

where we use the fact that Hy;, (p) is decreasing and concave for p > 1/2. Equality is achievable by taking
0= 0,01 = /4 o= T — B =~ + 1. 5

We use this case to gain confidence in our numerics, since we can make a direct comparison to the
analytic curve.

C.2. H(A|XYE)
In this case lemma 17 gives

H(A‘XYE) (A|XY +ZPAXY a,x }’ (Zpway ) ZPXY X )’ <ZPABX)/ a, b )

axy

=1+ ZPXY X,y pA|xy (ZszBxy a, b ) ( )

axy

The eigenvalues of Y-, 2pap|x(a,b)7;  can be computed to be

% (1 + \/2()\0 — A3)()\1 - )\2) COS(4OLX) + ()\o — )\3)2 + ()\1 - )\2)2> s

independently of a, y. If we define

gla) = % (14 V200 — )00 — ) cos(da) + (g — 2P + (u — )P
then

H(A|XYE) = 1+ _ px(x)Hyin(g(cx)) — H(E).

Using the parameterization (C11)—(C14) we have

gla) = % (1 +Ry/1 +sin(26) cos(4a)) .

Since this is independent of 6, we can again use § = §* (cflemma 18) to remove one parameter when
minimizing H(A|XYE).

We now restrict to the case where px(x) = 1/2 for x = 0, 1. Since H(E) is independent of {c }, we can
consider the optimization

min Hbin(g(ao)) +Hbin(g(al))

ag,a1,B0,81

subject to S(Tapxye) = w (C20)

for some fixed values of w, R and 6.
We proceed to make a series of simplifications of this optimization.
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Lemma 22. The optimization (C20) is equivalent to
min Hyin(¢((v+ ) /4)) + Hoin (g((v — ) /4))

subjectto S(u,v) := ! + - R (cos(u/Z) 1+ cos(v)sin(26) + sin(u/2)+/1 — cos(v) sin(29)) =w (C21)

2

ougsm.
Proof. Noting that the objective function in (C20) is independent of Bob’s angles (3, and /3;), analogously to
the derivation of (C17) we can bound the score function using

1 R - —
S(Tapxve) £ =+ —= <|cos(a0 —aq)] \/sm (o + 1) cos?(0) + cos?(a + ay ) sin* ()

27202
+[sin(ag — )] \/cosz(ao + ay) cos?(6) + sin* (o 4 ;) sinz(H)) .

We now substitute v/2 = cig + o and 1/2 = o — o) and rearrange (recalling that § = /4 + ) to give

S(Tanxrs) < % g (Icos(u4/2)| /1 + cos(v) sin(26) + [sin(11/2)| /1 — cos(¥) sin(26) ).
Since G |xys(w) is monotonically increasing in w (cf appendix D), it follows that we wish to choose the angles
to achieve the largest possible score function.

We first note that if cos(1#/2) < 0 we can make the substitution g — 7/2 4+ 1 and o — «p — 7/2 which
maintains the objective function, constraint, v and sin(u/2), while changing the sign of cos(u/2). In addi-
tion, if sin(u/2) < 0, the substitution ag +— a; and a; — «p maintains the objective function, constraint,
v and cos(u/2) while changing the sign of sin(u/2). It follows that the maximum of Hy;, (g((v+ u)/4)) +
Hyin(g((v — 1) /4)) for fixed score is obtained when

1 R
S(Tapxve) = S(u,v) := 3 + - (cos(u/Z) 1+ cos(v) sin(26) + sin(u/2)+/1 — cos(v) sin(29))
and when both cos(#/2) > 0 and sin(u/2) > 0, or, alternatively 0 < u < 7.

O

Lemma 23. In the optimization (C21) we can restrict to 0 < u < w/2 and 0 < v < 7/2 without affecting the
result.

Proof. Consider a u that satisfies 0 < u < 7. If cos(u/2) > sin(u/2) then 0 < u < 7/2. Otherwise, consider
u v+ 7 —u, v+— m — v. This maintains the constraint and the value of the obJectlve function and hence the
optimal value can still be obtained, but now with cos(u/2) > sin(u1/2), so we can assume 0 < u < 7/2.

For the restriction on v, first note that transforming v — —vhas no affect on either the objective function or
the constraint so we can take sin(v) > 0, or 0 < v < 7. If v > /2, then cos(v + u) < 0. Furthermore, cos(v —
u) + cos(v+ u) = 2 cos(v) cos(u) < 0 and hence cos(v — u) < |cos(v—+ u)|. Let ¥ = 7w — v. We have

S(u,v) — S(u,v) = i ((sm(u/Z) —cos(u/2)) (\/1 — cos(v)sin(260) — /1 + cos(v )sin(29))> <0,

where the inequality follows from cos(v) < 0, sin(26) > 0 and cos(u#/2) > sin(u/2). Hence, the mapping v —
m — v increases S(u,v).
Consider now the effect on the objective function

J(u4,v) := Hpin (; (1 + Ry/1 +sin(26) cos(v + u))) + Hpin (; (1 + Ry/1 +sin(26) cos(v — u))) .

Note that each binary entropy term decreases as its cosine term increases. We have

J(u,v) := Hpin <; (1 + Ry/1 —sin(26) cos(v+ u))) + Hyin (; (1 + Ry/1 —sin(26) cos(v — u))) .

If cos(v — u) < 0 then J(u,7) < J(u,v), so the transformation decreases the objective function.
On the other hand, if cos(v — u) > 0 we must have cos(v — 1) < |cos(v+ u)| and hence

V1 —sin(260) cos(v+ u) > /1 +sin(26) cos(v — 1) > /1 — sin(26) cos(v — u) > /1 + sin(26) cos(v + u).
Thus, J(u,v) < J(u,v) and the transformation decreases the objective function.
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Thus, in both cases the transformation decreases the objective function while increasing the score. Using
the monotonicity of Ga|xyg(w) with the score w (cf appendix D), it follows that we can further reduce the

objective function while bringing the score back to its original level. O
Let us turn to the constraint. We have
w= ! + R (cos(u/Z) 1 + cos(v) sin(20) + sin(u/2)+/1 — cos(v) sin(29)) _1 + icos(u/2 —9)
where cos(¢) = /(1 + cos(v)sin(26))/2 and sin(¢) = /(1 — cos(v) sin(26)) /2. We can rearrange this to
cos(u/2 — ¢) v/2(2w — 1) /R and hence there are two possibilities for u:
uy = 2cos /(1 + cos(v)sin(26))/2 £ 2cos ™! (V2(2w — 1)/R). (C22)
We can hence remove the constraint and consider the optimizations
min J(ug(v),v).
Summarizing the above analysis we have the following.
Corollary 4. Letw € (3/4,(1+1/+/2)/2] and K(R,0) =1 — H({\(R,0),\(R,0), )\Z(R 0),23(R,0)}),
where {\;(R, 9)} _, are given by (C11)—~(C14) with § = 6*. Defining D,, = {(R,0,v) : R € [v/2(2w — 1), 1],
0 €10, —cos™! (1/(v2R))], v € [0, 2]}, we have
Gapxv(w)=_ min  J(u(v),v)/2+K(R,0). (C23)
Dy, u€{uy,u_}
C.2.1. Monotonicity of K(R, )
The following monotonicity properties of the function K(R, §) will be useful later.
Lemma 24. Forany w € (3/4,(1+1/+/2)/2], and (R,0) € D,, we have OgK(R,6) > 0
Proof. Note that
AoAs |
M
and \g > A3 and A\; > \,. We differentiate K(R, #) with respect to R
O\
ORK(R,0) = Z (10g(r) + E) o
1 1
= — [ (cos(f) + Rcos(20)) | log\o + — | + (sin(f) — Rcos(20)) | logA + —
2 1 2 In2
— (sin(@) + Rcos(26)) (log)\z + 112> — (cos(#) — Rcos(20)) (log)\3 + 1 12)>
n
Ao AL AoAs
<10g (/\) cos(0) + log ()\—2) sin(6) 4+ Rcos(26) log ()\1/\2 ))
=log (%) cos(0) + log (i—;) sin(f) >0
as claimed. O

We derive a similar result for monotonicity of K(R, #) with respect to 6
Lemma 25. Foranyw € (3/4,(1+1/+/2)/2], and (R,0) € D,, we have 9pK(R,6) > 0.
Proof. We differentiate K(R, #) with respect to ¢
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s - o )2
_Z(bg ) 1;2 88?

—Z(log )

( log( Rsin(8) + log (i—;

) Rcos(f log(%).

)Rcos(ﬂ) — R*sin(26)log (i?iz ) )

R sm

We now consider the function

fR,0) = 21izagK(R 6) = —sin(0) In (iﬁﬁﬁg) + cos(0)In (iiﬁﬁg) . (C24)

Note that w € (3/4, (14 1/v/2)/2] implies 1/v/2 < R<1and 0 <0 < /4 —cos™'(1/(Rv2)), or 0 < 0 <
7/4, 1/v/2 <R < 1/(cos(f) +sin(f)). We can extend the domain of f(R,0) to 0< 60 <7/4, 0KR<
1/(cos(@) + sin(h)).

Taking derivative of f with respect to R gives

2R*sin(46)

IrfR0) = A R cos(@) + sin(@))2) (1 — R(cos(@) — sin(@))7) (C25)

Thus, Oxf(R,0) > 0 whenever § € [0, Z]. We can then infer that 9K(R,0) = 5+5f(R,0) >

R_£0,0) = 0.
O

C.2.2. Lower bounding the objective function
In this section, we propose a method to compute a lower bound on the function G | by partitioning the
domain. We start by considering an abstract version of the problem, which has the form

min Q(x) (C26)
x€D
where D C R” is a compact set and Q : D +— R is bounded. Furthermore, we assume we know an upper
bound M such that Q(x) < M forallx € D.
We use the notation C, p = [a1,b1] X [a2,b2] X -+ X [y, by, .e. Cyp is @ hyper-cuboid with a and b as two
opposite vertices. Then let C O D be any hyper-cuboid that completely contains D. We say P = {C,i i }i is a
partition of C if

C=|JCup (C27)

where {C, pi }; are cuboids whose intersection has zero volume.

The main idea behind our lower bounds is to find lower bounds on Q(x) that hold on each cuboid and
then to take the minimum of all the lower bounds. In some cases these bounds are formed by starting from a
corner and using bounds on the derivatives of Q(x) on the cuboid to form a bound that holds across the
cuboid. In other cases, we use monotonicity arguments to imply that evaluation at one of the corners lower
bounds the whole cuboid. Some of our cuboids lie entirely outside the original domain D. To save
calculation we assign the known upper bound on the function as the upper bound on cuboids in our
partition that lie outside of D.

C.2.3. Obtaining a lower bound on G xyg
We now return to our optimization problem (C23). It is convenient to switch parameterization to use

1 :=cos~'(v/2(2w — 1) /R) instead of R. Taking x = (1,0, v) we rewrite (C23) as

GA\XYE(w) = min Fl (nﬂaav) +F2(T],9,V) +K(R(77)70) (C28)

XED,, ,u€{uq,u_}
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where
Fi(n,0,v) = %Hbin (% + @ V14 cos(u(v) +v) sin(29))
Fy(n,0,v) = %Hbin (% + %77)\/1 + cos(u(v) —v) sin(29))
R = Y22,

Here the domain D, is the set
D, = {(77,971/) :n € [0,cos™! (ﬂ(Zw —1))],0 € o, % —cos™ ! (cos(n) /(4w —2))],v € [0, g]} (C29)

Define a cuboid C 2 D,, as [0,cos ! (v2(2w —1))] x [0, T — cos™" (1/(4w — 2))] x [0, Z]. We then

partition C as follows. Wg take {n; fl_j'ol to be sugh that_O =10 <M <mper <A = cos™! (ﬂ(Zw — 1))
Similarly define {9]-(’) }]1-\4:(6)+1 be such that 0 = 9(()1) < 951) << 9](\2)(i)+1 =2 —cos™ ' (1/(4w—2)) and
{v,((l’]) }fgg”l be such that 0 = v\ < ") < { ... < vl(f(’f,)j)H = 7. Thus C = {J; ; 4 Cijx» where, to

Xirj ko XiH 1Lk with Xijk = (ni79](’)7yi((l’])).
From (C22) there are two possible functional forms of u.. Taking derivatives we find

streamline the notation, we have used C; ; x := C

Opuy = 2

Oy = 2 cos(20) cos(v) € [-2,0] (C30)
\/1 — sin?(26) cos?(v)

O sin(26) sin(v) c0.1].

- \/1 — sin?(26) cos?(v)

We return to the problem of deriving an upper bound on the functions F; and F,. To do so, we first need
bounds on the functions cos(u+ £ v)sin(26). Our bounds use Taylor’s theorem, which we first state for
convenience.

Theorem 2 (Taylor). Let D C R" be compact and f: D — R be differentiable on D, then for all a,x € D there
exists x' € D such that

flx) = fla) + Vf

v (x—a).

Since sin(26) is always positive and increasing in € in our domain, we get the following result for any
(n,6,v) € Cijr.

maxyec, (cos(u(x) + v)) sin(26;41) ifmaxyec, (cos(u(xi,j7k) + V)) >0

maXyec, (cos(u(x) + v)) sin(26;) ifmaxxec, ;, (cos(u(xi,jyk) + V)) < 0.
(C31)

cos(u(x) £ v)sin(20) <

Letx = (n,0,v) € Cijx and, for brevity, write g+ ,(x) = u4(x) + (—1)"v with y € {0, 1 }. Then, by Taylor’s
theorem (cf theorem 2), there exists x” € C; jx such that

cos(gt (%)) = cos(ge (Xijx)) + Oy cos(gey (%)), (1 — m) + g cos(g , (x))] ., (0 — 0
+ 0y cos(g+ ,(x))| , (v — V,(j"j)). (C32)

We upper bound this by upper bounding each of the partial derivatives on C; ; x:

Oy cos(g+ y(x)) = —sin(g+ (x)) Oy us
9y cos(g+,y(x)) = —sin(g+ ,(x))Dpuis
0y Cos(gi’),(x)) == sin(gi,y(x))(&,ui +(=1)).

We have bounded the derivatives of u on C; ; x in (C30).
We now consider the different cases. Firstly, suppose maxxec, ; , [— sin(gi,y(x))] > 0.
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Consider the terms in (C32). Using the bounds in (C30), we have

Oy cos(gy y(x))|, (n—n;) <2 max [—sin(gy y(x))] (nis1 — i)

XEC,']' k
Do cos(gy,(x)) |, (0 — 9( N<o
) i 0
dycos(gy (%)), ,J) {Zmaxxec,, o [—sin(g4 0 (x))] (V;(<+])1 V,((l] ) y=0 .
0 y=1
Similarly,
Oy cos(g—y(x))|,, (n—mi) <O
D cos(g—,(x))[,, (6 - 6") <0
(i) (ivj)
1 2 X — = 0
Dy cos(g_ y(x))L{/ (V—V,(c 5 { maxxec,, [—sin(g— o(x))] (ka % .
0 y=1
Combining all of these, and bounding the —sin(g+. ,(x)) terms by 1, we find
cos(g4,0(x)) < cos(gy,0(Xijk)) +2(mit1 —mi) + Z(V,Eﬂ y i)y
cos(g+.1(x)) < cos(gy 1 (xijk)) + 2(1ir1 — 1) (C33)
cos(g-.0(x)) < eos(g—.o(xizu)) + 24 7] =)
cos(g—1(x)) < cos(g—1(Xijik))-

Secondly, in the case maxxec, ; [—sin(g+,y(x))] <0, we have

O cos(g+ y(x)) X/(77 —n;) <0
Do cos(g ()], (0 = 6) < =2 min [=sin(gs,(0)] (1) ;")
ij 0 y=0
Bycos(gs ()|, (=) <7 . y .
! ¢ —minge, , [~ sin(gy o(x)] () — i) y=1

and
O cos(g— ,(x))

Op cos(g— 4(x)) v

o(m=m) <=2 min [—sin(g+ y(x))] (nip1 — i)

XECl‘J‘)k

0-0") < ~2 min [~sin(gs (x))] 0, — o)

1, 0 y
B, cos(g—,(x)|, (v—vPy <" ~ b
4 } k —mingec, [—sin(gy 0(x))] (VI(<+])1 ( ’])) y=1

Combining all of these, and bounding the —sin(g+ ,(x)) terms by —1, we find

cos(g+,0(x)) < cos(g+,0(xi)) +2(017, —01")

cos(g+,1(x)) < cos(gy 1 (xijk)) + 2(91-(21 - 91-(i)) + () =) (C34)
cos(g-0(x)) < cos(g—o(Xijk)) +2(mit1 —mi) + (0](21 0].(i))

cos(g—,1(x)) < cos(g—1(Xijx)) +2(nig1 — mi) + (9](421 9]4(")) (Vl(ﬂfi V}Ei,j))_

Combining (C33) and (C34) we define

Ao =max(2(8), = 00), 2041 —m) + 2015 — i)
Ay =max(2(nies — i), 2000, —017) + () =)
Ao =max(2) =), 201 — ) +2(01, — 07))

J
A =201 =)+ 200 = 07) + 04 =),
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We hence have the following bounds for any x € C; ; x:

i A i 29 Q) if i3 A <0
cos(g+,y(x)) sin(26) < +J)l/( = {(COS(gJW(X S ) 1 (COS.(ng’y(X 30) By
(cos(g+,y(xijik)) + A y) sin (29]+1) otherwise

cos(g_ ,(x))sin(20) < ik _ (cos(g—y(xijik)) +A_,)si (290 ) if cos(g—,(xijk)) +A_, <0
o - (Cos(gay(xi,j,k)) +A_, ) (29](+1) otherwise '

With this established we return to the optimization problem (C28). We define the objective function
Q(n,0,v) := Fy(n,0,v) + F2(n,0,v) + K(R(n), ), which we want to optimize over D, and u € {u4,u_}.

Lemma 26. Let P =, ; Ci, be a partition of C as specified above. Define g; j x and h; ; as follows

1 1 R(Tli+1) i,j,k 1 1 R(77i+1) i,j,k ()
~Hiin (2+2\/1+< + SHun ( 5+ =221+ ) K (R0
1 1 RMiy1) / irjk 1 1 R(Mit1) | ka N @
hz,],k = 2Hb1n (2 + B 1 +€_70 + 2Hb1n 2 + B 1 +C +K(R(771)79] ) .

Let M € R be any upper bound on Q, i.e. M > maxyep Q(X). Then

min{g; hijx} if Xx€CjjsuchthatCijrND#0
M otherwise.

Q(x) 2 fijk = { (C35)

Proof. From lemmas 24 and 25 we know that JxK >0 and 0ypK > 0. In addition, J,K(R(n),0)=

%Wa K(R,0). Positivity of 9,K and 0OpK, implies K(R(n) 0) = K(R(n;), G(i)) within Cj .

Furthermore, Hyis (3 + %) is decreasing for x > 0. Since R(1)/1+ cos(v & u) sin(26) > 0,

1 R 1 R(;
Hypin (2 + g\/l + cos(us +v) sin(20)) > Hypin <2 + (77—“ V14 cos(uy +v) sm(29))

1 R(n;
—Hbin( 4 i) 77+1 \/1+cos g+(1¢1)/2)s1n(20)>

2
1 R(nl—H) ij,k
> Hpin (2+2 1+C+ (1F1)/2

Similarly,

1 ; 1 R i
Hbin (2 + (77 Jrl \/1 +COS u_ :l:V) sm(29)> 2 Hbin (2 + @ 1+< a] k1:F1 )

which establishes the claim. O

Combining the results in this section we obtain the following corollary.

Corollary 5. Letw € (3,3 + ﬁ] be fixed. Let D., be defined as in (C29) and P = J; ;  Ci j x be any partition
of the cuboid C = [0,cos ™' (V2(2w —1))] x [0, F — cos ™" ((4w —2)~")] x [0, Z]. Then

Gapxye(w) > Iglilfz;k (C36)

where f; ;  are defined in (C35).

This means that for fixed w we can lower bound the randomness by evaluating f; ; x at all grid points in
the relevant cuboid and taking the minimum. This is how our numerical algorithm works (note that the
lower bound gets tighter as the number of grid points is increased).
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C.3. Lower bounding Fy|xyg
In the previous section, we derived a technique to lower bound the function G, xyg(w) for a fixed value of
the score, w. In appendix B.2 we show that the asymptotic rate F4)xys can be computed by taking the convex
lower bound on Gy|xy. In this section, we construct a lower bound on the function Fy|xyg using a lower
bound on Gyxye.

We start with a general lemma.

Lemma 27. Let a and b be real numbers, a < b and G : [a,b] — R be a lower bound on G : [a,b] — R. Let
Fla,b] — R and Fla, b] — R be convex lower bounds on G and G respectively. Then F is a lower bound on F.

Proof. Let M, be the set of probability measures on the interval [a, b] satisfying [ du(w)w = wy.

F(wy) = inf /du(w)G(w). (C37)

BEMy,

Since G(w) > G(w) for every value of w € [a, b], for every measure y € M,, we must have that [ du(w)G(w) >

[ dp(w)G(w). Thus

F(wp) := inf /du(w)G(w) > inf /dﬂ(w)é(w) > F(wp).

HEWY

. ’p .
Since we can only compute our lower bound G A|xvE ON Ga)xye for a finite set of values of w, to form a

lower bound that holds for all values of w, we construct a function GA‘ xyE as follows. Let {w;}Y_, be an
ordered set of values in [2,1 + ﬁ] with w; = 3/4 at which we have computed Gf‘ «vg- We define é/\l xye(w)
to be equal to A‘XYE(wi) for w € [wj,wit1), and equal to AlXYE(wN) for w > wy. Because G xy is
monotonically increasing in w (see lemma 35), it follows that for w € [w;,w;t1),
Gapxve(w) = Gapxye(wi) > GZXYE(M) = GA|XYE(W)-

A lower bound F ‘Alxve Of Fa|xyg can then be formed by taking the convex lower bound of GZ\DI v (cf
lemma 27).

C.4.H(A|E)
In this case lemma 17 gives

H(A|E) = +ZPA ZPBXY| (bxy)r™ | —H ZPAB(%b)PXY|ab(an’)7'gbxy

bxy abxy

=14+-= ZH ZZPABXY a, b X }/) abxy —H(E)

bxy

=14- ZH > " 2pxv(%,9)Pag (a,b) 7™ | — H(E)

a bxy

—1453H (Zpr(x)trAf ((lemsiid 1) pA,E)> ~ H(E).

Like in the case H(AB|E) the middle term cannot be removed and this term is not independent of 6.

C.5.H(AB|X=0,Y = 0,E)
For H(AB|X =0,Y = 0, E) we are interested in the state

TABE = ZPAB|00 a,b)|a)(a| @ |b)(b| @ 7"
ab

since H(AB|X=0,Y=0,E), = H(AB|E) ... Note that, as above, H(E),» = H(E),. Using lemma 17 we have

H(AB|E), = H(AB), + Y _ pas(a,b)H({"™) (E pas(a,b) “W’)

ab

=H(AB)» + Y _pas(a,b)H(r") — H(E)..
ab
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However, since 72/%° is pure for each a, b, H(7£?*’) = 0 and we find

H(ABIE),, — H(AB), — H(E),
= H({€00,€00,1/2 — €00,1/2 — €00 }) — H({ X0, A1, A2, As})
= 14 Hypin(2€00) — H({ Ao, A1, A2, A3}) .

2
Lemma 18 shows that maxs H({ Ao, A1, A2, A3 }) is achieved for 6 = 6* = R%S(w). Since the score is
independent of § we can take the state to satisty § = 6* and remove J from the optimization.

C.5.1. Reparameterizing the optimisation problem
We introduce some notation for convenience. Let x = (R, 0, a, a1, By, 51) and define

€00(x) := cos(8) cos(2ag — 2) + sin(6) cos(2ar + 250) (C38)
€10(x) := cos(#) cos(2a; — 2f3y) + sin(f) cos(2cr; +203) (C39)
éo1(x) := cos(8) cos(2ap — 231 ) + sin(6) cos(2cr + 21 (C40)
e (x) := — cos(0) cos(2an — 231) — sin(8) cos(2a; +28,) (Ca1)
K(x) := K(R,0), (C42)

where K(R, 0) is given in corollary 4. In this notation, the equation for the constraint is

. 42w —1
> éi= %: (C43)
ij

and hence the optimization problem is

Ga|x=0,y=0,e(w) = min (Hbin (; + Réoo(x)) +K(X)>

xeD,, 2
i 42w —1) (C44)
s.t. Z&ij(x) =—Fx

ij

where D, = {R € [v2(2w — 1),1],0 € [0,7/4 — cos~(1/(RV2))], (aw, 1, Bo, B1) € R*} (see lemma 20 for
the justification of the range of R).

For brevity we use P(x) for the objective function. We call x € D,,, a solution to the optimization
problem (C44) if G4pjx—0,y=0,r(w) = P(x) and x satisfies the constraint. For reasons that shall be clear later,
we now define the following functions on the extended domain

. Hiin if 11
Hbm(x):{ n() i € [5,1] (C45)
1 otherwise
and
. i —1)<RK <OHLE —cos™ [ L
K(R.0) = K(R,0) if \/§(2w 1)<KR<1and0 <6< 7§ —cos (\/ER) (Ca6)
1 otherwise

Here K(R, ) and Hy;, both take the value 1 when the functions K(R, ) and Hy, (x) are outside the stated
range. These values are chosen such that upon extension of the domain, the resulting optimization problem
still has the same minimum*.

Lemma 28. Let X, be the set of solutions of (C44) for some w € (%, % + ﬁ] There exists x € X,, such that
€00(x) > 0 and égo(x) = max |e;(x)|.
ij

12 That Hyi (x) < 1 and K(R, 0) < 1 whenever defined justifies the choice made for defining Hiyi, (x) and K(R, 6).
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Proof. We first prove that we can choose

|€00(x)| = H}?Xléij(x)\- (C47)

From the symmetry of the binary entropy, Hyin (3 + %) < Hpin(3 + %) for [y1] > |y2|. Now consider the fol-
lowing cases

e Suppose |ég(X)| < |€10(x)|: Perform the transformation oy <+ a; and 3; — 1 + 5. Under this transform-
ation é&p(x) > €91 (x) and €;9(x) > €1;(x). The CHSH score is hence preserved. This transformation also
decreases the objective function, so x cannot have been an solution to (C44) prior to the transformation.

e Suppose |€go(x)| < |€o1(x)[: Perform the transformation 3 <+ $ and oy — ) + 7. Under this transforma-
tion €go(X) <> €10(x) and €y (x) <> €11(x). Again, this preserves the CHSH score while reducing the objective
function.

e Suppose |égo(x)| < [€11(x)|: Perform the transformation ag — o + 5, ay — g, By — f1 and 1 — By +
. Under this transformation €y (x) <+ €11(x) and €y;(x) <+ €10(X). Again, this preserves the CHSH score

while reducing the objective function.

Finally, we can show that éy(x) > 0 by observing that for w € (2,1 + 7] we have
RY &j(x) =4(2w—1) > 2. (C48)
ij
In addition, for all 4,7,
Réjj(x) < R(cos(f) +sin(0)) < 1, (C49)

where the last inequality follows from (C11) and (C12) whose sum can be at most 1.
Now suppose that |ég(x)| = max|€;| and €y (x) < 0. It follows that
ij

R E & =R(épo + €01) + R(é10+ €11)
i
R(égo + €01) +2

<
<2

)

where the first inequality uses (C49). This is in contradiction with (C48).

O
Lemma 29. Let P be the objective function with extended domain, i.e. f)( ) = Hy, <7 + R“")( )) 4 K( ),
we (3,54 2\[] and let X be a set such that D, C X C R®. Then,
GaB|x=0,y=0,e(w) = xmelyl(l P(x)
42w — l) (C50)
Z ij(x ’

i.e. optimizing over P on an extended domain X gives the same solution as the original optimization (C44).
Furthermore 3x € D, that is a solution to both optimization problems.

Proof. Let x’ € D, achieve the optimal value of P and have éy(x’) > 0. [From lemma 28 such an x’ exists.]
Since P(x) = P(x) < 2 forallx € D,,, and P(x) = 2 for x € R® \ D,,, x’ must also achieve the optimal value of
P, where it takes the same value. O

C.5.2. Some simplifications
Lemma 30. Let X,, the set of solutions to the optimization problem (C44) for some w € (% % + —=]. There
exists x = (R, 0, ap, a1, By, 1) € Xy, such that the following hold

e sin(Sy+31) >0
e sin(f) — 1) <0
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Proof. The expression for the CHSH score satisfies (cf (C16))

V2(2w —1) = Rcos(By — B1) {sin(Zao) sin(By + f1) cos (% + 9) + cos(2a) cos(By + 1) sin (% + 0)}

+ Rsin(By — f1) [sin(Zal) cos(By + B1) cos (g + 9) — cos(2a) sin(By + F1) sin (% + 9)} .
Let v, a1, Bo, 51 be optimal parameters. Consider performing the following steps sequentially.

(1) If sin(By + B1) < 0, then perform the transformations 8; — —; and a; — —«;. We get sin(5o + 1) = 0.
(2) Ifsin(By — 1) > 0 then perform the transformations 5y — 3y + 5, 1 — B1 — 5, a; — a; + 5. This step
does not affect sin(8y 4 51 ). Thus we ensure that sin(5y — 51) < 0 and sin(5; + 1) > 0.

In each step, the values of ¢;; for all i,j remain the same, hence the CHSH score and the objective function
remains invariant throughout. Thus, the transformations maintain optimal parameters. O

C.5.3. Reduction in parameters
To rewrite the optimization in a way that removes the constraint we introduce the following functions

1 . 1
tan(\) tan( % —H9)> +ian <tan(v) tan( % +9)> (C5D)

ao(\,v,0) ;= —2tan™! (
E(A\,v,0) := cos(0) cos(dy — 2v+ A) + sin(B) cos(Gg + 2v — A) (C52)

V22w —1)

R(\,v,0) := - .
( ) cos(A—v) [sin(é&o) sin(v) cos(Z +6) +cos(Go) cos(v) sin( 5 +6)] +w\/17cos(21/) sin(26)
(C53)
We also state the following small lemma for convenience.
Lemma 31. Let a,b € R with a# 0. The values of v € R that form extrema of acos(~y) + bsin(y) are
v =tan"'(b/a) +nr (C54)

forany n € Z. If a > 0 the maxima occur when n is even and the minima when n is odd, and vice-versa if a < 0.

Proof. The problem is equivalent to maximizing

(v) (7)-

a b .
N7 e cos(y) + N e sin
Let ¢ satisfy cos(¢) = (\/ﬁ) and sin(¢) = (ﬁ). Thus, the expression is equivalent to cos(y — ¢)
which has maxima for v = ¢ + 2nm and minima for v = ¢ + 7 4 2n7 for n € Z.
If a > 0 then this gives maxima for y = tan~!(b/a) 4+ 2n7 and minima for v = tan~'(b/a) + (2n+ 1).
Alternatively, if a <0 then this gives maxima for v =tan"!(b/a) + (2n+ 1)7 and minima for v =
tan~!(b/a) + 2nm. O

Lemma32. Letw € (%,%qLﬁ] and D), = {(\,v,0) e R*: X € [0,7],v € [0, 7],
0 €0,% —cos™! (1/(4w —2))]}, then

o 1 RO\,v,0)E(\v,0 "
Galx=0,v=0,5(w) = gl,f <Hbin (2 + ()2()> +K(R,9)> . (C55)

Proof. Start from the form of G in lemma 29. The objective function P is independent of the parameters
a1 and (3, and, as shown in lemma 29, the optimum is achieved for some x € D,,. Because the function
Gap|x=0,v=0,c(w) is increasing in w (see lemma 36), the optimal values of the parameters o; and (3, must
maximize the CHSH score. Recall that the score can be related to «; and 3; by (cf (C16))
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V2(2w —1) =Rcos(By — 1) [sin(2a0) sin(f5y + B1) cos (% + 9) + cos(2ayp) cos(By + Ho) sin (% + 9)]

+ Rsin(By — 51) [sin(Zal) cos(Bo + 1) cos (g + 9) — cos(2a ) sin(By + f) sin (% + 9)} .
(C56)

Consider maximizing this over «;. From lemma 30 we can assume sin(8y — 1) < 0, so we want to minimize
the second term in square brackets in (C56). This has the form of the expression in lemma 31. Since the sine
and cosine of 7/4 + 6 are both positive, and from lemma 30 we can assume sin(5y + ) > 0, the minima of
the square bracket (and hence maxima overall) occur for

2c; = —tan” ! (cot(ﬁo + /1) cot (% + 9)) + 2nm. (C57)
The CHSH score is symmetric in the parameters for Alice and Bob, so we can re-write it as
V2(2w —1) = Reos(ap — ay) [sin(Z,@o) sin(ay + o) cos (% + 9) + cos(2fy) cos(ag + ) sin (% + 9)]
+ Rsin(ag — ) [sin(ZBl) cos(ap + a) cos (g + 9) — cos(26;) sin(ap + o) sin (% + 9)} .
If we now maximize over /31, from lemma 30 the solutions either satisfy

28 = —tan™! (cot(ozo—l—oq)cot (% +9)) +2nmw  or
2B = —tan"! (cot(ao + o) cot (% +9)) +(@2n+ )7

for n € Z. (Which one holds depends on the signs of sin(a — «1 ) and sin(cp + a1 ).) In both cases, tan(23;) =
cot(ag + vy ) cot (T +6).

By symmetry (and because we can take sin(cp — ;) < 0 and sin(ag + o) > 0 from lemma 30) the max-
ima of this over 31 occur for

23 = —tan™! (cot(ao + o) cot (Z + 9)) + 2n. (C58)
Rearranging gives
tan(ap + o) = —cot(23) cot (g +9> , (C59)
and hence
1 m
g = —o; — tan (cot(261) cot (Z + 9)) +nr
for n € Z. Using (C57) we find

209 = tan™! (cot(ﬁo + 51) cot (% + 9)) —2tan! (cot(Zﬁl) cot (% + 9)) 4+ 2. (C60)

The proof proceeds as follows. We use (C57) to eliminate «v; from the constraint, noting that the value of
nin (C57) does not change the value so we can take n = 0. We then use (C60) to reparameterize the objective
function in terms of 3, instead of vy (again the value of n2 in (C60) makes no difference and we take n = 0). The
parameters that remain are hence 3y, 51, R and 6. We then reparameterize using v = 3y + 3; and A = 231, so
that both the constraint and objective function are written in terms of v, A, R and . We then use the constraint
to write R in terms of the other parameters, reducing the objective function to an unconstrained optimization
over v, A and 6.

At this stage v and A range over all reals, which can readily be restricted to [0, 27]. In fact, we can restrict
both to [0, 7] by noting that lemma 30 shows that it suffices to take sin(v) = sin(8 + 31) = 0 hence v € [0, 7].
We then consider the transformation (A +— 2w — A\, v — 7 — v). We find

A0(27T—/\,7T—V79) = _&0(A7V79)
EQm —A\m—v,0)=¢E(\v,0)
R(2m — A\, m—v,0) =R(\,v,0),

from which it follows that we can restrict both A and v to the range [0, 7]. Finally, the original range of 6 is
[0,7/4 — cos™'(1/(RV/2)], with R € [v/2(2w — 1), 1], hence the largest 6 that needs to be considered for a given
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wism/4—cos™!(1/(4w — 2)). Since we are using the functions with extended domain, it does not matter that
we allow the range of 6 to potentially be incompatible with the value of R. This gives the optimization claimed
in (C55). L]

C.5.4. Upper bounding the derivatives
For brevity in this section we often use § = 7 /4 + 0. We upper-bound the derivatives for the functions
&, €, R. We first upper bound the derivatives for « as

2cot (0) csc*(N)
O\Gyo| = — C61
‘ Aao‘ ’cot2 (6) co?(A) +1 ’ (cen
cot (0) esc?(v)
Dyl | = ~ C62
o ’ cot? () cot?(v) + 1 ‘ (C62)
2¢sc? (6) cot( A csc? (6) cot(v
‘85640:‘ 2_()2()_ 2_()2() ‘ (C63)
cot? () co?(A\) +1  (cot? (6) cot?(v) + 1)
Observe that for x € R
acsc?(x) 1
< s S 4
a?cot?(x) + 1 max{a a} (C64)
Noting that cot(6) < 1 for 6 € [0, Z]. This gives us
|OxGo| < 2tan(f) =: ay (C65)
|0,60] < tan(f) =: ay,. (C66)
The identity {557 < ﬁ can be used to get the following upper bound
)(’“) ‘ 2csc? (6) cot()\) ‘ ‘ csc? (6) cot(v) ‘
o cot? (6) cot?(A (cot? (6) cot?(v) +1)
,05¢ 2(0) tan(f ) 4 o 2(0) tan(f)
S 2 2
p— 3 Pp— a_
2sin(20) © 7
Define z(\,v,0) to be the denominator in (C53), i.e.
NPT T R Nz
z(\,v,0): = cos(v—2DN) {sm(ao) sin(v) cos (Z +9) +cos (&) cos (v) sin <Z +9>}
in(v—A\
—M\/l—cos(h) sin(26). (C67)

V2

We now compute the derivatives of z. For the derivative with respect to A, we write Oyz = by + b0, ¢, where

cos(v—A)y/1 — cos(2v) sin(26)

by = sin(v— \) (sin(éo) sin(v) cos(6) + cos(dyp) cos(v) sin(6)) + 7

by = cos(v— A) (cos(é) sin(v) cos(f) — sin(dyp) cos(v) sin(6)) .

We can then bound these by b; < cos(#) +sin(#) +1/v/2 < /2 +1/v/2 and by < cos(f) +sin(0) < /2, so
that

106z] < V2(3/24 @) =: zy. (C68)

Note that 9,[cos(v — A) sin(v)] = cos(A — 2v) and 9,[cos(v — A) cos(v)] = sin(A — 2v). We can hence
write the v derivative as

Oyz=a, +a, +azd,&y, where (C69)
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a; = cos(\ — 2v) sin(éy) cos(8) + sin(X — 2v) cos(ég) sin(8) < cos(#) + sin(F) < V2
cos(v—A)y/1 —sin(26) cos(2v) _ sin(26) sin(2v) sin(v — A)

V2 V24/1 = sin(26) cos(2v)
as = cos(v— \) (cos(0) sin(v) cos(é) — sin(@) cos(v) sin(ép)) < cos(d) + sin(f) < V2,

4= < |cos(v— N[+ |sin(v—\)| < V2

. . 20)5in(26)
and where we obtained the bound on a;, using | 15“1( :)22;1( ) | < v/2. Hence, we can bound
A/ sin COS V

|0,2] < \6(2 +ay) =: z,. (C70)
Finally we compute the § derivative
0z =1 + ¢ + 3056 (C71)
where

1 = cos(v— ) (cos(é) cos(v) cos(f) — sin(é) sin(v) sin(f)) < cos(f) + sin(f) < V2
cos(26) cos(2v) sin(v — \) < cos(26) 1+ sin(26)

C = <1
\f\/lfst@ ) cos(2v) \[\/lfsm26‘ 2

3 = cos(v— ) (cos(&o) sin(v) cos(8) — sin(é ) cos(v) sin(f)) < cos(6) + sin(6) < V2.

We hence obtain
1052 < V2+14+V205 =: 2. (C72)
We now compute the derivatives of €é:

OxE = —D\Gy(cos(B) sin(ép + A — 2v) +sin(€) sin(Go — A + 2v)) + sin(0) sin(éy — A + 2v)
—cos(0)sin(dy + A —2v)

0,€ = —0,&(cos(0) sin(ég + A — 2v) + sin(6)sin(Gy — A + 2v)) — 2sin(0) sin(do — A+ 2v)
+ 2cos(6) sin(dy + A — 2v)

0p€ = —0pdip(cos(8) sin(Gy + A — 2v) 4 sin(0) sin(éy — A+ 2v)) + cos(0) cos(dp — A+ 2v)
—sin(#) cos(Gp + A — 2v).

Using the same techniques as above, we find the following bounds

|Ox€| < ax(cos(8) + sin(0)) 4 cos(0) +sin() < V2(axr+1) =: €
10,€| < vy (cos(8) + sin(0)) 4 2cos(8) + 2sin(A) < V2(ay, +2) =: ¢,
|9g€| < v (cos(B) + sin(0)) + cos(h) 4 sin(0) < V2(ap +1) =: €.

C.5.5. Lower bounding the function
Consider a partition P of D/,. Let C; j x be a cuboid (with i label corresponding to A, j label for v and k label

for 0). Let Az=z)(Aix1 — Ai) + 2( ](421 vj(i)) (0,5::2 Glgi’j)), then in C; j

Rk ﬁ(Zw —1)

min

V2(2w —1) < V2(2w —1)

(1) () i) p(i.f)
1,]9) ()\,J,G)Az

<R\, v,0) =

5 =Rk (C73)
(/\1,1/ 0,7) + Az z(Aiyv

Also let Ae:=ex(Aip1 — Ni) + ev(v]-(_?l — v]@) + 69(9k+1 9(1’] )> then in C; j x we have

E,0) < ek = &Ny, 00) + Ae. (C74)

max

For each cuboid we define a continuous function g : C; ; x — R such that g; ; x(x) < P(x) for allx € C; j1.
Then we lower bound Gpx—0,y—0,r by using the following.
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Lemma 33. Let

o (1 Riwenn \ | ooiik o)
Zijik = Hoin | 5+ ——— ] + K(R i, 0,). (C75)
Then P(x) > g; ;1 for allx € Ci j1.

Proof. By definition, we have RIZKeTE > R()\ v ,0)€(X,v,0) for all x € C; j . Using the monotonicity of the

function Hyin(2 + %), we obtain Hyin (2 + R e ) < Hyin(3 + w)

K(R,6) with respect to R and  (see lemmas 24 and 25) implies K(R(\, v,0),60) > K(Rmin, ngi’j)) forallx € Cjjt.
These imply the claim. O

Similarly, the monotonicity of

Combining all the results in this section, we have the following
Corollary 6. Letw € (2,1 +5 ] be fixed. Let

D! ={(\v,0) eR*: X €0, 7r] ve0,7],0 €0, —cos™! (2(2w 1))]} and P =J; ;  Ci,jx be a partition of
any cuboid C 2 D’ (w) as specified above. Then

Gap|x=0,vy=0,5(w) = I{ljiilgi,j,k (C76)
where g; ; . are defined in (C75).

Proof. This is a direct consequence of lemmas 29 and 33. O

C.6. H(AB|XYE)
In this case we again use lemma 17 to obtain

H(AB|XYE) = H(AB|XY) + > pagxv(a, b, x.)H(7i"™”) = > pxv(x,9)H <ZPAB|xy(aa b)Tgbxy>
abxy xy ab
— H(AB|XY) — H(E),
where we again use that H(r¢"”) = 0, and note that 3~ , Pag)y(a, b)7" = p for all x, y. Note that

H(AB|XY) = pxv(x,y)H(AB|X = x,Y = y)

xy
=1+ pxr(x,)Hoin(26y),
xy
and so we have
H(AB|XYE) =1 + pry(x,y)Hbm(Zexy) — H({)\(), )\1 s )\27 A3}) . (C77)

Xy

Again the 6 dependence is all in the last term, so, like in the case of H(AB|X = 0,Y = 0, E) we can take § = 0*
and remove § from the optimization.

C.7. H(AB|E)
We first trace out XY to give Tage = >, pasla)(al @ [b)(b] @ D_ . pxyian(x,¥)7g Y For this state, lemma 17
gives

H(AB|E):H(AB)+ZPAB(a7b)H ZPXYMb(xa)/)Tghxy -H ZPAB(avb)pXY|ab(xa)/)Tgbxy

ab xy abxy

:H(AB)—FZPAB(Q,b)H prym;,(x,)/)Tgbxy —H(E)

ab

= H(AB) + ZPAB(av b)H Z mpxy(x,y)pA3|xy(a, b)TEﬂbe — H(E) .

ab xy
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In this case we cannot remove the middle term, and the middle term is not independent of §. The
optimization in this case is hence significantly more complicated. Note that

1
H(AB) =1+ Hpin <2 (PXY(O,O)EOO + pxv(0,1)eor + pxy(1,0)€e10 + pxy(1,1) (2 — 611))) .

Appendix D. Monotonicity

In this section we prove the monotonicity of the functions Ga|xye(w), Gapjooe(w) and Gap|xye(w). There is a
common part to the proofs, which we first establish.

Lemma 34. Let \o(R,0), A1 (R,0),\2(R,0) and \3(R,0) be the eigenvalues of a Bell-diagonal states p/p: as
in (C11)—(C14) in the case where § = R; cos(20). Then

0
R (Hpin(Ao + A1) = H({ Ao, A1, A2, A3})) > 0. (D1)
Proof.
2(H- (Mo + A ))——1 o+ A= o M) — log(ha + As) -2 (s + As) (D2)
IR bin (Ao 1)) = — 108 Ao ]8R0 1 0g(A2 33R2 3).

The equality above follows from the fact that 1— XA\ —A\g =X, + A3 and thus Hpin(Ao + A1) = —(Xo+
A1) log(A1 4+ Xo) — (A2 + As)log(A; + As). We also have that

%H({AO,AI,Az,A3}) = Zlog)\i?}:. (D3)
Adding the derivatives, we have
5% (Hbin()\o A1) — H({)\o,)\l,)\z,)\3})) = log (%fm) % +log (Aoj—l/\l) %
“Og(&fxz) % +10g<)\2/}:>\3> %
= log, (Aof/\l)%o\ﬁm +log, (/\0/:’1)\1)5%()\1 )
=log <f\\?> ;R()\o +A;) =log (i\?) cos(f) ~ sin(é) ;Sin(e)
>0. (D4)

Where the second equality follows from the fact that for Bell-diagonal states parameterized by § = %2 cos(20),
the eigenvalues obey

I VU VI ¢
Xo+M At X+ A+

and the inequality comes from the parameterization. O

Lemma 35. Forw e (3,1(1+ %)) and any distribution pxy, the function Gaxyg(w, pxy) is increasing in w.

Proof. Let us fix the score w. From the analysis in appendix C.2 we know that the optimum value of ¢ is
%2 cos(26). Throughout this proof we take § = %2 cos(26) and consider p4/p- to depend on two paramet-
ers R and 6. Let (N*, p*) = p(R*,0*) be the channel and state that that solves the optimization problem for
Gajxye(w, pxy), i.e. such that Gy xyp(w, pxy) = H(AIXYE) (A @1,)(p, 515(R*,6+))- It suffices to show that there
exists a curve o : [—1,0] = S(Ha’ @ Hp’ @ Hg), such that

(@) o(0)=p"
(b) g(t) := H(AIXYE) (A= 27,) (o (1)) s differentiable for all £ € [—1,0].
© 42| >o

(d) Ve SS(V* @Te)(0(1)) > 0.
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Then, if (a)—(d) hold, using the fact that g(¢) is continuous and has a positive derivative at t = 0, there exists
fo < O such that for ¢ € (,0), g(t) < g(0). Since the S ((N* @ Zg) (¢ (¢))) is continuous function, we must have
that for any ¢ € (#,0)

H(AIXYE) (x+030) (07, > HAIXYE) (W01, (o (1) (D)

2 Gapxye (S(NV* @ Zg) (o (1)), pxy) - (Do)

Since S((N* @ Zg) (o (1)) < w this establishes the claim.
It remains to show that there exists a function o (#) such that (a)-(d) hold. Recall from appendix C.2 that
we can write

H(AIXYE) = 1+ px(0)Huin(8(0, 0)) + px(1)Hyin(8(6, 1)) — H({ Ao, A1, A2, As}) (D7)

where g(0,a) := 3 (1 +Ry/1 +5in(26) cos(4a)) . We then set

a(t) = p(R* + kt,6%) (D8)

for some positive number x such that R* — x > 3 /4. Thus, 0(0) = p* and differentiability of g(¢) can be shown
using the form (D7). We compute the ¢ derivative:

dg(?) 0
=2 = ko (H(AIXYE) (W 0Te) (5,1 5(R,0 . (D9)
dt —0 8R ( ( )(P ( ))) R=R* 6=~
Note that
0 1 + sin(26) cos(4av)
3 Hon(s(0,0)) = g g0.0) V5
1 R . cos() + sin(6)

>H. (= +—
> Hy;, (2 + 5 (cos(9) + 51n(9))) 5

0
= Hy;, (Ao +)\1)87R(/\0 + A1)

0
= ﬁHbin()\O + A1),
where we have used that H, (p) is decreasing in p for p > 1/2, so we take a =0 to obtain a bound. It follows
that

dg(t)

0
ar =K = (Hbin(AoJr/\l)*H({/\O,)\h)\z,/\a})) >0,

OR

t=0

where the inequality is lemma 34.
Finally, the function

. 1
(W BT =5 36
ij
increases linearly with # (the score is linear in R).

Lemma 36. Forw € (2,1(1+ %)), the function Gp|x—o,y—o,5(w) is increasing in w.

Proof. The proof follows the same lines as the previous lemma but with the entropy changed. From
appendix C.5 we have

H(ABlX: 0, Y: O,E) =1 +Hbin(2600) —H({)\o,)\l,)\z,)\3}>.

We have
(%Hbin(zeoo) — H, (2600) cos(0) cos(2(ay — o)) er sin(8) cos(2(ap + o))
1 R ) (0
> Hy,, (2 + E(COS(Q) + sin(e))) M (D10)
and the remainder of the argument matches the previous proof. -
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Lemma 37. Forw € (3,3(1+ %)) and any distribution pxy, the function Gapxye(w,pxy) is increasing in w.

Proof. The proof for this again follows those above, except in this case (see appendix C.6)

H(AB|XYE) = 1+ > pxy(x,y)Hoin(26x) — H({Xo, A1, A2, As}).
xy

The bound that holds for €y in (D10) holds for all €, and hence the rest of the argument goes through as
before. O

Appendix E. Entropy accumulation theorem

In this section we state the Entropy Accumulation Theorem (EAT). The theorem is phrased in terms of a set
of channels { M;}; called EAT channels, where M; : S(R;—;) — S(C:D;U;R;).

Definition 4 (EAT Channels). Let {R;}"_, be arbitrary quantum systems and {C;}_,, {D;}/_,, and {U;}_,
be finite dimensional classical systems. Suppose that U is a deterministic function of C;, D; and that { M, }_,,
M;:S(Ri_1) = S(C;D;UR;) are a set of quantum channels. These channels form a set of EAT channels if
for all pg,r € S(RoE) the state pcpur,e = (M, 0... M) (pg,) after applying the channels satisfies I(C'~! :
Di\Di_lE) = 0, where I is the mutual information, and C’fl is shorthand for C,C;...Ci_;.

In the context of DI algorithms, the quantum register R, can be taken to represent the initial state of the
devices, which may be entangled with the register E. This state updates to Ry, R;, . .. as the protocol proceeds.
At step i the devices (together with the random number generators R4 and Rp) perform a map M; to give
the output classical random variables and the random choices generated by the random number generators.
The mutual information condition encodes the property that the random number generators are
independent of E and the previously generated data. The register U; records the score in the Bell game for
that round. Along with the classical inputs, the channel M; also outputs the updated state of the devices
represented by the register R; which may be stored by the device and acted on by the next channel'”. Each
EAT channel, therefore, for the DI protocols is a set of maps of the form

Mip) = > lo)el @ |d)(d] ® |u(e.d))u(e.d)| © M (p), (E1)

¢,d

where u(c, d) records the score in the Bell game, and each Mf’d is a subnormalized quantum channel from
S(Ri—1) to S(R;). The joint distribution of the classical variables C; and D; is

pei(e.d) = w(Mi(p)). (E2)

Definition 5 (Frequency distribution function). Let U= U, Uj,... U, be a string of variables. The associated
frequency distribution is

_ Hie{1,...,n}: U =u}|

Freqy(u) : (E3)

Definition 6. Given a set of channels & whose outputs have a register U, the set of achievable score distribu-
tions is

Qs = {pv: M(p)y= ZpU(u)\u)(u\ for some M € 6}. (E4)

We also use
Qg ={pu:pu(L) = (1-7)and py(u) = ypy(u) with py € Qe }. (E5)

Definition 7 (Rate function). Let & be a set of EAT channels. A rate function rate : Qg — R is any function
that satisfies

rate(q) < inf H(CIDE)(Mm& ) (pre) » (E6)

1
(M, pre)€l s ()

13 In practice, the devices may be sent new states in each round, but there is no loss in generality in assuming that the devices pre-share
all the entangled quantum resources they need for the protocol.
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where

Te(q) :={(M,pre) : (M QZE)(pre)v = Zq(u)|u><u| for some M € &} (E7)

is the set of states and channels that can achieve distribution q.

Definition 8 (Min-tradeoff function). A function f: Qg — R is a min-tradeoff function if f is an affine rate
function. Since min-tradeoff functions are affine, we can naturally extend their domain to all probability dis-
tributions on U, denoted P.

The entropy accumulation theorem then can be stated as follows (this is theorem 2 of [6], which is a
generalization of the results of [16]).

Theorem 3. Let f be a min-tradeoff function for a set of EAT channels & = {M;}; and pcpug be the output after
applying these channels to initial state prg. In addition let €, € (0,1), a € (1,2) and r € R and 2 be an event on
U that implies f(Freqy,) > r. We have

a ]
Hxin(C|DE)PcDE Q >nr— IOg
[ a—1 pall— \/@)
+n inf (A(f,p) — (@ = 1)V(f,p) — (@ = 1)*Ka(f)) , (ES)

where A(f,p) = rate(p) — f(p), and

Vif,p) = 11172 <log(1 +2dc)+4/2 +Varp(f)>2

Ka(f)=¢ 1

(2 - a)3ln2z(a—1)(log(dc)+Max(f)—MinQ® ) 1113 (zlog(dc)—i-Max(f)—MinQ@ ) + 62) ’

and we have also used

Max(f) = ;rggf(p)

Ming, (f) = inf flp)

Varp(f) = ZP(”) (f(éu) - E(f(5u)))2 ,

and 0, is the deterministic distribution with outcome u.

To use this theorem we have to assign the variables C; and D; to the parameters in the protocol.

E.1. Protocol with recycled input randomness (protocol 3)

For this protocol we want to extract randomness from the inputs and outputs. We hence set C; = A;B;X;Y;
and take D; to be trivial. When running a protocol, we do not generally know the set of EAT channels being
used (these are set by the adversary), but instead only know that they have the no-signalling form, i.e. we
have

Mlpas) = la)al ©1b){bl @ [x)(x] ® )] @ [u(a,byx,y))(u(a, b.x,y)| @ MO (paw),

abxy

where M@ (parp:) = pxy(x,) (5 @ F'Y)(parp:) and {£%9}, and {F’**}, are instruments on A’ and B’
respectively (cf (E1)). Henceforth, the set & will refer to all channels of this type.

In the CHSH protocol without spot-checking the rate function should be a lower bound on
H(ABXY|E) = 2 4 H(AB|XYE) and we can form our rate function via rate({1 —s,s}) = 2 4 Fap|xys(s) or
rate({1 —s,s}) = 2 + F|xyz(s), the former being preferred as it is larger. A min-tradeoff function can then
be obtained by taking the tangent at some point. Since Fap|xyg(s) is linear for 3/4 <'s < Wip|xyr ~ 0.847, for
experimentally relevant scores we can form the min-tradeoff function using the extension of this line to the
domain [0,1], i.e. we can take f{{1 —s,s}) = 2+ Gy (w™) (s — 3/4) in theorem 3 when applying to
protocol 3, and in this case dc = dadpdxdy = 16 and we get a bound on H. (ABXY|E). The theorem holds
for all @ € (1,2) and we can optimize over « to increase the bound.
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E.2. Spot-checking CHSH protocol (protocol 1)

To use the EAT in the spot-checking CHSH protocol (protocol 1) we set C; = A;B; and D; = X;Y; in
theorem 3. The channels again have the no-signalling form mentioned above, and we can use either F1p|or
or Fy o as the basis of our rate function. Since the two-sided version is larger, it is better to work with
F4p)00e(s), and the related min-tradeoff function based on taking its tangent at some point. Modification is
required to account for the spot-checking structure. If we let g,({1 — s,s}) be the tangent of F,|90g(s) taken
at t then we can form the spot-checking min-tradeoff functions

(5,) = %gt(5u)+(1f%)gt(5l) u€{071}.
fi(0u) {gt(él) v

where t can be chosen (see e.g. [16, section 5] for the argument behind this). Using this construction the
following theorem can be derived (this is an adaptation of Theorem 3 in [6]).

Theorem 4 (Entropy Accumulation Theorem for spot-checking CHSH protocol). Let papxyur be a CQ
state obtained using the spot-checking CHSH protocol (protocol 1). Let §) be the event

{i: Ui = 0} < ny(1 — wexp + 9) with pq being the probability of this event in papxyue, and let pagxyur|q be
the state conditioned on (). Let €, € (0,1) and o € (1,2). Then for any r such that f,(Freqy,) > r for all events in
Q we have

1

Hfr};in (AB|XYE) ) ABXYE| >nr— - IOg (EQ)
P a—1 pa(1—/1—¢)
+ npeiléﬂ (A(fp) — (= D)V(f,,p) — (@ = 1)’Ka(f,) (E9)
where
A(f,,p) == Fagxve(p(1) /) — fi(p) (E10)
2
VUp) =52 (1og(0) +Vary (1) + 2 (E1)
Ka(f) = ;Z(Q—l)(Z-ﬁ-Max(ﬁ)—MinQé ) 1n3(22+Max(f,)—MinQ~é (£) n ez)' (E12)

6log(2 — a)3In2

To use this theorem we can take r = (Fpjoog(t) + (Wexp — 6 — t)FAB‘OOE(t)) (cf the discussion in [6]), and
since the theorem holds for any ¢ and « these can be optimized over.

E.3. Protocol with biased local random numbers (protocol 2)

To derive the randomness rates, we use theorem 3 with C; = A;B; and D; = X;Y}, as in the previous
subsection. What remains is to derive the min-tradeoff function and error terms. In this section, we compute
these quantities and derive the expression for the completeness error in terms of the biasing parameters (4, (3
and statistical error §.

E.3.1. Deriving the min-tradeoff function
We seek a min-tradeoff function suitable for using with protocol 2. To construct it we write the EAT channel
in a slightly different way that is explicit in the input distribution pxy:

My (p) = pxv(x.y)la)ala @ [b){bls © [x)(xlx @ [y) ¥y © | e,y w)){(x. W) [u © MI3(p), (E13)
abxy

where M’} are subnormalized channels. We can also consider the analogous channel where the U register

only stores w (we use M to indicate this case). Next consider the entropy H(AB |X=0,Y=0E), this entropy
is calculated for the normalization of the state

(10){0[x @ 10){0]y ® T apuE) (Mpy, ® Zg)(pre) (10)(0]x @ [0)(0]y @ Lapue) -

For fixed {Mz:b}, this is independent of pxy (it is defined provided pxy(0,0) # 0).
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We next note that for g as the distribution on the score (U) register

(Mpy ®Ze) (pre)u = ) pxvtr(M;7 (pr)) (e, w)){(Ge )| = D a3, w)) | (2.7, W) (x, W)

abxyw xXyw
1 X,y 6] Xy, w
(M1/4®IE)(/0RE)U: Z Ztr(Ma,b(pR))vaya X)/, ‘ = 4PXY xva)><(x7yaw)‘a
abxyw Xyw
and hence
- X)W
(Vs 0 T (prehy = 3 WELD .
Pxy
It follows that
_ _ B . = T _ 7 _ Q((xa)’, 1))
HABIX =0,Y = 0,) (54 oy pu * (Mos ©T) (pre) = (1= J0N0] + s1){1], 5= S FLP220

= {HABX = 0.7 = 0B\t om0 My TN el = ()| s .
xyw
Let &¢a s be the set of channels for which X and Y are independent, X is 1 with probability (* and Y is 1
with probability ¢5.
Lemma 38. The function Fyp as defined in the main text can be used to define a rate function for &ca s by
taking rateca ¢5(q) = Fapjoop(w(q)) for q € Qs , ., where

wla) = iz AR ). (E14)
Proof. We have
FAB\OOE(W(Q))
::(/\;itlzlprE) H(ABIX=0,Y=0,E) i, 1) (o) (M1 ®IE)(PRE)U:(1*W(Q))|O><O|+W(Q)‘1><l|}
= Nilr’lprE){H(AB\X 0,Y=0,E)(m,,, ©Ze) (pre) - (Mprpr © Ze) (0RE)U Zq Xy, W xy,W)><(x,y7W)|}

< (./Vlln[f ) {H(ABXYE)(MpoY(X)IE)(PRE) : (MPXPY ®IE)(/)RE)U = Zq((xvyv W))l(xvyv W)><(x7y7 W)l} ’
»PRE s

and hence Fyp/00r(w(q)) is a rate function for g € Qe , ;-
We can hence form min-tradeoff functions suitable for using with protocol 2 by taking affine lower

bounds to Fypoog- Taking the tangent to Fap|oor at t we have min-tradeoff function

7a) = Fasoos(t) + Fugoor(®) | 13— ——al(y, 1)~ ¢ |

> Px(x)pr(y)
or, in other words, considering deterministic distributions on U = (x,y, w)

Flipiooe(t) .
[ilBeym) = {%ﬁx)ﬁy(y) + Eapjoos(t) = tFypioop(t)  ifw=1

Fapjoor(t) = tF)5j005(1) ifw=0
We have
A
451005 (1)
Max(f,) = 4CACE + Fagjoor(t) — tFI/AB\OOE(t)

Ming, () = Fapone(t) ~ Fugpor(t) (t— % (1 _ \2)) .

We now find a bound on Var,(f,) using the Bhatia—Davis bound [33].
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Lemma 39 (Bhatia—Davis bound). Let X be a real-valued random variable with max(X) = M, min(X) = m
and E(X) = p, then

Vary < (M — p)(pn—m). (E15)
In our case, M = Max(f,), m = Fagjoor(t) — tF} 9z (t) and

1= Eq(f,) = Fagjoor(t) + Fipo0x(t) (w(q) — 1), where w(q) is defined in (E14). Thus,

Vary(fi) < ( i&B\OOE(t))ZW(q) <4<iC3 _W(Q)>
(Fuaoor ) (sgber = 1) ifCA¢h <178

Fgoos(6) ) .
(G i > 1/8

where we have optimized over w(q) € [0,1] for the second inequality.

E.3.2. Completeness error
We can form a bound on the completeness error using Hoeffding’s inequality [34].

Lemma 40 (Hoeffding’s inequality). Let X; be n i.i.d. random variables witha < X; < b, a,b € R. If
S=>,Xiand p=E(S). Then for t>0

__ 2
P(S—pu=>t)<e nto-a?, (E16)

Theorem 5. Suppose protocol 2 is run using honest devices that behave in an i.i.d. fashion and that have an
expected CHSH score weyp. The probability that the protocol aborts is no greater than

¢33 (E17)

Proof. Recall the abort condition in the protocol, which states that w < wex, — d where

wzl |{i:Ui:(x7y71)}‘
4 z; npx(®)py(y)

We can write this as ) J;, where

]4( )_ 0 ifw=0 (E18)
PP 0 anpx()pyly)) i w=1"

This construction gives E [Y°, J;| = nE[];] = >y mP(U: (x,7,1)). In an honest implementation of
the protocol, the distribution on the register U takes the form

P(U= (x.y,)) = {px<x>py<y><1 —wy) fw=0 E19)

px(x)pY(y)wxy ifw=1

whe}rle > oy Wy = AWexps and hence E [Z ; ]i] = Wexp- The abort condition can be expressed as wexp — Y _; Ji > 0.
We have

P (wexp — Z Ji> 5) =P (Z(—Ji) — (—Wexp) > 5)

i

_ SCACBY?
<e 32”((()7

where we have used Hoeffding’s inequality for the random variable —J; witha = —1/(4n¢*¢®) and b=0. O
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E.4. Error parameters

Both theorems 3 and 4 are stated in terms of the probability that the protocol does not abort, pq, which is
unknown to the users of the protocol. However, if we replace po by egar, then if po > epar we have a correct
bound on the entropy. On the other hand, if po < €gar then the protocol aborts with probability greater than
1 — egar. In other words, prior to running the protocol the probability that it will both not abort and that the
entropy is not valid is at most egar. The soundness error of the protocol is €5 = max(egar, 2€; + €gxr ), Where
exxt 1s the extractor error (essentially the probability that the extraction fails). A summary of the aspects of
extraction relevant to the present discussion and in the same notation as used here can be found in [6,
supplementary information I C].

E.5. Application to H(AB|E) and H(A|E)

Note that the EAT as stated in theorem 3 cannot be directly used in conjunction with H(AB|E) and H(A|E).
The basic reason is that the event €2 should be an event on U, which in turn should be a deterministic
function of C and D. To use H(AB|E) and H(A|E) we need D to be empty and C to be AB. This means the
register U cannot depend on the inputs, XY, but without a score that depends on the inputs we cannot certify
non-classicality let alone randomness.

Since we do not have strong use cases for H(AB|E) and H(A|E) (cf section 2), we do not consider possible
extensions of the EAT in this work.

An alternative, which loses tightness, is to use an idea from [35, appendix B.3]. Applying to the present
case this would mean taking D to be empty and C to be either ABV or AV, where V; records whether the
CHSH game was won on the ith round, with U; = V;. Then, proceeding with the former, because
H(ABV|E) > H(AB|E) we can base our min-tradeoff function on H(AB|E), and we can use a chain rule to
recover a bound on the smooth min entropy of AB given E from that of ABV given E. The bounds used in
this approach are tightest when V has low entropy, so we expect better performance with spot-checking
protocols.

Appendix F. Discussion of composability

Throughout this work we consider a composable security definition. These involve a distinguisher who tries
to guess whether the real protocol or a hypothetical ideal protocol is being run. This distinguisher is allowed
access to all the systems an eavesdropper has access to and is also assumed to learn whether or not the
protocol was successful. The idea is that no matter what strategy the distinguisher uses, before the protocol is
run the probability is at most 1/2 + €5 that they can correctly guess whether the real protocol or the ideal is
being run.

The main purpose of this appendix is to make a few remarks on composability for protocols that recycle
the input randomness. In general, input randomness (the strings X and Y) is not directly reusable without
processing [2]. For instance, the devices could be set up such that the protocol aborts unless X; = 0 and so if
the protocol passes it is known that X; = 0. If X directly forms part of the output, then with probability 1/2
one bit of the final output is known, which contradicts the security statement which implies that the a priori
probability (i.e. the probability before the protocol is run) of being able to distinguish the protocol from an
ideal one that either aborts or gives out perfect randomness is at most the soundness error. Hence, in order to
recycle the input randomness, it also has to undergo extraction to remove possible information that may
have leaked about it.

Because we are working with device-independent protocols, the ongoing security of any randomness
generated can be compromised if the devices used for one instance of the protocol are subsequently
reused [27]. Hence, our discussion of security assumes devices are not reused (possible modifications to
protocols that aim to allow restricted reuse are also discussed in [27]).
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