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ABSTRACT

The derivation of information from monitoring drinking water quality at high spatiotemporal resolution as it passes through complex, ageing
distribution systems is limited by the variable data quality from the sensitive scientific instruments necessary. A framework is developed to
overcome this. Application to three extensive real-world datasets, consisting of 92 multi-parameter water quality time series of data taken
from different hardware configurations, shows how the algorithms can provide quality-assured data and actionable insight. Focussing on
turbidity and chlorine, the framework consists of three steps to bridge the gap between data and information; firstly, an automated rule-
based data quality assessment is developed and applied to each water quality sensor, then, cross-correlation is used to determine spatio-
temporal relationships and finally, spatiotemporal information enables multi-sensor data quality validation. The framework provides a method
to achieve automated data quality assurance, applicable to both historic and online datasets, such that insight and actionable insight can be
gained to help ensure the supply of safe, clean drinking water to protect public health.

Key words: data quality, drinking water distribution systems, drinking water quality, water quality analytics, water quality sensors

HIGHLIGHTS

® Automated data quality rules assess turbidity and chlorine sensor performance while deployed within drinking water systems.

® Cross-correlation determines how sensor locations are linked spatiotemporally, enabling multi-sensor analytics.

® A multi-sensor data quality assessment framework uses spatiotemporal information to further validate and, therefore, assure data quality
prior to the derivation of actionable insight.
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1. INTRODUCTION

Monitoring of distributed drinking water quality typically consists of periodic discrete sampling that fulfills regulatory pur-
poses but only offers a limited opportunity to understand the performance of these extensive and complex engineered
environments. The sparse data from discrete sampling does not enable examination of water quality deterioration processes
that are known to occur between treatment and tap, such as hydraulic-induced discolouration (Husband & Boxall 2011) and
disinfection residual decay (Speight & Boxall 2015). Without more dense data, water utilities can only be reactive, informed
of water quality incidents through customer contacts (Mounce 2020). This is becoming increasingly unacceptable, including
an estimated 4-12 million cases of gastrointestinal illnesses attributable to public drinking water systems in the United States
(Colford et al. 2006). High-frequency water quality monitors (generally considered as sampling every 15 min or less) suitable
for deployment within drinking water distribution systems (DWDS) offer the potential to change this. Such instruments
measure parameters such as turbidity and free chlorine, both of which can indicate pathogen presence. Turbidity has been
linked to gastrointestinal illness (Mann et al. 2007) and is a proxy measurement for discolouration (Boxall & Saul 2005),
which is primarily caused by hydraulic changes mobilising material accumulated on pipe walls, which can include pathogens
from biofilms (Husband et al. 2016). While disinfection residuals are relied upon to provide protection against planktonic
cells and limit microbial regrowth within DWDS (Thayanukul ef al. 2013), meaning a drop in free chlorine may indicate
increased pathogen risk. However, because these are relatively (to flow and pressure) sensitive scientific instruments, the
quality of data obtained from their deployment can vary.

The potential for such instruments is clear and utilities are embracing these sensing technologies within DWDS, but the
questionable data quality due to instrument sensitivity and issues connected to the often remote and harsh locations is cur-
rently a major barrier to the resulting data being used to inform network operations. Many turbidity sensors have optical
lenses in contact with sample streams that can get fouled by accumulating material (Mounce et al. 2015). Online chlorine
sensors commonly rely on membrane technology, which requires regular recalibration and servicing. Even with regular main-
tenance, the collected data may not be representative of the water quality being studied. This has resulted in water quality data
often requiring extensive manual data quality assessment and cleaning to remove spurious signals before analysis is possible
(Mounce et al. 2015).

There is a need to develop rapid and robust automated methods for checking water quality sensor performance and asses-
sing data quality. Differentiating between sensor errors and real system events is difficult without the ability to cross-validate
with other sensors in a network if applying the logic that system events will be seen in multiple sensors, unlike sensor faults
(Krishnamachari & Iyengar 2004). Sensors deployed within a DWDS can be entirely unconnected to each other or separated
by network features such as service reservoirs, valves, and pumps, which alter the water quality to such a degree that direct
comparison may not be possible. It is also not considered practical to install two sensors at every location, so understanding
how sensors at different locations are connected to each other is a key step in improving the effectiveness of data quality
assessment.

1.1. Background

In general, sensor data quality describes how accurately the sensor data represents the system under observation. There are
generally two routes to automatically assessing sensor data quality: define normality for the system being monitored and
quantify the degree of conformity to this normality (Teh et al. 2020); or define data quality metrics or errors and quantify
the degree these errors present in the sensor data (Kirchen ef al. 2017). The selection of a data quality method depends
both on the type of data available and the intended usage of the data. Normality can be modelled from past observations
or taken from an assumed distribution, but this may not always be available or applicable. A systematic review of sensor
data quality detection and correction by Teh et al. (2020), revealed that outliers were the most commonly studied sensor
error, followed by missing data, bias, drift, repeated values, uncertainty, and ‘stuck-at-zero’. The fact that outliers are both
indicative of sensor faults and real system events in sensor networks (Zhang ef al. 2010) demonstrates the need to be able
to validate these and other potentially erroneous occurrences, with other sensors. A rule-based approach, looking at features
such as data spikes and missing data, was employed on river water quality sensors in a study from Australia in 2019 (Talagala
et al. 2019), but this approach has not yet been applied to DWDS water quality sensor data. Though this work focuses on
assessing sensor data quality, the subsequent analysis may require that any removed or missing data to be filled in. A
review of missing data imputation techniques using DWDS demonstrated the range of potential methods, from simple stat-
istical single imputation to model-based and machine learning multiple imputation algorithms (Osman et al. 2018). A recent
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study compared such approaches on river water quality parameters and found that most will work well for short periods, but
longer gaps require consideration of the temporal fluctuations present in water quality time series (Zhang & Thorburn 2022).

Understanding how simultaneously recorded time series are related to each other spatiotemporally has been studied in
areas such as seismology (Vandecar & Crosson 1990), astronomy (Peterson et al. 1998), ultrasound imaging (Bonnefous
1986), and psychology (Boker et al. 2002). A variety of similarity metrics have been used, ranging from simple Euclidean dis-
tances to dynamic time warping (DTW) and correlation coefficients (Kianimajd ef al. 2017). Cross-correlation is the most
commonly used method for determining the strength of the relationship and time lag between two time series signals (Benesty
et al. 2004). This involves shifting one time series relative to another and calculating a correlation coefficient at each step,
with the step giving the highest correlation taken as the time lag. Pearson’s correlation coefficient (PCC) is a commonly
used coefficient as it measures the linear relationship between two variables. Many variants on cross-correlation, such as
detrended cross-correlation analysis, have been developed to deal with non-stationarity and the presence of unwanted period-
icity (Horvatic et al. 2011). In DWDS, one recent study used cross-correlation analysis between flow and pressure sensors in a
DWDS to detect leakages, indicated by sudden drops in cross-correlations (Gomes ef al. 2021). DTW is another method for
quantifying the similarity of two time series and can deal with different durations and sample rates (Keogh & Pazzani 2001).
It has been shown to effectively determine transit times in sewers using temperature sensors (Diirrenmatt ef al. 2013), though
its similarity metric is not as easily interpretable as PCC, which provides a value between —1 and 1 that informs about the
strength of the relationship. Though cross-correlation has not been used previously to relate water quality sensors spatiotem-
porally, semblance correlations between turbidity and hydraulic data have been used to infer changes in the risks of asset
deterioration (Mounce ef al. 2015).

The aim of this work was to develop a data quality assessment framework suitable for water quality monitoring within
DWDS. Specifically, this work aimed to establish and automate an appropriate method for accurate detection and quantifi-
cation of anomalous data in high-frequency remote turbidity and chlorine sensors. A key element of the framework was to
develop a method to understand the connectivity between water quality sensors at different locations, enabling data quality
assessments to be cross-validated. A final stage would allow data quality assurance, providing confidence for further analysis.

2. METHODS
2.1. Multi-sensor data quality assessment framework

A rule-based data quality assessment approach was decided upon, as opposed to an approach involving defining system nor-
mality, which would be problematic due to the lack of labelled datasets combined with the fact that water quality data is
neither stationary nor normally distributed. Therefore, a framework was developed, illustrated in Figure 1, for assessing
data quality of water quality sensors deployed within DWDS. The framework consists of three steps that work sequentially
to perform high confidence data quality assessments for water quality sensor networks deployed within DWDS. The first step
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Figure 1 | Multi-sensor data quality assessment framework.
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involves a single sensor data quality assessment, using eight data quality rules that were developed to identify data quality
issues. These are developed here specifically for turbidity and chlorine sensor data but will have wider applicability. Detecting
and quantifying the prevalence of data flagged by the rules in each time series allows for the performance of the sensors to be
ranked and compared within and across datasets. However, the removal and/or replacement of flagged data depends on the
needs of any subsequent analysis. When used in the multi-sensor framework presented in this work, the first single sensor
pass of the data quality rules involves filtering out any period of data that is flagged by a data quality rule. This is to
enable the cross-correlation analysis to be performed on the remaining data, without anomalous features negatively impacting
the correlation calculations. Next, cross-correlation analysis is performed to gain an understanding of how the sensors are
related in time and space. This results in a peak Pearson’s cross-correlation coefficient (PCC) for each sensor pair as well
as an estimated transit time between the highly correlated sensors. This information can enhance other water quality analyses
by allowing sensor information to be combined across locations. In terms of this data quality assessment framework, this
spatiotemporal information is used to enhance the data quality assessment, by enabling cross-sensor validation to take
place in Stage 3 on four of the eight rules identified in Stage 1. Methods for each framework stage were written in
Python, primarily using the data science library Pandas (McKinney 2010).

2.2. Data quality rules

The data quality issues, which were identified as the basis of each rule, are outlined in Table 1, along with the corresponding
method to detect their occurrence and a possible cause described. In many cases, the causes cannot be determined with con-
fidence without other supporting information, such as the data from other related sensors (Stage 3). The reasoning behind
each rule, along with the detection methods, are expanded upon in this section. This rule-based approach does not rely on
predicting or modelling these highly complex non-stationary parameters but instead focuses on developing methods to
detect the presence of the specific issues identified.

2.2.1. Timestamp errors

Timestamp errors refer to data points that have an unintended sampling interval compared with the previous data points.
Imbalanced datasets as such suffer from bias, with the lack of consistent timestamps being problematic for time series ana-
lyses and the data may require interpolation, leading to information loss (Bors ef al. 2017). It also could be indicative of
malfunctioning instrumentation and/or human intervention. Perfect detection of timestamp errors requires knowledge of
intended sampling rates, information not always available and can change strategically during monitor deployment. A
more robust method, not requiring such information, is therefore used, involving calculating the sampling interval for
each data point and detecting any instances of interval changes compared with the previously taken data point. In the data-
sets reviewed, target sample rates changed at most a couple of times a year, meaning that this method would result in a
negligible percentage of timestamp errors with normal strategic sample rate changes and well-functioning data acquisition.

Table 1 | Data quality rules: detection methods and possible causes

Rule Detection by Possible cause

Timestamp errors Sample rate changes Malfunctioning data acquisition

Missing data Resample and compare to maximum possible data Battery or communications issue

points at resampled rate
Flat-lining data Repeated values for minimum duration Sensor or communications issue
Single-point outliers z-score for window pre and post each data point Interference with sensor measurement or location
issue (if persistent)

Extended periods above Minimum rolling values for minimum duration Sensor issue, such as fouling or real event
threshold

Extended periods below Maximum rolling values for minimum duration Sensor issue, such as loss in sensitivity or real event
threshold

Bimodal noise Minimum median non-zero delta in a window Sensor issue related to power cycle or other

electrical interference

Drift Successive duration of weekly median increases Lens/membrane fouling
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2.2.2. Missing data

For remotely deployed water quality sensors, it is likely that at some point some data will be missing, often due to battery or
communication issues. How to detect and handle missing data is a subject that is widely studied, with some form of imputa-
tion usually employed where a complete dataset is highly desirable (Allison 2000; van Buuren 2018). Detecting and
quantifying the degree of missing data in a time series is once again helped by knowledge of the target sample rate. To
avoid having to rely on this knowledge, an alternative approach involved first resampling the time series to the highest
employed sample rate (generally 15 min). The maximum number of samples for this sample rate and timeframe was then cal-
culated and compared with the samples in the resampled time series. This method also ensures that periods of oversampling
do not interfere with the calculation of missing data, as these periods would be resampled first.

2.2.3. Flat-lining data

Flat-lining data occurs when sensors return the same value repeatedly. This would not be expected for sensitive water quality
instruments in a dynamic environment and often (but not always) occurs at (close to) zero or at the maximum sensor value.
To detect period of flat-lining data that are erroneous and a sign of a faulty sensor, it was decided to look at the total time that
a sensor repeats the same value. This is intended to make detection less sensitive to the sampling rate as opposed to looking at
the total number of data points with repeating values. For example, a sensor sampling every 10 s might return the same value
10 times in a row, but this is quite a different prospect from a sensor sampling every 15 min returning the same value 10 times
in a row, as that would mean no water quality changes have been detected for 2.5 h. Nonetheless, sampling rate is unavoid-
ably a significant influencing factor on a sensor’s tendency to flatline, as is the resolution of the sensor.

2.2.4. Single-point outliers

Single-point outliers (SPOs) refer to values that are unrepresentative relative to the data before and after. These can occur in
turbidity sensor data due to the presence of air bubbles or single, highly reflective particles occurring at the point of measure-
ment. It may, however, also represent a genuine, if short-lived, event (again influenced by the sample rate). As potentially
unrepresentative, these are flagged for further inspection before further analysis (Kazemi ef al. 2018). A method was written
to compare each individual data point to its surrounding data (Kazemi et al. 2018). The z-score, which is difference from the
sample mean divided by the standard deviation, is a commonly used metric for single-point outliers in univariate signals
(Grubbs 1969). This rule involves calculating the z-score for a window both ‘pre’ and ‘post’ the data point in question. The
data point is considered a SPO if it exceeds a threshold, which was selected using sensitivity analysis. The window size to
consider for each data point was also included in sensitivity studies.

2.2.5. Extended periods above (or below) a threshold

Extended periods above a threshold can indicate a sensor error or external interference but could also be a real event, so they
are flagged for further inspection. Extended periods below a threshold can equally indicate a sensor error and are also flagged.
The thresholds used here were designed to be generic across datasets but could also be tuned to specific network locations.

2.2.6. Bimodal noise

Bimodal noise was an issue identified as specific to the turbidity sensors during this trial when the sensor often fluctuated
between two distinct data points. A detection method was developed, which involves calculating the median non-zero
delta (with delta being the difference in amplitude from one data point to the next) over a period of time. This method
uses the knowledge that turbidity sensors monitoring at or below every 15 min in DWDS are expected to record small
changes in NTU and if the median delta is high, then that indicates the presence of bimodal noise. This issue was identified
because of this work, with the rule developed and added to the data quality assessment, highlighting the ability to simply add
or amend when employing a rule-based approach.

2.2.7. Drift

Drift can occur in turbidity sensors, historically linked to light source degradation but now more likely due to optical lens
fouling from material accumulation, usually manifesting as a gradual baseline increase over several weeks. Drift can also
occur in chlorine sensors due to deteriorating or fouling membranes, although chlorine sensor drift is often related to the
sensitivity of the membrane and its ability to respond, meaning that it requires recalibration but may not exhibit gradual base-
line drift behaviour. A drift detection method was developed that involved calculating the median weekly values and looking
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for periods that saw successive changes. As there is evidence that drift in turbidity sensors can be corrected (Gaffney & Boult
2012), a drift correction method was developed that involves fitting the drift data using asymmetric least squares (Peng ef al.
2010).

2.3. Linking sensors spatiotemporally

To understand the spatiotemporal relationships between water quality sensors deployed within a DWDS, a cross-correlation
method previously developed (Gleeson ef al. 2023) was used on both turbidity and chlorine, as well as some lesser measured
parameters such as pH, temperature, and conductivity. As cross-correlation is particularly sensitive to the presence of erro-
neous data, it is important that this follow the Stage 1 rules. Cross-correlation is then applied to determine the strength of
relationship and transit time between two water quality sensors, as illustrated in Figure 2. Transit time is defined as the aver-
age difference in hydraulic arrival times between two locations, which are not necessarily directly in line. The top plot in
Figure 2 shows two chlorine sensor time series, over the course of 24 days. The bottom plot displays the cross-correlation
curve, the peak of which is the time shift, which results in the strongest correlation. The maximum correlation coefficient
was found to occur for a time shift of 7.7 h (indicated by the dotted red vertical line). As this example shows, this method
can handle missing data (seen in Sensor 1), which is vital for use in this framework due to the first stage involving removing
flagged data points. However, calculating meaningful cross-correlations from chlorine sensor data is not always as straight-
forward as this example may imply due to network and hydraulic complexities. The steps required before such calculations
can be done are explored in the results and discussion.

2.4. Multi-sensor data quality validation

The final stage of the data quality framework combines the output from the single sensor data quality rules and the spatio-
temporal information. Where the spatiotemporal information indicates that a sensor has one or more sensors with strong
connectivity, the detected data quality rules can be reassessed with the additional context of these connected and therefore
comparable sensor(s). The derived transit time between the sensor locations can also be helpful in synchronising the errors.
For example, if Sensors A and B are connections and have data quality rules detected that are synchronised according to the
derived transit times, these periods of data can be considered to be real and not containing sensor errors. Similarly, if a flagged

(a)
— Sensor 1l — Sensor 2
MW"W WM wm‘“ W"
E
0.6 - w# o LA fwﬁ ﬁﬂ&
VAN i A o 0 w%w o ‘ﬁ'
0 5 10 15 20 25
Days
(b)
0.8 |
o 0.7
e 0.6 r
’ ;'Transit
0.5 ;Time

—éO —iO 0 10 20
Time Shift (hrs)

Figure 2 | Two example chlorine time series (a) and corresponding cross-correlation curve (b). Please refer to the online version of this paper
to see this figure in colour: https://doi/org/10.2166/aqua.2023.228.
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rule is only seen on one sensor, it should be investigated as a sensor error. In reality, it is not possible to make absolute state-
ments without physically inspecting the sensor or obtaining metadata regarding network operations, but this framework
provides the tools to perform a cross-sensor validated data quality assessment purely based on turbidity and chlorine time
series data.

2.5. Datasets

Three real-world water quality DWDS time series datasets from three different parts of the UK were used to develop and
demonstrate the data quality assessment framework. The details of these datasets are given in Table 2. All water quality sen-
sors listed monitor turbidity and chlorine, with some other water quality parameters also included less frequently, such as
conductivity, pH, and temperature. Dataset B was completed before this work began, with Datasets A and C becoming avail-
able while monitoring was ongoing. This meant that the ability of the framework to assess sensor performance could be
assessed both off-line with historic data and in near real-time via an API (application programming interface).

3. RESULTS
3.1. Data quality assessment rules

The rules were developed and refined using the 92 available multi-parameter sensors from the three independent DWDS
datasets.

3.1.1. User-definable input parameter values

Sensitivity studies were conducted for rules where there were user-defined input parameters in order to understand the
impacts of changing these values on the total amount of data points flagged. Figure 3 shows an example of the sensitivity
data for single-point outliers, which informed the selection of a z-score threshold of 100 with a window of 6 h, ensuring
that only significant instances of single-point outliers are detected. The values ultimately selected for each rule, determined
with the aid of further sensitivity analysis, are listed in Table 3. There was no need to perform sensitivity studies on missing
data or timestamp errors, as these do not have user-definable values. It is noted that input duration or window size was
selected using all datasets so accommodates the different sampling rates encountered in this work, while thresholds were
based on reasonable expected values. An advantage of the rule-based approach adopted here is that there is no need for lab-
elling of sensor errors. However, if labelled sensor errors were available, it would be possible to investigate and fine-tune
parameter selection.

3.1.2. Timestamp errors and missing data

Figure 4 shows a plot of the sampling intervals for a single water quality sensor over the course of 18 months (blue dots), with
the red line showing the accumulated timestamp errors, where each detected timestamp error equals 1. In this example,
13.7% of the data points were detected as timestamp errors. Using an assumed target sample interval of 15 min for the
first 12 months and 1 min for the last 6 months, the actual intervals can be compared with this assumed target. Using this
method, results in 12% of the data points being flagged as timestamp errors. This shows that the original method slightly over-
estimated the prevalence of timestamp errors, explained by this example of fluctuating in and out of target sample intervals
(the first instance of return to the target sample rate will be flagged as a timestamp error). To determine the quantity of missing
data in this example, the time series resampled to 15-min intervals results in 44,264 nonempty samples, compared with a
maximum of 52,323 for this timeframe, meaning that a total of 8059 missing resampled data points were calculated (or
15% of the maximum potential data).

Table 2 | Datasets used

Dataset Number of sensors Duration sampling interval
A 12 1 year 2 min
B 62 1.5 years 51 sensors at 15 min for 12 months, then 1 min for 6 months

11 sensors every 2 min

C 18 originally (later reduced to 11) 2.5 years (ongoing) 15 min for first 20 months, 2 min for 2 months, 5 min for last 8 months
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Figure 3 | Box plots showing sensitivity of single-point outlier rule for turbidity sensors, with (a) z-score threshold and (b) window size and for
chlorine sensors, with (c) z-score threshold and (d) window size.

User-defined input parameter values

Bimodal noise

Flat-lining data

Single-point outliers
Extended periods above threshold

Extended periods below threshold

Repeated values for minimum duration

z-score for window pre and post each data point

Minimum median non-zero delta in a window

Successive duration of weekly median increases

Minimum rolling values for minimum duration

Maximum rolling values for minimum duration

Minimum duration =8h

z-score threshold = 100
Window size=6h

Minimum threshold = 1.5 NTU/1.5 mg/1 Cl
Minimum duration =6h

Maximum threshold = 0.05 NTU/0.15 mg/1 CI
Minimum duration =6 h

Minimum threshold = 0.1
Window size=6h

Minimum duration = 4 weeks
Minimum overall rise = 0.3 NTU/0.3 mg/1 Cl

3.1.3. Flat-lining data
Figure 5 shows an example of a chlorine sensor with significant levels of flat-lining. The flat-lining duration threshold here was
set to 8 h, with 66% of the data surpassing this level in the 8 months’ worth of data shown here.

3.1.4. Single-point outliers
Figure 6 shows an example, using a z-score threshold of 100 and a window size of 6 h, of a detected single-point outlier on the
left, and two spikes left undetected on the right. In the LHS example, a single-point outlier was detected as the z-score both
6 h pre and post scored above the threshold, while the RHS example illustrates how this method deals with two spikes occur-
ring within the same window. For the first spike, only the pre z-score went above 50 while the post z-score was influenced by
the presence of the next spike. The opposite occurred for the second spike.
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Figure 4 | Time series plots of sampling intervals (blue) and accumulated timestamp errors (red). Please refer to the online version of this
paper to see this figure in colour: https://doi/org/10.2166/aqua.2023.228.
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Figure 5 | Chlorine time series with flatlines of at least 8 h highlighted.

3.1.5. Extended periods above (or below) a threshold

Figure 7 shows a chlorine time series where both extended periods above and below the set thresholds were detected. The
upper limit used in this example was 1.5 mg/l, with the lower limit being 0.15 mg/l, and the minimum duration was 6 h.
In this example, nearly 1 month of data was above 1.5 mg/l, followed by about a week at very low levels below 0.15 mg/L.
The disinfection residuals for the UK system in which this was deployed were designed to stay above 0.2 mg/l and below
1 mg/lL

3.1.6. Bimodal noise

Bimodal noise is illustrated in Figure 8, where bimodal noise was detected to be occurring for around 78% of the 15-month
period shown, using a threshold of 0.1 NTU and a window size of 6 h.

3.1.7. Drift

Figure 9 shows a turbidity sensor that was prone to drift. Over the 11-month period shown in this plot, over 90% of the data
was calculated to be part of a drift period, using a minimum of 4 weeks of successive weekly median increases as a drift period
and a minimum overall increase of 0.3 NTU. The bottom plot of Figure 9 shows the drift data corrected using asymmetric
least squares.

3.1.8. Rules applied to datasets

The eight rules were applied to each of the three datasets listed in Table 2, enabling sensor performance to be assessed and
ranked, as illustrated in stacked bar charts in Figure 10. These results highlight the multiple data quality issues seen in these
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Figure 6 | (a) Turbidity time series with single-point outlier detected, (b) turbidity time series with no single-point outlier detected, (c) pre and
post z-scores corresponding to (a), and (d) pre and post z-scores corresponding to (b).
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Figure 7 | Chlorine time series with regions staying over 1.5 mg/l, or under 0.15 mg/I, for 6 h highlighted.

three datasets and show how prevalent each rule was for turbidity and chlorine sensors. Timestamp errors were only seen in
Dataset B. Missing data was consistently seen in all datasets. Flat-lining data was seen most in Dataset C and was in both
chlorine and turbidity sensors, often (but not always) at the same time. Single-point outliers and bimodal noise were more
common in turbidity sensors. Drift was seen equally in turbidity and chlorine.

3.2. Linking sensors spatiotemporally
3.2.1. Cross-correlating water quality sensors

Cross-correlation was tested on multiple water quality parameters to determine which were the most suited. Suitability was
determined by manually examining DWDS schematics and by discussing with utilities. For the correlations to be valid sensors
must provide sufficient good-quality data in common, set at 50% of the total window length for this work. This 50%
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Figure 9 | (a) Turbidity time series with two periods of drift highlighted and (b) drift corrected turbidity data.

commonality limit was selected to ensure that correlations were meaningful while also allowing for the long periods of miss-
ing or low-quality data experienced. PCCs are calculated at different time shifts for each possible sensor pair, with the strength
of connectivity represented by the highest correlation coefficient and with the temporal shift of this highest correlation also
designating the transit time. The transit time is only valid if the maximum PCC is sufficiently high. For this work, a threshold
of 0.7 was used, as any values above this are widely accepted to indicate a strong correlation (Schober ef al. 2018). For longer
time series up to a year in duration, the cross-correlations were done on shorter 4-week periods, with the median cross-cor-
relation coefficient across the entire time series reported. This was done to avoid the correlations being dominated by
seasonal trends shared by many unrelated locations, with shorter time frames more likely to support hydraulic connectivity.

The cross-correlations results presented were all calculated on chlorine time series data, a parameter that was well-suited
for this method. Figure 11 illustrates why longer time series need to be split into smaller sections for the correlations to be
meaningful. In this example, two chlorine sensor pairs (A and B; and C and D) were found to be highly correlated over
the 8-month period shown, but upon inspection, A and B were only distantly related in the network but over a long timeframe

Downloaded from http://iwaponline.com/aqua/article-pdf/doi/10.2166/aqua.2023.228/1180854/jws2023228.pdf

bv auest



AQUA — Water Infrastructure, Ecosystems and Society Vol 00 No 0, 12

% of Total Data
g

—_—
(=
=

% of Total Data
g

o_

(c)
100

Q H | |
®
=]
3 |
<
N
Q
g |

0

—_
(=X

)

100 1 I I

% of Total Data
8
—

RINTITI it I
100 4 I!

% of Total Data
3

0 =
U}
100 +
s - I I ' A= l .
o
o
B
B =
e
o
ES
o -
EEm Missing Data Single Point Outliers B Bimodal Noise
mEm Time Stamp Errors = Extended periods above threshold  wsm  Drift
@ Flatlining Data Extended periods below threshold s Remaining

Figure 10 | Data quality rules applied to Dataset A turbidity (a) and chlorine sensors (b), Dataset B turbidity (c) and chlorine sensors (d) and
Dataset C turbidity (e), and chlorine sensors (f).

displayed similar seasonal chlorine trends, possibly due to their sharing of the same treatment works. When cross-correlations
were performed using window sizes of 4 weeks, the median PCC for A-B was below the significance level of 0.7, while the
median PCC for C-D was above. A 4-week window size was used, calculated once a week, with median coefficients presented

Downloaded from http://iwaponline.com/aqua/article-pdf/doi/10.2166/aqua.2023.228/1180854/jws2023228.pdf
bv auest



AQUA — Water Infrastructure, Ecosystems and Society Vol 00 No 0, 13

0.75 1

E, 0.50 A
—— Chlorine Sensor A

0.25 —— Chlorine Sensor B
(b)

1.00 4
= 0.75 1
[=)]
£

0.50
(c)

r-.—-—o-—.....-_.._q;r ‘;‘:11-.‘ ’.__‘_.-—.._,.__.\ "a;r—r—*"":-::-:;ti‘:‘\—-
Y 075 .- / . v o, Y Y \
g q / L] 7 e 3 o 3
X \ I‘ \\ I! -~ \-_// \
m 0.504 Y r N /)-1 -+~ Sensor A to Sensor B
* 0.25 - e i -+~ Sensor C to Sensor D
. \‘l

2020-07 2020-08 2020-09 2020-10 2020-11 2020-12 2021-01 2021-02 2021-03

Figure 11 | Chlorine time series profile for two pairs, shown in (a) and (b), and (c) the sliding cross-correlation coefficients calculated using
overlapping 4-week windows every 7 days.

for each sensor pair in heatmaps in Figure 12(a)-12(c) for Datasets A, B, and C, respectively. The implied connectivity was
verified using schematics showing sensor locations and through discussion with utility operators for Dataset C, indicating this
method’s suitability in implying sensor connectivity. The blank squares in these plots indicate sensor pairs with insufficient
data in common, after removing flagged anomalies.

3.3. Multi-sensor data quality validation

The final step in the framework uses the spatiotemporal information, derived from the cross-correlation of chlorine sensors, to
enable multi-sensor data validation. Figure 13(a) shows an example of chlorine Sensor X with two extended periods above
and below selected thresholds. In this case, the cross-correlation results provided information that two other connected sen-
sors, shown in Figure 13(b), along with chlorine Sensor X with anomalous periods filtered out, continued to record chlorine
data similar to that seen in normal operation. This provides higher confidence that these anomalous periods are data quality
issues, rather than real network events. Hence, rather than flagging this data, it can be more confidently removed.

Figure 14 illustrates how the spatiotemporal information derived from cross-correlations done on chlorine sensors can be
utilised for other parameters at the same locations. In this case, the chlorine-based cross-correlations provide information that
Sensor P in Figure 14(a) and Sensor Q in Figure 14(b) are connected and can be compared. In this example, a period of drift is
detected in Sensor P but not seen in Sensor Q, indicating that this drift is likely a sensor issue. Sensor P also had two detected
instances of extended periods above 1.5 NTU and a detected period of drift. Sensor Q had similar corresponding extended
periods above 1.5 NTU, indicating that these are real events passing through this network section. Sensor Q also had an
additional period above 1.5 NTU in May 2021, not seen in Sensor P. As this third event cannot be validated as a real network
event, this remains a potential sensor error. Of course, this could also be an event localised to Sensor Q, particularly as it has
confirmed similar events before and after. This example highlights the complexity of these natural systems and underlines
why this final stage of the framework currently requires a subjective evaluation using all the information at hand. The
only way to be certain these are sensor errors is through a physical inspection of the sensor, though this framework provides
tools to make informed, cross-validated decisions based purely on turbidity and chlorine data.
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Figure 12 | Heatmaps with peak PCC for each chlorine sensor pair in Datasets A (a), B (b), and C (c). Blank squares indicated insufficient data.
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Figure 13 | Multi-sensor data quality validation example, with (a) flagging of periods above 1.5 mg/l and below 0.15 mg/I for 6 h in Sensor A
and (b) showing the absence of anomalous feature in two sensors calculated to be correlated to Sensor A.
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Figure 14 | Multi-sensor data quality validation example, with (a) showing instances of periods above 1.5 NTU for 6 h and a detected period
of drift in Sensor A and (b) showing detected periods above 1.5 NTU for 6 h in Sensor B, which was calculated to be highly correlated to
Sensor A.

4. DISCUSSION

This work provides a data quality assessment framework for water quality sensors within DWDS, developed and demon-
strated on turbidity and chlorine. Of the three-stage framework, the first has been automated, meaning that a single sensor
data quality assessment can be quickly provided for any dataset containing turbidity and chlorine time series data. The
second stage has not been fully automated, as care must be taken when interpreting cross-correlation results to be indicative
of network connectivity and it is still recommended to perform a visual check on the chlorine data. The final stage is the least
automated and requires an analyst to evaluate rules detected by single sensors using the derived spatiotemporal information.
However, the logic presented in this framework provides a platform from which an automated multi-sensor, multi-parameter
data quality assessment system could be developed. The data sets used comprised different hardware and software and instal-
lation and maintenance practices with the quality assurance framework being agnostic to these. An another strength of the
framework is that, as it is unsupervised and applicable across multiple parameters, it does not require labelled data sets, such
as those previously developed for water quality sensors deployed in rivers (Talagala ef al. 2019). Such labelling of outliers by
experts, to inform and compare detection performance, is (if possible) time-consuming and is often parameter-specific and
even data set-specific. A risk of the rule-based approach taken is the requirement for user-defined values, but the sensitivity
studies and application of single values across the diverse datasets explored here give confidence that these were robust. The
framework presented was developed on UK DWDS datasets and focused on turbidity and chlorine, two of the most measured
water quality parameters. The datasets did not include sufficient data from other parameters, but the limited exploration poss-
ible showed them to be suitable for this approach. Two of the three datasets were analysed during sensor deployment, by
accessing uploaded sensor data through an API, enabling sensor maintenance and deployment strategies to be informed
by the latest sensor performance and demonstrating the near real-time potential of this framework.

4.1. Rules, framework Stage 1

The data quality rules, Stage 1, were developed to detect specific anomalous instances and have been shown to effectively
achieve this, but each rule, and hence the resulting data flagged, is subject to user-defined input variables. The single-point
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outlier rule considers that a data point unrepresentative of its surrounding data is an error, but this is not necessarily the case
and care must be taken to avoid the removal of real, if irregular, data. If a sensor has repeated instances of single-point out-
liers, this could be indicative of a real but potentially undesired external factor, such as a nearby valve, which could cause
short discolouration events due to small amounts of material building up and becoming dislodged. Higher frequency sampling
(closer to 1 sample/min) would assist in determining whether single-point outliers are genuine or not. The ‘extended period
above/below a threshold’ rule has perhaps the greatest potential for flagging of valid data. The dismissal of these periods as
sensor errors without cross-sensor validation is not recommended. Hence, the framework revisits the appropriate rules in
Step 3 following cross-correlation in Stage 2. This re-checking of data flagged by the rules following cross-correlation is
also recommended for single-point outliers and drift. An additional advantage of a rule-based approach is that they can
easily be added or changed, as was the case with the bimodal noise rule, which was added after being identified during
monitoring.

The data quality assessment results shown in Figure 10 provide a visual impression of the data quality seen in each dataset.
The rule-based approach allows for the prevalence of each specific feature to be compared across sensor locations and data-
sets. Timestamp errors were only seen in Dataset B, which was the earliest of the datasets and used similar instrumentation,
indicating that this data acquisition error may have since been fixed. However, due to the potential negative implications of
this error, it is worth continuing to detect. Missing data was consistently seen in all datasets, but quantifying the missing data
was limited by the lack of knowledge of intended sensor deployment timeframes. For example, a sensor in a dataset may have
been intentionally taken out of service, but this analysis did not always have access to that kind of operational information.
Dataset C had the most flat-lining data, the cause of which is unknown but could potentially be related to sensors being
removed from deployment but continuing to take data as maintenance information was not always available. Single-point
outliers and bimodal noise were more common in turbidity sensors, as expected as these rules were originally developed
for errors seen in turbidity sensors. Drift was seen equally in turbidity and chlorine, but not with equal confidence. Chlorine
‘drift’ could be due to changes in chlorine dosing, such as in response to seasonal temperature change, with revisiting chlorine
flagged as drifting following cross-correlation valuable.

4.2. Cross-correlation, framework Stage 2

The cross-correlation analysis was found to work well for chlorine time series data, due to the way chlorine decays steadily as
it passes through a DWDS, leaving connected sensors with similar chlorine time series profiles, with a decay and time lag that
cross-correlation can determine. This method was not found to work as well for turbidity sensors due to the time series pro-
files tending to be flatter unless there were specific network events. Cross-correlation was explored for the limited data for
other parameters available here. pH and conductivity showed some promise, as did temperature. Patterns in temperature
data occur and propagate within DWDS due to the heating or cooling effects of the surrounding ground as a function of pat-
terns of residence time. Hence, the parameters likely to be effective for cross-correlation are those with an expected time-
dependent behaviour occurring within DWDS pipes. Where the chlorine time series is too flat, for example, immediately
downstream of a well-controlled dosing point, this method will not work well. DWDS network features such as service reser-
voirs, valves, pumps, etc., also interfere with water quality, making sensors either side of such features difficult to correlate. As
shown in the results, window size is a major factor to consider when doing this analysis and using too big a window can lead
to the correlations being dominated by common seasonal trends. Performing the cross-correlation using the overlapping 4-
week windows helped ensure that over the course of long-term datasets, flat periods or seasonal trends would not dominate
the results. An issue with chlorine sensors is the need for regular recalibration to promote confidence in the baseline values.
As correlations are not however, affected by absolute values, this method is unaffected by poorly calibrated chlorine sensors,
resulting in an effective method for determining the spatiotemporal relationship between chlorine sensors.

The cross-correlation analysis provides an indication of connectivity and transit time. It should be noted that connectivity is
not as simple as up and down stream rather that the two-sensor location experiences similar water with some time lag. This
could, for example, be sensors on two legs of a branched system. Hence, the transit time is not simply the time to go from A to
B, it can also be the difference in time for similar water to reach to different points in a network. This is still a valuable insight,
but care must be taken in the interpretation of its meaning and its further use. The spatiotemporal information is used in this
work to improve data quality assessment, but it can also be used to characterise network events. For example, an event could
be described as local to a specific sensor or global and seen by multiple sensors. Knowing the connectivity and transit times is
necessary to be sure about such conclusions. Global events that travel through the network can be assessed with knowledge
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of hydraulic transit times, which could help in locating the source and destination of an event, allowing for event mitigation.
Connectivity and transit time information can support and improve hydraulic models, particular useful when adding water
quality functionality as higher standards of calibration would be required (Boxall et al. 2004), and accuracy of otherwise
not-straightforward disinfection residual modelling (Speight & Boxall 2015). The use of cross-correlation analysis in
DWDS is not unique and has been used to detect leaks by looking for drops in cross-correlations (Gomes et al. 2021). A simi-
lar method could potentially be explored to detect anomalous data in chlorine sensors that are correlated, but data quality
rules would be required to enable the correlations initially. A form of correlation, semblance analysis, was also previously
used to associate daily cycles in turbidity and flow or pressure (Mounce et al. 2015). This analysis replied on time-consuming
manual data quality checking, addressed here, but more importantly showing the value and deeper insight that can potentially
be gained by further analysis of quality-assured data integrated across quantity and quality data.

4.3. Multi-sensor validation, framework Stage 3

Whether to remove, flag, or interpolate detected anomalies depends on the requirements of the subsequent analysis. For
cross-correlation, it was desired to correlate the baseline performance of chlorine sensors. Therefore, the rules were applied
with any detected instances removed. Even though this may have resulted in real network events being removed, this was
desired in this case. For most other analytic needs rules such as timestamp errors, flat-lining data, and bimodal noise
should rarely be left in. For other detections, a single sensor and parameter does not give enough information, which is
why the cross-sensor validation is required. This idea is illustrated with the two case studies in Figures 13 and 14. Figure 13
shows a chlorine sensor with detected anomalous periods of both high and low chlorine. Comparisons to other connected
sensors, known from cross-correlation results, show that this anomalous behaviour is likely the result of a fault specific to
this sensor, rather than a real network event. Such a conclusion could not have been made with high confidence without
the additional context provided by the connected sensor data. Figure 14 shows how the cross-correlation results from chlorine
sensors can be applied to other parameters, in this case turbidity. In this example, both sensors experience periods of elevated
turbidity at the same time, indicating a real network event. The transit time information given by the cross-correlation analysis
allows for the direction of travel to be known and for the event to be assessed as it tracks through this network section. Other
information, such as flow data, maintenance records and customer complaints, would be useful in determining the cause of
flagged rules. The final multi-sensor validation stage would be challenging to fully automate as comparing data quality rules
across connected sensors is somewhat subjective. However, it could be automated to the point that any flagged data quality
rule would come with details on whether similar issues are seen in known connected sensors, enabling operators to make
quick decisions. The additional value from linking sensors spatiotemporally has been demonstrated and has implications
for sensor deployment strategies, with connected monitoring locations providing greater potential for network insights. How-
ever, the connectivity between locations cannot always be inferred from schematics and can often be unexpected. Therefore,
a practical approach to obtaining a spatiotemporally connected and performance assured sensor network within a DWDS is
by applying this framework and redeploying until desired connectivity is achieved.

5. CONCLUSIONS

* This work presents and demonstrates an effective multi-sensor data quality assessment framework that combines an auto-
mated, single sensor rule-based data quality assessment with spatiotemporal cross-correlation, facilitating data quality
assurance for turbidity and chlorine sensors deployed within DWDS.

The framework worked for different hardware configurations across three extensive real-world DWDS water quality data-
sets and was demonstrated to work both on historic data and in near real-time.

The rule-based approach developed detected and quantified the presence of anomalous features, allowing sensor perform-
ance to be evaluated and possible causes to be proposed. The nature of the rules allows rapid and simple modification, but
with standardised settings found (via sensitivity studies) and used here across three large, disparate datasets.
Cross-correlation has been shown to work effectively on chlorine data, supporting data quality assessment and understand-
ing of system connectivity, including transit time between sensors.

By applying this multi-sensor data quality assessment framework, water utilities can extract added value from water quality
sensors and provide high confidence data for further automated or manual analysis, helping bridge the gap between data
and actionable information
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