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Abstract— Over the last decade, there has been an increase
in the number of attacks on web applications. The proliferation
of these attacks is partially a result of increased adoption of IT
systems in organisations and the increasing role digital
technologies play in our lives. The success of an attack relies
upon the existence of vulnerabilities in the code base and there
is consensus within literature that many of these vulnerabilities
can be avoided through developers adopting secure code
practices and standards which are often not formally taught.

Whilst gamification has been shown to be an effective
educational tool in fields such as health, education and security
awareness, there is a scarcity of research regarding the
application of gamification in the context of secure code
practices. This paper evaluates the efficacy of a bespoke
gamified application in creating awareness and fostering an
understanding of the threats and secure coding practices. The
application presented in this work focuses on JavaScript with
the aim of reducing the number of vulnerabilities in web
applications. The analysis is conducted using first and second-
year undergraduate participants, who are viewed as the
primary target for this software.

As part of a participant study involving the application, it
was found that gamification elements were effective in
increasing user engagement. Initial findings suggest potential
for the integration of secure-code gamification in traditional
pedagogical methods, but further investigation is required to
strengthen this claim.

Keywords—gamification, cybersecurity, secure coding,
developers, game-based learning

I. INTRODUCTION

With the current rapid growth of the digital business
climate, the requirement for software developers to possess
secure coding skills is evermore increasing. 75% of
cybersecurity attacks [1] are performed at the application level
and in the first half of 2020, web application attacks increased
by over 800% [2]. Software systems are often targets for
malicious parties to attack as they often store important and
sensitive digital information, and an exploit of a seemingly
small vulnerability can lead to many cyber-attacks and data
breaches [3]. To help reduce the vulnerabilities and combat
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the cyberattacks, it is agreed upon in literature that education
which encourages engagement with secure code practices is
required [4 - 6].

Gamification and its effectiveness within cybersecurity
has been extensively studied [7,8], with much additional
research into how various individual elements, such as badges
and leaderboards, affect user engagement and learning across
different disciplines [9]. However, the overlap of teaching
developers how to write secure code and using gamification
to do it effectively, is something severely lacking in literature.

Consequently, this study aims to add to the literature by
evaluating the effectiveness of using a gamified application to
teach developers how to write secure code. This was
approached in two ways; firstly, teaching developers to
recognise unsafe code. Secondly, fostering an understanding
and awareness of the types of vulnerability that can occur. A
bespoke application incorporating a range of gamification
elements which focuses on exposing learners to a small subset
of vulnerability types in JavaScript was developed. The
effectiveness of this application was evaluated through both
the awareness and technical proficiency of first and second-
year undergraduate student developers.

Following this introduction, the next section presents
relevant and related work on secure coding and gamification.
Section III provides an overview of the final system developed
as part of this research and highlights the specific inclusion of
each gamified element with justification. Next, the
methodology for the evaluation of the application was
presented, followed by the results from the study and a brief
conclusion to summarise the findings.

II. RELATED WORK

The frequency and severity of cybercrime has been
increasing over the years [10]. Zhu et al. [11] asserts that
software weaknesses are a root cause of many of today’s cyber
security attacks and vulnerabilities. Their work suggests that
many education programs neglect teaching secure coding
practices; this position was also echoed by Shar et al. [12], and
as an approach to combat it, they modified and evaluated a
module which introduced secure coding to undergraduate



students. Developing software with security in mind can
prevent the expensive consequences of implementing security
as an afterthought and having to rework software [13], [14].
Existing studies suggest that secure coding education is often
lacking in industry [3], [4-6], but more specifically active
engagement with secure practices is crucial [13][15]. In their
case study on secure coding in industry, Lopez et al. [5]
identified through interviews that security development was
frequently triggered by ‘events’ such as audits and was often
“looking back” rather than developing forward with security
in mind.

In general, web applications tend to be more vulnerable to
attacks as they often have more rapid development cycles and
are more likely to be developed by engineers with less training
and experience [16]. In their book on writing secure code,
Howard et al. [17] also discuss how internet-enabled
applications are more open to attacks. However, with the vast
number of mobile applications been used today, Weir et al. [6]
highlight mobile applications as particularly vulnerable as
secure mobile application practices are still in their infancy.
One language which is popular for the development of mobile
and web applications is Java, and although it has a lot of in-
built secure features, using analysed data from Stack
Overflow posts, Meng et al. [18] suggest that a substantial
number of developers do not utilise them or even disable them
due to their complexity, thus highlighting the need for
cybersecurity training for developers.

For the general pedagogy, Kiryakova et al. [19] express
that gamification is an “effective learning process” for
students in education. More specifically, the study references
a “positive change in students’ behaviour and attitudes
towards learning” which “improves their motivation and
engagement”. The idea of behavioural change [20] and
motivation leading to further engagement [21, 22], appear
throughout academic evaluation of gamification [23].
Moreover, Cone et al. [24] link these concepts to directly
enhancing student understanding of a topic. Despite this, the
practical use of gamification has been limited in the topics it
covers and its use in higher education (HE) [25]. In the secure
coding domain, only few examples of gamification exist in
academic literature, leading to the conclusion that the field is
underdeveloped, thus, to conduct this literature review, grey
literature and industry case studies were considered.

Suarez et al. [26] made use of gamification to teach secure
code development. Their research explored web development
security issues including SQL injection, broken authentication
and session management, cross site scripting, and others.
Their paper evidenced promising use of gamification for
computer science students in HE but future work on its
effectiveness has not been explored. Gasiba et al. [27]
provided an academic analysis to a different industry example
of a gamified system for education: CSC, a capture-the-flag
(CTF) serious game. The paper mainly focuses on the
distinction between ‘slow’ and ‘fast’ strategies and concludes
slow strategies are more effective for the teams that used that
approach. This gives notable insight into the core gameplay
ideas for similar games. As the paper mentions, further
research into how the gaming experience contributes to the
security levels of software is yet to be conducted.

Secure Code Warrior [28]; a game used to teach
developers secure code by emulating a programming
environment to simulate a real-world situation, is an example
of a real-world application of gamification in the secure

coding domain, however there is no evidence on its
effectiveness as there is no research supporting it yet. Jgsang
et al. [29] enhanced Threat Poker; a game which helps the
development team to identify and tackle security threats when
working in agile teams. Their experiment with a group of
students indicated that it improves the developer’s security
awareness and offers promise as a tool to kickstart discussion
about security. Casqueiro at al. [30] also developed a serious
game that presents secure programming challenges to the
participants in a competitive scenario. Using empirical
evidence from forty-four developers from industry over a
three cycle evaluation, they indicated that the developers
found the approach good to learn cybersecurity and fun.

Research into security awareness has garnered
significantly more focus than secure code development.
Though different to secure code development, security
awareness is similar in context and thus research in this field
is relevant to this literature review. A high proportion of
research into using gamification as a tool to help with security
awareness agrees with comments already made on student
engagement, motivation and behaviour change. In higher
education, Boopathi et al. [31] shows clear evidence of an
Indian CTF game and promising effects on student motivation
for learning. Yasin et al [32] explores a different game
commenting on its “intellectually engaging way” it educated
the participants of the study. Furthermore, outside of
education, a video game was developed for cyber security
training by Cone et al. [24], and though it lacks evidence of its
effectiveness as a tool, it provides comprehensive game
design and ideas to use as reference.

Ensuring a game can both teach people new skills and keep
them engaged, is often a complex task, and research has
shown that several factors need to be considered [25].
Deterding et al. [33] proposed a number of levels for game
design elements that impact on engagement which are game
interface design, game design patterns, game design
principles, heuristics, and models and game design methods.
Points, badges and leaderboards which are game interface
design patterns, are frequently grouped together in
gamification literature. Denny [22] evidenced that
achievements (a subset of badges), which are tokens awarded
to users based on their completion of common actions and
tasks within a service, have a significant positive effect on user
retention. Sailer et al. [34] attributes the effectiveness of
badges to the relatedness factor in self-determination theory
(SDT). SDT is generally accepted as the best model to explain
the extent to which human behaviour is self-motivated and
self-determined in the context of games. For instance, it has
been shown to apply to video games, in particular [35]. Whilst
there is empirical evidence suggesting leaderboards, along
with badges and levels, lead to increased engagement [34],
there is some debate surrounding the motivational potential of
leaderboards in particular. According to Landers et al. [36],
leaderboards are rarely experimentally isolated from other
game elements, and notes that whilst they can be effective,
goal commitment from the user is the determining factor.

To understand the effectiveness of gamification, it is
important for instructional designers to treat gamified training
as they would any other training design method [37]. The
Kirkpatrick Model [38] which is based on mixed methods
research [39], utilises questions to yield the initial reaction,
and comparative surveys to determine knowledge gained.
Behavioural changes are frequently monitored through



changes in workplace activity, such as improved code
reviews. Results criteria should be predefined and compared
post training [38], often implying that research should be
deductive [40].

Having explored the current literature on secure code and
gamification within pedagogy, it is clear that there is an
interest in applying gamification within the field of
cybersecurity and education, but there is dearth of research
on gamification and secure coding. The effectiveness of
gamified systems in the context does not also appear to have
been rigorously studied as many of the papers use quite small
sizes. Also, data from these studies are usually qualitative in
nature and based on participant feedback which although is
useful to gauge participant engagement, it does not provide a
complete reflection of how much a participant has learnt. To
this end, this study aims to explore the research question —
Can gamification be used to teach undergraduates secure
coding?
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Figure 1: Screenshots of the final system

III. SYSTEM DESIGN

The final system used for evaluation was custom
developed to allow for control over the gamified elements and
enabled easy extraction of all the meaningful system data for
analysis. The intent was to create a simple but engaging
system that would work on mobile devices and had relatively
simple replayable mechanics. This approach to create a new
software system was chosen above using an existing
application, such as Secure Code Warrior [28] as: Firstly, it
would have required permission to use and access to
proprietary source code would have been unlikely. In addition,
it would have needed to be adapted for the needs of the study,
which would have likely taken longer than creating a custom
developed software application.

Unity was the selected platform for development as it
simplified creation of 2D systems with the helpful tools it
provided [41]. This also allowed integration with a live
database: Firebase Realtime Database, where game states and
quantitative data were easily stored for each of the
participants directly from the system. JavaScript was selected
as the targeted language the system would attempt to teach
developers how to write securely. This was partly due to the
ubiquity of the language (where it is used in 98% of the most
visited websites [42]) but also because static analysis is
infamously difficult for JavaScript [43] and thus important to
teach developers how to do well.

Finally, it was decided the top three vulnerabilities
(Broken Access Control, Cryptographic Failures, and
Injection) from the OWASP top-10 [44] would be selected as
the specific types of vulnerabilities the system would teach.
They were chosen as they are both the most common
vulnerabilities when writing code, but also as each
vulnerability lent itself well into the design of the final
system. The core mechanic of the final system was to accept
safe code and reject unsafe code in the form of fake merge
requests from colleagues in a software company. The system
was broken down into three levels where one new
vulnerability was introduced per level. When the user
successfully gained enough experience points (XP), they
were introduced to a new vulnerability (i.e., move up a level).

The interaction for the user mainly revolved around
swiping left or right to make a decision (similar to the game
Reigns [45]). This mechanic was used for general dialogue,
initial accepting and rejecting of code snippets, and also when
the user identified the specific vulnerability in the code
snippets. Cards were all linked together to create story and
large game paths the user could potentially go down. Badges
and XP were also introduced to give the user targets and
create a sense of learning and progression. Fig. 1 shows the
main and achievements page and the interface the user sees
when they unlock a new achievement as implemented at this
stage.

A. Inclusion of gamication elements

A variety of gamification elements have been
included in the implemented system.

1) Storyline

Storylines have previously been used to motivate users to
engage with content, for example in museum exhibits [46].
Another example is a serious game with the aim to reduce
perioperative anxiety and pain in children [47]. The story
implemented in this study involves the user “working” at a
software company where they are reviewing code snippets
and accepting or rejecting them based on if the user believes
the code to be free of vulnerabilities. This involved the
development of characters with personas as the medium to
deliver the story. The software shows the user dialogue
reactions from the characters based on the correctness of the
responses. An introductory dialogue sequence is also shown
to the user at the start of the game to both introduce some of
the characters and to introduce the story concept and ‘game’
mechanics.

The user is motivated to work through the system with the
idea that they should be trying to move up the company
hierarchy to eventually become the CEO. In order to develop
the characters, personas were first developed for each
character followed by dialogue fitting the persona. Multiple
versions of the reaction dialogues were created which are
selected randomly to retain user interest with variety.
Reaction sequences for incorrect answers also include
information cards for the relevant vulnerability, to point the
user in the right direction.

2) Experience Points
Experience points (XP) have been included not only as a
motivation to the user but as a way of tracking the
performance of the users for evaluation. Giving students



immediate feedback through the use of experience points
provides huge motivational advantages and drives students to
complete further tasks in order to obtain more rewards [48].
This is backed up by a study on the effects of gamification on
student engagement, showing that experience points
stimulated 95.24% of students to undertake more challenging
tasks and do extra-curricular learning [49].

XP is gained for correct answers and lost for incorrect
answers, and the user is promoted to the next level for
reaching an upper XP threshold and are fired for going below
a lower XP threshold. The code snippets are considered to be
similar levels of difficulty, so the same amount of XP is
granted for each snippet. However, the idea of redemption
has been implemented; when a user incorrectly accepts
unsafe code, they can recover half of the XP they lost by
correctly identifying the vulnerability in the code. Similarly,
if they correctly identify unsafe code, but do not identify the
vulnerability correctly, they will lose half of the XP they
gained.

3) Levels (promotion/firing mechanic)

The system has three main levels which are broken down
into the three vulnerabilities as follows: Level 1:
Cryptographic failure, Level 2: Injection and Level 3: Broken
access control. A user gets to a new level by being ‘promoted’
(gain enough XP). When a user is ‘fired’ (by losing too much
XP), they are set back to level 1. This gives the user both
positive and negative reinforcement when they are
performing well or poorly respectively. The firing system
could be seen to reduce engagement and cause frustration for
users; however, it is balanced by the badges system which is
discussed next.

4) Badges

Badges have been included to help motivate the users
from a competitive standpoint and provide encouraging
feedback on progress through the system. Evidence suggests
badges lead to a more driven attitude for completion of tasks,
yet with no reduction in the quality of a student’s work [22].

The achievements make up most of the badge’s screen.
These encourage the user to engage with other gamification
elements too. A particularly good example of this is the
achievements for getting fired. The intention is for users to
not be put off or frustrated by getting fired, so including
achievements helps to prevent frustration and instead
encourage learning through failure. Another inclusion on the
badges screen to complement the firing achievements is the
‘Firings’ count. There are also other metrics to encourage
other aspects of the system such as the average review time,
‘streak’ of correct answers and accuracy per vulnerability.
These make the user think about how quickly and accurately
they are reacting to the code snippets.

IV. EVALUATION METHOD

The evaluation method implemented is based on a mixed
methods research structure, collecting both qualitative and
quantitative data and has been designed with four aspects of
the Kirkpatrick model [38] in mind. The evaluation process is
summarised in Fig. 2. By collecting quantitative data, it is
possible to measure how much the participants have learnt and
how their confidence has improved. Through qualitative data
it can be understood why a participant feels they have

benefited, and which areas of the system were most conducive
to their learning. Due to the novel aspects of the system, there
may also be unexpected variables that positively or negatively
affect the study that may not be detected without using open-
ended survey questions.

A. Target developers

The participants were chosen based on a target audience
of students in either first or second year, studying a Computer
Science related degree at the University of Sheffield. These
criteria allowed for the presumption that the participants
would have an adequate understanding of JavaScript (the
chosen targeted language), allowing the application to focus
solely on teaching secure code, and not how to write
JavaScript. This presumption was made on the basis that the
students are taught a JavaScript module in the first semester
of year one. Moreover, due to knowing the modules studied,
all participants would have a minimum knowledge starting
point. There was the possibility that the participants would
have a higher level of knowledge. However, this would have
been revealed in the initial questionnaire.

Initial survey

Assess participant
knowledge and
confidence |

™

Participant study

Supervised session using
application for a duration
of 15 minutes

Final survey y

/
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application on knowledge ¥
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survey and application
data

Figure 2: The participant study process

B. Anonymising data

Anonymising the data was done for ethical reasons to
prevent any data from potentially being disclosed and harming
candidates either personally or academically. Therefore, this
factor will not deter student participation. Before participants
complete the evaluation stage, they are each assigned a unique
and random ID. This unique identifier links each participant's
questionnaires and  application  data.  Additionally,
anonymising data helps avoid placing observational pressure
on participants which may positively or negatively impact
participant performance [50].

C. Initial questionnaire

An initial questionnaire was provided to each participant
to gather information on their current level of securing coding
knowledge and any previous experience they have with these
concepts. Therefore, each participant is asked to state their
current level of study and if they had taken part in any
extracurricular secure coding activities. This information
allows us to determine whether any success using the
application is based on any existing knowledge from a
participant and makes sure that each participant is in the
target demographic.

To determine how the gamification techniques will
impact each student, each participant's initial confidence was
assessed in remediating each vulnerability, by having them



rank their confidence from 1 to 5 (not confident to very
confident). This will be used as one of the main indicators as
to whether a participant has learnt through using the system.
Previous studies have shown that confidence in
understanding is linked to utilising the learnt knowledge in
future [51], hence fulfilling the behaviour stage of the
Kirkpatrick model to some extent. Therefore, not only can it
be determined how much the participant has learnt, but also
if the system is likely to impact their future behaviour.

Participants also ranked their confidence in writing
JavaScript. As the code snippets are all JavaScript, collecting
this information will allow us to determine whether
participants struggle with the content due to a lack of
understanding of the questions, as opposed to a lack of
understanding for each vulnerability. For example, if a
candidate does not have any understanding of JavaScript,
they may not understand the code snippets presented in the
system. The participants' prioritisation of secure code is also
collected. This is used to determine a baseline for whether
they have learnt something when interacting with the system.
A participant may not improve at identifying or remediating
insecure code but, if this metric improves, they will have at
least some benefit from the experience.

D. In-system data

As the participant uses the system, data is collected about
each question answered and stored in Firebase Realtime
Database. The following is stored on each card swipe (i.e.,
question answered):

Level the question was answered at
Vulnerability type

Time the question was answered at
The question answered

Whether they got it correct or not

This data allows a range of different comparisons to be made.
Storing the result of each individual question means it was
possible to see how a participant’s experience points altered
over time, whether they were fired or promoted, and if so,
how many times. It also shows the aftermath of such an event
and whether it had a positive or negative effect. The time
answered could give an indication of how difficult they found
each individual question and whether this improves over
time. Having the ability to collect this quantitative data was
the predominant reason for the creation of a new system
rather than the evaluation of an existing one. This data can be
used to see whether a participant is improving as their time
with the system progresses. Moreover, it can reveal whether
certain gamification elements, such as firings and
promotions, contribute to the improvement, if any, of a
participant’s answers.

E. Final questionnaire

The final questionnaire provides both qualitative and
quantitative data about each participant's experience with the
system. The initial questions asked are whether the
participant finds using the system fun and how engaging they
find using the system. This is to provide a broad overview of
how the participants felt about the system.

One of the main intentions of the final questionnaire is to
provide insight into how each gamification element impacted

user engagement. For each gamification technique, the users
are asked whether they found the technique increased,
decreased, or did not affect their engagement. These
questions allow us to isolate which techniques were most
effective based on participant perception. Coupling this with
an open-ended question allowed participants to further
explain their thoughts on how any of the techniques may have
affected their engagement. The participants then stated how
their confidence had changed in writing secure code, writing
JavaScript and in remediating each vulnerability. These
questions are designed to provide a point of comparison with
the initial questionnaire. Due to time constraints, it would not
be able to effectively monitor whether the participants'
behaviour changed using the data collected. Monitoring their
confidence, in particular their prioritisation of secure code, it
can be determined which participants are more likely to
utilise the information in future, hence satisfying the
‘behaviour’ aspect of the Kirkpatrick model to an extent.

Finally, an open-ended question is then given to the
participants to determine any potential improvements or any
issues within the system. This allowed us to capture any
unforeseen issues within the system that could have impacted
the overall results. By allowing participants to highlight
positive aspects of the system, analysis can be focussed on
these areas and further understanding of why participants
benefit from these techniques can be gained.

F. Participant study

Each participant performed the three tasks in person, in a
private space. A laptop was used with a pre-installed copy of
the gamified system. A laptop was chosen over an android
device because it was not possible to get enough android
devices to carry out the experiment in person. The system was
used for fifteen minutes. Prior to the core tasks of the
experiment, each participant read through an information
sheet and signed a consent form, giving consent for the
experiment to take place and their data to be collected.
Carrying out the research in person had several benefits.

Firstly, it meant that researchers could be on hand to
explain the process, as well as answer any questions or deal
with any issues the participants might have had. It also meant
there was some control over the experiment itself. This
provided peace of mind that the participant’s sole focus was
the game, that there were no distractions, and that it was
impossible for them to cheat in any way.

V. RESULTS AND DISCUSSION

This work set out to teach secure code practises to
developers using gamification elements. This section
evaluates the extent to which this has been achieved, based
on data obtained from nine participants during the study. The
assessment is split into two stages: firstly, by analysing
survey results to assess the impact of gamification elements,
and secondly by assessing the performance of participants
using individual performance data.

A. Participant survey results

A core objective of this study is to quantify the impact of
gamification elements on the user. The incorporation of
achievements proved to be popular, with all respondents
stating that they helped to improve their levels of



engagement. One individual highlighted this as a key feature
in “improving the overall experience”, in line with the
conclusions presented in [22].

All participants agreed that the promotion/firing system
improved engagement, drawing comments related to how it
made the system “fun”. These comments were made with
particular emphasis on the possibility of being promoted as
opposed to fired. This emphasis on a positive motivational
factor is linked to the need for competence; a component of
Self Determination Theory [34].

The storyline was the least popular gamified element but
was still viewed as beneficial overall, with six of the
participants claiming it contributed to increasing their
engagement. One participant commented that ‘cheering
messages increases engagement’ referring to the messages of
encouragement that derive from the story. A criticism
levelled at the narrative elements was the lack of variation
surrounding key scenarios such as getting fired. No
participants stated that any of the above elements decreased
their engagement though many noted the difficulty of the
code snippets. Almost every participant commented that it
would be beneficial to provide more explanations for the code
snippets; citing that it wasn’t always clear where the
vulnerability was. A discussion surrounding how the
application could be improved can be found in future work
section.

The survey data revealed that among the participants,
initial confidence was relatively low, which is expected given
these are first and second-year students that in all but one
case, have had no extra-curricular security training or
experience. Tab. 1 suggests that the application does increase
the confidence of its users regarding remediation of security
vulnerabilities, although the specific areas vary from person
to person. The section below takes a more detailed look at
participant data on an individual basis.

Additionally, a majority (five of the nine) cited that as a
direct result of using the application, their prioritisation of
secure code practices has increased. This is significant as
secure code vulnerabilities are often caused by an oversight,
so it is advantageous to increase awareness of these issues.
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Figure 3. Performance data from participant Delta

B. Performance obtained from application data

The session data is obtained from fifteen-minute session
logs from each of the nine participants. During this time
participants answered varying numbers of questions. Of the
participants, five were able to achieve at least one promotion
within this time, with one achieving the CEO position
(completing the final level). Given the data is collected from
a small number of participants, the analysis focuses on the
individual session logs of, ‘Delta’ and ‘Echo’, and ‘India’.

1) Participant Delta: Fig. 3, produced from extracted
user session data, shows the progress of participant Delta by
monitoring their experience points over time. This is
equivalent to the proportion of questions they have answered
correctly i.e., their accuracy. Although initially no progress
is made, Delta eventually makes a significant improvement.
Despite being fired at question 34, they correctly answer the
next five questions towards achieving a promotion. Beyond
this point, Delta is promoted a second time, following a
period of initial oscillation as in the first level.

The repeated pattern is likely a consequence of being
subjected to a new vulnerability type, as the user is not only
exposed to new questions on a different topic, SQL injection,

Improved confidence in

Participant Year of Prior extra- Average initial  Cryptographic SaL Broken Access Prioritisation
D study curricular activities? confidence Failures Injection Control of secure code
Alpha 1 No 2 No No No No change
Charlie 2 Yes 2.67 No Yes No Increased
Delta 2 No 25 Yes Yes No Increased
Echo 1 No 1.5 No No No Increased
Foxtrot 2 No 1.3 Yes Yes Yes Increased
Golf 2 No 33 Yes Yes No No change
Hotel 2 No 1.5 Yes Yes No Increased
India 2 No 1 No No No No change
Juliet 2 No 1.8 No No No No change

Table 1. Impressions from each participant of how they benefitted from using the application.
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but also must identify the type of vulnerability. The second
promotion indicates Delta has retained Cryptographic
Failure knowledge from the previous level and augmented
this with the new content. The session terminated shortly after
Delta’s second promotion, with the expectation to observe a
similar pattern in the final stage. The survey responses from
Delta indicated that they experienced an increase in
confidence in the first two vulnerability types, with no change
noted for Broken Access Control. Delta began the study with
an above-average confidence level.

Promote
Fired

Points (XP)

[ 5 10 15 20 25 30

Nurnber of Questions
Answered

Figure 4. Performance data from participant Echo

2) Participant Echo: Another participant, Echo,
exhibited a similar initial pattern to Delta (seen in Fig. 4).
Like Delta, Echo earned a promotion shortly after being
fired. However, they did not adapt to exposure to another
vulnerability type and were unable to retain performance
levels in Cryptographic Failures. This resulted in low
accuracy in both areas, leading to them being fired. The
results of the survey highlighted that other participants had
started to answer the questions by ‘pattern matching’, which
is where the participant learns to recognise the structure of
each question, as opposed to building an understanding of
what is happening in the code. There is evidence for this type
of behaviour in Echo’s performance data given that they
struggled when more question types were introduced.

Pattern matching is of potential benefit here due to it
being a method via which vulnerable code can be detected.
‘Code smells’ are patterns in code which indicate non-
standard practices or poor writing, potentially revealing a
vulnerability. It is realistic to assume that, given more
exposure to the subject material, Echo could learn to pattern
match at a sufficient standard to detect these vulnerabilities
in real code. However, this potential is not acknowledged in
Echo’s survey responses, where they claim no improvement
to their confidence in remediating Cryptographic Failures.
Echo had specified a below-average confidence level prior to
the study.

Fig. 5 shows Echo’s performance relative to that of all
other participants and the expected accuracy when swiping
randomly (as indicated by the dotted red line). This was of
note as, despite them being one of a subset to achieve a
promotion, they were the worst performing participant. The
performance data illustrates that participants initially

struggle with the technical difficulty of the questions, which
is supported by feedback from the survey.

Echo was the only participant to consistently remain at a
lower accuracy than expected. Given a user has equal odds
of answering correctly, an accuracy of 50% would serve as
the minimum standard possible without deliberate sabotage,
indicating no learning has taken place. Conversely,
participants above this line have exhibited at least some level
of knowledge or learning. Three of the participants exhibit
strong performance, being above the line, yet Echo displays
patterns of progress (correct consecutive questions are
indicated by a positive gradient) similar to these users. This
is significant, as it means Echo would have been subjected
repeatedly to the application’s vulnerability information
screens. Given they achieve a promotion, this suggests that
these messages may have been effective in teaching them the
content of the first stage.

3) Participant India: Fig. 6 shows data from India’s
session. Whilst the data from Delta and Echo illustrates some
learning has taken place, no such pattern can be discerned
here. Although India is promoted, this occurs amidst a period
of oscillation. This could have occurred as a matter of chance

alpha
25 charlie
foxtrot
golf
hotel
india
juliet
— deita
— echo
-=== E(X)
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@
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Correctly
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Number of Questions
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Figure 5. Comparison of all participant performance data

which is likely given this participant had an overall accuracy
of 48.5% across all vulnerability types. Furthermore, India
appears to have retained no knowledge beyond this point and
appears to struggle. India is fired a total of nine times,
answering a total of 119 questions which is more than double
that of any other participant in the study. This suggests that
India may have begun to swipe randomly which is reflected
in Fig. 5; they are the participant closest to the line E(x).

India had the lowest initial confidence of all participants
and this did not improve in any area of the study. At this point,
it is possible to observe a positive correlation between initial
confidence and confidence increases experienced by those
individuals. Those with a higher initial confidence were more
likely to say this increased as a result of using the application
and vice-versa. More data is required to verify this
observation, though it should be noted that this supports the
expectation stated in section V.C.

C. Further Work

The research objective of this work involved the creation
of a gamified application which could teach developers
secure code practices. Based on participant feedback, it is
reasonable to suggest there is potential for this to be
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successful. However, given the small sample size, the results
obtained during this study are not comprehensive. As such,
there is potential for this work to be expanded upon.

Whilst the study has yielded some interesting results, the
relatively small size of the study renders it a proof of concept.
The quality and reliability of conclusions drawn from the data
could be improved upon by opening the study to more
participants, allowing any underlying correlations to develop
further. As an extension to this, the application could be
deployed to different user groups, i.e., professional
developers of various levels, to establish the impact on those
with more experience. This is especially important given the
majority of participants had difficulty with the technical
complexity of the code snippets.

There is scope to include the application as part of a
training course or university module. The instructional nature
of the storyline elements create potential for the application
to form part of an instructional syllabus. However, with
minor modification, the application could be deployed as an
assessment tool. Although it is possible to collect
achievement data, it was not a priority and its extraction is
problematic. It is possible, with some slight modifications to
the database, to extract this data explicitly which would
enable analysis of the types of achievements earned and their
timings by participants. This would lead to additional insights
into user performance. Part of this investigation assessed the
benefits of each gamified element that was implemented,
though this data was based entirely on participant
impressions, and therefore subject to bias and inaccuracy.
This component of the investigation could be expanded by
removing each element and observing the impact it has on
user engagement and learning. The framework exists for the
inclusion of additional questions and vulnerability types
which could enrich the study by helping identify which topics
benefit most from gamification. To expand further, this could
be compared with existing teaching methods or via inclusion
of time pressures and leaderboards, to verify claims made in
[33].
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Figure 6. Performance data from participant India

VI. CONCLUSIONS

The study suggests that gamification has the
potential to be an effective tool in teaching developers secure
code. Through both qualitative and quantitative data, the
potential benefits of utilising gamification techniques can be
seen. The qualitative aspects of the research structure

primarily provided feedback on how the system can be
improved, including more variation in the storyline and more
thorough explanations when a participant answered a
question incorrectly. Badges, levels and storylines have all
shown potential as learning motivators, with different
participants highlighting each one as a reason for increased
engagement. Monitoring and analysing individual
participants' in-application performance has shown positive
patterns that signal learning. One participant displayed trial
and error until being fired, followed by significant
improvement. For another, pattern matching was highlighted
which can be seen as a positive in this context, where the aim
is to recognise the warning signs of insecure code. No
participants stated that gamification techniques decreased
their engagement, which shows that, at a minimum, they felt
gamification did not hinder their learning.

Despite positive indicators, a sample size of nine
participants is not substantial enough to solidify correlations
and prove that gamification is the key contributor to any
learning. As all students learn and behave differently, further
research is needed to determine whether gamification is an
effective tool at teaching secure code. Therefore, deploying
the application to a wider audience would reveal more about
the trends in vulnerability specific performance and general
participant learning. Overall, the gamified system and the
research structure presented provide an encouraging
foundation that further research can be built upon. The in-
system data and participant surveys have shown positive
trends that indicate learning linked to the implemented
gamification techniques. It can therefore be concluded that
gamification has potential to be a successful teaching tool for
secure code. However, a study with more participants is
necessary to prove the extent to which this is true.
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