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Abstract—Over the last decade, awareness has grown that
compliance to EMC standards does not necessarily imply that all
properties of a system, such as reliability, safety, and security, are
adequately assured when the system is exposed to electromagnetic
disturbances. While the application of a risk-based approach has
been proposed to overcome this issue, a methodology to demon-
strate that the employed risk-based activities provide compelling
arguments and evidence to assure the properties of interest
seems to be missing. In this paper, the application of assurance
cases and associated activities in demonstrating properties like
safety and security of systems in the presence of electromagnetic
disturbances is explored by using Goal Structured Notation
(GSN) to present the structure of the assurance argument.

Index Terms—electromagnetic interference, risk-based EMC,
assurance case, safety, Goal Structured Notation, 4+1 principles

I. INTRODUCTION

The way we manage risks due to electromagnetic distur-

bances is undergoing significant change in both goals and

approaches. In the past, EMC engineers were mostly focused

on achieving compliance with the EMC Directive and, as such,

were dealing with reducing the risk of having Electromagnetic

Interference (EMI). The traditional way to approach this, was

to show – through physical testing – that the system-at-hand

passed all emission and immunity standards that had been

identified as being relevant for the system and its application.

Especially in the last decade, awareness has grown that the

above approach has serious limitations, not at least as standard
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development processes struggle to keep up with technolog-

ical evolution [1]. Moreover, the rising cost of certification

and achieving full compliance in some industries such as

maritime, along with accessible Commercial Off The Shelf

(COTS) equipment that may not comply with maritime EMC

standards [2], signals the need for a new approach. Therefore,

a risk-based approach for EMC has been put forward as an

alternative. Such a risk-based approach considers the actual

intended electromagnetic environment of the system-at-hand

together with the actual intrinsic immunity of that system and

correlates both to make a better estimate of the expected risk of

occurrence of EMI. By following a good system engineering

approach, these identified risks are transformed into an EMC

management, EMC control, EMC Implementation and EMC

Test plan [3].

However, with the rapid emergence of new technologies,

we see that complex electronics are increasingly used in or

for safety- or mission-critical applications. Think about self-

driving cars, autonomous vessels, or even surgical robots. This

has led to the realisation that electromagnetic disturbances

can have a significant impact on other properties of the

system, such as safety and security. So, we should not only

be concerned about the risks of occurrence of EMI, but also

the safety or security risks that electromagnetic disturbances

might lead to [4]. To address this, the IEEE recently published

a full standard on how to manage (functional) safety and other

risks with regards to electromagnetic disturbances [5].

Despite these trends towards moving away from showing

pass/fail compliance to prescribed standards to a more in-depth

risk-based approach, guidance seems to be missing on how to

properly assure - with clear claims, arguments and evidence

- that the different types of risks due to electromagnetic

disturbances are being adequately managed [5].
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Therefore, in this paper, we propose the use of an assurance

case to achieve this. Assurance is a ”positive declaration

intended to give confidence”; thus, an assurance case is defined

as ”a reasoned, audit-able artefact that supports the contention

that its top-level claim (or set of claims), is satisfied, including

systematic argumentation, its underlying evidence, and explicit

assumptions that support the claim(s)” [6]. In this paper, the

application of assurance cases in demonstrating achievement

of system properties such as EMC, safety and/or security is

investigated. The use of Goal Structuring Notation (GSN)

as one of the main tools in assurance case presentation is

explored.

The remainder of the paper is organised as follows. In

Section II, the necessity of employing assurance cases in a

risk-based approach is explained. Then, in Section III, further

details on the assurance cases and the structure of GSN are

given. Finally, in Section IV, as an example, the contribution

of GSN in demonstrating safety principles is provided.

II. NECESSITY OF ASSURANCE CASE IN RISK-BASED

EMC

There are multiple approaches for demonstrating the proper-

ties of a system and for providing certification for these prop-

erties. While the practices are different through domain and

regulation bodies in different countries, they can be categorised

into two types [7]: the Prescriptive approach and the Goal-

based approach. In the prescriptive approach, standards and

guidelines provide rules that must be followed for a product or

a process to achieve certification. On the other hand, the Goal-

based approach focuses on the achievement of the required

outcome. Therefore, a set of criteria should be identified to

achieve certification and the means and the validity of the

means used to meet the criteria should be demonstrated by

the applicant for certification.

Rule-based EMC originated from the prescriptive approach.

It aims to achieve compliance with EMC standards which

heavily rely on immunity and emission tests. In other words,

the main argument for achieving acceptable EMC in the

rule-based EMC approach is passing EMC tests in specific

scenarios defined in the standards. Therefore, the need for

an argumentation tool has not been extensively noticed; even

though an assurance case for demonstrating the argument for

compliance with EMC standards (Compliance Case) facili-

tates the certification process [8].

On the other hand, the risk-based approach aims to argue

about achieving goals regarding various system properties by

providing arguments related to scenarios which might not be

anticipated in EMC standards. As a result, the associated argu-

ments are not limited to conformance with test requirements in

EMC standards and additional arguments and evidence are re-

quired. Furthermore, from the certificating parties perspective,

validation of compliance with relevant requirements once the

risk-based EMC approach is applied, has been observed to be

more difficult [3]. Hence, demonstrating achievement of EMC

goals are not straightforward like in the case of the rule-based

Fig. 1. Argument answers the question ‘How does the provided evidence
lead to the achievement of the Objective?’

approach, and a systematic argumentation tool is required to

justify the realisation of goals and to assist certification.

III. ASSURANCE CASE

A. Assurance Case Structure

The Assurance case idea is rooted in the goal-based ap-

proach toward achieving defined goals. Every assurance case

comprises three elements: Objective, Argument and Evidence.

The argument provides the reasoning behind the achievement

of the Objective by considering the appropriate evidence (Fig.

1).

The Objective is a claim about the system that needs to be

supported. It could be a requirement, a defined characteristic

of the system, a safety goal, etc. Supporting evidence includes

analysis results, test results and other clues that back up the

argument that the case is based on. All three elements are

required in an assurance case, as an argument without proper

evidence is not cogent and does not lead to an acceptance

that the Objective is met. Vice versa, achieving an Objective

supported by evidence without proper argument is vague and

requires explanation to be understood. This is because the

applied tools for providing the evidence, the rationale of the

argument and Objective validity will inevitably include uncer-

tainty and may include errors. The confidence a reader should

have in the assurance case’s elements need to be evaluated.

Therefore, a ‘Confidence Case’ is required to demonstrate how

confident we are in the elements of the assurance case [9].

An Assurance case, such as a safety case, has a hierarchical

structure. The defined top-level goal is broken down into sub-

goals by appropriate arguments. These sub-goals are broken

down again, and this process continues until the sub-goals can

be supported by evidence directly (Fig. 2).

There are several ways of illustrating the argumentation

in an assurance case. The most simple ones are explaining

them in a free text or a tabular structure. However, applying

these methods may lead to ambiguity and difficulties in

communication between engaged parties. Besides, traceability

between assurance case elements can also be problematic.

Thus, graphical methods are preferred for argumentation. One

such method is Goal Structuring Notation (GSN) which is a

graphical argumentation tool that explicitly connects the assur-

ance case elements and provides a comprehensible structure

for argumentation [10].

B. Goal Structuring Notation (GSN)

GSN facilitates demonstrating the interaction between ob-

jectives, arguments, and evidence through a set of graphical el-



Fig. 2. The hierarchical structure of the Assurance Case

ements and consequently a better projection of argumentation

is achieved. The primary elements of GSN can be introduced

as follows:

• Goal: A claim about the system that needs to be sup-

ported. A goal could be a specified requirement, target,

or constraint. For instance, a goal could be a claim that

the radiated emission of a system is lower than a specific

level.

• Strategy: The reasoning behind how goals break down

into sub-goals. It is the nature of the argument which

connects different levels of goals. For example, one

strategy could be a defined approach for demonstrating

that the radiated emission is lower than a specific level.

• Solution: The items of evidence provided to support

claims. A solution could be the results of tests, simu-

lations, analysis, or a reference.

• Context: The contextual information about a goal, strat-

egy, or solution essential to be considered is presented as

a context in GSN. A context can be a reference statement,

or information about the system, tests, environment, or

requirements.

• Assumption, Justification: In some cases, defining goals,

reasoning about an argument, or using a piece of evidence

requires some assumptions or justifications. In GSN, this

information could be presented via Assumption or justi-

fication elements. For instance, reasoning about radiation

limit lines could be considered as an Justification.

The relationship between GSN elements can be divided

into two categories. If there is a causal relationship between

elements and the support of an element is required for another

one, the ‘SupportedBy’ link (A solid arrow) can be used.

Once there is a contextual relationship between elements, the

‘InContextOf ’ link (A hollow arrow) will be applied. An

illustration of the elements and relationships is provided in

Fig. 3.

Fig. 3. Illustration of GSN elements and relationships

IV. APPLICATION OF ASSURANCE CASE IN EMC

Employing assurance cases for argumentation about achiev-

ing EMC goals has not been a common practice so far. In

[11], the application of GSN in demonstrating compliance

with EMC directive standards has been investigated for the

first time. This study comprises two use cases: an EMC

Compliance Case for equipment tested in the EMC lab and

for in-situ EMC testing of large machines. However, the appli-

cation of GSN in argumentation about safety goals regarding

Electromagnetic Disturbance (EMD) has not been examined.

In this section, the assurance case for implementing the first

and third principles of EM risk management is addressed and

presented in GSN in order to demonstrate the application of

GSN in achieving EMC safety goals. The 4+1 principle of EM

risk management has been introduced in [12] and are derived

from the principles of software safety assurance [13].

A. Principle 1

The first principle of EM risk management states that

”EM [Safety] risk requirements shall be defined to address

the contribution of EMDs to a specific system’s property

[hazard]”. This principle requires that all risks (relating to

the property of interest) arising from all possible EMDs be

identified and appropriate requirements for managing those

risks be defined. For safety, for example, it argues that the

contribution of each EMD to any known hazard is identified.

In Fig. 4, the GSN for this first principle is depicted. The

main target is to show that the contribution of EMDs to hazards

has been considered acceptably through the generation of EM

safety requirements (G1). Arguing about this goal requires

some contexts such as information about the system of interest

and its behaviour in the considered EM environment (C1).



Fig. 4. Principle 1 of EM risk management illustration by GSN

Moreover, the definition of acceptable management should be

provided (C2).

Furthermore, to argue about G1, assumptions about identi-

fication of all potential EMDs (A1) and all potential hazards

(A2) should be stated. The strategy (S1) is to breakdown

this goal by arguing separately about each identified hazard

(i=1,2,...,h) and to make sure that the contribution of EMDs

to each hazard is acceptably managed. The respective goals

for these claims are described as (G2(i=1,2,...,h)). At this

stage, the contextual information of the description of hazards

associated with EMDs (C3) is provided.

In the next step, argument must be provided to the contribu-

tion of each EMD to each hazard (S2(i=1,2,...,h)). This strat-

egy breaks down the G2 goals into (G3(i=1,2,...,h)(j=1,2,...,e))

which claim that these contributions are acceptably managed.

Besides, this strategy requires assumptions (A3(i=1,2,...,h))

that the way in which each EMD leads to the hazard is iden-

tified and provided as contextual information (C4(i=1,2,...,h)).

Furthermore, to argue about addressing the contribution of

each EMD to each hazard through EM risk requirements and

setting corresponded safety targets (S3(i=1,2,...,h)(j=1,2,...,e)),

the final goals (G4(i=1,2,...,h)(j=1,2,...,e)) for identification of

valid requirements are defined and requirements are provided

as contextual information (C3(i=1,2,...,h)(j=1,2,...,e)). At this

Fig. 5. Principle 3 of EM risk management illustration by GSN

stage, the goals may still need to be broken down further be-

fore they can be addressed by evidence directly. The evidence

for demonstrating that appropriate EM risk requirements have

been defined can be instantiated as solutions (Sn) to support

G4. Once the evidence is provided, the goals which have been

broken down during argumentation, are supported and finally

it can be concluded that the top level goal (G1) is achieved.

B. Principle 3

The third principle of EM risk management focuses on

the verification of the satisfaction of EM requirements. While

there is no unique approach to verify this claim, for illustration

of the third principle, the recommended approach in [5] is

considered.

In Fig. 5 the main goal (G1) claims that all identified

EM requirements are satisfied. The Contextual information for

this goal includes the description of EM safety requirements

(C1) and the definition of the interested system (C2). The

strategy (S1) breaks down the main goal into three subgoals

including practising good EMC engineering (G2), complying

with relevant EMC standards (G3) and applying appropriate

Techniques and Measures (T&Ms) defined in [5] (C3). The

satisfaction of these subgoals is argued by further strategies

until a point at which claims can be supported directly by

evidence (Sn).

Clearly, developing and supporting such [safety] assurance

cases requires activities to be undertaken during the system

development lifecycle and maintenance of required activities

during operation. These activities should be the subject of

regulation/certification guidance and embedded efficiently in

organisation processes. Also, support will be required against

the remaining two principles in a proportionate manner.



V. CONCLUSION

In this paper, we consider the necessity of using assur-

ance cases where the risk-based EMC approach is being

employed. The risk-based approach argumentation is not as

straightforward as the rule-based approach and consequently

the EMC certification process for a product becomes more

difficult. Therefore, using assurance cases as an argumentation

tool facilitates certification and communication with engaged

parties. Furthermore, to demonstrate the application of the

graphical assurance case for argumentation on safety goals, the

GSN of the first and third principles of EM risk management,

which assures that appropriate EM risk requirements have been

defined and all hazards associated with EMDs are covered

by the requirements along with assurance of satisfaction of

the requirements, are provided and discussed. Finally, the

next steps around developing the assurance case structure and

activities required to support it are presented.
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