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PMU Placement in

Electric Transmission

Networks for Reliable State Estimation agair
False Data Injection Attacks

Qiang Yang, Member, IEEE, Le Jiang, Weijie Hao, Bo Zhou, Po Yang and Zhihan Lv

Abstract— Currently the false data injection (FDI) attack
bring direct challenges in synchronized phase measurement unit
(PMU) based network state estimation in wide-ar ea measur ement
system (WAMS), resulting in degraded system reliability and
power supply security. This paper assesses the performance of
state estimation in electric cyber-physical system (ECPS)
paradigm considering the presence of FDI attacks. The adverse
impact on network state estimation is evaluated through
simulations for a range of FDI attack scenarios using |EEE
14-bus network model. In addition, an algorithmic solution is
proposed to address the issue of additional PM U installation and
placement with cyber security consideration and evaluated for a
set of standard electric transmission networks (IEEE 14-bus,
30-bus and 57-bus network). The numerical result confirms that
the FDI attack can significantly degrade the state estimation and
the cyber security can be improved by an appropriate placement
of alimited number of additional PM Us.

Index Terms—Phase measurement units, state estimation,
cyber attack, electric cyber-physical system

NOMENCLATURE

z Measurement vector (i.e. active and reactive po
flows, active and reactive power injections, volte
magnitudes and angles)

X System state variable vector (voltage magnitudes
angles)

e Measurement error vector (the error distribution
known)

h(x) Nonlinear function between measurement vector

the system state variable vector
The weighting matrix

Jacobian matrix derived from vectofx)
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K Estimated state vector

Y Voltage at bus

0 Phase angle at bus

0; Bus phase angle differencé) (- 6,)

G, + jB  Line admittance between busand |

g, + jb, Admittance of the shunt branch at bus

Q, A set of buses connected to bus

X, State estimates under attack-free condition

X State estimates under attack condition

E, The maximum state estimation deviation w

available PMU placement
Attack impact coefficient

Estimation deviation metric

m =~

l. INTRODUCTION

N recent decades, the advances of a number of enabling

technologies (e.g., sensing, communication, intelligent
control and decision-making) have driven the transition of the
conventional electric power system to a smart .gfitie
existing supervisory control and data acquisition (SCADA)
system can only obtain asynchronous snapshots of power
system operation due to low sampling rate (with the poling
cycle in minutes or even hours). Such statistical measurements
can barely meet the stringent requirement of timely and
accurate monitoring and control of smart transmission
networks spanning over a large geographical area [1]. To this
end, the WAMS is designed to continuously collect the
network operational state through sophisticated digital
devices, i.e. Phasor Measurement Units (PMUrstalled at
specific locations in the transmission network. The PMUs can
timely record and communicate GPS-synchronized dynamical
state information with a high sampling rate €@-
samples/second). The existing research effort, e.g., the North
American Synchrophasor Initiative (NASPI) [2] and the
Western Interconnection Synchrophasor Project (WISP) [3],
have confirmedts benefit for dynamic health evaluation of
large-scale power transmission grid. However, the complete
replacement of SCADA legacy with WAMS is currently
considered not impractical mainly due to the prohibitive
reinforcement and maintenance cost. SCADA and WAMS
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will coexist and complementarily support the wide-aremeasurements. IriL{], a risk mitigation model was presented
monitoring and control in electric transmission networks. for cyber-attacks to PMU networks through solving a mixed

The development of smart grid makes the electric powerteger linear programming (MILP) problem to prevent
network and the underlying information and communicationcyber-attack propagation and maintain the observability of the
technology (ICT) system supporting its managememower system. A detection and identification of cyber-attacks
functionalities highly coupledwhich is considered as an in PMU data based on the expectation-maximization algorithm
integrated electric cyber-physical system (EPCS), as shownvias presented in [11]. The work ihZ designed the defense
Fig. 1. In fact, ECPS provides a novel analytical framework tmechanism of FDI attacks on state estimation based on a
investigate a number of key technical issues in electric poweast-budget strategy. 113], an unobservable FDI attack on
systems, including network modeling, topological and\C state estimation and its impacts on the physical system
dynamical behavior characterization, cascading failunere studied. In14], the authors exploited the optimal FDI
analysis and vulnerability assessment attack strategy to cause the maximum damage and dedelop
efficient algorithms to identify the optimal meter set for
protection. In 15], the work proposed an efficient strategy for
determining the optimal attacking region that requires reduced
network information. Multiple robust estimators with different
robustness properties to improve the overall cyber-security of
power state estimation were investigated with the
consideration of investment reductidi®].

In addition, solutions (e.g. [17-19]) are available to address
the issue of optimal PMU placement with different objectives
and deployment constraintsh@optimal PMU placement can
be obtained through minimizing the cost of overall WAMS
(PMUs, phasor data concentrators and communication
infrastructures (CIs)) [17]An optimization formulation was
proposed in [18] to improve the measurement redundancy
with  minimum number of PMUs while maintaining full

Information flow
Power flow

Fig 1. Cyber-physical system for electric power grid system observability The work in [19] focused on the
minimization of total realistic cost with considering hidden but
Il.  RELATED WORK significant and integral part of PMU installation cost. The

Existing studies have highlighted the importance of cybdfOrk in [27] developed a mixed integer programming model
security of ECPS against various forms of attacks frof@r optimal PMU deployment and optimal selection of existing
different aspectdn this paper, we look into the cyber-attackg”MUS to mitigate sparse unobservable attacks. A planning
in ECPS with a focus on the false data injection (FDI) attaciPProach was developed in [28] for optimal PMU placement
on PMU-based state estimation in power distribution network8aKing the system more resilient to PMU failures. In
It is confirmed that the false data injection (FDI) attacks cadpfrticular, the authorm [29] enhanced the least-effort attack
circumvent bad data detection programs (e.g. [30], [31]) afgodel to compute the minimum number of sensors that must
inject bias into the values of the estimated state in pow@f Compromised to manipulate a given number of states, and
systems [4]. A number of recent studies have exploited tHgVelO®d an effective greedy algorithm for optimal PMU
FDI attacks on power system state estimation and deferRi@cement to defend against data integrity attacks.
mechanisms, including detection-based methods (e.g. [5-7])B@sed on the aforementioned insights, this paper takes a
and protection-based methods (e.g16- Ifferent perspective to exploit the placement Qf at_jdltlonal

The FDI attack detection approaches generally analyze hUS considering the WAMS legacy to obtain different

obtained measurements and detect the abnormal ones fggrees of state estimation reliability against FDI attacks in
camot fit the expected distributions of historicalth® context of ECPS framework. The main technical

measurements. A Kullbaekeibler distance (KLD) based contributions made in this work can be summarized as follows:

method was proposed for FDI attack detection by tracking aft) the adverse impact of FDI attacks on network state
calculating the distance between two probability distributior@Stimation is  theoretically analyzed and assessed in a
derived from measurement variations [7]. In [8], greed@uantitative fashion for a range of attack scenarios (different
algorithms were developed to strategically place secure PMB¥ack levels, attack locations and measurement types) based
at key buses in the power system to defend against d&@ !EEE 14-bus network model; and (2) an algorithmic
injection attacks with improved manageability and reduce¥Plution is proposed to identify additional placement of BMU

cost. In [9], the authors exploited the graphical defendirl§ OPtain maximum cyber security against FDI attacks and
algorithms against false-data injection attacks throug‘@“dated forarange of standard electric transmission network

protecting the state variables with the minimum number &fodels (IEEE 14-bus, 30-bus7-bus and 118-bus network).
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The rest of this paper is organized as follows: the ECPS I\VV. STATE ESTIMATION AND FDI ATTACKS

attacks are briefly overviewed in section Ill; Section IV |, \WAMS. the PMUs are installed at the measurement
presents the PMU-based state estimation under FDI attackSints (buses) with the up-stream phasor data concentrators
SectionV carries out the simulation experiments to assess t DCs), as shown in Fig. 2. The PMU measurements are
impact of FDI attack and PMU placement solution fofigorously synchronized through GPS satellite and made
different transmission network models; finally, the conclusivgyajlaple to the remote electric transmission network control

remarks are given in Section VI center to support network management functionalities, e.g.
state estimation dynamic model identificatign model
IIl.  OVERVIEW OFECPSATTACKS correction transient stability predictign low frequency

The coupling of cyber and physical networks as well as tlescillation analysisfault location and protection.
operational complexity and temporal-spatial characteristic
make ECPS be vulnerable to cyber-atta&kifferent forms of

PMU

cyber-attacks, e.g. eavesdropping attacks, and malwares mw 0 Energy
. apr . . Local PDC Remote PDC Management

attacks, can significantly affect the operatiohsmart grid, : ] A : System

PMU Archive Archive PMU (EMS)

from smart meters, transmission to distribution substations and |
control center. Theoretical models and tools are needed to ‘ ‘
obtain better insights in ECPS cyber-attacks and prevent,

mitigate and tolerate cyber-attacks. For example, the authors SreamReader | | Sreamender | |
in [20] presentec model of cyber-physical switching attacks -
and confirmed that a coordinated circuit breaker switching e
sequence can be designed to deliberately disrupt the network Anaiysis
operation.In [21], an unobservable power injection attack Sofvere
evading the PMU measurement system was studieditand Frograms

adverse impact on power system operation was analyzed Fig 2. WAMS and synchronized PMUs in electric trarsgian network
[22], the authors proposed a sophisticated unique malweKe PMU-based network state estimation

attack in the smart grid in a CPS framework. The replay attack tat timati f tem has b wudied f
that opponents records a sequence of sensor measuremen Qe state estimation of power system has been studied for

and replays the sequence afterwards was studied in [23].y§§rf an((jj thte ;velghiﬁd d'e‘_"‘St Stqlt“re mtl_nlmtl_zatlothesmost ¢
holistic attack resilient framework is proposed iP4][ to widely adopted method In - staté estimation programs 1o

protect the integrated distributed energy resources (DER) a %termme the state variable valu@k][ The full non-linear

the critical power grid infrastructure from maliciousP°"e' ﬂOW_ equations and a Iarge_ ampunt of system data are
cyber-attacks with improved grid reliability and stability. neeQed to implement the state estimation. The power flows are
In addition, tle opponents may have the opportunities t(ponllnearly dependent on the voltage magnitudes and angles

inject false data or modify the available operational states %pressed mathematibabs (1):

different parts of the ECPS, e.g. the real-time electricity z=h(x)+e (1)
pricing (RTP) data in advanced metering infrastructure (AMI), The state variables can be determined based on the
which can directly mislead the energy dispatch and poweseighted least square optimization problem given in (2):
demand predictiariThe cyber attacks on SCADA systems can min F(x )= (z-h(X))" -W-(z-h(x)) (2

also affect the decision-making procedshe control center .
S T . . where the elements W correspond to the inverse of the
and result in issuing incorrect corrective control to the field

control and protection devices, which may lead to Iarge_scaqgcuracy of the individual measurements. The functions in the

network cascading failures. The opponents may hack tchtorh depend on the type of measurements, i.e., active or

. N : : . reactive power flow on lines or as injections, voltage
underlying communication infrastructure, including the ve p ) 9
magnitudes and angles.

communication protocols and communication devices or The iterative normal equation method can be adopted to
equipments (e.g. routers and switche€urrentl ower , S - )
auip (e.g Su y P 38I\le (2). The first order optimality condition of this

utilities tend to adopt the standard packet-switching bas trained optimizati blem is f lated:
protocols (e.g. TCP/IP based protocols) and standafdconstrane aon('lealon problem 1s formulated:
X

information models (e.g. IEC61850 in substations), which

makes the power utility more vulnerable to the intentional ox

attacks in comparison with the private or vendor's protocols. The result is a nonlinear equation system which can be

In summary, the cyber attacks can bring direct adverse swlved using an iterative process.

disastrous impacts on the operation of smart energy networksin fact, the faulty measurements can directly lead to

This work focuses on the exploitation of FDI attack irsignificant errors in determining the state of a system, hence

PMU-based WAMS of electric transmission network. bad data detection schemes are used to detect them. Various
forms of bad data detection algorithms are available and

Real-time
Interface

s =—2J, R)W(z-h(%)) = 0 3)
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mostly are based on the residual [25, 30] as follows. proposed solution addresses the placement of additional PMUs
r =z-h(x) (4) to obtain the required accuracy of state estimation under
%H.acks. The flowchart of the proposed algorithmic solution is

This corresponds to the difference between the receiv .
Bﬁtrated in Fig. 3.

measurement and the value for this measurement as a funct

of the estimated state. The FDI can be identified based on the

largest normalized residual method if (5) is pveterer is an

appropriately predetermined threshold. The study in [25] Input admittance matrix( , humber of bus{ ,PMU
indicated that, using the known error distributions and the installation vectork, ) and number of PMUs( )

i
‘ Set target of impact coefficienk; ( i)

l

Obtain measurement vectpr( ) and correljtion

theory of x’testing, the value ofr can be determined such
that faulty measurements are identified if they exceed the
expected probability distributien

State estimation
(attack-free)

”r H< T (5) matrix(H,) fromp,; and set weighting matrixy |)
B. Analysis of FDlon network state estimation ‘ - : .
. State estimationx, ) under attack-free condlt{on
The FDI on WAMS can directly degrade the accuracy of I
the state estimation or make the network partially :
unobservable. It is indicated in [8] that the false data added to Data alteration for elements i, with variatian
the measurementa can pass bad data detection a set of deviationg, ) calculatiomax() - &
ifa=h(X+c)—h(X) . Here, the FDI attack on network state
estimation can either manipulate certain system state variables
or manipulate certain measurements, which can be formulated Updater—_, and he  nonzero elemenltof
and theoretically analyzed as follows: 5 P assigned with 1
Attack on system state variables: two types of system state éﬁ S o . -
variables are considered in state estimation, i.e. bus phase | 4§ ‘ et v correT'on
angle (@) bus voltage magnitudeV/(). Once a specific state _Eg
variable is tamperedhe dependent measurements will also be 82 |Dataalteration for elementsM  with variatioran
affected based on the following equations. ga gﬂec’()ﬁci'ﬁ:'a\fivﬁz g’; mgﬁgu?«; deﬁ;"a(“g obtatied
. .. . ', Max(E) = E, .
(1) Real and reactive power injection at bus 2 y comparng ’ &
P=V> V(G cosq +B sing ; (6)
=
Q=V V(G sing -B cog ) ()
jey No
. . . i=i+]]
(2) Real and reactive power flow from bugo busj
R =V(a+g)-YVY(gcos§ +p sig ) (8)
Q =-V'(h +§)-VV (g sing —-p cog )  (9) B
It canbe observed from (6]9) that the attack on one state %%
variable requires the manipulation of multiple measurements, _;g
e.g. the change oV, needs a set of manipulatiooéP ,Q , ;3
P andQ, where j e, . If the FDI attack is carried out for
multiple system state variables simultaneously, then the PMU pla%ef gntsomt'on Y
manipulation of more measurements needs to be implemente N
Attack on certain measurements. a state measurment is
determined by the system configuration and at least two 0 Souton
system variables. Thus, to attack certain measurements, the
changeof least one state variable that controls the targeted
measurement is required in FDI attacks. Fig.3 The flowchart of PMU placement considering BRacks
C. PMU placement considering cyber attacks The key steps of the solution can be summarized as follows:

Obviously, sufficient availability of PMUs in transmission(1) the most vulnerable buses which can impose the maximum
networks can improve the performance of state estimati@uverse impact to the state estimation under FDI attacks are
under FDI attacks due to data redundancy. With the availalfiestly identified; (2) the optimal placement of additional
PMUs which obtain the system state observability, theMUs (number of PMUs and their locations) under FDI attack
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is evaluated and determined through an iterative process; and TABLE 1 BUS VOLTAGE AND CURRENT MEASUREMENTS
finally, the obtained solution of PMU placement is fur?her Location PMU measurements | Amplitude | Phase angle
assessed to ensure the adverse impact on state estimation Voltage [ Bus No. 2 1.046 -4.922°
under FDI attack is managed to an acceptable range. Bran. 2-1 1.496 -171.82°
e - : o P - Bus Na2 Bran. 2-3 0.708 -9.583°
More specifically, an estimation deviation metric is defined Current | oo o4 0.546 5081°
to capture the inaccuracy of state estimation, as given in (10) Bran2-5 0.398 -9.299°
Y Voltage Bus Na6 1.064 -14.634°
Z.N ) X(l)(X)OQ) Bran. 6-5 0.432 164.11°
= X, (i Bus Na6 Bran. 611 0.076 -40.338°
— 0
E= N (10) Current | gran. 612 0.077 -31.387°
. . Bran. 613 0.177 -36.220°
whereN is the number of buseX;, andX are the estimated '\ o[ Voltage | BusNo.8 1.093 -13.470°
TSR, Current Bran. 8-7 0.163 -102.508°
network states under attack-free and FDI attack conditions; Voltage | Bus No_ 9 1050 51457
respectively. _ o o Bran. 9-4 0.166 -165.422°
Here, the maximum deviation of state estimation from BusNa9 Current | Bran.9-7 0.274 155.797°
actual network states under same intensity of attack with the Bran. 910 0.062 -53.997°
Bran. 914 0.095 -35.906°

available PMU placement is denoted as lEseand the
impact coefficient due to attacks is setka§<e[0,1]. In This sect.ion prese_ntsaset of numerical resul'g obtained from
, . ) _the simulation experiments through a comparative study. The
particular, the §¢curlty assessment ensures the |den_t|f||;.? work state estimation based on linear weighted least square
number of additional PMUs as well as the_ 'nSta”a_“O_'a proach is implemented and the network operational states
Io.ca.t|ons can guarantee the state est|mat|gn dey|at|8 n be estimated. Fig. 5 shows the network estimation and the
within B, <k under FDI attacks Kcan be pre-defined with o,4:¢ network states (bus voltage amplitude and phase) angle
different values to represent different state estimation accuragyder the attack-free condition, respectively. It can be seen
requirements). Consequently, the system state observabilitt the state estimation algorithm based on the PMU
and estimation accuracy under FDI attacks are simultaneousigasurements can well estimate the network states (the errors
considered in the PMU placement. are within the acceptable range) without any cyber attacks
Here, the evaluation of FDI attacks on state estimation is
V. SIMULATION EXPERIMENTS AND NUMERICAL RESULT  carried out for three network scenarios considering the attack
with different levels (case 1), at different locations (case 2)
. . and on different measurement types (case 3), respectively. The
In this work, the impact of FDI attacks on network stat DI attacks are implemented through injection of randomly

est!mat?on performance is quantified assuming that the st ti‘{?ered measuremenith different degrees (e.g. 10%~30%)
estimation is merely supported by the PMU-based WAM >s adopted in existing studies (e.g) 7]

The performance is evaluated based on the IEEE 14-bus

transmission network model [26] which requires at least Gase 1: State estimation under different levels of FDI attacks
PMUs to obtain full network observatioRig. 4 illustrates that

in total 4field PMUs are installed at the network buses wit
red circles (i.e. bus No. 2, 6, 8 and 9) to guarantee the syste

observability Based on the given PMU placement in IEE hase angle in the case that the PMUs installed at bus No. 2 is

14-bus network, the PMU measurements of bpth b_us volta ftacked with the voltage measurement values being randomly
and current can be obtained, respectively, as given in Table l]ampered at the level of 10%, 20%, and 30% coewuaith

A, PMuU-based state estimation under FDI attacks

It is interesting to assess the adverse impact of data
mpering at different levels on the network state estimation.
. 6 presents the estimated states of voltage amplitude and

F&“ C?‘ J_ the exact PMU measurements, respectively. It is clearly
Bus 2 J7 Bus3 demonstrated that that such attack can seriously affect the
accuracy of the measurement of voltage amplitlde with
@ limited impact on the phase angle. With such tampered
Bus 1 ] Bus 4 voltage measurement, the estimated network states are
Bus 5 significantly deviated from the actual network operational
e 3” @ é states which may eventually mislead the decision-making
Buc s e process and potentially the corrective control actions.
%J \ L iL %: Case 2: State estimation under attacks at different logation
Bus 6 Bus12 U1t Busto Bus 9 Due to the topological structure of power transmission

network, the impact of attacks at different locations can vary.

‘ Bus14
J7 EISE ﬁT— Thus, the simulation experiment for cyber-attaakdifferent
_ . , locations are carried out to assess the impact on network state
Fig 4. IEEE 14-bus transmission network with 4 PMUs




> REPLACE THIS LINE WITH YOUR PAPER IDENTIFICATION NUMBER (DOUBLE-CLICK HEE TO EDIT) < 6

estimation performance under FDI attackbades with PMU Case 3: State estimation under different measurement attacks
installations (No.2, 6, 8 and 9), respectivdtiere, the PMU
voltage measurements at the attacked buses are assumed TéJOE

. o X L
altereo! with 10% in respect.to t.helr original values. Th easurements, assuming that the attack location and intensity
numerical result of state estimation of network states f%main unchangedThe bus No. 2 is selected as the attack

different attack locations are presented against the SCENGHR tion with the PMU measurements are randomly tampered

without attacks- n F'g". respectlvg ly. It demonst.rates thatto be increased 10% in respect to the actual values, including
such attacks of information alteraticanhave great influence

on the performance of state estimation. in particular tthe voltageat bus No.2 and current in brareg?-1, 2-4 and
pertor imation, in paricular g e estimated states of voltage amplitude and phase angle
voltage amplitude Further, we examined the estimation

S . . re presented in Fig. 8, respectively. It confirms that the
T e O dtage ampiude. charges sgnicanly acros the (s
. o tack fRiwork due to data tampering of measured voltage.
bus No.6, as the highest state estimation deviation

( E=0.027€) is observed.

ere, the state estimation performance is assessed
gidering the attacks on specific types of PMU

LT T T S ort———
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Fig.7 State estimation with different FDI attack ldoas (a): voltage amplitude and (b) phase angle
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O Without attacks oF O Without attacks
X Attack in bran. 2-1 : it:act in E’a"- z;
lack in bran. 2-
¢ Attack in bran. 2-3 A Attack in bran 2.4
14k A Attack in bran. 2-4 -5 @ O Attack in bran. 25
3 O Attack in bran. 2-5 g
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Fig. 8 State estimation with FDI attacks on differgpies of measurements

proposed solution (Section 1V-C) and presented in details in
) T ) _ Table 3. It implies that, given the security requirement in the
Finally, the proposed algorithmic solution is further, esence of FDI attacks, the solution is able to cost-effectively
assessed for PMU placement considering cyber securfiontify the minimum number and optimal locations of
improvement. The simulation experiments are carried OWhgitional PMU installations. Further, FigO presents the
based on four standard test networks,IEEE 14-bus, 30-bus  giate estimation deviation (error) and the attack impact
57-bus and 118-bus network [26], as illustrated in Figi&re, sefficient against the number of PMUs for the simulated test
the same FDI attack implementations (Section IV-A) are usegworks. It clearly shows that additional PMUs insilt
to these simulated test networks. The placement of additionq%propriate buses can significantly improve the state
PMUs (both number of locations) for these transmissiofstimation accuracy under FDI attacks. This result can
networks for different security coefficient valueSeffectively guide the power utilities for PMU deployment to
(k =2/3,k, =1/2andk, =1/3) are calculated based on thepreyent their assets from various forms of FDI attacks

B. PMU placement considering FDI attack

(@) (b) ©
Fig.9 Three IEEE transmission test networks3@pus network; (bb7-busnetwork; and (c) 118-bus network
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Fig. 10 The state estimation accuracy and impact coeffisienthe increased number of PMUs
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Table 3 PMU placement in IEEE 14-bus, 30-Eisbus and 118-bus network considering FDI attacks

Impact coefficients
Test network k = 2/3 K, = 1/2 k= 1/3
IEEE | PMU location (2,68,9,12) (2,6,8.9,12,4,14] (2,6,8.9,12,4,14,10,7,5,11}
14-bus No. add. PMUs 1 3 7
2,4,6,9,10,12,15,18,25
. {2,4,6,9,10,12,15,18,25, {2,4,6,9,10,12,15,18,25, {2.4.6,9.10,12,15,18,25, ‘
IEEE | PMU location S o 28 26) 2759.58 246,20 133 169 1) | 27:22:2824.8.29,17316.7,21, 26,1451,
30-bus 30,19,20,11}
No. add. PMUs 5 10 19
(1,4,7,9,15,20,24,25,27,32,36,38,3{ {L,4,7,9,15,20,24,25,27,32,36,38,39,41,4
EEE | PMUlocation | (37.9.12024,25.21,32.38.3 4y 4§ 50,53,230,11,13,20,21,34,14 50,53,2,30,11,13,29,21,34,14,3,16 51,56,
57-bus ,39,41,46,50,53,2,30,11,13, 16,51,56) 22,17,26,45,37,40,35,23,33,43.42,48.10.
No. add. PMUs 5 12 27
(5,56,57,34,52,28,1,72,9,47,3,110,4 (5,56,57,34,52,28,1,72,9,47,3,110,42,
(5,56,57,34,52,28,1,72, 9,47,3,| ,118,30,48,18,22,17,36,4,108,58,10 118,30,48,18,22,17,36,4,108,58,100,15,
IEEE | PMUlocation | 110,42,118/30.48,18,22,17, 36| 15,68,31,106,98,114,16,64,94,78, | 68,31,106,98.114,16,64,94,78,103,39,87,
118-bus 4,108,58,100,15,68,31,106,98}| 103,39,87,54,41,84,44,10,27,46,11] 54.41.84,44,10,27,46,112,33,51,20,02,11
33 115,24,91,70,83,61,59,67.116,60,65,6.74
No. add. PMUs 16 35 52
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