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SEARCH ENGINES AND PRESSARCHIVESBETWEEN MEMORY AND

OBLIVION

Dr. Irini Katsirea

ABSTRACT

Search engines’ comprehensive digital memory has led to a desire for greater informational

self-determination. The seminal judgment in Google Spain gave impetus to the devel

opment

of data protection law as the preferred legal remedy for claimants who seek to erase their

digital past. This article argues theéic ‘right to be forgotten’ is a contourless and il

conceived right, which can apply to a variety of markedly dissimilar cases, whilegpayin

insufficient regard to the fundamental rights of search engine users, website publisher

s and of

the search engines themselves. Even though the decoupling of names from search results does

not interfere with the original expression, it is intended to suppress this expression by

drastically reducing its findability and hence its significance in the digital age. hSearc

engines, with their intransparent modus operandi, are entrusted to unravel the Gord
between data protection and freedom of expression. But as the ‘right to be forgotten’ begins

to cast its overly broad net over press archives, the Gordian knot risks tightening further.

" Reader in International Media Law, Centre for Freedom of the Media, Deparmidatirnalism Studies,
University of Sheffield, E-mail:i.katsirea@sheffield.ac.@l websites referred to in this paper were accessed
on 15 December 2016. | am very grateful to Thomas GibbongjeJ&tarrison, Daithi Mac Sithigh,

Konstantinos Stylianou and the anonymous reviewers for ith@ghtful comments on earlier versions of this

paper.
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1. Introduction

The European Court of Justice (ECJ), in its landmark judgment in Google Spain, found in
favour of a claimant who requested Google to delist information concerning the past seizure
of his property due teocial security debts, which appeared in a widely read Spanish daily’s

electronic editiort. Mr Costeja was not the first person who attempted to clean his digital
record. Most prominently, Max Mosley, former Formula One President, started a legal
crusade against Google so as to have photographs and a video, showing his sadomasochistic
encounters with prostitutes, blocked once and for all. However, while the images of Mr
Mosley's private sexual activity were clandestinely recorded and illegally published on a

large scale in breach of his right to privacy, there was nothing illegal about the publication of

the said announcements in Mr Costeja’s case.

This crucial difference jusfies the characterisation of the Court of Justice’s judgment
in Google Spain as a landmark judgment and explains the divergent reactions it generated in
Europe as well as the US. Some characterized the Google jSpgitent as a ‘victory for

privacy’.? Others condemned it as ‘one of the most significant mistakes the Court has ever

1 Case C-131/12, Google Spain v. AEPD and Mario Costeja GonzalezHEL2014:317.

2 ‘Burope:1, Google:0: EU Court ruling a victory for privacy’, 20 May 2014

qhttp://www.spiegel.de/international/business/court-imposes-taghe-forgottenon-google-search-results-a

970419.htn# .
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made’3, as a threat to ‘press freedoms and freedom of speech’?, as ‘misguided in principle

and unworkable in practice’.®

It is arguably the decoupling between the legality of the underlying information from
a privacy law perspective and of the processing of any personal data contained therein that
constitutes the most significant point of criticism against this decisidre narrow focus on
the relationship between search engines and data subjects disregards the complex web of
interests, in which usersf search engines’ services, not least website publishers, are also
involved. A perceived imbalance in the Court’s judgment between the fundamental interests
at stake gives rise to fears of a slow but steady emergence of a memory hole online in which

publishers of whsites have no or little sdy.

To be surgemany ‘right to be forgotten’ requests, not least Mr Costeja’s, concern
press reports. In some of these cases, the complainants involved also fight lengthy legal
battles against the publishers. One type of request that has attracted a lot of attention and that
has also been pursued before the courts is that by an ex-offender who committed a crime a
long time ago, but is still not able to find a job and re-integrate in society as a result of the

findability of information about his past. If the act in question is a petty crime, many would

3 J. Polonetsky, Future of Privacy Forum, quoted in J. Toobia,s®tace of oblivion in Europe, the right to be

forgotten trumps the internet  The New Yorker, 29 September 2014,

qhttp://www.newyorker.com/magazine/2014/09/29/solace-oblkion

4 ‘Buropean Court lets users erase records on web’, ..., New York Times, 6 April 2015.
5 House of Lords, European Union CommittE&] Data Protection law: a ‘right to be forgotten’?, 2" Report of

session 2014-15 (TSO, 2014),

qhttp://www.publications.parliament.uk/pa/ld201415/Idselect/Ideucom/40/4Q. 61>

6 J. Wimmers, Der Intermediar als Ermittler, Moderator und EntscheitleduRerungsgerichtlichen

Auseinandersetzungen?, 3 AfP 203, 209 (2015).

7 See Google, EU privacy remoyalvww.google.com/webmasters/tools/eu-privacy-webmgster
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argue that the said story should vanish from Google. But should it also vanish from the press
archives? And who should make the editorial call: Google or the publishers? Answers to
these intricate questions are debated across Europe and will occupy courts for years to come.
As this article shows, these answers vary considerably from jurisdiction to jurisdiction. A one
size fit all ‘right to be forgotten’, centrally managed by Google, cannot capture these

differences.

This article proceeds as follows: Firdt,explores the fundamental rights at stake
behind the Court’s Google Spain decision and considers, in particular, whether search
engines have a right to freedom of expression. Secondly, it assesses whether the balance
between privacy/data protection and freedom of expression struck by the Court of Justice in
Google Spain haslted too far towards the former. Thirdly, it asks whether the scope of
application of the ‘right to be forgotten’ is sufficiently clear. Focusing on the much discussed,
yet under-researched, problem ©freasonable expectation of privacy’ as regards spent
convictions and non-conviction information, it argues that this novel right risks eschewing
complex evaluations and offering black and white solutions. Finally, the problematic trend of
a haphazard extsion of the ‘right to be forgotten’ to press archives and its implications for

press freedom are discussed.



2. The ‘Right to be Forgotten’ and the Right of Search Enginesto Freedom of

Expression

The legal basis for the recognition of the ‘right to be forgotten’ by the Court of Justice in
Google Spain asArticle 12 (b) and Article 14 (a) of the Data Protection Directiveticle

12 (b) grants every data subject the right to obtain from the contfaBeappropriate the
rectification, erasure or blocking of data the processing of which does not comply with the
provisions of this Directive, in particular because of the incomplete or inaccurate nature of
the data’. Article 14 (a) grants the data subject the rightobject at any time on compelling
legitimate grounds relating to his particular situation to the processing of data relating to him,

save where otherwise provided by national legislation.

As regards Article 12 (b), the Court helcit the ‘incomplete or inaccurate nature of
the dad’ were only mentioned by way of example as manifested by the use of the phrase ‘in
particular’. The Court inferred that the ‘right to be forgotten’ could also be established upon a
contravention of theDirective’s data quality principles. The Court concluded that even
accurate data that were initially lawfully processed could fall foul of the Directive’s
requirements over time if they appeared irrelevant or excessive in the light of the purposes for

which they were collected or processed and in the light of the time that had élapsed.

8 European Parliament and Council Directive 95/46 of 24 October 489Be protection of individuals with
regard to the processing of personal data and on the free muvefhseich data, OJ L 281/31, 1995 (referred to
in the following as ‘Directive’).

9 Case C-131/12, Google SpeBh and Google Incv. Agencia Espafiola de Proteccion de Datos (AEPD) and

Mario Costeja Gonzalez ECLI:EU:C:2014:317, p&&(referred to in the following as Google Spain)



As regards Article 14 (a), the Court noted that this provision in connection with
Article 7 (f), required a balancing act to be undertaken between ‘the legitimate interests
pursued by the controller or by the third party or parties to whom the data are disclosed’ and
‘the interests for [sic] fundamental rights and freedoms of the data subject’. The Court
devoted only two paragraphs of the entire judgmeni weighing of the data subject’s
fundamental rights to privacy under Article 7 of the Charter of Fundamental Rights of the
European Union and to data protection under Artilef the Charter against ‘merely the
economic interest which the operator afls an engine has in that processing’ and the
‘legitimate interest of internet users potentially interested in having access to that
information’.1? It dismissed the notion out of hand that the considerable interference with the
fundamental rights of the data subject could be justified by the mere economic interests of the
search engine operators. It attached more weight to the interest of internet users to have
access to the information in question only to immediately downgrade it by apodictically
saying that it is overridden, as a general rule, by the data subject’s rights. An exception could
only be made in specific cases dependingthe nature of the information in question and its
sensitivity for the data subject’s private life and on the interest of the public in having that
information, an interest which may vary, in particular, according to the role played by the

data subject in public life.’?

This key passage of the judgement can be criticized on a number of grounds, which
will be explored in the following sections. There is no doubt that website publishers enjoy the
right to freedom of expression. The Court acknowledged this by stating that publishers

online archives, if carried outsolely for journalistic purposes’, are protected by the

10 |bid., paras 81 and 97; Charter of Fundamental Rights of thep&moUnion of 14 December 2007, OJ C
303/01, 2007.

11 |bid., para. 81.



journalistic exemption under Art. 9 of the Directive, which is not open to search engines. As
a result of this distinction, it could not be ruled out that the data subject could only exercise
the ‘right to be forgotten’ against the search engine operator but not against the publisher of

the web pagé? This clarification does not, however, suffice to ward off an assault on web
publishers freedom of speech. Despite the fact that search engines do not recognize a legal
right of publishers to have their contents indexed in the first place, the mandatory de-listing
of information, which was previously retrievable on a name-based search, affects the source
websits’ right to freedom of expression. This right should not be understood merely as the
ability to speak but should also encompass the ability to reach an autfidihizlatter more

positive dimension of freedom of expression is affected by the de-listing of links.

It is less clear whether search engines also have a right to freedom of expression.
Some authors take the view that search engines do not have rights to free speech as they are
only intermediaries which help speakers reach their audiences but do not express an opinion
of their own. The ranking of search results is algorithm driven and wholly automatic and does
not entail an editorial judgement on the search engine’s behalf.}* This view regards search

engines as passive and neutral conduits.

12 |pid., para85.

13 Times Newspapers Limited (Nos. 1 and 2) v. The United Kingd@®9PEMLR 14, para. 27; J. Chandlé,
right to reach an audience: An approach to intermediary biasdntérnef 35 (3) Hofstra L.Rev. 1095, 1130
(2007)

1 R. Elixman, Datenschutz und Suchmaschinen. Neue Impulse fiir eiriensblauz im Internet (Duncker &
Humblot,2012) 81; O. Bracha, F. Pasquale, Federal Search Commission? Access, faichessaintability in

the law of searcl®3 (6) Cornell L.Rev. 1149, 119 (2008)



Others argue that search engines perform a press-like editorial role when they sieve
through the internet so as to find those websites that serve the users’ interests best.?® It is well
known that search engines such as Google personalize thelr ssults, taking the users’
location, past searches and other factors into acébunito, even though most of Google’s
selection and ranking decisions are automatic, the fact remains that Google reserves the right
to take manual action to demote or even remove from search results such sites that use so-
called ‘spammy techniques’.!” These are techniques that aim to artificially rank a site at the
top of the results page. Pages that have thin content with little or no added value such as
automatically generated content or content from other sources can also attract manual
action?® This leaves no doubt that in those cases search engines exercise editorial judgement

similar to that practised by newspaper editors.

However, even when search engines go about their normal business, automatically
ranking search results, they make information accessible for their end-users. The automaticity
of search engines’ crawling, indexing and ranking processes should not blind us to the human

factor involved. The computer programmes that steer these processes are based on

15 A, Milstein, M. Lippold, Suchmaschinenergebnisse im Lichte der Meinteipsft der nationalen wuh
europdaischen Grund- und Menschenrechte, NVwZ 182 (2013); EkNoh Falk, Google First Amendment
protection for search engine search results, 8 (4) J. L. Bcdwl’y 883 (2012); A. Haynes Stuart, Google
search results: Burried if not forgotten 35 (3) NC JOLT 463, @®3.3); OLG Hamburg, MMR 601, 603
(2007)

16 E. Pariser, The filter bubble: What the internet is hiding from(rnguin Press, 2012); The dangers of the

internet. Invisible sieve, 30 June 20dnswv.economist.corp.

17J. van Hoboken, Search Engine Freedom. On the Implications oighiet® Freedom of Expression for the
Legal Governance of Web Search Engines (Kluwer Law International, Zl&?)see Search King, Ine.

Google Tech, Inc., No. CI\82-1457M (W.D. Okla. May 27, 2003).

18 ghttps://support.google.com/webmasters/answer/264824
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innumerable editorial decisions. Google’s algorithms rely on ‘more than 200 unique signals

or “clues’, which are frequently updated to improve the search process. When ranking and
presenting search resulis response to a user’s search query search engines express an
opinion on the search results’ relevance.'® In view of the indispensable role performed by
search engines in the process of opinion formation in the digital world, this dissemination of
information about publicly available sources should also attract protection under the right to

freedom of expressiof.

In the following section we will explore the Court’s finding that the data subject’s
rights under Articles 7 and 8 of the Charter override, as a general rule, the interest of internet
users to have access to information as well as the non-avowed searcls’ emgjieto

freedom of expression.
3. Balancing Privacy/Data Protection and Freedom of Expression

The right to receive and impart information goes hand in hand with freedom of expression
and is protected under Article 11 of the Charter and Article 10 of the European Convention
on Human Rights (ECHR). THeuropean Court of Human Rights (ECtHR) has held that
particularly strong reasons must be provided for any measure limiting access to

information, which the public has the right to receive.?! However, the right to

19 3. Grimmelmann, Speech enginkbnn. L.Rev. 868, 913 (2014); Haynes Stuart, Google search ressfts,

20 Advocate Generalaaskinen in Google Spajmara. 122; N. van Eijk, Seek and ye shall find? The position of
search engines in Iav2 IRIS Plus Legal Observations 5 (2006); S. Kulk, F. Borgesius, Goquén S.
Gonzalez: Did the Court forget about freedom of expressiBdRR 389 (2014); Arning, Vergiss, 453; D.
Erdos,From the Scylla of restriction to the Charybdis of licence? Exploring the scope of the ‘special purposes’
freedom of expression shield in European data prote@&®bEML Rev. 119, 148 (2015).

21 Timpul Info-Magazin and Anghel. Moldova, no. 42864/05, 27 November

2007, para. 31.
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information and freedom of expression are subject to limitations laid down in Article
10 (2) ECHR, which include the ‘protection of the reputation or rights of others’. The
protection of reputation was framed in the ECHR as a restriction to freedom of
expression, not as an autonomous right per se. This is in contrast to Article 12 of the
Universal Declaration of Human Rights, which provides that ‘No one shall be subject
to attacks...upon his honour and reputation’. The Travaux Preparatoires on Article 8
ECHR, which was modelled on Article 12 UDHR, reveal that a conscious decision

was made to omit these words.?2

Notwithstanding this lack of express recognition of a ‘right to reputation’ in the
Convention, the ECtHR has gradually developed such a right in its case law as an
aspect of the right to respect for private life in Article 8 ECHR.?® Many of these
cases concerned a conflict between the right to reputation and freedom of
expression, and the ECtHR has rightly declined to accord precedence to one of
these rights over the other.?* It weighs instead the competing rights and interests
involved so as to strike a ‘fair balance’ between them in a manner reminiscent of the
practical concordance (Praktische Konkordanz) performed in the jurisprudence of the
German Constitutional Court (Bundesverfassungsgericht).?® This is an exercise that

is also familiar from the ECtHR’s privacy cases, first established in the case of von

22 H. Tomlinson, Revisited and Updated: Strasbourg on Privacy and Reputation: Part 2 ‘A Right to

Reputation?’, <https://inforrm.wordpress.com>.

23 Rotaruv. Romanig (2000) 8 BHRC 44para. 44; Chauvy. France (2005) 41 EHRR 610, para. 70; Radio

Francev. Francg (2005) 40 EHRR Ppara. 31,Cumpand and Mazare v. Romania (2005) 41 EHRR 200, para.

91; Whitev. Swedep (2008) 46 EHRH Bara. 26.

24 See, instead of many, Lindon, Otchakovsky-Laurens andvJElance (2008) 46 EHRR B5.

25 BVerfGE 93, 1/21; 128, 1/41; Jarass, Einleitupgra. 10 and Vorb. vor Art., bara. 52 in H. D. Jarass, B.

Pieroth, Grundgesetz fiir die Bundesrepublik Deutschland. Kommentaedl,2Beck, 2012).


http://cmiskp.echr.coe.int/tkp197/view.asp?action=html&documentId=696463&portal=hbkm&source=externalbydocnumber&table=F69A27FD8FB86142BF01C1166DEA398649
http://www.bailii.org/eu/cases/ECHR/2004/127.html
http://www.bailii.org/eu/cases/ECHR/2006/793.html
http://www.bailii.org/eu/cases/ECHR/2007/836.html
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Hannover v. Germany (no. 1).?® More recent cases, however, have shown that
reputation does not always fall within the scope of Article 8 ECHR. In order for Article
8 ECHR to be implicated, the ‘attack on a person’s reputation must attain a certain
level of seriousness and in a manner causing prejudice to personal enjoyment of the
right to respect for private life'.?” If this level of gravity has not been reached, the
analysis will not turn on striking a fair balance between Arts 8 and 10 ECHR. The
Court will instead consider reputation as a legitimate exception to freedom of

expression under Article 10 (2) ECHR.?®

Interestingly, the Court of Justice in Google Spain did not expressly refer to
Mr. GonzéleZs right to reputation, but only to his rights to privacy and data protection. There
is, however, no doubt that it was Mr. Gonz&eazputation that was at stake. By creating a
presumption that the rights to data protection and privagnd with them the right to
reputation— trump the rights of the public to receive information, the Court of Justice

departed from the ECtHR’s case law. In fact, the Court of Justic® statement also signifies a

26 \jon Hannovew. Germany (no. 1) (2005) 40 EHRR 1; Von HannoweGermany (no. 2) (2012) 5 EHRR 15,
para. 100; Von Hannover. Germany (no. 3) [2014] EHRLR 61, para. 46; Axel SpringeGermany [2014]
ECHR 745, para. 56. On the previous practice of the Court to apoecddence to the right to privacy or the
right to freedom of expression depending on the Article of the Cépwvemvoked by the applicant, see E.
Barendt, ‘Balancing freedom of expression and privacy: The jurisprudence of the Strasbourg Court’, 1(1) IML
49, 58 (2009).

27 Axel Springerv. Germany [2014] ECHR 745, para. 83; seg. Alorway, App no. 28070/06, 9 April 2009,
para. 64.

28 Karakov. Hungary (2011) 52 EHRR 36, paras 24 et seq.
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curious departure from its own previous case law in which it accepted that a fair balance

between the rights to data protection and freedom of expression had to be &hsured.

Having skewed the balance between the fundamental rights involved towards data
protection and privacy, the Court went on to list factors that might indicate a need for greater
protection of the rights to freedom of expression and to information. The nature of the
information in question and its sensitivity for the data subjeeivate life and the interest of
the public in having that information, an interest which may vary according to the role played
by the data subject in public life, are factors to be taken into ac¥urfirst sight, this list
is hardly surprising given that it mirrors some of the criteria that are deemed relevant by the
ECtHR when balancing the right to freedom of expression against the right to respect of
private life, namely the contribution of the information in question to a debate of general
interest, the position of the person concerned in public life, and the content, form and
consequences of publicatidhHowever, one should not overlook the fact that the factors

outlined by the Court of Justice are a shorthand for very complex evaluations.

Let us take, for instance, the ‘role played by the data subject in public ’litgs an
aspect which might influence the public’s interest in having access to certain information.
The Advisory Council to Google on the Right to be Forgotten, a body composed of
academics, legal experts, a technologist and a journalist and headed by Google’s executive
chairman and its chief legal officer, published a report on how Google should interpret the
Google Spain ruling. In its view, the first step in evaluating a delisting request should be a

determination of the individual’s role in public life. It suggested a distinction between three

2% Case C-101/01, Lindquist [2003] ECR 1-12971, para. 90; Cag8/@’, Satakunnan Markkinaporssi and
Satamedia [2008] ECR 1-9831, para. 56.
30 Google Spain, para. 81.

31Von Hannovew. Germany (no. 2) (2012) 5 EHRR 15, paras 108 et seq.
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categories of individuals: those with clear roles in public life; those with no discernible role

in public life and those with a limited or context-specific role in public life. Whereas requests
from the first category of individuals are less likely to justify delisting, and those from the
second are more likely to do so, requests from the last group are open-ended and their
treatment depends on the content of the information being f&sfBoe Advisory Council
concedes that these categorisations are not in themselves determinative, and that there is a
cross-influence with the other criteria drawn in the report. It is nonetheless striking that the
attempt at rigid classifications on the Basfi the ‘data subject’s role in public life’ is at odds

with the far more differentiatedand uncertainr ECtHR and national case law.

The ECtHR in von Hannover (ng.triticized the distinction drawn hitherto by the
German courts between figures @fntemporary society ‘par excellence’ and ‘relatively’
public figures, the former only enjoying the right to protection of their private life when
retired to a secluded place out of the public ¥yle stressed that it is necessary to consider
whether the publication in question contributes to a debate of general interest to society or
merely satisfies the curiosity of a particular readership regarding the details of a public
figure’s private life. Despite having swung the pendulum further towards freedom of
expression in von Hannover (nqa.&)e ECtHR held fast to the notion that a person’s role in
public life only matters in as much as it justifies, along with the subject matter of the report,
the public interest in the information in question. In line with this case law, the German
courts have adjusted their appthay giving up the concept of ‘figures of contemporary

society “par excellenc& and developing that of graduated protection, i.e. a balancing

2. The Advisory Council to Google on the Right to be Forgotten, Finadpont

9 https://WWW.qooqle.Com/advisorvcounTiJ/8 (referred to in the following as ‘Advisory Council’).

33Von Hannover v. Germany (no. 1) (2005) 40 EHRR 1, pateast seq.


https://www.google.com/advisorycouncil/
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exercise between right to information and freedom of expredsidhis is in line with the
approach of other national courts such as the English courts, which deem the ‘public figure’
status of the claimant to be but one factor relevant to determining whether he or she has a

relevant expectation of privabefore carrying out an ‘ultimate balancing test.”3®

The ‘nature of the information in question and its sensitivity for the data subject’s
private life” also call for very complex evaluations. In the case of the arrest of a well-known
German actor by the police after having been found in possession of cocaine, the ECtHR
found the injunctions against the reporting of the incident and of the subsequent conviction
by the Bild newspaper to be incompatible with Article 10 ECHR. The ECtHR, remarkably,
held that‘Article 8 cannot be relied on in order to complain of a loss of reputation which is
the foreseeable consequence of one’s own actions such as, for example, the commission of a
criminal offenceé.3® However, the ECtHR verdict could well have gone differently if the
applicant was not a public figure, but an everyday member of the public, as is apparently the

case in the majority of ‘right to be forgottehrequests.*’

Also, in the case of past offences, the balance between Article 8 and Article 10 could

well shift over time:...as the conviction or caution itself recedes into the past, it becomes a

34\on Hannover. Germany (no. 2) (2012) 5 EHRR 15, para. 29; C. Cddes,dwind from Europe. The new
position of the German courts on personality rights after the judgrhreg Buropean Court of Human Rights
11 (5) GLJ527(2010)

35 McKennitv. Ash [2005] EWHC 3003 (QB), 58; Re S (A Child) [2005] € A93, 17.

36 Axel Springer v. Germany (2012) 55 EHRR 6, p&&.

37 3. Tippmann and J. Powle6pogle accidentally reveals data on ‘right to be forgotten requests’, 14 July

2015, mhttps://www.theguardian.com/technology/2015/jul/14/google-accidentally-resightdo-beforgotten

requestp; see Egeland and Hanseid v. Norway (2010) 50 EHRR 2.
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part of the person’s private life which must be respected’.®® Nevertheless, this does not mean

that the ECtHR would unconditionally recognise the right to privacy as regards information
about past offences. The Court has not yet passed verdict on the clash between freedom of
expression and personality rights as a result of Beargines’ modus operandi. It has,
however, clarified its position on the balance between these rights in the environment of
online press archives. The capacity of such archives to affect privacy rights is atguetoly

than that of search engines, while their rights to freedom of expression are uncontested. They
cannot offer a structured overview of an individual but only specific pieces of information

upon a targeted search.

Nonetheless, in its judgment Wiegrzynowski and Smolczewski v. Poland the Court
emphasised that ‘the risk of harm posed by content and communications on the Internet to the
exercise and enjoyment of human rights and freedoms, particularly the right to respect for
private life, is certainly higher than that posed by thegfgsstill, this harm potential should
not detract from the role of the press not only to perform its primary function of acting as a
‘public watchdog’, but also from its valuable secondary one whaintaining and making
available to the public archivesntaining news which has previously been reported’.*® The
Court held that this function would be undermined if newspapers had to remove news articles
from their archives. This would not only be the case if the information contained therein was
embarrassing but truthful, but even if it was undoubtedly libellous. In its view;nbtighe

role of judicial authorities to engage in rewriting history by ordering the removal from the

% M.M. v. The United KingdomApp no. 24029/07, 13 November 2012, para. 188. The AdviSouncil in p.
14 of its reportlso acknowledged the relevance of the time factor both for a data subject’s role in public life as

well as for the continuous public interest in past offences.

39 Wegrzynowski and Smolczewski v. Poland, Appl. No. 33846/07, 16 July 2013.

40 |bid., para. 59.
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public domain of all traces of publications which have in the past been found, by final
judicial decisions, to amount to unjustified attacks on individual reputations.”*! This far-
reaching protection accorded to digital archives by the ECtHR brings in sharp relief the
legislative and judicial responses by a number of Member Siates the relevance and
legitimacy of reporting about past offences. Some of these responses will be explored in the

final two sections of this article.

In conclusion, the primacy accorded to data protection over freedom of expression by
the ECJ represents a curious departure from the ECtHR case law, which does notaecogniz
the predominance of either of the rights in question. This deviation casts a certain shadow on
the relationship between the two courts, a relationship that is commonly viewed as
harmonious and co-operative, without, however, calling the autonomy of the EU legal order
into questiorf? It can perhaps be explained by the Court of Justigav found zeal for the
protection of personal data as well as by a certain uncertainty as to the appropriate legal
treatment of search engines and other internet intermediaiiée criteria developed by the
Advisory Council to Google in implementation of Google Spain also verge on being at
variance from the ECtHR case law. They understandably aim to render the poorly defined
notion of the ‘right to be forgotten’ more manageable, but only at the risk of
oversimplification. The new EU General Data Protection Regulation (GDPR) attempts to

reconcile the right to the protection of personal data with the right to freedom of expression

4 |bid., para. 65.

42N. O’Meara, 4 More Secure ‘Europe of Rights?’ The European Court of Human Rights, the Court of Justice
of the European Union and EU Accession to the ECE2R10) GLJ 1813, 1815 (2011)

43 Cases C-293/12 and C-594/12, Digital Rights Irelaridinister for Communications, ECLI:EU:C:2014:238;
Case 201/14, Bara, ECLI: EU:C:2015:638; Case C230/14, Weltimmo, ECIO:EA015: 639; Case C-362/14,

Schremsy. Data Protection Commissioner, ECLI:EU:C:2015:650.
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and information inter alia by introducing an exceptionheo ‘right to be forgotten’, now
renamed as ‘right to erasure’.** It is, however, complelg unclear how this exception will be

implemented in practice.

The fact that the Court entrusted search engines with the balancing exercise between
privacy and freedom of expression is also cause for concern. The rudimentary framework set
up by Google to comply with the ruling does not allow webmasters and the wider public to
gain an insight into the manner in which Google handles removal requétsis.possible
that a clearer picture will gradually emerge as more cases in which Google declines to delist
come before national court$Such cases may not be rare in view of Geegommitment

to the delivery of comprehensive and relevant search results. On the other hand, Google’s

Transparency report shows that the company has removed 56,8% of the 1,8IURLZAt

evaluated since the launch of its official request process on 29 May 2014, while it has not
removed 43,29/ In those cases in which removal requests have been granted, there is no
guarantee that Google’s modus operandi pays sufficient regard to users’ right to information,
especially given the disparate approaches as to the appropriate equilibrium between freedom

of expression and privacy across the EU.

44 Regulation (EU) 2016/676f the European Parliament aafithe Councilof 27 April 20160n the protection
of natural persons with regatd the processingf personal data andn the free movemenif such data, and
repealing Directive 95/46/E@JL 119/1,Art. 17 (2) (a) (referred to hereafter as ‘GDPR’).

4 J. Kiss, Dear Google: Open letter from 80 academics on ‘right to be forgotten’, 14 May 2015,

qhttps://www.theguardian.com/technology/2015/may/14/dear-google-open-tette8d-academicon-right-

to-beforgotterp.

46 See Regional court of Paris, Marie-FrancewiGoogle France and Google Inc., 29 November and 19
December 2014; Regional court of Toulouse, Franck Google France and Google Inc., 21 January 2015,

reported id IRIS 7 (2015)

47 Google, Transparency repmhttp://WWW.qooqIe.Com/transparencvreport/removals/europeprivacy/’.ThI:en



https://www.theguardian.com/technology/2015/may/14/dear-google-open-letter-from-80-academics-on-right-to-be-forgotten
https://www.theguardian.com/technology/2015/may/14/dear-google-open-letter-from-80-academics-on-right-to-be-forgotten
http://www.google.com/transparencyreport/removals/europeprivacy/?hl=en
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The sense of unease is heigtek by the fact that thaight to be forgottehcasts an
overly broad net over cases as diverse as, say, lllicitly taken photos circulating on the internet,
revenge porn photos posted online, a disconcehingwccurate report about one’s private
past or about a spent conviction. Can search engines be trusted to draw the right lines? The
following section suggests that the vagueness in the field of application aigiweto be

forgotten’ renders it indefensible in theory and inoperative in practice.
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4. The ‘Right to be Forgotten’: A Contourless Right?

The ‘right to be forgotten’ strikes a chord with the person on the street. Already in 2010 a
Eurobarometer survey found that a clear majority of Europeans (75%) wished to be able to
delete personal information on a website whenever they decided ta*¢i®ts.is more far-
reaching thanthe ‘right to be forgotten’ fashioned by the Court in Google Spain and
subsequentlycodified as a ‘right to erasure (right to be forgotteri)in the General Data
Protection Regulation. While the Europeans surveyed asked for a licence to erase private
details from the internet at wilthe ‘right to be forgotten’ only allows a delisting of such
information so that it is not retrievable upon typing of a person’s name in a search engine.

But while it is clear that the ‘right to be forgotten’ is less radical than many Europeans might

have wished it to be, the scope of this right and the cases in which it can be sugcessfull

invoked are far less clear.

The anecdotal information available from Google’s Transparency report suggests that
delisting requests have been filed for an array of reasons ranging from the wistote re
results containing health information or addresses and telephone numbers to such that reveal
intimate information and photos or the commission or alleged commission of an offence to
the desire to protect minors or to disassociate oneself from past political offidmsse
categories do not capture the full potential scope of application of the ‘right to be forgotten’.
Nonetheless, they allow some preliminaognclusions to be drawn. First, the label of the
‘right to be forgotten’ is a misnomer. It suggests that this right only protects someone’s
interest not to be confronted by others with elements of his/her past that are not relevant

anymore. However, embarrassing social networking posts or the publication of sensitive

48 European Commission, Special Eurobarometer 359. Attitudes tan P¥atection and Electronic Identity in

the European Union, June 201htk0://ec.europa.eu/public_opinion/archives/ebs/ebs 359 ¢n.pdf>

4 Google, Transparency report


http://ec.europa.eu/public_opinion/archives/ebs/ebs_359_en.pdf
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personal data do not need to belong to the past so as to be detrimental to date$libjects.
GDPR does not resolve this ambiguity given that the term ‘right to be forgotten’ is retained
next to the more neutral ‘right to erasure’ as regards the constellations referred to under

Article 17 (2).

Secondly, the legitimacy and social acceptability of delisting cannot be taken for
granted in all the above mentioned situations, let alone in all highly variable cases to which
the ‘right to be forgottehapplies, but need to be assessed on a case by case ltaiss.
uncontroversial that one should be able to remove material one has posted online, and most
social networking sites offer this option as a matter of practice. The ‘right to be forgotten’
could render this remedy more effective by allowing such material to be less easily findable,
not only on one’s own site, but also after it has been re-posted to other sites. Having said that,
Google’s current practice is to allow access to ddisted links on non-European domains for

citizens outside the jurisdiction where the delisting request was Yhade.

It is more difficult to ‘bury’ information, which others have posted about oneself,
given that this gives rise to complex conflicts of interests between freedom of expression and
privacy. Two constellations, which have repeatedly been flagged as those wheighthte
be forgotten could make a meaningful contribution to privacy, are the delisting of search

results pertaining térevenge porn’ and to past committed or alleged offencBse former

50 B. Koops,Forgetting footprints, shunning shadows: A critical analysis of the ‘right to be forgotten’ in Big

Data practice8 (3) SCRIPTed 229, 232 (201 #¥https://script-ed.org/wp-content/uploads/2011/12/koopk.pdf

51 See S. de Mars and P. O’ Callaghan, Privacy and search engines: Forgetting or contextualising?, 43 (2) J

Law & Soc. 257, 279 (2016).

52 K. Walker, A principle that should not be forgotten, 19 May 201&tps://blog.google/topics/goog|e-

europe/a-principle-that-should-nb&forgottenf. An appeal against the French Data Protection Authority’s

(CNIL) order for global delisting is pending before thenseil d’ Etat


https://script-ed.org/wp-content/uploads/2011/12/koops.pdf
https://blog.google/topics/google-europe/a-principle-that-should-not-be-forgotten/
https://blog.google/topics/google-europe/a-principle-that-should-not-be-forgotten/
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concerns the unauthorized and malicious dissemination of intimate images on the internet,
usually by frustrated male partners upon termination of a relationship. New criminal laws that
came into force in the UK in 2015 have led to an increase in prosecutions for the illicit
sharing of private sexual images without the subject’s consent.>®> Nonetheless, the length,
expense and complications of a prosecution process mean thagkheao be forgottehis

perceived as a valuable remedy.

The situation is more complex as regards past committed or alleged offences. In the
UK, a ‘spent’ conviction that has not attracted a prison sentence of more than four years is
treated for most purposes as if it has never taken place. Past offenders do not have to declare
spent convictions on most job applications unless if they apply for callsd- ‘excepted
position’, i.e. jobs involving working with children and vulnerable adults as well as certain
licensed occupations or positions of trust. This became problematic when old and minor
convictions neeeldto be disclosed. Legislation that came into force in 2013 introduced a new
filtering mechanism that restricted the disclosure of old and minor convictions subject to
conditions>® In 2014, the United Kingdom Supreme Court held that the UK criminal record
checking system, prior to the 2013 legislative amendments, was incompatible with &rticle

ECHR insofar as it required the disclosure of two bicycle thefts committed at age 11

53 Criminal Justice and Courts Act 2015, s.33-BBC, Revenge porn: More than 200 prosecuted under new

law, 6 September 2018www.bbc.co.uk/news/uk-372782p4

5 L. Edwards, Revenge porn: why the right to be forgotten is that rigmedy, 29 July 2014,

<www.theguardian.com/technoloqgy/2014/jul/29/revenge-porn-iiofe-forgotten-housed-lordsp; C. Arthur,

What is Google deleting under the right to be forgotten - and ,wh§? July 2014,

<www.theguardian.com/technoloqy/2014/jul/04/wietoogle-deleting-undehe-right-to-beforgotten-and-

whyp.

55 The Rehabilitation of Offenders’ Act 1974 (Exceptions) Order 1975 (Amendment) (England and Wales)

Order 2013 No. 1198, 22 May 20[k3yww.legislation.gov.uk/uksi/2013/1198/pdfs/uksi 20131198 ek.pdf



http://www.bbc.co.uk/news/uk-37278264
https://www.theguardian.com/technology/2014/jul/29/revenge-porn-right-to-be-forgotten-house-of-lords
https://www.theguardian.com/technology/2014/jul/04/what-is-google-deleting-under-the-right-to-be-forgotten-and-why
https://www.theguardian.com/technology/2014/jul/04/what-is-google-deleting-under-the-right-to-be-forgotten-and-why
http://www.legislation.gov.uk/uksi/2013/1198/pdfs/uksi_20131198_en.pdf
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whenever the now-adult respondent applied for a position that involved interaction with
children3®

Most other EU Member States also allow relatively minor offences to become’spent.
There appears to be a consensus that the disclosure of information about a minor conviction
of a juvenile offender, after he has become an adult, is not approptatever, these
schemes differ considerably as regards the maximum sentence to which they apply, the
minimum period for which a person must be conviction-free before the protection is offered,
the impact of the existence of ‘other convictions’ and the extent to which minor or old entries
in a person’s criminal record can be deletétFor instance, common law jurisdictions limit
rehabilitation schemes to offences which attract a penalty below a certain threshold whereas
many civil law jurisdictions do not apply such limitations on the length of sentence that can
be erased. Having said that, it is a common feature of most schemes that serious offences
against the person and sexual offences are generally excluded from their préteCtiain.
law jurisdictions such as Greece allow the destruction of criminal record certificates, which
relate to spent convictiof8.In the UK, by contrast, an individual’s record is retained until
his 100" birthday. However, Chief Officers have some discretion to delete non-court

disposals such as cautions as well as non-conviction infornfation.

56 R (On the application of T and another) (RespondentSgcretary of State for the Home Department and
another (Appellant§2014] UKSC 35.

57 Ireland recently adopted legislation allowing for the rehabilitation of adwndéfrs, the Criminal Justice
(Spent Convictions and Certain Disclosures) Act 2016.

%8 The Law Reform Commission, Report: Spent Convictions (Law Re@wmmission, 2007), parl.21.

59 |bid., para. 2.78.

60 Hellenic Code of Criminal Procedure, Art. 578 (2).

61 National Police Chiefs’ Council, Deletion of Records from National Policing Systems, May 2015.
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The disclosure of non-conviction information on enhanced checks has also proved
controversial and has led to a number of judicial reviews in the UK. Until October 2009 the
position was that such information had to be disclosed so as to protect children and
vulnerable adults if it only ‘might’ be true.®? In October 2009, the Supreme Court held that in
determining whether to proceed with an enhanced disclosure of non-conviction information
due weight should be given to the right to respect for privat&lifie.the case at hand, the
appellant’s employment as a playground assistant was terminated after the police disclosed to
the school that she had been accused of neglecting her child and of non-cooperation with
socialservices. The Court ruled that the regrettable consequences for the appellant’s private
life could not detract from the need to disclose to the school these allegations that were
truthful and directly relevant to the employment in question so as to protect the public
interest. Nonetheless, this judgment paved the way for the introduction of new safeguards, via
the Protection of Freedoms Act 2012, against the unwarranted disclosure of non-conviction
information®*

These observations suggest that the application of a cateighdlto be forgotten’ to
spent convictions or non-conviction information is problematic in so far as societal
expectations on the consignment of such information to history vary across the EU. The
picture becomes even more complex if one begins to delve into the extent to which the media
might need to refrain from reporting about past transgressions. The following section will
consider this questioand the implications of the ‘right to be forgotten’ for press archives in a

number of EU jurisdictions.

52 R (on the application of X). Chief Constable of the West Midlands Police and another [2DBS]ER 610.
3R (on the application of L) (FC) (Appellant) Commissioner of Police of the Metropolis [2009] UKSC.

54 The Protection of Freedoms Act 2012 (Commencement No. 3) Ord2y 202012/2234.
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5. The ‘Right to be Forgotten’ and Press Archives

A number of non-bindingnternational instruments recognize the right, in particular of young
offenders, to rehabilitation and the risk identifiable media reporting may pose to this
proces$?® This does not mean that identifiable media reporting should always be outlawed
after a sentence has been served or even spent. In accordance with the ECtHR case law, it
would be necessary to weigh thelividual’s interest not to have his identity disclosed
against the public’s interest in publication.®®

In the UK, the reporting of a spent conviction can breach the provisions of the 1974
Rehabilitation of Offenders Act (ROA). A defamation case would, however, be unlikely to
succeed unless if, in exceptional circumstances, malice could be S3foVkd.burden of
proof would rest upon the plaintiff who would need to establish the defendant’s ‘dominant
motive’ to injure him.%® It is very unlikely that this would ever succeed in praciicEhe only
other avenue for redress would be an action for misuse of private information. This raises the
question whether there can be a ‘reasonable expectation of privacy’ in a spent conviction.

One could argue that this is the case given that many convictions are pronounced in public

85 Council of Europe, Recommendation R. 84 (10) of the Commifiedimisters to Member States on the
criminal record and rehabilitation of convicted persons, 21 June 1884, 11.6; United Nations Standard
Minimum Rules for the Administration of Juvenilestice (‘The Beijing Rules’), 29 November 1985, Art. 8 (2).

66 Osterreichischer Rundfurk Austria, no. 35841/02, 7 December 2006, para. 68.

67 Rehabilitation of Offenders Act 197 ’Www.quislation.qov.uk/ukpqa/1974/|§33.8 (5); B. Markesinis, The

right to be let alone versus freedom of speech, P.L. 67, 74 [1986]

68 Silkmanv. Heard 2001WL 415495; William Roddie and Spectrum Properties LimitedAssociated
Newspapers Limited [2015] CSCB0.

4.  Tomlinson, Libel, privacy and forgetting: Claims by rehabilitated flenders

<https://inforrm.wordpress.com>.


http://www.legislation.gov.uk/ukpga/1974/53
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courtrooms where few or no members of the public are prés&his would be even more

so in the case of cautions pronounced in priVatEven so, the publication of a spent
conviction or of non-conviction information could be justified by the public interest. There
would, for example, be a preponderant interest in disclosure of a spent conviction for
dishonesty or for a crime with political relevance in the case of a candidate for public office.

In Germany, there is extensive case law on the question whether the media can be
obliged to remove publications about past convictions in the interests of the protection of
personality rights, as protected under Article 2 (1) of the German Constitution (GG), and of
the facilitation of rehabilitation. The German courts have repeatedly held that the public
interest in crime reports in the news media generally outweighs other individual interests but
can become unjustified over tim&However, personality rights do not entitle criminals to
not be confronted with their deeds in public ever aghEven a spent conviction does not

confer an unconditional right ‘to be left alone’.

In the case of online archives, the Supreme Court (BundesgerichtshoftiB@Hand
again denied a removal request, often quashing privacy-friendly decisions handed down by

the Hamburg judiciary! The truthfulness and non-stigmatising nature of the report and the

0 |bid.
"t See M.M.v. UK, App no. 24029/07, 13 November 2012, para. 188.

2 BGH, case of 22 February 2011, VI ZR 114/09, paras 22, 28\W#fG, Lebach | of 5 June 1973, 1 BVR

536/72. These and the following decisions are available in German Under.gpenjur.d¢>if not stated

otherwise.

3 BVerfG, Lebach Il case of 25. November 1999, 1 BvR 348/98.

74 See e.g. OLG Hamburg, case of 17 November 2009, 7 U 78/09; B43H,of 22 February 2011, VI ZR
346/09; OLG Hamburg, case of 29 July 2008, 7 U 20/08; B&Gide of 9 February 2010, VI ZR 243/08;

BVerfG, case of 6 July 2010, 1 BvR 923/10.


http://www.openjur.de/
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lack of broad public impact of the medium in question wedhin favour of publicatior®

Given that a targeted search in the online archive was needed to find the relevant information,
a right to deletion of all pages, which would enable the identification of a rehabilitated
person, would amount to an unwarranted rewriting of history and to full immunity for the
perpetrator® The High Court of Berlinalso shared the Supreme Court’s reluctance to
condemn online archives to remove or anongmdentifiable information. It echoed the
Supreme Court’s view of online archives as a ‘pull service’. Also, the newspapers’ archival

function was covered by the right to freedom of expression under Article 5(1) of the German
Constitution (Grundgesetz, GG) and mandated by federal and state laws on the submission of

deposit copies to librari€.

However, therecognition of the ‘right to be forgotten’ in Google Spain set a
precedent that may lead to the gradual vanishing of press archive information from the online
domain. In the following, we will consider recent cases from a number of jurisdictions, which
extend the ‘right to be forgotten’ to online press archives. Even though not all of these cases
are based on data protection law, the decisions reached are influenced by the momentum of
Google Spain. To be sure, the attempt to regulate news archives under data protection law is
not new, but the technical solutions imposed on press archives in the aftermath of Google

Spain are ever more rigorous if not always workable.

® BGH, case of 15 December 2009, VI ZR 227/08.

76 BGH, case of 22 February 2011, VI ZR 114/09; BGH, case of 13 Nove2@d&; VI ZR 330/11.

77 Kammergericht Berlin, case of 19 October 2001, 9 W 132/01, decisioGerman available under
<http://lwww.jurpc.de>.

78 See Corte Suprema di Cassazidnépril 2012, No. 5525/12, which granted a claim for contextualisatiwh

update of personal data on the basis of the right to oblivion.
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The Hamburg Court of Appeal, in a judgment of 7 July 2015, acknowledged
substantial public interest to be informed about criminal proceedings opened back in 2010 as
a result of a defamatory allegation against a well-known politician, which were then
discontinued upon payment of a fiffddowever relying on the Lebach | case, the Court held
that, with the passage of time, the right to protection of the personality of the suspect of the
false allegation prevailed over the right of the public to be informed, especially in vibes of
termination of the case. The Court conceded that the protection of this personality right could
not go as far as to condemn the defendant in the presentacpsblisher of a national
newspaper with an electronic archive, to refrain from reporting about the past proceedings in
an identifiable manner. These proceedings were still of considerable public interest as they

revealed the machinations used to harm public figures.

So as to solve this conundrum, the Court opted for a technical measure. It ruled that
the newspaper publisher would need to take the necessary steps so that the articles in question
would not be retrievable by search engines upon a name based search. The Court deemed that
this solution was in line with the Google Spain decision as it left the source information intact
while protecting the interests of the plaintiff not to be constantly confronted with his past
deeds. If the operator of a search engine was obliged in Google -Spbait under data
protection law to delink online information, this should apply a fortiori to the originator of
that information regardless of whether they enjoy the press prilefee Court clarified
however, thain line with the principle of intermediaries’ limited liability, the publisher was
under no obligation to constantly keep its online archive under review so as to decide whether
such a technical measure had to be taken. It was only obliged to act upon a complaint by the

person concerned.

7 Oberlandesgericht Hamburg, 7 July 2015, 7U 29/12.

8 bid., 8.
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This decision has rightly been criticized for being technologically utopian. While
search engines have the capacity to block access to specific content upon a name-based
search, this does not currently apply to the originators of this content who have no such way
of selective filteringPublishers can ‘hide’ certain webpages from search engines altogether
by way of the robots.txt control file or meta tags in the page source code. This was
recognized by the Court in the Google Spain case, which even intimatedbiisaers’ joint
liability with the search engine operatétsPublishers cannot, however, just prevent the

inclusion of their articles in the results list of a name se&rch.

In the case of two convicted drug dealers who had served their sentences and who led
a ‘normal’ life after rehabilitation, the Spanish Supreme Court, in a decision based on data
protection law, reached a similar conclusion to that of the Hamburg Court of Appeal without
paying attention to the enforcement of its ruling eifidt.overturned the order of the lower
instance court, which obliged the defendant, a Spanish nationwide newspaper, to amonymiz
the article in question in its digital archijves it would be tantamount to ‘retrospective
censoring of information correctly published at that time’.®* It did, however, confirm the
previous court’s decision to enjoin the defendant to adopt technical measures to prevent the

respective webpage from being indexed by search engines. Explicitly following the Google

81 Case C-131/12, Google Spain, paras 39, 40.

82 3. SchwedaHamburg Court of Appeal obliges press archive operator to preverd saanch in archived
articles 4 EDPL 299, 300 (2015); A. Korenfas ‘Recht auf Vergessen’ und die Haftung von Online-Archiven.
Schlussfolgerungen fur Pressearchive aus der EB@ktheidung ‘Google Spain’, 46 (6) AfP 514, 516 (2015);

J. Siegel, Oberlandesgericht Hamburg: Ein Urteil gegen Online-Archive,

VAN

https://irights.info/artikel/oberlandesgericht-hamburg-ein-urteil-gegen-exaliohive/2598H4.

83 Tribunal Supremo, 15 October 2015, No. 545/2015, <http://www.patleiql.es .
84 5. Schweda‘Right to be forgotten’ also applies to online news archive, Supreme Court rules, 4 EDPL 301,

303(2015)
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Spain ruling, the Supreme Court held that the initially lawful processing of data had become
indefensible over time. Interestingly, the Court also argued that the maintenance of an archive
was only a secondary task of the press, subsidiary to its function to provide news about
current affairs, and hence less deserving of protection. This view is in stark contrast to the

abovementioned extensive protection afforded to press archives by the ECtHR.

A more far-reaching decision was reached by the Belgian Court of Cassation, which
held that a newspaper had rightly been ordered to anonymize an article on its online archive
concerning a meanwhile spent conviction for a drink driving offence back in%t 9
court considered that the public interest in knowing the identity of the perpetrator so many
years after the incident was limited compared to the damage prolonged identifiable
publication would cause him, especially in view of the fact that the paper archives remained

intact.

Finally, an even more radical technical solution was sanctioned by the Italian
Supreme Court. In a ruling reminiscent of Magehonberger’s expiration theory, the Court
ruled that an article in an online news archive, containing information about a restaurant’s
involvement in legal proceedings, had expired two years after its publication, and that the

website was liable to pay damages due to the six-month delay in removing the saiél article.

These judgments reveal a problematic trend of an ever-expansive application of the
Google Spain ruling. Whereas the ruling only imposed liability on search engines as

‘controllers’, the trend in recent times has been to increasingly shift the responsibility to the

85 Wegrzynowski and Smolczewski v. Poland, Appl. No. 33846/07, 16 July 2013.

86 Cour de Cassation, 29 April 2016, OlivievGLe Soir, No. C.15.0052.F,WWW.inforrm.wordpress.co'n

87 Corte Suprema di Cassazione, 24 June 2016, No. 131&{i6ps:/ijnet.org; V. Mayer-Schonberger,

Delete: The Virtue of Forgetting in the Digital Age (Princeton University P2&539)
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news archivesoperators. At first sight, this might seem like a welcome development given
that it is the news publishers who made the information public in the first place and are hence
in a better position to assess its continuous newsworthiness and the lawfulness of its

dissemination and to balance the fundamental rights at%take.

This view disregards, however, the curious premise on which the Google Spain ruling
was based, namely that search engines might need to delink information even if its
publication on the source webpage was entirely lawful. The Court justified this premise on
the basis of the search engines’ unique ability to provide universal access to information in
such a manner that enables a near to complete profiling of the data SUBjetisely this
ability is, however, absent in the case of online news archives. Utmost caution is therefore in
order before undiscerningly extending the questionable obligations imposed on search
engines to the source webpages and thus condemning whole swaths of lawful information to

oblivion.

The diversity of solutions chosen by the national courts reveals their uncertainty as to
how to draw the boundaries between memory and forgetting, freedom of information and
privacy online. Some of these solutions are impracticable while others risk throwing the baby
out with the bathwater The Hamburg Court of Appeal’s ruling would be an accurate and
equitable translation of the Google Spain ruling if only the technical solution proposed was
viable. The indispensable role performed by search engines in the internet ecosystem means
that obliging news publishers to completely block the indexing of their webpages
undermines the public interest to be informed recognized by the very sam# ddatmore

far-reaching solutions of retrospective anonymization or even expiry of the source webpage

88 See Google Spajpara.63.
8 |bid., para. 37.

9 See van Hoboken, Search Engine Freedom, 620.
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are even more problematic as they risk draining a pool of information that could potentially
become vital if past events gained new significance or needed to be revisited for purposes of
historical research. They alsaise the spectre of a ‘chilling effect’ that might stifle critical

reporting in the first place so as to prevent later modification.

The uncertaintyoy national courts is perhaps understandable in view of the fact that
the legal framework for the operation of online archives still needs to be fleshed out at
national level. The GDPR endeavours to balancéripbt to be forgotten’ with freedom of
expression under Art. 17 (3) (a) as well as by means of the journalistic exemption under Art.
85 (2). News archives in particular benefit of this exemption as explained in recital 153.
Further exceptions under Art. 17 (3) will possibly also be relevant for online archives. First,
they potentially fulfil tasks in the public interest in accordance with Art. 17 (3) (b). Second,
the exception for archiving purposes under A.(3) (d) might also be pertinent. However,
recital 158 suggests that the remit of this provision might be narr@pplying to cases of
special historical interest rather than to ordinary media repdttiat.in all, the adoption of
national laws in implementation of the GDPR will, hopefully, redraw the boundaries between
ex-offenders’ rehabilitation and freedom of expression in the digital age so as to reinstate

legal certainty in a landscape dominated by judicial activism.

%1 B. Paal, M. HennemannQnline-Archive im Lichte der Datenschutirundverordnung’, 1 K&R 18 (2017);
M. Dulong de Rosnay, A. Guadmuz, Memory hole or right to delisfffi¢ations of the right to be forgotten for

web archiving, 6 RESET paras 58 et seq (2017).
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6. Conclusion

The ‘right to be forgotten’ brings to mindscar Wilde’s ‘The Canterville Ghost’.®2 This story

is about an American family, which moves into an English country house only to find that it

is haunted. Among the various unusual incidents that occur in the house is the appearance of
a bloodstain ‘on the floor just by the fireplace’. The family, trusting in American consumerist
products,attempts to remove the bloodstain with the powerful Pinkerton’s Champion stain

remover and Paragon detergent only to find that this quick fix does not work: the stain keeps

reappearing.

Similarly to the Otis family, Mr Gonzéalez was desperately keen to get rid of the stain
in his own past. The Court of Justice decided to offer himick fix too by way of the ‘right
to be forgotten’. In the Court’s opinion, this was the only practicable solution to Mr
Gonzdez’s troubles as it would allow him to delete the traces of his misdemeanour in the
most efficient way once and for all. It is estimated that there are no more than one hundred
important search engines, and Google has the lion share in many maRetsbliging
Google to refrain from indexing links to the press announcements when a name-based search
is carried out the Court considered that this embarrassing incident would, to all intents and
purposes, disappear from public view. It is worth askwigther the ‘quick fix’ mixed
together by the Court has not been too corrosive, damaging the floorboards in the effort to
remove the stain. Has, in other wordhg Court’s extreme zeal to protect personal
information perhaps led to tlkeosion not only of the search engines’ business model but also

of the fundamental rights to freedom of expression and information?

92 0. Wilde, The Canterville Ghost, the Happy Prince and Other Stories (P&igagics, 2010).

93 Opinion of Advocate-General Jaaskinen, fn. 5.
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The question whethethe ‘right to be forgotten’ poses a threat to freedom of
expression is controversidlthe Article 29 Data Protection Working Party argued that ‘[T]he
impact of the exercise of individuals’ rights on the freedom of expression of original
publishers and users will generally be very limited’.®* This echoes Joe McNamee, director of
the European Digital Rights Initiative, who stressed tGabgle has not been asked to delete
data’, but only to rectify situations where a search aniadividual’s name produces
‘inadequate, irrelevant or no longer relevant, or excessive’ search result® On the other
hand, free expression advocates such as Article 19, the Committee to Protect Journalists and

Index on Censorship argued that this novel right can restrict press fré&dom.

These concerns cannot easily be discounted. Even though the decoupling of names
from search results does not interfere with the original expression, it is intended to suppress
this expression by drastically reducing its findability and hence its significance in the digital
age®’ To hold otherwise would be to blind oneself to the blatant intention behind the Google
Spain ruling. The suppressing of information might be a blessing in some instances but a

curse in others. This article has shown that entrusting search engines with the implementation

94 Article 29 Data Protection Working Party, ‘Guidelines’, 6.

% J. McNamee, Google’s right to be forgotten — Industrial scale misinformation?9 June 2014

9 https://edri.orq/forqotteT/.

9 G. King,EU ‘right to be forgotten’ ruling will corrupt history,

4 June 2014 [<www.cpj.org/blog/2014/06/eu-rittde-forgotten-ruling-will-corrupt-histo.php>; Index on

Censorship, Index wurges court to vrethink ruling on ‘right to be forgotten’, 30 May 2014

4www.indexoncensorship.org/2014/05/index-urges-court-rethitikeruight-forgotten>; G. Guillemin, Aright

to be forgotten? EU Court sets worrying precedent for free speeth, May 2014

VAN

http://www.article19.org/join-the-debate.php/146/view/

97 See R. McKinnon et al, Fostering freedom online. The role of internet edéanes, Unesco Series on
Internet Freedom (UNESCO/Internet Society, 2014) 117; L. Introna and Herikesm, Defining the web: The

politics of search engine€omputer54 (2000)


https://edri.org/forgotten/
http://www.cpj.org/blog/2014/06/eu-right-to-be-forgotten-ruling-will-corrupt-histo.php
http://www.indexoncensorship.org/2014/05/index-urges-court-rethink-ruling-right-forgotten/
http://www.article19.org/join-the-debate.php/146/view/

34

of the right to be forgotten is risky in view of the overbroad nature of this right and the
multifarious constellations to which it can apply. The range of legal solutions across Europe
as regards the disclosure of convictions and of non-conviction information reflectssvariou
degrees of social acceptability of a clean slate as the appropriate response. The problems
arising from clashes between privacy and freedom of expression cannot be resolved via a

one-stop shop remedy.

The extension of the ‘right to be forgotten’ to press archives in a patchwork manner
across the EU gives rise to great legal uncertainty. It also underscores the risk that the
overzealous commitment to privacy rights, displayed by national courts eager to line up
behind the ‘right to be forgotten’ banner, might lead to the gradual emergence of a memory
hole. The exploration of further possibilities for source websites to preclude or impede the
listing of personal data by search engines could provide more balanced sdfuBah# the
meantime, individuals will strive to regain some of the privacy the digital world deprived
them of and to free themselves from the shackles of the past. They will win small victories or
will be defeated before search engine operators, data protection authorities and courts,
without ever quite succeeding, much like Rumpelstiltskin in Grimm’s fairy tale, to

completely hide their nanté.

%8 See the Opinion of the German Society for Law and Information, requestid §erman Constitutional

Court in the context of the constitutional complaint brought indt@lonia Case of 13 November 2012, VI ZR

330/11 pvww.dgri.ey>acessed 29 April 2015; M. Bergt, Filtern braucht Beteiligung, 9 Decembi4 2

<Www.cr-online.dT accessed 29 April 2015.

% Rumpelstiltskin, an imp-like creature in the satitled fairy tale, threatens to take the queen’s firstborn child
away if she fails to guess his name. However, he loses the bathehis secretly observed dancing in the
woods and singing ‘tonight tonight, my plans | make, tomorrow tomorrow, the babgke. The queen will

never win the game, for Rumpelstiltskin is my name
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