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Abstract. The purpose of this paper is two-fold. First, it seeks to introduce the conceptual prototype of SpamCombat, a Web application that helps combat spam through gamification of community policing. Second, it attempts to evaluate SpamCombat by identifying factors that can potentially drive users’ behavioral intention to adopt. A questionnaire seeking quantitative and qualitative responses was administered to 120 participants. The results indicate that behavioral intention to adopt SpamCombat is generally promising. Most participants appreciated the novelty of SpamCombat in supporting community policing to promote a spam-free cyber space. However, participants felt that using SpamCombat could be time-consuming.
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1 Introduction

The upsurge of Web 2.0 in recent years has revolutionized the role of online users by allowing them to freely engage in knowledge sharing through exchange of ideas and opinions [1]. One way for users to share knowledge comes in the form of community policing, whereby they voluntarily bear the responsibility to police the cyber space for benefits of their peers [2, 3]. For example, users of MySpace, a popular social networking site, can participate in community policing by flagging off inappropriate content posted by others [4]. For the purpose of this paper, community policing refers to the voluntary practice of marking inappropriate content as spam by users to promote a spam-free cyber space.
Advancements in Web technologies in recent past have led to the emergence of a variety of online games [5]. These can range from ordinary Flash-based animation games to sophisticated Massively Multiplayer Online Games (MMOG) that allow users to play, interact, co-operate with or compete against thousands of peers in the virtual world [6]. One of the most recent forms of online games includes games with a purpose [7]. These involve the use of games in non-gaming contexts to promote user engagement in performing tasks that are trivial yet mundane for humans but challenging for computers through what is known as gamification [8]. For example, gamified applications have been deployed to accomplish image labeling tasks that humans perform more easily and accurately than computers [9].
However, gamified Web applications are usually not designed for community policing. Conversely, Web applications that support community policing may not offer entertainment. Hence, this paper proposes a Web application that gamifies community policing to combat spam. This is necessary because Web provides ample opportunities for individuals and businesses with malicious intentions to create spam indiscreetly as well as directing traffic to irrelevant websites [10]. Thus far, detection of such spam has been mostly studied using text-based approaches or link-based approaches [11, 12]. However, the gradual sophistication of spamming techniques often renders these approaches ineffective [13, 14]. Such shortcomings of the current state-of-the-art techniques may be mitigated by human intervention, framed through the twin lenses of community policing and gamification. This approach not only taps into users’ altruism and commitment towards online communities for spam detection [15], but also enlivens the task through entertainment.
Given the dearth of Web applications that gamify community policing coupled with the potential of detecting spam through human intervention, the purpose of this paper is two-fold. First, it seeks to introduce the conceptual prototype of SpamCombat, a Web application that helps combat spam through gamification of community policing. Second, it attempts to evaluate SpamCombat by identifying factors that can potentially drive users’ behavioral intention to adopt. 
The rest of the paper proceeds as follows. Section 2 reviews the literature on community policing, gamification and behavioral intention to adopt. Section 3 offers an overview of SpamCombat. Section 4 explains the methods while section 5 presents the results. This is followed by the discussion and the conclusion.
2 Literature Review

2.1 Community Policing
Community policing in the context of this paper refers to users’ proclivity to mark inappropriate content and combat spam in the cyber space for the benefits of other users. Given the ease with which users can create content frivolously without any quality control coupled with the malicious practices of individuals and businesses to contribute inappropriate content indiscreetly [10], the state-of-the-art spam detection techniques are gradually becoming less effective [13, 14]. Hence, it could be a timely endeavour to leverage on users’ community policing efforts to combat spam.
As users play a very active role online, they should also be seen to play a part in policing the Internet [16]. Although such a form of online vigilante is not very widespread to date, there have been a few instances of community policing intended to weed out inappropriate content. As early as 1995, a group called CyberAngels was formed to actively police the cyber space and promote netiquette [17]. In the modern Internet-blitzed society, such community policing is gradually being opened to all users. For example, review platforms such as TripAdvisor.com present the question “Problem with this review?” alongside each submitted review. If users doubt the authenticity of reviews, they can report their concerns. Such a collaborative approach of community policing could be beneficial to combat spam on the Web in the long run.
2.2 Gamification
Gamified applications represent fictitious or artificial situations governed by rules that structure users’ actions with respect to an objective, which is to win or to overcome an obstacle [18]. They can be designed for various purposes. They may be treated as tools for individual entertainment, means for social interaction, strategies for publicity campaigns, platforms for experimenting new design concepts or pedagogical media for learning and knowledge sharing [19]. In any case, gamified applications must necessarily offer entertainment to users [20].
There exist five characteristics of gamified applications that contribute to users’ entertainment. These include goals and rules, feedback, challenge, social interaction, and rewards [21]. First, goals define the objective to be achieved while rules organize the virtual environment to specify how the goals can be accomplished [22]. Second, feedback measures users’ current performance and map their progress against the goals [23]. Third, challenge issued progressively within the game encourages users to surpass themselves by improving their previous performance [24]. Fourth, social interaction motivates users to socialize and combine their efforts in achieving specific goals [25]. Finally, provision of rewards is essential to restore users’ positive gaming experiences so that they would again return to the application [26].
2.3 Behavioral Intention to Adopt
Behavioral intention to adopt can be defined as a measure of users’ inclination to embrace a new technology, service, application or system [6]. Being highly related to the cognitive psychology of users, behavioral intention to adopt is increasingly regarded as a necessary condition before the large scale implementation of any information technology application [26]. To analyze behavioral intention, there exist several models such as the Theory of Reasoned Action [27], the Theory of Planned Behavior [28], and the Technology Acceptance Model [29].
Drawing collaboratively from such models, this paper evaluates behavioral intention to adopt SpamCombat based on five factors, namely, perceived utility, perceived enjoyment, perceived ease of use, social influences and user preferences. Perceived utility refers to users’ perceptions on the extent to which the application can effectively serve its intended purpose of task completion [30]. Perceived enjoyment is the extent to which users derive fun and perceive an enjoyable experience from the application [31]. Perceived ease of use denotes the extent to which users conceive an application as user-friendly with a smooth learning curve, and that it can be used with minimal effort [30]. Social influences measure the degree to which users’ behavioural intentions are shaped by their attitudes and subjective norms [28, 29]. Finally, user preferences refer to the set of pre-dispositions shared by users based on their subjective opinions that one system is better than another [32].
3 SpamCombat: Design Overview
SpamCombat is a social Web-based prototype that gamifies community policing to combat spam. As shown in Figure 1, it appears as a simple floating toolbar that runs on top of the Web browser and can be accessed unobtrusively by users surfing the Internet. The application is designed to support four prominent features, namely, (1) flagging spam, (2) creating assignments, (3) building profiles, and (4) leader boards.
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Fig. 1. Floating toolbar in SpamCombat
First, users can flag off a part or whole of the screen and designate the content as spam if they suspect its authenticity and credibility. Figure 2 shows the screen shot of the user interface for flagging spam. Once users confirm that the content is spam, the selected area of the website is marked grey. If numerous users flag the same content as spam, the specific portion is eventually hidden. Thus, spam is eliminated collaboratively by tapping into users’ commitment for community policing. To induce a feeling of personal rewards, users earn a brownie each time they flag out spam. On the other hand, users who frivolously flag arbitrary areas as spam are penalized.
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Fig. 2. Flagging spam through SpamCombat
Second, users with sufficient number of brownies can create assignments. An assignment refers to a series of thematically similar Web pages that users wish to recommend to others. Users can view assignments created by other users and optionally accept one to play. Those who chose to accept an assignment are brought through the series of Web pages specified by the respective creator. After completing the assignment, other users can review it through ratings, votes and comments. Users earn brownies for creating, accepting and completing assignments.

Third, users can build their own profiles citing their accomplishments in weeding out spam, brownies earned, as well as creating and accepting assignments. In addition, users can view the ratings, votes and comments of all assignments completed by other users through their profiles. Moreover, users can also create a friend list. When any friend on the list is online, a synchronous chat feature is enabled to support social interaction.
Fourth, the prototype also has a leader board listing users with the most number of spam flagged, brownies earned, assignments created, and assignments completed. Friends of users who appear on the leader board are notified. The leader board serves as a feedback and challenge for others to perform better. The desire of leading the leader board to leverage one’s social reputation entices users to play SpamCombat.

Moreover, SpamCombat supports three additional features meant to proliferate fun. These include bomb-planting, treasure-laying and shield-buying. As users surf the Web, they can plant a bomb or place a treasure chest on any URL. To minimize the damage of any potential bomb, users can also buy shields to protect themselves. With a shield, users who stumble on a URL planted with a bomb do not lose any brownies. On the other hand, users who encounter a treasure are rewarded with brownies. To use each of these features however, users must have sufficient number of brownies.
4 Methodology

For the purpose of this study, a questionnaire seeking both quantitative and qualitative responses was developed. The purpose was to investigate the extent to which perceived utility, perceived enjoyment, perceived ease of use, social influences and user preferences could influence users’ behavioral intention to adopt SpamCombat. Questionnaires were selected given that they constitute a popular data collection instrument in technology acceptance research, particularly if statistical strengths of factors influencing intention to adopt need to be established [33].
The questionnaire included three segments. The first contained questions related to demographics, while the second covered 25 items. Items 1 to 4 measured perceived utility, items 5 to 9 measured perceived enjoyment, items 10 to 12 measured perceived ease of use, items 13 to 18 measured social influences, and items 19 to 22 measured users’ preferences for SpamCombat. Finally, items 23 to 25 were meant to measure the dependent variable, behavioral intention to adopt SpamCombat. The third segment of the questionnaire was intended to complement the numerical responses with open-ended comments. Specifically, participants were asked to comment on features that they liked and disliked about SpamCombat.
A total of 120 graduate students (66 males and 54 females) with an average age of 28 years participated in the study. Participation was voluntary and anonymous. Of all the participants, 97 were working professionals who mostly hailed from the IT industry. The rest were enrolled in full-time graduate studies. All participants were active Internet users. Among them, 48 reported to play online games regularly while 112 actively shared and browsed content in social media platforms such as Facebook, MySpace and YouTube.
The data collection was conducted in two stages. In the first, stage, the prototype of SpamCombat was introduced to the participants. To help them get acquainted with the way SpamCombat is used, the four prominent features, namely, (1) flagging spam, (2) creating assignments, (3) building profiles, and (4) leader boards (as described in Section 3), were extensively demonstrated. In the second stage, the questionnaire was administered to the participants to seek their responses.
5 Results

Table 1 shows the descriptive statistics of the five independent variables, namely, perceived utility (PU), perceived enjoyment (PE), perceived ease of use (PEU), social influence (SI), user preference (UP) and the dependent variable, namely, behavioral intention to adopt (BI). The Cronbach’s Alpha for all variables were greater than 0.7, suggesting acceptable levels of internal consistency reliability.
Table 1. Descriptive statistics and Cronbach’s alpha.
	Variables (N = 120)
	Mean ± SD 
	Cronbach’s alpha

	Perceived Utility (PU)
	3.35 ± 0.66
	0.77

	Perceived Enjoyment (PE) 
	3.37 ± 0.71
	0.79

	Perceived Ease of Use (PEU)
	3.18 ± 0.72
	0.85

	Social Influence (SI)
	3.25 ± 0.62
	0.76

	User Preference (UP)
	3.32 ± 0.59
	0.75

	Behavioral Intention to Adopt (BI)
	3.11 ± 0.68
	0.82


Multiple regression analysis was used to investigate the extent to which the five factors were associated with behavioral intention to adopt SpamCombat. Overall, there exists statistical evidence to support the relationship between the five independent variables, namely, PU, PE, PEU, SI and UP, and the dependent variable, BI [F(5, 114) = 20.57, p < 0.001]. The combined effects of the independent variables accounted for 57.20 % of the variability in the dependent variable. All the five independent variables were found to significantly influence BI (p < 0.05). In particular, the order of strength of association betweeen the independent variables and the dependent variable is as follows:  UP, SI, PEU, PU and PE. The results of the regression analysis are presented in Table 2. 
Table 2. Results of the regression analysis (N = 120).

	Variables
	Coefficients
	Std. Error
	t-value
	Significance

	PU 
	0.23
	0.13
	1.77
	0.03*

	PE
	0.16
	0.26
	1.135
	0.04*

	PEU
	0.42
	0.22
	1.92
	0.02*

	SI
	0.39
	0.11
	3.63
	< 0.001*

	UP
	0.55
	0.12
	4.69
	< 0.001*


Based on the qualitative responses, most participants appreciated the novelty of SpamCombat in supporting community policing to promote a spam-free cyber space. For instance, participant 35 expressed that the prototype “…could be highly effective to fight spam” while participant 30 liked the concept of “…an active community that collaboratively shares web page links to deal with fake content”. Participant 85 noted that “SpamCombat offers substantial incentives to continue playing and highlighting spam”. Furthermore, participant 71 remarked that “Planting bombs and laying treasure are really fun and promote intention to play”.

On the other hand, the most unanimous dislike of SpamCombat was the concern about the time spent in playing. Most participants expressed that SpamCombat cannot be used during busy hours as it hinders smooth surfing of the Internet. For instance, participant 26 related that “… flagging spam and creating assignments, though interesting, are time crunching and I may not be inclined to use it when I am busy surfing for important information.”
6 Discussion

Three findings could be gleaned from this paper. First, the behavioral intention to adopt SpamCombat appears generally promising. At a conceptual level, there appears to be support for the proof-of-concept to gamify community policing to combat spam. Consistent with prior research (eg. [34, 35]), performance expectancy and effort expectancy emerged as crucial determinants for behavioral intention to adopt a new technology. Performance expectancy is the extent to which users find an application useful to achieve a desired performance while effort expectancy is the degree to which users find an application engaging to use [36]. While the former is pre-dominantly derived from perceived usefulness, the latter is significantly driven by perceived ease of use [37]. The statistically significant effects of perceived usefulness and perceived ease of use testifies the role of performance expectancy and effort expectancy as significant antecedents for behavioral intention to adopt.
Second, in terms of community policing, most participants saw their role in using SpamCombat to promote a spam-free cyber space for the online communities. Such a social collectivistic attitude could be attributed to users’ altruism and commitment to online groups [1, 15]. Altruistic behavior was evident among participants who exhibited the desire to help one another through recommending sites of similar interests. For example, participants 7 and 10 related that SpamCombat encourages users to filter appropriate information and “instills a sense of community building”. Their commitment to group also surfaced as they appreciated the concept of flagging inappropriate content from the cyber space over a period of time. In particular, participant 105 remarked “Never expected ordinary users like us to play a role in combating spam…that too collaboratively”.
Third, in terms of gamification, three game characteristics of SpamCombat that were mostly appreciated include rewards, feedback, and challenge. Specifically, participants liked the feature of brownie rewards and felt that it not only encouraged community policing activities but also enticed them to compete with others. Tangible rewards are known to reinforce challenge and excitement within users by seeking adjustments in their gaming behavior [38]. Feedback in the form of profile views and leader boards offered participants a summary of their past accomplishments, thereby allowing them to reflect on their performance. Feedback thus helped users’ reduce the discrepancy between their goals and performance [23]. The optimal challenge to compete with others on flagging the most amount of spam, creating and completing the most number of assignments, and earning the most number of brownies seemed to thrill participants. Such a feature fostered users’ efforts to improve their performance in the application [39].
7 Conclusion

This paper introduced SpamCombat, a Web application that helps combat spam through gamification of community policing, and investigated users’ behavioral intention to adopt such applications. A questionnaire seeking quantitative and qualitative responses was administered to 120 participants. The results indicate that behavioral intention to adopt SpamCombat is generally promising. Most participants appreciated its novelty in supporting community policing to promote a spam-free cyber space. However, participants felt that using SpamCombat could be too time-consuming.
The paper is significant on two counts. First, it illustrates the feasibility of designing Web applications that could gamify community policing, thus providing new venues for Web designers to explore. Second, it redefines online collaboration by introducing pervasive Web applications that blend with any online community and offer a new perspective in community policing to combat spam.
However, a limitation of the paper should be acknowledged. Since SpamCombat was a conceptual prototype, participants did not have the opportunity to use a functional system for evaluation. Future research could replicate the experimental study by allowing a larger cohort of participants to interact with a fully functional system. Future research could also look into the extent to which gamification of community policing is effective in combating spam. By combining gamification and community policing, this paper highlights the potential of such applications in harnessing the synergy of online communities to perform tasks that could even be challenging for computers.
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