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One of the most counterintuitive aspects of quantum theory is its claim that there is ‘intrinsic’
randomness in the physical world. Quantum information science has greatly progressed in the study
of intrinsic, or secret, quantum randomness in the past decade. With much emphasis on device-
independent and semi-device-independent bounds, one of the most basic questions has escaped
attention: how much intrinsic randomness can be extracted from a given state ρ, and what mea-
surements achieve this bound? We answer this question for three different randomness quantifiers:
the conditional min-entropy, the conditional von Neumann entropy and the conditional max-entropy.
For the first, we solve the min-max problem of finding the projective measurement that minimises
the maximal guessing probability of an eavesdropper. The result is that one can guarantee an

amount of conditional min-entropy H∗

min = − log2 P
∗

guess(ρ) with P ∗

guess(ρ) = 1

d

(

tr
√
ρ
)2

by per-
forming suitable projective measurements. For the conditional von Neumann entropy, we find that
the maximal value is H∗ = log2 d − S(ρ), with S(ρ) the von Neumann entropy of ρ, while for the
conditional max-entropy, we find the maximal value H∗

max = log2 d + log2 λmax(ρ), where λmax(ρ)
is the largest eigenvalue of ρ. Optimal values for H∗

min, H
∗ and H∗

max are achieved by measuring
in any basis that is unbiased with respect to the eigenbasis of ρ, as well as by other, less intuitive,
measurements.

I. INTRODUCTION

One of the core differences between classical and quan-
tum physics is the latter’s probabilistic character, which
is irreducible to ignorance of underlying variables. This
difference has fundamental implications for our world-
view, but it is also attractive as a natural source of ran-
domness for practical uses. Indeed, Geiger counting was
already used as a source of physical randomness in the
second half of the 20th century. In the past two decades,
with the development of quantum information science,
a large number of quantum random number generators
(QRNGs) have been designed, and many have been im-
plemented, usually with light (see [1, 2] for comprehen-
sive reviews). The amount of randomness is naturally
captured by the guessing probability Pguess: the higher
the probability that the random variable is guessed, the
smaller the randomness. This intuitive characterisation
was found to have operational meaning: the min-entropy
Hmin = − log2 Pguess quantifies (informally) the fraction
of perfect coin tosses that can be extracted from a string
generated by the available source. But randomness is
not an absolute notion: one has to specify for whom the
source should be partly unpredictable. For mere sam-
pling purposes, it might be sufficient to take the ob-
served probabilities at face value; for cryptographic ap-
plications, however, one needs to estimate the probabil-
ity that an adversary, Eve, guesses the outcomes. The
resulting randomness is called secret randomness, or in-

trinsic randomness.
The computation of intrinsic randomness using quan-

tum resources and against a quantum adversary has been
studied from different perspectives. When considering a
user with classical data correlated with quantum infor-
mation in the hands of an adversary, the min-entropy
quantifies the amount of perfect random bits that the
user can establish [3]. The question was also addressed
for the task of quantum key distribution, which is the
extraction of secret shared randomness. It was in this
context that the idea of device-independent certification
was born: the possibility of bounding the amount of ran-
domness in a black-box setting, based on the observation
of Bell-nonlocal correlations [4]. Next, it was noticed
that device-independent certification can be performed
for randomness as well [5, 6], providing the first dis-
ruptive case for quantum randomness in a non-shared
setting [7]. This breakthrough happened as the race to
demonstrate loophole-free Bell tests was taking up speed.
There followed an explosion of designs and implementa-
tions of QRNGs certifiable under various assumptions,
from device-independent (disruptive, but hard to imple-
ment), to semi-device-independent in various forms, to
fully characterised (practical and fast, but requiring a
precise modelling of the setups). For these developments,
we refer to the reviews [1, 2, 8, 9].

In this flurry of activity, one of the most basic ques-
tions was somehow left out: how much secret randomness
can be extracted from a known state ρ. In this paper, we
solve this problem for three of the most natural and op-
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erational measures of randomness: the conditional min-
entropy, the conditional von Neumann entropy and the
conditional max-entropy. For the first, we show that the
answer is H∗

min = − log2 P
∗
guess(ρ), with

P ∗
guess(ρ) =

1

d

(

tr
√
ρ
)2
, (1)

where d is the dimension of the Hilbert space of the sys-
tem, assumed to be finite. We find a family of measure-
ments that generate this amount of randomness, which
is closely related to the concept of ‘pretty good measure-
ments’ [10], originally used as a close-to-optimal way to
distinguish an ensemble of states. For the second, we find
the maximal value

H∗ = log2 d− S(ρ) , (2)

where S(ρ) = − tr
(

ρ log2 ρ
)

is the von Neumman en-

tropy of ρ, while for the third, we find

H∗
max = log2 d+ log2 λmax(ρ) , (3)

where λmax(ρ) is the largest eigenvalue of ρ. Interest-
ingly, for d > 2, we find that some measurements max-
imise one of Hmin, H and Hmax, but not the other two.

II. QUBIT EXAMPLE

A case study will help to introduce the main ideas.
Alice has a source that produces a qubit. She has char-
acterised its state to the best of her knowledge and found
it to be

ρ =
1

2
(1 +mσz) =

1 +m

2
|0⟩⟨0| +

1 −m

2
|1⟩⟨1| (4)

for some 0 ≤ m ≤ 1. If she measures σx, her ob-
served statistics will be those of a perfect unbiased coin:
PA(+1) = PA(−1) = 1

2 . Suppose now that what the
source really does is produce a pure state in each round,
specifically half of the rounds |χ+⟩ and half of the rounds
|χ−⟩, with

|χ±⟩ =

√

1 ±
√

1 −m2

2
|+x⟩+

√

1 ∓
√

1 −m2

2
|−x⟩ (5)

(indeed, 1
2 |χ+⟩ ⟨χ+| + 1

2 |χ−⟩ ⟨χ−| = ρ). If Eve knows
the working of the source exactly, she will guess i = +1
(i = −1) in the rounds when the source sent out |χ+⟩
(|χ−⟩). Her guess will then be correct with probability

Pguess =
1

2

(

1 +
√

1 −m2
)

, (6)

which is strictly larger than 1
2 when m < 1 (i.e. when

ρ is mixed). Thus, the intrinsic randomness of Alice’s
protocol is less than her apparent perfect randomness.

In particular, there is no secret randomness in the state
ρ = 1

21, since Pguess = 1 for m = 0.
As will be expanded on in what follows, two things

are already known about this case study and its gen-
eralisation to higher dimensions. First: we presented
this example with Eve having perfect classical informa-
tion about the source, in the sense that she knows at
each instance which state has been prepared and accord-
ingly makes her guess on Alice’s measurement outcome.
However, the result is unchanged if Eve holds quantum
side-information. Eve then holds a purification of Alice’s
state, and she measures her own system to guess Alice’s
result. Since the two scenarios are equivalent in terms
of the guessing probability, we will move from one to
the other when convenient for the argumentation. Sec-
ond: having fixed Alice’s protocol (both the state and
the measurement), the maximisation of Pguess over all de-
compositions of ρ is a known semidefinite program (SDP)
[11]; in the case study, we have presented the optimal de-
composition. What is not known is whether σx is the
best measurement for Alice, even in the presence of Eve:
could another measurement on the same state ρ decrease
Eve’s guessing probability, at the expense of biasing the
observed PA? We set out to solve this min-max prob-
lem, and thus determine the maximal amount of secret
randomness that can be extracted from ρ.

III. SETTING OF THE PROBLEM

Alice holds a quantum state ρ from a Hilbert space
of dimension d. We want to determine how much in-
trinsic randomness she can extract from ρ and which
measurement achieves this maximum. We consider only
measurements M = {Mi}i which are projective, i.e.
MiMj = δijMi, where δij is the Kronecker delta (we dis-
cuss general POVMs at the end of this section). To quan-
tify how intrinsically random, that is, how unpredictable,
Alice’s measurement outcome is, one considers the exis-
tence of an eavesdropper, Eve, who has a more detailed
knowledge than Alice about the process, but cannot ac-
tively influence it (she is ‘outside the lab’). Concretely,
in every round, Eve knows the true state ρc produced by
the source. Given this knowledge, she guesses the most
likely outcome i = i(c) for that round. Without loss
of generality, we can group together all of Eve’s states
that lead to the same guessed outcome, since Eve does
not gain anything in treating them as distinct. We de-
note by ρi the states seen by Eve, sub-normalised such
that qi = tr ρi is the probability that Eve’s most likely
outcome is i. These states must satisfy

∑

i ρi = ρ.
Having set this stage, Eve’s average guessing prob-

ability is Pguess

(

{ρi},M
)

=
∑

i tr(Miρi). Since we
don’t know the true states ρi, we need to consider the
worst case scenario, i.e. the decomposition that max-
imises Eve’s guessing probability,

Pguess(ρ,M) = max
{ρi}

∑

i

tr(Miρi) (7)
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s.t. ρi ≥ 0 ,
∑

i

ρi = ρ .

This optimisation is an SDP, and so can be solved effi-
ciently. In order to determine, the maximal amount of
secret randomness that can be extracted from the known
state ρ, one need to optimize Eq. (7) over Alice’s mea-
surement, i.e. compute

P ∗
guess(ρ) = min

M∈Π
Pguess(ρ,M) , (8)

where Π is the set of all projective measurements. Our
main result is to show that Eq. (1) is the solution to the
optimisation (8).

The search for an optimal measurement could have
been extended to the larger set of Positive Operator-
Valued Measures (POVMs), but the operational inter-
pretation in our context is unclear. Recall that our goal
is to quantify the secret randomness in the state ρ. When
implementing a POVM, however, the projective measure-
ment acts on the given state ρ plus an auxiliary system,
so part of the obtained randomness may come from the
latter. In fact, for extremal measurements minimising the
guessing probability, the auxiliary system has to be in a
pure state, say |a⟩, of dimension dA [12]. It follows from
our main result that the maximal amount of randomness
obtained when implementing a projective measurement
on the global state is P ∗

guess

(

ρ ⊗ |a⟩⟨a|
)

. It is easy, how-

ever, to see that P ∗
guess

(

ρ ⊗ |a⟩⟨a|
)

= 1
dA
P ∗
guess(ρ), that

is, the optimal guessing probability is equal to that ob-
tained by performing the corresponding optimal projec-
tive measurements independently on the system and the
auxiliary.

Thus, the extra randomness supplied by using the op-
timal POVM is exactly equal to the intrinsic randomness
of the auxiliary system used to implement the POVM, so
we view it as arising from the auxiliary rather than from
ρ itself.

IV. MAIN RESULTS

Theorem 1. The maximal amount of secret randomness
that can be extracted from a quantum state ρ using a pro-
jective measurement is given by H∗

min
= − log2 P

∗
guess(ρ)

with P ∗
guess(ρ) = 1

d

(

tr
√
ρ
)2
.

Without loss of generality, one can restrict the opti-
misation to rank-one projective measurements (see Ap-
pendix B 1). In what follows, we outline a proof that
uses notions from state discrimination and the resource
theory of coherence, with full details in Appendix C. An
alternative proof using properties of the min-entropy and
semidefinite programming is provided in Appendix D.
We prove the theorem by first proving the lower bound

P ∗
guess(ρ) ≥ 1

d

(

tr
√
ρ
)2

(Lemma 1) and then showing
that there exist measurements that achieve that bound
(Lemma 2).

Lemma 1. The lower bound P ∗
guess(ρ) ≥ 1

d

(

tr
√
ρ
)2

holds for every state ρ.

Proof. Using the fact that rank-one measurements are
optimal for Alice, from [13, Theorem 1, (iii)], we find

Pguess(ρ,M) = max
{σ∈IM}

F (ρ, σ) , (9)

where F is the Uhlmann fidelity and IM is the set of
states that are diagonal in the measurement basis {|mi⟩}.
Notice that 1/d ∈ IM for all M ∈ Π, so Pguess(ρ,M) ≥
F (ρ, 1/d) = 1

d (tr
√
ρ)2 for all M. Hence, P ∗

guess(ρ) cannot

be smaller than 1
d (tr

√
ρ)2.

Lemma 2. A projective measurement M in the basis
{|mi⟩} achieves the bound Pguess(ρ,M) = 1

d (tr
√
ρ)2 if

and only if ⟨mi|√ρ|mi⟩ = 1
d tr

√
ρ for all i = 1, ..., d.

Proof. The details missing here are provided in Appendix
C 1. In the quantum side-information scenario, any k-
outcome rank-one measurement, M, by Alice steers k
pure states on Eve. To optimise her guess, Eve has
to measure her system to optimally discriminate among
these k states. It is known [14] that the best discrimi-
nation of a set of pure states is obtained with rank-one
measurements: thus, Eve will also perform a rank-one
measurement. In turn, Eve’s measurement defines an
ensemble realising the mixed state ρ. This ensemble con-

sists of k pure states ρi =
∣

∣

∣
ψ̃i

〉〈

ψ̃i

∣

∣

∣
. If M is projective,

we have k = d and it follows from [15] that any decom-
position of ρ in d pure states is defined by the choice of
an orthonormal basis {|i⟩} through

˜|ψi⟩ =
√
ρ |i⟩ with ⟨i|i′⟩ = δii′ , i, i

′ = 1, ..., d .(10)

Inserting all these observations in (7), we obtain

Pguess(ρ,M) = max
{|i⟩}

∑

i

| ⟨mi|
√
ρ|i⟩|2 . (11)

The r.h.s. has been called the geometric coherence
of ρ [16] and was shown in [17] to be equivalent to
max{σ∈IM} F (ρ, σ), with IM the set of states diagonal
in the basis {|mi⟩}. If we rewrite (11) as

Pguess(ρ,M) = max
{Πi}i

∑

i

tr
(

Πi |γ̃i⟩⟨γ̃i|
)

(12)

s.t. Πi ≥ 0 ,
∑

i

Πi = 1 ,

the r.h.s defines the optimal discrimination of the sub-
normalised states |γ̃i⟩ :=

√
ρ |mi⟩ with a projective mea-

surement Πi = |i⟩⟨i|. One then checks (see Appendix C 2)
that, under the assumption that

⟨mi|
√
ρ|mi⟩ =

1

d
tr
√
ρ for all i = 1, ..., d , (13)

the choice |i⟩ = |mi⟩ fulfills all the conditions for opti-
mal discrimination of the |γ̃i⟩ [18–20]. Thus, for mea-
surements satisfying (13), it holds that Pguess(ρ,M) =
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∑

i

∣

∣ ⟨mi|√ρ|mi⟩
∣

∣

2
= 1

d (tr
√
ρ)2. Furthermore, we prove

(see Appendix C 3) that the condition (13) is also nec-
essary for a projective measurement to achieve the opti-
mal guessing probability. What remains to be proven is
that there exist measurements satisfying condition (13).
An example of such a measurement valid for any state
is the one defined by a basis {|mi⟩} that is unbiased to
the eigenbasis of ρ, that is, all moduli of inner products
between elements of the two different bases equal 1√

d
.

However, as we discuss in Section V, one can find other
measurements satisfying condition (13) when d > 2.

Notice that, when Alice uses measurements satisfying
(13), the decomposition (10) that is optimal for Eve is

˜|ψ⟩i =
√
ρ |mi⟩. If ρ is full rank, Mi = ρ−1/2ρiρ

−1/2

is the ‘pretty good measurement’ [10] for the ensemble
{qi, ρi/qi} steered by Eve. This measurement is known to
be optimal when special symmetries like (13) are present
in the problem [21] (in the notation of that work, the
Gram matrix has entries Gij = ⟨mi|ρ|mj⟩). Moreover,
when Alice’s measurement satisfies (13) and when ρ is
full-rank, we can show (see Appendix C 4) that Eve’s
optimal measurement to discriminate her local states is
also a ‘pretty good’ measurement.

After solving the problem for the guessing probabil-
ity, we now move to the von Neumann entropy of the
measurement outcomes conditioned on Eve’s side infor-
mation, a quantity of relevance in the multi-round set-
ting [22–24].

Theorem 2. The maximal conditional entropy that can
be extracted from a quantum state ρ using a projec-
tive measurement is H∗ = log2 d − S(ρ), where S(ρ) =
− tr ρ log2 ρ is the von Neumann entropy.

Proof. From [13, Theorem 1, (i)], we have that the en-
tropy H(Z|E) of Alice’s measurement outcomes Z con-
ditioned on Eve’s side information E is

H(Z|E) = D
(

ρ ||
∑

z

MzρMz

)

, (14)

where {Mz}z is Alice’s projective measurement and
D(ρ||σ) is the quantum relative entropy between the
states ρ and σ,

D(ρ||σ) = tr
(

ρ
(

log2 ρ− log2 σ
)

)

, (15)

which is defined when the support of ρ is contained within
the support of σ. In Appendix B 2, we show that: 1) a
rank-one measurement is optimal for Alice to maximise
H(Z|E) for a given ρ, and 2) that

D
(

ρ ||
∑

z

MzρMz

)

= S
(

∑

z

MzρMz

)

− S(ρ) . (16)

In [25], the r.h.s. is shown to be equivalent to the relative
entropy of coherence of ρ with respect to the measure-
ment basis, which is used as a quantifier of randomness.

The maximum von Neumann entropy of a state of di-
mension d is log2 d and is achieved only for maximally
mixed states, so we can upper bound Eq. (16) with

H(Z|E) ≤ log2 d− S(ρ) , (17)

with equality reached if and only if Alice’s measurement
basis {|mz⟩}z leaves her system in the maximally mixed
state, i.e. if the condition

⟨mz|ρ|mz⟩ =
1

d
for all z = 1, ..., d (18)

is satisfied.

As in the case for the condition (13) for H∗
min, suitable

measurements satisfying (18) include bases {|mz⟩} that
are unbiased to the eigenbasis of ρ, implying the tightness
of (17). However, when d > 2 we can find other suitable
measurements, as discussed in Section V. The quantity
log2 d − S(ρ) is defined in [26] as the total information
of ρ and it is used in [27] as a measure of the objective
information of ρ.

We now consider the conditional max-entropy of the
measurement outcomes conditioned on Eve’s side infor-
mation. This quantity has been interpreted as the se-
curity of Alice’s measurement outcomes when used as a
secret key [3].

Theorem 3. The maximal conditional max-entropy that
can be extracted from a quantum state ρ using a projec-
tive measurement is H∗

max = log2 d+ log2 λmax(ρ), where
λmax(ρ) is the largest eigenvalue of ρ.

Proof. The details missing here are given in Appendix E.
Without loss of generality, we restrict Alice to performing
rank-one projective measurements (see Appendix B 1).
In the case where Alice makes a rank-one projective mea-
surement, the conditional max-entropy of her outcomes
conditioned on Eve can be formulated [3] as

Hmax (A|E) = log2 psecr , (19)

where

psecr = max
σ

(

∑

x

√

px tr (σ |ψEx ⟩⟨ψEx |)
)2

(20)

s.t. σ ≥ 0 , trσ = 1 , (21)

where {
∣

∣ψEx
〉

} are Eve’s post-measurement states and
px = ⟨mx|ρ|mx⟩. By applying the Cauchy-Schwartz
inequality and identifying the semidefinite optimisation
problem for the maximum eigenvalue of a quantum state,
we find

psecr ≤ dλmax(ρ) . (22)

In the case where the largest eigenvalue of ρ is unique,
the bound (22) is reached if and only if the condition

|⟨mx|umax⟩|2 =
1

d
for all x = 1, ..., d (23)
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is satisfied, where |umax⟩ is the eigenvector of ρ corre-
sponding to its largest eigenvalue. The optimal measure-
ments in the case where the maximum eigenvalue of ρ is
degenerate are discussed in Appendix E.

As in the case of H∗
min and H∗, suitable measurements

satisfying (23) include bases {|mx⟩} that are unbiased to
the eigenbasis of ρ, but, as before, when d > 2 we can
find other suitable measurements, as discussed in Section
V.

V. TWO CASE STUDIES

Let us now study measurements that satisfy (13), (18)
or (23) but which are not unbiased to the eigenbasis of ρ.
For one qubit, it is quickly verified that all measurements
that satisfy (13) are unbiased, so our first case study is for

one qutrit. Consider ρ =
∑3
i=1 λi |i⟩⟨i| with λ1 ≥ λ2 ≥

λ3, and the measurement basis {Mi = |mi⟩⟨mi|}i=1,2,3,
with

|m1⟩ =

√

1 + a

3
|1⟩ +

√

1 + b

3
|2⟩ +

√

1 + c

3
|3⟩ ,

|m2⟩ =

√

1 + a

3
eiθ1 |1⟩ +

√

1 + b

3
|2⟩ +

√

1 + c

3
eiθ2 |3⟩ ,

(24)

and |m3⟩ defined by the normalization condition
∑

iMi = 1, where a = −(γ2 − γ3)k, b = (γ1 − γ3)k, c =
−(γ1 − γ2)k, k ∈ R and each γi ≥ 0 with γ1 ≥ γ2 ≥ γ3.
We show in Appendix F 1 that suitable parameters θ1
and θ2 can always be chosen such that this is a valid
rank-one projective measurement when k is in the range
− 1

2 ≤ k ≤ 1
2 .

This measurement basis is not in general unbiased to
the eigenbasis of ρ, except when ρ is maximally mixed.
When we set {γi} = {

√
λi}, it is straightforward to show

that the condition (18) for the measurement to maximise
Hmin is satisfied. Similarly, if we set {γi} = {λi}, we
see that the condition (18) for maximal H is satisfied.
Finally, the condition (23) for maximal Hmax is satisfied
when γ2 = γ3, so we see that, for qutrits at least, there
exist non-unbiased measurements that achieve maximal
randomness for every ρ for all three of our quantifiers
of randomness. Interestingly, though, these three condi-
tions are inequivalent in general, so one can choose pa-
rameters {γi} such that the measurement maximises any
one of the entropies but not the other two.

The second case study uses two qubits. It is based on
the observation (proved in Appendix F 2) that there is

no product basis unbiased to the basis

|ψ1⟩ = |00⟩

|ψ2⟩ =
1√
3

(|01⟩ + |10⟩ + |11⟩)

|ψ3⟩ =
1√
3

(|01⟩ + ω |10⟩ + ω2 |11⟩)

|ψ4⟩ =
1√
3

(|01⟩ + ω2 |10⟩ + ω |11⟩) ,

(25)

where ω = ei 2π/3. Consider a state ρ =
∑4
k=1 λk |ψk⟩⟨ψk|

diagonal in this basis. To extract the maximal random-
ness with an unbiased measurement, one must be able
to perform entangled measurements. This is not a con-
ceptual problem in our setting, since there is no rea-
son why the two qubits should be far apart; nonethe-
less, such measurements may be more challenging to per-
form than basic single-qubit measurements. The ques-
tion is: can one extract maximal randomness from ρ
by using a product basis? The answer seems to be
positive. While we do not have an analytical proof,
for a large number of choices of λ, we performed a
heuristic optimisation over product bases, both gen-
eral ({|a, b⟩ ,

∣

∣a, b⊥
〉

,
∣

∣a⊥, c
〉

,
∣

∣a⊥, c⊥
〉

}, with six free pa-
rameters) and restricted to proper product measure-
ments ({|a, b⟩ ,

∣

∣a, b⊥
〉

,
∣

∣a⊥, b
〉

,
∣

∣a⊥, b⊥
〉

}, with four free
parameters). In both cases and for all states that we
probed, we numerically found measurements satisfying
∑

i

(

⟨mi|√ρ|mi⟩ − tr
√
ρ

4

)2

≤ 10−15,
∑

i

(

⟨mi|ρ|mi⟩ −
1
4

)2

≤ 10−15 or
∑

i

(

|⟨mi|umax⟩|2 − 1
4

)2

≤ 10−15, which

suggests that there exist product measurements satisfy-
ing the conditions (13), (18) and (23), respectively. In
this family of examples, therefore, the freedom to choose
a measurement basis that is not unbiased may lead to
a practical advantage: it allows one to obtain maximal
randomness with product measurements.

VI. CONCLUSION

It is well known that quantum physics contains an in-
trinsic form of randomness, but, somewhat surprisingly,
given a quantum state, it is unknown what is the optimal
measurement to extract from it the maximum amount of
such randomness. In this work, we concentrate on three
different quantifiers of the amount of randomness in a
measurement’s outcomes conditioned on an adversary’s
side information: the conditional min-entropy, the con-
ditonal von Neumann entropy and the conditional max-
entropy. As one might have expected, all measurements
in a basis that is unbiased to the eigenbasis of ρ max-
imise all three of these conditional entropies. However,
we also find other measurements that achieve the optimal
values, providing a flexibility that may have practical im-
plications, as in the second case study reported. In fact,
beyond its fundamental motivation, our analysis is also
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relevant for the design of device-dependent QRNGs, for
which the quantum state is fully characterised. Interest-
ingly, we find measurements in the qutrit case that max-
imise one of the three conditional entropies considered,
but which are not optimal for the other two.
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Fundació Cellex, Fundació Mir-Puig, Generalitat de
Catalunya (CERCA program), the European Union
(QSNP, 101114043 and Quantera project Veriqtas), the
ERC AdG CERQUTE, the AXA Chair in Quantum
Information Science, and the European Union’s Hori-
zon 2020 research and innovation programme under the
Marie Sk lodowska-Curie grant agreement No. 754510.

[1] M. Herrero-Collantes and J. C. Garcia-Escartin, Quan-
tum random number generators, Rev. Mod. Phys. 89,
015004 (2017).

[2] A. P. Vaisakh Mannalath, Sandeep Mishra, A compre-
hensive review of quantum random number generators:
Concepts, classification and the origin of randomness
(2022), arXiv:arXiv:2203.00261 [quant-ph].

[3] R. Konig, R. Renner, and C. Schaffner, The operational
meaning of min- and max-entropy, IEEE Transactions on
Information Theory 55, 4337 (2009).
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Appendix A: Entropy definitions

Since we will use them in more than one section of
this Appendix, here we state the definitons of the von
Neumann conditional entropy and the min- and max-
entropies of bipartite states ρAE [28].

Definition 1. The conditional entropy of ρAE is defined
by

H(A|E)ρAE
:= S(ρAE) − S(ρE) , (A1)

where S(ρ) = − tr
(

ρ log2 ρ
)

is the von Neumann entropy
of ρ and ρE := trA ρAE.

Definition 2. The conditional min-entropy of ρAE is
defined by

Hmin(A|E)ρAE
:= max

σE

Hmin(ρAE |σE) (A2)

with

Hmin(ρAE |σE) := −min{λ | 2λ(1A ⊗ σE) ≥ ρAE} .
(A3)

Definition 3. The conditional max-entropy of ρAE is

Hmax(A|E)ρAE
:= max

σE

log2 tr
(

(1A ⊗ σE)ΠAE

)

, (A4)

where ΠAE is the projector onto the support of ρAE.

Notice that when the system E is trivial (i.e. its
Hilbert space is one-dimensional), Hmax(A|E)ρAE

=
Hmax(A)ρA = log2 rank(ρA). In the following, when the
state ρAE to which we refer is clear from the context, we
will drop the corresponding subscript in the notation for
the conditional entropies.

In our state discrimination scenario where Alice and
Eve share a bipartite state ρAE , given any POVM M =

{Mx}x for Alice, one can define a classical-quantum state
(cq-state) ρXE to model the correlations between the
measurement outcomes (classical information) and the
corresponding post-measurement states ρxE on Eve’s sub-
system,

ρXE =
∑

x

px |x⟩⟨x| ⊗ ρxE , (A5)

where px = tr[MxρA], ρxE = trA[(Mx ⊗ 1E)ρAE ]/px and
{|x⟩}x is some orthonormal basis representing Alice’s
outcomes. When the POVM M is extremal, we have the
following relation between Hmin(X|E) and Eve’s optimal
guessing probability given ρ and M [3, 12]:

Hmin(X|E) = −log2Pguess(ρ,M) . (A6)

Appendix B: Proof of optimality of rank-one

measurement operators

In this appendix we prove the optimality of rank-one
measurements for H∗

min and H∗. Similar results have
been obtained for other information-theoretic quantities
(see, e.g., [29, Section II.I] in the context of quantum
discord).

1. Optimality of rank-one measurements for H∗

min

and H∗

max

We show that Alice’s optimal measurement can be
assumed to be rank-one. First, notice that any mea-
surement can be obtained by coarse-graining a rank-one
measurement, since, given some coarse-grained (i.e. not
rank-one) measurement Mcoarse = {Mi}i, we can repre-
sent each of its elements in its spectral decomposition as
Mi =

∑

j λij
∣

∣f ij
〉〈

f ij
∣

∣, with λij ≥ 0 for all i, j. Mcoarse

can then be seen as a coarse-graining of the fine-grained
measurement Mfine = {

∣

∣f ij
〉〈

f ij
∣

∣}i,j . If we restrict Alice
to performing some projective measurement Mcoarse, the
corresponding Mfine will also be projective.

The coarse-graining of Mcoarse can be seen as a deter-
ministic post-processing of the outcomes of Mfine. Con-
sider the classical-quantum state (A5) formed by the clas-
sical information of Alice’s measurement outcomes and
Eve’s quantum states in the case of Mfine. The cq-state
for any coarse-graining of Mfine can be found by apply-
ing a deterministic function f(x) to the classical register
X,

ρcoarseXE =
∑

x

px |f(x)⟩⟨f(x)| ⊗ ρxE . (B1)

Applying a function to a classical register cannot in-
crease either the conditional min-entropy or the con-
ditional max-entropy (see, e.g., [30, Proposition 6.20]).
Therefore,

Hmin(X|E)ρcoarse
XE

≤ Hmin(X|E)ρfine
XE

, (B2)
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Hmax(X|E)ρcoarse
XE

≤ Hmax(X|E)ρfine

XE

. (B3)

Then, by (A6), it is optimal for Alice to choose a rank-one
measurement in order to minimise Eve’s guessing prob-
ability and to maximise the conditional max-entropy of
her measurement outcomes.

2. Optimality of rank-one measurements for H∗

We know from [13, Theorem 1, (i)] that the conditional
entropy of the classical-quantum state formed by Alice’s
outcomes Z and Eve’s post-measurement states is

H(Z|E) = D
(

ρ ||
∑

i

MiρMi

)

, (B4)

where {Mi}i is Alice’s projective measurement and
D(ρ||σ) is the quantum relative entropy between the
states ρ and σ,

D(ρ||σ) = tr
(

ρ
(

log2 ρ− log2 σ
)

)

, (B5)

and is defined when the support of ρ is contained within
the support of σ. D

(

ρ ||∑iMiρMi

)

can be written as

D
(

ρ ||
∑

i

MiρMi

)

= −S(ρ) + tr
(

ρ log2

(

∑

i

MiρMi

)

)

.

(B6)

Since {Mi}i is projective, we have log2

(
∑

iMiρMi

)

=
∑

i log2

(

MiρMi

)

and
(

log2

(

MiρMi

)

)

Mj =

δij log2

(

MiρMi

)

, so the second term on the r.h.s.
of (B6) is

tr
(

ρ
∑

i

log2
(

MiρMi

)

)

= tr
(

∑

j

MjρMj

∑

i

log2
(

MiρMi

)

)

= −S
(

∑

i

MiρMi

)

, (B7)

and we recover Equation (16). To show that it is optimal
for Alice to perform a rank-one measurement {Mfine

ij =
∣

∣f ij
〉〈

f ij
∣

∣}i,j rather than a coarse-grained one {M coarse
i =

∑

j λij
∣

∣f ij
〉〈

f ij
∣

∣}i, denoting ρfine =
∑

i,jMijρMij and

ρcoarse =
∑

iM
coarse
i ρM coarse

i , it is sufficient to show that

S(ρfine) ≥ S(ρcoarse) . (B8)

Note that the state ρfine is the average state after per-
forming the measurement {Mfine

ij }i,j on ρcoarse. Projec-
tive measurements cannot increase the von Neumann of
a state (see, e.g., [31, Theorem 11.9]), so the inequality
(B8) holds and it is optimal for Alice to perform a rank-
one measurement to maximise the conditional entropy.

Appendix C: Technical steps in the proof of

Theorem 1

1. Proof of Lemma 2 sketched in the main text

The main steps of the proof of Lemma 2 sketched in
the text are given here in the form of two lemmas.

Lemma 3. Since M is rank-one, the d states ρi can be
taken pure, ρi = qi |ψi⟩⟨ψi| := |ψ̃i⟩⟨ψ̃i|. Hence,

Pguess(ρ,M) = max
{|ψ̃i⟩}

∑

i

|⟨mi|ψ̃i⟩|2 , (C1)

with the constraint that ρ =
∑d
i=1 |ψ̃i⟩⟨ψ̃i|.

Proof. We consider that Alice and Eve share a pure state
|Φ⟩AE such that TrE |Φ⟩⟨Φ| = ρA := ρ, and Eve performs
a measurement N = {Ni}i. If assume that Eve performs
her measurement before Alice, we find that she steers Al-
ice’s state ρi with probability pi = ⟨Φ|1 ⊗Ni|Φ⟩ and we
recover (7). But, because this is a no-signalling scenario,
the order of their measurements does not matter, so we
could equally think of Alice as measuring first. When Al-
ice measures outcome i, since every Mi is rank-one, she
steers the pure state |φi⟩ ∝ trA(Mi ⊗ 1 |Φ⟩). Thus

Pguess(ρ,M) = max
N

∑

i

Tr(ρMi) ⟨φi|Ni|φi⟩ (C2)

s.t. Ni ≥ 0 ,
∑

i

Ni = 1 .

The SDP (C2) describes the optimal discrimination by
Eve of an ensemble compatible with her reduced state.
It was shown in [14] that the optimal measurement to
distinguish an ensemble of pure states is made of d rank-
one operators. Thus, Eve will also be performing a rank-
one measurement on her system, and the states ρi steered
on Alice’s side will be pure.

Lemma 4. We will show that one can always write
˜|ψ⟩i =

√
ρ |i⟩, with {|i⟩} an orthonormal basis [Eq. (10)

of the main text], and that Eq. (11) follows as a conse-
quence, namely

Pguess(ρ,M) = max
{|i⟩}

∑

i

| ⟨mi|
√
ρ|i⟩|2 . (C3)

Proof. Following [15], given two density matrices ρ′ and
ρ, there is a one-to-one map

˜|ψ′
i⟩ = ρ′1/2ρ−1/2 ˜|ψi⟩ , i = 1, ..., n (C4)

between any two sub-normalised decompositions { ˜|ψ′
i⟩}

and { ˜|ψi⟩} into the same number n of pure states. Choos-

ing ρ′ = 1/d, we obtain ˜|ψi⟩ = ρ1/2 ˜|i⟩, where
∑

i

∣

∣̃i
〉〈

ĩ
∣

∣ =
1. Since we start with a decomposition of ρ into n = d
pure states, and since any decomposition of 1 into d pure
states defines an orthonormal basis, we find that

˜|ψi⟩ =
√
ρ |i⟩ (C5)
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for some {|i⟩} forming an orthonormal basis. Plugging
this into (C1), we prove (C3).

2. Optimisation (12) in the proof of Lemma 2

The optimisation (12) is a special case of the fol-
lowing: given two orthonormal bases {|i⟩}i=1,...,d and
{|mi⟩}i=1,...,d and an operator A (

√
ρ in our case) sat-

isfying A = A† ≥ 0 such that

⟨mi|A|mi⟩ =
1

d
tr(A) for all i = 1, ..., d , (C6)

we want to compute

P = max
{|i⟩}

∑

i

| ⟨i|A|mi⟩ |2 . (C7)

This expression is equivalent to the probability of correct
state discrimination of an ensemble σi = |γ̃i⟩⟨γ̃i|, with
|γ̃i⟩ = A |mi⟩, using the measurement {Πi}i=1,...,d. A
measurement {Πi}i=1,...,d is optimal to distinguish a set
of states {σi}i=1,...d if and only if Y ≡∑i σiΠi ≥ σj for
all j = 1, ..., d [18–20]. In our case, {|i⟩} achieves the
maximisation (C7) if and only if

∑

i

A |mi⟩⟨mi|A |i⟩⟨i| −A |mj⟩⟨mj |A ≥ 0 for all j .

(C8)

Let us make the guess that, under the condition (C6),
the optimal measurement is given by |i⟩ = |mi⟩. With
this, conditions (C8) read

tr(A)

d
A − A |mj⟩⟨mj |A := Bj ≥ 0 for all j . (C9)

It is clear that Bj = B†
j . Moreover, using (C6) we see

that

⟨φ|Bj |φ⟩ = ⟨mj |A|mj⟩ ⟨φ|A|φ⟩ − ⟨φ|A|mj⟩ ⟨mj |A|φ⟩

for any vector |φ⟩. The r.h.s. is always non-negative when
A = A† ≥ 0, because of the Cauchy-Schartz inequality
applied to the vectors

√
A |φ⟩ and

√
A |mj⟩. This proves

that Bj ≥ 0 for all j, which is the desired condition,
vindicating our guess.

3. Necessary condition for P ∗

guess

Here we show that satisfying condition (13) is neces-
sary for Alice’s measurement basis {|mi⟩} to achieve the
optimal guessing probability. From (11), choosing the
orthonormal basis {|i⟩} = {|mi⟩}, we have the bound

Pguess(ρ,M) ≥
∑

i

| ⟨mi|
√
ρ|mi⟩|2 . (C10)

Define the set of real numbers εi :=
tr

√
ρ

d − ⟨mi|√ρ|mi⟩.
Note that the constraint

tr
√
ρ =

∑

i

⟨mi|
√
ρ|mi⟩ = tr

√
ρ−

∑

i

εi (C11)

implies that
∑

i εi = 0. In terms of {εi}, the bound in
(C10) is

Pguess(ρ,M) ≥
∑

i

(

tr
√
ρ

d
− εi

)2

=
(tr

√
ρ)2

d
− 2 tr

√
ρ

d

∑

i

εi +
∑

i

ε2i

= P ∗
guess(ρ) +

∑

i

ε2i , (C12)

so the optimal P ∗
guess(ρ) cannot be achieved if any εi ̸= 0,

i.e. if the condition

⟨mi|
√
ρ|mi⟩ =

1

d
tr
√
ρ for all i = 1, ..., d (C13)

is not satisfied.

4. Eve’s optimal measurement for H∗

min

Denote the pure state shared by Alice and Eve by
|Ψ⟩AE . Its Schmidt decomposition is

|Ψ⟩AE =

d
∑

k=1

√

λk |uk⟩A |vk⟩E , (C14)

where ρ =
∑d
k=1 λk |uk⟩⟨uk| and {|vk⟩} is an orthonormal

basis in which Eve’s reduced state in diagonal. We can
assume without loss of generality that Eve’s subsystem
has the same dimension as Alice’s subsystem, as Eve does
not gain any advantage in discriminating Alice’s states
by holding a system of a higher dimension. Let Eve’s
local eigenbasis {|vk⟩} be related to that of Alice by the
unitary |vk⟩ = U |ui⟩. Then we can write Eve’s reduced
state as σE = UρU†. After Alice performs the rank-
one measurement in the basis {|mi⟩}, Eve receives the

subnormalised pure states |γ̃i⟩ =
∑d
k=1

√
λk⟨mi|uk⟩ |vk⟩,

which can also be represented as

|γ̃i⟩ =

d
∑

k=1

√

λk⟨mi|uk⟩U |uk⟩ = U
√
ρ |m∗

i ⟩ , (C15)

where |m∗
i ⟩ is the complex conjugate of |mi⟩ in the eigen-

basis of ρ. Eve should then use an optimal rank-one
measurement to discriminate between the possible states,
|γ̃i⟩, of her system. Note that, since Alice chooses an op-
timal measurement,

tr
√
ρ

d
= ⟨mi|

√
ρ|mi⟩ = ⟨m∗

i |
√
ρ|m∗

i ⟩ .
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In Appendix C 2, we showed that a measurement in
an orthogonal basis {|ni⟩} is optimal to discriminate
an ensemble of states {|γ̃i⟩ = A |ni⟩} if the condition
⟨ni|A|ni⟩ = 1

d trA holds for all i, where A ≥ 0. Here
Eve receives the states |γ̃i⟩ = U

√
ρ |m∗

i ⟩ = A |ni⟩, where

A := U
√
ρU† ≥ 0 and |ni⟩ := U |m∗

i ⟩. We have
1
d trA = 1

d tr
(

U
√
ρU†) = 1

d tr
√
ρ and

⟨ni|A|ni⟩ = ⟨m∗
i |
√
ρ|m∗

i ⟩ =
1

d
tr
√
ρ =

1

d
trA , (C16)

so it is optimal for Eve to measure in the basis |ni⟩ =
U |m∗

i ⟩. In the case where ρ is full-rank, we have

U |m∗
i ⟩ = Uρ−1/2U† |γ̃i⟩ = σ

−1/2
E |γ̃i⟩ , (C17)

so Eve is performing a ‘pretty good’ measurement.

Appendix D: Alternative proof of Theorem 1

1. Proof of the bound (1) on Pguess

Here we provide an alternative derivation of the lower
bound (1) for Eve’s optimal guessing probability. We
make use of the min- and max-entropies defined in Ap-
pendix A and of the following lemma, which is a slight
variation [32] of [28, Lemma 3.1.13]:

Lemma 5. Let {|x⟩}x be an orthonormal basis on HX ,
let {|ψx⟩}x be a family of unnormalized vectors on HA⊗
HE, and define

ρAE := |ψ⟩⟨ψ| with |ψ⟩ =
∑

x

|ψx⟩ ,

ρ̃XAE :=
∑

x

|x⟩⟨x| ⊗ |ψx⟩⟨ψx| .

Then,

Hmin(A|E)ρAE
≥ Hmin(A|E)ρ̃AE

−Hmax(X) . (D1)

Consider a pure bipartite state ρAE = |ψ⟩ ⟨ψ|. Given
any orthogonal basis {|ux⟩}x for HA, some orthogonal
basis {|vy⟩}y of HE can always be found such that the
state vector |ψ⟩ can be written as

|ψ⟩ =
∑

x,y

αxy |ux⟩ |vy⟩ =
∑

x

|ux⟩
∑

y

αxy |vj⟩ :=
∑

x

|ψx⟩ .

(D2)

If the rank-one projective measurement {|ux⟩⟨ux|}x is
performed on A and the outcome x is obtained, the (un-
normalized) post-measurement state of AE is

(

|ux⟩⟨ux| ⊗ 1

)

ρAE
(

|ux⟩⟨ux| ⊗ 1

)

= |ψx⟩⟨ψx| .

Therefore, the cq-state representing the correlations be-
tween the outcomes and the post-measurement states on
HA ⊗HE is, precisely as in Lemma 5,

ρ̃AEX =
∑

x

|ψx⟩⟨ψx| ⊗ |x⟩⟨x| ..

To prove our target bound (1), we let ρAE be the initial
pure state shared by Alice and Eve and M = {|ux⟩⟨ux|}x
be Alice’s rank-one projective measurement. Noting that
Hmax(X) = log2 rank(ρ̃X) ≤ log2 d and that for any pure
state ρAE

Hmin(A|E) = −2 log2

√
ρA , (D3)

returning to our usual notation with ρA = ρ and dA =
d, we get from Lemma 5 the following upper bound on
Hmin(A|E)ρ̃AE

,

log2 d− 2 log2 tr
√
ρ ≥ Hmin(A|E)ρ̃AE

. (D4)

Finally, notice that, since Alice’s post-measurement
states form an orthonormal basis, the states ρ̃XE and
ρ̃AE are related by a unitary on the first subsystem.
Therefore, using twice the data processing inequal-
ity for conditional min-entropies [28], one can replace
Hmin(A|E)ρ̃AE

with Hmin(X|E)ρ̃XE
in (D4) and, to-

gether with (A6), obtain

Pguess(ρ,M) ≥ 1

d

(

tr
√
ρ
)2

. (D5)

2. Proof that the bound (1) can be reached

Here, we provide an alternative proof using semidef-
inite programming that the lower bound (1) for Eve’s
optimal guessing probability can be reached when Alice
performs measurements satisfying (13). We consider the
maximisation problem (7) for the guessing probability
and reduce our study to the set of projective rank-one
measurements Mi = |mi⟩⟨mi| in dimension d that satisfy

tr
(

|mi⟩⟨mi| √ρ
)

= 1
d tr

√
ρ for all |mi⟩ (the set is cer-

tainly not empty, since all measurements in a basis that
is unbiased with the eigenbasis of ρ satisfy this condition).
From hereon, we assume without loss of generality that
ρ is full-rank, as we note that only the projection of the
measurement elements Mi onto the support of ρ plays a
role in (7). More precisely, defining Πρ as the orthogonal
projector onto the support of ρ and M ′

i := ΠρMiΠρ, we
have

max
{ρi}

∑

i

tr(Miρi) = max
{ρi}

∑

i

tr(Mi ΠρρiΠρ)

= max
{ρi}

∑

i

tr(M ′
iρi) . (D6)

Note too that

tr
(

Mi
√
ρ
)

= tr
(

M ′
i

√
ρ
)

=
1

d
tr
√
ρ . (D7)

Then, in the case where ρ is not rank-one, we can consider
the problem projected onto the support of ρ, using the
rank-one (not necessarily projective) measurement with
elements M ′

i = |m′
i⟩⟨m′

i| in (7), where M ′
i is in dimension



11

r = rank(ρ), has d outcomes and satisfies tr
(

M ′
i

√
ρ
)

=
1
d tr

√
ρ.

Now with the full-rank ρ assumption, we note that,
since (7) is a semidefinite programming problem, we can
define its corresponding minimisation (or dual) problem,
which is given by

β(ρ,M) = min
X

tr
(

Xρ
)

, s.t. X ≥Mi . (D8)

The set of states {ρi = ρ/d} and the matrix X = 21

define strongly feasible points (i.e. points that satisfy the
necessary constraints with strict inequalities) on the dual
and primal problems respectively, so (7) and (D8) both
return Pguess(ρ, M). For further details on semidefinite
programming problems, see, for example, [33]. Given
the measurement M, we can use the primal and dual
problems to set upper and lower bounds respectively on
Eve’s optimal guessing probability,

∑

i

tr
(

ρiMi

)

≤ Pguess(ρ,M) ≤ tr
(

Xρ
)

, (D9)

where {ρi} is any set of subnormalised states satisfy-
ing

∑

i ρi = ρ and X is any positive-semidefinite ma-
trix satisfying X −Mi ≥ 0 for all Mi. The set of states
ρi =

√
ρ |mi⟩⟨mi| √ρ recovers the lower bound (1). We

now show that the matrix X =
tr

√
ρ

d ρ−
1

2 satisfies

X − |mi⟩⟨mi| =
tr
√
ρ

d
ρ−

1

2 − |mi⟩⟨mi| ≥ 0 ∀ i .
(D10)

We can define any vector in dimension d as
√
ρ |φ⟩ for

some |φ⟩. To prove (D10), it suffices to show that

⟨mi|
√
ρ|mi⟩ ⟨φ|

√
ρ|φ⟩ − ⟨φ|√ρ|mi⟩ ⟨mi|

√
ρ|φ⟩ ≥ 0 .

(D11)

In analogy with the proof in C 2, we see that (D11) is
true by applying the Cauchy–Schwarz inequality on the
vectors ρ

1

4 |mi⟩ and ρ
1

4 |φ⟩.
Using X =

tr
√
ρ

d ρ−
1

2 in (D9), we find

1

d

(

tr
√
ρ
)2

≤ Pguess(ρ,M) ≤ 1

d

(

tr
√
ρ
)2

. (D12)

This shows that the bound (1) can be saturated by mea-
surements satisfying (13), so we have that the optimal
guessing probability for Alice given the state ρ is

P ∗
guess(ρ) =

1

d

(

tr
√
ρ
)2

. (D13)

Appendix E: Technical details in the proof of

Theorem 3

We denote the Schmidt decomposition of the pure state
|Ψ⟩AE shared by Alice and Eve by

|Ψ⟩AE =

d
∑

k=1

√

λk |uk⟩A |vk⟩E , (E1)

where ρ =
∑d
k=1 λk |uk⟩⟨uk| and {|vk⟩} is an orthonormal

basis in which Eve’s reduced state in diagonal. When
Alice measures in an orthonormal basis {|mx⟩} with di-
mension d, we can write Eve’s post-measurement states
{
∣

∣ψEx
〉

} as

∣

∣ψEx
〉

=
1√
px

⟨mx|ΨAE⟩ , px = ⟨mx|ρ|mx⟩ . (E2)

Denoting Eve’s average state post-measurement as ρ̃E ,
i.e.

ρ̃E =
∑

x

px
∣

∣ψEx
〉〈

ψEx
∣

∣ , (E3)

we note that

ρ̃E =
∑

x

⟨mx|ΨAE⟩⟨ΨAE |mx⟩ = trA |ΨAE⟩⟨ΨAE | := ρE ,

(E4)

where ρE is Eve’s local state before the measurement.
The following expression for Hmax (X|E) in the special
case of classical-quantum states is given in [3],

Hmax (A|E) = log2 psecr , (E5)

where

psecr = max
σ

(

∑

x

√
pxF

(

ρEx , σ
)

)2

, (E6)

where σ is a quantum state (σ ≥ 0 and trσ = 1) and

F (ρ, σ) = tr

√√
σρ

√
σ (E7)

(note that F (ρ, σ) is symmetric in ρ and σ). Since, in our
case, the states ρEx are pure, the expression (E6) reduces
to

psecr = max
σ

(

∑

x

√

px⟨ψEx |σ|ψEx ⟩
)2

(E8)

= max
σ

(

∑

x

√

px tr (σ |ψEx ⟩⟨ψEx |)
)2

. (E9)

We define by σ∗ the state σ that achieves the maximi-
sation in (E6). By the Cauchy-Schwartz inequality, we
have

psecr =

(

∑

x

√

px tr (σ∗ |ψEx ⟩⟨ψEx |)
)2

(E10)

≤ d
∑

x

px tr
(

σ∗ ∣
∣ψEx

〉〈

ψEx
∣

∣

)

= d tr (σ∗ρE) . (E11)

The inequality is saturated if and only if all of the terms
inside the sum are identical,

px tr
(

σ∗ ∣
∣ψEx

〉〈

ψEx
∣

∣

)

=
tr
(

σ∗ρE
)

d
for all x = 1, ..., d .

(E12)
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We find a second inequality for psecr by noting that

tr
(

σ∗ρE
)

≤ max
σ

tr
(

σρE
)

= λmax(ρE) , (E13)

where the second term is a known SDP that returns the
largest eigenvalue of ρE . In the case where the largest
eigenvalue of ρE is non-degenerate, the maximisation is
achieved only by σ = |vmax⟩⟨vmax|, where |vmax⟩ is the
vector from Eve’s local basis {|vi⟩} corresponding to the
largest eigenvalue. Restricting for now to the case where
the largest eigenvalue is non-degenerate, we see that the
bound (E13) is reached if and only if σ∗ = |vmax⟩⟨vmax|
and (E12) is satisfied. We are free to combine these con-
ditions such that the necessary and sufficient conditions
for the measurement basis {|mx⟩} to achieve the bound
(E13) are, from (E12),

|⟨mx|umax⟩|2 =
1

d
for all x = 1, ..., d , (E14)

where |umax⟩ is the vector from Alice’s local basis {|ui⟩}
corresponding to the largest eigenvalue. In the case
where the largest eigenvalue of ρ is degenerate, denote
by {

∣

∣vmax
(i)
〉

} the set of vectors in Eve’s local basis cor-
responding to the largest eigenvalue. The optimal σ in
(E13) is now of the form

σ =
∑

i

γi

∣

∣

∣
vmax

(i)
〉〈

vmax
(i)
∣

∣

∣
, γi ≥ 0 ,

∑

i

γi = 1 .

(E15)

Now the necessary and sufficient conditions for {|mx⟩}
to achieve the bound are

∑

i

γi

∣

∣

∣
⟨mx|umax

(i)⟩
∣

∣

∣

2

=
1

d
for all x = 1, ..., d , (E16)

where {γi} is any set of non-negative numbers summing
to 1 and {

∣

∣umax
(i)
〉

} is the set of vectors in Alice’s local
basis corresponding to the maximum eigenvalue.

Note, finally, that λmax(ρE) = λmax(ρ), so in terms of
Alice’s state ρ we have

psecr
∗ = dλmax(ρ) (E17)

and

Hmax
∗ (A|E) = log2 d+ log2 λmax(ρ) . (E18)

Appendix F: Additional details from Section V

1. Parameters for qutrit measurement (24)

For convenience, we restate the measurement (24) in
the following. Consider the measurement basis {Mi =
|mi⟩⟨mi|}i=1,2,3, with

|m1⟩ =

√

1 + a

3
|1⟩ +

√

1 + b

3
|2⟩ +

√

1 + c

3
|3⟩ ,

|m2⟩ =

√

1 + a

3
eiθ1 |1⟩ +

√

1 + b

3
|2⟩ +

√

1 + c

3
eiθ2 |3⟩ ,

(F1)

and |m3⟩ defined by the normalization condition
∑

iMi = 1, where a = −(γ2 − γ3)k, b = (γ1 − γ3)k, c =
−(γ1 − γ2)k, k ∈ R and each γi ≥ 0 with γ1 ≥ γ2 ≥ γ3.
To ensure that the square root terms in the coefficients of
|m1⟩ and |m2⟩ are well-defined, we need that 1 + x ≥ 0,
x ∈ {a, b, c}, which imposes the following constraint on
k,

− 1

γ1 − γ3
≤ k ≤ 1

max{γ1 − γ2, γ2 − γ3}
. (F2)

Furthermore, imposing ⟨m1|m2⟩ = 0 sets the following
restriction,

1 + a

3
eiθ1 +

1 + b

3
+

1 + c

3
eiθ2 = 0 . (F3)

Considering each of the terms in the sum as vectors in
the complex plane, the sum 1+a

3 eiθ1 + 1+b
3 can take any

absolute value in the range 1
3 |b − a| to 1

3 |2 + a + b| by
taking an appropriate choice of θ1. We then see that in
order to satisfy (F3), 1+c

3 must fall in this range, i.e.

|b− a| ≤ 1 + c ≤ 2 + a+ b . (F4)

This gives the following restriction on k,

−1

2

1

γ1 − γ3
≤ k ≤ 1

2

1

γ1 − γ3
, (F5)

which is a tighter bound than the constraint (F2). No-
tice that the tightest constraint is − 1

2 ≤ k ≤ 1
2 and is

obtained for pure states.
For k ̸= 0, this measurement basis is unbiased to the

eigenbasis of ρ if and only if a = b = c = 0 i.e. when
ρ is the maximally mixed state. When we set {γi} =
{
√
λi}, it is easy to show that ⟨mi|√ρ|mi⟩ = 1

3 tr
√
ρ for

i = 1, 2, 3, so condition (13) for maximal Hmin is satisfied.
However, this measurement does not satisfy the necessary
and sufficient condition (18) to maximise the conditional
entropy, except in the special case where

λ1(
√
λ2 −

√
λ3)− λ2(

√
λ1 +

√
λ3)− λ3(

√
λ1 −

√
λ2) = 0 .

(F6)

Moreover, we can also consider this qutrit measurement
taking {γi} = {λi}. Similarly, it is straightforward to see
that this measurement satisfies (18) and thus achieves
the maximal conditional entropy H∗. It does not, how-
ever, satisfy the necessary and sufficient condition (13)
to achieve H∗

min except in the special case where
√

λ1(λ2 − λ3) −
√

λ2(λ1 − λ3) +
√

λ3(λ1 − λ2) = 0 .
(F7)

Finally, when λ1 > λ2 (i.e. the largest eigenvalue of ρ
is not degenerate), the condition (23) for the measure-
ment (24) to produce maximal Hmax is satisfied if and
only if a = 0, so γ2 = γ3. This condition is, in general,
inequivalent to the conditions for maximal Hmin and H.
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2. A two-qubit basis that has no unbiased product

basis

We will show that there is no orthonormal basis of
two-qubit product states that is unbiased to the basis:

|ψ1⟩ = |00⟩

|ψ2⟩ =
1√
3

(|01⟩ + |10⟩ + |11⟩)

|ψ3⟩ =
1√
3

(|01⟩ + ω |10⟩ + ω2 |11⟩)

|ψ4⟩ =
1√
3

(|01⟩ + ω2 |10⟩ + ω |11⟩),

(F8)

where ω = e2πi/3. Firstly, we note that any orthonormal
two-qubit product basis can be expressed as either

(i)
{

|a⟩ |A⟩ , |a⟩
∣

∣A⊥〉 ,
∣

∣a⊥
〉

|B⟩ ,
∣

∣a⊥
〉
∣

∣B⊥〉} or

(ii)
{

|a⟩ |A⟩ ,
∣

∣a⊥
〉

|A⟩ , |b⟩
∣

∣A⊥〉 ,
∣

∣b⊥
〉 ∣

∣A⊥〉}

for some single qubit states |a⟩ , |A⟩ , |b⟩ , |B⟩, where ⊥ de-
notes the unique orthogonal state to a given qubit state.
Consider Case (i). If this basis is unbiased to the vec-

tors (F8), we have

|⟨00|aA⟩|2 =
∣

∣

〈

00
∣

∣aA⊥〉∣
∣

2
=

1

4
. (F9)

Letting |A⟩ = A0 |0⟩+A1 |1⟩, etc, with A0 ∈ R, A1 ∈ C, it
follows that A0 = A⊥

0 = 1/2a0. In order for |A⟩ and
∣

∣A⊥〉

to be orthogonal and have the same coefficient of |0⟩, both
states must lie on the XY -plane of the Bloch sphere, i.e.
|A⟩ = 1√

2
(|0⟩ + eiy |1⟩) and

∣

∣A⊥〉 = 1√
2
(|0⟩ − eiy |1⟩) for

some 0 ≤ y < 2π. The relation between a0 and A0

implies that |a⟩ also lies on this plane and we can take
|a⟩ = 1√

2
(|0⟩ + eix |1⟩) for some 0 ≤ x < 2π. Similar

reasoning shows that all the states |a⟩ , |A⟩ , |b⟩ , |B⟩ must
lie in the XY -plane, in both Cases (i) and (ii).

We now show the states |aA⟩ and
∣

∣aA⊥〉 cannot be
mutually unbiased to both |ψ2⟩ and |ψ3⟩. Firstly, the

equalities |⟨ψ2|aA⟩|2 =
∣

∣

〈

ψ2

∣

∣aA⊥〉∣
∣

2
= 1/4 give

cos(x) + cos(y) + cos(x− y) =

cos(x) − cos(y) − cos(x− y) = 0 . (F10)

Thus, we find cos(x) = 0, giving four possibilities for
the values of (x, y): either (π/2, 3π/4), (π/2, 7π/4),
(3π/2, π/4), or (3π/2, 5π/4). Substitution shows that

none of these pairs give |⟨ψ3|aA⟩|2 = 1/4. A similar
argument shows that bases of the form in Case (ii) also
cannot be mutually unbiased to the vectors (F8).
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